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LOT CAM POAN
T6i cam doan ring cong trinh nghién ciru nay la thanh qua cia cbng strc cd
nhén cla t6i va khong sao chép tir bit ky ngubn nao khac. Tét ca théng tin dugc trinh
bay trong dé dn ndy déu 1a san phim ctia céng vie ¢4 nhin hojic duge tong hop tir
nhiéu ngubn ti li¢u khée nhau.. Céc dir liéu va két qua duge trinh bay trong dé 4n
déu la trung thyre va chua timg duge cng b trong bt ky cong trinh nghién ciru nao
khie.

Tic gii d¢ in
A
\Jy

Nguyén Huy TAm



LOI CAM ON

Lén dAu tién, em xin giri 161 cam on chén thanh va sdu sie t6i thdy TS. Dinh
Trirdmg Duy, ngudi da tric tiép hudng din tén tinh, chu déo, chia sé nhimg ¥ kién va
kinh nghiém quy béu trong sudt qu4 trinh em thye hign dé tai thye tip.

Sau d6, em xin giri 1 cam on cée thﬁy* ¢b trong Hoe Vién néi chung va Khoa
Pao tao Sau dai hoe n6i riéng da ludn nhiét huyét, tin tinh trong timg bai giang va
tao diéu kién thuiin loi nhét cho em trong thdi gian hoc tdp va nghién ciru tai trudng
Hoc Vién Cong Nghé Buu Chinh Vién Thong.

Bén canh d6, em xin giri 161 cam on 141 cic ban dfbng nghi¢p va ban bé di ludn
bén canh, hd tror va dong vién em trong subt qué trinh thye hién dé tai. Nhimg ¥ kién
dong gop, chia s¢ va sy gidp d& cua cac ban di gitip em hodn thi¢n hon nhirng céng
viée ctia minh.

Em ciing Xin cam on cdc nhén vién trong Hoc vién, nhimg ngudi di lam viée
im thim va cfmg hién dé tao ra m6t mbi trurdmg hoe tap va nghién ciru thudn lgi. Sy
nhiét tinh va chu déo ciia cic ban dd gop phin khong nhé vio thanh cdng clia em,

Fm hy vong ring nhitng kién thirc va kinh nghiém thu duge trong thoi gian
thue tip nay s€ la nén tang vimg chiic cho em trong nhitng bude di tiép theo cia sy
nghiép.

Em xin chdn thanh cam on!

Ha Noi, thang 05 nam 2025

Hoc vién thue hién

Nguyén Huy Tam
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MO PAU

- Trong béi canh céng nghé phat trién nhanh chéng, viée quan Iy va bao mit
cic (g dung container {r& nén ngay cing thiét yéu do container dugce sir dung rong
rii dé trién khai, chay va quan 1y Gng dung mt cach hiéu qua, linh hoat va tiét kiém
tai nguyén . Hién nay, nhiéu t& chire va doanh nghiép viin dang phu thudc vao cic
Public Registry nhu Docker Hub, diéu nay tiém 4n nhiéu rii ro vé bio mét va quy(‘:n
riéng tu. Hon nifa, vi¢e thiéu kiém soat dbi voi quyén truy eiip va dir li¢u nhay cam
c6 thé diin dén nhitng vin dé& nghiém trong nhur ro ri thng tin, truy cip trai phép hofic
lam dyung dit lidu. Chinh vi vy, d& tai " Nghién ciru gidi phap dam bao an todn cho
hé thtfmg Private Docker Registry cua td chirc" duge Ira chon nhéim cung cftp mot
giai phap an toan, hi¢u qua va tay bién cao cho vi¢c quan ly cac image Docker.

- Pé tai khong chi mang ¥ nghia khoa hoe ma con ¢é gid trj img dung thye tién
cao, gop phén dap (mg nhu ciu cip thiét cia céc t6 chirc trong viée bao vé dir liéu va
néing cao hiéu sufit 1am viée. Tinh kha thi ctia dé tai duge thé hién qua viée tich hop
va ap dung cic cong nghé ma nguén md hién dai nhu Harbor, Trivy, Wazuh... dé xdy
dung mét hé théng Private Registry. Hé thfmg nay giap tao ra mot moi trudng lam
viée an todn, on dinh va hiéu qua cho cac t6 chire va doanh nghiép.

- Viée sir dung container hoa trong phat trién phin mém di tré thanh xu hudng
todn ciu véi Docker 1a nén ting phé bién nhit nhiy kha niing déng g6i img dung va
cic thanh ph:-im phy thude vio cic container nhe, dé trién khai. Cae Docker image
(bao gbm ma ngudn, thu vién, chu hinh...) 14 cic bin sao lwu trir cia (mg dung cling
toan bo moi tredmg dong vai trd trung tim trong qué trinh nay. D& hé trg cho quy
trinh nay, viée luru trit va quan 1y Docker image thong qua cic Registry la rht quan
trong. Tuy nhién, vi¢c sir dung cic Public Registry gip phai nhiéu vén dé vé bao miit
vi quan ly. Hién nay céc tb chire hodic doanh nghiép dang sir dung Public Registry dé
push va pull cac image vé chinh vi vily rii ro vé 16 thong tin va bio mit dang la vin
dé hang diu.

- Nhimg véin dé con ton 1al cac viin dé:



Béo mit: Mic di Private Registry gitip ting cudmg bio mét, nhung vin
ton tai cde rui ro nhu 16 hﬁng trong phﬁn mém, thn cong vao co so dir
liéu va mét méit khiu.

Quan ly: Viée quan ly mét lugng 1ém image Docker c6 thé trér nén phire
tap, diic biét la khi khong c6 mdt quy trinh quan 1y rd rang.

Tich hgp: Vige tich hgp Private Docker Registry vdi cic cong cu va
quy trinh hién cé cua tb chire c6 thé gip phai mdt 36 kho khan,

- D& 4n ndy s& tip chung vao viéc trién khai Private Docker Registry st dung
Harbor mét ¢ong ey mi ngubn md cho céc té chire hofic doanh nghiép yéu chu béao
mét cao voi dif liéu nhay cam hodc 1ai san tri wé cia td chire, Phét trién quy trinh
quan 1y quyén truy cip cho nhéin vién va quan 1y, déanh gia hi¢u qua cia hé théng
nhiim cai tién va t6i wru hoa hé thfmg trong tuong lai. Muc tiéu cua dé 4n 1A xiy dyng
mot Private Docker Registry sir dung Harbor mét cong cu ma nguém md vi trién khai
cic gidi phap dam bao an toan cho hé théng, nhim tao ra mot moi trudng bio méat
cho viée quan Iy image Docker phyc vy cho méi trudmg t6 chire va doanh nghiép.

- Cu thé, cic két qui cin dat duge bao g&m: Mot hé thfmg Private Registry
hoat déng 6n dinh, bio mét va hiéu qua, giam thiéu rii ro vé bao mdt khi str dung
image Docker, quan 1y quyén truy cip, danh gia hiéu qua hé théng. Nghién ctru sé
duoge thye hién tai céc td chire, tip trung vio cic t6 chirc va doanh nghiép yéu ciu
tinh bao mét vé théng tin.

-Pham vi nghién ciru gﬁm khong gian la h¢ lhf&ng noi bo cua t6 chirc hofic
doanh nghiép va thoi gian 1a tip trung nghién ciru va xdy dyng hé théng trong thii
gian lam dé 4n,

Dé thue hién dé tai "Nghién ctru gidi phap dam bao an todn cho hé théng Private
Docker Registry cua 16 chire”, dé 4n s& ap dung mot 56 phurong phap nghién ¢iru cy
thé nhim dam béo tinh hiéu qui va kha thi clia h¢ théng. Cic phuong phap nay bao
gom:

Khao st tai liéu: Dé dn s& thye hién nghién ciru tai liéu lién quan dén céc

giai phdp Registry hién c6, bao gbm ca nhimg vu diém va nhuge diém cla



chiing. Tiép d6 1a nghién etru cac tai liéu vé céc bién bao mit sau do cu
hinh céc phuong phép bio mét cho hé théng. Cudi cling 14 cdce tai liéu vé
cong cu giam sat dé gidm st va néing cao tinh biao mat nhim xir ly cée
trudmg hop.

- Thi nghiém trién khai: D& 4n s& thue hién cdc thi nghiém dé trién khai hé
théng Private Docker Registry sir dung Harbor. Cée bude nay s€ bao gbm
cii dit, cdu hinh va t6i vu héa h¢ théng nhim dam bio tinh hi¢u qua va
bio mét. Ngoai ra, ap dung cac giai phip bio mit dé quan 1y quyén truy
¢ip, mi hoa truyén dir lidu, va tich hop cdng cu gidm sat dé phat hién va
xir I s ¢b kip thii, dam bao an toan va hiéu suit hé théng.

- Cong cu va thiét bj: D& hd trg cho qué trinh nghién ciru, cde cbng cy va
thiét bi cin thiét s& bao gém may chidé trién khai Registry, may chu dé
trién khai cong cu gidm sét, may tinh cho viée phat trién va thir nghiém

N&i dung cia dé dn bao gdm cac phan sau:

Chwong I: Téng quan vé Docker va Private Docker Registry

Trinh bay téng quan vé cic khai niém lién quan co ban lién quan 14i Docker,

Container va Private Docker Regisiry, Docker Registry va lgi ich va vai trd

ctia chiing trong thye té

Chuong I1: Xy dung hé théng Private Docker Registry

Nhirng yéu ciu phin eimg, phin mém, kha ning bao mat. Giéi thiéu vé kién

triic ctia hé théng cic cong cu va cic cich t6 chire va luu trit clia cdc image.

Panh gia céc vu nhuge diém cla cac cong cu trién khai dé lya chon

Chwong I11: Trién khai gidi phép dim bdo an toan cho h¢ théng Private

Docker Registry khi sir dung Harbor

Céc bude trién khai Private Docker Registry, cdc céu hinh, céc cdch kiém tra

hé théng. Str dung cic cong ey dé phat hién ra 16 héng trong image, céc phurong

phép gitp néng cao bao mit hé théng nhr xéc thire vi mi hod giao tiép, va cic
c¢Ong cu theo doi va giam sat hé théng.



Chwong IV: Ddnh gid hi¢u sufit va khi ning mé ring cia Private Docker
Registry khi sir dung Harbor

Danh gid hiéu suit cia hé thing théng qua thdi gian push va pull cia image
trong cédc trudmg hop khde nhau tir d6 dua ra giai phap mé rng dé tdng tinh
sin sang cua hé thi‘mg



CHUONG L. TONG QUAN VE DOCKER VA PRIVATE
DOCKER REGISTRY

1.1 Gidi thiéu vé Docker

1.1.1 Dinh nghia Docker va vai tro ciia Container trong phit trién
phin mém

Docker 14 mdt nén ting mé dé phat trién va chay cic (mg dung. Docker cho
phép tach biét cic img dyng ciia minh khoi co s& ha ting dé c6 thé phén phdi phin
mém nhanh chéng. Vi Docker, né ¢6 thé quan 1y co s& ha ting ctia minh theo cling
cach quan 1y cac Gmg dung. Biing cach tin dung cée phuong phép ctia Docker dé thir
nghiém va trién khai mé, né c6 thé giam déng ké 6 tré gitra vide viét ma va chay mi
trong san xufit [24]. Mot s6 khdi niém phd bién trong Docker:

Docker Client: La ebng ey cho phép ngudi dung tuong tic vai Docker thing
qua cée 1énh. Docker Client sir dyng API dé giri yéu cu dén Docker Daemon,

Docker Daemon: La server Docker, xir Iy ¢ée yéu clu tir APL. N6 chiju trich
nhiém quan ly images, containers, networks va volumes,

Docker Volumes: La phuong phép téi wu dé luu trir dit liégu bén vitng, hi trg
viée tao va sir dung (mg dung mét cich lién tye.

Docker Compose: La ¢ong cu gitip chay (g dung vai nhié¢u container mét
cdch don gian. Théng qua file docker-compose.yml, ngudi dung cé thé ciu hinh va
tai sir dung céc Iénh dé dang.

Docker image: la mét tp hop cac t§p, thu vién, cfiu hinh, mi ngu("m durge dong
61 san, ding dé tao ra container.

Container: la phién ban chay dugc cua mot image. Piy 1a mot moi trudng cich
ly, déc lip, chira img dung va cdc phu thude, cho phép img dung hoat dong ma khong
bi anh huong bai hé lhéng chii, Container sir dung image lam nén tang trong qué trinh
hoat déng.

Vai tro etia Container trong phat trién phin mém:



- Tinh nhét quan: Containers ddm béo (mg dung hoat déng nhu nhau trén moi
méi truomg, tir giai doan phat trién dén san xudt, gitp loai bo cac 16i do sy khic biét
vé mbi trurdmg.

- Tang tbe phat trién: Containers cho phép cdc nha phat trién nhanh chéng xdy
ding, kiém thir va trién khai cac tng dung ma khoéng cén lo ling vé viée thiét 1ap méi
triudmg phire tap.

- Téi wu hoa tai nguyén: Céc container chia sé tai nguyén hé théng mdt céch
higu qua, gitp giam thiéu chi phi va tin dung t6i da tai nguyén c6 sin.

1.1.2 So sanh Docker container va Virtual Machine

Ca Virtual Machine (mdy ao) va Container (thing chira) déu 12 nhimg cong
nghé 4o hda gitip t6i wu héa vide sir dung tai nguyén phin cimg va phan mém. Chiing
thuomg duge sir dung trong qué trinh trién khai (ng dung, dic biét 12 & giai doan
chuin bj mbi trurong chay mi nguén cho ngudi dung cubi trong vong ddi phat trién
phéin mém. Tuy nhién, gitta VM va container Docker viin ton 1ai mét s6 diém khac
biét quan trong. Viée hiéu rd nhitng diém khac biét nay s& gitip dé dn dua ra gidi phap
phu hgp.

g an 1 L o e
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Hinh 1.1 Kién tric ciia may do (VM) va Container



May @0 (VM) 14 cac h¢ théng méy tinh do duge tao ra bi phin mém do hoa,
chay tach biét trén cting mdt phan cimg vit 1y hodic mit cum mdy chu. Méi may do
hoat dong nhur mét hé théng dée 14p, ¢6 diy du cde thanh phin phin cimg do riéng
nhu CPU, b nhd, luu trir va card mang [27].

Trong khi do, container khéng do héa toan by méy tinh ma chi o héa ¢ cip
d6 hé diéu hanh. Céc container chay trire tiép trén may chi vit 1y, chia sé chung nhén
(kernel) ctia hé diéu hanh, va thuomg ding chung cée tép nhj phin hojic thr vién. Nha
d6, container sir dyng tai nguyén nhe hon va hi¢u qua hon so vé may 4o,

Bang 1.1 Bing so sdnh gitta Mdy ao va container

l'inh niing May do Container

Kich ¢t Ning Nhe

Hiéu suét Hiéu sufit han ché Hiéu sufit gbc

Ao hod M&i VM chay trén hé diéu | Tét ca container déu chia sé hé diéu
hanh riéng hanh véi may cha

Ao hoi Ao hod & clip 46 phéin cimg | Ao hod h¢ diéu hianh

Thdi gian Thai gian khoi dong Lau Thai gian khéi dong nhanh

Bio miit Twong dbi an toan it an toan hon

1.1.3 Loi ich ciia Docker trong viée trién khai img dung

Viée sir dung Docker mang lai nhiéu lgi ich, gitp quy trinh phat trién va trién
khai (mg dung hi¢u qua. linh hogt. Docker cho phép khai dong v dirng container chi
trong vai gifly, gitp tiét kiém thai gian va ting tbe thir nghi¢m, trién khai, Ngudi ding
c6 thé d& dang chay container trén moi hé thong, tir may ¢ nhin dén may cha dém
méy, dam bao méi truemg lam viée ddng nhat di & bit ky nén ting no.



Docker cling don gian hoa viée thiét lip mdi trrdmg lam vige, chi chn céu hinh
mét lin va tai sir dung cho cae dy én hofic thanh vién mdi. Diéu nay giam thiéu sai
561, rit ngin thoi gian 1Am quen va téi ru quy trinh lam vige. Ngoai ra, Docker dam
bao cach ly céc container, gitp gilt moéi truong sach s€, bao mét, va tranh anh huong
lin nhau khi dimg hofic x6a container.

Pam bio ring sy ¢b trong mot container khong anh huéng dén céc container
khic hofic hé thfﬁng may chu. Docker cung cﬁp cic tinh ning bao mit nhu quan ly
quyén truy cfip, ky s6 image, quét 16 hng bao mét,

1.1.4 Céc riti ro va hiiu qué tiém dn ciia viée trién khai Docker khong

an toan

Viéc trién khai Docker ma khéng cht trong ddy di dén bao mét c6 thé dén dén
nhiéu rii ro va hé qua nghiém trong. Mot trong nhitng riii ro chinh 1 viée sir dung
cac image Docker dé bi tin cong. Nhitng image 181 thoi hodic khdng déng tin cdy
¢6 thé chira cac 16 héng dii biét, tao co hoi cho ké tin cOng xim nhip vao hé théng.
Do d6, viée quét thudmg xuyén céc image container dé phat hién 16 hong va cfip
nhdt chiing la rét cin thiét.

Mt rili ro nghiém trong khic la thoat khoi container, noi ké thn cong co thé
chiém quyén kiém sodt clia container sau dé roi khoi méi trudmg container va truy
cfip vao hé théng méy chi cia container d6 hodic céc container khéc trén cing mt
may chu dé thue hién céc hoat dong trai phép. Diéu nay c6 thé cho phép ké tin
cOng gianh quyén kiém soat hé théng may chi hoge truy ¢éip vao dit liéu nhay cam
trong cac container khac.

Céu hinh mang khdng chinh xdc ciing ¢6 thé tao ra cic 16 hong bao mét, Nhitng
chu hinh nay c6 thé dén dén viée cae dich vu bi 16 ra ngoai ¥ mubn, tao co héi cho
ké tin cong di chuyén ngang giira céc container, Viée vo tinh hoge ¢b ¥ lam 16
théng tin nhay cam va cac bién méi trudmg ciing ¢6 thé bj ké thn cong khai thac dé
truy ciip trai phép vao cic hé thrfmg hodfic dir li¢u quan trong.



T6m lai, viée trién khai Docker ma khong 6 cdc bién phép bao mit diy du ¢6
thé din dén mot loat ¢de rii ro nhur viée khai thac cae 16 hﬁng cdc image da biét,
khéing phén ding quyén cho ngudi ding dén céc cude tin céng nghe lén trung gian
khi h¢ thong chua duge mi hoa giao tiép khién 16 théng tin cd nhin cla ngudi
ding, gy ra nhimg hiu qua nghiém trong cho hoat déng kinh doanh v uy tin cua

tb chire.
1.1.5 Mt s6 cich tn céng thwang gip trén hé théng Docker

- Tiin cing Man-in-the-Middle (MITM):

+ Co Ché Tdn Cong: Xay ra khi ké tin cong bi médt chén vao giira qua
trinh giao tiép ciia may khéch va Docker registry, cho phép chiing chiin, nghe
lén va thim chi stra ddi dit liéu dang duge Lruyén di. K¢ thuft nay tao diéu kién
cho ké téin cdng can thiép vao qud trinh phan phdi image, c6 kha ning din dén
viée trién khai cac img dung chira mi ddc hojic danh cép thong tin nhay cam.
Viée thiéu cdc két ndi an toan va co ché xdc thye manh mé sé bién cac registry
khong duoc bao vé thanh muc tiéu dé dang cho edc cude tin cong MITM [28].

+ K¥7 thugit: Chiin luu lugng truy clip: Ké tén céng c6 thé str dung céc
cong ey nhu Wireshark hofc tepdump dé thu thip cac goi mang duge lruyén
gitta méay khéch va registry. Néu két ndi khéng duge ma héa bing HTTPS, ndi
dung clia cic goi nay, bao gbm ca théng tin nhay cam, c6 thé dugce xem & dang
viin bin thuiin tiy.

- L§ thong tin nhay cim trong Docker Image:

+ Cdc Ngmﬁn Ré Ri Phé Bién: L théng tin nhay cam trong Docker
images 1a mét vin dé nghiém trong v6éi nhiéu ngudn ro ri phd bién. M6t trong
nhitng nguyén nhén chinh 1 viéc cic nha phat trién vo tinh nhiing théng tin
nhay cam nhu mét khiu, khéa API va khoa SSH trire tiép vao mi tmg dyng
hodic t¢p chu hinh bén trong image, thuong do sy bit cén hodic thiéu nhén thire
vé cac rii ro bao mét. Thém vao do, théng tin nhay cam ciing ¢6 thé bj ro ri

qua cac bién méi trwdmg duge dinh nghia trong Dockerfile hoiic trong qué trinh
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chay container. Mic du bién méi trudmg ¢6 thé hiru ich cho viée céu hinh, viée
lru trir bi mit & dy c6 thé khién ching d€ bj truy cép béi cde quy trinh khong
duoc iy quyén. Hon nita, ngay cé khi cdc bi mit duge xoa trong mt layer sau
ctia image, ching viin ¢6 thé tdn tai trong céc layer trude d6 da duge lvu trong
bé nhd cache do kién tric layer ctia Docker. Ngoai ra, cic tép (.env),
Dockerfile va tép théng tin dang nhip img dung ciing 1a nhimg ngudn phd bién
gy ro ri thong tin nhay cam trong cic registry bj 1§. Mt nghién clru di chi ra
ring mét 1y 1& dang ké cdc image trong Docker Hub chira cac bi mit nhur khoa
riéng va khoa API [5].
¢ K9 thudt tan céng: trong Docker viée phén tich layer image, trong dé
ké tén cong co thé pull docker image va kiém tra timg layer dé tim kiém céc
bi mét bi 16, Céc cong cu nhir dive |6] cho phép kiém tra chi tiét ndi dung cia
tirmg layer, gitp xédc dinh cac t&p hodic cAu hinh chira thong tin nhay cam. Ngay
ca khi mét tép chira bi mit da bj x6a & layer cubi ciing, nbi dung ciia né vin
c6 thé ton tai & mét layer trung gian, Bén canh do, ké tin cong c6 quyén truy
cip vao mdt container dang chay c6 thé kiém tra cdc bién moi truromg dé tim
kiém cdc bi mét luu trit & dé. Viée nay c6 thé duge thye hign béng cac I¢nh
nhu docker inspect hoiie bang cach truy cép vao shell ctia container [7].
1.2 Téng quan vé Private Docker Registry
1.2.1 Khai niém Private Docker Registry
Private registries trong Docker la m{t giai phap manh mé gitip don gian héa
qua trinh luu trif, quan 1y va chia sé cic Docker images trong m{t moi trudng bao
mit. Bing cdch sir dung private registries, cdc nha phat trién c6 thé dam bio ring (mg
dung ctia ho s& hoat déng nhét quén va an todn trén nhidu méi trrdmg khée nhau. Vige
thiét 1dp va quan ly private registries kha don gian va ¢6 thé thye hién thong qua mot
vai bude co ban, Bing cach tin dung cac tinh ning cha private registries, cie nha phat
trién va doanh nghiép ¢6 thé ndng cao hiu qua va chét lugng cia quy trinh phat trién

phén mém.
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1.2.2 Vai tro ciia Private Docker Registry trong quin Iy va phéin phéi

Container Image

Private Docker Registry déng vai tro thiét yéu trong viée quan 1y va phén phoi
container images, dic biét trong méi trudng doanh nghi¢p hodc khi ciin bio mit thong
tin nhay eiam. Mét trong nhimng lgi ich l6n nhiét cia viée sir dung Private Docker
Registry 14 kha ning bio mit. Private Registry cho phép doanh nghiép kiém soat
quyén truy cp vao cic images clia minh, dam béo riing chi nhimg ngudi ding hodic
nhém duge Gy quyén méi ¢6 thé thyue hién céc thao tac tai 1én hojic tai xubng [30].
Diéu niy khong chi bio v ma nguén v dir liéu nhay cam ma con giup ngin chin
cac mbi de doa tir bén ngoai. Hon nira, nhiéu private registries hd trg mi héa, giip
bao vé dit liéu trong qud trinh truyén tai va luu tri, tir d6 ting cwdmg tinh bio mét cho
cic images.

Private Docker Registry cling giap ting hi¢u sudit trong quy trinh phat trién.
Khi str dung mét registry ndi bg, viée tai lén v tai xubng images thudmg nhanh hon
s0 v viée truy cip cic public registry, nhdr vao viée luu trit gin gii hon véi méi
trrdmg phat trién. Didu ndy khéng chi giup gidm d6 ré ma con cdi thién tée dj lam
viéc ctia cdc nha phét trién, diic biét trong nhimg méi trudng ¢6 bang théng han ché
hoiic khong 6n dinh [32].

1.2.3 So sanh giita Public Docker Registry va Private Docker Registry

Public Registries: Cée public registries nhu Docker Hub cho phép bét ky ai
ciing co thé truy efip va sir dung cde Docker images duge luu triv & do. Diéu nay rét
hitu ich cho viée chia sé cac images vdi cong dbng, nhung khéng phit hep cho cde
img dung chira mi ngudn hofic dir liéu nhay cam,

Private Registries: Cac private registries cho phép luu trit cdc Docker images
trong mOt mdi trudmg riéng tu, chi ¢6 nhimg ngudi duge uy quyén mdi 6 thé truy
céip. Diéu nay rit quan trong cho cic doanh nghiép va cac dy dn yéu cliu bao mét cao.
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Bdng 1.2 Bang so sanh giita private registry va public registry

Tuﬁu cfﬁ Private Docker Re:gistr_y = Docker Private Registry

Quyén truy | Kiém soat truy cép Moi ngudi déu cé thé truy cip

ciip

Biomdt | Bao mat cao véi ma hod va kiém | An toan han ché, ¢6 18 héng bio
504t truy cip mét

Tée d6 tai | Tée d nhanh hon Tée d chim, phy thube vao tinh

l&:ﬂxu&ng trang mang

Chiphi | Yéu chu vé dhu tu co s& ha thng | Thudong mién phi hofic chi phi thip
va bao tri

Luru trit Luru trit tp trung, dé quan 1y va | Luu trir phin tan, ¢6 thé khé quin
don dep ly

Tich hop Dé dang tich hgp vao quy trinh | C6 hd trg nhung khoéng linh hoat
CI/CD biing

- l 2.4 Ung dung thye té cita Private Docker Registry trong mbi trudng
doanh nghiép

Private Docker Registry déng vai trd quan trong trong moéi truong doanh
nghiép, mang lai nhiéu img dung thire té gitp toi wu hoa quy trinh phat irién, bio mit
va quan 1y images. D61 voi nhiéu doanh nghiép, phﬁn mém dc quyén, cic img dung
tiy chinh va cong cu ndi bd cua ho dai dién cho mot ngubn loi thé canh tranh déng
ké va thé hién tai san tri tué c6 gid tri. Viée luu trit cde 1ai san quan trong nay trén cic
public registry vin di mang theo rii ro tiép xte, truy cép trdi phép hodic thiam chi danh
cﬁp tai san tri tué, diéu nay co thé lam suy yéu nghiém trong vi thé thi trurdmg cla
cong ty. Mot Private Docker Registry trirc tiép gidi quyét vin dé nay bang céch tao
ra mot mbi truémg an toan, ¢b lip va duge kiém soat chiit ché [30].

Private Docker Registry 1 mdt cong cy thiét yéu gitp doanh nghiép ting
cudng quén ly container images, Mgt trong nhimng lgi ich quan trong nhit 14 céc doanh



13

nghiép thuong phai d6i mit véi cde yéu cu quy dinh nghiém ngiit doi hoi kiém sodt
vii kha niing truy xufit ngudn gdc hoan toan ddi véi céc tao phim phin mém ctia he.
MGt private registry dam bio tuéin thi céc chinh sach quan trj dit liéu va yéu cu kiém
toan khdc nhau bing cach cung cip mdt méi truong duge kiém sodt dé hru trir va
phin ph&i image [31].

1.2.5 Mt s6 vi du tén cong phd bién lién quan dén Docker container

Cac nhém hacker nhu TeamTNT, WatchDog, Kinsing va Rocke di trd thianh
médi de doa nghiém trong ddi véi moi truémg Docker biing cach khai thic cic cdu hinh
API khong an toan. Ching tin dung céc Docker API duge mo cong khai hofic khong
duge biao mét ding cach dé trién khai cac container doc hai. Nhifng container nay
thuomg duge sir dung dé thuc hién cic cube tAn cong tir chdi dich vu phén tin (DDoS)
hofic khai thée tai nguyén hé théng nhur CPU va GPU dé dio tién dién tir trdi phép
[2].

TeamTNT, mét trong nhirng nhém ndi biit, khéng chi trién khai ma déc dé dao
(ién dién tir ma con tim céch danh cip thong tin dang nhip AWS tir cic container b
xdm nhép, m& rong kha ning tin céng trén ha thng dam méy. Kinsing lai tip trung
khai théc céc 16 héng phiin mém va md rong quyén truy cip dé chiém quyén kiém
504t toan bd may chi. Rocke va WatchDog ciing sir dung cic k¥ thuét tuong tyr, nhung
v trong tim toi wu hoa viée khai thac 1ai nguyén hé théng cho hoat dong dio tién
mi héa, Cée cude tin cong niy khong chi tiéu tén i nguyén, gy thiét hai tai chinh
ma c¢on lam tang nguy co ro ri dir liéu nhay cam, anh hudng nghiém trong dén tinh
bdo mét va én dinh cia hé théng bi tin cong.

Céc sy b bao mét thyre (¢ da cho thily nhitng hiu qua nghiém trong cia vige
bao mét Docker yéu kém. Vu xdm nhip cum Kubernetes cia Tesla vio nim 2018 1a
mét vi dy dién hinh, khi ké tin cong da gianh duge quyén truy ciip théng qua mét
console khong duge biao v¢ vi khai thic cum nay dé dao tién dién tir. Vy ro ri thong
tin ding nhip Docker Hub vao nam 2019 cling cho thay nhimg rui ro lién quan dén
viée sir dung cac repository cia bén thir ba ma khong ¢ cde bién phap bao mit diy
du, khi thong tin nhay cam cia ngudi ding va access token di by 1§ [3].
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Cac nghién ciru di cho thay rflng mdt ty ¢ dang ké céc Docker Images chinh
thire trén Docker Hub ton tai cdc 16 hclmg bao mét nghiém trong. Trung binh, moi
image chira nhiéu 16 héng, chi yéu bt ngudn tir viée sir dung cde goi phin mém da
16i thai hodic khéng duge edp nhit [4].

1.3 Két lufin chwong |

Docker va cong nghé container da trér thanh nén tang quan trong trong phat
trién, trién khai va viin hanh (mg dung hién dai. Vige sir dung Docker mang lai nhiéu
loi ich vurgt trdi nhu dam béo tinh nhét quan méi truémg, ting te quy trinh phat trién,
61 wru hoa tai nguyén, dé dang mo rong va tich hgp véi cac hé théng ir dong hoa
CI/CD. So v&i may do truyén thong, Docker container cé kich thuée nhe hon, khéi
déng nhanh hon va hiéu sudt ghn sdt véi hé didu hanh gde, nhor vio viée chia sé nhin
h¢ di¢u hanh va tai nguyén mdt cach hidu qua.

Private Docker Regisiry dong vai tro then chét trong viée quan ly, phin phéﬁ
container image mét cich an toan, kiém sodt quyén truy céip va tang hiéu suft truyén
tai, Do viy, néu trién khai Docker khéng an toan, hé th6|1g c6 thé dbi miit véi nhiéu
riii ro nhur 16 théng tin nhay cam, tin eong tir chdi dich vy, khai thic 15 hong trong
image hofic AP quén tr khong duge bao vE Thyre té di ghi nhin nhiéu vy tén cong
thanh eong vao hé sinh thai Docker do bao miit yéu kém, giy thiét hai nghiém trong
vé (i nguyén, dir liéu va uy tin doanh nghiép.

Tém lai, Docker va Private Docker Registry dem lai nhiéu loi ich thiét thuc
cho phat trién phin mém hién dai nhung doi hoi phai duge trién khai véi cac bién
phéap bao mit nghiém ngdt. Vi¢e nhiin di¢n, danh gia va chu ding phong ngira cic rii
ro bio mit la yéu to then chét giap doanh nghiép tin dyng t6i da tinh niing cua Docker,
dong thdi dam bio an toan cho hé thng va dir liéu trong moi trudmg san xudt thye (&,
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CHUONG IL. XAY DUNG HE THONG PRIVATE DOCKER
REGISTRY
2.1 Cée edng cu trién khai Private Docker Registry

2.1.1 Docker Registry

Docker Registry 1a hé théng luu trit va phén phdi cho cdc image Docker. Cling
mét image cé thé ¢6 nhiéu phién ban khic nhau. N6 tuong tu nhu mt kho luu tri,
noi nd c6 thé luu trir, quan ly va chia sé cic image Docker ctia minh, ca public va
private [26]. Khi trién khai Docker Registry s& tao ra mdt kho chira image riéng,
cho phép luu trit va phéin phbi cic image Docker ma khong chin phu thude vio che
dich vy cong cong. Diéu nay khong chi dam bio an todn cho tai sin ma ngudn ma
con gitp t6i wu hoa quy trinh phét trién phin mém.

Vi Docker Registry, ngudi ding c6 thé thiét 1dp mét méi trudmg kiém sodt
hoan todn, cho phép chi nhitng ngudi dung duge Uy quyén méi co quyf:n truy cip
vil quan 1y cée image. Viée cai dit va chu hinh Docker Registry cling rat don gian,
chi cin vai 1énh Docker 1a di co thé khai dong mét Registry hoat déng.

2.1.2 Harbor

Harbor 1a mdt giai phap luu trir image Docker manh mé va toan dién, dugc
thiét ké dé cung cip mot Private Registry vai nhiéu tinh néing bio mét va quin ly
tién tién. Khi trién khai Harbor, 16 chirc ¢6 thé dé dang tao va quan Iy mét Private
Docker Registry, giap bao vé tai san ma ngudn va dit liéu nhay cdm khoi cic moi
de doa bén ngoai. Harbor khéng chi gitp 16 chire duy tri an toan cho cic image
Docker ma con thi wru hoa quy trinh phat trién phan mém [15],

Harbor con s& hitu tinh ning quét 16 hong bao mit tich hop, gitip phat hién va
thong béo vé cac 16 hdng trong cie image Docker ngay khi ching dwge tai 1én,
Tinh ning ndy eyre ky quan trong trong vige dam bao ring cdc tmg dung duge trién
khai luén dap (mg cc tiéu chuan bao mit cao nhit.

Ngodi ra, Harbor hd trg nhiéu logi lwu trit backend, cho phép tiy chon gitra
I trit cue b holic ddm may, tir d6 giap dé dang mo rdng khi nhu ciiu tang 1én.



16

Giao dién ngudi ding thén thién ctia Harbor gitp quan 1y vi theo doi cic image
Docker tré nén d€ ding hon, déng thoi cung clp cdc bdo cdo va phén tich chi tiét
vé viée sir dung image,
2.1.3 Dénh gia wu nhwge diém va lya chon cbng ey trién khai
Viée lyra chon gifra Harbor va Docker Registry cho Private Registry phu thude
vio nhu ciu. Duréi diy la bang so sanh giita hai céng cy.
Bang 2.1 Bang se sanh cae tinh ning cua Harbor va Docker Regisiry

Tinh ning Harbor Docker Registry

Giao dién Thén thi¢n, trire quan, d& sir | Co ban, don gian, chi yéu thao
dung va quan ly. tac qua dong Iénh (CLI).

Quan 1y ngudi | HO trg quan 1y ngudi ding, | Khé niing quan Iy ngudi ding va

ding phén quyén truy ciip chi tiét | phin quyén han ché, cin cfu
(RBAC) hinh thém.

Quan 1y dur 4n Cho phép tao cic dy 4n dé Khong 6 khai niém dy dn, quan
nhom cae repository lai véi | 1y repository riéng lé.
nhau, quan 1y dé dang hon.

Quét 186 hong | Tich hop siin cong ey Trivy | Chn tich hop thém cée cong cu

bao mét dé quét 16 hong bao mét trong
image.
M ring DE mé rong, thich hop cho | Han ché, phu hop cho nhu ciu

doanh nghiép va té chirc 1ém | nho

Replication HS tro replication gitra nhiéu | Khong c6 sin
(Nhén ban) Harbor

Ti liéu & cdng | Puge CNCF bio trg, cong | Rong rii, do Docker phit trién
dong dbng lon, tai liéu diy du
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Yéu chu phin | Yéu chu ciu hllﬁ_l_pl;gn Lu'ng Yéu chu chu hinh phiin cimg
clmg cao hon (CPU, RAM, Disk). | thiip hon,

Chi phi Mién phi (ma nguén ma).

Mién phi (m ngudn md).

Docker Registry: Phi hgp cho cdc dy an nhd, méi trudmg phat trién hodic thir
nghiém véi yéu cliu don gian, trién khai nhanh va tiét kiém ti nguyén.

Harbor: Lya chon t&i rru cho doanh nghi¢p c¢in hé théng Private Registry vai
bao mét cao, quan 1y phéin quyén chi tiét, quét 16 hing, va kha ning mé rong cho moi
trurdmg san xudt.

Véi nhimg uu diém vurot troi va kha niing dap tmg t6t nhu chu cua 16 chirc,
Harbor 1a lya chon 1y tudng cho viée xdy dung Private Registry,

2.2 Yéu chu hé thing
2.2.1 Yéu ciiu vé phiin cirng va phin mém
Harbor 13 mdt giai phap quin ly container images véi nhiéu tinh ning, bao
gom quan ly quyén truy cfip, xéc thye nguoi ding va quét bao mat. Nhitng tic vu
nay yéu chiu CPU va RAM di manh dé xir Iy ma khong ghy ra do tré.
Dung lugng luu trir dim bio dii khong gian cho it nhit mt s6 lugng I6n images va
dit lidu lién quan. Vige sir dung SSD giap ting the d6 truy céip va ghi dir liéu, cai thién
hiéu suft tong thé cua registry. Théng tin phin ctmg cin thiét.
Béng 2.2 Théng tin phdn cting edn thiél

“Tai Nguyén Téi thiéu Khuyén khich
CPU 2 CPU 4CPU

Mem 4GB 8GR

Disk 40GB 160GB

Harbor dugce phat trién chi yéu cho moi trudmg Linux, noi cée edng ey va thu

vién hd trg container hoat déng t6i wru, Hé di¢u hanh niy cling mang lai tinh bao

mét va hiéu sudt cao hon. N6 hoat déng nhir mét registry cho Docker images, vi
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vily vige cai dit Docker la bit bude dé chay va quan ly eic container cua Harbor.
Hon nita, Docker Compose gitip don gian hoa qué trinh trién khai va quan ly cic
dich vy lién quan dén Harbor, cho phép d€ dang chu hinh va khdi dong tt ca cic
thanh phén c¢én thiét véi mét 1énh duy nhét,

Bang 2.3 Phan mém yéu cdu cia hé thong

—— ——————

Phén mém Phién ban
Docker Engine 20.10.10-ce+ hofic cao hon
Docker Compose v1.18.0+ hofic docker compose v2

(docker-compose-plugin)
OpenSSL Mdi nhit

2.2.2 Dung lugng luu triv va kha ning mo rong

Khi xdy dung hé thong Private Docker Registry sir dung Harbor, viée x4c dinh
dung lugng luu tri va kha nang mé rong 1a yéu t quan trong dé dim bao hé théng
hoat dong hi¢u qua va dap (mg nhu chu trong tuong lai. Dung luong luu triv cén
duge tinh toan dya trén s6 lugng image, kich thuéce trung binh cia méi image, va
tbe do tang trudmg dir kién,

Harbor hd trg kha ning mé rdng linh hoat thong qua viée tich hgp véi cice hé
thfmg leru tri phéin tdn nhu Amazon 83, Google Cloud Storage, hofic cac giai phiap
lwu trir dAm méy khac. Diéu nay cho phép hé théng ¢6 thé mo rong dung lugng
mét cich dé dang ma khong cin thay dbi ciu tric hién c6. Ngoai ra, Harbor ciing
hd trg ban sao, gitip phin tai va tang tinh sin sang cho hé théng.

2.2.3 Ciic yéu ciiu bio miét co ban cho kho lru tri
Ciu hinh bio mit cho kho lwu trit sit dung RBAC
RBAC (Role-Based Access Control) 14 mét co ché quin 1y quyén truy cfip dua
trén vai tro, duge sir dung trong Harbor dé kiém soat quyén truy céip cua ngudi dung
dbi vai cace dy 4n va tai nguyén bén trong kho luru trir, Trong Harbor ¢6 thé gan cdc
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vai irod khae nhau cho ngudi ding hofie nhom ngudi ding trong tirng dy an, gitp quin
Iy v bao mit hi¢u qua hon.
Béng 2.3 Bang so sanh gifta mét s6 quvén eta ctia ngudi ding dwa véo vai tré. [10]

Hanh Project | Maintainer | Developer Limited Guest
dong Admin Guest
Pull image | co co co co Co
Push co cO co Khong Khong
image
Sirachu | Khong | ¢6 ¢6 c6 Co
hinh diyr 4n
Xemcau | co c6 co co Co
hinh dyr dn
Thém [e¢6 | Khong Khong Khong Khéng
Scanners
- Scan  |c6 | ¢ Khéng Khéng Khong
image

Ciu hinh cai dgt trivy dé quét cdc image trong kho heu tri
Trivy la mét cong cy mi nguén md ding dé quét 16 hfmg bao mdt va cic chu
hinh sai trong cic container images, ma nguén [25]. Pé kich hoat né phai kich
hoat nd trong t¢p harbor.yml nhu sau:
sCanner;
trivy:

enabled. true

ignoreUnfixed: false

skipUpdate: false

insecure; false
Sau do6 khai ddng lai Harbor lae nay khi mubn quét mot image cy thé ta chi
clin thao tac trén hé thng.



2.3 Thiét ké kién trie hé théng

2.3.1 Mé hinh kién tric Private Docker Registry

Trude khi tim hiéu vé kién tric cia Private Docker Registry dé én s& tim hiéu
50 qua vé kién tric ctia Docker dé c6 cdi nhin téng quan.

Gl

‘ Bocker Bulld

Docker tost |

[ oo ] -

|- Eh:l!t!l Pl : wisisiaf i

Ngudi ding Docker giao tiép vai daemon Docker, thuc hién nhiém vu la xdy
dung, chay va phin ph&i cic container Docker, Ngudi dung Docker va daemon ¢é
thé chay trén cting mét hé thong hoic c6 thé két ndi may khach Docker véi daemon
Docker tir xa, Méy khéch Docker va daemon giao tiép biing cich sir dung REST API,

Dookar Deamon

egiay

]

(g

Conainers ||

Hinh 2.1 Kién trie cua Docker

giao di¢n mang [24] (hinh 2.1).

i N
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Hinh 2.2 So do thiét kién tric cua registry khi st dung Harbor.

Mdi thanh ph?m cua Harbor durge xdy dung nhu mdt container Docker va ¢o
thé trién khai biing Docker Compose. Harbor ¢fin céc container sau: Nginx déng vai
trd proxy ngugce, phin phéi lwu lugng truy cip tir mét giao dién ngudi ding va cac
1énh push/pull Docker dén cic dich vu backend. Registry v2, kho Iuu trit image chinh
thire cua Docker, chiu trach nhiém luu trir va xir Iy cde (ép image, véu ciu ma thong
béo xdc thye cho mi 1gnh push/pull dé kiém sodt quyén truy ciip. Co s&r dir lidu
(PostgreSQL) luu trir thong tin nguoi ding, quyén. nhiit ky kiém tra va dir liéu nhém
image. Dich vu ¢t 16i cung cfp giao dién dé quin 1y image va quyén. Trinh thu thép
nhét ky tong hop nhit ky tir cée thanh phin qua trinh diéu khién nhit ky Docker dé
phén tich. Ludng dir liéu bit diu tir Nginx chuyén huéng yéu ciu dén Ul hodc
Registry, voi Ul tuong tae véi co s& dir liéu trong khi dich vy bt 161 diéu phéi chu
hinh hé thong.
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2.3.2 Céch tb chire va lru triv Container image

Khi trién khai Harbor, viée td chire va lwu trit container images 1a mot yéu t8
quan trong dé dam bdo hiéu suit, do tin ¢dy va kha niing mé réng. Harbor ho tro
nhiéu loai backend luru trit khée nhau, bao g?xm local disk, NFS, va cloud storage
nhu Amazon 83, Google Cloud Storage, hojc Azure Blob Storage.

Local Disk

Th muc mic dinh trén & dia may chu la /data/registry trén may cha trién
khai va c6 thé thay dbi duomg din nay

Ciu tric thu muc:

fdata/registry

I— docker

| L registry

| L2

| F— blobs

l — repositories

L— chart_storage
U diém: don gian va co6 hiéu sufit cao do truy ciip nhanh do hru trir trye
tiép trén & dia may chu
Nhuoe diém: Khé mé rdng khi luru telt ting
NFS (Network File System)
Cdeh t6 chite:
Mount NFS: Mount mét thu mue NFS tir mdy chu khac vio thu mye luu
triv etia Harbor (vi du: /data/registry).
Chu trie thu mye: Twong ty nhu local disk, nhung di liéu duge lueu trix
trén NFS server.
Uu diém:
DE mér rong: Co thé tang dung lugng luu trit bing cich mé rong NFS
Server.

Nhuge diém:
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Hiéu sudit phu thuje vao mang: Néu mang chiim, hi¢u sufit doc/ghi s€ by
anh hudmg.
Cén quan Iy NFS server: Doi hoi kién thire vé quan tri hé théng.

Cloud Storage (Amazon S3)
Cdch t6 chire:
Bucket: Harbor luu trit images trong cde bucket cua dich vu cloud storage.
Chu triie hru trir:
Docker images duge luu trif dudi dang cac object trong bucket.
Metadata vi thong tin repository duge luu iy trong cae thu mue con.
Uu diém:
Kha niing m¢é réng vo han: Cloud storage ¢o thé mér rong dung lurgng mot
cich linh hoat.
Tinh sin sang cao: Dir liéu duoce sao hou ty déng va co tinh chiu 16i cao.
Tich hop d& dang: Harbor hd trg sfin cdc dich vu cloud storage pho bién.
Nhuge diém:
Chi phi: Str dung cloud storage ¢é thé ton kém, dic biét khi luru trix luong
[6m dir lidu.
Phy thuge vao mang: Hi¢u sufit phu thudc vao két ndi mang dén cloud
provider.

2.4 Trién khai Private Docker Registry sir dyng Harbor

2.4.1 Yéu chu va chuéin bj vé méi truomg

Pé trién khai hé théng, viéc chudn bj méi trudmg 1d mét bude quan trong nhim
diam bdo hé lhf%ng hoat déng hi¢u qua va an toin. Diéu nay bao gﬁm viée xac dinh
cdc yéu ciu phéin cimg va phin mém cfin thiét, eling nhu ciu hinh mang phi hop.

Céc yéu chu vé mdi trudmg ciing chinh 1a nhimg yéu ciu vé phin cimg va phén
mém duge nhiic dén & bing 2.2 va 2.3 & trén.
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2.4.2 Cic bude eai dit Harbor

Thiét 1ip kho hru trir APT ciia Docker.
sudo apt-get update
sudo apt-get install ca-certificates curl
sudo install -m 0755 -d /ete/apt/keyrings
sudo curl -fsSL https://download docker.com/limux/ubunti/gpg -o
/ete/apt/keyrings/docker.ase
sudo chmod a+r /etc/apt/keyrings/docker.ase
echo \
"deb [arch=3${dpkg —print-architecture) signed-
by=/etc/apt/keyrings/docker.asc]
https://download.docker.com/linux/ubuntu \
3¢ fete/os-release && echo "${UBUNTU CODENAME: -
SVERSION CODENAME}") stable" | \
sudo tee fetc/apt/sources.list. d/docker.list = /dev/null
sudo apt-get update
Cai dat ede goi Docker.
sudo apt-get install docker-ce docker-ce-cli containerd.io docker-buildx-
plugin docker-compose-plugin
Kiém tra version Docker
sudo docker version
Client: Docker Engine - Community
Version: 28.0.1
Tii xubng goi cai dit va cliu hinh Harbor
C6 thé tai xubng trinh cai dit Harbor tir trang phét hanh chinh thie, Tai xuéng
trinh cai dit true tuyén hofic trinh ¢ai dit ngoai tuyén tuy lya chon ciia ngudi st dung
[13].
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Contributors
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Hinh 2.3 Hinh anh cic goi eai dit cua Harbor

Giii nén file

tar -zvxf harbor-online-installer-v2.12.2.1gz
Thay dbi tép chu hinh ctia Harbor, Tam thévi s& chi dé HTTP va thay di hostname
thanh IP public cua EC2.

hosiname: 18.140.220.206

htip:

port

port: 80

cai dit Harbor hﬁng cach chay /install.sh
Jinstall.sh

Sau khi cdc thanh phiin khéi chay vio trang web kiém tra véi duomg din:

hitp:/<ip=. Sau d6 tién hanh diing nhéip vao trang Web.

, it
Haitio TR R T 'lll't ::Ild i

Hinh 2.4 Giao dién trang web hé thong sau khi cai dit thanh cong
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2.5 Céch céu hinh co béin

2.5.1 Luu trir image

Tt ca cdc dir an ma ngudi ding tao déu duge luu trir trén thu myc méc dinh
cua Harbor server la /data/registry/docker/registry/v2/repositories.
/datalregistry/docker/registry/v2/repositoriesi Is
library private public
Nhur ¢6 thé thﬁy ciu I¢nh & trén ¢6 3 dy 4n la library, private, public. Ciing ¢6
thé thay dbi duémg dén luu trir image mong mudn trong file docker-compose.yml
services:
regisiry:
volumes:

- /data/regisiry: /storage; z
2.5.2 Tich hop véi ngwdoi dung Docker

Piu tién sira ¢Au hinh tép daemon trén dudmg din /ete/docker/daemon.json vi
do Docker miie dinh sir dung https ké tir Docker 1.3.2 va Harbor sir dung http thay vi
hitps theo mic dinh. Chinh vi 1y do ndy néu muén dang nhdp vao hé théng ma sir
dung http thi ciin chinh stra file config nay.
root@ip-10-0-5-156.:/home/ubuntw/harbor# nano /etc/docker/daemon,json

{
"insecure-registries": ["18.140.220.206"]

/

Sau khi chinh sira thi tién hanh restart lai Docker va ding nhép vao hé théng,
Théong tin tai khodn di diing nhip duge lueu trong (ép /root/.docker/config.json., Mién
la thong tin trong /root/.docker/config.json khong bj x6a, khong cin phai nhip tén
ngudi diing va mét khiu khi ding nhép lai.

docker login 18.140.220.206

Login Succeeded
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2.6 Tich hop va kiém tra hé thong
2.6.1 Cac loai dy éin

C6 hai mire d truy cip dugce lin legt 1a:

Public: Tét ca ngudi ding déu c6 quyén doc dbi véi cdc dy 4n cong khai.
Phurong phap nay rit tién loi khi mudn chia sé mot s6 kho luu trir véi ngudi khac.

Private: Chi nhimg ngudi ¢6 quyén ngudi ding cu thé méi ¢6 thé truy ¢fip vao

cdc dy an riéng tr. Phuong phap nay cting thudn tién hon cho cic nhom ngi b chia

FProjgcts

Hinh 2.5 Giao dién public va private ctia hai dur dn trén hé théng
2.6.2 Thye nghiém push image lén Registry

Gitr diy néu muén push/pull cac docker image s& nhéip vio dyr 4n vira tao dé
xem thong tin goi ¥ vé viée push cho image.
docker tag SOURCE IMAGE[:TAG] <ip=/library/REPOSITORY[:TAG]
docker push <IP mdy chu=/library/REPOSITORY[: TAG]
Chi cin thay ddi cdc tham s cin thiét 1a c6 thé gin thé v push 1én kho luu
{rir, Céc tham s cin thiét 6 thé thiy khi chay 1énh docker images.
‘home/ubuntw/harbortt docker tag nginx: latest
18,140,220, 206/public/nginx: latest

‘home/ubuntuw/harbortt docker images
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REPOSITORY TAG  IMAGEID  SIZE
[8.140.220.206/public/nginx latest  b52e0b094bc0 192MB
nginx latest  b52e0b094be) 192MB

‘home/ubuntw/harborlt docker push 18.140.220.206/public/nginx: latest

Sau khi push thanh cong c6 thé vao trang web dé kiém tra nhir hinh anh &
dudi tir 1 dé dn di thanh cong

b s PUBMC s e FOTBMIN 1 eien &

Hinh 2.6 Image di thanh cong duge push 1én hé théng
2.6.3 Thue nghiém pull image tir Registry

Tiép theo diy dé an s& thir pull mét image tir trén hé théng vé may va sir
dung liét ké danh sach cic image trong mdy va lhfiy riing dé 4n da thanh coéng pull
image tir trén server vé miy. Sau d6 sir dung Iénh kiém tra : docker images.

pull huytamdepzai.net/private/private: latest

REPOSITORY TAG  IMAGEID  SIZE

huytamdepzai.net/private/private latest  b52e0b094bc0) 192MB

2.6.4 Kiém tra hogt djng va tinh 6n djnh.

Dé kiém tra tinh hoat dong cua hé 1h5ng ta co thre hién kiém tra nhiit ky cua
hé théng xem hé thong c6 hoat dong binh thuomg khong. Nhit ky cia hé thong duge
lru trong dudmg din /var/log/harbor. Trong thu muc ndy ¢é nhimg tép nhit ky:
core.log, jobservice.log, portal log, postgresgllog, proxy.log, redis.log, regisiry.log,

registryetl.log, trivy-adapter.log,
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C6 thé sir dung 1énh fail f -n 100 <ién iai ligu= dé kiém tra nhit ki trang thai
ctia hé théng hién tai, néu nhat ki duge ghi lai mdt cich déu diin va khéng c6 15 xiy
ra thi 6 thé két ludin ring hé théng dang hoat dong mdt cach binh thudng,

Hinh 2.7 Hinh 4nh nhét ky core.log ctia hé théng khi hoat déng binh thuéng

Tép core.log lru nhit ky cia vige kiém tra hoat dong cia Core Service (Ul
API, x4c thire) dé dam bio giao dién ngudi ding, AP, vi mi théng bao hoat dong on
dinh, ghi nhén cic 16i néu ¢6, Nhu hinh v& trén cic dong nhit ky hién ra dang & dang
“INFO” néu 15i thi né s& duoe biéu hién 12 “ERROR”.

2.7 Gidam st hoat djng ciia hé thing
2.7.1 Tong quét vé cong ey gidm sat Wazuh

Wazuh, m6t nén ting bio mit méi ngudn mo, 14 giai phap hiéu qua dé giam st
vl bdo vé che mdi trudmg Docker container. Vi kha nang tich hop chiit ¢h€ thong
qua module Docker, Wazuh theo ddi log container, phat hién hianh vi bét thurong nhu
truy cip trai phép hay chay container v&i quyén root. C6 thé noi giam sat bao mét la
mét thach thire 1on déi vai moi doanh nghiép, doi héi su ddu tr déng ké vao quy trinh,
cong nghé va con ngudai. Hi¢n co nhi¢u céng cy giam sat bao mit hang diu nhu
Splunk, Rapid7 MSS... Tuy nhién, chi phi cao cia cac giai phap nay thuong khong
phit hop véi cac doanh nghiép vira va nhé. Wazuh ndi 1én nhu mot gii phap thay thé
hiéu qua, dap (g cac tiéu chi: chét lrong cao, mién phi va d€ sir dung, ginp cic

doanh nghiép nho hon ciing ¢6 thé liép cin duge cbng tac giam sat bdo mét toan dién,
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Wazuh 12 m{t nén tang bio mit mi nguén md va mién phi. N6 theo doi hé
thfmg trén cdc moi trudmg local, 40 hoa, container va cloud. Wazuh cung céip céc tinh
ning cin thiét dé phat hién cdc mbi de doa phé bién nhur scan hé théng, tin cong do
tim 18 héng.

Wazuh cling dé dang cii diit va linh hoat, ¢6 thé hoat dong 6n dijnh trén cac hé
théng vé&i khoang 2000 ngudi diing. Wazuh ¢ kha ning tich hgp hi¢u qua véi cac hé
théng théng bao phé bién nhur Email, Slack va Discord.

tdy chil qudn ¥ Wazuh theo 981 hé Indng
théing L Wazith agan

Hé tndng Harbor ol
1Ay Ehih qudn Iy Wiazdh dai Wazuh ageni

Hinh 2.8 Co ché hoat déng don gidn cia Wazuh

2.7.2 Cic thanh phi‘in chinh cua Wazuh
Gidi phap Wazuh duge xiy dung trén mt kién trie phiin tan, bao gﬂ’im mol tac
nhén (agent) duy nhit duge trién khai trén cic diém cudi cin gidm sét va ba thanh
phin trung (Am: Wazuh server (con duge goi 1a Manager), Wazuh indexer (dua trén
Elasticsearch) va Wazuh dashboard (dira trén Kibana).
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IHinh 2.9 Céc thanh ph?m chinh cta hé th{‘mg giam sat Wazuh
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Wazuh indexer: Py 1a cong ey tim kiém va phén tich toan dién, véi kha ning
ma rng cao, Wazuh Indexer dong vai tro 1 khu vire luu trit chinh va hién thi
cac canh bao duge tao ra bdi Wazuh Server.,

Wazuh server: Puoc thiét ké dé xir 1y hang trim hofic hang nghin dit li¢u db
vé cling liic tir cic Agent

Wazuh dashboard: Piy la giao dién tuong tac trye tiép véi ngudi ding, gitp
trire quan hoa cde dir liéu va théng tin canh bdo mdt cich r6 ring.

Wazuh agents: dugce cai dit trén cidc Endpoint nhir mdy tinh xach tay, may
chii, PC, méi truomg dam miy hoéic Docker. Chung c6 nhiém vy cung clip che
théng tin céin thiét cho Wazuh Server dé phat hién cic mbi de doa,

2.7.3 Cai diit cong cu giam sit Wazuh

Nhu dd néi & phin giéi thicu Wazuh 13 mét cong cy véi kha nang cai dit rit
nhanh chi cin vai buéc co bin di ¢6 thé cai diit thanh cong hé thong. PE cai hé théng
ta phéi lAm cic bude sau:

Buge 1: Tai xudng va chay trg ly cai dgt Wazuh trén mdy chi quén ly
bing ciu 1énh sau.

curl -sO https.//packages.wazuh.com/4.12/wazuh-install sh && sudo
bash ./wazuh-install sh -a
Sau khi ¢ai dit thanh c¢ong man hinh hi¢n tai khodn va mit khiu dé truy cfip
vio hé thong.
https: //<WAZUH_DASHBOARD IP _ADDRESS=
User: admin
Password: <ADMIN PASSWORD=
INFO: Installation finished.
Truy cip vao dudong link: https://<WAZUH_DASHBOARD_IP_ADDRESS=,
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Hinh 2.10 Anh minh hoa hé théng da cai dit thinh céng

Burde 2: Cai diat Wazuh agent trén cac server céin theo doi.

Cai dit khod GPG
curl -s hitps://packages. waziuh.com/key/GPG-KEY-WAZUH | gpg -=no-
default-keyring --keyring gnupg-ring:/usr/share/keyrings/wazuh.gpg -
import && chmod 644 /usr/share/keyrings/wazuh.gpg

Thém kho luu trix
echo "deb [signed-by=/usr/share/keyrings/wazuh.gpg]
https://packages.wazuh.com/4.x/apt/ stable main" | tee -a
letc/apt/sources.list.d/wazuh.list

Céip nhiit thong tin cic goi
api-get update

Trién khai Wazuh agent
WAZUH MANAGER="<IP mdy chi wazuh dd cai ¢ bude 1=" apt-get
install wazuh-agent

Khai chay dich vu Wazuh agent
systemcil daemon-reload
systemctl enable wazuh-agent

systemetl start wazuh-agent
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Sau khi cai dit thanh céng truy cfip lai hé thong s& thiy ring hé thng da ghi
nhén ¢6 1 agent dang duge theo doi.
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Hinh 2.11 Hinh dnh minh hoa tdc nhin da cai dit thanh cong va da duge hé
thong theo doi

2.8 Két luin Chuong II

Trong chuong 11, dé 4n da tim hiéu vé viée xiy dyng hé thng Private Docker
Registry, diic biét la thong qua hai céng cy chinh la Docker Registry tiéu chuin va
Harbor. Cé hai giai phdap déu mang dén nhimg lgi ich riéng, vdi Docker Registry phi
hop cho nhitng nhu ciu don gian va linh hoat, con Harbor ndi bit vai tinh ning bio
méit va quan Iy manh mé hon.

pé 4n ciing da thao ludn vé yéu ciu hé tluﬁng, bao gfirn phﬁn cung va phﬁn
mém chn thiét dé trién khai Harbor. Vige xéc dinh dung luong luu trit va kha ning
md rong 14 rit quan trong dé dam bao hé théng hoat dong hiéu qua. Bén canh d6, chu
hinh bao mdt théng qua RBAC va tich hgp Trivy dé quét 16 hf’sng bao mit,

Cubi cung, cac budce cai dat va ¢hu hinh eo ban cho Harbor di duge trinh bay
rd rang, cho 1h§y tinh kha thi va sir don gidn trong viéc trién khai mot Private Docker
Registry. Ngodi ra, kha ning tich hgp Wazuh, mit nén tang gidm sat bao mét mé
ngubn ma, da duge dé cip dé ting cudng kha ning phit hién va phan g voi cie
mbi de doa. Wazuh cung clp kha nang giam sét nhit ky, phét hién xém nhip, phén
tich hanh vi trong thai gian thye tir d6 canh bao kip thot eac hoat dong bit thudmg.
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Nhin chung, vi¢e xiy dung mét Private Docker Registry la mt bude di chién
lrge cho céc td chire trong viéc quan 1y va bao vé tai san m ngudn, dong théi t6i wu
héa quy trinh phat trién phin mém.
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CHUONG II1. TRIEN KHAI GIAI PHAP DAM BAO AN
TOAN CHO HE THONG PRIVATE DOCKER REGISTRY
KHI SU DUNG HARBOR

3.1 Tong quan vé bio méit Docker

Phéin nay dé dn s& di vao phén tich ddnh gia cic bién phip bao méit hién co.
Docker la mdt cong cu manh mé dé container hoa (rng dung, nhung ciing di kém voi
nhiéu rii ro bao mit. Dudi diy la phén tich chi tiét cdc bién phép bio.

Khéng chay container duwdi quyén root: Chay container vdi quyén root ¢6 thé
cho phép ké thn cong kiém sodt toan b hé théng néu container bj hack. Chay véi tai
khodan khéng phai root gidi han thiét hai va 1a mét bién phap bao mét hi¢u qua. Vi du:
Thay vi chay container véi 1énh docker run -u root nginx, thi s€ sir dung tai khoin
khong phai root docker run -u 1000: 1000 nginx. Trong Dockerfile, ¢o thé thém dong
USER 1000 dé chay (g dung vai tu cich ngudi ding khong dic quyén [5].

Gidi han tai nguyén container (CPU, RAM, 1/0): Gidi han tai nguyén ngin
chiin container chiém dung hét tai nguyén, giy dnh hudng dén cac dich vu khie. Tuy
nhién, cin ciu hinh phtu hop dé dam bao img dung hoat ding tbt. Vi du: Chay
container v&i gidi han tai nguyén docker run --memory="512m" --cpus="0.5" -~
blkio-weight=100 nginx. Diéu nay dam bao container khéng sir dung qua 512MB
RAM, 0.5 CPU va ¢6 trong s6 1/0 thép [5].

Kiém tra I6 ﬂﬁng bio miit trong image trude khi trién khai: Viée kiém tra 16
héng biao mit trude khi trién khai giap phat hién va khic phyc cde véin dé bao mit
tiém én, ngan chan cac cudc thn cong ¢o thé xdy ra. Day la mét bi¢n phap cén thiét
dé dam bao image duge sir dung 12 an todn. Trude khi trién khai image python:3.9,
str dung cong cu Trivy dé quét: trivy image python:3.9. Néu phat hién 16 hong CVE-
2023-12345 trong thu vién pip, ¢6 thé ciip nhit image hodic cai dit ban va trude khi
chay container [5].

Tdch bigt mang, han ché port public: Tich biét mang va han ché port public
gitip gidm nguy co thn céng trye tiép tir bén ngodi va 1ay nhim chéo gitta céc
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container. Diy 12 bién phap quan trong dé bao vé container khoi ede cude tin cong
mang. Vi du: Tao mang riéng cho container docker network create test-network vi
chay container trong mang nay docker run --network test-network nginx. Chi ma port
cin thiét docker run -p 127.0.0.1:8080:80 nginx |5].

3.2 Céc mbi de doa bio mit vai Private Docker Registry

3.2.1 Truy ciip trii phép vao Registry

Truy cip trdi phép xdy ra khi cdc ¢d nhin hofic té chirc khong duge phép c6
thé truy ciip vao private registry, cho phép ho push/pull cac image. Cic ciu hinh miic
dinh cho phép image truy cép cng khai hofic thiéu cée quyén chi tiét, dic biét 1 vige
khong trién khai hofie ¢fiu hinh sai kiém sodt truy ciip dya trén vai tro (RBAC), ¢o thé
mé ra cénh cira cho ké tén cong. Vi du cfiu hinh RBAC khéng chit chg, cho phép cic
vai tro hoic nguoi ding khéng duge phép truy cép vao registry, vi du, mot vai trd
"chi xem" ¢6 thé push image thay vi chi pull.

Ké tin cong c6 thé push cac image doc hai vao registry, va khi trién khai,
nhitng image nay ¢6 thé thyre thi ma doc (rén hé thong host, gy ra mét dit liu, cdi
diit cac hinh thire khai thac khac. Dir li¢u nhay cam cua khéch hang hofic cong ty, tai
san trf tué, image doc quyén cO nguy co bj danh cﬁp. Ma djc co thé duge cheén vio
cdc image, duge ky biing chimg chi bi ro ri, sau d6 dugc phin phf)i dén cac hé I.hfmg
ha ngudn, tao ra rii ro nghiém trong.

3.2.2 Tn cong MITM (Man-in-the-Middle)

Tén cong MITM xdy ra khi ké thn cong chin va can thigp vao lién lac gitta
mdy khich {chﬁng han, may cua nha phat trién) va Private Registry Docker. MITM
thudmg xufit hién khi giao tiép gitta mdy khach va registry khong duge béo vé, vi dy
sir dung HTTP thay vi HTTPS. Diéu nay cho phép ké tin cong dinh ciip thong tin
ding nhip, stra d6i image trong qua trinh truyén, hodc chén ndi dung dbc hai. Cac
nghién ciru chi ra rﬁng MITM la mbi de doa pho bién trong moi trudmg containerized,
diic biét khi lién lac khong duge mi hoa.
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Ké thn cong c6 thé chiin lueu lugng khong duge ma hod néu HTTPS/TLS khéng
duge cai dit, ké tn cong cling c6 thé d& dang chin cac giao tiép gitra miy khach
Docker va Registry, doc hodc sitra dbi dir liéu. thim chi 13 gia mao tén mién chuyén
huéng cac yéu ciu registry hop phép dén mot may chi doe hai 14 mét k§ thuit phé
bién trong cdc cude thn cong MITM.

3.2.3 L hing trong image

Ciéc 16 hé.ng trong image trd thanh méi de doa nghiém trong néu khong quét
dinh ky dé phat hi¢n cic diém yéu bao mét di biét (CVE). Nhirng image nay ¢b thé
chira 13 hong tir image 15i thoi hofic tng dung chura dugce v, tao nguy co bj khai thac
khi trién khai. Néu khong kiém tra image trude khi push 1én registry hoic sir dung, t6
chire ¢6 thé vé tinh trién khai image chira céc 16 héng nghiém trong, nhu SQL
injection hoiic CVE di biét, Pi¢u nay dic biét nguy hiém trong méi trudng sin xudit,
noi image duge sur dung rong réi.

Ké tin cong c6 thé truy cp hé théng host, giy ra vi pham dir liéu, cai dit ma
doc, hoiic thye hién tin cong DoS. Hiu qua co thé nghiém trong, diic biét khi cac
image dugc dung trong cic (g dung quan trong, dnh hudng lén dén hoat dong san
xuit. Viée khong quét 15 héng image mdt cach thuong xuyén va ty dong s lam ting
déng ké rii ro bao mét. Néu khéng ¢6 tir ddng hoa va tich hop sém trong quy trinh
CI/CD, céc 16 héng ¢6 kha ning cao s€ lot vio mbi trdmg sin xufit do tde do phét
trién nhanh chéng, khién viée kiém tra thi cong tré nén khong thye té va kém hiéu
qua.

3.3 Giai phap bio mét cho Private Docker Registry

Phén trén d& an da phén tich cac méi de doa dén hé théng Docker Registry.
Trong phin ndy, dé 4n s& tip trung vao cdc giai phdp bao mit nhdm ting cudmg an
ninh, véi bon yéu t6 ebt 15i tuong g cac mdi de doa & phiin trén: quan ly quyén truy
ciip (RBACQ), st dung SSL dé ma héa dir liéu va ngiin chiin tin cong, sir dung cbng
cy quét 16 héng nhu Trivy va cudi cling 1a cong cy gidm sat Wazuh,
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/ Wazuh: Giam sat va theo dbi \
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RBAC: Kiém soat truy cdp ngudi ding

Hinh 3.1 Cée 16p bao vé cho hé thing

Thir nhit, sir dung edng cy quét 16 héng nhu Trivy mang lai kha ning phat
hién v ngiin chiin cdc rii ro bao mét trong container image. Trivy la mét cong cuy
manh mé& gitp phin tich timg ldp cla container image dé tim kiém céc 18 hbng bao
mét (CVE) trong thu vién, framework, hodic hé diéu hanh co s&. Céng cu nay c6 thé
dé dang tich hop vio hé théng Harbor hoiic pipeline CI/CD dé ty dong quét container
image trude khi trién khai. Nhér d6, Trivy giop phat hién cic rii ro bao mit tiém 4n
sém, ngan chiin viée trién khai cic container khong dat chuéin ra moi trudng san xudt,

Thir hai, quan Iy quyén truy cip bing RBAC (Role-Based Access Control) li
mdt trong nhitng bién phip quan trong dé dam bio chi nhitng ngudni ding hodic nhom
ngudi ding duge phin quyén cu thé mai cé thé truy cfip hodfic thye hién cic hianh dgng
trén Docker Registry. Vige trién khai RBAC cho phép ngudi quan trj dinh nghia céc
vai tro nhir Admin (toan quyén quén 1y), Developer (push/pull image), va Viewer (chi
xem hoiic pull image). Diéu nay gitip han ché quyén truy cp khong cin thiét, giam
nguy co lam dung quyén va d& dang quan ly quyén theo timg vai trd, dy dn hoiic
nhdom ngudi dung. Nha do, hé thdng s& dugce bio vé tot hon khoi cdc hinh vi truy cip
trdi phép.
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Thir ba, sir dung SSL dé ma hoa dir liéu truyén tai va ngin chin thn cong 1a
mot yéu chu biit bude ddi vai cae Docker Registry. SSL/TLS dam bao riing dif ligu
trao dbi gitta Docker Registry va cdc client duge mi hoa, tir d6 ngin chiin cic cude
thn cong man-in-the-middle (MITM). Piéu nay gitp bao vé théng tin nhay cam nhir
théng tin dang nhép va ndi dung image. Ngudi qudn tri ciin trién khai SSL bing céch
sir dung chimg chi SSL tir mot t& chire phat hanh uy tin hofic ty ky néu hé théng chi
sir dung ndi bd. Viée st dung SSL khong chi tang cudng bao mit ma con dam bio
tinh toan ven va bao mit cia dir li¢u khi lmyén tai,

Thir tr, trién khai céng cu gidm sdt va phén tich bao mit nhur Wazuh 12 mét
giai phap toan dién dé ning cao kha niing phong thi cua Private Docker Registry.
Wazuh hoat dfng nhu mdt nén tang SIEM (Security Information and Event
Management) va XDR (Extended Detection and Response), cung ciip kha niing thu
thiip, phén tich va trong quan cdc sy kién bdo mét tir nhidu ngudn khéc nhau. Trong
béi canh Docker Registry, Wazuh co thé giam st lién tyc cac hoat ding truy cip,
thay déi céu hinh, ciing nhu cdc hanh vi bit thuomg trén mdy chi chira Registry va

che container lién quan.
3.4 Quét 16 hong container image

3.4.1 Kich biin thn cong khi chua tich hop cic cong cu quét 15 hong

Kich ban tin céng phd bién 1a ké tin cong dua ma ddc vao mjt image, chiing
han nhu mé khai thic tién ma héa, mé thue hién tin cong DDoS, hojic phk,il"l mém gian
diép, roi tai image niy 1én cic public registry. Néu ngudi diing tai image nay vé vi
push 1én Harbor ma khéng thye hién quét bao mit, mi doe c6 thé d€ dang duge trién
khai trong mbi trurdmg san xuét.

Khi container dugc chay, ma ddc 6 thé kich hoat cdc hanh vi nguy hiém nhu
str dung tai nguyén hé théng dé khai thac tién ma hoa, giti luu lugng doc hai dé thye
hién tin cong DDoS, hojc lgi dung quyén root ciia container dé leo thang diic quyén
v chiém quyén kiém sodt toan bd hé thbng. Diéu ndy khong chi lam hé théng bi lam
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dung tai nguyén ma con co thé din dén ro ri diy li¢u nhay cam hofic pha hiy co s& ha
ting.

E} Iminge dbe hiil J Imnge dda hal | 3
0 i chry

. = = Tridn kil image dge hal g
, dyhinh dnh i0n ho tnéng @ @ T l b, | -lﬂﬂ-m-".‘.@ﬂ_-
déo hal Pl Vi
D fif vidn [y ehhal
O @

Hinh 3.2 Hinh v& minh hoa cich Hacker push image doc hai 1én hé thﬁng

Hacker xdy dung image ¢ chira ma doc hofic 16 hong, push 1én hé thong.
Khéng ¢o6 tool quét (Trivy) nén image khéng duge phat hién nguy hiém. Ngurdi dang
hodic CI/CD pull image nay vé trién khai vao mdi trudmg san xuét. Ung dung bj tin
cbng, nguy co rd ri dit liéu, bi chiém quyén hodc phd hoai.

Khi chura ¢6 cde cong cu quét bao mdt tich hop, Harbor s& khong thé tr dong
kiém tra cdc 16 hong bao mit (vulnerability) hay cdc vhn dé tiém &n khac rong cic

layer ciia image.
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Hinh 3.3 Hinh anh h¢ théng khi chua duge tich hgp céc cong cu quét 16 hong

Osb 1 trong hinh v& chi ra rﬁng chire nang quét 16 hf'fmg bao mét hién tai chua
duge tich hop vao hé thémg. Tuong ty, 6 s6 2 cho thfly hé¢ théng khéng hé trer viée
phdt hién cic 16 hbng tiém in dang ton tai.
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3.4.2 Tich hop cic cong cy nhwr Clair, Trivy Aqua Security dé phit

hién 16 hong trong image

Trong mdi truémg DevOps, viée kiém tra 16 héng thi cong tré nén han ché.
Do d6, cin ¢b cdc giai phap quét tr dong va lién tue dé xdc dinh cic 18 hong som
trong vong disi phét trién phin mém. Diéu nay dam bao riing chi nhitng image an todn
va dang tin efiy mdi duge trién khai, Hon nira, viée tich hop cic cong cy quét 16 héng
gitip déap (mg cée yéu cu tudn thi ctia doanh nghiép. Tw dong héa 14 yéu t6 then chét
dé dam béo an ninh container hiéu qua do tbe dd va s6 lugng trién khai lén trong moi
trurdmg hién dai. Viée quét tu dong duge tich hgp vao quy trinh CI/CD cung r.:ﬁp kha
nding giam sat lién tuc va ngiin ngira 16i.

Sau khi

Clair 12 mét ¢oéng ey quét 16 héng mi ngudn mé khéc, trude diy dugc sir dung
irong Harbor.

Khi sir dung cfiu 1énh chay dé cai dit hé théng Jinstall.sh thém lyra chon Clair
dé Clair ¢6 thé duge cai dat ciing hé thong

Jinstall.sh --with-clair

Trivy 1a mt cong cy quét 18 hdng ma ngudn md, thudmg 1a cong cu mic dinh
trong Harbor.

Khi sir dung ¢iu 1énh chay dé cai dit hé lhc‘mg Jinstall.sh thém hra chon Trivy
dé Trivy c6 thé duge cai dat ciing hé théng

Jinstall.sh =-with-trivy

Aqua Security la mét nha cung cﬁp céc gidi phap an ninh container, bao gbm
camil ngu(’m m& (Trivy) va thuong mai (Aqua CSP). V¢é co ban, Aqua Security khong
chi 1a mét ¢dng cy quét 16 hdng don thudn nhu Trivy va Clair. Miic di Aqua Security
¢6 tich hop kha nang quét 16 hdng, nhung nd 12 mot nén ting bao mét container toin
dién hon nhidu. Dudi diy 1a bing so sanh gitta cdc cong cu ding dé phat hién 15 hong

image.



42

Bang 3.1 Bang so sdnh gifta cdc edng cu quét bao mdt

Tinh
niing/Pic
diém Trivy Clair Aqua Security
Quét 16 héng bio mit ~ Quét 16 héng  Nén tang bao mt container
trong container images.  bao mit trong  toan di¢n, bao gém quét 16
Chire niing file systems, container  hdng, quan Iy tudn thu, bio
chinh repositories. images. miit thoi gian chay.

Céng cu quét 15
Logi cong  Cong cy quét 16 héng  héng mi nguén  Nén tang bao mét thuong

ey ma ngudn mda. md. mai.
‘ Tét, nhung co
B§ chinh Cao, sir dung nhiéu thé cin cdu hinh Rét cao, tich hop nhiéu céng
xde ngudn dir liéu. thém dé t6i uu. nghé va dir ligu.
Tée 4§ ‘ Tiy thude véo cdu hinh va
quét Rét nhanh, Chéim hon Trivy. quy md quét.

Tét, nhung ¢
Khi niing Tét, dé dang tich hop thé phirc tap ~ Manh mé, tich hgp siu vio

tich hop vao CI/CD. hon. quy trinh DevOps.
Mién phi (mi ngudn Mién phi (m3
Chi phi ma). nguBn mo). Tra phi (thuong mai).

3.4.3 Két hop quét bio mit vao quy trinh tich hop lién tuc/ trién khai
lién tye (CI/CD)

Viée tich hop bao mét vao giai doan diu ciia vong dosi phat trién phiin mém 14
rit quan trong dé xfy dung céc (g dung an toan. Céc dogn thong tin nhu nhéin manh
loi ich cia viée tich hgp Harbor tir d6 néng cao tur thé bio mét téng thé.

Harbor cung cfip kha nang quét 16 héng tich hop théng qua viée tich hop cic
trinh quét ma ngudn mé nhu Trivy va Clair. Cée trinh quét ndy thire hién phén tich
tinh cdc anh thing chira dé xdc dinh cdc 15 héng di biét trong cic géi hé diéu hanh
v cde thur vién phu thude cia tmg dung.

Dudéi day 1a hinh anh khi tich hgp quét 16 héng bio méat vao qua trinh tich hop

vi trién khai.
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- namé: Run Trivy vulnerability scanner
uses: aquasecurity/trivy-action@7b7aa264d83dc58691451798b4d117d53d21edfe
with:
image-ref: ‘docker.io/my-organization/my-app:${{ github.sha }}°
format: ‘template’
template: '@/contrib/sarif.tpl’
output: ‘trivy-results.sarif’
severity: 'CRITICAL ,HIGH'

Hinh 3.4 Chu hinh trivy trong github action
it tén cho bude nay 13 "Run Trivy vulnerability scanner” d¢ dé dang theo doi
trong nhiit ky cia GitHub Actions.
uses:  aquasecurity/trivy-action@7b7aa264d83dc58691451798b4d117d53d2 1edfe:
Str dung hanh dong tir kho luru trir. Hanh dong nay tich hop cong cu quét 16 hf‘-ng bio

mét Trivy vao quy trinh lam vige.

3.4.4 Thye nghiém bio mit quét 15 hong trén mjt s6 thung chira image

mau.

Co ché khi Trivy quét 16 hdng bao mét 1a khi tich hop véi Trivy dé quét 16
héng bao mét, Trivy hoat dong nhu mdt cong cu quét tinh dé phat hién céc 16 hong
trong container images. Trivy phin tich céc 1ép (layers) ciia container image dé kiém
tra cdc goi phin mém, thu vién, va cdc thanh phin khac duge cai dit trong image.
Trivy str dyng co ¢ dit li¢u 16 héng dé so sanh cic thanh phﬁn trong container image

véi danh sach cac 16 hong di biét. Tiép theo diy s& la thire nghiém sir dung Trivy dé

quét 18 hong trong cac image.

Hinh 3.5 Cée bude dé quét 16 hdng cia mdt image
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Bude 1 Chon dy an mubn quét
Bude 2 Chon chon kho luu tri
Bude 3 Chon image ma minh mudn quét
Bude 4 Chon vao “SCAN VULNERABILITY™
Sau d6 ¢6 thé chon vio image d6 va thiy két qua sau khi quét gom céc 16 héng
bao mét durge xép & cac clip do khac nhau,

PiiiL

Hinh 3.6 Giao dién hé théng sau khi quét image

3.5 Xic thue va phin quyén ngudi diing
3.5.1 Kich béin tin cong khi chua phin quyén cho ngudi ding.

Cic hé¢ 1ha.§ng quan 1y image container nhu Harbor Docker Registry dong vai
trd quan trong trong chudi phat trién va trién khai phin mém. Tuy nhién, néu khong
céiu hinh co ché kiém sodt truy ciip dya trén vai trd (RBAC) cho timg ngudi ding, hé
1hfmg s& trér nén vo ciing dé bj ton thuong. Khi dé, bét ky ai biét duge dja chi registry
déu co thé truy ¢fp, thao tac va thye hién cée hanh dgng nguy hiém nhu tai 1én image
doc hai, tai xubng cic image nhay cam hofic thiim chi x6a toan b repository. Viée
thiéu RBAC khéng chi mé ctra cho hacker khai thic 16 héng bao mit ma con de doa

nghiém trong dén tinh an toan va toan ven cta toan b hé lhfmg trng dyng.
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Hé théng chua kiém
soat phan quyén

khéng kiém soat viéc phan quyén =

Ké tén ,;'.gng Hacker co thé ddy, kéo, xo4, @ @
xem cac théng tin riéng tu
O @

et

Y

Hinh 3.7 Hinh v& minh hoa cich ké tin cong tin cong hé théng khi chura
phan quyén

Hacker hofic ngudi la biét duong din dén Harbor Registry. Harbor khéng ¢6
RBAC (phiin quyf&n tirng user) = khong kiém sodt duoe ai duge 1am gi. Hacker co
thé push, pull, x6a repository hojic image hofic xem thong tin cic Private Registry.

3.5.2 Thiét Idp Kiém soft truy cip dya trén vai tro (RBAC) trong hé
thong.

Mt trong nhimg tinh nang ndi bit cia Harbor 12 RBAC (Role-Based Access
Control), cho phép quan Iy quyén truy ciip dén céc tai nguyén trong Harbor mjt cdch
hiéu qua va linh hoat. Né khéng chi gitp ting cudng bio méit bing cach han ché
quyén truy ¢dp chi cho nhitng déi twong cin thiét, ma con don gian hoéa qué trinh
quan ly quyén théng qua viée gan vai trd, Vai RBAC, ¢ thé dé& dang cdp quyén xem,
pull, hofic push image cho timg ngudi ding hofic nhém trong mét dyr 4n cy thé, chi
dinh ngudi quan 1V dir 4n véi quyén han diy du.
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Hinh 3.8 Hinh v& minh hoa quyén ciia timg ngudi diing dya vao vai trd

Tir hinh v& trén ¢6 thé thiy ring nguoi ding A ¢6 vai trd 13 quan 19 dy 4n vai
cic quyén nhu 12 pull image, push image, quét image va xem ciu hinh dy dn. Véi
ngudi ding B 14 ngudi phét trién c6 quyén pull, push image, xem cfu hinh va sira céu
hinh. Tuong ty v&i ngudi dung C. Sau khi duge phin quyén ngudi dung gia s ngurdi
ding C (vai vai tro la khach) muén push mét image cua ho 1én thi s€ Khéng duge vi
vai trd clia ho khéng cho phép lam diéu dé.

Dé biét rd hon vé cac cie quyén ma ngudi ding cé thé c6 khi dimg & timg vai
trd ¢y thé tham khao “Quyén cua cua thanh vién dir 4n” trong [10].
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New Member

Add a usor to be a membar of this praject with specified role

huy tam
L Project Admin
ﬂ Maintainer

= ) Developer

{ ) Guest

() Linited Gues]

Hinh 3.9 Hinh v& minh hoa chon vai trd ngudi ding khi thém ngudi dung trrde khi
thém vao hé lhrfmg

3.6 Mi hod giao tiép

3.6.1 Kich bén tin céng trung gian khi chua mi hoi giao tiép sir dung
Wireshark.

Nha phat trién giri thong tin dang nhip (tai khoan, mat khiu) qua HTTP t&i hé
théng. Ké tin cong sir dyng cong cy nhur Wireshark hofic cic proxy MITM
(MITMproxy, ettercap...) dé chiin va doc g6i tin. Todn bd thong tin xde thyre di qua
mang déu & dang c6 thé xem dugc, ké tin cong dé dang Iy dugce 1ai khoan, Ké thn
cong dimg tai khoan vira ddnh ciip dé truy cip, thao tic tiy ¥ nhir xod, push, pull véi
hé thong diéu nay 12 réit nguy hiém.
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Gol tin b doc khi hé thong khdng duge
ma hoa

Ké tan céng ding thédng tin 14y duoc
tao két ndi khac dén may chd

két ndl dén may
chu bj chan

@ kit ndi pde

—=

Cliant

Hinh 3.10 Hinh v& minh hoa cich ké tin cong tin cong hé thong khi géi tin
khong dirge mé hod

Ngudi ding nhip tén tai khoan va mat khéu, sau d6 thuc hién ding nhdp vao
Harbor théng qua 1énh docker login. Thong tin ding nhip nay duge gin tryre I.iép wr
mdy ciia khach hang 161 may chiu Harbor thong qua giao thire HTTP. Do khéng ¢6
SSL nén toan bd dir liéu nay di qua mang dudi dang khong mi hoa.

Trong ciing mang, ¢6 mdt ké tdn cong hodic mot thiét bj di bi chiém quyén
kiém sodt dang chay phﬁn mém Wireshark hodc cic cong cu bit g6i tin tuong tr. Khi
khach hang giri théng tin ding nhip, Wireshark s& hién thj rd ring tai khoan va mét
khiu ngay trong ndi dung cée gbi tin HTTP.

Sau khi ¢6 diroc tai khoan va mét khiu, ké tin cong tién hanh ding nhip vio
hé véi tur cich 1a nha phat trién hofic thim chi 1d admin (néu bat duge tai khoan
admin). Tir diy, ké tin cong o thé thye hién nhiéu hanh dong nguy hiém ma h¢ 1hf‘mg
khong thé phat hién nhw 1a push, pull, x6a image hofic toan bé repository, gy gidn
doan hofic phé hoai hé théng cta t6 chire,
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"""" Projéctd

Hinh 3.11 Hinh v& minh hoa khi sir dyng céng cu nhu Wireshark dé doc tai
khodn va mit khiu ctia khach hang khi hé thé)ng chura duge mi hod.

3.6.2 Thiét lip két ndi mi hod dir liéu.

Mi hoa giao tiép 1a mét yéu to quan trong trong viée bao vé dir liéu trén
Internet, dic biét 1a khi truyén tai thong tin nhay cam gitra client va server. Viéc sir
dung mé hda gidp ngan chan cic mbi de doa nhu nghe 1én va thn ¢Ong man-in-the-
middle, dam bao rﬁng thong tin cé nhén va dir li¢u tai chinh ludén duge bao vé. Mot
trong nhitg phuong phép phd bién nhit dé ma hoa giao tiép 1a théng qua HTTPS,
vGi sir hd trg cua hai giao thire bao mét SSL (Secure Sockets Layer) va TLS
(Transport Layer Security) [29].

May khich giil yéu edu thidt 1ap phién bie mit

=
May chil girl ehirng ehi chira khéa cong khai eia may ehi
e
May khach xac thyo chirng chi dya trén danh sach .
- D e G oo quan cAp chang chidibibl _ .
N ——
May khdch tao mét khéa dal xirng ngdu nhién va May
Nguel ding mii héa nd béing khoa céng khai cia may ehi. chd

w

ed may khiieh va may ehi dbu bidl khda dbi xirng va ma hoa div
__ libu cua ngudl dung cudl bang khia dbi ximng trong subt phign

=

Hinh 3.12 Hinh v& minh hoa qua trinh ma ho4 giao tiép
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I. Méy khich giri yéu ciu dén méy chu dé thiét 1ip mot phién bao mit. May
chii phan hdi bang cich giri chimg chi s6 X.509 cia minh dén mdy khach,

2. May khach nhan dugc chimg chi 56 X.509 cuia may chu.

3. May khéch xdc thyre mdy chi bing edch sir dung danh séch cdc co quan cip
chirng chi d biét.

4. Miy khach tao mét khéa doi ximg nglu nhién va mi héa no bfing khoa cong
khai ciia may chu.

5. Hién tai, ci mdy khéach va mdy chi déu biét khoa d6i ximg va c6 thé sir dung
quy trinh ma héa SSL dé ma héa va gidi ma thong tin ¢6 trong yéu cdu ciia may khéch
va phan héi ctia méy ch.

3.6.3 Thiét 1dp chimg chi SSL dé bio mit giao tiép

Piéu tién xo4 thong tin ding nhip duge luu lae chua ding SSL trong folder
froot/. docker. Sau khi x6a file cin restart lai Docker. Tiép theo s€ tao thu myc mii
tén la ssl ding dé chira key vi tao CA.
‘home/ubuntu/harbor/ssii openssl req -newkey rsa:4096 -nodes -sha256 -
keyout ca. key -x509 -days 365 -out ca.crt
Tao mdt yéu chu chimg chi csr
‘home/ubuntw/'harbor/sslit openssl req -newkey rsa: 4096 -nodes -shals6 -
kevout 18.140.220.206.key -oui 18.140.220.206.csr
Tao chimg chi
‘home/ubuntwharbor/ssltt echo subjectAltName = [P:18.140.220.206 =
extfile.cnf
‘homelubuntu/harbor/sstt openssl  x509  -req  -days 365 -in
18.140.220.206.csr -CA ca.crt -CAkey ca.key -CAcreateserial -extfile
extfile.cnf -out 18.140.220.206.crt
Sau khi tao chimg chi thanh c¢ong s& thiét lip n6 vao hé lhéng. Déu tién & tién
hanh tit hé thong sau do stra dbi tép harbor.yml



hostname: 18.140.220.2006

htips:
port: 443
certificate: /home/ubuntu/harbor/ssl/18.140.220.206.¢crt
private key: /home/ubuntu/harbor/ssl/18.140.220.206.key

Chi y dic bigt:

Dinh dang cfiu hinh duge sira dbi trong tép harbor.yml & trén phai chinh xée!
"https" phai duge viét & diu dong v thut 1€ cia "port:443", "certificate” va "private
key" phai nhét quan!

Néu khong, khi thye hién 1énh cfip nhit *. /prepare” bén dudi sé 16i do dinh
dang chu hinh khong ding. Sau khi da chiic chin diing chinh sira file céu hinh s& tién
hanh chay file ./prepare dé cip nhét lai cdu hinh.

‘home/ubuntw'harbor#. /prepare
[<hai dong lai docker-compose
‘home/ubuntu/harbor# docker compose up -d

bing nhip lai viao hé théng thi s& thiy ring c6 16i “Error response from
daemon: Get "hitps://18.140.220.206/v2/"; tls: failed to verify certificate: x509:
certificate signed by unknown authority”

‘home/ubuntw/harbortt docker login 18.140.220.206

Username: admin

Password: "**

Error response from daemon; Get "htips://18.140.220.2006/v2/": tls: failed
to verify certificate: x509: certificate signed by unknown authority

1.&i trén xdy ra, gidi phap la:

Tinh hubng nay thudng xay ra trong cic chimg chi ty ky. Théng béo 16i ¢6
nghia la co quan cdp chimg chi chua duge xde thye va khong thé xac dinh duge.

Giai phip: Phai sao chép chimg chi Harbor ctia server vao mbi may khach va
thire hién thao téc uy quyén.
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root@ip-10-0-5-156:/home/ubuntwharbor/ssl # cp *

lete/docker/certs.d/18.140.220.206/

rooli@harbor-node harbor [# chmod 644 /ete/pki/ca-

trust/extracted/pem/tls-ca-bundle pem

rooti@ip-10-0-5-156./cat /root/harbor/ssl/172.16.60.213.ert ==

/ete/pki/tls/certs/ca-bundle.crt

root@ip-10-0-5-156:chmod 444 /etc/pki/ca-trust/exiracted/pem/ils-ca-

bundle,pem

Nhur viiy dé dn da thanh cong login vao hé thong khi sir dung 1énh. Sau khi

khai dong lai docker-compose ngudi ding sé€ truy cip lai trang web dé kiém tra xem
“https™ di hoat ddng hay chura. Sau khi vio trang Web mad thiy “https™ da hoat dong
chimg 16 riing hé théng da p dung thanh cong SSL dé ting cudmg bao mét,

om0 @ Ry s AR T e iy - A g3 ST e EAODIE |

ALidiiiis Live Judilia ki Bl
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Hinh 3.13 Hinh énh hé l.h&ng sau khi di cai dit SSL

Khi sir dung chimg chi SSL ty tao trinh duyét thudng hién thj déu gach do
ngang chit HT'TPS. Ly do la chimg chi niay khéng duge uﬁp bdi mdt Co quan Ching
nhin uy tin, khién trinh duyét khéng thé xdc minh tinh hop 1¢ va danh tinh cua tén
mién. O dé an lin nay sé& sir dung chirng chi tu tao vi vily sau khi cai diit h¢ 1hl3ng, sé
théy du gach do hién thi khi truy ¢ip hé théng.
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3.6.4 Ngan chin thanh céng sau khi hé thong da cai dijt SSL

Sau khi cai diit SSL thanh céng thir vio lai trang web va sir dung Wireshark
dé theo doi. Sau khi theo di thi ¢6 thé thiy ring dit li¢u da duge ma hod thanh cong.
Diéu nay rfit quan trong trong thire t&, hién tai dich vu cia dé 4n da c6 thé phong
chéng nhig ngudi ¢6 muye dich xéu,

F T [ ——

Hinh 3.14 Hinh anh dir li¢u di dirge mi hod sau khi cai dit thanh cong SSL

Sau khi trién khai SSL, toan bé dir li¢u trao ddi trong h¢ théng déu duge ma
hoa, Diéu nay dam bao tinh bao mét va toan ven cua dit liu, giap cac théng tin nhay
cam khéng bj 16 lot hojic thay déi trong qua trinh truyén tai, gop phén bao vé quyén
riéng tur clia ngudi ding va uy tin ctia hé théng,

3.7 Sir dung Wazuh dé theo ddi va cinh bio khi eé sy ¢6 xiy ra

3.7.1 Khi hé thing chua ¢6 cice cong cy theo doi

Khi hé thf’mg chua duoce cai dit cac eong cy theo ddi nhur Wazuh, Cac hoat
dong bit thuimg nhur truy cip tredi phép, cai diit phin mém déc hai hodic thay déi file
hé théng c6 thé dién ra md khong bi phat hién, din dén nguy co dir liéu bj dénh ciip
hofic hé I.héng bj pha hoai ma quan trj vién khong hé hay biét.
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Hinh 3.15 minh hoa gitta viéc ¢6 vi khong ¢6 cac hé théng gidm sdt
3.7.2 Céch Wazuh c6 thé phat hién ra logi tin céng

Wazuh phat hién céc cude tin cong mang bing cich thu thip va phén tich dit
liéu tir h¢ théng. Céc tac nhéin cia Wazuh cai it trén mdy chi, may tram sé& lién tuc
thu thip nhit ky hé théng, theo ddi thay dbi tép, hoat dong tién trinh. Di li¢u ndy sau
dé duge giri vé may chu Wazuh, noi nd duge xir ly va phién tich bﬁng ciac bd quy tic.
Nhitng quy tic niay gitip Wazuh so sanh dir liéu thu thip dugc véi cic hianh vi tin
cong di biét. Wazuh con gidm sat tinh toan ven cia tép dé cinh bio khi ¢6 thay dbi
trai phép va thyre hién phiin tich hanh vi dé nhén dién nhirng hoat dong biit thudng so
vai mire hoat dong binh thudmg cia hé th(fmg. Wazuh cung cép cai nhin toan dién vé
bio mit, gitp nhanh chéng phét hién va (mg phé véi cie mbi de doa.
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Hinh 3.16 M6 ta cach Wazuh phat hién ra thn cong
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Wazuh sir dung tip lufit d¢ phén tich nhét ky (log) trén médy agent, phét hién
mbi de doa va tao canh bio khi phét hién hanh vi biit thirémg. Trude hét, ching gitp
phén tich nhit ky dé xdc dinh cde miu hofic hanh vi ddng ngd tir hé thong, tmg dung
hay thiét bi mang. Khi mdt sy kién khép véi quy the, Wazuh s€ tao canh bdo véi mire
do nghiém trong tir 0 (bo qua) dén 16 (nghiém trong).

Luft Wazuh duge viét trong tép XML (thudmg 1a local_rules.xml):

<rule=: Dinh nghfa quy tic véi id (100000-120000) va mirc d§ (0-16).

<if sid> hodc <if group=: Lién két ludt cha hodic nhom ludt.

<match> hofic <regex=: Khép méu log biing biéu thire chinh quy.

<description=: M6 ta lufit.

=group=: Phén loai luft (syslog. sshd, pci_dss).

Viy 1a dii ¢6 edi nhin tong quan vé cach Wazuh phét hién ra tin cong vé cich
chu hinh cdc ludt, tiép sau ddy s& thie hién ciu hinh cho Wazuh dé phat hién ra céc
cude thn cong trude di dé clip trude do.

Cfiu hinh cho Wazuh phit hién khi image ¢6 16 hing.

Péu tién sau khi sir dung cic cong cu quét 16 héng dé quét cic image

thi két qua hién tai dang duge luu trong co s& dir lidu eta Harbor. Chinh vi

viy s& cin viét mdt doan md, diu tién khai bdo cde gid tri cin thiét

DB CONTAINER (tén container chira co s¢ dit liéu ciia Harbor), DB_USER,

DB NAME, DB TABLEE, COLUMNS (théng tin két ni cia co s& dir ligu

sau khi thye hién vao container d6), OUTPUT _FILE (két qua duge |y trong

ca s& dir liéu s€ duge lru vao file vulnerable.log), cudi cing 12 cdu 1énh s&

thue thi vao container dang chay co sér dir liéu va lay dit liéu tir trong cor s dit

lidu véi diu ra 12 tép vulnerable.log,
#!/bin/bash
DB CONTAINER="harbor-db"
DB USER="posigres"
DB NAME="registry"
DB TABLE="scan_report"
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QUTPUT FILE="vulnerable.log"
COLUMNS="report"
docker exec -i $DB _CONTAINER bash -c '"psql -U $DB_USER -d
$DB NAME -¢ \"\\copy (SELECT $COLUMNS FROM $DB_TABLE) TO
STDOUN\"" = $OUTPUT FILE
Poan mi ndy ¢ nhiém vu lﬁy dit liéu tir trong co s¢ dit liéu va ghi vao file
vulnerable.log. file log s€ ¢ dang:
{"generated at":"2025-06-
11T03:26:53.338505716Z", "scanner”. {"name": "Trivy", "vendor": "Aqua
Securiry”, "version”:"v0.62.1"}, "severity": "Critical", "vulnerabilities": [ ]}
S& can ldp lich cho doan mé nay chay va cip nhit dir liéu méi phut. Chi céin
cai dit né moi phit.
ok k& ok Shin/bash /path/Vulnerable.sh
Tiép theo s& cin thém dong sau dé dé Wazuh agent ¢6 thé giri nhit ky dén
Wazuh manager /var/osses/ete/osses.conf.
<localfile=
<log format=json</log_format=
<location=/path/vulnerable log=/location=
</localfile=
Sau khi thém cin chay lai Wazuh agent dé cip nhit cdu hinh méi: systemetl
restart wazuh-agent.
Trén may cha quan ly Wazuh sé tién hanh cfu hinh cic tap ludt dé x4c dinh
mirc d§ nghiém trong, cac diéu kién chinh, md ta eta no.
<group name="serverity"=
<rule id="100002" level="10"=
<decoded as=json</decoded as=
<field name=" severity"=Critical</field=
<description=severity log=</description=

</rule=
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</group=
Sau khi thanh céng tién hanh chay lai dich vu va tdi lai trang giao dién cia
Wazuh: systemetl resiart wazuh-manager.
Déy 12 nhitng gi s& hién thi trén bing diéu khién ciia Wazuh. Cé thé c6 mét
céi nhin trre quan khi theo doi né. Chi cin qua mot ngudmg nhit dinh thi Wazuh s&
hién canh bio duge md té ring bai nhitng ¢t tia mau do béo hiéu ring sé image dang
bi 16 héng vugt qua ngudng chi tiét & bén dudi hinh nhu sau:

L

TR

Hinh 3.17 Bang diéu khién Wazuh hién thj canh bao

Cfiu hinh cho Wazuh phét hién c6 ngudi diing nhp vio hé thing khong
ch SSL

Co ché dé Wazuh phat hi¢n ra ngudi dung khong st dyng HTTPS la: Thir nhit
déiu tién dé Wazuh phat hién ra nguoi ding khi khéng sir dung HTTPS dé ding nhap
vaio hé théng thi chiing ta ciin phai ¢6 nhit ki (log) durge diy 1én Wazuh. Tép nhat ki
var/log/harbor/proxy.log lwu lai lich sir trang web khi sir dung HTTP hodc HTTPS,
Tiép theo dé chiing ta s& tién hanh céu hinh cac tap luat cho wazuh nhin biét rﬁng khi
co dong log ndo ma c6 théng tin “Attp://18.140.220.206" chimg 16 ngudi ding dang
khéng str dung HTTPS. Néu ngudi ding sir dung HTTPS thi log s& hién ra la
“htips://18.140.220.206" nhirng théng tin nay hoan toan dugc luu lai trong tép nhit
ki. Tiép theo déy ta s tién hanh cdu hinh no.

Mdy chii quéan 1y Wazuh ciing cin cdu hinh cée lufit sau khi ¢du hinh xong
cling ciin chay lai Wazuh dé cfip nhét cfiu hinh mai.

<group name="web,attack,"=
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<rule id="100100" level="10"=
<match=htip://18.140.220.206</match=
<deseription=[Harbor| log in no hiips</description=
</rule=
</group=
Tiép theo s& chuyén dén giao dién Wazuh dé xem két qua hién thi trén bang
diéu khién. Hinh v& mo ta tong s6 ngudi truy ciip vao hé théng ma khong st dung
HTTPS va cinh bao duge hién thi 1én khi s6 ngudi ding virgt qué ngudng.

Lty

]

Hinh 3.18 M6 ta tong ngudi ding ding nhéip khéng c6 HTTPS

Ciiu hinh cho Wazuh phit hi¢n ¢6 nguwdi ding dwge trao qllyén.
Tuong ty & trén chi chn truy xufit vio co 56 div li¢u dé lﬁy dir li¢u va dua vé
dang json. Dit liéu sau khi dua vé s€& c6 dang nhu sau.
{"user id":1,"username": "admin","sysadmin_flag": true}
Liic ndy chi cin thém cfiu hinh cdc luft ciia may chi quan Iy Wazuh dé xac
dinh mirc d§ nghiém trong.
<group name="serverity, "=
<rule id="100008" level="10"=
<decoded as=json</decoded as=
<field name="sysadmin flag"=true</field=
<description=severity user permission=/description=
</rule=

=/group=
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Sau khi cAu hinh xong tién hanh chay lai djch vy wazuh va xem két qua trén
durge hién thi trén bang diéu khién Wazuh.

LTS

W (T W T v
HOAL

Hinh 3,19 86 lugng ngudi ding duge tao voi quyén admin virgt qua ngudmg

Tiép theo sau ta s& thir mt cach tin cong khac va xem trang thai hién tai hé
théng va sau khi di sir dung cdc cdch tén cong dé co thé thiy duge Wazuh phat hién
vi canh bdo nhu thé nao.
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Hinh 3.20 Minh hoa hé théng khi dang & trang thai binh thudmg

- Brute-force attack: 1a mdt k¥ thudt tin edng mang ma ké xdu sir dung dé c6
gﬁng diing nhiip vio h¢ Ihifmg bﬁng cach thir lién tuc hing nghin, thim chi hang triéu,
i hop tén ngudi ding va mit khéu khéc nhau cho dén khi tim ra bé théng tin dang
nhéip dang. Dé dn s& sir dung hydra dé tin cong;

hyra -1 <Username= -P <password _list.txt> < Server IP> ssh.
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Hinh 3.21 Giao dién monitor khi bj tin cong bing Brute force
Nhin vao hinh vé& trén c6 thé thiy ring trong thoi gian ngin ¢6 khodng 180 yéu
chiu duge giri dén hé thong va hé théng ghi nhiin xdc thie khong thanh cong ting vot
hién la 168 thanh edng chi ¢6 5, mire d§ cua hianh dong tin cong trén mirc cinh bio

14 4 14n, biéu dd phén tich ciing da chi ra phuong phap tén cong chinh 1a Brute force

véi 99 ldn. Ta cling c6 thé xem chi tiét hon bing cich xem nhit ki duge ghi lai bing

cich vao myc Discovery clia Wazuh Explore.

Tuong ty nhu vily Wazuh c¢é thé phat hién ra cic cude tn cong nhu SQL

injection [22].
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Hinh 3.22 Hinh é&nh minh hoa nhét ky Wazuh phén loai tin cong Brute force

3.7.3 Thiét lip cinh bio khi hé théng bit thuimg

Sau khi d tién hanh phén logi mirc d6 nghiém trong theo timg cdp do, ticp
theo diy s& tién hanh cai djt canh bdo dya trén nhimg cdp do d6. Wazuh ¢6 thé hat
hién cde sur kién da biét hoiic cie mbi de doa duge dinh nghia trude, Piéu nay cho
phép né nhiin dién va canh bdo ngay lép tic khi cd bit ky sai léch déng ké nao so vdi
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hanh vi chudn, tir dé gitip phat hién sém cae ddu hiéu ctia thn cong, 161 chu hinh, hoje
cc vin dé tim én,

Canh béo email Wazuh khéng hd trg may chi SMTP ¢6 xdac thue, nhﬁng han
nhur Gmail. Tuy nhién, ¢é thé giri nhitng email ndy qua mot méay chii chuyén tiép nhu
Postfix, ¢6 thé tham khao cée burde cii diit [21]. Piéu chi y nhét 13 ciu hinh giri email
vil edi diit ngudng givi canh bdo tai dudmg din var/ossec/ete/ossee. conf.

<assec_config=
<global=
<email_notlfication=yes</email_notification=
<email_from=<USERNAME=@gmail.com=/email_from=
<email to=<RECEIVER EMAIL=</email to=
</global>
<aleris=
<log alert level=3</log _alert level=
<email alert level=8</email alert level=
</alerts=
</ossec_config=

Thé <log_alert level>dit mire dé nghiém trong tbi thiéu dé kich hoat canh
b#o, thé <email alert level=dat mirc ¢ nghiém trong t6i thiéu cho canh bio dé tao
thong bao qua email ¢6 thé cai diit no theo ngudng ma mudn,
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Sau khi cai dit mi khi hé théng ghi nhiin mdt hanh dgng c¢6 mirc d§ nghiém
trong tir & trér 1én s& giri vé email dé canh bo ngudi quan trj hé thing.

3.8 Két lufn Chuong 111

Trong chuong 111, dé 4n di phén tich va trién khai cdc giai phap bao mit cho
hé théng Private Docker Registry khi sir dung Harbor. Nhimg bi¢n phép bao mét nhu
khéng chay container dudi quyén root, gidi han (i nguyén va kiém tra 16 héng bao
mét trurde khi trién khai di duoc nhén manh nhu 14 nhimg hoat dong cén thiét dé bao
vé hé théng khéi cde méi de doa tiém én.

Viée thiét lip cdc co ché kidm soat quyén truy cp khéng chi gitp han ché rii
ro tir cac hanh vi trdi phép ma con néng cao kha ning quan 1y tai nguyén trong hé
théng. Cae médi de doa nhur truy cip trai phép v tin cong MITM ciing di duge phin
tich, cho thiy sy cfin thiét cla viée p dung cic bién phap bao méit hi¢u qua.

Pé an di dé xudt cac gidi phap bao mit cu thé, bao gdm vige sir dyng RBAC,
SSL dé ma hoa dit liéu va tich hop cée cong cu quét 16 hong nhu Trivy. Nhimg gidi
phap nay giap dam béo ring chi nhimg image an toan méi duge trién khai vio méi
trudng sin xufit, tir d6 giam thiéu nguy co xam nhip va 16 héng bao mét. Bén canh
d6, viée sir dung Wazuh dé theo doi va canh bao khi ¢6 sy ¢d xay ra s€ gidp quan tri
vién phét hién sém cac hoat dong bit thudmg va phin tmg kip thoi,

Viée trién khai céc gidi phap bao mit hi¢u quéi cho Private Docker Registry 1a
riit cin thiét dé bao vé tai sin ma ngudn va dir liéu nhay cam. Sy két hop gitra cic
bién phap bao mét chat ché&, cong cu gidam sat manh mé v quy trinh phat trién phin
mém an todn s& tao ra mdt méi tredmg an toan, gitp t6 chire duy tri uy tin va dé tin
cly trong mit khach hing va déi tac,
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CHUONG IV PANH GIA HIEU SUAT VA KHA NANG MO
RONG CUA PRIVATE DOCKER REGISTRY KHI SU DUNG
HARBOR

4.1 Che tiéu chi dénh gis hiéu suit
4.1.1 Thai gian push/pull container image.

Hién nay chua ¢6 mdt chudn ndo ding dé danh gid hiéu suft clia Docker
Registry. Nhung dé danh gid mét cach khach quan hi¢u sufit ciia Docker Registry ta
¢ thé xem x¢ét mdt vai tiéu chi nhur théi gian push/pull cée image 1én hé Ihéng. Céc
tiéu chi nay gitip dinh lurgng va so sanh hiéu sudt trong cdc diéu kién va cu hinh khic
nhau [33].

Push Time: Diy 1 khodng thdi gian cén thiét dé mdt client tai mjt image
container 1&n registry. Théi gian push c6 thé bj anh huong bai kich thude cia image,
toe d6 mang gitra client va registry, va loai luu tril.

Pull Time: Déy la khoang thoi gian cin thiét dé mot client tai mot image
container tir registry xudng. Thai gian pull anh hudng dén tde dj trién khai (mg dung.
Céc yéu 16 anh hudng dén thoi gian kéo bao gom kich thuée image, vi tri cia registry,
va s0 lugng layer trong image. Tuong tr nhu thivi gian push/pull trung binh ciing ¢é
xu hudémg ting khi 56 lugng client ddng thoi ting 1én,

4.1.2 Hidu niing khi sé lwgng image ting lén

S$H lwong image va kho luu trit trong Harbor Registry co thé ¢ tic dong dang
ké dén hiéu suit hoat déng cia no.

Tac ding dén thao tde Push: Vi sb lugng image 16m, thao tac push co thé bj
anh hudng. Mic di Harbor duoce thiét ké dé xr ly khéi lrgng 16m, nhung viée ¢d qua
nhiéu image ¢6 thé 1am tang tai cho thanh phin core ciia Harbor, diic bi¢t khi ¢6 nhiéu

thao téc push dong thoi.
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Tde dong dén thao tde Pull; S6 lugng image 16n cling ¢6 thé anh hudng dén
hiu sudit khi pull. Khi mdt khich hang yéu chu mot image, registry can tim kiém vi
truy xulit cac 16p chn thiét, Miic dii cac registry hién dai st dung cde co ché bd nha
dém va dénh v tri dé i ru héa qua trinh ndy, nhung véi s6 lugng image khéng 16,
théri gian tim kiém va truy xufit ¢6 thé tang 18n.

Yéu t6 heu triv: S6 lwgng image 16n dbng nghia voi yéu ciu vé dung lugng luu
trit 16n. Hiéu suft ctia server luu tri (vi du: & dia cue bd hoiic dich vu hru trit ddm
méy) s trre tiép anh hwdng dén hiéu suft tong thé coa registry.

4.2 Thir nghiém va d:inh gia
So sanh hi¢u sufit trong cic trwdmg hop khic nhau

Péu tién xem thi gian push va va pull khi ¢6 it image trén kho luu trir voi hé
diéu hanh 12 ubuntu 22.04. Gia sir ¢6 nhimg image sau va toi s lin lugt push ching
1én kho luu trir:

Bang 4.1 Théng tin cua cde image $€ thir nghiém

REPOSITORY | TAG IMAGE ID SIZE

node latest bleldef10eb9 1.13GB

golang, latest 5669¢b73fcac | 853MB

postares Jatest 76e3¢031d245  |438MB
alpine latest adedlelash3? | 7.83MB

Rgink latest 53a18¢dff809 | 192MB

Bang 4.2 Thai gian push image lén ede loai luu irie khae nhau

Lin |Tén image duge| Thoi gian push image | Thoi gian push image
push 1én hé théng lén kho lru trir ddm | 1€n kho luu @ cuc b
méy (53)

| Node Im55.112s 1m28.118s
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2 Golang 0m56.438s Om47.763s N .
_3 Postgres 0m31.272s 0m27.928s

4 Alpine Om7.595s 0m0.984s

5 |Nginx 0m16.1285 Om& 2985

S6 Iwgng image it va nhidu

Bang trén 12 lugt lin lrot thoi gian push cda image, nhumg c¢6 mét diéu dic
biét 1a cdc image duge push 1én trurde ¢6 cie 1op tring v&i image duge push 1én sau
thi n6 s€ duge tin dung cic 16p dé6 ma khong céin phai push 1én kho luu trix tiép nira,
Vi dy nhur lin push thir 2 khi dé 4n push image golang 1én kho luu trir sau khi push
image node thi mit 0m47.763s. Néu ma chi push image golang 1én kho ma khéng ¢é
che image lic trude diy thi s& mét nhiéu thoi gian hon do cdc 16p clia image golang
chua ¢6 siin trén hé thing,

Nhue vy néu cé kho heu trit dic lém va duong mang on dinh thi viée push cde
image md&i lén s& nhanh hon khi push image d6 lin daw lén hé thong.

Laru triv trén dia cue b va lru triv dim miy

Khi sir dung luu trit dja phuong, eac image duge luu trir trye tiép trén may chu
chay Harbor, mang lai hiéu sudt cao va dé dang quan ly. Nguoe lai, luu trir ddm may,
nhu Amazon S3, cung cip kha ning mé réng va tinh linh hoat, cho phép ngudi ding
luru trit khéi lugng 16n image ma khong céin phai du tr vio ha ting vit ly. Biing céch
thay dbi ciu hinh trong file harbor.yml, ngudi ding ¢6 thé dé dang chuyén dbi giita
hai phurong thire lru teir nidy. Dudi déy 1a mdt ciu hinh don gian cta trong viée thay
dbi phuong thire lwu trit, chi ciin thém no vao trong ciu hinh “storage service” trong
file harbor.yml.

83;
accesskey: xxx
secretkey.! xxx

region; ap-southeast-1
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bucket. testhuytam
secure: true

rooldirectory: /harbor
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Hinh 4.1 Hinh anh céc image duge luu trir trén kho luu trir khi sir dung kho
luru triv dam may

Do ludng higu suit khi c6 nhiéu ngudi truy cip

Viée nhiéu ngudi ding truy cip déng thii vao Harbor Registry dé push image
c6 thé gly ra nhing tac dong déng ké dén hi¢u suit. Khi s luong ngudi dimg dong
thoi ting 1én, hé théng phai xir 1y mot lugng 1ém yéu ciu, diéu ndy co thé din dén
nghén mang, ting tai CPU va b§ nhd trén mdy chi Harbor trén may chu luu trir. Thai
gian push ting 1én khi sé lrong ngudi ding ddng thii tang 1én. Hidu sudt c¢6 thé bi
anh hudng nghiém trong trong cdc tinh hubng c6 tinh ddng thoi cao, BE xtr 1y tinh
hudng ndy, cdc bién phip nhu ting max_connections cua Postgres va ting s lugng
instance cua thanh phﬁn core cia Harbor dd duge dé xuit,

Dudi diy la mt thye nghi¢m da duge tién hanh dé do gid trj thoi gian ciia mét
registry trong truromg hop khi s6 luong ngudi ding ddng thési tang 1én [33]. Thi
nghiém trén dugc thue hién trong méi truong nhu sau: HE dié¢u hanh (Ubuntu-trusty
x86 64), 256GB RAM, 12 CPU, 3,6 TB luu trit, bang thong (bandwidth) 1a 10G [33].
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Khi s6 lugng ddng théi ting 1én thei gian push cia image ciing ting 1én. Thyre
nghiém do gid trj eta thisi gian toi da, téi thiéu, trung binh, va phén vi 90% (thdi gian
phin hdi ctia 90% yéu ciu dat duge).

Bdng 4.3 Gid trj Toi da, Téi thiéu, Trung binh ctia cde gid tri thoi gian push phy
thuge vao tham s “dong thei” [33].

DPéng | Téi da T6i thiéu Trung Binh Phin vi 90%
thiri

1 18.23183703 | 2.014497995 2.852927562 2.120845795
10 51.364559890 | 4.625913858 6.886669915 4.924576068
30 143.376904 14,23889208 20.4385057 14.57682798
50 45.15124679 | 21.27197409 24.59056571 24.24201851
100 254.9175169 | 20.78799295 66.44495539 | 133.36117

Péy (déng thei)
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Hinh 4.2 Dd thj cho thiy tham s “thdi gian push” phu thude vio tham s6 “déng
thai™ [33].

Pé dam bio Harbor ¢6 thé xir ly mét s6 lugng 16n ngudi ding dong théi mét
cich hiéu qua, ¢o thé p dung cdc chién luge md rong sau:

T6i 1w héa co sé ha tang co ban: Dam bio ring co sé ha ting mang, luu trit

vi tinh toén ¢ du tai nguyén dé dép (mg nhu ciu ctia s6 lrong 16m ngudi ding

déng thivi. Ditu nay co thé bao gdm viée st dung mang ¢6 biang thong cao

hon, mdy chi Iwu trit hiéu sudt cao va mdy chi ¢6 du CPU va b nhd.

Ut tinh nhu cdu vé sé heong ngudi dimg dong thoi: Dyua trén phén tich luu

lrgng truy cip web hojic cic méu sir dung dy kién, uéc tinh s6 lrong ngudi

diing déng thosi ¢6 thé truy ciip hé théng v 1én ké hoach vé tai nguyén va kha
ning md réng cho phi hop.

Viée truy ciip déng thoi 6 tae dong déng ké dén hi¢u sufit ciia Harbor, dén dén
thoi gian push tang 1én. Md rong Harbor theo chi¢u ngang bing cich ting 56 luong
mdy chil ctia cdc thanh phiin va dim bao du tai nguyén co sé ha ting 14 rit quan trong
dé duy tri hiéu suft dudi tai lwong ngudi ding cao.

4.3 Gidi phap mé rong:

Tinh sfin sang cao 1 yéu 16 then chdt di véi cac hé théng trong méi trudmg
san xufit d& dim bio dich vy lién tue va ngin ngira thoi gian chét, Cée thanh phin
khong trang thai khéng luu triv bt ky trang thai phién nio, do d6 c6 thé dé dang duge
thay thé hofic nhan réng ma khong anh hudng dén tinh nhdt quan ciia hé thong.
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Hinh 4.3 So db minh hog sir dung bén sao dé tang tinh sin sing

Khi trién khai gial phap nay trong mdi truomg san xudt thye té, ¢6 ba van dé chinh
can luu y. Viée lya chon loai luu trit chia sé phu hop la réit quan trong. Harbor hién
hé trg cdc bo luu teir phu trg nhir AWS S$3. Lién quan dén co s¢ dit liéu da phién ban
Harbor, chi ¢iin tach riéng co sé dit liéu va trién khai doc 1ip bén ngodi. Nhiéu phién
bin Harbor ¢6 thé cing st dung mot co s¢ dir liéu bén ngoai, va tinh kha dung cao
clia co 50 dir lidu nay c6 thé dirge dam bao bing cic giai phap HA cho MySQL.

4.4 Két luin Chwong IV

Trong churong IV, dé 4n da dénh gid hi¢u sufit va kha ning ma rong cua Private
Docker Registry. B¢ thyc hién didu niy, dé dn dd thiét 14p cdc tiéu chi danh gia o
rang, bao gbm thoi gian push/pull container image, cling nhur hiéu sudt hogt déng khi
56 lugng image ting 1én, Qua cic thir nghiém, thiy ring théi gian push/pull anh huéng
réit 16m bai kich thuée cia image va cfiu hinh lru triv, Didu ndy nhén manh tim quan
trong cua vige chon lya phuong thire luu triv pha hop, gitra luu trir cuc bé va dam
méy. dé toi ru hoa hi¢u sut.
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Bén canh dé, dé én ciing da thao ludn vé the ddng cla viée nhiéu ngudi ding
truy cip dbng thési dén hiéu sudt eta Harbor. Vi viiy, vie téi wru héa co 56 ha téng vil
wée tinh nhu ciu sir dung 14 rit cin thiét dé dam bdo kha niing m& rong trong méi
trudmg san Xudt.

Cudi cung, chuong nay da gidi thi¢u cac giai phap md rdng, dic biét 1a vige
sir dung ban sao dé ting tinh kha dyng cho hé lhé\ng. Nhir vily, viée téi wru héa hi¢u
suit va kha niing mé rong cho Private Docker Registry khéng chi gitp cii thién quy
trinh phét trién phiin mém ma con niing cao tinh siin sing va dd tin cly cia dich vu.
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KET LUAN

1 Tém tit két qua dat duge

Sau qua trinh nghién ciru va trién khai dé tai “Nghién ciru giai phap dam bio
an toan cho hé th«ﬁng Private Docker Registry cua td chire”. Cu thé, dé tai da xdy dyng
thanh céng mét he théng Private Docker Registry an toan vi hiéu qua, dap tmg nhu
ciu quan ly image container ndi by cho cic t6 chirc va doanh nghiép.

Pong g6p ndi bit diu tién 1a viée hé théng héa kién thire nén tang vé& Docker
va ¢ong nghé container, gitip lam rd cac khai ni¢m, vai tro, uu diém va thach thirc khi
50 sanh v&i mé hinh méy do truyén théng. Diy 1a co sé quan trong dé trién khai giai
phap mét cach ding din va ¢6 dinh hurdmg.

Thir hai, dé én da xdy dymg va trién khai thinh cong hé théng Private Docker
Registry sir dung Harbor 14 mét giai phap manh mé vii nhiéu tinh ning bao mit va
qudn 1y, Todn bd qua trinh tir xac dinh yéu ciu hé th(fmg, cai diit, ciu hinh, tich hgp
véri quy trinh phat trién phﬁn mém, dén viin hanh déu duge trinh biy rd rang, minh
chimng cho tinh kha thi ciia mé hinh.

Diic biét, dé 4n da tap trung vio cac bién phip bao mit toan dién:
« Ap dung cong cu Trivy dé quét va phat hi¢n 16 héng trong image container,
« Thiét 1ap RBAC nhiim phéin quyén truy cip chi tiét, giam thiéu rii ro truy cip
trai phép.
« Mi héa giao tiép biing SSL, gitip bio v¢ dit li¢u khoi cdc cude thn cong trung
gian (MITM).
« Tich hop hé théng gidm st an ninh Wazuh, cung ¢ip kha ning thu thip nhét
ky. phat hién xam nhdp, phén tich bit thuémg va cinh bio thoi gian thye,
Trong d6, Wazuh dong vai trd quan trong trong viée gidm sat lién tuc va bao vé
hé théng, gitp phat hién va phan (mg kip thii véi cde mdi de doa nhu truy cép trii
phép. thay déi cfiu hinh, holic hinh vi bét thudmg.
Bén canh do, dé tai ciing danh gid hiéu sult, kha ning mo réng cua hé 1hf.‘mg
Private Docker Registry, chi ra tAm quan trong ctia t6i wu hoa ha ting, lua chon

phuang thire luu trir phi hop va kha néng dap img khi ¢6 nhiéu ngudi ding déng thévi.
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Vi nhitng déng gop trén, dé tai khong chi hoan thanh myc tiéu dé ra ma con dua
ra modt mé hinh giai phap 6 tinh {mg dung cao, gop phin quan trong vio vige bao v¢
tai san mil ngudn, niing cao hiéu sufit 1am viée, va xdly dung nén tang bao mit bén
vimg cho cac hé théng sir dung Docker trong doanh nghiép.

2 Hwémg phat trién

Trong twong lai, vige phat trién h¢ théng Private Docker Registry ¢6 thé tip
trung vao viée tich hgp siu rong hon vao hé sinh thai DevOps, dic biét la cac quy
trinh ty dong hoa trién khai phén mém thong qua pipeline CI/CD (Continuous
Integration/Continuous Deployment). Sy tich hgp nay s& cho phép tir dong hoa cic
bude kiém thir, quét 16 héng, va trién khai image container, tir d6 t6i wu héa quy trinh
phit trién, giam thoi gian dua sin phim ra thj trudng, va ting crdmg tinh nhit quin
gifta che méi truomg phat trién va san xufit. Ngodi ra, viée néing cip hé théng véi cdc
tinh ndng bio mét tién tién c6 thé mang lai mire 4 bao mét cao hon. Dong th, vige
md rong kha ning sin sang va trién khai trén cac ddm méy lai (hybrid cloud) s& dap
{mg nhu ciu cta cde doanh nghiép 16m, dam bao tinh siin sang cao va kha niing phuc
héi khi gap su c6. Hudéng pht trién ndy khong chi toi wu héa quy trinh lam vi¢e ma
con ting cudng kiém sodt chiit ch& cde thanh phin phin mém, bio vé dir li¢u nhay
cam, va ho trg doanh nghiép thich nghi véi cac xu hudng cong nghé¢ maéi trong tuong

lai.
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NHAN XET CUA CAN B(Q PHAN BIEN
DE AN TOT NGHIEP

Ho va tén c4n bd chém phén bién: Tran Nguyén Ngoc
Hoc ham, hoc vi: Phé Gido su, Tién si

Pon vi cong tac: Hoc vién K¥ thudt quén sy

Cong tac chuyén mon: Quan Iy, nghién ciu va gidng day

NHAN XET DE AN THAC SI

Dé& tai: Nghién citu giai phap bdo dam an todn cho hé théng Private
Docker Registry ciia t6 chirc
Hoc vién thyc hién: Nguyén Huy Tam

Dé 4n dugc két chu gdm 4 chuong: Téng quan vé Docker va Private
Docker Registry; Xy dyng hé thong Private Docker Registry; Trién khai giai
phép dam bao an toan cho hé théng Private Docker Registry khi sir dyng
Harbor; Danh gia hiéu suit va kha ning md rong cia gidi phap d dé xudt &
chuong 3.

Dé 4dn dugc trinh by trong 73 trang tham khéo 33 ngudn tai lidu khac nhau.

Noi dung nghién ctru ciia dé 4n 13 vin dé c6 tinh tmg dung cao khi tap
trung vao bai todn bao mét cho hé¢ théng Docker trong bdi canh cac image
Docker néu khong kip thoi cap nhat s& d& dang bi tAn c6ng khai thic.

P2 4n ¢6 bb cuc trong dbi hop 1y, tuy nhién phén trinh bay cin ra soat
chc thudt ngit vi du “Kéo/ddy” “Brute-force” dich la “tén cong bang vii lyc” 13
chua hop ly, diic biét dén cach trich din cac tai liéu tham khéao. Cac ndi dung

*frmy: Rin nbgn xét phii ddnh mdy, khéng viét tay.



lién quan dén cAu 1énh cai dit nhu & trang 31,32 c6 thé nghién ciz dua vao
phén phu luc, trong ndi dung d& 4an chi cAn mo t kién tric téng thé cia hé
thdng va cac mdi quan hé gitra cac thanh phén.

Mot sb phédn lién quan dén kién thirc co ban nhu khi mi héa SSL thi
khéng quan sit dirgc bing Wireshak c6 thé khong cin dua vao d2 an thac s§.
Phin danh gia hiéu suft d& 4n chi yéu tham khao dén ngudn [33] vi véy chura
1am rd duge dong gép cia tac gia.

pé nghi hoc vién lam rd thém céac vén dé sau:

- Pic diém cia td chitc ¢6 gi khéc biét so v6i cdc thue thé khéc khi trién
khai ap dung Private Docker Registry?

- Co ché dé cong cy Wazuh phat hién ra nhitng ngudi ding ding nhap
vao hé théng ma khong sir dung https 13 gi?

Mic dit con tdn tal mot s6 didm cin trao d6i nhu trén, tuy nhién trong
pham vi nghién cim hoc vién Nguyén Huy T4m d& hoan thanh nhiém vu duoc
giao, t6i déng ¥ d€ hoc vién bao vé trude hdi dbng./.

Ha Ngi, Ngdy 9 thing 7 ndm 2025.
NGUOT CHAM PHAN BIEN
|
| !

Tran Nguyén Ngoe

* Luu y: Bén nhdn xét phii &tk méy, khong viés tay.
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