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MO PAU

Cong nghé thong tin ngay nay da va dang dugc ing dung rong rai trong moi linh vuc,
g6p phan vao sy tang truong, chuyén dich co cdu kinh té va lam thay ddi co ban cach quan
1y, hoc tap, lam viéc ciia con ngudi. Rat nhiéu nudc da coi su phat trién cong nghé thong tin
va truyén thong 1a huéng wu tién trong chién lyc phat trién kinh té xa hoi. Thé gidi nhiing
tac dong cua cong nghé thong tin va truyén thong, dang di vao nén kinh té tri thirc, trong d6
cong nghé thong tin c6 mot vai tro quyét dinh.

Ung dung cong nghé thong tin (CNTT) trong quan 1y nha nuée 1a viée khong thé thiéu
trong qua trinh hién dai hod cong tac quan 1y, gop phan thirc day ting trudng kinh té, nang
cao nang xuét lao dong, nang cao luc canh tranh cua nén kinh té, thic déy qué trinh hoi
nhap, trong d6 cong tac quan 1y nha nudc dugc nang cao mdt cach hiéu qua ro rét nhd CNTT
hién dai.

Hién nay trong ha tang cong nghé thong tin cua bét ky doanh nghiép, to chirc nao hau
hét déu co nhitng thiét bi mang, may chu dich vu phuc vu cho cac cong viéc ndi bo cling
hoat dong kinh doanh mang lai loi ich kinh té cao. Dé c6 thé giam sat tai nguyén cua tat ca
may chii hang ngay, hang gio, theo ddi ty 1& chiém dung CPU, dung luong con lai cta 6
cung, ty 1€ st dung bo nhd RAM...quan tri vién khong thé két ndi vao ting thiét bi mang,
timg méay chu dé ma theo ddi hiéu niang cta ching, ciing nhu xem céac tmg dung c6 dang
chay hay khong. Chinh vi vay viéc dam bao ha tang cong nghé thong tin hoat dong on dinh
1a v6 cung quan trong trong doanh nghiép. Phan mém giam sat chinh 13 cong cu giup ngudi
quan tri co thé thuc hién viéc nay mot cach t8i wu nhét.

Phan mém giam sat gitp cho viéc quan 1y theo ddi, giam sat tap trung hé thong mang,
dich vy, thuc hién céc tdc vu quan ly van hanh mang. Ghi thong tin va hién thi chi tiét theo
gio, tuén, thang, nam viéc st dung cac thong s6 chinh cua tung thiét bi: luu luong qua céc
giao tiép mang, st dung CPU, HDD, RAM,... Ghi thong tin va hién thi chi tiét theo gio,
ngay, thang, ndm céac dich vy mang, cac may chu,...

e Quan Iy giam sat chi tiét vé luu luong, sir dung bang thong sir dung

e Giam sat cac hoat dong cua nguoi dung, cac tin cong va cac hoat dong khong
binh thuong, c6 thé gay hai cho hé thong

e (Giam sat va théng ké céc luu lugng, cac giao thuc, cac dich vu dugc st dung
trong hé thong, st dung hét bao nhiéu

Trung tdm Dich vu s6 MobiFone 1a don vi tryc thudc Tong Cong ty Vién thong

Mobifone véi chirc nang phat trién va kinh doanh cac dich vu gia tri gia ting, da phuong



tién, quang c4o, thanh toan, tai chinh trén mang vién thong MobiFone. Trén thuc té, co so
ha tang CNTT cuia Trung tdm Dich vu s6 Mobifone chwa c6 hé théng giam sat canh béo tap
chung cho tit ca ha tang CNTT, chi c6 giam sat cta timg hé thong riéng 1é nén c6 rat nhiéu
hé théng ha ting c6 nhiéu nguy co anh hudng nhu: khong 6n dinh vé hé thong, khong phat
hién va du bo sém vé cac yéu td ha téng,

Polestar EMS 1a mot giai phap giam sat ha tang mang CNTT duya trén cac k¥ thuat quan
tri mang tién tién nhu k¥ thuat quan tri mang dua trén agent, k¥ thuat quan tri mang dua trén
web, k¥ thuat quan tri mang dya trén tri tu¢ nhan tao,... Céc tinh nang noi bat cta giai phap
giam sat Polestar co thé chi ra nhu: gidm sat theo thodi gian thuc, xir Iy va phan tich
BIGDATA, du bao ngin ngira 15i bang cong nghé Al t6i da kha nang sir dung véi giao dién
ngudi dung dé st dung, truc quan véi cong nghé duyét web dang tin cay.

Chinh vi vay, viéc chon dé an “Nghién ctru giai phap giam sat Polestar va tmg dung
cho trién khai giam sat ha ting CNTT Mobifone” mang ¥ nghia cap thiét cho viéc dam bao
ha tang CNTT hoat dong 6n dinh va giam thiéu cac rii ro vé an toan thong tin trong doanh
nghiép néi chung va Trung tdm Dich vu s Mobifone noi riéng.

Dé an dugc chia lam 3 chuong chinh nhu sau:

Chuwong 1: Ha ting mang Trung tdm Dich vu s6 MobiFone

Chuwong 2: Nghién cuu giai phép Polestar

Chuwong 3: Xy dyng trién khai thir nghiém giam sat Polestar cho ha ting mang Trung

tam Dich vu s6 MobiFone



CHUONG 1: HA TANG MANG TRUNG TAM DICH VU SO
MOBIFONE

1.1.Khdo sat hién trang ha ting mang Trung tim Dich vu s6 Mobifone

Khao sat hién trang ha téng mang Trung tdm Dich vu s6 Mobifone 12 budc quan trong
dé dam bao hé théng van hanh 6n dinh, an toan va hiéu qua. Du gitr vai tro then chot trong
cung cip dich vu vién théng, ha ting hién tai con han ché trong giam sat tap trung va phat
hién sém su cb. Do do, can thuc hién khao sat téng thé theo m6 hinh mang Tier 3 (gém
Border Router, Firewall, Core Switch, Switch access) dé danh gia, tir 6 1am co s¢ tbi uu

héa ha tAng mang trong tuwong lai.
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Hinh 1. 1: So' 46 mang Trung tim Dich vu sé6 MobiFone

1.1.1. Border Router

Border Router 1a thiét bi dinh tuyén két ndi mang ndi by vo1 mang bén ngoai nhu
Internet hodc WAN, déng vai tro quan trong trong mo hinh phan 16p Tier 3. Thiét bi nay
dam nhan dinh tuyén lién mién (BGP, OSPF), trién khai chinh sach bao mat, kiém soat luu
lugng va dam bao chat lugng dich vu (QoS). Trong OSPF, Border Router co thé 1a ABR
hoidc ASBR, cho phép tdi uru va phan phdi bang dinh tuyén hiéu qua.
1.1.2. Firewall

Firewall (tuong lira) 1a thiét bi bao mat mang quan trong, hoat dong nhu 16p chan giira
céc ving mang c6 do tin cay khac nhau, thuong nam giita mang ndi bo va Internet. Thiét bi
nay kiém soat luu lugng vao ra theo cac chinh sach di cdu hinh nham dam bao an toan cho
hé théng. Firewall c6 thé 1a thiét bi phan cing, phan mém hoic tich hop trong router, dugc

trién khai chi yéu tai 16p bién va phan phdi trong mé hinh mang Tier 3.



1.1.3. Core Switch

Trong kién triic mang phan tang tiéu chuan (3-tier architecture) bao gdm cac 16p Access
— Distribution — Core, Core Switch (thiét bi chuyén mach 101) la thiét bi chuyén mach trung
tAm, ndm tai 16p 161 cua h¢ théng mang, c6 nhiém vu chinh la xu Iy va dinh tuyén luu luong
dit liéu tbe do cao gitta cac khu vuc mang, dam bao do tré tdi thiéu va bang thong tdi da.
Core Switch thuong dong vai tro 1a xuong séng (backbone) ciia hé thong mang doanh nghiép
hodc trung tam dir li¢u, noi ma toan bo luu luong tir cac access switch, server farm hoac
thiét bi bién hoi tu vé.
1.1.4. Switch access

Core Switch 1a thiét bi chuyén mach trung tim trong kién trac mang phan tang (Access
— Distribution — Core), dong vai trd xuong séng ctia hé théng, dam nhiém viée xtr 1y va dinh
tuyén luu luong dir lidu tde d6 cao giita cac thanh phan mang. Khac véi cac switch tang
dudi, Core Switch yéu cau hiéu nang cao, do tin cay lon va kha nang du phong manh dé
dam bao mang luén hoat dong on dinh, thong subt.
1.2.Gié6i thiéu vé cac hé thong giam sat hién tai ciia Trung tAm Dich vu s

Mobifone

Trong bdi canh hé théng CNTT ngay cang mo rong véi do phirc tap cao, nhu ciu gidm
sat tap trung va hiéu qua 1a mot yéu cau tat yéu. Hién nay, Trung tdm Dich vu s MobiFone
dang sir dung két hop hai hé thong giam sat pho bién: Prometheus — mot giai phap ma ngudn
mo, va SolarWinds — mot giai phap thuong mai toan dién. Viéc ap dung ddng thoi hai cong
cu nay gitp Trung tdm bao phu t6t ca hai khia canh: giam sat ing dung container hoéa hi¢n
dai va giam sat thiét bi truyén thong/ha tang vat 1y.
1.2.1. Giai phap giam sat canh bao Prometheus

Prometheus 14 nén tang giam sat ma ngudén ma, chuyén thu thap va luu trit dit liéu chudi
thoi gian, phu hop voi hé théng phan tan, microservices va container nhu Kubernetes.

Cong cy nay str dung co ché pull dé l1ay dir liéu tir cac exporter qua HTTP hoic SNMP,
Iuu trit vao co s dit liéu tich hop. PromQL hd tro truy van, phan tich va xay dung canh bao
linh hoat. Alertmanager cho phép giri canh bao qua email, Slack, Telegram... va ho trg gom
nhom, loc canh bao trung.

Prometheus dé& tich hop véi Grafana dé truc quan héa dit liéu, twong thich tot vdi cac
hé thdng cloud-native.

Tai Trung tdm Dich vu s6 MobiFone, Prometheus dugc dung dé gidm sat h¢ théng

container, may chu ing dung, tai nguyén phan cung... gitip phat hién sy c¢6 soém, to1 wu chi



phi. Nhugc diém 1a giao dién gdc chua than thién, can két hop véi cong cu nhu Grafana dé
hién thi hiéu qua hon..
1.2.2. Giai phap giam sat canh bao SolarWinds

SolarWinds 1a giai phap gidm sat mang thuong mai toan dién, phu hop véi hé thong
quy md 16n va da ting. Hé thong cho phép theo dbi hiéu suit thiét bi mang, may chi, ng
dung trong ¢4 moi truong vat 1y va do hoa.

SolarWinds ho trg giam sat router, switch, firewall, server, thiét bj luu trit... theo cac
chi s6 nhu bang thong, do tré, packet loss. Hé théng canh bao linh hoat, tich hop vdi email,
SMS, va cic cong cu quan 1y su ¢d. Tinh ning NCM cho phép sao luu, khdi phuc cdu hinh
thiét bi mang nhanh chong. Giao dién Web truc quan, dé sir dung, hd trg bao cdo, biéu dd,
heatmap va dashboard tuy bién.

SolarWinds twong thich vé&i nhiéu giao thirc va thiét bi da hiang (Cisco, Juniper,
Fortinet...), gitip giam sat tap trung hi¢u qua.

Tai Trung tam Dich vu s6 MobiFone, SolarWinds dugc dung dé giam sat thiét bi mang
15i, router bién, switch, server, co s dit liéu va kénh truyén. Giai phap nay hd tro phat hién
nhanh 156i phan ctng, su ¢ mang, déng thoi giup tiét kiém thoi gian cAu hinh va dam bao
hd tro k§ thuét tir nha cung cip..
1.3.Céc van dé con ton tai

Trong Trung tam Dich vu s6 cia Mobifone, viéc st dung ca Prometheus va SolarWinds
1a méot nd luc dé dam béo viéc giam sat toan di¢n va hiéu qua cua h¢ théng mang va dich
vu. Tuy nhién, sy khong dong b giita hai hé théng nay co thé dan dén cac van dé nhu:

— Thiéu tinh nhit quan trong dir liéu: Prometheus va SolarWinds st dung cac co
ché thu thap va luu trir dir liéu khac nhau, din dén sy khong nhét quan trong thong tin giam
sat. Piéu ndy c6 thé gay ra hiéu nham va anh huong dén quyét dinh quan 1y.

- Khé khin trong cAu hinh va quan ly: Viéc phai quan 1y hai hé thdng riéng biét
doi hoi nhiéu cong strc va tai nguyén. Cac nhan vién can phai c6 kién thirc sdu vé ca hai nén
tang dé c6 thé cau hinh va quan 1y hiéu qua.

- Thiéu kha niing tich hop: Khong c6 kha nang tich hop hoic tich hop han ché giita
Prometheus va SolarWinds c6 thé gy ra rao can trong viéc chia sé dir liéu gidm sat va to
chtre céc quy trinh quén 1y.

Vi vdy, dé dat dugc mot hé thong giam sat toan dién va hiéu qua hon, viéc tim kiém

mot giai phap giam sat thong nhét va tich hop hon 1a can thiét. Mot nén tang giam sat dong



nhat s& giap Trung tdm Dich vu s6 Mobifone ting cuong kha ning quan 1y va giam sat hé
théng mang va dich vu cua minh mét cach hi¢u qua va dang tin cay hon.
1.4.Giai phap
Pé dam bao van hanh 6n dinh hé théng mang tai Trung tdm Dich vu s6 MobiFone, viéc
giam sat hoat dong toan hé théng la yéu td then chot. Cac sy ¢6 nhu thiét bi 13, tAn cong
mang, hay tai nguyén qua tai can dugc phat hién va canh bao som dé xu 1y kip thoi. Trong
moi trudng mang 16n co thiét ké du phong, néu khong phat hién nhanh su ¢6 & phan chinh,
nguy co mat 6n dinh s& ting cao du thanh phan dy phong van hoat dong. Thiéu cong cu
giam sat s& khién quan tri vién bi dong trude cac tinh hudng bat ngo.
Céc 1y do can thuc hién sir dung hé théng giam sat mang tap trung:
— Biét dugc nhitng gi xay ra trén hé thong
— Lén ké hoach cho viéc stra chira va thay thé
- Chuan doan nhanh chéng cac 15i phat sinh
- Xem x¢€t va ¢d bao cédo truc quan vé cac hoat dong cua hé théng
— Theo ddi hoat dong cia cac tai nguyén trong hé théng
- bam bao hé théng hoat dong lién tuc
—  Tiétkiém thoi gian, chi phi : giam thiéu t6i da thoi gian nhan sy quan tri va chi phi
diéu tra su cd.
1.5.Két luan chwong 1
Viéc khao sat va danh gia ha tang mang cta Trung tam Dich vu s6 Mobifone da chi ra
réng, mac du hé théng hién tai c6 vai trd quan trong trong viéc hd trg cac dich vu gia tri gia
ting, nhung van tdn tai nhiéu van dé can dugc cai thién. Céc thach thuc vé giam sat hi¢u
Suét, quan ly bao mat, va kha nang du phong da dugc nhan di¢n, tor d6 dat ra yéu ciu cép
thiét vé viéc nang cap hé thong giam sat ha ting mot cach tap trung va hiéu qua hon. Ha
téng mang hién tai con thiéu su tich hop gitta cac hé théng giam sat riéng 1¢, dan dén su
thiéu dong bo trong viéc phat hién va xir Iy su ¢b. Viéc trién khai mot giai phap giam sat
toan dién s& khong chi gitp t6i vu hoéa hiéu ning ctia hé thong ma con gop phan dam bao
tinh dn dinh va an toan cho hoat dong cua Trung tam Dich vy s6 Mobifone.
Nhitng van dé nay s& 1a nén tang dé nghién ctru va dé xuit giai phap giam sat phit hop
trong cac chuong tiép theo, dic biét 1a giai phap Polestar, nham nang cao kha nang quan ly

va to1 uu hoa ha tang mang



CHUONG 2: NGHIEN CUU GIAI PHAP POLESTAR

2.1.Tong quan vé quan ly mang

Trong thé gidi ngdy nay, hé thdng quan 1y ha tang mang (Network Infrastructure
Management System) khong chi don thuan 1a mot cong cu giam sat, ma con 1a trai tim cua
moi hé théng mang hién dai. Chuong nay s& mé dau véi muc tiéu 1a tim hiéu sdu hon vé cac
thanh phan co ban cua hé théng quan 1y ha ting mang va cach chung hoat dong, déng thoi
xem xét kién trac quan 1y mang dya trén mé hinh TMN.

2.1.1. Cac thanh phan co ban ciia hé thong quén 1y mang ha ting

Heé théng quan Iy mang ha ting 13 mot tap hop cac cong cu va phan mém duoc sir dung
dé giam sat, quan 1y va diéu khién mang may tinh. Hé théng quan Iy mang ha tang giup
quan tri vién mang theo doi hi¢u suét ctia mang, xac dinh va khéc phuc su ¢, cling nhu thuc
hién céc thay doi cdu hinh mang.

— Quin 1y thiét bi (Element Management)

Quan ly thiét bj 14 thanh phan quan trong trong hé thdng quan 1y ha ting mang, nhim
dam bao mdi thiét bi van hanh 6n dinh va hiéu qua. Trudc hét, hé thong thuc hién kiém ké
tai san, ghi nhan dﬁy da thong tin nhu nha san xuat, s serial, dia chi MAC/IP, vi tri trién
khai..., gitp theo ddi va quan 1y thiét bi chinh xéc.

— Quan ly két ndi (Connection Management)

Quan 1y két nbi 1a yéu t6 thiét yéu trong quan tri ha ting mang, nham dam bao cac két
nbi gitra thiét bi luén on dinh va dat hiéu suit cao. Hé théng giup giam sat bang thong, diéu
chinh luu lugng phi hop dé tranh ngh&n mang va wu tién cho cac tmg dung quan trong.

— Quan ly bao mat (Security Management)

Quan 1y bao mat 1a thanh phan thiét yéu trong hé thong quan Iy ha ting mang, gitp bao
v¢ thong tin va ngan chén cac mbi de doa tir bén trong 1an bén ngoai. Mot nhiém vu trong
tam 13 quan 1y tudng ltra, bao gdm thiét 1ap va duy tri cac chinh sach kiém soat truy cap dé
ngan chin két ndi trai phép va phong chdng tin cong.

2.1.2. Cac chirc nang quéan ly

Céc chirc ning quan 1y trong hé thdng quan 1y ha ting mang 1a nhimg hoat dong quan
trong nham dam bao su on dinh, hiéu qua, va an toan cia mang. Cac chirc niang nay khong
chi gitip quan tri vién theo ddi mang mot cach chi tiét ma con cung cap cac cong cu dé cau
hinh va giai quyét van dé nhanh chong. Duéi ddy la cac chirc nang quan 1y quan trong:

— Giam Sat (Monitoring)



— Céu hinh (Configuration)

— Quan ly su ¢d (Fault Management)

— Bao mat (Security)

— Tich hop va mo rong (Integration and Scalability)
2.1.3. Kién tric quan ly mang dua trén TMN

Trong cic mang vién thong hién dai, dich vu va tai nguyén mang duoc trién khai theo
mo hinh da 16p, gan lién véi cac hé thdng quan 1y va diéu hanh (OAM&P) riéng biét cho
ting cap dich vu — tai nguyén. Do cac phan tir mang c6 cac thudc tinh OAM&P riéng biét,
hé théng quan 1y mang ciing can thiét 1ap cac vung quan 1y riéng cho ting loai phan tir, va
cac ving nay thudng it 1ién quan tryc tiép véi nhau.

Theo huéng tiép cidn mang thong minh (TMN — Telecommunication Management
Network), viéc quan 1y mang duoc to chirc dua trén cac giao dién chuan giita cac khéi chirc
nang chinh nhu: hé thdng diéu hanh, phan tir mang va mang thong tin s liéu. TMN ciing
dua ra nguyén tic diéu khién phan mang, cho phép md rong va phat trién mang quan 1y phu
hop v6i yéu cau tuong lai.

Tt géc dd chirc nang, quan 1y mang dugc chia thanh 5 nhoém chinh:

- Quan 1y hiéu nang;

- Quan ly su cd;

- Quén 1y c4u hinh;

— Quan ly tai khoan;

- Quan ly bao mat.
2.1.3.1. Quan ly hi¢u nang

Quén 1y hiéu nang 13 qua trinh giam sat va tdi wu hoat dong cua ha tang mang nham
dam bao hé thong van hanh 6n dinh, hiéu qua va dap Gmg yéu cau cta ngudi dung.

—  Giam sat hoat dong

Piéu khién va quan 1y hoat dong mang 1a quy trinh then chét giup duy tri hiéu suét, tdi
wu tai nguyén va dam bao hé thong hoat dong on dinh. Noi dung chinh bao gom diéu khién
luu lugng va quan ly luu lugng.

—  Phan tich hoat dong

Phan tich hoat dong la khau quan trong trong quan ly hiéu nang, gitip nguoi quan tri

hiéu rd tinh trang van hanh hé thong, tir d6 phat hién va xt 1y kip thoi cac van dé c6 thé anh

huong dén hi¢u suat mang.



—  Pam bao chét luong hoat dong

Pam bao chit lugng hoat dong 1a yéu t6 then chdt giup duy tri sy 6n dinh, tin ciy va
hi€u qua cua cac dich vu CNTT. Vi¢c nay bao gém danh gia hi¢u suét mang dinh ky, dam
béo cac chi sd nhu toc do, d6 tré, va kha ning dap ung ludn dat yéu cau, dic biét trong diéu
kién tai cao.
2.1.3.2. Quan Iy sw c6 (Fault Management)

Quan 1y su cb trong mang 1a mot qua trinh phirc tap nham dam bao rang mang luon
hoat dong 6n dinh va c6 kha nang phuc hdi nhanh chong sau khi gip phai cac van dé. Qua
trinh nay dugc dua ra theo mo hinh tai Hink 2.1 bao gém ba chirc ning chinh: Giam sat

canh bao, c0 1ap su co, stra chira va kiém tra 101.

» Thu thap diF ligu Cac chi thi quan Iy

Phat hién céc trang thai hoat
déng bat thudng

Sé ligu thé Cic sé liéu khéc Canh bao va bao cao

Phén tich vin dé Nhén dang vén dé

Mang Giai phap Xiv ly

Hinh 2. 1: So d6 quan Iy s s6

2.1.3.3. Quan Iy c4u hinh (Configuration Management)

Quan 1y cau hinh 13 mot phan quan trong trong viée duy tri tinh on dinh va an toan cia
ha tang mang. N6 bao gém viéc quan 1y cac thiét 1ap va cdu hinh cua céc thiét bi mang, ing
dung va hé thong dé dam bao chung hoat dong ding cach va tuén tha cac yéu ciu bao mat.

Dudi day la cac khia canh co ban ctia quan ly cau hinh:
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—  Cung cip cdu hinh
—  Trang thai va diéu khién thiét bi
—  Cai dat thiét bi
2.1.3.4. Quan ly tai khoan (Accounting Management)

Quan 1y tai khoan 1a mot phan quan trong trong viéc bao dam an toan cho hé théng.
Diéu nay bao gdm viéc tao va quan 1y tai khoan ngudi dung, giup xac dinh quyén truy cap
ctia ho. Pé dam bao chi nhimg nguoi duge Gy quyén méi c6 thé vao hé théng, chiing ta can
st dung cac phuong phéap xac thuc dang tin cdy. Bén canh d0, viéc quan 1y quyén truy cap
cho ting tai khoan giup dam bao nguoi dung chi c6 thé truy cap vao cac tai nguyén va chiic
nang can thiét cho cong viéc ctia ho. Phan nay s& kham pha cac budc can thiét trong viée
quan 1y tai khoan, tir viéc tao tai khoan dén xac thuc va quan 1y quyén truy cap.

— Tao va quan 1y quan 1y tai khoan nguodi dung.
- Xac thuc va xac minh.
— Quan 1y quyén truy cap.
— Theo doi va danh gia.
2.1.3.5. Quan ly bao mat (Security Management)

Quan 1y bao mat 1a qua trinh quan 1y va bao vé cac tai nguyén thong tin hé va hé thong
ctia to chirc khoi cac mbi de doa va rui ro bao mat.

Gitip quan 1y va diéu khién quyén truy cap toi cac thiét bi co trong ha ting mang, quan
Iy bao mat gdm cac chirc ning sau:

— Xac dinh quyén truy nhap.
— Diéu khién truy nhap.
—  Mai hoa va kiém soat khéa ma hoa.
- Uy quyén truy nhap.
— Dang ky bao mat.
2.2.Mot so giai phap giam sat hién nay

Trong thoi dai s6 hién nay, mang thong tin da trg thanh mot hé thong phirc tap voi quy
mo ngdy cang md rong, chiu ap luc 16n tir toc d6 phat trién cong nghé va su phd bién cua
cac tmg dung k¥ thuat s6. Diéu nay doi hoi phai co nhiing giai phap giam sat va canh bao
mang hi¢u qua nham dam bao hoat dong 6n dinh, an toan cho toan hé théng.

Su gia tang nhanh chong vé sb lugng thiét bi va img dung khién cong tac quan 1y mang

tré nén kho khin hon. Doanh nghiép khong chi can theo dbi hiéu suat cta thiét bi ma con
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phai d6i mit véi cac nguy co vé bao mat, 161 ky thuat va sy khong 6n dinh trong van hanh
dich vu..
2.2.1. Giai phap giam sat canh bao Nagios:

Nagios dugc phat trién 1an dau tién vao nim 1999 boi Ethan Galstad véi tén goi ban
dau 1a NetSaint. Sau d6, no6 duoc dbi tén thanh Nagios va phat trién thanh mot du 4n ma
ngudn mod vao nim 2004. Nagios nhanh chong tré thanh mot trong nhitng phan mém giam
sat pho bién nhét do tinh linh hoat, d& str dung va kha ning mo rong cta no.

Nagios hoat dong dua trén mo hinh client-server. May chu Nagios dugc cai dat trén
mot may tinh trung tam va cac agent dugc cai dit trén cac may chu, thiét bi mang va cac hé
théng khéac can duoc giam sat. Agent s& thu thap dit licu vé trang thai va hi¢u suét cta hé
thdng va giri dir liéu nay vé may chu Nagios. May chii Nagios s& phén tich dit liéu va dua
ra thong bao hoidc canh bao néu co bit ky van dé nao xay ra nhu man hinh thong bao tai

Hinh 2.2.

Nagios

Top Alert Producers Last 24 Hours

Host Service % Utilization Details

Hinh 2. 2: Giii phap giam sat cinh bao Nagios
2.2.2. Giai phap giam sat canh bao Zabbix:

Zabbix 12 phan mém gidm sat ma ngudn md duge phat trién tir nim 1998, chinh thirc
ra mat nim 2001. Hoat dong theo mé hinh client-server, Zabbix cho phép giam sat hiéu suat
va trang thai cta hé thong thong qua cac agent cai dat trén may chii hodc thiét bi mang. Dir
lidu thu thap s& duoc giri vé may chu trung tm dé phan tich va dwa ra canh bao kip thoi khi

cO su co.
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ZABBIX & lobal viet Fensses I=150

o)

Hinh 2. 3: Giii phap giam sat canh bao Zabbix
2.2.3. Giai phap giam sat cinh bao PRTG Network Monitor

PRTG Network Monitor dugc phat trién boi Paessler AG, mot cong ty Buc dugc thanh
1ap vao nam 1997. Phién ban dau tién cia PRTG duoc phat hanh vao nam 2000 va nhanh
chong tré thanh mot trong nhitng phdn mém giam sat mang phd bién nhat trén thi trudng.
PRTG hién ¢6 hon 200.000 nguoi dung trén toan thé gidi va duoc dich sang hon 30 ngdn
ngtr.

PRTG Network Monitor hoat dong dua trén mé hinh client-server. May chu PRTG
duogc cai dat trén mot may tinh trung tdm va cac probe PRTG dugc cai dat trén cac may chu,
thiét bi mang va cac hé théng khac can dugc giam sat. Probe PRTG sé& thu thap dir liéu vé
trang thai va hiéu suét ctia hé thong va giri dit liéu nay vé may chit PRTG. May chit PRTG
s& phan tich dit liéu va dua ra thong bao hodc canh bao néu c6 bat ky van dé nao xay ra nhu

man hinh thong bao tai Hinh 2.4.

Services & Apps

Hinh 2. 4: Giii phap giam sat canh bao PRTG Network Monitor

2.3.Giai phap giam sat canh bao Polestar
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2.3.1. Gi6i thiéu vé hé thong

Hé thong giam st Polestar (OMC) 1a hé thong giam sat tip trung hoat dong cia cac hé
thdng VAS vé co ban dya trén nguyén 1y thu thap cac thong tin tir cac ddi turong can duoc
theo ddi, phan tich, xtr Iy va dua ra canh bao cho ngudi quan tri hé théng qua cac kénh khac
nhau: SMS, Email, am thanh, giao di¢n quan ly. Giai phéap theo doi tap trung hoat dong cua
cac hé théng VAS dang duoc sir dung dé thu thap thong tin tir cac d6i tuong duoc theo ddi,

cu thé nhu so d6 tai Hinh 2.5 nhu sau:

May chu giam sat

Co s trén Web

Database (co s& diF ligu)

Tai khoan truy cap L
Co sd dif liéu; cing Ban tin SMNP Trap
vigc hang loat

Agent (tac nhan)
Giam sat

N &7 8§ &S

] Agent .
(Téc nhan)
May chd Database (co s& dir liéu) Thiét bi mang
Windows, Linux, .. Oracle, MS-5ql, ... Router, Switch, ..

Hinh 2. 5: So d6 tong quan két ndi hé thong giam sat Polestar

Hé théng giam sat dugc cdu thanh tir bon thanh phﬁn chinh gém: Node, Manager,
Viewer, Repository. Pong vai tro then chdt trong viée dam bao hoat dong giam sat toan dién
va hiéu qua cho ha tang cong nghé thong tin.

Su phdi hop chat ché giira cic thanh phan nay tao nén mot hé thdng giam sat hoan
chinh, gitip nang cao kha ning quan 1y, kiém soét va bao vé ha ting CNTT ctia t6 chirc mot
cach hiéu qua va chu dong.

2.3.2. Cac ddi twong giam sat

Hé théng giam sat Polestar dugc thiét ké dé cung cap céi nhin toan dién va chi tiét vé

ha tang cong nghé thong tin thong qua viéc theo ddi nhiéu ddi tugng quan trong gom cé:
- May chu.
— Thiét bj mang.
- Co so dit liéu.

2.3.3. Kién tric hé thong giam sat Polestar
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Mo hinh két ndi giira cac thanh phan cua hé théng giam sat Polestar dugc xay dung
theo kién trac tap trung, dam bao kha nang thu thap, xu 1y va hién thj dit liéu giam sat mot
cach hiéu qua va dong bo. Cac thanh phan chinh trong mé hinh tai Hinh 2.8.

Viewer (Ngwéri diing)
]
f— Manager (Quin I§)

Database (Co s dik liéu) Manager (Quan Ij)

A
il - Station { Web Server

May tram | May chii Web

Database
Cor s dik ligu

Ay A Ay A
L] L] -

Agent (Tac nhdn
= = = «—— Agent( )
- - -

Hinh 2. 8: Mé hinh hé thong giam sat sir dung Polestar

2.3.4. Cac chirc niang giam sat chinh
Giam sat hé thong 1a mot yéu t6 cbt 161 giup duy tri hiéu qua va 6n dinh cho ha tang
mang, ddc biét trong céc t6 chire 1on nhu Trung tdam Dich vy s6 Mobifone. Vi su phat trién
nhanh chéng ciia cong nghé, nhu cau theo ddi chi tiét timg thong s6 hoat dong va kha ning
phan mg kip thoi v6i cac bat thudng trd nén céap thiét. Polestar mang dén mot giai phap
toan dién v6i nhidu tinh ning gidm sat manh mé&, khong chi cung cap kha ning giam sat thoi
gian thuc ma con hd trg phan tich va téi wu hoa hiéu suat hé théng. Trong phan nay, ching
ta s& di sdu vao cac chirc ning giam sat chinh ma Polestar cung cip, bao gom theo ddi hiéu
suét, ban do hinh thai hoc, bang diéu khién hé thng, va nhiéu cong cu hitu ich khac dé quan
tri vién c6 thé d& dang quan ly, giam sat va xir Iy sy cd trong hé thong.
- Real-time Monitoring
Polestar hd trg bang diéu khién giam sat thoi gian thuc dé xem céc chi sé chinh cua tai
nguyén duoc thu thap thoi gian thuc trén mot man hinh duy nhat nhu Hink 2.12. Hién tai,
bang diéu khién giam sat Real-time Monitoring chi hd trg giam sat cac thong sé: CPU,
Memory Utilization ciia may chu Servers.
- Topology Map
POLESTAR cung cap chirc nang ban d6 hinh thai hoc (Topology Map) cho phép nguoi
dung truc quan hoa cac két ndi giita cac tai nguyén trong hé thong. Mdi tai khoan c6 thé tao
va chinh stra s6 lugng ban do tuy y, dong thoi thém cac tai nguyén va lién két gitra cac nat

deé hién thi moé1 quan hé két noi.
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— System Dashboard
POLESTAR cung cip mot bang diéu khién dua trén céc thiét bi voi cac nhén, bang va
biéu d6 hién thi thong tin vé trang thai tai nguyén, danh sach canh bao, top 5 trang thai, vv.,

trén mot trang duy nhat.

D SySIEIT'I » System Default Dashboard Dashboard | Systen ‘ & Settings
Name Top Process el Memory Swap Disk
637% java(root) 79.0% [— 52.92% .| 872% A 348% | |
1.55% java.exe(Administrator) 11.62% 0| 79.60% [— 0.14% | 20.76%
@ server)AiXs3 . | N N .
\ Server)Cent0S7 0.34% CYGNUS-QA-SMSAG(roof 3.2% || | 1057% W 0.0% |
[AServer)HP-11-23 1.47% snmpdmiroot) 0.8% || 52.00% [ 10.99% N 50% 1|
0.14% fsflush(root) 34% || 47.47% . 19.18% M 012% |

Hinh 2. 14: Giao dién man hinh System Dashboard ciia hé thng Polestar

- Xem trang thai vé hi¢u ning
Polestar cung cAp mot giao dién quan 1y nhiéu chi sb cua tit ca cac thiét bi trong hé
théng trén mot man hinh tap trung. Danh sach cac may chu dugc Polestar quan 1y va hién
thi trén mot man hinh tép trung cung cac thong tin co ban cua chiing nhu trang thai hoat
dong, CPU, b nhé, hé théng file ...
— Chirc nang View Event
Chire nang View Event trong hé thong giam sat Polestar cho phép quan tri vién theo
ddi, phan tich va danh gia chi tiét cac sy kién phat sinh trong hé théng mang. Giao dién
Review Event cung cp biéu do théng ké theo thoi gian va theo tai nguyén, giap hién thi rd
rang sb luong su kién dugc phan loai theo mic d§ nghiém trong (Critical, Major, Minor,
Warning).
— Str dung chirc nang kiém soat 13i Alarm Console

Xem thong tin vé lich sir 15i trong toan hé thong tai Hinh 2.19.

[ DE e
£] (1)

Duraticn Group Path ¢ System Name

i’y Aarm Name
10 dsy 1dsy 1 §
o ’3’29 f«'g'; SMOLE ) e oshortiocadomen

[ o PITERT T
3

ELEL] 280

m:h‘nﬁyls:ﬂl 59:14'&'?'6065‘- Ry f:qu‘;émmsdnm OLSever  locahoRlocaidomen x:ww :gﬁvsezii Yies
o MY 4 e:‘ -m.-C‘ 144010 (T we -uj\te‘-\t?: Dhous s 01, Server centosd conton? ;g;'ﬂ:;a: centod!

| IRy o SN i setie st B mues
= ey istco ﬁw”‘“‘a”" i&?m:\a | OfSenver  cenosst w200 gy 2

I mmsﬁw‘ﬂ ﬁﬁ’eﬂ(‘qmmo‘i"‘o fmmk;‘dqs 05 was JOTOPQBUGHT gzvssze- ﬁ*rﬁff?s;'\.m"

2 month, 2 weeks, 6 diys,
R vercry wiccn 0TI BTRRM 3y po 3 msesands 0 Ser  kcahosloaidoman Saoreald 121G g ey (2
= ek oman ]

Hinh 2. 19: Giao dién man hinh cinh bzo tip trung ciia h¢ thong Polestar
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— Thiét 1ap ngudng canh bao

Pé thiét 1ap cac canh bao tro gitip ngudi dung quan tri phong ngira cac su ¢d lién quan
dén viéc qua tai (CPU, Ram, ...) Déy dung lugng (File System, tablespace, ...), Polestar
cho phép nguoi dung tu thiét 1ap céac canh bao véi cép do ma canh bao duoc kich hoat, duoc
diéu chinh mét cach mém déo thong qua chic ning Threshold Setting. Cé 3 phuong thirc
duoc str dung dé thiét 1ap ngudng:
2.4.Panh gia tong quan vé cac giai phap giam sat

Tir bang so sanh tong quan, c6 thé thdy mdi giai phap gidm sat mang déu c6 thé manh
riéng phu hop véi timg nhu ciu sir dung. Polestar ndi bat nhd kha ning giam sat thong minh,
tich hop tri tué nhan tao (AI) dé phan tich va du doan, rat phu hop véi cac hé théng mang
16n va phtic tap. Zabbix 1a Iwa chon tdi wu cho doanh nghiép c6 ddi ngii ky thuat chuyén
sau, can sy linh hoat cao trong cAu hinh va mé rong.

Nagios pht hop véi to chirc c6 ngan sach han ché va hé théng nho, tuy nhién yéu cau
ngudi trién khai phai co kién thic k¥ thuat tot dé van hanh hiéu qua. Trong khi d6, PRTG
lai dugc ua chudng trong cac doanh nghi€p vira va nhé nho giao dién than thién, dé st dung
va trién khai nhanh, dui con han ché khi mé rong quy mé giam sat.
2.5.Két luan chwong 2

Trong chuong ndy, luan 4n di trinh bay mot cach toan dién vé cac thanh phan co ban,
churc nang quan ly va kién tric hé théng giam sat ha t?lng mang hién dai, dac biét 1a trong
bdi canh ctia md hinh quan Iy TMN. Qua viéc phan tich siu cac chirc ning nhu giam sat,
cau hinh, quan 1y su ¢d, bao mat va kha nang tich hop — mé rong, c6 thé khang dinh rang
mot hé théng giam sat hi¢u qua can c6 kha nang chu dong, toan dién va linh hoat dé dap
ling cac yéu ciu ngay cang cao trong quan 1y ha ting mang.

Giai phap Polestar da dugc danh gia va phan tich nhu mot mo hinh tién tién, c6 kha
nang tich hop cao va cung cip chirc ning giam sat manh mé thong qua nhiéu giao thirc khac
nhau nhu SNMP, RMON va agent-based. Vi cac tinh nang nhu giam sat theo thoi gian
thuc, canh béo tac thoi, kha nang du doan nho Al va giao dién tryc quan, Polestar ndi bat
s0 vOi cac giai phap truyén thong khac nhu Nagios, Zabbix hay PRTG. Nhiing phan tich va
danh gia trong chuong nay da lam rd sy vu viét va tinh img dung cao cta Polestar trong
viéc nang cao hi€u qua gidm sat va van hanh ha tﬁng mang tai cac doanh nghiép 16n nhu

Trung tdm Dich vu s Mobifone.
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CHUONG 3: UNG DUNG GIAI PHAP GIAM SAT POLESTAR CHO
HA TANG MANG TRUNG TAM DICH VU SO MOBIOFNE

3.1.Dit van dé

Trong bdi canh hé théng CNTT ngay cang phc tap, viéc giam sat mang dong vai tro
quan trong nham dam béo hiéu suit, an toan va tinh lién tuc trong van hanh. Tai Trung tam
Dich vu s MobiFone, hé théng mang chtra nhiéu dir liéu quan trong, doi hoi phai duoc
giam sat chit ché dé phat hién sém su ¢d va tbi vu tai nguyén.

Tuy da co nhiéu cong cu hd trg, nhung chi phi cao hoic thiéu linh hoat khién viéc lua
chon giai phap phi hop gip nhicu khé khan. Do d6, viéc xay dung mot hé théng giam sat
hiéu qua, pht hop véi ha tang hién c6 1a yéu cau cap thiét nham nang cao hiéu qua quan ly
va dam bao chat lugong dich vu.

3.2.Giai phap giam sat cho ha ting mang ciia Trung tim Dich vu s6 Mobifone

3.2.1. Giéi thiéu mé hinh
Trinh duyét Web .

L

May chu co sé diF liéu Cum may chu quan ly

A==
G =

Hinh 3. 1: M hinh giai phap giam sat ha ting mang Trung tim Dich vu s6 Mobifone
Trong Hinh 3.1 nay gom c6 3 16p riéng biét:
— UI Layer (L6p giao dién nguodi dung)
- Manager Layer (Lop quan ly)
- Agent Layer
3.2.2. Kich ban giam sat hé théng mang
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Xay dung kich ban giam sat thiét bi mang (Server va Devices network) trong hé thong

mang bao gdm: may chu chay hé diéu hanh Linux va thiét bi mang Switch Cisco.

- Giam sat trang thai trén cac thiét bi mang

— Gidm sat vi¢c st dung tai nguyén

- Giam sat luu lugng mang vao ra trén cac thiét bi mang

— Giam sat luu luong vao ra trén cac interface ctia thiét bi mang: tong luu luong vao
ra

— Thong tin, quan 1y dir liéu giam sat cta cac thiét bi mang

— Canh béo
3.2.3. Tién trinh xdy hé thong giam sat

— Mo két ndi tir may chu can tich hop dén hé thong giam sat ha ting mang Polestar

— Thém thiét bi trén giao dién ngudi dung

—  Saukhi thém thiét bi ta s& c6 thong tin thiét bi gdm céc truong: Availability, CPU,
Memory, Top 5 Disk IO, Top 5 Filesystem, Alarm, Information.
3.2.4. Thiét 1ap canh bao

— Tao Role nguoi dung

— Tao tai khoan

— Tiép tuc add role da tao “test canh bao” vo1 user da duoc tao.
3.3.P4nh gia hoat dong ciia h¢ thong
3.3.1. Giam sat cac trang thai cua host

Theo doi trang thai cia may chu da dugc tich hgp ¢ tab Inventory trong System Group

LNT.

583 LNT system Group

Summary | = Session Status Alarm Notification | & Resource Manager Event Monitoring | / Settings

i Server(14) & Log Monitor(13) 3 Child Resources(14)
Q System Name QIP Address QVendor Qos
! =
Server(14)
Group System Name IP Address Vendor 0os CPU Utilization Memory Utilization Disk /O Rate Filesystem Utilization Rx Traffic Tx Traffic Sessions Priority
TT MDS»HT_Dichvus HT dautusLNT ) INT-app1 Red Hat  LINUX I [ oes B 12Mbps  12Mbps 440
TT MDS>HT DichvusHT dautusINT ) LNT- Red Hat  LINUX I 5% [ o S S062Kbps  SETSKbps 410
TT MDS>HT_Dichws>HT dautusLNT 3 LNT. Red Hat  LINUX [ == [ [F—re— 4326Kbps  4162Kbos 388
TT MDS>HT Dichvu>HT dautu>LNT Red Hat  LINUX [ 05% [ o= s 4212Kbps  6179Kops 243
TT MDS>HT Dichvu>HT dautusLNT Red Hat  LINUX [ or [ o= —E 2862 Kbps 4192 Kbps 184
TT MDS=HT Dichvu» HT dautus LNT Red Hat  LINUX [] % IE BEEa | eosakops  9013Kbps 95
TT MDS=HT_Dichvu» HT_dautus LNT Red Hat  LINUX I e IE L B 12Mbps  14Mbps 91
TT MDS=HT_Dichvu» HT_dautus LNT Red Hat  LINUX P I e 13Mbps  11Mbps 103
TT MDSHT_Dichvu HT_dautus LNT Red Hat  LINUX B e | oz (ST 16Mbps  25Mbps 107
TT MDS>HT_Dichvus HT_dautusINT ) LNT-csu1 Red Hat  LINUX == T S2Mbps  26Mbps 1358
TT MDS>HT Dichvus HT dautusINT ) LNT-csu2 Red Hat  LINUX I A [ B 33Mbps 3aMbps 1441
TT MDSHT_Dichvus HT_dautus LNT Red Hat  LINUX ] o [T 101Kbps 427 Kbps 45
TT MDS>HT_Dichvus HT_dautus LNT 2 Red Hat  LINUX s 114Kbps  S42Kbps 31
TT MDS>HT_Dichvu=HT_dautu=LNT {\ LNT-media5 Red Hat LINUX i 69% 6478 Kbps 1.5 Mbps 158

Hinh 3. 8: Giao dién chi tiét thiét bi da dwoc thém ciia nhém LNT trén hé thong Polestar
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Trudng hop bao 16i Polestar Agent nhu trong Hinh 29: System Name mbf-dc-dmz va
mbfhn-log3 ctia System Group TT MDS-Mobifone PAY dang bao d6 (Down). Dé kiém tra
16i 16 hon ta Click 2 1an vao Host dang 1i va vao tab Alarm nhu Hink 3.9 s& thay dugc hién
tai o 3 canh bao 15i: Agent Status (Polestar Agent mat két nbi Port 31001-31003), ICMP
Status (Két ndi ICMP dén Polestar dang mét két ndi), Server Availability (Trang thai Server
dang khong hoat dong).

i3 Mobifone PAY system Group

Summary | = Session Status Alarm Notifieation | & Resource Manager Role Event Monitoring | /& Settings

@ Server(2) | B LogMonitor(1) | 3 Child Resourees(2)
QSystem Name QP Address Q Vendor Qos

‘ =
Server(2)

Group P Address Vendor os Types  CPU Utilization Memory Utilization Disk /O Rate Filesystem Utilization RxTrafics  TTraffic Sessions priority

TT MDS> Makifone PAY VMware Inc WINDOWS ~ Virtual

TT MDS> Mobifane PAY VMuare,Inc. LINUX Virtual

#2 mbfhn-dc-dmz server 4 =

Summary | £ Process | © SnapShot | £ Session Status | & Inventory m Notification | & Resource Manager Role Event | L Moritoring | ® Operation | £ Configuration | / Settings
i Active | @ History | @ Definition

QName Q Condition QTarget Q Usage Status

| A1) Yes () No E
Search Child Resources

Alarm Definition (3) @ | + AddSimple H + Add Complex

D Name * Severity  Target Condition Usage Status TemplateUsed  Source Location Notification ~ Action

6225077 [ pown ] Agent Status [Down = Down (10 consecutive times), Clear = Up] v v LY i)

6225095 [ pown ] Avalability [Down = DOWN (2 consecutive times), Clear = UP] v v % A

6226001 23 K <+ Availabilty [Down = DOWN (5 consecutive times), Clear = UP] v v Qg (VDS %)

Hinh 3. 9: Giao dién kiém tra 13i tich hop thiét bi trén hé thong Polestar

Pé kiém tra trang thai cta cac Interfaces trén mot host ta Vao Host LNT-app1 nhu Hinh

3.10 c6 thé thdy duoc cac Interfaces dang duoc list trén host d6 (Gom 5 Interfaces)

4 i INTEXED
4\ LNT-appl X&)
> $F CPU
B Disks
> &) Filesystem
> B Memory
4 [7] Network Interfaces
(2 br-8487572203f4
[ br-BcddSebebfad
2 dockerD
(2 enpls0
[ virbr0
«% MNetwork Session
£ Other
= Process
> [®] Servies monitoring EXED
4[] TCP Conection

Hinh 3. 10: Cjt cac hang muc ciia hé thong dwoc tich hop giam sat
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Pé kiém tra traffic cta ting Interfaces ta chon vao timg Interfaces can kiém tra va vao
Tab Summary nhu Hinh 3.11 d thdy duoc cac biéu d6 thong tin chi tiét trang thai cua
Interfaces can kiém tra.

[ br-8cddSebeb6ad network nterace

]| £ A | [ e | Rt | - || - @ G

@ RxTraffic @l Tx Traffic
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Hinh 3. 11: Béng chi tiét cac thong s6 ky thuit ciia Network interface

Tinh ndng gidm sat trang thai host trong Polestar cho phép theo doi toan dién hoat dong
clia cac may chu theo thoi gian thuc. Viée hién thi rd rang trang thai bing mau sic (xanh —
hoat dong, d6 — ngung hoat dong) gitip ngudi quan tri dé dang nhan dién céac thiét bi gap su
cb. Pong thoi, chirc nidng canh béo chi tiét nhu 161 két ndi Agent, 16i ICMP hay mat tin hiéu
tir server cung cap thong tin kip thoi va truc quan. Tuy nhién, viéc giam st trang thai c6 thé
dugc nang cao hon nita néu tich hop thém kha nang tu dong phan tich nguyén nhan su cb
(RCA) va d& xuat huéng xir Iy bang Al
3.3.2. Giam sat cac tai nguyén cia host

Trong Polestar (Web) viéc hién thi trang thai tai nguyén host duoc thé hién trong muc
Group cua ting Host (Trang thai xanh 1a UP, d6 1a Down).

Vé thong s cac tai nguyén cia Host ta c¢6 thé xem tong quan tai tab Summary ctia Host
nhu: CPU, Memory. Top 5 Process, Top 5 Disk, Top 5 Filesystem, Rx/Tx traffic, CPU
Utilization, ...

3.3.3. Giam sat trang thai hoat dong ctia cac Service trén cac host

Tai tab Process clia may chu LNT-appl ta c6 2 lwa chon kiéu xem 13 Graph (dang biéu
d6) nhu hinh va Table (Thong tin bang cot) thong ké chi tiét vé tat ca cac Process dang chay
trén cac host voi déy du cac thong tin: PID, PPID, Process Nam, CPU/Memory Utilazition,
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Thong qua tab Process, Polestar hd trg ca hai ché d6 hién thi dang biéu db va bang dir
lidu, cho phép ngudi quan trj theo ddi ddy du thong tin vé cac tién trinh dang chay nhu PID,
tén tién trinh, mic st dung CPU/RAM. Viéc hd tro truy xuét theo thoi gian thyc va truy
van dit liéu lich st tao diéu kién thuan loi trong phan tich hanh vi hoat dong cua dich vu.
Tinh nang nay rat hitu ich trong viéc ddnh gia muc do tiéu thu tai nguyén va phat hién tién
trinh bat thuong. Tuy nhién, dé ting tinh thong minh, c6 thé tich hgp co ché canh bao dya
trén hanh vi (behavioral anomaly detection) bang mé hinh Al
3.3.4. Giam sat luu lwgng mang trén cac host

Vao ltic 19:45 ngay 01-05 thi c6 hién tuong traffice Rxx ting dot bién vai bién do cao:
Min = 1.00ms va Max 53.00ms (Ta c6 thé thay 3 trén biéu do).

Summary Process SnapShot Saezsion Status Inventory Alarm Notification Resource Manager

il RTT

L 11,40 ms -
L 1.00 ms,53.00 ms

e e

Wil Gap Time Between Agent & Manager

Hinh 3. 17: Biéu dd giam sat lwu lwong mang ciia thiét bi
Vao lac 19:45 ngay 01-05 thi c6 hién tugng traffice Rxx tang dot bién vai bién do cao:
Min = 1.00ms va Max 53.00ms (Ta co thé thiy rd trén biéu do).
3.3.5. Canh bao su ¢6
Tai tab Alarm ciia server LNT-appl nhu Hink 3.18 ta c6 thé thay cac canh béo cua cac

161 duoc cau hinh.
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"\ LNT-app] server

Summary Process SnapShot Session Status Inventory m Notification Resource Manager Event Monitor
& Active {@ Definition
Active Alarm (8)
Severity ¢ Alarm Name & Time of Occurrence 2 Target
m Convert rate failed v2t 2024-03-05 07:04:51 (2 months a TT MDS>HT, T>LNT ap
1
= = P

m Convert rate failed v2t 2024-02-04 1504.06 (3 months 8 ) TT MDS>HT _Dichvu>HT_dauty

2

m Convert rate failed v2t 2024-03-05 23:03:30 (2 months 3 ReJ TT MDS>HT Dichvu>HT_dauts

m Convert rate failed v2t 2024-03-15 04:03:04 (1 month ag B MDS>HT_Dichvu>HT_daut

m Convert rate failed v2t 2024-03-05 210409 (2 months 3 By

total_processes

Filesystem Utilization

Filesystem Utilization

Hinh 3. 18: Giao dién giam sat tip trung cia thiét bi trén hé thong Polestar

Truong hop xay ra su ¢b nhu server bi down gidng nhu Hink 3.19 s& c6 canh bao

xuat hi¢n trén Bang Alarm console

2024-05-08 23:50:33 (8 minut 2024-05-08 23:50:58 (8 25 second TT MDS>HT Dichvu>HT_
@ I testcanh a0 &5 ago) minutes ago) 5 dautu>NT

Hinh 3. 19: Canh bao Down trén thiét bj

Canh bao s& thuc hién giri tin nhan SMS va giri mail vé téi tai khoan chi tri duoc

thiét 1ap nhan canh bao nhu Hink 3.20 véi day du cac thong tin nhu:

- Tin nhin canh bao SMS g6m cac thong tin: Trang thai (Down), té€n h¢ théng, tén

may chu, IP hé théng, ndi dung canh bao va thoi gian 15i.

[Clear]
CMC_Device>Sw_Acc_CMC_27:
Swi_Acc_CM

ICMP Status 04:19

[Clear]
CMC_Device=Sw_acc_CMC_27:
Sw_Acc_CMC_27:10.54.25.58
SNMP Status 04:19

[Clear]
Switch_YHA>Sw_Acc_YHA_T6_1
0>Gi0/25:Gi0/25:10.54.25.25
Port StatusWeb server MobiFone
Portal 10:38

[Down] LNT>LNT-app1:LNT-
app1:10.1.10.82 test canh bao
23:50

O® o & =

Hinh 3. 20: Giao hién tin nhin canh bio Down trén thiét bi
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— Email canh bao gém cac thong tin: Trang thai, tén System group, tén may chu, noi
dung canh bao, thoi gian, 16i phat sinh, duong link t6i hé théng Polestar quan 1y 18i nhu

Hinh 3. 21.

[POLESTAR] - Canh bao [Down] LNT>LNT-app1:10.1.10.82 test canh bao

Seventy : Down Ancestry : TT MDS>HT_Dichvu>HT_dautu>LNT>=LNT-appl Resource : LNT-appl Type : Server
[UP (= UP, 2 consecutive times)] Resource URL : http://10.1.10.97/management/resourcedetail/2338590

IMPORTANT NOTICE:

The information in this emaul is the property of MobiFone. This commumication 15 confidential and intended solely for the addressee(s). Any unauthorized 1
notify the sender by replying to this transmission and delete the message without disclosing it. Thank you

E-mail including attachments 15 susceptible to data corruption, interception, unauthorized amendment, tampering and viruses, and we only send and recesve
any consaquences thereof

THONG BAO BAO MAT:

Hinh 3. 21: Giao hi¢n email cianh bio Down trén thiét bi

3.4.Két luan chuwong 3

Chuong nay da thyc hién trién khai thir nghiém giai phap Polestar vao thuc té tai Trung
tam Dich vy s6 Mobifone, tir d6 kiém chtng hiéu qua va kha ning Gng dung cua giai phap
trong diéu kién ha tﬁng mang cu thé. Viée xay dung mo hinh gidm sat, cAu hinh hé théng,
thiét 1ap canh bao, va giam sat theo cac kich ban thyc tién da duoc thuc hién dﬁy du, cho
phép theo dbi chi tiét cac thanh phan nhu trang thai host, tai nguyén hé théng, dich vy, luu
luong mang, va cac sy cb xay ra.

Két qua thir nghiém cho thiy Polestar khong nhiing dap Gmg tot cac yéu cau vé hiéu
ning va d6 6n dinh, ma con gitp giam thiéu thoi gian phan hoi trudce cac su ¢d, hd trg nang
cao tinh sin sang va kha ning quan tri hé thong mang. Thong qua céc giao dién truc quan
va cong cu canh bao da dang, nguoi quan tri c6 thé chii dong giam sat, phat hién va xir ly
su ¢d mot cach hiéu qua. Thanh cong cua viée trién khai thir nghiém khang dinh tinh kha
thi va loi ich thiét thuc ciia viéc ap dung Polestar vao hé thong giam sat ha ting mang, mo
ra hudng phat trién manh mé& cho cdc mé hinh giam sét tap trung tai Mobifone va cac t6

chure ¢6 ha ting mang tuong tu
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KET LUAN

Pé an “Nghién ctru giai phap Polestar va tmg dung trién khai giam sat ha ting mang
Trung tdm Dich vy s6 Mobifone” da hoan thanh cac nodi dung nghién ctru trong tim, dap
tmg dtng dinh huéng tmg dung thuc tién. Trong bdi canh yéu cau ngdy cang cao vé do on
dinh, an toan va hiéu qua cua ha téng mang trong cac doanh nghiép vién thong, viéc trién
khai hé thdng giam sat tap trung nhu Polestar 1 vo cuing can thiét va cip bach.

Qua qua trinh khao sat, phan tich va thir nghi¢m, dé 4n da chi ra duoc cac han ché trong
mo hinh giam sat ha téng hién tai tai Trung tdm Dich vu s6 Mobifone, bao gém thiéu su
ddng bo giita cac hé thdng giam sat, kha ning canh bao cham, va kho khin trong viéc phan
tich, xtr 1y su cb. Trén co sd do, giai phap Polestar da dugc nghién ctru va trién khai thir
nghiém, cho thay hiéu qua rd rét trong viéc nang cao kha ning theo doi hé thdng theo thoi
gian thyc, phat hién sém su cd, toi vu tai nguyén va giam thiéu chi phi van hanh.

Két qua thuc nghiém cho thiy hé thdng Polestar c6 thé giam sat linh hoat cac thanh
phan trong ha ting mang, cung cp giao dién truc quan, kha ning canh bao tirc thoi qua
SMS/email va tich hop t6t v6i cac hé thong quan 1y hién hiru. Didu nay minh ching rang
Polestar hoan toan c6 kha ning dap ung yéu cau quan 1y ha ting mang trong cac to chirc
quy md 16n nhu Mobifone. B¢ 4n da bam sat dé cuong duoc phé duyét véi bd cuc nhu sau:

Chuong 1: Ha tang mang Trung tim Dich vu s6 MobiFone

Chwong 2: Nghién curu giai phap Polestar

Chuwong 3: Xay dyng trién khai thir nghiém giam sat Polestar cho ha tang mang Trung
tam Dich vu s6 MobiFone

Tir két qua nghién ciru, dé an cling dé xuat hudng phat trién mé rong bao gdm: tich hop
Al trong viéc phén tich dit lidu giam sat, phét trién cac dashboard tity bién theo ting vai tro
quén tri, va mo rong quy mo trién khai trén toan bo hé thong cuia Téng cong ty Vién thong

Mobifone.
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HUONG PHAT TRIEN CUA DE AN

Hoc vién sé tiép tuc nghién ctru, tiém hiéu cac cong nghé vé giam sat, quan 1y ha tang
mang hién c6 trén thé gi6i, nham bo sung kién thirc va gop phan dé xuat tdi cac doanh
nghiép to chirc ¢ thé trién khai giai phap dap tmg dugc nhu cu cia don vi;

Trong tuong lai, dé nang cao hon nita hiéu qua giam sat va quan tri ha tAng mang, dé
an c6 thé duoc mé rong theo mot sé hudng nghién ctru va Gmg dung cong nghé tién tién nhu
sau:

Ung dung tri tué nhan tao (AI) va hoc may (Machine Learning — ML) trong phén
tich va dy bao sy ¢6 mang:

Mac du giai phép Polestar hién tai da tich hop cac tinh nang giam sat thoi gian thuc va
canh bao sy ¢b, nhung viéc bd sung cac md hinh hoc may s& gitip nang cao kha ning phan
tich dir liéu lich su, phat hi€n hanh vi bat thuong va du doan céac su ¢ tiém an trude khi
chung anh huong dén hé thdng. Cac thuat toan nhu Random Forest, K-means Clustering
hodc LSTM (Long Short-Term Memory) c¢6 thé dugc huan luyén trén tap dit lidu giam sat
dé nhan dién xu hudng bét thudng hodc mé hinh héa rui ro.

Diéu nay s& chuyén ddi hé thdng tir dang gidm sat phan tmg (reactive monitoring) sang
giam sat cha dong (proactive/predictive monitoring), gop phan giam thoi gian gian doan va
tang do tin cay cho hé théng mang tai Trung tdm Dich vu s6 MobiFone.

Phat trién hé thong giam sat thong minh tich hop da nén tiang dua trén Al:

Mot hudng phat trién tiém ning khac 1 xdy dung nén tang giam sat tap trung duoc hd
trg boi cac tro 1y a0 Al (AIOps), c6 kha ning tu dong phéan tich nguyén nhan goc ré (Root
Cause Analysis — RCA), dé xuét phuong an khic phuc (Recommendation Engine), va tbi
wu hoa cdu hinh hé théng thong qua co ché hoc lién tuc.

Nén tang nay co thé két hop dir liéu tir nhiéu ngudn (log server, SNMP, API, hé thong
firewall, IDS/IPS) va str dung cac k¥ thuat NLP (Natural Language Processing) dé phan tich
ndi dung canh béo, hd tro ngudi quan tri ra quyét dinh nhanh chong hon. Viée tich hop giao
dién Al twong tac (Al ChatOps) ciing 1a mot xu hudng ndi bat, gitp ngudi van hanh truy
van trang thai hé thong va ra 1énh thong qua ngdn ngit ty nhién.

Huoéng t6i kién triic giam sat phan tan sir dung mé hinh microservice va container
hoa:

Véi xu hudng chuyén doi ha ting sang kién triic microservices va container (nhu
Kubernetes, Docker), hé théng giam sat ciing can thich (mg bang cach phat trién cac agent
hoic module riéng biét, c6 kha ning tu trién khai, tu cdp nhat va dé dang mo rong. Diéu nay
gitip d4p tmg nhu cau giam sat linh hoat trong mdi trudng dam may lai (hybrid cloud) va da
dam may (multi-cloud).



