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LOI CAM DOAN

T6i xin cam doan dé an tot nghiép “Nghién ciru giai phap Polestar va tng
dung trién khai giam sat ha ting mang Trung tdm Dich vu s6” 1a cong trinh
nghién cru khoa hoc cuia riéng toi dugc thyc hién dudi sy hudng dan cua giang
vién PGS.TS Duong Thi Thanh Ta. Cac ndi dung nghién ctru va két qua trong
dé an nay 1a trung thyc va chua timg duoc cong bd bt ¢t cong trinh nghién ciru
nao trude ddy. Nhiing s6 liéu trong cac bang biéu phuc vu cho viéc phan tich,
nhan xét, danh gia duoc chinh tac gia thu thap tir cac ngudn khac nhau co ghi
trong phan tai liéu tham khao.

Néu phat hién c6 bat ky gian 1an ndo toi xin hoan toan chiu trach nhiém

trudc Hoi dong cling nhu két qua ludn van ctia minh.

Tac gia dé an

(Ky va ghi r0 ho tén)

Tran Poan Trung



LOI CAM ON

Trong qua trinh nghién ctru va hoan thanh dé an tt nghiép thac si tai Hoc
vién Cong nghé Buu chinh Vién thong, bén canh su nd luc cua ban than, hoc
vién dd nhan duoc sy giang day va hudng dan nhiét tinh cia cac thay co gido.
Hoc vién xin giri 161 cam on chdn thanh nhat toi tat ca nhimg thay c6 gido da
giang day va PGS.TS Duong Thi Thanh Tu — nguoi da tan tinh, chu dao hudng
dan hoc vién trong sudt qua trinh hoc tap, nghién ctru dé hoc vién c¢6 thé hoan
thanh dé an “Nghién ctru giai phap Polestar va ing dung trién khai gidm sat ha
tang mang Trung tam Dich vu s6 MobiFone”.

Do tinh phtrc tap ctia dé 4n nghién ctru, ciing nhu kha nang va kién thirc cia
hoc vién con nhiéu han ché nén dé an khong tranh khoi nhiing sai sot nhat dinh.

Hoc vién rat mong nhan nhirng déng gop ¥ kién cua cac thay co va nhiing
nha nghién ctru khac dé noi dung nghién ctru duoc hoan thién hon.

Hoc vién xin chan thanh cam on!

TAac gia dé an

(Ky va ghi r6 ho tén)

Tran Poan Trung
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MO DAU

Cong ngh¢ thong tin ngay nay da va dang duogc irng dung rong rai trong moi linh
vue, gop phan vao sy ting trudng, chuyén dich co ciu kinh té va 1am thay doi co ban
cach quan 1y, hoc tip, lam viéc cua con ngudi. Rat nhiéu nude da coi sy phat trién
cong nghé thong tin va truyén thong 13 huéng wu tién trong chién luc phat trién kinh
té x4 hoi. Thé gi6i nhimng tic dong ciia cong nghé thong tin va truyén thong, dang di
vao nén kinh té tri thirc, trong d6 cong nghé thong tin c6 mot vai trd quyét dinh.

Ung dung cong nghé thong tin (CNTT) trong quan 1y nha nude 1a viéc khong thé
thiéu trong qua trinh hién dai hoa cong tac quan 1y, gop phan thirc day ting truong
kinh té, nang cao nang xuit lao dong, nang cao luc canh tranh cua nén kinh té, thic
day qua trinh hoi nhap, trong d6 cong tac quan 1y nha nudc dugce nang cao mot cach
hiéu qua 10 rét nhd CNTT hién dai.

Hién nay trong ha ting cong nghé thong tin ctia bat ky doanh nghiép, to chirc nao
hau hét déu co nhirng thiét bi mang, may chu dich vu phuc vu cho cac cong viéc noi
bd cling hoat dong kinh doanh mang lai lgi ich kinh té cao. Dé co thé giam sat tai
nguyén cila tit ca may chii hang ngay, hang gio, theo ddi ty 1é chiém dung CPU, dung
lugng con lai ciia o cung, ty 1¢ st dung bo nhd RAM...quan tri vién khong thé két
nbi vao tig thiét bi mang, timg may chii ¢ ma theo ddi hiéu ning cia chung, cling
nhu xem cac tng dung c6 dang chay hay khong. Chinh vi vay viéc dam bao ha tang
cong nghé thong tin hoat dong 6n dinh 1a vo cing quan trong trong doanh nghiép.
Phan mém giam sat chinh 1a cong cu gifip ngudi quan tri c6 thé thuc hién viéc nay
mot cach tdi wu nhét.

Phan mém gidm sat gitp cho viéc quan 1y theo ddi, gidm sat tap trung hé théng
mang, dich vy, thuc hién cac tac vu quan ly van hanh mang. Ghi thong tin va hién thi
chi tiét theo gio, tuan, thang, nim viéc st dung cac thong sé chinh cua ting thiét bi:
luu luong qua cac giao tiép mang, st dung CPU, HDD, RAM,... Ghi thong tin va
hién thi chi tiét theo gi0, ngay, thang, ndm cac dich vu mang, cac may chu,...

— Quan ly giam sat chi tiét vé luu luong, st dung bang thong sir dung.



— Giam sat cac hoat dong ciia ngudi dung, cac tin cong va cac hoat dong khong
binh thuong, c6 thé gay hai cho hé thong.

— Giam sat va théng ké cac lIuu lugng, cac giao thuc, cac dich vu dugc stir dung
trong hé théng, sir dung hét bao nhiéu.

Trung tam Dich vu s6 MobiFone 1a don vi truc thudc Téng Cong ty Vién thong
Mobifone v6i chirc ning phat trién va kinh doanh cac dich vu gia trj gia ting, da
phuong tién, quang c4o, thanh toan, tai chinh trén mang vién thong MobiFone. Trén
thuc té, co so ha tﬁng CNTT cua Trung tam Dich vu s6 Mobifone chua c6 hé théng
giam sat canh bao tap chung cho tit ca ha ting CNTT, chi c6 giam sat cta timg hé
thong riéng 16 nén c6 rat nhidu hé théng ha ting c6 nhiéu nguy co anh hudng nhu:
khong on dinh vé hé théng, khong phat hién va du bao sém vé cac yéu tb ha tang, ...

Polestar EMS 1a mot giai phap giam sat ha tang mang CNTT duya trén cac k¥
thuat quan tri mang tién tién nhu k¥ thuat quéan tri mang duya trén agent, k¥ thuat quan
tri mang dua trén web, k¥ thudt quan tri mang dua trén tri tu€ nhan tao,... Cac tinh
nang noi bat cia giai phap giam sat Polestar c¢6 thé chi ra nhu: giam sat theo thoi gian
thuce, xir Iy va phan tich BIGDATA, du bao ngin ngira 15i bang cong nghé Al, tdi da
kha ning stir dung véi giao dién nguoi dung dé sir dung, truc quan véi cong nghé
duyét web dang tin cdy.

Chinh vi vdy, viéc chon dé an “Nghién ctru giai phap giam sat Polestar va ung
dung cho trién khai giam sat ha ting CNTT Mobifone” mang y nghia cap thiét cho
viéc dam bao ha t?mg CNTT hoat dong 6n dinh va giam thiéu céc rui ro vé an toan
thong tin trong doanh nghiép néi chung va Trung tam Dich vu s Mobifone noi riéng.
Dé an dugc chia 1am 3 chuong chinh nhu sau:

Chuwong 1: Ha ting mang Trung tim Dich vu s6 MobiFone

Chuwong 2: Nghién ctru giai phap Polestar

Chuwong 3: X4y dung trién khai thir nghiém giam sat Polestar cho ha ting mang

Trung tdm Dich vu s MobiFone



CHUONG 1: HA TANG MANG TRUNG TAM DICH VU SO

MOBIFONE

1.1.Khio sat hién trang ha ting mang Trung tim Dich vu s6

Mobifone

Vi¢c khao sat hién trang ha téng mang cua Trung tdm Dich vu s6 Mobifone

la mgt budc quan trong nhdm dam bao h¢ thong van hanh 6n dinh, an toan va

hiéu qua. Trung tam Dich vu s6 Mobifone déng vai trd then chét trong viéc phat

trién va cung cap cac dich vu gia tri gia tang trén nén tdng vién thong. Tuy nhién,

co s& ha ting mang hién tai van d6i mét v4i nhiéu thach thic, bao gom kha ning

phat hién sém cac sy co ti€ém an va viéc giam sat tap trung con han ché. Bé hiéu

0 hon vé cac van dé ton tai va xac dinh cac giai phap khac phuc, can tién hanh

mot cudc khao sat téng thé nham danh gia hién trang mang hi¢n tai, déng thoi

xem x¢ét cac hé thong gidm sat va cong nghé dang duogc st dung. Diéu nay s€

tao nén tang cho cac budc nang cao va téi vu hoa ha tang mang trong tuong lai.
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Hinh 1. 1: So' @6 mang Trung tAm Dich vu s6 MobiFone

Ha tﬁng mang Trung tdm Dich vu s6 MobiFone dugc thiét ké theo mo hinh

tai Hinh 1.1 Vi thiét ké ha tAng mang theo m6 hinh tiéu chuan Tier 3 gdm cac

thanh phan:

- Border Router;



Firewall;
— Core Switch;
— Switch access.
1.1.1. Border Router
—  Khdi niém cua thiét bj Border Router:

Trong kién trac mang hién dai, dac bi¢t 1a mang quy mo 16n theo mé hinh
phan 16p nhu Tier 3, Border Router (Router bién) dong vai tro 1a cong két nbi
quan trong giita hé théng mang noi bo (Intranet) va cac mang bén ngoai nhu
mang WAN, mang 161 nha mang hoac Internet. Thiét bi nay dam nhan chirc nang
dinh tuyén bién, thiét lap céc chinh sach dinh tuyén xuyeén mién (inter-domain
routing), dong thoi trién khai cac chinh sach bao mat va phan phdi luu luong co
kiém soat gitra cac mién mang.

Trong md hinh dinh tuyén OSPF (Open Shortest Path First), Border Router
thuong dam nhan vai tro ctia mot Area Border Router (ABR) hodc Autonomous
System Border Router (ASBR), tirc 1a thiét bi dinh tuyén giao tiép giira cac area
ndi bd hodc gitta cac hé théng tu tri (AS - Autonomous System). Piéu nay cho
phép Border Router khong chi thuc hién dinh tuyén truyén thong, ma con phan
phéi va tdi uu bang dinh tuyén thong qua co ché tom tit tuyén (route
summarization) va loc tuyén (route filtering).

— Céc chuc nang chinh cia Border Router:

Border Router trong mot hé théng mang 16p doanh nghiép hodc nha cung
cap dich vu vién théng 16n nhu MobiFone dam nhén nhiéu chtrc ning phirc tap
va quan trong, bao gdom:

+ Dinh tuyén lién mién (Inter-domain Routing): Thuc hién trao ddi
bang dinh tuyén véi cac hé théng mang bén ngoai thong qua cac
giao thirc dinh tuyén dong nhu BGP (Border Gateway Protocol)
hoic OSPF, két hop static route trong cac truong hop dic biét nham

t61 wu hoa luu luong.



Phén tach mién dinh tuyén: Trong mé hinh OSPF, Border Router
dong vai tro két ndi cac khu vuc (Area) khac nhau, giup mé rong
quy m6 hé théng ma van dam bao tinh kha thi va hiéu niang xu Iy
dinh tuyén.

Trién khai chinh sach bao mat bién: Két hop voi firewall hoac
Access Control List (ACL) dé kiém soat truy cép hai chiéu, ngin
chin cac ludng luu lugng trai phép, dong thoi hd tro chdng tin cong
tr bén ngoai nhu DoS/DDoS.

Téi vu hoa luu lugng va dam bao chit lugng dich vu (QoS): Phan
loai va uu tién luu lugng theo 16p dich vu nham dam bao cac dich
vu thoi gian thyc (real-time services) nhu thoai, video dugc xu 1y
v6i d6 tré thap va thong lugng 6n dinh.

DPam bao tinh sin sang cao: Hd tro cic giao thirc du phong nhu
HSRP/VRRP, cing v6i cdu hinh song song (redundant) dam bao

hoat dong lién tuc ké ca khi X4y ra sy cd phén cung.

Céc dong thiét bi Border Router phd bién trén thi trudng:

_|_

Cisco Systems:

= Cisco ASR Series (ASR 9000, ASR 1000): Thiét bi dinh tuyén
da dich vu Aggregation Services Router, hd tro kha ning mé
rong 16n, thich hgp cho mang 151 ciia nha mang.

= Cisco ISR (Integrated Services Router): Dung cho doanh
nghiép quy md trung binh, hd trg tich hop cac dich vu bao mat
va dinh tuyén.

Juniper Networks — MX Series: Router hidu ning cao, hd trg

BGP/MPLS, c6 tinh nang bao mat va tich hop SDN.

Huawei NE Series (NE20E, NE40E): Router da ndng dugc st dung

trong mang metro hodc mang truc ciia nha mang, c6 kha nang xu ly

luu lwong 1én dén hang Tbit/s.



+  Arista, MikroTik, Fortinet: Cac thiét bj dinh tuyén & murc trung cip
va chuyén biét héa cho moi truong bao mat, c¢d tinh linh hoat cao
va gia thanh t6i wu.

— Thiét bi Border Router tai Trung tam Dich vy s6 MobiFone

Tai Trung tam Dich vu s6 MobiFone — don vi truc thudc Téng Cong ty Vién
thong MobiFone chuyén vé cac dich vu sb va gia tri gia ting, hién nay thiét bi
Border Router chinh dugc trién khai 1a Cisco ASR 9010 — mét trong nhiing san
pham cao cap nhét cua Cisco thudc dong Aggregation Services Router (ASR
9000 Series).

Viéc lua chon Cisco ASR 9010 dugc danh gia la chién luoc toi vu vé mit
k¥ thuat va van hanh, xuét phat tir cac 1y do sau:

+ Hi¢u nang x1r 1y cuc cao: ASR 9010 hd tro kién trac modular véi
kha ning mo rong 1én téi nhiéu Tbit/s thong qua céc line card toc
d6 cao. Pay 13 yéu cau bat budc trong mdi trudng ha tang 16n co
Iuu lugng cao, nhiéu site phan tan va truyén thong da hudng.

+ HO tro da giao thirc dinh tuyén nang cao: Thiét bi tich hop day du
cac giao thirc dinh tuyén nhu BGP, OSPF, MPLS, giup Trung tim
trién khai két ndi linh hoat v6i hé théng mang 161 MobiFone, WAN
tin hoc qudc gia, va cac hé théng ddi tac.

+ Kha nang tich hop va twong thich cao: Thiét bi tuong thich hoan
toan voi cac thiét bi 161 va access layer cia hé sinh thai mang
MobiFone, gitp t6i wu chi phi tich hop, giam do phuc tap trong van
hanh.

+ HOb trg chinh sach bao mat bién: ASR 9010 cho phép trién khai cac
ACL phtic tap va co ché kiém soat truy cap theo 16p dich vu (CoS)
ngay tai 16p bién, ting cudng kha ning phong chéng tan cong va
ngan chan truy cép trai phép tr mang ngoai.

Vi¢c sir dung Border Router ASR 9010 khong chi giap Trung tam Dich vu

s6 MobiFone dam bao van hanh 6n dinh, dap (mg luu lugng truyén tai ngay cang



ting, ma con tao nén tang k¥ thuit vimg chic dé mé rong ha ting mang trong
giai doan chuyén doi sb sau rong sap t6i.
1.1.2. Firewall

—  Khdi niém cua thiét bj Firewall

Firewall (tuong Itra) 1a mot thiét bi bao mat mang, hoat dong nhu mdt rao
chén giira cac mién mang c6 do tin ciy khac nhau — dién hinh 13 gita mang noi
bo va Internet, hodc gitta cac phan vung mang noi bg. Firewall dugc thiét ké
nham kiém soat luu lwong mang vao va ra theo cac chinh sach bao mat duoc cau
hinh trude. Cac chinh sach nay giup xac dinh xem mot goi tin c6 dugc phép
truyén qua firewall hay bi chan lai.

Tuong ltra c6 thé dugc trién khai dudi dang thiét bi phan ctng (hardware
appliance), phan mém (software-based firewall) hoic tich hop trong cac thiét bi
mang nhu router, tuy thudc vao kién tric mang va muc do yéu cau bao méit cla
hé thong. Trong kién tric mang tiéu chuan Tier 3, firewall dong vai trd quan
trong tai 16p phan phéi va 16p bién, noi cac truy cap tir bén ngoai duoc kiém soat
nghiém ngat.

— Chtrc ning chinh cua thiét bi Firewall

Firewall hién dai khong chi don thuan loc luu lugng dya trén dia chi IP va
cong ma con tich hop nhiéu tinh ning bao mat nang cao, hd trg phat hién va
ngin chin tdn cong theo thoi gian thyc. Céc chire niang chinh bao gdom:

+ Loc goi (Packet Filtering): Phan tich tiéu dé ciia cac goi tin dé xéac
dinh xem chung c6 dugc phép truyén qua hay khong dua trén céc
quy tic IP, port, protocol.

+ Tuong ltra trang thai (Stateful Inspection): Theo doi trang théi cia
cac két néi mang, chi cho phép cac goi tin thudc vé phién giao tiép
hop 1€ di qua.

+ Phan doan mang (Network Segmentation): Kiém soat truy cap giita
cac subnet hodc VLAN trong h¢ théng ndi bo, tang cuong kha nang

cd 1ap sy co va gidm nguy co lay lan.



Phat hién va ngin chin xdm nhap (IPS/IDS): Tich hop co ché phan
tich hanh vi va chit ky dé ngan chin cac cudc tdn cong nhu port
scanning, DDoS, SQL injection.

Kiém soat img dung (Application Control): Phan loai luu luong dya
trén ung dung chir khong chi dya trén port, cho phép quan tri vién
kiém soat chi tiét cac dich vu nhu web, mail, VPN, v.v.

VPN Gateway: HO trg két ndi an toan giira cac site thong qua céc
giao thitc VPN nhu [Psec, SSL-VPN.

Ghi nhat ky va phan tich luu lugng: Ghi nhan toan bg hoat dong dé

phuc vu kiém todn bao mat va phan tich su co.

Céc dong thiét bi Firewall pho bién trén thi trudng

Trén thi truong hién nay, cé nhiéu dong thiét bi firewall duoc st dung rong

rdi trong ca moi trudng doanh nghiép va nha mang. Mot s6 thuong hiéu tiéu

biéu bao gom:

Thiét bi Firewall tai Trung tam Dich vu s6 MobiFone

+

Fortinet (FortiGate Series): Noi bat vdi kha nang xtr 1y hiéu ning
cao, tich hop nhiéu chirc ning bao mat (UTM — Unified Threat
Management), ¢ giai phap tir phan khac SMB dén nha mang.
Palo Alto Networks: Dan dau vé tuong lra thé hé moi (Next-
Generation Firewall - NGFW), tich hop Al, kiém soat ing dung va
sandboxing.

Cisco Firepower/ASA: Thiét bi firewall két hop giita tinh 6n dinh
ctia Cisco véi kha ning tich hop IPS/IDS va kiém soat 16p ung
dung.

Check Point: Firewall tap trung vao kha nang phan tich luu lugng
va kiém soat truy cap 10p tmg dung, thudng duoc str dung trong céc
hé théng doi héi tinh tiry bién cao.

SonicWall, Juniper SRX, WatchGuard: Phu hop cho doanh nghi¢p

vira va nhd, véi kha nang mo rong linh hoat va gid thanh canh tranh.



— Thiét bi Firewall tai Trung tam Dich vu s6 MobiFone

Trong kién trac bao mat tai Trung tam Dich vu s6 MobiFone, thiét bi

Firewall Fortinet FortiGate 400F dang duoc trién khai lam thanh phan bao vé

16p bién va 16p truy cadp mang quan trong. Viéc lua chon Fortinet 400F duoc

danh gia la phu hop véi dac thu van hanh cia mdot trung tam dit 1iéu quy mo 16m,

vi cac 1y do sau:

_|_

Hi¢u nang x1r Iy vuot troi: FortiGate 400F tich hop vi xtr Iy bao méat
FortiASIC riéng biét, cung cip kha nang xir Iy tuong Iira 1én t6i hon
100 Gbps va hang triéu session dong thoi, dap tmg t6t luu luong
16m trong cac trung tdm dit licu nhu MobiFone.

Tich hop tinh ning bao mat nang cao: Thiét bi hd tro day du IPS,
Application Control, Web Filtering, Antivirus, SSL Inspection va
bao vé chdng DDoS — nhiing yéu cau bat budc trong mdi truong
mang da tang, c6 két ndi Internet va WAN rong khip.

Kha ning phan doan va kiém soat 16p tng dung manh: FortiGate
400F cho phép cau hinh phan doan mang ndi bd theo mé hinh Zero
Trust, kiém soat luu lugng gitra cac hé théng dich vu s6 khac nhau,
d6ng thoi dam bao tuan thii cac chinh sach truy cap nghiém ngit.
Kha ning mo rong va quan 1y tap trung: Thiét bi hd tro trién khai
theo cum (HA — High Availability), tich hgp véi hé théng quan 1y
FortiManager va FortiAnalyzer giip Trung tdim quan ly bdo mat tap
trung toan hé thong mot cach linh hoat va hiéu qua.

Chi phi s& hitu t6i uu va hd tro tét: Fortinet cung cap chi phi phu
hop so véi cac thiét bi ciing phan khuc, trong khi van ddm bao hiéu
nang va chinh sach hd trg k¥ thuat cao tir cac d6i tac trong nudc,

thuan loi cho viéc van hanh lién tuc.

Nho nhiing vu diém veé hi€u nang, do tin cdy va kha nang bao vé toan di¢n,

Firewall Fortinet 400F 1a lya chon phu hop va chién luge dé dam bao an toan
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cho ha tdng mang quy mé 16n, da site va van hanh 24/7 nhu tai Trung tdm Dich
vu s6 MobiFone.
1.1.3. Core Switch

—  Khdi niém cua thiét bj Core Switch

Trong kién tric mang phan ting tiéu chuin (3-tier architecture) bao gom
cac 16p Access — Distribution — Core, Core Switch (thiét bi chuyén mach 13i) 1a
thiét bi chuyén mach trung tam, nam tai 16p 161 cua h¢ théng mang, c6 nhiém vy
chinh la xtr Iy va dinh tuyén luu luong dir liéu tbc do cao gitra cac khu vuc mang,
dam bao do tré téi thiéu va bang thong tdi da. Core Switch thudng dong vai tro
1a xuwong song (backbone) ctia hé théng mang doanh nghiép hoic trung tam dir
liéu, no1 ma toan bg luu luong tir cac access switch, server farm hodc thiét bi
bién hoi tu ve.

Khac v6i cac switch ¢ 16p truy cdp (Access) hoic 16p phan phdi
(Distribution), Core Switch yéu cau hiéu nang cuc cao, do tin cay tuy¢t ddi, kha
nang du phong tot va toc do truyén tai dit liéu rat 16n, thudng dat téi hang chuc
hodc hang trdm Gbps.

— Chtic nang chinh cia thiét bi Core Switch

Core Switch dong vai tro trung tim diéu phdi ludng dit liéu trong toan bd
ha tang mang. Cac chirc ning chinh bao gom:

+ Chuyén mach va dinh tuyén toc d6 cao: Core Switch hd trg
switching Layer 2 va dinh tuyén Layer 3 & téc 46 dudng truyén cao
(10G/40G/100G), dam bao hiéu ning cho cac hé théng thoi gian
thuc nhu VolIP, Video Conference, cadc img dung tai chinh hoac xt
1y dir liéu 16n.

+ Hoi tu va diéu phdi luu leong: La diém trung tdm két ndi toan bd
cac thiét bi mang tur access switch, firewall, router va cac server,
dam bao qua trinh truyén thong ndi b va két ndi ra bén ngoai khong

bi tic nghén.
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+ Tbi vu héa mang véi tinh ning QoS (Quality of Service): Uu tién
cac loai luu lvong quan trong nhu thoai, video, giao dich tai chinh
nham dam béo trai nghiém nguoi dung va do 6n dinh dich vu.
+ HOb tro da giao thtrc va tinh ning md rong: Core Switch can hd tro
cac giao thirc dinh tuyén dong nhu OSPF, EIGRP, BGP; cac giao
thire két ndi dy phong nhu VRRP, HSRP; va cic tinh ning ning
cao nhu MPLS, VLAN, STP, VSS, Multicast, v.v.
+ Tinh sin sang cao (High Availability): Core Switch thudng c6 cau
truic module vdi1 kha nang thay nong (hot-swappable), tich hop
nguon kép, quat kép va tinh ning nang cap phan mém khong gian
doan (ISSU — In-Service Software Upgrade), dam bao hé thong
mang hoat dong lién tuc 24/7.
- Céc dong thiét bi Core Switch pho bién trén thi truong
Trén thi truong hién nay, nhiéu hang san xuét thiét bi mang cung cap cac dong
Core Switch chuyén dung danh cho trung tim dit liéu va hé théng doanh
nghiép 16n. Mot s6 dong tiéu biéu bao gom:
+ Cisco Systems:
= (Cisco Catalyst 6500/6800 Series: Dong switch module phd
bién, hd tro Layer 2/3, c6 kha ndng m¢é rdng linh hoat va tinh
nang bao mat tich hop.

= Cisco Nexus Series (Nexus 7000/9000): Dong thiét bj chuyén
mach danh riéng cho trung tdm dit liéu, ho tro cong nghé SDN,
VXLAN, va tich hgp ACL

+  Juniper Networks: QFX Series, EX9200: Cung c4p hiéu ning cao,
kién trac mo, hd tro automation va tich hop hé diéu hanh Junos
manh mé.

+ Huawei: CloudEngine 12800, 8800 Series: Switch 18i hiéu suét cao
v6i kha nang xir Iy hang Tbps, phtt hop cho hé théng mang da 16p

va ddm may.



_|._
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Arista Networks: 7500R, 7280 Series: Thiét ké cho trung tAm dit
lidu, n6i bat véi latency thap, throughput 16n va hé diéu hanh EOS
dé 1ap trinh.

HPE (Hewlett Packard Enterprise): Aruba CX Series: T6i wu cho
SDN va mang campus hién dai, tich hgp tinh nang phan tich va bao

mat sau.

— Thiét bi Core Switch tai Trung tam Dich vy s6 MobiFone

Hién tai, Trung tdm Dich vu s6 MobiFone dang trién khai thiét bi Cisco

Catalyst 6509-E tai 16p 15i ctia hé théng mang. Viéc liwa chon dong switch nay

1a quyét dinh chién lwoc nham dap Gmg yéu cau van hanh ciia mot hé théng mang

¢6 quy md 16n, luu lugng cao, nhiéu 16p mang phirc tap va yéu cau do tin cay

gan nhu tuyét doi.

Ly do Iira chon Cisco Catalyst 6509-E bao gom:

+

Kién trac module linh hoat: Catalyst 6509-E hd tro t&i 9 khe cim
(slots) cho line card va supervisor, cho phép cau hinh nhiéu module
nhu 10G Ethernet, Gigabit SFP, supervisor engine VSS — phuc vu
tt cac cau hinh nang cao va nhu cau mé rong hé thong trong twong
lai.

Kha nang xir Iy luu lugng 16n: V6i kha nang chuyén mach Layer
2/3 dat hang tram Gbps, thiét bj hoan toan dap tmg duogc yéu cau
truyén tai gitra cac site dich vu sO, server, hé théng Iuu trir no1 bo
va cac phan mang chuyén biét.

Do 6n dinh va sin sang cao: H) trg ddy du co ché du phong ngudn
(redundant power), quat lam mat, supervisor engine kép va ISSU —
gitip nang cip phan mém khong lam gian doan dich vy, dam bao
mang luén hoat dong lién tuc 24/7.

Tuong thich cao voi hé sinh thai Cisco: Thiét bi dé dang tich hop
v6i cac thanh phan Cisco khac nhu router bién ASR 9010, firewall
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FortiGate (qua chuan giao tiép tiéu chuan), hé thong quan tri trung
tam va cac dich vu bao mat no1 bd.

+ Kha nang bdo mat va quan Iy nang cao: Tich hop tinh nang ACL,
NetFlow, DHCP Snooping, Port Security va kha nang giam sat
SNMP, NetConf cho phép Trung tdm giam sat, phan tich va quan
Iy Ivu lwong mét cach chi tiét va chu dong.

+ Tbiwu chi phi dau tu dai han: V&i do bén da duoc chirng minh trong
moi truong van hanh khat khe va cong dong hd tro 16n tir Cisco,
thiét bi Catalyst 6509-E mang lai hiéu qua dau tu cao, han ché rui
ro vé 16i thiét bi ciing nhu chi phi van hanh.

Viéc trién khai Core Switch Cisco Catalyst 6509-E dd va dang gop phan
quan trong trong viéc duy tri su 6n dinh, hiéu qua va tinh mo rong cao cho ha
tﬁng mang Trung tam Dich vu s6 MobiFone — noi van hanh hang chuc dich vu
s6, nén tang dir li€u, hé théng thanh todn va cac ing dung ndi bd phurc tap phuc
vu hang tri¢u nguoi dung.

1.1.4. Switch access
— Khai niém cua thiét bi Switch access

Switch access (thiét bi chuyén mach 16p truy cép) la thanh phan nam & 16p
dudi cing trong md hinh mang phan cip ba tang (Three-tier Architecture: Core
— Distribution — Access). Switch Access dam nhiém vai tro 1a diém két ndi truc
tiép gitra cac thiét bi dau cudi nhu may tinh cd nhan, may in, camera IP, dién
thoai IP va cac thiét bj IoT véi mang ndi bd (LAN).

Thiét bi switch 16p truy cip 1a noi dau tién luu luong mang di vao hé thong
mang doanh nghiép. Vi vdy, ngoai chirc ning chuyén mach Layer 2 co ban, cac
switch ndy ngdy nay thudng duoc tich hop thém cac tinh ning vé bao mat, quan
ly truy cap, cip ngudn qua mang (PoE), kiém soat 16p dich vu (QoS), va hd trg
quan tri tap trung.

— Chtre ning chinh cia thiét bi Switch access
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Switch access dong vai trd quan trong trong viéc trién khai cac két ndi mang
dén ngudi dung cudi va thiét bi dau cudi. Cac chic ning chu yéu cta nd bao
gom:

+ Két ndi thiét bj dau cudi: Cung cdp cac céng mang téc do
1G/2.5G/10G dé két ndi PC, 1P phone, camera, thiét bi IoT voi
mang ndi bo.

+ Chuyén mach Layer 2: Chuyén tiép cac frame Ethernet dya trén dia
chi MAC, dam bao luu luong di ding dén thiét bi dich trong ciing
VLAN.

+ Phén chia mang véi VLAN: H tro tao va gan VLAN cho timg port,
gitp phén chia logic mang theo phong ban, chirc ndng hodc muirc do
bao mat.

+ Kiém soat truy cap (Port Security): Gidi han s6 luong thiét bi truy
cap vao mdi port, bao vé hé théng khoi truy cap trai phép.

+ Cap nguodn PoE (Power over Ethernet): Hd trg cap ngudn cho céc
thiét bi nhu [P phone, camera gidm sat hodc access point ma khong
can nguon dién riéng.

+  Trién khai QoS: Gan murc uu tién khac nhau cho céc loai luu luong
(voice, video, data) dam bao chat lugng cho céc tmg dung thoi gian
thuec.

+ Giam sat va quan tri tr xa: HO trg SNMP, Syslog, NetFlow va céc
giao thitc quan 1y mang, gitp tich hop véi hé thong giam sat trung
tam nhu Polestar hoac SolarWinds.

— Céc dong thiét bi Switch access pho bién trén thi trudng

Hién nay, trén thi trudng c6 nhiéu dong thiét bi Switch Access dugc cung
cap boi cac hing uy tin, dap tng da dang nhu cau tir vin phong nhé dén trung
tam dur li€u 1on:

+ Cisco Systems: Cisco Catalyst 1000/2960/9200/9300 Series: Dong

switch truy cap pho bién trong cic doanh nghiép va t6 chirc 16n, hd
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trg day da VLAN, PoE+, QoS, kha ning bao mat 16p truy cip va
quan tri tap trung.

HPE Aruba Networks: Aruba 2530/2540/2930 Series: HO trg cac
tinh nang truy cap doanh nghiép, PoE, bao mat nang cao, va quan
Iy qua Aruba Central.

Huawei: S5700, S5720 Series: HO tro Layer 2/3, kha nang PoE+,
bao mat dau cudi va quan trj tir xa qua eSight.

Juniper Networks: EX2300, EX3400 Series: Phu hop véi moi
truong campus hodc phan phdi, hd tro tinh ning EVPN-VXLAN,
PoE+, bao mat dong.

Dell, TP-Link, D-Link, MikroTik: Danh cho phan khuc SMB, véi
chi phi dau tu hop 1y, ciu hinh linh hoat va dé trién khai.

Thiét bi Switch access tai Trung tam Dich vu s6 MobiFone

Tai Trung tam Dich vy s6 MobiFone, cac thiét bi Cisco Catalyst 9200 va

9300 Series dang duoc trién khai rong rai tai 16p truy cép cta hé thong mang.

Viéc Iwa chon hai dong switch nay 13 két qua ctia qua trinh danh gia k¥ ludng

vé hiéu suat, do tin cay, kha ning mé rong va kha niang tich hop véi hé sinh thai

mang hién c6. Ly do cu thé bao gom:

+ Kha ndng mo rong linh hoat va hi¢u nang cao: Ca hai dong Catalyst

9200 va 9300 hd trg 1én dén 48 cong Gigabit, uplink 1G/10G, gitp
dap tng t6t cho hé théng co mat do thiét bi dau cudi 16n nhu tai
Trung tam Dich vu s0.

Hb tro PoE/PoE+: Vi kha ning cip ngudn qua Ethernet cho thiét
bi nhu camera IP, dién thoai VolIP, access point — switch gitip don
gian hoa trién khai, tiét kiém ha téng dién va giam chi phi van hanh.
Tinh ning bao mat 16p truy cap nang cao: Tich hop cac co ché bao
vé nhu 802.1x, DHCP Snooping, Dynamic ARP Inspection, giup
kiém so4t thiét bi truy cap va phong chéng tin cong gia mao ngay

tai 16p dau vao.
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+ Tich hop vo6i hé sinh thai quan ly Cisco DNA Center: Cho phép
trién khai va van hanh mang dya trén chinh sach, ty dong hoa ciu
hinh va giam sét thiét bi theo thoi gian thyec.

+ Do tin cdy cao, hd tro stack va ngudn dy phong: Catalyst 9300 hd
tro stacking 18n toi 8 thiét bi, dong thoi tich hop ngudn du phong,
gitip hé thdng mang truy cp ludn sin sang va 6n dinh.

+ Quan Iy va giam sat d& dang: Cac thiét bi nay twong thich vdi cac
cong cu quan tri mang trung tdm nhu SolarWinds, Polestar, gitp
Trung tim dé dang theo ddi trang thai hoat dong va phat hién sém
su co.

Viéce su dung Cisco Catalyst 9200 va 9300 Series gitp Trung tdm Dich vu
s6 MobiFone dam bao kha ning mé rong mang linh hoat, bao mat vimng chic,
va van hanh mang truy cap 6n dinh 24/7, phu hop véi yéu cau van hanh ciia mot
hé théng cung cap dich vu sb da dang va quy mé 16n trén toan qudc.
1.2.Gi6i thiéu vé cac hé thong giam sat hién tai ciia Trung tim Dich

vu s6 Mobifone

Trong bdi canh hé théng CNTT ngay cang mo rong v6i do phie tap cao,
nhu cdu giam sat tap trung va hiéu qua 1a mot yéu cau tat yéu. Hién nay, Trung
tam Dich vu s6 MobiFone dang str dung két hop hai hé thong giam sat pho bién:
Prometheus — mot giai phap ma ngudn md, va SolarWinds — mot giai phap
thuong mai toan dién. Viéc ap dung dong thoi hai cong cu nay giup Trung tim
bao phu t6t ca hai khia canh: giam sat tng dung container hoa hién dai va giam
sat thiét bi truyén thong/ha tang vat 1y.

1.2.1. Giai phap giam sat canh bao Prometheus
— Khai niém

Prometheus 12 mot nén ting giam sat ma ngudn mo chuyén dung cho dit

lidu chudi thoi gian (time-series), dugc phat trién boi SoundCloud va sau d6 tro

thanh dy an cua Cloud Native Computing Foundation (CNCF). Prometheus
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duoc thiét ké dé phuc vu viéc giam sat cac h¢ théng phan tan, dac biét phu hop

v6i kién truc microservices va nén tang container nhu Kubernetes.

— Tinh nang chinh

_|._

Co ché thu thap dit liéu dang "pull": Prometheus chu dong lay di
liéu tir cac exporter dugce cai trén may chu hoac thiét bi, thong qua
giao thirc HTTP hodac SNMP, tao diéu kién cho viéc mo rong giam
sat d& dang ma khong can tac nhan (agent) phuc tap.

CSDL chudi thoi gian nodi bo: Tich hop co sé dit liéu time-series tbi
uu hoa cao, cho phép luu trit lugng 16n dir li¢u giam sat, phuc vu
muc dich truy van, phan tich va canh bao trong thoi gian thyc.
Ngbn ngit truy van PromQL manh m&: H trg thuc hién cac phép
phan tich théng ké, tinh todn trung binh, xu hudng, sai $6, v.v. trén
dir liéu giam sat, gitip quan tri vién xay dung dashboard va canh
bao logic ty bién.

Heé théng canh bao Alertmanager: Cho phép cu hinh cac rule canh
bao theo diéu kién cu thé, gtri thong bao t&i email, webhook, Slack,
Telegram,... v4i kha nang gom nhém canh bao va loc su kién trung
lap.

Kha ning tich hop va mo rong cao: Prometheus dé dang tich hop
v6i Grafana dé truc quan hoa dir li€u, twong thich véi hé sinh thai

cloud-native nhu Kubernetes, Docker, Istio.

— Ung dung tai Trung tdm Dich vu s6 MobiFone

Prometheus duoc st dung chu yéu dé giam sat:

+

+

Céc dich vu nén tang container (Kubernetes, Docker Swarm).

May chu tng dung (Java, NodeJS, NET core) va hé thong API
gateway.

Giam sat tai nguyén may chu (CPU, RAM, Disk, Network) thong

qua node exporter.
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Hé thdng giup Trung tdm phat hién nhanh su ¢ & cdp do ing dung, giam
sat sat sao cac thong sb hiéu nang cua dich vy, t6i wu hoa chi phi nho khong phu
thudc gidy phép phan mém thuong mai. Tuy nhién, nhugc diém 1 giao dién truc
quan chua than thién, can két hop vé1 Grafana hodc cong cu visualization khac
dé hoan chinh trai nghiém giam sat.

1.2.2. Giai phap giam sat canh bao SolarWinds
— Khai niém

SolarWinds 1a mot hé thong giam sat va quan 1y mang thuong mai toan dién,
ndi bat véi kha ning theo ddi hiéu sudt thiét bi mang, may chu, tng dung va
dich vu CNTT trong ca moi truong vat 1y 1an 4o hoa. DAy 1a giai phap phu hop
v6i hé théng mang quy mo 16n va yéu ciu gidm sat da ting.

— Tinh nang chinh

+ Giam sat toan dién thiét bi mang: Bao g@)m router, switch, firewall,
server vat 1y/ao, thiét bi luu trit, access point,... theo céc chi s6 hiéu
ning, trang thai hoat dong, bing thong sir dung, do tré va packet
loss.

+ Canh bao nang cao: SolarWinds cho phép thiét 1ap rule canh bao
dua trén ngudng tuy dinh nghia hodc hoc tir dit li¢u lich st. H¢ théng
c6 kha nang ty dong guri canh bao qua email, SMS hodc cong cu
ITSM nhu ServiceNow.

+ Tich hop giam sat cu hinh: Tinh ning Network Configuration
Manager (NCM) hd trg sao luu, so sanh, khoi phuc cAu hinh thiét
bj mang — gitip kiém soat thay doi va phuc hoi sau sy ¢b nhanh
chong.

+ Giao dién Web GUI manh mé&: Dashboard dang kéo-tha (drag &
drop), biéu do dang thoi gian, heatmap va hé thdng bao cdo tiy bién

gitip quan tri vién dé dang theo dbi tong thé trang thai hé thong.
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+ Kha ning tuong thich cao: SolarWinds hé trg SNMP, WMI,
NetFlow, ICMP, syslog, API... cho phép giam sat thiét b tir nhiéu
nha cung cép khac nhau nhu Cisco, Juniper, Fortinet, HP, Dell.

— Ung dung tai Trung tdm Dich vu s6 MobiFone

Tai Trung tam Dich vu s6 MobiFone, SolarWinds duoc st dung dé:

+ Giam sat thiét bi mang 101, céc router bién, switch
access/distribution.

+  Giam sat cac server truyén thong (Windows, Linux) va cac hé thong
co s& dir liéu (SQL, Oracle).

+ Theo ddi toan bd bing thong cac kénh truyén, kiém tra nghén co6
chai mang hoic bat thuong.

SolarWinds giap ddm bao tinh lién tuc, gidm sat tap trung va phat hién
nhanh 16i phan cting, 16i két néi trong ha tang mang quy mo 16n. Viéc sir dung
phan mém thuong mai nay gitp tiét kiém thoi gian cau hinh, dam bao kha ning
hd tro k¥ thuat tir nha cung cap khi c6 su cb.
1.3.Cac van dé con ton tai

Trong Trung tdm Dich vu sb cuia Mobifone, viéc sir dung ca Prometheus va
SolarWinds 13 mot nd luc dé dam bao viée giam sat toan dién va hi€u qua ctua
hé théng mang va dich vu. Tuy nhién, sy khong dong bo giita hai hé théng nay
c6 thé dan dén céc van dé nhu:

— Thiéu tinh nhit quan trong dir liéu: Prometheus va SolarWinds st
dung céac co ché thu thap va luu trir dit liéu khac nhau, dan dén sy khong nhat
quan trong thong tin gidm sat. Diéu nay c6 thé gy ra hiéu nhidm va anh hudng
dén quyét dinh quan ly.

—  Khé khin trong ciu hinh va quan ly: Viéc phai quan 1y hai hé thong
riéng biét doi hoi nhibu cong strc va tai nguyén. Cc nhan vién can phai co kién

thirc sdu vé ca hai nén tang deé c6 thé cau hinh va quan ly hi¢u qua.



20

— Thiéu kha ning tich hop: Khong c6 kha ning tich hop hoic tich hop
han ché gitta Prometheus va SolarWinds co thé gdy ra rao can trong viéc chia sé
dir liéu giam st va to chire cac quy trinh quan 1y.

Vi vay, dé dat dugc mot hé théng gidm sat toan dién va hi¢u qua hon, viéc
tim kiém mot giai phap giam sat thong nhét va tich hop hon 1a can thiét. Mot
nén tang giam sat ddng nhat s& gitp Trung tm Dich vu s6 Mobifone ting cudng
kha nang quan 1y va giadm sat hé théng mang va dich vu cia minh mgt cach hi¢u
qua va dang tin cdy hon.
1.4.Giai phap

Pé dam béo trong qua trinh van hanh khai thac hé théng mang ciia Trung
tam Dich vu s Mobifone, thi van dé giam sat hoat dong cua toan bo hé théng
c6 vai trd rat quan trong. Cac bat thuong lién quan dén thiét bi, dich vu, tin cong
mang, hay tai nguyén hé théng,... cin dugc canh bao va phat hién sdm cac van
dé dé nhanh chéng c6 phuong an giai quyét sira chira, thay thé va phan tng kip
thoi dé hé thong hoat dong 6n dinh, thong subt.

Trong hé théng mang 16n nhu Trung tam Dich vu s6 MobiFone hién nay,
cac thiét bi tmg dung déu duoc thiét ké mang tinh dy phong cao dé sin sang giai
quyét khi c6 su cb xdy ra. Nén viéc phat hién kip thoi cac thiét bi, cac két nbi
hu hong dé tién hanh stra chita thay thé lai cang quan trong. Vi khi sy hu hong
xay ra mot phan, thanh phan dy phong van hoat dong. Néu phan hu hong khong
dugc phat hién, xtr Iy kip thoi s€ nguy co cao cho vi¢c van hanh hé théng. Néu
khong c6 cong cu hd tro, ngudi quan tri sé bi dong trudc cac tinh hudng bat ngd
xay ra.

Céc 1y do can thyc hién sir dung hé thong gidm sat mang tap trung:

— Biét duoc nhitng gi xay ra trén hé thong

— Lén ké hoach cho viéc sira chita va thay thé

— Chuan doan nhanh chéng cac 16i phat sinh

— Xem xé€t va ¢ bao cdo truc quan vé céc hoat dong cua hé théng

— Theo ddi hoat dong clia cac tai nguyén trong hé théng
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— bam bao hé théng hoat dong lién tuc
—  Tiét kiém thoi gian, chi phi : giam thiéu t6i da thoi gian nhan sy quan
tri va chi phi diéu tra sy cd.
1.5.Két luan chwong 1
Viéc khao sat va danh gia ha ting mang ctia Trung tim Dich vu sé Mobifone
da chi ra rﬁng, mac du hé théng hién tai c6 vai tro quan trong trong viéc hd tro
cac dich vu gia tri gia tang, nhung van tOn tai nhiéu van dé can duoc cai thién.
Céc thach thirc vé giam sat hiéu suat, quan 1y bao mat, va kha nang du phong da
dugc nhan dién, tir d6 dit ra yéu cau cép thiét vé viéc nang cép hé théng giam
sat ha tﬁng mot cach tap trung va hi€u qua hon. Ha tﬁng mang hién tai con thiéu
su tich hop giira cac hé thong giam sat riéng 1¢, dan dén sy thiéu dong bo trong
viéc phat hién va xir Iy sy ¢d. Viée trién khai mot giai phap giam sat toan dién
s& khong chi gitp t6i wu hoa hiéu nang cia hé thong ma con gdp phan dam bao
tinh 6n dinh va an toan cho hoat dong cua Trung tdm Dich vu s6 Mobifone.
Nhitng van dé nay sé& 1a nén tang dé nghién ctru va dé xuét giai phap giam
sat phu hop trong cac chuong tiép theo, dic biét 1a giai phap Polestar, nham

nang cao kha ning quan 1y va t6i wu hoa ha ting mang.
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CHUONG 2: NGHIEN CUU GIAI PHAP POLESTAR

2.1.Tong quan vé quan ly mang

Trong thé gidi ngay nay, hé thong quan 1y ha ting mang (Network
Infrastructure Management System) khong chi don thuan 13 mét cong cu giam
sat, ma con la trai tim cia moi hé théng mang hién dai. Chuong nay s€ md dau
v6i muyc tiéu 1a tim hiéu sdu hon vé cac thanh phan co ban cta hé thong quan 1y
ha tang mang va cach chung hoat dong, dong thoi xem xét kién trac quan Iy
mang dua trén mé hinh TMN.

2.1.1. Cac thanh phan co ban ciia hé thong quan Iy mang ha ting

Hé théng quan 1y mang ha tang 1a mot tap hop cac cong cu va phan mém
duogc s dung dé giam sat, quan 1y va diéu khién mang may tinh. Hé thdng quan
ly mang ha tang gitip quan tri vién mang theo ddi hiéu suit cia mang, xac dinh
va khic phuc su cd, cling nhu thyc hién cac thay d6i cdu hinh mang.

— Quan 1y thiét bj (Element Management)

Quan 1y thiét bi 1a mot thanh phan then chdt trong hé thong quan 1y ha tang
mang, dong vai tro ddm bao hoat dong on dinh, hiéu qua va lién tyuc cua tung
thiét bj mang trong toan bo hé thong. Mot trong nhitng nhiém vu quan trong dau
tién 1a kiém ké tai san, trong do hé théng s€ ghi nhan va cap nhat dﬁy du cac
thong tin chi tiét vé thiét bi nhu nha san xuét, sd serial, dia chi MAC/IP, vi tri
trién khai... giup quan tri vién theo doi va quan 1y tai san mang mot cach chinh
xac.

Tiép theo, giam sat trang thai 1a chirc nang gitp theo ddi lién tuc hoat dong
cta cac thiét bi mang nhu router, switch, firewall nham phat hién sém céc bat
thuong hoac 161, dam béo thiét bi luén van hanh ding cach. Bén canh do, h¢
théng con hd tro quan 1y c4u hinh, bao g@)m viéc luu trit, kiém soat va cap nhat
c4u hinh thiét bi dé dap tng cac yéu cau thay d6i cia mang, dong thoi dam bao

tinh nhat quan va an toan trong qué trinh van hanh.
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Ngoai ra, viéc bao dudng dinh ky va hd tro chia sé thong tin qua dién dan
nodi bo ciing dong vai trd quan trong trong viée phong ngira su ¢d, dong thoi tao
moi truong trao ddi gitta cac quan tri vién dé nhanh chéng giai quyét van dé khi
phat sinh. Cudi cung, quan 1y vong doi thiét bi 1a chirc ning theo ddi toan b
qua trinh sir dung thiét bi tir khi trién khai dén khi ngirng sir dung hoic loai bo,
dam béo viée tai st dung, thay thé hoic huy bé dién ra dung quy trinh va phu
hop véi chinh sach cua t6 chic.

- Quan ly két noi (Connection Management)

Quan Iy két ndi 1a mot thanh phan thiét yéu trong quan tri ha ting mang, tip
trung vao viéc duy tri, giam sat va tdi uu hoa cac két noi gitta cac thiét bi mang
nham dam bao su 6n dinh va hiéu suét cao trong toan hé théng. Mot trong nhitng
chtrc ning quan trong 13 quan 1y biang thong, cho phép giam sat va diéu chinh
Iru lugng mang theo nhu cau sir dung, tir d6 tranh tinh trang tic nghén va dam
bao hiéu suét t6i wu cho cac ing dung quan trong.

Bén canh d6, quan 1y dudng truyén dong vai tro theo ddi trang thai cac tuyén
két ndi, danh gia mtc d6 6n dinh, d6 tré va kha nang dap ung, gitp duy tri d6
tin cdy clia mang trong qué trinh van hanh. Khi xay ra su ¢, hé théng quan 1y
két ndi co kha niang xac dinh va xir Iy nhanh cac van dé lién quan dén két ndi,
chfmg han nhu thiéu hut bang thong, mét g61, hodc do tré 1on, gitp khoi phuc
hoat dong binh thuong mdt cach kip thoi.

Ngoai ra, quan 1y két nbi con bao gdbm quan 1y tai nguyén mang, cu thé 1a
viéc phan b0, gan va thu hoi dia chi IP hodc céc tai nguyén mang khac theo
chinh sach cua to chttc, nham dam bao hiéu qua st dung, tranh xung dot va tang
tinh nhat quan trong quan tri hé thong. Thuyc hién t6t cac chirc ning nay sé& gop
phan quan trong vao viéc nang cao chat lwong dich vu, giam thiéu thoi gian gian
doan va t6i wu hoa ha ting mang tong thé.

— Quan ly bao mat (Security Management)
Quan 1y bao mat 1a mot phan khong thé thiéu trong hé thng quan 1y ha tang

mang, gilt vai tro then chot trong viéc bao v¢ an toan thong tin va ngan chan cac
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modi de doa tir bén trong 14n bén ngoai. Mot trong nhitng nhiém vy quan trong
hang dau 13 quan 1y tudng lira, bao gém viéc thiét 1ap, cau hinh va duy tri cac
chinh sach kiém soat truy cip nhdm ngin chin cic két ndi trai phép, dam bao
mang ndi bg ludn dugce bao vé trude cac cude tAn cong tiém an.

Bén canh do, ma hoéa dir li¢u cling dong vai tro quan trong trong viéc bao
vé tinh toan ven va bi mat cta thong tin truyén qua mang. Viéc ap dung céc
phuong phdp ma hdéa manh s€ gitip ngan chdn nguy co ro ri dit liéu hodc bi danh
cap trong qua trinh truyén tai. Ngoai ra, hé thong con thuc hién xac thuc ngudi
ding va quan Iy quyén truy cip, dam bao rang chi nhitng c4 nhan dugc ty quyén
mo&i c6 thé tiép can tai nguyén hé thong, tir d6 giam thiéu rai ro do truy cap trai
phép hoic lam quyén.

Téng thé, quan 1y bao mat khong chi gitip duy tri su an toan cho hé thdng
mang ma con gop phan quan trong trong viéc tuan thu cac tiéu chuan va chinh
sach bao mat cua td chuc, nang cao dg tin cay va kha nang phuc hdi cua ha téng
CNTT trudc cac su ¢b an ninh mang.

Nhirng thanh phan co ban nay 1 nén tang dé hé thong quéan 1y ha ting mang
c6 thé hoat dong mat cach hiéu qua, dap ung dung nhu cau cua td chuc trong
viéc duy tri mot mdi trudng mang an toan va 6n dinh. Trong nhiing chuong tiép
theo, chiing ta s& chi tiét hoa mdi thanh phan nay dé hiéu rd hon vé cach chung
tuong tac va anh hudng dén hiéu suit toan bo hé thong.

2.1.2. Cac chirc nang quan ly

Céc chirc ning quan 1y trong hé théng quan 1y ha tang mang 1a nhiing hoat
dong quan trong nham dam bao sy 6n dinh, hiéu qua, va an toan cua mang. Cac
chtrc nang nay khong chi gitp quén tri vién theo déi mang mét cach chi tiét ma
con cung cp cac cong cu dé cdu hinh va giai quyét van dé nhanh chéng. Dudi
day 1a cac churc nang quan ly quan trong:

- Gidm Sat (Monitoring)
— Céu hinh (Configuration)

— Quan 1y su ¢ (Fault Management)
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— Bao mat (Security)
— Tich hop va mé rong (Integration and Scalability)

Giam sat (Monitoring) 12 mot yéu to then chdt trong quan 1y ha ting mang
hién dai, giip dam bao hé théng hoat dong on dinh, hiéu qua va phat hién kip
thoi cac su ¢b trude khi gdy anh huong nghiém trong. Viéc giam sat khong chi
dirng & theo dbi trang thai thiét bi, ma con hd tro tdi wu hoa tai nguyén va niang
cao hiéu suét toan hé théng.

Cu th¢, theo ddi hiéu suat gitp quan tri vién giam sat lién tuc cac chi s6 nhu
bang thong, do tré, tai CPU dé danh gia tong thé hoat dong mang. Giam sat tinh
trang cho phép phat hién sém su cb thong qua viéc kiém tra trang thai thiét bi
va két ndi theo thoi gian thuc. Cudi cling, thong ké va bao cdo cung cap dit lidu
tryc quan, hd tro phan tich xu huéng va ra quyét dinh kip thoi nham cai thién
hi€u qua van hanh hé théng.

Céu hinh (Configuration) 14 yéu to then chét trong quan 1y ha ting mang,
anh huong truc tiép dén su 6n dinh, hiéu qua va an toan cua hé théng. Viéc cau
hinh chinh x4c va déng b gitip t6i wu hiéu suat va giam thiéu rui ro do 15i thao
tac hodc khong nhat quan.

Quan 1y c4u hinh khong chi bao gdm viéc chinh sira va luu trit thong s thiét
bi, ma con cung cip giao dién tryc quan gitp quan tri vién dé dang theo ddi va
kiém soat cac thay doi. Trong moi treong hién dai, tu dong hoa c4u hinh trd nén
quan trong, gitp trién khai nhanh chong, giam 15i thu cong va dam bao tinh nhét
quan toan hé thong.

Phan nay s& tap trung vao cac khia canh chinh cta quéan 1y cau hinh, tir giao
dién quan tri dén cac cong cu tu dong hoa, nham nang cao dg tin cay va kha
nang md rong trong van hanh mang.

Quan 1y sy ¢ (Fault Management) 13 yéu t& quan trong trong viéc duy tri
su 6n dinh va lién tuc cta hé théng mang, noi cac su cd nhu mat két ndi, giam

hiéu suit hay 131 phan cimg c6 thé xay ra bat ky luc ndo. Mot hé théng quan Iy
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su c¢b hiéu qua can c6 kha ning phat hién tr dong cac van dé, tir 46 giri canh béo
va bao céo kip thoi giup quan tri vién nhanh chong ndm bit tinh hinh.

Bén canh d6, hé théng con can cung cip cac cong cu hd tro xir Iy su ¢, cho
phép quan tri vién can thi€ép nhanh chéng va chinh xac. Viéc tu dong hoda toan
bd quy trinh tir phat hién dén khic phuc giup giam thiéu thoi gian gian doan va
nang cao hiéu qua van hanh mang.

Bao mat (Security) 1a yéu té thiét yéu dé dam bao an toan cho dit liéu va
dich vu trong h¢ théng mang hién dai. Quan 1y bao mat khong chi dung lai ¢
viéc ngdn chin cac mdi de doa bén ngoai ma con bao gdm viée xay dung chinh
sach bao mat rd rang, giam sat lién tuc cac mbi nguy va kiém soét truy cap hé
thong.

Viéc quan 1y chinh sach bao mat giup dam bao hé thong tuan thu cac quy
dinh an toan, trong khi giam sat mdi de doa hd tro phat hién va phan ung kip
thoi voi cac hanh vi bt thudong. Pong thoi, xac thuc va quan 1y quyén truy cap
gitip giGi han quyén thao tac, dam bao chi nguoi c6 tham quyén méi dugc phép
truy cdp va ciu hinh hé thng.

Tich hop va mé rong (Integration and Scalability) 1a nhitng yéu t6 then chot
gitip hé thdng mang duy tri hiéu qua hoat dong trong bdi canh cong nghé thong
tin lién tuc phat trién. Viéc tich hop cac hé thdng quan 1y nhu quan 1y dich vu,
quan 1y doanh nghiép va cac itng dung bén thir ba khong chi tao nén mot hé sinh
thai mang dong bé ma con gép phan ti uu héa quy trinh van hanh, giup giam
thiéu chi phi va thoi gian quan tri.

Song song v&i d6, kha nang md rong linh hoat cho phép hé théng dé dang
thich tmg v&i sy phat trién cia to chire va dap ung tot nhu cau ngiy cang ting
ctia ngudi dung. Mot hé théng mang hién dai can duoc thiét ké dé khong chi dap
mg yéu cau hién tai, ma con san sang mé rong ca vé quy mo lan chirc ning

trong tuong lai.
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Nhin chung, cic chirc ndng quan 1y nay dong vai trd quan trong trong vi¢c
duy tri h¢ théng mang hoat dong hiéu qud, an toan va linh hoat. Trong cac
chuong tiép theo, chiing ta s& di sau phan tich cach tirng chirc ning tuong tic va
tac dong dén hiéu suat tong thé cua ha tang mang.

2.1.3. Kién tric quan ly mang dua trén TMN

Céc mang vién thong ngdy nay duogc dic trung boi su két hop chit ché gitta
cac dich vu va tai nguyén mang, dugc trién khai theo mot chudi cac da 16p: cac
mang OAM&P va cac hé théng diéu hanh cho mdi mét cap dich vu va tai nguyén
tuong Gng. Hon nita, cac phan tir duoc quan 1y ¢6 cac thudc tinh riéng biét d6i
v6i cac chiic naing OAM&P. Do d6 mang quan 1y ciing phai tao ra cic vung
quan 1y riéng biét cho cac phan tir nay va cac ving nay it lién quan v6i nhau.

Quan diém mang thong minh s& dugc ap dung trong mang quan 1y vién
thong (TMN), nguyén tac thong tin quan 1y dinh nghia mdi quan hé co ban giira
cac khdi chirc ning mang co ban (hé thong diéu hanh, mang thong tin s liéu,
phan tr mang) bang cac giao dién chuan. TMN con gi6i thiéu nguyén tic diéu
khién phan mang trong d6 phan mang dong vai trd quan trong trong viéc phat
trién mang quan 1y dép Ung cac yéu cau tuong lai. [5]

Tir quan diém quéan 1y mang, quan 1y mang dugc chia thanh nim nhém chirc
nang nhu sau:

— Quan 1y hiéu ndng;

— Quan ly su cd;

— Quan 1y cau hinh;

- Quan ly tai khoan;

— Quan 1y bdo mat.
2.1.3.1.Quén ly hi¢éu nang

Quan 1y hiéu ning 12 mot khia canh quan trong trong viéc duy tri va t6i vu
hoa hoat dong clia mot ha ting mang. N6 1a qué trinh giam sat, danh gia, va diéu
chinh hiéu suit ctia hé théng mang dé dam bao réng n6 hoat dong on dinh, hiéu

qua, va dap ing duoc nhu cau cia nguoi dung va ing dung.
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Quan 1y hiéu ning bao gdém viéc thu thap, phan tich, va bio co vé céc chi
sb quan trong cua mang nhu bang thong, tai trong, do tré, va su sup do. Béng
cach giam sat va danh gia cac chi s nay, ngudi quan tri mang c6 thé nhan biét
cac van dé va tiém an, tir d6 c6 thé thyc hién cac bién phap cai thién va dy doan
c4c tinh hudng tiém an.

Trong qua trinh quan 1y hiéu ning, canh bao va bao dong dugc st dung dé
thong bao vé céc su ¢ hodc vuot nguong vé hiéu suét. Céc cong cuy phan tich
va danh gia dugc sir dung dé xac dinh nguyén nhan ciia cac van dé va dé xuat
cac bién phap stra chira phu hop.

Muc tiéu ctia quan 1y hidu niang 1a dam bao rang mang hoat dong mot cach
6n dinh va hiéu qua, déng thoi dap tng duoc yéu cau cua ngudi dung va tmg
dung. Bang cach t6i wu hoa hiéu suat ciia mang, to chirc va doanh nghiép co thé
tang cuong ning suit lam viéc, cai thién trai nghiém nguoi dung, va dam bao
tinh lién tuc cua dich vu.[5]

—  (Giam sat hoat dong

Trong quan 1y hi¢u nang hé théng, vi€c giam sat hoat dong cia mang 1a mot
budc khong thé thiéu nham dam bao hé théng van hanh 6n dinh, hiéu qua va
dap tng tot cac yéu cau vé hiéu suat. Qué trinh nay bao gém nhiéu khia canh
quan trong, bat du tir thu thap dir liéu hi¢u ndng. Cac cong cu gidm sat s¢ tu
dong thu thap cac chi sé nhu bang thong, tai CPU, do tré truyén tai va s6 luong
g6i tin qua mang tir cac thiét bi va hé théng. Nhirng dir liéu nay duoc xtr 1y dé
tao thanh cac bao céo va biéu d6 thong ké, giup quan tri vién ¢ cai nhin toan
dién vé tinh trang hé théng.

Tiép theo, viéc theo ddi trang thai hoat dong duoc thuc hién lién tuc dé dam
bao mang hoat dong 6n dinh, khong xay ra su c¢b vé hiéu suat. Cac chi sd hiéu
ning quan trong duoc hién thi truc quan trén giao dién quan 1y, gitip ngudi quan
tri mang dé dang giam sat trang thai hién tai va phat hién sém cac bat thuong

tiém an.
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Khi cac chi s vuot qua ngudng an toan hodc ¢ su ¢b xay ra, hé thong s&
tu dong kich hoat canh bao va bao dong, thong qua email, tin nhin hodc thong
bao trén giao dién diéu khién. Piéu ndy gitp ngudi quan tri phan tng kip thoi,
ngan chan hodc gidm thiéu tac dong tiéu cuc dén hoat dong chung cua hé théng.

Cubi ciing, qué trinh gidm sat cho phép tuong tic va can thiép truc tiép. Khi
phat hién van deé, quan tri vién co thé chu dong thuc hién cac hanh dong can
thiét nhu thay d6i cdu hinh, khoi dong lai dich vu hodc diéu huéng luu luong
mang. Céc bién phap nay gitp khic phuc nhanh chéng cac su cd, duy tri hiéu
suét mang 6n dinh va dam bao chat luong dich vu lién tyc.

—  Piéu khién quan 1y hoat dong

Trong quan 1y hiéu niang hé théng, diéu khién va quan 1y hoat dong mang
14 mot quy trinh trong yéu nham dam bao ha tang mang hoat dong dung theo
mong doi va dap tng day dii nhu cau ciia ngudi ding. Qua trinh nay khong chi
gitip duy tri hiéu suat 6n dinh ma con hd tro ti wu tai nguyén, giam thiéu rui ro
tac nghén va ting tinh sin sang ctia hé théng. Piéu khién hoat dong thudng dugc
chia thanh hai ndi dung chinh: diéu khién luu luong va chirc ning quan 1y luu
luong.

Vé phia diéu khién luu luong, day 1a yéu to quyét dinh trong viéc duy tri va
t6i wu héa qua trinh truyén dir liéu trong mang. Mot trong nhiing ndi dung quan
trong 1a quan 1y bang thong, trong d6 ngudi quén tri can kiém soét cach sir dung
tai nguyén mang dé dam bao su phan phdi hop 1y va hiéu qua. Diéu ndy thudng
dugc thyc hién thong qua viéc thiét 1ap gidi han bang thong cho timg nhom
ngudi dung hodc ing dung, ddng thoi uvu tién tai nguyén cho cac dich vu quan
trong.

Tiép theo 1a kiém soat luu lugng, cho phép thiét 1ap cac quy tac diéu chinh
viéc truyén dir liéu trong mang. Bang cach xac dinh rd cac chinh sach wu tién,
ngudi quan tri c6 thé giam thiéu hién twong tac nghén, dam bao chét lugng dich
vu (QoS) cho cac tmg dung thiét yéu nhu thoai, video, hay hé théng giao dich

thoi gian thuc.
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V& chirc ning quan Iy luu luong, dau tién 1a kha ning xac dinh va phan loai
Iwu Iwong. Nguoi quan tri can nam 1 ludng dir liéu trong mang dén tir dau,
thudc loai nao (tng dung, dich vu, ngudi dung...) dé ap dung céac chinh sach phu
hop. Song song véi d6 13 qua trinh giam sat va phan tich luu luong, gitp hiéu
rd hanh vi hoat déng ctia mang va phat hién sém cac bat thudng tiém 4n, nhu
lru lwong d6t bién, truy cap bat thudng hodc lam dung tai nguyén.

Cudi cung, dya trén cac dit liéu phan tich, nguoi quan tri s€ thuc hién cac
bién phap kiém soat phu hop. Piéu nay c6 thé bao gom thiét 1ap quy tic chan,
gi61 han hoac uu tién luu lugng, ap dung céc chinh sach phan loai nang cao
nham dam bao mang luén van hanh 6n dinh, hiéu qua va phu hgp véi muc ti€u
khai thac cua t6 chirc.

—  Phan tich hoat dong

Phan tich hoat dong 1a mot phan khong thé thiéu trong quan 1y hiéu ning
mang, dong vai trd quan trong trong viéc giup nguoi quan tri hiéu rd cach hé
théng van hanh, dong thoi phat hién sém cac van dé tiém an c6 thé anh huong
dén hiéu suét va d6 on dinh ctia mang. Qua trinh nay bat ddu bang giam sat va
thu thap dir liéu tr cac thiét bi mang va hé théng. Céc cong cu giam sat sé tu
dong ghi nhan céc chi s6 nhu bang thong, mic str dung CPU, d6 tré va luu lugng
dir liéu, 1am nén tang cho cac budc phan tich tiép theo.

Sau khi dit liéu duoc thu thap, bude tiép theo 13 xir Iy va bién doi dir liéu.
Thong qua viéc 4p dung cac ky thuét loc, tong hop va chuyén doi, dir liéu tho
dugc chuyén héa thanh thong tin c¢6 gid tri, dé hiéu va phi hop cho viéc phan
tich chuyén sau. Cac cong cu phén tich co thé tich hop thém cac thuit toan hoc
may hodc mo hinh du bao dé nang cao do chinh xac trong vi¢c danh gia hi¢u
nang hé thong.

Mot trong nhiing muc ti€u chinh ctia phan tich hoat dong la phat hién sy cd
va xu hudng bat thuong trong mang. Bang cach so sanh céac chi s hién tai véi
ngudng dinh trude hodc mo hinh hanh vi tiéu chuan, hé thong c6 thé canh bao

som vé nhiing bat thudong, chang han nhu tac nghén, ro ri tai nguyén hodc su tan
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cong tir bén ngoai. Vi¢c phat hi€n sém nay cho phép nguodi quan tri chi dong
mg phoé va ngan chan céc su ¢d trude khi chung anh hudng dén toan hé thong.

Ngoai ra, phén tich hoat dong con hd trg tao ra cac bao cao va biéu do théng
ké, gitip minh hoa tryc quan két qua phan tich va cung cdp cai nhin tong thé vé
hiéu suat mang theo thoi gian. Nhitng théng tin nay khéng chi hd trg gidm sat
thot gian thuc ma con 1a co s¢ dir li¢u quan trong phuc vu viéc danh gia dinh ky
va t6i vu hoa hé thong.

Cubi cung, dya trén két qua phén tich, ngudi quan tri mang c6 thé dua ra
cac quyét dinh va hanh dong cu thé nham cai thién hiéu suit van hanh. Cac hanh
dong nay co thé 1a can thiép tic thoi dé xur 1y su ¢d, hodc xay dung ké hoach dai
han nham nang cap, t6i uu hodc thay d6i kién triic mang theo hudng hiéu qua
va bén viing hon.

—  Pam bao chat luong hoat dong

DPam béo chat lwong hoat dong 1a mot yéu td cdt 16 trong quan 1y ha tang
mang, nham duy tri sy 6n dinh, tin cdy va hiéu qua cta cac dich vu CNTT cung
cap cho nguoi ding. Pé dat dugc diéu nay, hé théng can dugc danh gia hiéu
suit mang dinh ky, dam bao cac chi s6 van hanh ludén nam trong ngudng cho
phép va dap ung tot cac yéu cau vé toc do, do tré cling nhu kha ning dap ung
trong cac tinh hudng tai cao.

Bén canh d6, viéc theo dai lién tuc hoat dong ctia hé thdng giup phat hién
som cac su c6 hodc van dé tiém an trude khi ching dnh huong dén trai nghiém
nguoi dung. Piéu nay doi hoi hé thong giam sat phai ludn san sang, chinh xac
va c6 kha ning ghi nhan céac thay doi bat thuong trong thoi gian thuec.

Ngoai ra, cdu hinh hé théng ciing can duoc t6i vu hoa thuong xuyén, dam
bao phii hgp v&i sy phat trién cua ha ting va nhu cau sir dung. Khi xay ra sy c6,
viéc xir Iy nhanh chong va hiéu qua 1a yéu t6 quyét dinh gitp giam thiéu thoi
gian gian doan va gilr cho chét lugng dich vu luén & mirc cao. Nhu vy, viéc
dam bao chét luong hoat dong khong chi 13 cong viéc k§ thuit ma con 1a qua

trinh quén 1y toan di¢n, lién tuc va chu dong.
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2.1.3.2.Quién 1y sw ¢6 (Fault Management)

Quan Iy sy ¢ trong mang 1a mot qua trinh phirc tap nham dam bao rang

mang ludn hoat dong 6n dinh va c6 kha ning phuc hdi nhanh chéng sau khi gip

phai cac van dé. Qua trinh nay dugc dua ra theo mé hinh tai Hink 2.1 bao gdm

ba chirc nang chinh: Giam sat canh bao, ¢6 1ap su c0, stra chira va ki€ém tra 101.

Sé liéu tho

Mang

Thu thdp di lidu

Phat hién c:éq trang thai hoat
ddng bat thudng

Céc chi thi quan ly

Céc s6 liéu khac

Canh bao va bdo cao

Y

Phén tich vén gé

Nhan dang van dé

Giai phap

Xt Iy

Hinh 2. 1: So' d6 quén 1y s sb

Giam sat canh bao 1 mot chirc nang thiét yéu trong quan 1y ha tang mang,

gitip dam bao hé thong luén dugc van hanh trong trang thai on dinh va an toan.

Qua trinh nay bt dau bang viéc theo ddi hoat dong mang théng qua céc cong

cu giam sat chuyén dung. Nhiing cong cu nay thu thap va hién thi dir lidu thoi
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gian thyuc vé cac chi s quan trong nhu bing thong, tai trong CPU, luu luong dit
lidu va cac thong s6 van hanh khac cta hé thong.

Mot trong nhitng muc ti€éu quan trong cua gidm sat canh bao la phat hién
som su cb. Piéu nay dugc thuc hién bang cach thiét 1ap cic ngudng canh bao
cu thé cho timg chi s6 hiéu ning. Khi gi4 tri viot qua ngudng cho phép — vi du
nhu CPU qua tai hodc luu lugng bat thuong — hé thdng s& ngay 1ap tirc phat hién
va danh dau day 1a dau hiéu cta su c¢d tiém an.

Tiép theo, hé thdng sé& thyc hién chirc nang canh bao va giri thong bao dén
céc ca nhan hodc nhom hd tro ¢ lién quan, thong qua nhiéu kénh nhu email, tin
nhan SMS hoic thong béo truc tiép trén giao dién quan 1y. Nho d6, ngudi quan
trj ¢6 thé phan tmg nhanh chéng, tién hanh kiém tra va xtr 1y su ¢6 kip thoi, gitp
giam thiéu t6i da thoi gian gian doan va rui ro cho toan bo hé thong.

Co 1ap sy ¢ 1a mot budc quan trong trong quy trinh quan 1y su ¢6 mang,
nham giam thiéu tdi da tac dong ti€u cuc dén toan bo hé théng. Qua trinh nay
bt dau béng viéc phan loai va uu tién su ¢, trong do6 cac su ¢ duge danh gia
dua trén muc d§ nghi€m trong, pham vi dnh hudéng va mic d§ anh hudng dén
nguoi dung hoac dich vu. Viéc xac dinh mtrc d6 vu tién giup doi ngii ky thuat
dua ra quyét dinh xtr Iy theo tht tu hop 1y va hiéu qua nhat.

Sau khi x4c dinh dugc mitc d6 nghiém trong, budc tiép theo 1a phan tich
nguyén nhan, tirc 13 tim ra goc ré ciia su ¢6 — liéu d6 1a do 16i phan cting, phan
mém, cdu hinh hay do yéu t6 bén ngoai nhu tan céng mang. Qua trinh nay doi
hoi cac cong cu giam sat va ki thuat phan tich chinh xac dé lam 1 ban chat cia
van dé va pham vi anh huéng.

Cubi cung, hé thong s& tién hanh c6 1ap su ¢, tirc 1a ngin chin su ¢d lan
rong bang cach khoanh ving khu vyc bi anh huéng va tam thoi cach ly né khoi
cac thanh phan khac cta hé thong mang. Viéc c¢o 1ap kip thoi khong chi gitp
han ché thiét hai ma con tao diéu kién thuan loi cho qué trinh khéc phuc, déng

thoi dam bao cac phﬁn con lai cua hé théng van duy tri hoat dong 6n dinh.
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Sau khi su ¢6 da duoc c6 1ap, budc tiép theo trong quy trinh xir 1y 1a thuc
hién cac bién phap khéc phuc nham stra chita 15i va khoi phuc hé théng vé trang
thai hoat dong binh thudng. Cac bién phap nay c6 thé bao gdm khai dong lai
thiét bi, cap nhat cAu hinh, thay thé phﬁn cing hoac stra 16i phén mém tuy theo
nguyén nhan da xac dinh.

Sau khi khic phuc, can tién hanh kiém tra va xac nhan dé dam bao réng su
cb da duoc giai quyét triét dé va hé théng hoat dong 6n dinh. Viéc x4c minh ky
ludng sau khi xtr 1y gitp tranh tinh trang sy c6 tai phat hoic phat sinh van dé
moi lién quan.

Cudi cung, mdt budc khong thé thiéu 1a ghi nhan va hoc hoi tur su cd. Toan
bd qua trinh xtr 1y can dugc ghi chép lai ddy du, bao gdbm nguyén nhén, giai
phap va két qua sau can thiép. Viéc nay khong chi gitip cai thién quy trinh xir Iy
su ¢d trong tuong lai ma con tao ra co sé tri thic hitu ich dé phong ngira cac su
¢d twong tu, nang cao ning lyc quan 1y va van hanh hé thong mang mot cach
chu dong va hi¢u qua hon.
2.1.3.3.Quin 1y cau hinh (Configuration Management)

Quan 1y c4u hinh 12 mot phan quan trong trong viéc duy tri tinh 6n dinh va
an toan cua ha ting mang. N6 bao gém viéc quan 1y cac thiét 14p va cau hinh
ctia céc thiét bi mang, ing dung va hé théng dé dam bao chung hoat dong diung
cach va tudn tha cac yéu cau bao mat. Dudi ddy 1a cac khia canh co ban cua
quan 1y cau hinh:

—  Cung cap cau hinh

Cung cap ciu hinh 13 yéu t6 then chdt dam bao hiéu suat va an toan cho hé
théng mang. Viéc quan ly c4u hinh can dugc thuc hién theo quy trinh chat chg,
gdm ba budc: thu thép, t6 chirc va bao mat thong tin ciu hinh.

Trudce tién, quan tri vién can thu thap dir licu c4u hinh tir cac thiét bi mang
va ung dung dé hiéu ro trang thai hoat dong. Sau do, td chire va luu trit thong

tin mot cach khoa hoc gitp d& dang tra ctru, so sanh va phuc hoi khi can. Cubi
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cung, bao mét ciu hinh 12 budc quan trong nhiam bao vé dir liéu nhay cam, thong
qua ma hoa, phan quyén va kiém soat truy cap.

Quan 1y c4u hinh hiéu qua khong chi duy tri sy 6n dinh cta hé thong, ma
con gitp giam rui ro, nang cao kha niang phuc hoi va tbi wu cong tac quan tri
mang..

—  Trang thai va diéu khién thiét bi

Trang thi va diéu khién thiét bi 1a yéu t6 quan trong trong quan 1y ha tang
mang hién dai, gitip dam bao hé théng van hanh 6n dinh va lién tuc. Theo ddi
trang thai thiét bi theo thoi gian thuc cho phép quan tri vién phat hién som cac
dau hiéu bt thudng nhu 16i phan cliing, qua tai hodc ngat két ndi, tir d6 can thiép
kip thoi.

Bén canh d6, diéu khién thiét bi tir xa gitup thuc hién cac thao tac nhu khai
dong lai, thay ddi cu hinh hoic cap nhat phﬁn mém ma khong can truc tiép dén
hién trudong. Su két hop giita giam sat va diéu khién tir xa gop phan nang cao
hiéu qua quan 1y, giam chi phi van hanh va ting tinh linh hoat cho hé théng
mang.

—  Cai dat thiét bi

Viéc cai dat thiét bi trong hé théng mang la mdt khau then chot trong qua
trinh trién khai ha ting cong nghé thong tin, béi no anh hudng truc tiép dén hicu
suit hoat dong, do 6n dinh va tinh nhat quan cua toan bd hé théng. Trong do,
trién khai cdu hinh méi khong chi dimg lai & viée thiét 14p ban dau cho cac thiét
bi mang va tmg dung, ma con bao gém viéc cap nhat cdu hinh dinh ky nham dap
ung nhirng thay ddi vé kién trac hé théng, nhu cau st dung, hodc yéu ciu mé
rong.

Bén canh d6, dong bo hoa cau hinh giita cac thiét bi 1 yéu t6 can thiét dé
dam bao tat ca thiét bi trong mang hoat dong theo cung mat tiéu chuén, tuan thu
céc chinh sach quan tri va quy dinh ky thuat chung. Viéc dong bo hoa khong chi
gitip duy tri sy nhat quan trong van hanh ma con giam thiéu rui ro do cdu hinh

khong dong déu gay ra, nhu 15i két ndi, xung dot truy cap hay 16 hong bao mat.
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Phén nay s& trinh bay chi tiét cac budc trién khai cu hinh méi ciing nhu
quy trinh déng bo hoéa ciu hinh thiét bi, tir d6 hd trg ngudi quan tri hé thong
dam bao méi truong mang luén dugc van hanh mot cach on dinh, hiéu qua va
linh hoat trudc cac yéu cau thay doi trong thuc té.
2.1.3.4.Quan ly tai khoan (Accounting Management)

Quan 1y tai khoan 1 mét phan quan trong trong viéc bao dam an toan cho
hé théng. Picu nay bao gdbm viéc tao va quan 1y tai khoan ngudoi ding, gitp xac
dinh quyén truy cap ctia ho. Pé dam bao chi nhimg nguoi duoc oty quyén moi
c6 thé vao hé théng, ching ta can str dung cac phuong phap xac thuc dang tin
ciy. Bén canh d6, viéc quan 1y quyén truy cap cho ting tai khoan giup dam bao
ngudi dung chi cé thé truy cdp vao cac tai nguyén va chirc ning can thiét cho
cong viéc ctia ho. Phan nay sé kham pha cac budc can thiét trong viéc quan 1y
tai khoan, tir viéc tao tai khoan dén xac thuc va quan 1y quyén truy cap.

- Tao va quan ly quan 1y tai khoan nguoi dung: Tao va quan 1y céc tai
khoan nguoi dung trén hé théng dé xac dinh quyén truy cap va phan quyén.

— Xéc thyc va xadc minh: St dung cac phuong tién xac thyc dang tin cay
dé xac dinh danh tinh cta ngudi ding va dam bao rang chi nhitng ngudi dugc
iy quyén moi co thé truy cép.

— Quan 1y quyén truy cap: Xac dinh va quan Iy quyén truy cép cta timg
tai khoan nguoi dung dé dam bao rang ho chi c6 thé truy cap vao cac tai nguyén
va chirc ning ma ho can thiét.

— Theo doi va danh gia: Theo doi hoat dong cua tai khoan ngudi dung va
danh gia cac hoat dong dé phat hién va ngan chin cac hanh vi khong dang tin
cay.
2.1.3.5.Quaén ly biao mat (Security Management)

Quan 1y bao mat 1a qua trinh quan ly va bao v¢ céc tai nguyén thong tin hé
va hé thong ctia td chirc khoi cac mdi de doa va rii ro bao mat.

Gitp quan Iy va diéu khién quyén truy cp téi cac thiét bi co trong ha ting

mang, quan ly bao mat gom cac chirc nang sau:
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— Xéc dinh quyén truy nhap.
— Diéu khién truy nhép.
— M4 héa va kiém soét khéa ma hoa.
— Uy quyén truy nhap.
- Dang ky bao mat.
2.2.Mét sb giai phap giam sat hién nay

Mang thong tin ngay nay da tr¢ thanh hé thong rong 16n va phirc tap, chiu
ap luc ngay cang tang tir sy phat trién nhanh chéng ctia cong nghé va su phd
bién cua cac ung dung k¥ thuat s6. Pé dam bao hoat dong 6n dinh va an toan
mang, viéc trién khai cac giai phap giam sat va canh bao hé théng mang tré nén
hét strc quan trong.

Cung voi su phat trién cta cac hé thong mang, sb lwong thiét bi va tng dung
cling gia tang, dit ra thach thirc d6i véi viée quan 1y va duy tri moi trudng mang.
Céc to chirc ngay nay khong chi cin quan tim dén viéc theo ddi hiéu suét cua
cac thiét bi mang ma con phai d6i mit véi nhirng rai ro vé bao mat, su ¢b ki
thuat va sy khong 6n dinh cua tmg dung.

Trong bbi canh nay, cac giai phap giam sat va canh bao hé théng mang trd
thanh mot phan quan trong trong chién luoc quan 1y mang ciia doanh nghiép.
Nhimng cong cu nay khong chi gitip dam bao tinh kha dung va hiéu suat cta
mang ma con cung cap thong tin chi tiét va canh bao kip thoi, hd trg ngudi quan
trj trong viéc phan tich, danh gia va giai quyét su ¢ mot cach hiéu qua.

Duéi day 1a mot s6 giai phap hang dau trong linh vuce nay dé hiéu rd hon vé
cach chung dong mot vai tro quan trong trong quan ly mang hién tai.

2.2.1. Giai phap giam sat canh bao Nagios:

Nagios dugc phat trién 1an dau tién vao nam 1999 boi Ethan Galstad vai tén
goi ban dAu 1a NetSaint. Sau do, nd duoc d6i tén thanh Nagios va phat trién
thanh mot dy 4n mi nguén md vao nam 2004. Nagios nhanh chéng tro thanh
mot trong nhitng phin mém giam sat pho bién nhét do tinh linh hoat, dé sir dung

va kha ndng m& rong cua no.
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Nagios hoat dong dua trén mo hinh client-server. May chu Nagios duogc cai
dat trén mQt may tinh trung tdm va cac agent dugc cai dat trén cac may chu, thiét
bi mang va cac hé théng khéc can duoc gidm sat. Agent s thu thap dir li€u vé
trang thai va hiéu suét ctia hé thong va gui dir liéu nay vé may chu Nagios. My
chu Nagios s& phan tich dit liéu va dua ra thong bao hodc canh bo néu cé bat

ky van dé nao xay ra nhu man hinh thong béo tai Hinh 2.2.
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Hinh 2. 2: Giai phap giam sat canh bao Nagios

Nagios 1a mot h¢ théng giam sat canh bao ndi bat nhd nhidu vu diém vuot
troi, phtt hop véi nhu cau da dang cua céc to chic va doanh nghiép. Trudc hét,
day 1a mot giai phap ma ngudn mo va mién phi, gitp tiét kiém dang ké chi phi
trién khai va van hanh so véi cac phén mém thuong mai. Bén canh do, Nagios
¢6 kién trac mo-dun ciing hé thong plugin phong phu, cho phép ngudi quan tri
dé dang tiiy chinh va mé rong chirc ning theo yéu cau cu thé, tir d6 dap ting hiéu
qua nhiéu mé hinh va quy mé giam sat khac nhau.

Hon nita, v&i thoi gian ton tai 1au dai va duoc tmg dung rong rai, Nagios da

chuing minh dugc do 6n dinh va tinh dang tin cdy trong thuc tién. Hé théng con



39

dugc hd tro boi mot cong ddng nguodi dung va nha phat trién rong 16n, cung cip
tai liéu hudng dan, dién dan thao luin va cac khoa dao tao chuyén sau — tao diéu
kién thuan loi cho viéc hoc hoi va chia sé kinh nghi¢m. Ngoai ra, Nagios con
no6i bat véi kha nang tich hgp manh mé thong qua API va céc tién ich mo rong,
cho phép lién két v6i nhiéu cong cu va tng dung khéc, tir 46 nang cao ning luc
giam st toan dién cho hé thong.

Bén canh nhitng wu diém ndi bat, hé théng giam sat canh bao Nagios cling
ton tai mot sé nhuge diém can duoc can nhic khi trién khai. Trude hét, do dic
tinh tiy chinh cao, viéc ciu hinh va trién khai Nagios c6 thé tré nén phtc tap,
dic biét ddi véi nhitng nguoi dung méi. Viéc 1am quen va sir dung hiéu qua hé
théng nay doi hoi mot khoang thoi gian hoc hoi va thuc hanh dang ké. Thém
vao do, mac du giao dién web cua Nagios dugc danh gia la than thién, nhung so
v6i ky vong ngay cang cao ciia nguoi dung hién dai, nd van can dugc cai tién.
Khi phai xtr 1y va giam sat mot luong 16n dir liéu, giao dién c6 thé tré nén rbi
ram, gy kho khin cho qua trinh quan 1y.

Ngoai ra, Nagios phu thudc nhiéu vao hé théng plugin va cac tién ich mé
rong (addon) dé mé rdng chic niang. Mic du diéu nay mang lai tinh linh hoat,
nhung ciing dong thoi 1am ting do phirc tap trong qua trinh quan 1y, cAp nhét va
bao tri hé thong. Cudi cliing, trong cac mdi trudng mang c¢d quy md 16n, thoi
gian phan hoi ctia Nagios c6 thé bi anh hudng néu cau hinh khong duoc ti uu
hoa hop 1y, din dén hiéu suit giam sat khong dat muc ky vong. Nhitng han ché
nay cho thiy Nagios tuy 1a mot cong cu manh mé, nhung can duoc trién khai va
van hanh mot cach can trong dé phat huy téi da hiéu qua.

2.2.2. Giai phap giam sat canh bao Zabbix:

Zabbix dugc ra mit 1an dau tién vao nam 1998 boi Alexei Vexler vai tén
goi ban dau 1a "Soviet Linux Network Monitor". Sau d6, né dwoc ddi tén thanh
Zabbix va phat trién thanh mot du 4n ma ngudén mé vao nim 2001. Zabbix nhanh
chong tré thanh mot trong nhirg phan mém giam sat pho bién nhét do tinh linh

hoat, dé st dung va kha nang mo rdng cia no.
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Zabbix hoat dong dua trén mo hinh client-server. May chu Zabbix dugc cai
dat trén mot may tinh trung tam va cac agent Zabbix duogc cai dat trén cac may
chu, thiét bi mang va céc hé thong khac can dugc giam sat. Agent Zabbix s& thu
thap dir liéu vé trang thai va hiéu suat ctia hé théng va giri dit liéu nday vé may
chu Zabbix. May chu Zabbix s phan tich dir li€u va dua ra thong bao hodc canh

bao néu co6 bat ky van dé nao xay ra nhuw man hinh thong béo tai Hinh 2.3.

ZABBIX Bl Global view [=]::]

Lod

Hinh 2. 3: Giai phap giam sat canh bao Zabbix

Zabbix 12 mot hé thong giam sat toan dién ndi bat nho thiét ké linh hoat va
kha ning mé rong manh mé. Hé théng nay cho phép thu thap va giam sat dir
liéu tir nhiéu nguén khac nhau nhu hé diéu hanh, ung dung va cac thiét bi mang
thong qua céc giao thirc va k¥ thuat phd bién nhu SNMP, IMX, SSH, v.v. Diéu
nay gitp Zabbix d& dang tich hgp vao nhiéu méi truong ha ting CNTT khéc
nhau, tir cac doanh nghiép nho dén cac hé thong phirc tap, da tang.

Mot diém ndi bat khac cta Zabbix 1a giao dién web truc quan, hi¢n dai va
dé str dung. Giao dién nay duoc thiét ké theo hudng ddi twong héa, gitip ngudi
quan tri d& dang twong tic, nam bét trang thai hé thong ciing nhu truy xuét thong
tin mot cach nhanh chong va hiéu qua. Dong thoi, hé thong canh bao ctia Zabbix
cling rat linh hoat, cho phép ngudi dung thiét 1ap canh bao dya trén cac ngudng
dinh san, su kién cu thé hoic kich ban tuy chinh, giup nang cao kha ning ung

pho va xir 1y su ¢6 kip thoi.
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V& mit bao mat, Zabbix dap tmg tot cac yéu cau hién dai véi cac tinh ning
nhu méi hoa dir liéu trong qua trinh truyén, xac thuc hai yéu to (2FA) va co ché
phan quyén chit ch&, dam bao an toan cho toan bd qua trinh giam sat. Cudi cung,
Zabbix con s¢ hitu mot cong dong ngudi dung déng dao va ning dong, san sang
chia sé kinh nghiém, tai liéu, plugin va hd tro k¥ thuat thong qua dién dan, kho
tai liéu va cac nén tang tryc tuyén — gop phan giup nguoi dung khai thac hiéu
qua hon céc tinh ning cua hé thong.

Bén canh nhitng vu diém vuot troi, Zabbix cling ton tai mot sb nhuge diém
can duoc can nhic khi trién khai trong thuc té. Trude hét, mac du hé théng cung
cap kha ning tuy chinh rét cao, chinh diéu nay lai c6 thé tré thanh rao can d6i
v6i ngudi méi. Viée cdu hinh cic tham sb giam sat theo yéu cau cu thé doi hoi
kién thtrc chuyén siu va sy am hiéu vé hé thdng, gy kho khin cho nhitng ngudi
chua c6 nhiéu kinh nghiém.

Ngoai ra, giao di¢n web cua Zabbix, du dugc danh gia 1a dep va manh mé,
nhung trong cac moi trudng giam sat quy mo 16n, viée hién thi va quan 1y mot
khéi luong 16n thong tin c6 thé trd nén phire tap, gy qua tai vé mit truc quan
va thao tac. Hé théng ciing ¢6 yéu cau kha cao vé tai nguyén phan cimg, dic biét
khi trién khai trong cac méi truong 16n hodc c6 tan suét thu thap dit liéu cao,
diéu nay doi hoi mot ha tang dt manh dé dam bao hiéu suat 6n dinh.

Cudi cung, viéc st dung hiéu qua Zabbix doi hoi mét qua trinh dao tao bai
ban. Nguoi dung can c6 thoi gian dé tim hiéu rd vé kién tric, cac khai niém ct
16i, ciing nhu cach thirc hoat dong va cau hinh hé thong. Piéu niy c6 thé anh
hudng dén tién do trién khai néu doi ngii k¥ thuat chua c6 du k§ niang chuyén
mon ngay tu dau. Vi vay, mdc du Zabbix 1a mot cong cu manh mée, nhung dé
khai thac tdi da hiéu qua cua no, can co sy dau tu thich dang vé thoi gian va
ngudn lyec.

2.2.3. Gidi phap giam sat cinh bao PRTG Network Monitor

PRTG Network Monitor dugc phat trién boi Paessler AG, mot cong ty Dtic

dugc thanh 1ap vao nam 1997. Phién ban dau tién cua PRTG duoc phat hanh
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vao nam 2000 va nhanh chéng tré thanh mot trong nhitng phan mém giam sat
mang ph bién nhét trén thi truong. PRTG hién ¢6 hon 200.000 ngudi dung trén
toan thé gidi va dugc dich sang hon 30 ngdn ngit.

PRTG Network Monitor hoat dong dua trén mo hinh client-server. May chu
PRTG duoc cai dat trén mot may tinh trung tdm va cac probe PRTG duogc cai
dat trén cac may chu, thiét bi mang va cac h¢ théng khéc can duoc giam sat.
Probe PRTG sé& thu thap dir lidu vé trang thai va hiéu suat ciia hé théng va gui
dir liéu ndy vé may chit PRTG. May chu PRTG s& phan tich dir liéu va dua ra
thong bao hodc canh bao néu c6 bat ky van dé nao xay ra nhuy man hinh thong

bao tai Hinh 2.4.

Building Facilities Services & Apps
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Hinh 2. 4: Giai phap giam sat canh bao PRTG Network Monitor

PRTG la mot gidi phap gidm sat mang dugc danh gia cao nho sy tién loi va
hiéu qua trong qua trinh trién khai va van hanh. Mot trong nhiing wu diém noi
bat ciia PRTG 1a kha ning trién khai va cau hinh nhanh chéng. Véi quy trinh cai
dat don gian cung giao dién ngudi dung truc quan, than thi€n, PRTG cho phép
céc quan tri vién thiét 1ap hé thong gidm sat ma khong can qua nhiéu kién thirc
k¥ thuat chuyén sau, tir d6 tiét kiém dang ké thoi gian va cong stc.

Hé théng con hd tro nhiéu giao thirc phd bién nhu SNMP, WMI, Packet
Sniffing, cling nhu cac loai cam bién chuyén biét danh cho ting thiét bi va tng

dung cu thé. Diéu nay giup PRTG c6 thé giam sat mot cach toan dién cac thanh
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phan trong mang, tir thiét bi phan ctng dén phan mém va dich vu chay trén do.
Giao dién web cua PRTG duoc thiét ké hién dai, khong chi dé sur dung ma con
cho phép tuy chinh linh hoat, giup ngudi quan tri theo ddi hiéu suit mang mot
cach tryc quan va hi¢u qua.

Dic biét, PRTG cung cip hé thong bao cdo chi tiét va cac biéu do thong ké
tryc quan, hd tro quan tri vién phan tich hiéu suit mang va phat hién xu huéng
theo thoi gian. Nho d6, viée dua ra cac quyét dinh quan 1y, t6i wu hoa ha ting
mang hoidc xir Iy sy ¢ tré nén nhanh chéong va chinh xac hon. Véi nhitng tinh
ning nay, PRTG trd thanh mot cong cu giam sat pht hop v6i nhiéu to chue, tir
quy md nho dén doanh nghiép 16n.

Maic du PRTG 1a mot cong cu giam sat mang manh mé va than thién véi
ngudi dung, ndé van ton tai mot s6 nhuge diém dang luu y, dac biét khi duoc
trién khai trong cac méi truong c6 quy mé 16n hodc yéu cau dic thi. Mot trong
nhirng han ché dau tién 13 giéi han sb lugng cam bién trong phién ban mién phi.
Diéu nay c6 thé trd thanh tré ngai dbi véi cac to chic 16n c6 nhu cau giam sat
nhiéu thiét bi, dich vu hodc tmg dung da dang, budc ho phai dau tu vao phién
ban thuong mai néu mudn mo rong kha ning giam sat.

Bén canh d6, PRTG ciing doi hoi mot lwong tai nguyén hé théng twong dbi
16n, dic biét khi duoc trién khai trong cidc moi truong mang phtc tap hodc ¢o
khéi lugng dir liéu giam sat cao. Viée xtr Iy dong thoi nhiéu cam bién va truy
van lién tuc c6 thé gy ap luc 1én hé thong may chu, anh hudng dén hiéu sut
tong thé néu khong duoc tdi wu hda dung cach.

Mdt nhuoce diém khac 1a kha nang mo rong con han ché so véi mot sb gidi
phap giam sat chuyén sau khac. Khi hé théng mang phat trién véi quy mo 16n
va cau truc phtic tap, PRTG c6 thé gip kho khin trong viéc mé rong hodc quan
1y hiéu qua, din dén nguy co giam hiéu suét va tinh 6n dinh. Ngoai ra, PRTG
cht yéu hd trg md hinh giam sat truyén thong va c6 thé khong thuc sy phi hop

v&1 cdc mo hinh mang hién dai nhu ha téng dam may, hybrid cloud hodc cac h¢
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théng phén tan phtc tap. Trong nhitng truong hop ndy, ngudi ding cé thé can
tim dén cac giai phap giam sat chuyén biét hon dé dap mg yéu cau.
2.3.Giai phap giam sat canh bao Polestar
2.3.1. Gi6i thiéu vé hé thong

Hé thdng giam sat Polestar (OMC) 1a hé thdng giam sat tap trung hoat dong
ctia cac hé thong VAS vé co ban dya trén nguyén 1y thu thap cac thong tin tir
cac dbi twong can duoc theo ddi, phan tich, xir Iy va dua ra canh bao cho ngudi
quan tri hé théng qua cac kénh khac nhau: SMS, Email, am thanh, giao di¢n
quan ly. Giai phap theo ddi tap trung hoat dong ciia cac hé thong VAS dang
duoc st dung dé thu thap thong tin tir cac doi tuong dugc theo doi, cu thé nhu
so do tai Hinh 2.5 nhu sau:

May cha giam sat

Co s& trén Web

Database (co s¢ diF ligu)

Agent (téc nhan) Tai khodn truy cdp o
gegi;icsgt " Co st di¥ lidu; cong Ban tin SMNP Trap
viéc hang loat

_

1

-I’I

1/

B £/

: mmr =
) Agent .
(Téc nhén)

May chi Database (co s dif ligu) Thiét bi mang
Windows, Linux, ... Oracle, MS-Sql Router, Switch

Hinh 2. 5: So' d6 tong quan két ndi hé thong giam st Polestar
Hé thdng giam sat dugce cu thanh tir bon thanh phan chinh, déng vai tro
then chét trong vi¢c dam bao hoat dong gidm sat toan dién va hi€u qua cho ha
tang cong nghé thong tin.
Thir nhét 13 Node — day 1a cac d6i twong duoc hé thong gidm sat theo doi

va thu thap dit liéu. Cac node cé thé bao gdbm may chu (server), thiét bi mang
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(switch, router), ing dung, co s& dit liéu, ciing nhu cac tién trinh dang chay
trong hé théng. Mdi node cung cap cac chi sé quan trong vé hiéu ning, trang
thai hoat dong va cac su ki¢n can theo doi.

Thanh phan tht hai 14 Manager (hay con goi 1a may cha giam sat) — day
dugc xem 14 thanh phan trung tim va quan trong nhét trong kién trac hé thong.
Manager hoat dong nhu mot framework tich hop, thyc hién vai tro thu thap dix
liéu tr cac node, sau do xtr 1y, phén loai va luu trit thong tin. Ngoai ra, Manager
con cung cap cac chirc nang twong tac voi dit liéu, nhu hién thi, canh bao, théng
ké hodc kiém soat truy cap nguoi ding. Hé théng Manager duoc thiét ké véi do
on dinh cao, hiéu suat manh mé& va co thé trién khai trén nhiéu nén tang khac
nhau, gitip dam bao tinh linh hoat va m¢ rong ctia toan bd hé théng.

Tiép theo 1a Viewer (nguoi dung) — day 1a nhiig ngudi st dung hé thong
giam sat & cac cap do khac nhau, tir nguoi dung phd thong dén quan tri vién hé
théng. Mdi nguoi dung duoc cap tai khoan truy cép véi giao dién web (web-
based) va dugc phin quyén chi tiét theo vai tro, chirc ning va thiét bi cu thé ma
ho ¢6 quyén giam sat hodc thao tac.

Cudi cung 1a Repository (co so dit lidu) — day 1a noi luu trit toan bo dir liéu
thu thap duoc tir h¢ théng, tur thong tin cAu hinh, trang thai node dén lich st su
kién va canh bao. Hé théng giam sat ho tro sir dung co s& dit liéu Oracle tir phién
ban 9i trd 1én, dam bao kha nang luu trit dir liéu 6n dinh, an toan va dé dang truy
xuat khi can thiét cho phan tich hoic 1ap bao cao.

Sy phdi hop chit ché giita cac thanh phan ndy tao nén mot hé thong giam
sat hoan chinh, gitp ning cao kha ning quan 1y, kiém soat va bao vé ha tang
CNTT ciia to chirc mot cach hiéu qua va chi dong.

2.3.2. Cac d6i twong giam sat

Hé thong giam st Polestar dugc thiét ké dé cung cip cai nhin toan dién va
chi tiét vé ha ting cong nghé thong tin théng qua viéc theo ddi nhidu dbi twong
quan trong gdm co:

— May chu;
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— Thiét bi mang;
— Co s dir licu.

Hé thong giam sat tip trung Polestar co thé theo ddi hiéu suat va kha ning
dap ng cia méi trudng hé thdng khong dong nhit bao gdm ca cac may chu
khac nhau. Giai phap c6 thé theo ddi cac chi sb hiéu suat hé thong, phan tich cac
xu hudng va tao bao céo, thiét lap cic ngudng giam sat sy bién d6i hiéu suét
(CPU, b6 nho, 6 dia, hé théng file, trang thai session, thong tin cac tién trinh
dang chay trén may chu).

Céc giai phap str dung dé giam sat may chu déng vai trd quan trong trong
viéc dam bao hé théng van hanh 6n dinh, phat hién sém céc su cb va hd tro xu
1y kip thoi. Mot trong nhitng phuong phap pho bién va hiéu qua nhat 13 giam sat
st dung Agent.

Trong giai phap ndy, mot Agent s& duoc cai dat truc tiép trén may chu can
giam sat. Agent dong vai tro nhu mdt cong cu thu thap dir li¢u tai chd, lién tuc
theo ddi cac chi sb hoat dong quan trong cua hé théng nhu: hiéu sudt CPU, muc
st dung b nhd, dung lugng b dia, trang thai hé théng file, cac phién lam viéc
(session), thong tin tién trinh dang chay, va ca danh sach céc tién trinh tiéu ton
nhiéu tai nguyén nhét (top process). Nhitng thong tin nay dugc cap nhat dinh ky
va giri vé may chu giam sat tip trung OMC (Operations Management Console)
dé luu tri¥, phan tich va hién thi theo thoi gian thyc hoic théng qua bao céo.

Uu diém ndi bat ctia phuong phap giam sat sir dung Agent 1a kha ning thu
thap dir li€u chi tiét, chinh xac va c6 d6 sau, nhd vao viéc Agent co thé truy cap
tryce tiép vao tai nguyén hé thdng. Dong thoi, viée guri dir liéu vé mot server tip
trung giup dé dang quan 1y va theo ddi tir xa nhiéu may chu cung luc, dic biét
hiéu qua trong cac hé théng 16n hodc méi trudng phirc tap nhu trung tim dir
liéu.

Céc nén tang hd trg ciia hé thong giam sat bao gdom Sun SOLARIS, AIX,
Windows va Linux, cho phép trién khai linh hoat trén nhiéu loai hé diéu hanh

khac nhau. Nho d6, hé thong co thé gidm sat hiéu qua ca moi trudng may chi
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truyén thong 14n hién dai, ddp ung nhu cdu da dang cua cic to chirc, doanh
nghiép.

Giai phap nay duoc minh hoa cu thé trong Hinh 2.6, thé hién rd ludng dit
lidu tir Agent trén may chu giri vé hé thong giam sat OMC trung tAm, tir d6 cho
phép nha quan tri nhanh chong phat hién cac bat thudng va chi dong xt Iy cac

van dé phat sinh.

Viewer (Ngw&i dung)

!I

E’ Manager (Quan ly)
A Database (Co s& dir liéu)

RN

y 7 y -/ y S/ y
L] L} ]

Agent (Tac nhan
- — — <«—— Agent( )
L} L} L}

Hinh 2. 6: Giam sat may chu cai dat Agent

Giam sat may chu sir dung giao thirc chudan SNMP Trap 1a mot phuong phap
phd bién khac trong hé thong giam sat tap trung, cho phép thu thap thong tin
mot cach hiéu qua va gan nhu theo thoi gian thue ma khong can cai dit phan
mém Agent trén may chui giam sat.

Trong mé hinh ndy, cac may chu hoic thiét bi can giam sat s& duoc ciu hinh
dé gtri cac ban tin SNMP Trap dén may chu giam sat trung tim. SNMP Trap 1a
mot dang thong di¢p thong bao sy kién dugce thiét bi gtri di mot cach chu dong
khi c6 thay doi trang thai hodc khi xay ra su ¢, chéng han nhu CPU vuot

ngudng, 6 dia ddy, tién trinh bi treo hodc c6 thay dbi trong ciu hinh hé thong.
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Khong giéng nhu phuong phap giam sat chu dong (Agent-based) phai
thuong xuyén truy van va thu thap dir licu, SNMP Trap hoat dong theo co ché
bi dong, chi gui thong tin khi c6 sy kién xay ra, giup giam tai cho mang va hé¢
thng giam sat, ddng thoi tang téc d6 phan hdi vai cac su kién bat thudng.

Thong tin dugc giri dén may chil giam sat trung tm, noi tiép nhan, phan
tich va xtr Iy cac Trap nay dé hién thi canh bao, ghi log hoic kich hoat céc kich
ban xur 1y tuy dong. Phuong phap nay dic biét phu hop trong cac hé thong 16n
hodc da nén tang, noi khong thé trién khai Agent cho tit ca thiét bi hoic may
chu.

CAu tric va ludng hoat dong ciia mé hinh nay dugc thé hién 16 trong Hinh
2.7, minh hoa qué trinh may chu giri cac ban tin SNMP Trap vé hé thong giam
sat trung tim dé dam bao kha ning phan ung nhanh chong va hiéu qua véi cac

su ¢6 xay ra trong hé thong.

Viewer (Ngw&i dang)

H{i-‘
I Manager (Quan Iy)

i

Database (Co s dif liéu)

Agent (T4c nhén) Chuyén tiép|ban tin SNMP tFi ban tin SNMP
ICMP node [~
Thiét bi kiém sodt giao
—==_Jipe thirc Internet .

Tién frinh céng Wgc
G¥i bin

Gtri ban tin SNMP

Hinh 2. 7: Giam sat qua giao thirc SNMP
Trong quan 1y ha tang cong nghé thong tin hién dai, viéc giam sat cac thiét
bi mang dong vai tro then chdt nham dam bao két ndi ludn 6n dinh, lién tuc va

an toan. Cac thiét bi nhu router, switch hay firewall 1a mat xich quan trong trong

hé théng mang, do d6 can dugc theo ddi lién tuc dé kip thoi phat hién va xir 1y
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su cd. Giai phap giam sat cua Polestar duoc thiét ké dé dap tng yéu cu nay mot
cach hiéu qua, thong qua viéc st dung cac giao thtc tiéu chuidn nhu SNMP,
RMONI1&2, ICMP Ping va SNMP Trap. Céac giao thitc nay cho phép thu thap
dir liéu chi tiét tir thiét bi mang, phuc vu cho viéc phén tich hiéu suit va canh
béo su cb.

Nhitng thong sb duoc Polestar giam sat bao gdm bing thong cong
(Interface), mic st dung CPU, bd nh¢ (Memory), dién ap (Voltage), nhiét do
(Temperature), tinh trang quat 1am mat (Fan) va nguon dién (Power). Nho vay,
quan tri vién co thé ndm bét toan dién tinh trang hoat dong cua h¢ théng mang,
tir 46 dua ra cac quyét dinh diéu chinh, bao tri hodc xt 1y kip thoi.

Ngoai ra, hé théng con hd trg da dang cac nén tang thiét bi mang phd bién
nhu Cisco, Juniper, cling nhu cac thiét bi khac c6 hd tro giao thitc SNMP va
RMON, gitp dam bdo kha nang tich hop linh hoat, mé rong va giam sat toan
dién trong moi moi trrdéng mang.

Trong hé thong CNTT phtc tap, co s& dit liéu (CSDL) déong vai trd trung
tam trong viéc luu trit va xur 1y thong tin, hd trg cac tng dung va dich vu van
hanh muot ma. Tuy nhién, cac van dé vé hiéu nang nhu nghén tai nguyén, phién
cho 1au, hay 16i két nbi c6 thé gay anh hudng nghiém trong dén hoat dong cua
toan hé théng. Vi vay, giam sat hiéu nang CSDL 1a yéu td thiét yéu dé dam bao
dir liéu duogc truy xut nhanh chéng va hé théng hoat dong 6n dinh. Polestar
cung cp cac giai phap giam sat toan dién, tir thu thip thong tin thong qua tai
khoan quan tri riéng cho dén thiét 1ap cac tac vu tu dong trén may chu. Trong
phan nay, chung ta s& tim hiéu cach Polestar hd tro giam sat hiéu qua céc loai
CSDL nhu Oracle va MS SQL, bao gdm cac chi s6 quan trong nhu Wait Session,
Job Queue, va Tablespace, nham kip thoi phat hién va xur 1y cac van dé tiém an.

Hé théng Polestar cung cip kha ning giam st co so di liéu (CSDL) thong
qua nhiéu phuong phép linh hoat, phtt hop véi ting mdi trudng trién khai cu
thé. Mot trong nhitng cach phd bién 1a st dung tai khoan truy van riéng biét, cho

phép hé thong két ndi truc tiép vao CSDL dé thu thap thong tin can thiét. Ngoai
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ra, ngudi quan tri cling c6 thé thiét 1ap cac Job chay tu dong tir may chu di cai
dit Agent, nham gidm sat cic chi s& quan trong ctia hé thong co sé dit liéu theo
lich trinh dinh san.

Polestar ho tro giam sat nhiéu loai co s& dir liéu phé bién nhu Oracle, MS
SQL va cac hé quan tri co sé dit li¢u khac, ddm bao tinh tuong thich va kha nang
mo rong linh hoat. Cac thong tin dwgc giam sat bao gébm: User process, Wait
session, Server process, Job queue, Dispatchers, Tablespace va Redolog Buffer.
Viéc theo ddi cac chi s6 nay gitp quan tri vién nhanh chong phat hién nhimng bat
thuong, xir 1y kip thoi cac van dé tiém an va t6i wu hiéu suat hoat dong ciia hé
thong co so dit licu.

2.3.3. Kién triic hé¢ thong giam sat Polestar

Mo hinh két ndi gitta cac thanh phan ciia hé thong giam sat Polestar dugc
xay dung theo kién trac tap trung, dam bao kha ning thu thap, xtr Iy va hién thi
dir liéu giam sat mot cach hiéu qua va dong bd. Cac thanh phan chinh trong mo

hinh tai Hinh 2.8.

Viewer (Ngwéri ding)

s

Manager (Quan Iy)

Database (Cor sor diF ligu) Manager (Quan Iy)

- Station / Web Server

Méy tram | My chi Web

Database
Cor sor di¥ ligu

A A A A
- - -

A t (T3 hi
= = = +—— Agent (Tac nhin)
- - -

Hinh 2. 8: M6 hinh hé thong giam sat sir dung Polestar
Agent cua Polestar dugc cai dat trén dbi tuong (Server, Database, thiét bi
mang) can giam sat nhu Hinh 2.8. N6 c6 nhiém vu thu thap dir li€u tho, thuc
hién chirc nang tw dong Recovery trong trudng hop cé 16i xdy ra trén dbi twong
chiu giam sat.

— Cong giao tiép cna Polestar
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Polestar giao tiép véi cac ddi tuong gidm sat thong qua cac Ports, cac

Ports nay dugc mo ta nhu Hinh 2.9 dudi day:

1521
Oracle
3306
MS-SQL
May chu quan tri
Polestar 31001 80
161/162 «——— | Maychiweb «— || Trinh duyét Web
Thiét bi mang 161/162
31001 31001
Master Agent
(Tac nhén chu) ——

SMS Agent
(Téc nhén tin nhan) «

DB Agent

31002
‘ WA SAgent »

0 B

APMAgent

/

Téc nhén didu khién Téc nhén digu khién
higu suat trng dung méy chd tng dung

Hinh 2. 9: Cong giao tiép ciia Polestar
- Dbi twong giam sat
Trong bét ky hé thong quan 1y mang nao, viéc xac dinh rd cac ddi tuong can
giam sat 1a bude nén tang dé dam bao hiéu qua trong theo ddi va van hanh. D6i
tugng giam sat khong chi gidi han & cac may chu, thiét bi mang ma con bao gdm
ca co s dit liéu va cac ung dung quan trong. Mi loai dbi twong c6 cac dic diém
va yéu cau giam sat riéng, doi hoi cong cu giam sat phai linh hoat va da nang.
Vi Polestar, viéc theo doi khong chi tap trung vao hiéu nang cua cac thiét bi
ma con bao gém thong tin trang thai, két ndi, va cac yéu t6 van hanh khac. Phan
nay s& di sau vao cach Polestar phan loai va quan 1y cac ddi trong giam sat, tir
may chu, thiét bi mang dén cac ung dung va dich vy, gitip ddm bao toan b hé
thdng hoat dong 6n dinh va an toan.
— Nhom Server
Céc Agent cua Polestar dugc cai dat trén cac may chu Server nham theo ddi

vé hiéu nang, tinh trang hoat dong cua chung nhu Hinh 2.10.
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423 HT_Dichvu system Group
sork Devies D

summary | & sessonsiatus [EYRMOION] - arm | ) Hottation | B Resoure Manager | (3 event | = Montorng | # setgs
B Server(302) | [ WebURL M B Log Monitor(329) | 3 Child Resources(2)
QSystem Nam Q IP Add Q Vendor Qos

Server(302)

1P Addr o TxTraffics Sessions
e uNUX 11Mops 3935
He UNUX ps  113kops 40
RedHat  UNUX 3 2044 bps 479
Red Hat UNUX 76 Kbps 343 Kbps 18
1BM uNUX TH14Kbps 6316 Kbps 250
1BM UNUX 47 Mbps 162 Mbps 139
IBM LUNUX 62 Kbps 426 Kbps 38
1BV UNUX 82Kkbps  796Kbps 246
. ida mtin QEMU UNUX 478Kbps  598Kops SO
‘ “ ET’;:;T‘WOW L Delllnc  UNUX 822¢bps 2Mbps 48
A bess-appmbidoud AT dautu>buzzme Burzive. Dellinc  UNUX 3046K0ps 25 Mops 46
A bess-db-1 ™ b ptac-Mobicdu 607.mobiedu.m QMU LINUX 1514Kbps 1214 Kbps 92
A bess-db-2 " QEMU UNUX

_Dichw> HT_Hoptac»Mobisdu
4 L CSKHTT e e - -

3aKops  218Kbps 38

Hinh 2. 10: Giao dién nhém Server dugc giam sat canh bao Polestar

- Nhom Network Device
Nhom Network Device trong hé théng giam sat Polestar bao gdm céc thiét
bi mang nhu router, switch va cac thiét bi tuong tu, dugc gidm sat thong qua
giao thitc chuan SNMP. Viéc giam sat cac thiét bi ndy dong vai tro quan trong

trong viéc dam bao tinh on dinh, hiéu qua va bao mat cua h¢ théng mang.
Trén giai phap Polestar, cac thong tin duoc thu thap va gidm sat bao gom:

+ Hiéu suét hoat dong ctia CPU va bd nhé (Memory) cua thiét bi, giup
danh gid muc dd su dung tai nguyén va phat hi¢n sém tinh trang
qua tai.

+ Thong tin cic cong mang (Network Interface) nhu trang thai hoat
dong (Up/Down), tbc do truyén va nhan géi tin, ti 16 mat goi, tir 46
hd tro kiém soét luu lwong va chat luong két ndi mang.

+ Thong tin két ndi (Connection) gitra cac thiét bi, phuc vu cho viéc
phan tich tuyén dudng va xac dinh diém nghén trong hé théng.

+ Thong tin phan cing ciia thiét bi nhu nha san xut (Vendor), model,
va s6 seri (Serial Number), giup quan 1y tai san mang va hd tro bao

tri.
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Viéc giam sat ddy du va chi tiét cac thong sé nay giup quan trj vién nim bt
kip thoi tinh trang thiét bi mang, tir 46 cht dong xur 1y su ¢d, t6i wu hidu suat va

nang cao do tin cdy cua toan b hé thong mang.

4 CMC_Device sysiem o

Network Device(26)

FLEbGL LY

I A e

Hinh 2. 11: Giao dién nhém Network Device dwgc giam sat canh bao Polestar

2.3.4. Cac chirc nang giam sat chinh

Giam sat hé thong 1a mot yéu to ¢t 16i giup duy tri hiéu qua va 6n dinh cho
ha tﬁng mang, dac biét trong cac to6 chuc 16n nhu Trung tdm Dich vu s6
Mobifone. Vi su phat trién nhanh chéng cta cong nghé, nhu cau theo ddi chi
tiét ting thong s hoat dong va kha nang phan ung kip thoi véi cac bat thudng
tré nén cap thiét. Polestar mang dén mot giai phap toan dién voi nhiéu tinh ning
giam sat manh mé, khong chi cung cap kha ning giam sat thoi gian thuc ma con
hd tro phan tich va téi wu hoa hiéu suat hé thdng. Trong phan nay, ching ta s&
di sau vao cac chirc nang giam sat chinh ma Polestar cung cap, bao gom theo
ddi hiéu suat, ban d6 hinh thai hoc, bang diéu khién hé théng, va nhiéu cong cu
hitu ich khac dé quan tri vién c6 thé dé dang quan 1y, giam sat va xu 1y su cd
trong hé thong.

- Real-time Monitoring
Polestar hd trg bang diéu khién giam sat thoi gian thuc dé xem cac chi s6

chinh cua tai nguyén duoc thu thap thoi gian thuc trén mot man hinh duy nhét
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nhu Hinh 2.12. Hién tai, bang diéu khién giam sat Real-time Monitoring chi hd

trg giam sét cac thong s6: CPU, Memory Utilization ctia may cha Servers.

@ Real-time Monitoring

release7.6.4-3 (1) release7.64-3 (2)
101 % v 14 %

100 100
s %
50 50
25 25
L L
09515 0920 0925 0930 0%35 094 0915 0920 0925 0930 0935 094

Hinh 2. 12: Giao dién giam sat Real-time Monitoring ciia h¢ thong Polestar

Cach chon tai nguyén can giam sat: Trong khu vyc tim kiém tai nguyén bén
trai cia bang diéu khién, kéo may chu muyc tiéu hodc nhém hé théng ma may
chu thudc vé, vao khu vuc bang diéu khién, va tai nguyén may chu muc tiéu sé
xuat hién dudi dang 6 trén bang diéu khién.

Thay d6i vi tri 6 trén bang diéu khién bang cach nhip vao biéu twong & goc
trén bén phai cua bang diéu khién.

Céc tai nguyén duoc tim kiém thudng xuyén co thé dugc luu bang chic
nang Luu tai nguyén. Mot danh siach cac tai nguyén da luu c6 thé duoc tai 1én
bang chic nang Nhéap. Danh sach cac tai nguyén va cai dit bd cuc co thé dugc
luu.

- Topology Map

POLESTAR cung cip chirc ning ban d6 hinh thai hoc (Topology Map) tir
d6 nguoi ding c6 thé nhan thong tin vé cac két ndi cua cac tai nguyén di tich
hop trong hé thong. Ngudi ding c6 thé tao ra bt ky s lwong ban d6 hinh thai
hoc nao ma ho mong mudn v&i mdi tai khoan va chinh stra cac ban do hinh thai
hoc d3 tao ra. Sau khi tao ra mot ban dd hinh thai hoc nhw Hink 2. 13 va thém

cac tai nguyén, nguoi dung cling ¢6 thé nhan thong tin vé cac két noi gitia cac



nat méi duoc tao ra bang cach thém cac lién két nit c4 nhan. POLESTAR ciing
cung cip mot menu ngit canh dé tim kiém thong tin chi tiét vé tai nguyén va
thong tin Ping/Traceroute, thiét 1ap va tim kiém mot ban d6 thip hon, truy cip
HTTP/HTTPS, thém cac nut gia, két ndi thong tin vé lién két tai nguyén, va
cung cip mot cong cu chinh stra hinh dang lién két. Cac ban do hinh thai hoc

duogc tao ra dugc quan 1y theo tirng nguoi dung va cé thé dugce chia sé voi nguoi

dung khac.
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Hinh 2. 13: Giao dién nhém Topology map ciia hé thong Polestar

Pé nhan thong tin vé mot ban d6 hinh thai hoc, chon menu Ban dd Topology
tir menu chinh & bén trai cia cira s6. POLESTAR Topology Map cung cap mot
Ban d6 Hé thdng c6 thé truy cip dugc cho tit ca ngudi dung, ma ngudi dung cé
thé thém khi can thiét. T4t ca ngudi dung co thé truy cip vao Ban do Hé théng
nhung chi c6 ngudi ding quan tri ¢6 quyén duoc phép chinh stra ban d6. Dbi
v6i cac tai khoan méi duge thém, Ban do Hé théng mic dinh s& dugc hién thi
trong ctra s6 ban d6 hinh thai hoc. Néu nguoi ding c6 nhiéu ban do hinh thai
hoc, ban @6 hinh thai hoc ¢ uu tién cao nhat s& dugc hién thi lam ban db mic
dinh. Ban d6 hinh thai hoc dugc tim kiém gan ddy nhat s& duoc hién thi cho dén

khi nguoi dung dang xuét hodc déng trinh duyét. Ban do hinh thai hoc ¢6 uu
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tién cao nhéat s& duoc hién thi lam ban dd mic dinh trong cua s6 Ban dd

Topology. Néu c6 nhiéu ban dd c6 ciing wu tién cao, ban dd dau tién trong s6

cac lién két d3 danh diu s& tré thanh ban dd mic dinh. Dé thiét 1ap ban d6 hinh

thai hoc méc dinh, hay thiét 1ap ban dd mic dinh mong mudn c6 vu tién cao nhat
— System Dashboard

POLESTAR cung cap mét bang diéu khién duwa trén cac thiét bj v6i cac
nhan, bang va biéu do hién thi thong tin vé trang thai tai nguyén, danh sach canh
bao, top 5 trang thai, vv., trén mét trang duy nhat.

Nguoi ding c6 thé tao ra nhiéu bang diéu khién trén tai khoan cta ho va
chia sé cac bang diéu khién cta ho véi ngudi dung khac. Nguoi dung co thé
quan 1y cac bang diéu khién ctia minh bang cach dit thir tr wu tién mong mudn
va kiém tra 6 pho bién cta cac bang diéu khién duoc chia sé bang tan suit chia
sé cua chung nhu Hinh 2.14.

Céc thiét bi trén bang diéu khién c6 thé dugc thém, stra d6i va/hodc x6a mot
cach mach lac cling nhu dugc sap xép theo ¥ thich ctia ngudi ding bang cach di

chuyén cac thiét bi va thay d6i bo cuc.

(7 System » System Default Dashboard Dashboard | System ‘ & Settings
Name Top Process CPU Memeory Swap Disk
} Server)Cyguns- 637% java(root) 79.0% [— | 52.02% (. 8.72% Nl 348% ) |
#y Server)WIN-6SF2U-- 1.55% java.exe(Administrator) 1162% 0 | 79.68% [— 0.14% | 2076% |
@ Server) AIX53 : - - N -
 Server)Cent0S7 0.34% CYGNUS-QA-SMSAG(root) 3.2% || | 1057% N 0.0% |
[AServer)HP-11-23 1.47% snmpdmiroot) 0.8% || 52.09% . 10.99% M 50% 1|
Server)solaris10 0.14% fsfushiroot) 34% || 47.47% (. 19.18% M 0.12% |

Hinh 2. 14: Giao di¢n man hinh System Dashboard ciia h¢ théng Polestar
— Xem trang thai vé hiéu ning
Polestar cung cap mét giao dién quan 1y nhiéu chi sd cua tat ca cac thiét bi

trong hé thong trén mdt man hinh tdp trung. Danh sach cac may chu duogc
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Polestar quan 1y va hién thi trén mot man hinh tip trung cung cac théng tin co
ban cua ching nhu trang thai hoat dong, CPU, bg nhd, hé théng file ... Qua do
ngudi ding c6 thé theo ddi va so sanh su thuc thi giita cac may chu trong hé
thdng tai cung mot thoi diém nhu Hinh 2.15.

Keyword Search Result (5)

Q System Name QP Address Q Vendor Qs

Server(5)

Group Systern Name P Address Vendar 05 Type CPU Utilization Memery Utilization Disk /0 Rate Filesystem Utilization Rx Traffic

o.seer () centossi 19216820020 Delline UNUX pyscal [ — B 1814 Kbps

Of. Server () release-805-3pt 192168233155 Red Hat LINUX Virtual 47 — 0B% s £.2 Mbps
Server /] 1 MLME23118 VMg Inc LINUX vital B B 1 [ = 8475 [ | 12 Mbpe

01. Server 8 nc2BO02 192168200004 HP HPUX Physical | 05% E38% | A% R 1056 Kbps

01. Server test 19216823065 Sun Microsystems SUNOS Physical | 7% . T | 16% 5 54% 479 Kbps

Hinh 2. 15: Giao dién man hinh quan 1y ciia hé thong Polestar

+ Polestar cho phép tim kiém va hién thi cac thong tin vé may chu
theo cac diéu kién nhu: hién thi theo nhém thiét bi “Group”’; theo
IP va hostname; theo loai thiét bi va c6 thé thiét lap thoi gian quét
theo y mudn.

+ Danh sach cac may chi va cac thong tin chi sd dugc hién thi véi
cic mau sic khac nhau thé hién tinh trang hoat dong, hodc cac cép
do 1i.

+ Céc biéu d6 thé hién phan loai cac chi s6 nhu CPU, bd nhd, hé théng
file dia ctia tirng may cha. Véi hinh anh truc quan dang biéu do thé
hién trang thai nhu thyc thi gitip ngudi quan tri dé dang so sanh cac
thong s6 v6i nhau ctia may chi. Dé xem thong tin chi tiét clia timg
chi s6 ngudi ding nhan chudt vao biéu tuong kinh 1ap trén timg so

do.
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il Performance Statistics » searcn performance statistics of resources

£2 Search Period Q Business Q Statistics Unit
2024-04-20 22:31 - 2024-04-21 2231 7 =] "*”'“ 5 min v Prev || Next [| tatest
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4 4 0ms | Syed
I I |
\ |
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0 00 0.0
04-20 2230 04-21 0320 04-21 0810 04-21 13:00 04 17:50
£ nctmb1)cPU
100.0%
50.0% | ﬁ /’\ "
Iy
~f\ w W'wr 'fwﬁd U g’ Mw"\u-‘ '\fVV "~ M Y *"MM \\www
)034 2022:30 04-2103.20 04-21 0810 04-21 1300 04-2117
B nctmb1)Disks
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0Count/s 0.0% 0.0
04-2022:30 04-2103:20 04-21 08:10 04-2113:00 04-21 17:50

Hinh 2. 16: Giao dién thong s6 Performance ciia hé thong dwoc giam sat béi Polestar

Summary: Nhitng thong s6 co ban ctia tng may chu thé hién truc quan qua

cac so dd va thong tin con cdu thanh nhu Hinh 2.17.

= Session Status | & Inventory | & Alarm | [ Notification ‘ . Resource Manager | (%] Event | [ Monitoring ‘ / Settings
~ Availability Alarm
Current oue | | O — 100 ) 0 ) 0 = 0
a4 Devices/Services ~ 7y CPU/Memory - Server
Name = Devices/Services
Monitor Group (0 /4) E@EE s
Server (0/4) AAAA -
o
5
1Z Top 5 Disk 10 - Server ~ S s
f =
Server Disk Read Bytes Write Bytes 1f0 Process Rate §
B nctwe /dev/sda 204 KB/s 1726 KBfs I 26% “ .
& nctmb1 Jdev/vda 0 KB/s 222 Kejs 12% 0 e ] .
L] 20 40 60 a0
& netw fdev/sda 0 KB/s 34 KB/s  — - — -
Memory Utilization
E nctmb2 /dev/vda 0 KB/s 52 KB/s 0%
& Recent Alarms A~ ¥ Top 5 Filesystem - Server
There is no data to display. Server Filesystem Total Size Free Size
B netwt / 248718 942 GB
B nctwz /boot 191.2 MB 857 MB
& nctmb2 fooot 196.7 MB 924 MB
B netmb ! 918 GB 479 GB

Hinh 2. 17: Giao di¢n Dashboard ciia thiét bi dwgc giam sat béi Polestar
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— Chirc nang View Event
Chtrc ning View Event trong hé thong giam sat Polestar cho phép quan tri
vién theo ddi, phan tich va danh gi chi tiét cac sy kién phat sinh trong hé thdng
mang. Giao dién Review Event cung cip biéu do thong ké theo thoi gian va theo
tai nguyén, giup hién thi o rang sb lugng su kién dugc phan loai theo muc do

nghiém trong (Critical, Major, Minor, Warning).

Q search ~
ASeverity & Search Mode
WOEBUG @ INFO A WAR) v . %) Real-time () History

© Within 6 hour

Q Resource Selection QEvent Source QEvent Type QResource Name Qindlude QExclude
Select Resources = Al ¥
| Search Child Resources
D Reset || WS 4, Load
@ Severity Count per Time ~
300k
200k - ] +
0s-21 19:50 "
® ERROR- 118 671
WARN: 7 661
100k ® INFO: 3 090
® DEBUG 1 254 I I I I I
NEEEEEEREREERERERER rxwd FRRRRND Il nusn.
04-2116:30 04-21 1740 04-2118:50 04-21 20:00 04-21 2170 04-21 2220
iE Severity Count per Resource A
Grid Graph
DEBU  INF WAR ERRO FATA
Rasource Name = Gz 0: Nz R: Lz Sumg sm
Bl 17 MOS~HT_Dichas- HT. dautus-LNT-LNT-mediad-Service monitoringLog me e e asenr o asen?
disservers2 o 3
\h_}rr MDS > HT_Dichvu> HT_dautu>bazzme > BUzzMe-3pp1 >monitor group>Log.cr o 0 193867 0 o — 25M
B TT MDS> HT_Dichwis HT N 0 e o . .

p>Log Process (7

Hinh 2. 18: Giao dién chirc ning Review Event ciia hé thong Polestar
- Sir dung chirc ning kiém soat 15i Alarm Console
Xem thong tin vé lich st 1 trong toan hé thdng tai Hinh 2.19.

“ Narm Console | ¢ Alarm History

& Alarms (1-12/12

[“Severky: NarmName:  TimeolOccurrence:  Durstion GroupPath ¢ System Name ¢ Hosthame: P Rascurce Name -
W Assca sl O Oy e Otewr  oabotkckdoman ool TN g p
[ LR L ’ao;;-wmmma,- fntszimmmm Of Servee Q80N 28002 :ﬁm.’m 0 28002
MERIGEREYS SR A e s S R
[T LR e.x&xz:golw' 144010 (1 we :\d?twm DAL o1 conee contosd centoett ;82163200 cento! (7

B T it ot e R s emesapt 1 am wencr 2
=0 venory iastcn ﬁ‘#me” i&%:‘-“:ﬁ O Sener  centosst P T
mmm ﬁg’ammem imm:.m BGWAS  JTOPQIVGRIT gamm h;g&g_w;
=0 ooy tiaxten m’m“" %Eéw#s Ot chosbadomen  SAPad 1RIEIE g gy 2

Hinh 2. 19: Giao di¢n man hinh canh bao tip trung ciia h¢ thong Polestar
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Khi mét canh bao duoc nhép véo, chi tiét ctia canh bao s& dugc hién thi.
Céc chi tiét ndy bao gdm xac nhan ca nhan, tiy chon x6a canh béo, va hién thi
toan bo danh sach canh bao bén trai, dé ngudi dung c6 thé xem céac canh bao
khac. Nguoi ding c6 thé kiém tra thong tin co ban cia canh bao véi cac tab nhu
Condition Log, Alarm Notes, Notification Log, Trigger Action Log, Alarm
History, Alarm Definition, Knowledge Database, Associated Resource, Custom

Property trong cira so chi tiét cia canh bao nhu Hinh 2.20.

© CPUs WaitingProcesses 4. Database>Database Server 2>CPU

Severity Critical
Alarm Name CPUs WaitingProcesses
Time of Occurrence 2018-05-09 12:44:51 (29 minutes ago)
Host IP 192.168.232.120
Target £ 4C
Condition Log Waiting Processes [33.5 (>= 20)]
Condition Settings Waiting Processes [Trouble In Range 15 ~ 19, Attention >= 10, Clear < 10, Critical >= 20]
Progress Status Acked
Message [Trouble In Range 15 ~ 19, Attention >= 10, Clear < 10, Critical >= 20}

Code Description
Assigned To administrator

Resource Manager There is no data to display

Hinh 2. 20: Giao dién chi tiét canh béo ciia hé thong Polestar

- Thiét 1ap ngudng canh bio

Pé thiét 1ap cac canh bao trg gitp nguoi ding quan tri phong ngira cac su
c¢b lién quan dén viéc qué tai (CPU, Ram, ...) Pay dung luong (File System,
tablespace, ...), Polestar cho phép ngudi dung tu thiét 14p cac canh bao vé6i cip
dd ma canh bao duoc kich hoat, dugc diéu chinh mot cach mém déo thong qua
chtrc ning Threshold Setting. C6 3 phuong thirc dugc st dung dé thiét lap
nguong:
2.4.P4nh gia tdng quan vé cac giai phap giam sat

Dé lya chon dugc giai phap giam sat mang phu hop véi dic thi hé thong va

yéu cau van hanh ctia t6 churc, can c6 cai nhin tong quan vé cac cong cu pho
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bién hién nay, ttr goc do kién trtc, kha nang mo rong, tinh linh hoat dén mtrc do
dé str dung va hiéu qua canh bao. Trong phan niy toi di tién hanh phén tich, so
sanh cac giai phap giam sat mang tiéu biéu nhu Nagios, Zabbix, PRTG Network
Monitor va Polestar. Céc tiéu chi duoc lya chon danh gid déu xuét phat tir yéu
cau thuc tién trong qua trinh quan tri hé théng mang doanh nghiép. Bdng 2.1
trinh bay téng quan céc tiéu chi k¥ thuat quan trong va mirc do dap tng cua timg

giai phap, 1am co s& dé phan tich wu — nhuoc diém va kha nang ing dung trong

cac mo hinh ha tang khac nhau.

Bing 2.1 So sanh tong quan céc giai phap giam sat mang

STT | Tiéu chi danh Nagios Zabbix PTRG Network Polestar
gia Monitor
1 | Loai phan mém | Mainguén | Mangudon mé | Thuong mai Thuong mai
mo (c6 ban mién
phi gidi han)
2 Kha ning mé¢ | Trung binh Cao Trung binh Cao
rong (tuy thudc (gi6i han trong | (ho tro mang quy
cAu hinh moi truong mo 16m)
plugin) 16n)
3 | Hb tro giao thirc SNMP, SNMP, JMX, | SNMP, WMI, | SNMP, Agent,
giam sat ICMP, IPMI, SSH, NetFlow, RMON, Trap
HTTP, Telnet Packet Sniffing
plugin
4 | DEsirdungva Kho Trung binh Dé Trung binh
ciu hinh ban (yéu cau (d0i hoi hoc | (giao dién than | (cAn ddo tao ban
dau kién thirc | tdp ban dau) | thién, hudng dau)
céu hinh) dan 10 rang)
5 | Kha ning canh Tt RAt tdt Tt Xuét sic
bdo va giri thong | (email, SMS | (linh hoat | (tuy chinh alert | (canh b4o theo
bao qua ciu hinh | theo kich ban dé dang) logic nghiép vu
plugin) va ngudng) va Al)
6 Phéin quyén Co ban Tt Co ban RAt tbt
ngudi dung (ho tro theo (chi tiét theo vai
nhom) tro)
7 Hién thi truc DPon gian Tt Xuét sic RAt tbt
quan va (it dd hoa) | (cobiéudd va| (d6 hoadep, | (hd tro Topology
dashboard bao cao linh | biéu d6 chi tiét) | Map, System
hoat) Map)
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8 | Tinh ning phan | Khong hd | Khong hd trg | Khong hd tro Co
tich & du doan tro (du béo hiéu
(AI/ML) nang, xu hudng
su ¢ véi Al)
9 Khad ning tich Cao Rét cao Trung binh T6t
hop h¢ thong (nhiéu (APImanh | (c6 APIriéng | (hd trg APIva
khic plugin) mg, ho trg nhung b1 gié1 | tich hop dir li€u
DevOps) han) tir nhiéu ngudn)
10 | Tinh bdo mat va Co ban Cao Trung binh Cao
kiém soat truy (2FA, phan (x4c thuc nhiéu
cap quyén chi tiét) 16p, nhat ky truy
cap day du)
11 Chi phi trién | Thip (min Thap Trung binh — Cao
khai va van phi) (mién phi, trir cao (phu hop doanh
hanh chi phi ha (phién ban tra | nghiép 16n, can
tang) phi theo s dau tu ban dau)
lugng sensor)
12 | Phu hgp véi quy | Nho - Trung | Trung binh - Nho - Trung | Trung binh - Lon
md to chirc binh Lén binh (dac biét thich
hop doanh
nghiép vién
thong)
13 | Kha niing gidm Co Co Co Co
sat da nén tang | (qua plugin) (da dang (nhung gi6i | (da hé diéu hanh,
agent va tich han & cloud cloud, hybrid va
hop cloud) phtc tap) thiét bi mang)

Tir bang so sanh tong quan cac giai phap giam sat mang, ¢ thé rat ra mot
s6 két luan quan trong nham dinh huéng Iya chon phit hop véi tirng mé hinh va
nhu cau sir dung. Trong d6, Polestar ndi bat voi kha ning giam sat thong minh,
tich hop céac tinh nang phan tich va du doan nho ing dung tri tué nhan tao (Al),
dong thoi c6 thé trién khai hidu qua trong cac hé thong mang 1én va phirc tap.
Zabbix la giai phap phu hop cho cac doanh nghiép c6 doi ngli k§ thuét chuyén
sdu, v6i yéu cau cao vé kha ning tiy bién, linh hoat trong c4u hinh va mé rong.
Trong khi d6, Nagios 1a Iya chon 1y tuéng cho nhiing to chirc c6 ngan sach han
ché, phu hop véi hé thong quy mé nho; tuy nhién, viée trién khai va van hanh

doi hoi nguoi dung phai cé kién thie k¥ thuat viing vang. Cubi cung, PRTG
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dap tmg tot nhu cau cua cac doanh nghiép vira va nhé nho kha ning trién khai
nhanh, giao dién tryc quan va dé su dung, nhung lai gap han ché nhat dinh khi

mo rong quy mo giam sat Ién mirc cao hon.

2.5.Két luan chwong 2

Trong chuong nay, luin an da trinh bay mot cach toan dién vé cac thanh
phan co ban, chitc ning quan 1y va kién trac hé thong giam sat ha ting mang
hién dai, dac biét 1a trong bdi canh cua mo hinh quan ly TMN. Qua viéc phan
tich sdu cac chirc ning nhu giam sat, ciu hinh, quan 1y sy cd, bao mat va kha
ning tich hop — mé rong, c6 thé khang dinh rang mot hé thong giam sat hiéu
qua can c6 kha ning cha dong, toan dién va linh hoat dé dap tmg cac yéu cau
ngay cang cao trong quan Iy ha ting mang.

Tir viée nghién ciru sdu giai phap Polestar va phan tich so sanh tong quan
v6i cac cong cy giam sat pho bién hién nay nhu Nagios, Zabbix, PRTG Network
Monitor, cé thé thiy ring Polestar noi bat nho kha ning giam sat toan dién, linh
hoat va thong minh hon. H¢ théng duoc thiét ké véi kién tric tap trung, hod tro
da giao thirc (SNMP, RMON, Trap, Agent), c¢6 thé giam sat dong thoi nhiéu d6i
tuong ha téng nhu may chu, thiét bi mang, co s dir liu va dich vu ing dung.

bac biét, Polestar tich hgp cac tinh nang hién dai nhu giam sat theo thoi
gian thyc, phan tich hi€u nang, cdnh bdo theo ngudng linh hoat, hién thi dit liéu
tryc quan trén Topology Map va Dashboard hé théng. Viéc ing dung cong nghé
Al trong phan tich xu huéng sy cb va toi wu van hanh 12 mot diém manh vuot
troi, giup du bao va ngin ngira su ¢b hidu qua — diéu ma cac giai phap giam sat
truyén thong con han ché. Dong thoi, hé thong hd trg phan quyén chi tiét theo
vai tro va tich hop d& dang véi cac ha ting CNTT hién hitu.

Giai phap Polestar da dugc danh gid va phan tich nhu mot mo hinh tién tién,
c¢6 kha ning tich hop cao va cung cip chitrc ning giam sat manh mé thong qua
nhiéu giao thirc khac nhau nhu SNMP, RMON va agent-based. Véi cac tinh

nang nhu gidm sat theo thoi gian thuc, canh bao tic thoi, kha nang du doan nho
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Al va giao dién truc quan, Polestar ndi bat so v6i cac giai phap truyén théng
khac nhu Nagios, Zabbix hay PRTG. Nhiing phan tich va danh gia trong chuong
nay da lam rd sy uvu viét va tinh ing dung cao cua Polestar trong viéc nang cao
hiéu qua giam sat va van hanh ha tAng mang tai cac doanh nghiép 16n nhu Trung

tam Dich vu s Mobifone.
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CHUONG 3: UNG DUNG GIAI PHAP GIAM SAT
POLESTAR CHO HA TANG MANG TRUNG TAM DICH VU
SO MOBIOFNE

3.1.Pit van dé

Trong bbi canh cong nghé thong tin phat trién manh mé va hé thong ha tang
ngay cang tré nén phirc tap, viéc giam sat mang déng vai tro then chét trong bao
dam tinh 6n dinh, an toan va hiéu qua van hanh cta toan b hé théng. Giam sat
mang khong chi gitip quan tri vién nam bat chinh xac va kip thoi cac hoat dong
dang dién ra trong hé théng, ma con 13 co so dé lap ké hoach sira chira, thay thé
thiét bi mot cach chu dong, tranh tinh trang hong hoc dot ngot gay gian doan
dich vu.

Mot trong nhitng 1oi ich thiét thuc ctia giam sat 13 kha ning chan doan nhanh
céc sy ¢ phét sinh, tir d6 rat ngan thoi gian khic phuc va giam thiéu tac dong
dén nguoi dung cubi. Pong thoi, hé théng gidm sat con cung cip bao céo truc
quan, 1 rang, ho tro viéc theo ddi hiéu suat hoat dong va lap ké hoach nang cép,
mo rong tai nguyén phu hop. Viéc giam sat lién tuc cac tai nguyén trong hé
théng nhu CPU, bang thong, bd nhé hay thiét bi mang ciing 1a yéu t6 quan trong
gitip duy tri hiéu suat toi vu.

Ngoai ra, giam sat ha ting mang con gop phan dam bao hé thdng van hanh
lién tyc va 6n dinh, giam thiéu thoi gian chét va ning cao trai nghiém ngudi
dung. Vé lau dai, viéc trién khai hé thong giam sat hiéu qua sé gitp tiét kiém
thoi gian, chi phi van hanh, dong thoi nang cao hiéu qua quan 1y va béao tri hé
thdng CNTT trong t6 chirc.

Trung tim Dich vu s6 Mobifone hoat dong trong linh vuc vién thong — cong
nghé thong tin. Do d6 cong ty c6 cac may chii chira nhiéu théng tin quan trong
vé khach hang ciing nhu cac s6 liéu tai chinh. Cung véi sy doi hoi 16n hon vé
bang thong mang cac thiét bi, may chu chira cac dir liéu va tai nguyén nay yéu

cau can dugc gidm sat tinh trang mang str dung mot cach chit ché va can thiét.
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Ngoai su hd tro ctiia hé théng bdo v¢ mang nhu tuong ltra thi vai tro cua
ngudi quan tri vién ciing hét strc quan trong. Tuy nhién khong phai lic nao ngudi
quan tri ciing c6 thé ndm bat dugc hét tinh trang ctia hé thng, khi c6 hé thong
bi sy ¢6 rdi thi quan tri vién méi bat du do tim nguyén nhan va khic phuc sy
cb. Hodc khi cap trén yéu cau bao cdo tinh trang hé théng hing ngay, hang tuan
thi cong viée d6 ciing lam ngudi quan tri mat rt nhiéu cong strc dé thyc hién.
Nhung hiéu qua dem lai thuc sy chua cao, thong tin hé thong dap tng chua di.
Hién nay c6 rat nhiéu phadn mém quan 1y hé thong tai nguyén mang sir dung cac
thiét bi phan cting dat tién. Tuy nhién mot s6 phan mém ciing dap ing mot cach
toan dién voi nhiéu tinh nang vuot troi.

Xuét phat tir nhitng nhu cau trén, viy nén xay dung mot hé théng giam sat
mang 1a diéu hét sirc can thiét.
3.2.Giai phap giam sat cho ha ting mang ciia Trung tim Dich vu s

Mobifone
3.2.1. Giédi thiéu mo6 hinh

y_

Trinh duyét Web

P+ ol

May chu cor sér diF liéu Cum may chu quan ly

Gl ==
ﬁ =

May chi Thiét bi mang

Hinh 3. 1: M hinh gidi phap giam sat ha ting mang Trung tim Dich vu s6 Mobifone
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Trong Hinh 3.1 nay goém c6 3 16p riéng biét:
— UI Layer (L6p giao dién nguoi dung)
— Manager Layer (L&p quan ly)
— Agent Layer

UI Layer (L6p giao dién ngudi dung): Polestar cung cép giao dién nguoi
dung dua trén web ctia céng nghé HTMLS5. Nguoi dung c6 thé sir dung céac chire
ning cia POLESTAR thong qua web ma khong can cai dat tmg dung riéng.

Manager Layer (Lop quan 1y) : Lép quan 1y bao gdm may chit DB va may
chu AP trong d6 POLESTAR duoc cai dat dé hoat dong. May chu AP nhan yéu
cau ctia ngudi dung théng qua UI va mang thong tin tir kho luu trix dir liéu va
16p tac nhan dé cung cap cho nguoi diung. N6 ciing thu thap thong tin tir 16p tac
nhan theo chu ky thu thap xac dinh dé xir 1y thong tin vé cau hinh va hiéu suat.
Tai cia may cha AP ting tuyén tinh v6i s6 luong ngudi dung va thiét bi kiém
soat tang 1én. Viéc két hop nhiéu may cha AP trong cac cum cho phép xay dung
hé thdng c6 tinh sin sang cao cing voi su phan tan tai. Ngoai ra, ché do xem
giéng hét nhau duoc hién thi bat ké may chi AP nao ngudi dung truy cap.

Repository (DB): co sd dit lidu chira cac thong tin gidam sat dé phuc vu phan
tich, thong ké, bao cdo theo ¥ mudn. Pay ciing 13 ngudn dit liéu quy gia hd trg
viéc hoach dinh dau tu nang cdp co so ha ting sau nay.

Agent layer : La 16p thiét bi dé giam sat, may chu phai duoc tai Agent
POLESTAR va thiét bi mang s& tiép tuc kich hoat Agent SMNP. Céc phién ban
SNMP duoc hd trg Versionsarevl, v2¢ va v3.

3.2.2. Kich ban giam sat hé thong mang

Xay dung kich ban giam st thiét bi mang (Server va Devices network)
trong hé thong mang bao gdm: may chu chay hé diéu hanh Linux va thiét bi
mang Switch Cisco.

— Gidm sat trang thai trén cac thiét bi mang
+ Trang thai hoat dong.

+ Trang thai hoat dong cua cac Interface.



68

— Giam sat viéc sir dung tai nguyén

_|_

_|._

CPU: s6 luong processes trong hang doi hay theo % sir dung CPU

ctia hé thong.

Ram: Cho biét dung luong tong, s6 luong dung lugng sir dung hay

con trong.

Disk: Cho biét dung luong tong, con trong va di sir dung.

— Giam sat luu lugng mang vao ra trén cac thiét bi mang

- Gidm sat luu luong vao ra trén cac interface cua thiét bi mang: tong luu

lugng vao ra

— Thong tin, quan 1y dir liéu gidm sat cua cac thiét bi mang

+

Luu trit cac thong sb trong 7 -> 30 ngay c6 thé xem lai va phuc vu

cho cong tac phan tich sau nay.

Bicu dién theo danh sach hodc biéu d6 truc quan cac thong s6 vé

tinh trang tai nguyén cia céc thiét bj mang.

- Canh bao

+ Canh bao trang thai hoat dong: Vi du thiét bi mang bi down hoic

su ¢ bat thuong.

+ Canh bdo dich vu: Service bj tit hay thay d6i trang thai hoat dong.

3.2.3. Tién trinh xay hé thong giam sat

Mo két ndi tir may chu can tich hop dén hé thong giam sat ha tang mang

Polestar

Bang 3.1: Thong tin két noi dén hé thong giam sit ha tang mang Polestar

] IP Nguon ,
DPOI TUQNG IP Pich M¢ Port va cung cap thong tin
(Polestar)
Thiét bi can | Port: 31001, 31002, 31003, TCP/UDP
Server 10.10.1.97

giam sat

(2 chiéu)
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] IP Ngudn ]
POI TUQNG IP Dich Mé Port va cung cap thong tin
(Polestar)
10.10.1.98 Thuc hién login vao server dé cai

Agent

Thiét bj can | Port: 161/162 (TCP;UDP)
Network o ,
glam sat Cung cap snmp community string

Tich hop may Agent trén may chu Linux
— Kiém tra thong tin OS va di chuyén tap cai dit Agent cho may chu

Linux vao thu muc cai dat da duoc tao:
[root@Linux agent[# uname -a

Linux Linux 3.10.0-1127.10.1.el7.x86_64 #1 SMP Wed Jun 3
14:28:03 UTC 2024 x86_64 x86_64 x86_64 GNU/Linux

— Giai nén tap bang tar:

[root@Linux agent[#tar -7xvf
NNPAgent SMS Linux64 3.4 _7.6.18.tar

- Sé thy tep Agentlnstall.sh va thu muc
NNPAgent SMS Linux64 3.4 7.6.18.tar

[root@Linux agent[#ls

Agentlnstall.sh NNPAgent
NNPAgent SMS Linux64 3.4 _7.6.18.tar.

— Cai dat Agent
[root@Linux agent|#./AgentInstall.sh -t 2
AGENT ID = Linux_20200903100616
AGENT _PORT = 31003

agent conf file setup success!!
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systemctl
auto start script add success.
[root@Linux agent|#
—  Kiém tra tién trinh SMS Agent
[root@PS-APES-HNO1 agent[# ps -ef|grep AGENT
root 11836 9256 0 09:49 pts/2  00:00:00 grep --color=auto
AGENT
root 24206 1 0Sep02? 00:02:10 MAGENT7
root 24251 1 0Sep02? 00:09:44 SMSAGENT7
Thém thiét bi trén giao dién ngudi ding
— Nhép vao [Group Name] va lam theo cac budc nhu Hink 3.2

e Heap e Welcome,
| 6% administrator

Live | 6hr m Week | Month = Year B Export to POF

Edit
1

ananee T Fuant Manitadna |

&, System Group | ¢ Resource Registration

L& ICMP Device Delete
-’h . EH Network Device v V)

POLESTAR [RERSEE] 2+ ¥ 3 [ Server

me| O Virtual Device ™ =

S DB2instance

°:? ]|

“4 M Root
@ POLESTAR

22 FTP Monitor

<%, POLESTAR HN o o

& Test < LBDomain
8 [®] Monitor Group
MySQL Database
Oracle DB

4
—
@ SMTP Monitor

= SQL Server DB

&3 Syslog Receiver
3Ta g TrapReceiver S

Ing [E WAS System alSize UsedSize Utilization
L[] WebAPM Agent
Me [@] WebAPM Transaction A

Wah! IRl Manitar

Hinh 3. 2: Giao dién tich hop thiét bi cin giam sat trén hé thong Polestar
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— Chuyén dén “*Host”, dién thong tin IP may chu giam sat, sau d6 nhap
vao “Next” khi hoan tat nhu Hinh 3.3.

Server Resource Registration

Resource Search

Input Server resource information to discover.

Property Value
= Connection Type Passive
I
31003

e |

Hinh 3. 3: Giao di¢n thong tin chi tiét thiét bi cin giam sat h¢ thong Polestar
—  Sau khi thém thiét bi ta s& co thong tin thiét bi gdm cac truong:
Availability, CPU, Memory, Top 5 Disk 10, Top 5 Filesystem, Alarm,

Information nhu Hinh 24.

A LNT-appl serer 4 =
= Process ‘ o SnapSth| £ Session Status | & Inventory | -&" Alarm ‘ [ Notification | B Resource Manager | [ Event |f Monitoring | ® Operation | £ Configuration | / Settings
Availability Aarm
( Current ‘ our | ‘ o 100 ‘ ‘ [ o 0 o 3 Q 5 3 0 ‘
2 CPU/Memory Utilization A | | IF Top5 Process A
CPU Utlization Niemory Utilization D2 Process Name & CPU Utilization § Memory Utilization & /0 Usage
( 5% ] (ﬁ 475297 kemiuned ] aKess
188772 cadvisor N 867% 11 037% ] oKess
75.0%
2364883 beam.smp [ 208% 1l 295 [RELCH
. 183650 named I % Il 38% | 4096 8/5
4011721 prometheus I = 1L 221% | 108 keys
25.0% (9 22:48:26, Total 280 Process Deta )
™ a n n o Y W
0.0% = i
05-0817:00 05-0818:00 05-08 19:00 05-0820:00 05-08 21:00 05-08 22:00 15 Top 5Disk o
Disk Reads Writes Read Bytes Write Bytes 1/0 Process Rate
IF Top 5 Process Monitor ~ /dev/sda 030 Count/s 101 Count/s 16 K8/s 100.9 KB/s
©22:48:36 Total 1 Disk Detail
Process Name Progesses CPU Utilization Memory Utilization 1/0 Usage
(3 aps 1 406 KB/s 1F Total Rx/Tx Traffic rs
@ sopo . asves
& eron
[3] emonitor 1 05% 0.06% 0 K8/ -
3 webvce 1 asves
[ callemetword 1 4096 8/s 9.8M
IF Top 5 Filesystem -~ oM )
WAL o
Filesystem Total Size Free Size Utilization ' \("M‘\U‘" il ad
a/ 1832GB 12568 05-08 17:00  05-08 15:00 05-0819:00 05-08 20:00 05-0821:00 05-08 22:00
B u02/data 5TE 1278
& /oot 9752 M2 7833 M2
|m Sl - ‘

Hinh 3. 4:

Giao dién Dashboard thiét bj dwoc tich hop trén hé thong Polestar
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3.2.4. Thiét 1ap canh bao

Tao Role nguoi dung, ¢ day ta thuc hién tao Role tai Tab Access Control —

Mange users and roles va dién cac théng tin can thiét nhu trong Hink 3.5.

@ Access Control Manage users and roles.

New Role

« Name

test canh baoc

Description

Domain Description

Access Contro Manage users and roles.

Resource Registration Register new resounes.

System Management Manage system settings and licenses

Custom Monitor Manage Custom monitors,

Monitor Template Manage monitor templates.

Resource Operation Run Run a resource operation (ping check, routing table etc).
Report Management Manage reports and report schedules,

Maintenance Job Manage maintenance job.

Hinh 3.5: Giao di¢n quyén ngudi dung trén hé thong Polestar

Tao tai khoan dﬁy du thong tin tai muc Access Control vi déy du cac thong
tin co ban (ID, Password, Company Name, Department Name, email address,

Mobifone Number) nhu Hinh 3.6.

& Access Control » Manage us

trung.td Tran Doan Trung

« I

+ User Name
T DoanTr

ung

Password i you da net want t2 change the passward, leave it Blank

[ Account Locked {Login is not permitted.)
[C] Exclude S50 (exclude from user data synchronization)

Company Name
Department Name
Email Address

trung td@maobifene.vn

Mobile Nu

er

]

Messenger ID

IP-based Access Control @

Hinh 3. 6: Giao di¢n thong tin chi tiét ngwdi ding trén hé thong Polestar
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Tiép tuc add role da tao “test canh bao” vdi user da duoc tao & trén nhu
Hinh 3.7. Trong giao dién nay, ngudi quan tri c6 thé lya chon cac quyén (role)
c6 sdn tir danh sach bén trai “Available Role” va thém vao danh sach quyén da
chon “Selected Role” bang cach sir dung nat chuyén huéng. Viéc thém quyén
nhu “test canh bao” gitip gid1 han va dinh nghia rd pham vi thao tac ciia nguoi
dung trong hé théng, dam bao tinh bao mat va kiém soat truy cp chit ché. Sau
khi lya chon xong, nhin Save dé hoan tit qué trinh gan quyén cho tai khoan.
Pay 1a budc quan trong trong viéc cAu hinh phan quyén nhim dam bao mdi

ngudi ding chi duoc thao tac trong pham vi chirc ning duoc cip phép

Eant can® bad

Hinh 3. 7: Giao dién thém phan quyén trén tai khoin nguoi ding

3.3.Panh gia hoat dong ciia hé thong
3.3.1. Giam sat cac trang thai cua host

Theo doi trang thai cua may chu da duoc tich hgp & tab Inventory trong
System Group LNT nhu Hinh 3.8. Tai Tab Server dang duogc tich hop 1a 14
server nhu Hinh 3.8. Mau xanh tai cdt System Name bao hién host dang hoat
dong binh thuong (UP). Truong hop mau d6 1 host gip su ¢b két ndi hay bi
down. Trong hinh anh ta c6 thé théy , viéc giam sat dugc toi st dung Polestar
Agent (Port 31001-31003) c6 day du cac thong tin nhu: CPU Utilization,
Memory Utilization, Disk I/O Rate, Filesystem Utilization, Rx/Tx Traffic,....
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83 LNT system Group

“&- Alarm | [} Notification | B Resource Manager | [l Event | () Monitoring | J“ Settings

g Sener(14) | B LogMonitor(13) | 3 Child Resources(14)
Q System Name Q IP Address Q Vendor QoS
[ | | | | || I - -
Server(14)

Group s SystemName#  IPAddresss Vendor: OS% CPU Utilization 4 Memory Utilization 4 Disk [/ORates  Filesystem Utilization  RxTraffics TxTraffics Sessions# Priority+
TT MDS>HT_BichvusHT_dautu=LNT A LNT-app1 Red Hat  LINUX [ 52% | [ B ovbps 12Mbps 440

TT MDS>HT DichvusHT dautu=LNT 4 LNT-app2 Red Hat  LINUX ] s B 055 s | sosakbps se7SKops 410

TT MDS>HT DichvusHT dautu=LNT {3 LNT-app3 Red Hat  LINUX 4326Kbps  4162Kbps 388

TT MDS>HT_Dichvu>HT dautu=LNT ) LNT-sipproy1 RedHat  LINUX |a212kbps  E170Kops 243

TT MDS>HT_Dichvu>HT dautu-LNT & LNT-sipproxy2 RedHat  LINUX 2862 Kbps 4192 Kbps 184

TT MDS>HT_DichvusHT_dautu=LNT 4 LNT-media1 Red Hat  LINUX | S 54 Keps 9013Kops 95

TT MDS>HT_DichvusHT_dautusLNT 0 LNT-media2 Red Hat  LINUX 1.2 Mbps 1.4 Mbps a9

TT MDS>HT DichvusHT dautusLNT &b LNT-media3 Red Hat  LINUX 13Mbps  11Mbps 102

TT MDS>HT Dichvu»HT dautu=LNT () LNT-mediad RedHat  LINUX 16Mbps  25Mpps 107

TT MDS>HT_Dichvu>HT_dautu=LNT & LNT-dsul RedHat  LINUX 81% 2 52Mbps  26Mbps 1356

TT MDS>HT_DichvusHT dautu=LNT A LNT-dsu2 Red Hat  LINUX I 45 B BT savops 34Mbps 144

TT MDS>HT DichvusHT dautu=LNT A LNT-web1 Red Hat  LINUX B [ e I 0% 101Kbps  427Kbps 45

TT MDS>HT Dichvu>HT dautu=INT () LNT-web2 Red Hat  LINUX [ I il 0% T4Kbps  S42Kbps 31

TT MDS=HT DichvusHT dautu=INT /3 LNT-medias Red Hat  LINUX ] 55% | 1% I [ 0% 8475Kbps  15Mbps 158

Hinh 3. 8: Giao dién chi tiét thiét bi dd dwoc thém ciia nhém LNT trén hé thong

Polestar

Truong hop béo 16i Polestar Agent nhu trong Hinh 29: System Name mbf-
dc-dmz va mbthn-log3 cia System Group TT MDS-Mobifone PAY dang bao

d6 (Down). Dé kiém tra 15i rd hon ta Click 2 1an vao Host dang 16i va vao tab

Alarm nhu Hinh 3.9 s& thay duoc hién tai c6 3 canh bao 156i: Agent Status
(Polestar Agent mat két ndi Port 31001-31003), ICMP Status (Két ndi ICMP

dén Polestar dang mat két ndi), Server Availability (Trang thai Server dang

khong hoat dong).

482 Mobifone PAY system Grovp

‘ (7 Summary |  Session Status & Alarm ‘ [ Notification | &% Resource Manager | 1. Role [T Event ‘ [ Monitoring | /& Settings
§ Senver(2) | B LogMonitor(1) | 3 Child Resources(2)
QSystem Name QIPAddress Q Vendor QoS
[ || || || [ -
Server(2)
Group + System Name 2 IPAddresss  Vendor 3 oS3 Types  CPU Utilization 2 Memory Utilization & Disk |/ORate s Filasystem Utilization & RxTraffics  TxTraffics  Sessionss  Priority &
TT MDS=Mobifone PAY 22 mbfhn-de-dmz VMware Inc. ~ WINDOWS  Virtual [ [ - [ - [ - |-
TT MDS>Mobifone PAY A mbfhn-logs03 VMware, Inc.  LINUX vitual | i = i = i = ] -
42 mbfhn-dc-dmz semer 41 =

£ Process | <) SnapShot | = Session Status [ Resource Manager | 1. Role ® Operation | £ Configuration | ,& Settings

G mentory 1] Wostition

[ Event ‘ L) Monitoring

W Adive | @ History | [ Definition

QName Qondition QTarget QUsage Status
‘\ ‘ ‘ ‘ ‘ ‘ @Al (O)Yes ONo
] Search Chid Resources

Alarm Definition (3) [ §] + Add Complex

Notification ~ Action

Ds Name * Severity Targets Condition Usage Status ¢ Template Used Source Logation
6225077 33 Agent Stafus 2% TT MDS>Mabifone PAY>mifhn-dc-dmz Agent Status [Down = Down (10 consecutive times), Clear = Up] v v Gy (MDS) Server Alarm
6225995 #2 TT MDS>Mabifane PAY> mbfhn-dc-dmz Availability [Down = DOWN (2 consecutive times), Clear = UP] v v % Server Alarm

6226001 38 Server Availabiliy

£ 17 MDS>Mobifone PAY> mbfhn-de-dmz Avalabilty [Dowin = DOWN (5 consecutve times), Clear = UP) v v G (MDS) Server Alam

Hinh 3. 9: Giao dién kiém tra 16i tich hop thiét bi trén hé thong Polestar

@
@
@
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Dé kiém tra trang thai cua cac Interfaces trén mot host ta Vao Host LNT-
appl nhu Hinh 3.10 c6 thé thay duoc cac Interfaces dang dugc list trén host d6

(Gom 5 Interfaces)

4 sh LNTEXSD
4 A LNT-app! X&)
> £¥ cpu
] Disks
> (= Filesystem
» B Memory
4 [7] Network Interfaces
[ br-g487572203f4
[7] br-BeddSefehtad
[ docker0
3 enpiso
3 virbr0
£, Network Session
L Other
= Process
> [M] Service monitoring EXE)
4[] TCP Canection

Hinh 3. 10: Cdt cac hang muc ciia hé thong dwoc tich hop giam sat

Dé kiém tra traffic ciia timg Interfaces ta chon vao timg Interfaces can kiém
tra va vao Tab Summary nhu Hinh 3.11 d thiy dugc cac biéu d6 thong tin chi
tiét trang thai cua Interfaces can kiém tra.

[ br-8cddSebebbad network nterisce

Inventory Alarm Notification | 5 Resource Manager | [ Monitoring | £ Configuration | /& Settings

Availability Alarm
Current our 0 100 7 0 ! 0 0 0
Wl Ry Traffic A | | @l TxTraffic N
1,000k 200k
500k 100k
50k 50k
l ¢
0.0 - 0.0 |
05-08 18:00 05-08 19:00 05-08 20:00 ©05-08 21:00 05-08 22:00 05-08 23:00 05-08 18:00 ©05-0819:00 05-0820:00 05-0821:00 05-0822:00 05-0823:00
W Ry Utilization A | | @ TxUtilization N
1.5% 1.5%
1.0% 1.0%
05-08 17:20 X
0.5%

® Rx Utilization:0 %

0.0% 0.0%
05-0818:00 05-0819:00 05-08 20:00 ©5-08 21:00 05-08 22:00  05-08 23:00 05-0818:00  05-0819:00 05-08 20:00 ©5-08 21:00 05-08 22:00 05-08 23:00

Hinh 3. 11: Bang chi tiét cac thong s6 ky thuit ciia Network interface
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Tinh nang gidm sat trang thai host trong Polestar cho phép theo ddi toan
dién hoat dong cua cac may chu theo thoi gian thuc. Viée hién thi rd rang trang
thai bang mau sic (xanh — hoat dong, dé6 — ngung hoat dong) gitip ngudi quan
tri dé dang nhén dién cac thiét bi gap su cd. Déng tho1, chirc nang canh béo chi
tiét nhu 161 két ndi Agent, 16i ICMP hay mat tin hiéu tir server cung cp thong
tin kip thoi va truc quan. Tuy nhién, viéc gidm sat trang thai c6 thé dugc ning
cao hon nita néu tich hop thém kha ning tu dong phan tich nguyén nhan sy ¢
(RCA) va dé xuat hudng xir Iy bang Al
3.3.2. Giam sat cac tai nguyén cua host

Trong Polestar (Web) viéc hién thi trang thai tai nguyén host duoc thé hién
trong muc Group cua tung Host nhu Hinh 3.12 (Trang thai xanh la UP, d¢ la

Down).

4 s INTEED
a LNT-app1 €XE)
- £F CPU
L] Disks
- = Filesystem
Memory

Metwork Interfaces

‘0 B

2. Network Session
L+ Other
= Process
Hinh 3. 12: Cjt cac hang muc ciia h¢ théng dwoc tich hop giam sat
Vé thong sé cac tai nguyén cta Host ta ¢6 thé xem tong quan tai tab
Summary ciia Host di dugc tich hop nhu Hinh 3.13 Gom day du cac tai nguyén
nhu: CPU, Memory. Top 5 Process, Top 5 Disk, Top 5 Filesystem, Rx/Tx
traffic, CPU Utilization, ...
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B Export o PDF

S| | ¢

Notification Resource Manager Event Monitoring Setting:
Availability Alarm
Current o 0 100 2 4 (@] 5 0
&& Devices/Services ) CPU/Memory - Server
Name Devices/Services
Monitor Group¢ 3/ 5] ) e e ) Se) ) ) ] ) ) ) ) e s e e e 10
) 5 ] ) ) e el .
Server ( a 8 =)
=
8
- 2 s
IF Top 5Disk IO - Serve g
>
Server Disk Read Bytes Write Bytes 1fO Process Rate % .
B wr-dsut /des 4662 MB/s 22 Mefs . L] . .o *
B iNT-dsu2 1929 M2/ 2488 K8/s 0 20 a0 60 100
@ NT-appt devrda 1248 YT Memory Utiization
& 1 devieda 0KEfs 185.4 K8/s
& devieda 4006 B/S 992 KB/s L
Filesystem Utilization
W Recent Alarms
75
Severity s Alarm Name s Ti Target Progress Status —
Fiesyten sl 2 " et 2
. zati 183268 :] 5%
EI‘\‘E,)MQ’H Utilizati % Not Acked ]
° - /u02/data 578 1278 =T
Filesystem Utiizati 2 ]
on a
o zati i Informati
fl‘\‘s,yﬂem Utlizati :: TR
° Name | LNT
Filesystem Utiizati 2
on t et dcked Description | -
Location

total_processes f‘ tori | Not Acked

Registration Date | 2022-03-1608:27:16

Hinh 3. 13: Giao dién Dashboard ciia hé thong da dwoc tich hop trén hé thong Polestar

Giai phap giam sat ha ting mang Polestar cung cap giao dién tryc quan dé
giam sat tai nguyén hé théng nhu CPU, b6 nho, hé théng tép, tién trinh va luu
lrgng mang. Cac thong s nay dugc tong hop tai tab Summary theo nhom host,
gitip ngudi ding c6 cai nhin tong thé va kip thoi danh gia hiéu suit cua timg
may chu. Biéu do va bang thong ké truc quan giup dé dang phat hién céc tai
nguyén st dung vugt ngudng. Tuy nhién, viéc giam sat tai nguyén hi¢n tai mang
tinh mo t4; kha nang phan tich xu hudéng va dy doan qua tai dua trén hoc may
(vi du: LSTM cho dy bao CPU load) sé& 1a hudng phat trién can thiét.

3.3.3. Giam sat trang thai hoat dong cta cac Service trén cac host

Tai tab Process ctia may chu LNT-appl ta c6 2 lwa chon kiéu xem 1a Graph
(dang biéu dd) nhu hinh va Table (Thong tin bang cot) nhw Hinh 3.14 va Hinh
3.15 thong keé chi tiét vé tit ca cac Process dang chay trén cac host voi day du

cac thong tin: PID, PPID, Process Nam, CPU/Memory Utilazition, ...
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O\ LNT-appl serer

@SalapShol|£SessiDnSlahs|anv!nlnry| & Alarm |DNuliﬁcd:ion & Resource Manager | [ B

100.0%
—, — —
0.0%
05-08 17:24 05-08 18:00 05-08 18:36 05-08 19:12 05-08 19:48 05-08 20:24 05

\i/m 2024-05-08 23:24:26 2] l Search | Latest

w2 Graph | B Table

CPU(%)

' “@-’him n@" n@” @ "W

0.01 0.015 0.02 0.025 0.03 0.035 0.04 0.045 0.05 0.055
Memory(%)

Hinh 3. 14: Biéu d6 giam sat Process ciia thiét bi

A LNT-appl serer

thentnry‘ & Alarm |E Notification | B Resource Mana

& Process K8 Snapﬂ’lo‘t‘ = Session Status

100.0% 05-08 18:19

@ CPU Utilization: 10.7 %
® Memory Utilization:63.3 %

—_— e ——

0.0%
05-08 17:24 05-08 18:00 05-08 18:36 05-08 19:12 05-08 19:48 05-08 20:24

E| ‘zoza—cs-oa 23:24:26 | Search

es Graph @ Table

12 3 4|56 7/|8|9|10 11 12

PID 3 PPID%  Process Name $ Process Parameters  CPU Utilization,  Memory Utilization$  Memery Usage &
4175297 1079067 ksmiuned fpin/bash fuse/sh... — T — 267 MB

188772 188734  cadlvisor fusr/bin/cadvisor. B e | 037% | 217 mB

2364888 1 beamsmp fusr/libs4/erlangy... I 368% I 13% | s6GB

2826377 1 java Java -noverify -X.. I 148% I 201% | 143 GE

4011721 4011699 prometheus foin/prometheus .. I e | 221% | 804 GB

183650 1 named Jusr/stin/named ... I % I 1380 | 2168

2608832 1 java java -noverify -X... | 08% i 525% | 167 GB

Hinh 3. 15: Théong s6 chi tiét giam sat Process ciia thiét bi



79

O day ta co thé theo ddi theo thoi gian thuc hodc lya chon thong tin thoi
gian dé kiém tra lai cic Log hoat dong cuia cac Process theo thoi gian nhat dinh

nhu Hinh 3.16.

Process Name

1540 1 - st/ o/ obus-da pi% 002% 606 M8

Hinh 3. 16: Thong s6 chi tiét giam sat Process ciia thiét bj

Thong qua tab Process, Polestar hd tro ca hai ché do hién thi dang biéu dd
va bang dit liéu, cho phép nguoi quan tri theo doi ddy du thong tin vé cac tién
trinh dang chay nhu PID, tén tién trinh, mérc st dung CPU/RAM. Viéc hd tro
truy xuét theo thoi gian thyuc va truy van dir liéu lich st tao diéu kién thuén loi
trong phan tich hanh vi hoat dong ctia dich vu. Tinh ning nay rét hitu ich trong
viéc danh gia mirc d6 tiéu thu tai nguyén va phat hién tién trinh bat thuong. Tuy
nhién, dé ting tinh thong minh, c6 thé tich hop co ché canh bao dwa trén hanh
vi (behavioral anomaly detection) bang mé hinh Al
3.3.4. Giam sat luu lwgng mang trén cac host

Vao ltc 19:45 ngay 01-05 thi c6 hién tuong traffice Rxx ting dot bién véi
bién d6 cao: Min = 1.00ms va Max 53.00ms (Ta c6 thé thiy rd trén biéu do) tai

Hinh 3.17.
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-

Summary Process SnapShot Session Status Inventory Alarm Motification Resource Manager

il RTT

L 11.40ms
o 1.00ms,53.00ms Lo

1 13:00 05-01 17:50

05-01 03:20 5-01 08

Hinh 3. 17: Biéu d6 giam sat lwu lwong mang ciia thiét bi

Vao ltc 19:45 ngay 01-05 thi c6 hién tugng traffice Rxx ting dot bién véi
bién d6 cao: Min = 1.00ms va Max 53.00ms (Ta c6 thé thiy rd trén biéu d) tai
Hinh 3.17.

Chtrc nang giam sat luu luong mang cho phép theo ddi chi tiét traffic in/out
trén ting interface mang, ho tro nhan dién nhanh céc hién tuong dot bién bang
thong hoac tac nghén cuc bd. Cac biéu do thoi gian thuc minh hoa rd rang su
thay d6i luu lugng theo thoi gian gitip ngudi van hanh chii dong diéu phdi tai
nguyén mang. Du tinh ning nay dap ung tot yéu cau quan sat hién trang, nhung
dé cai thién hon nita, hé théng c6 thé tich hop céac thuat todn phat hi¢n DDoS
hoic luu lugng bt thudng dya trén md hinh clustering hoic deep learning.
3.3.5. Canh bao su cd

Tai tab Alarm cua server LNT-appl nhu Hinh 3.18 ta c6 thé thdy cac canh

bao cua cac 101 dugc cau hinh.
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/_'_\ LNT-app] Server

£ Process | ) SnapShot | & Session Status | &J lnventory (] Notification | B Resource Manager | [& Event | L) Monitor

Summary

& Active @ Definition
Active Alarm (8)

Severity & Alarm Name £ Time of Occurrence & Target & !

m Convert rate failed v2t 2024-03-05 070451 2 months a B_] TT MDS>HT Dichvu>HT_dautu>LNT>LNT-app1>Service monitoring>Monitoring v2t>app1-v
go) 2‘.':

TT MDS>HT_Dichvu>HT_dautu>LNT>LNT-app1>Service monitoring>Monitoring v2t>app1-v

=3 Convert rate failed v2t 2024-02-04 150406 (3 months a B
2 go) 2t2
7 Convert rate failed v2t 2024-03-05 23:03:30 (2 months 3 By) TT MDS>HT_Dichvu>HT_dautu>LNT>LNT-app1=Service monitoring>Monitoring v2t>app1-v
= 4 go) 214
ml Convert rate failed v2t 2024-03-15 040304 (1 month ag Bl TT MDS>HT_Dichvu>HT_dautu>LNT>LNT-app1>Service monitoring>Monitoring v2t>app1-v
= 5 0) 25
— Convert rate failed v2t 2024-03-05 210409 (2 months a B TT MDS>HT_Dichvu>HT_dautu>LNT>LNT-app1>Service monitoring>Monitoring v2t>app1-v
: 7 go) 27
] : 2024-03-19 01:57:56 (1 month ag B TT MDS>HT_Dichvu>HT_dautu>LNT>LNT-app1>Service monitoring>Monitoring_DB>total_pr
- Major I 5 . = e .
BT total_processes o o)

M Filesystem Utilization ~ 2024-05-04 16:34:36 (4 days ago) (& TT MDS>HT_Dichvu>HT_dautu>LNT>LNT-app1>Filesystems/

8 Filesystem Utilization  2024-05-04 16:34:36 (4 days ago) (3 TT MDS>HT_DichvusHT_dautu>LNT>LNT-app1=Filesystems/

Hinh 3. 18: Giao dién giam sat tip trung ciia thiét bi trén hé thong Polestar

Truong hop xay ra su ¢ nhu server bi down giong nhu Hinh 3.19 s&

c6 canh bdo xuat hién trén Bang Alarm console

2024-05-08 23:50:33 (8 minut 2024-05-08 23:50:58 (8 25 second TT MDS>HT_Dichvu>HT
@ mtﬁtmhbﬂo €5 3go) minutes ago) $ dautu>LNT

Hinh 3. 19: Cénh bso Down trén thiét bi
Cénh bao s€ thuc hién guri tin nhin SMS va gtri mail vé toi tai khoan
chu tri duoc thiét 1ap nhan canh bao nhu Hinh 3.20 véi day du cac thong tin nhu:
- Tin nhin canh bao SMS gém cac thong tin: Trang thai (Down), tén hé

théng, tén may chu, IP hé thdng, ndi dung canh bao va thoi gian 16i.
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CMC_Device=Sw_Acc_CMC_27:
Swi_Acc_CMC_27:10.54.25.58
Device Availiability 04:18

[Clear]
CMC_Device>Sw_Acc_CMC_27:
Sw_Acc_CMC_27:10.54.25.58
ICMP Status 04:19

[Clear]
CMC_Device=Sw_acc_CMC_27:
Sw_Acc_CMC_27:10.54.25.58
SNMP Status 04:19

[Clear]
Switch_YHA>=Sw_Acc_YHA_T6_1
0>Gi0/25:Gi0/25:10.54.25.25
Port StatusWeb server MobiFone
Portal 10:38

[Down] LNT=LNT-appt:LNT-
app1:10.1.10.82 test canh bao
23:50

Hinh 3. 20: Giao hién tin nhin canh bao Down trén thiét bi

- Email canh bao gdm céc thong tin: Trang thai, tén System group, tén
may chu, nd1 dung canh bao, thoi gian, 16i phat sinh, duong link t&1 hé théng

Polestar quan 1y 16i nhu Hinh 3. 21.

[POLESTAR] - Canh bao [Down] LNT>LNT-app1:10.1.10.82 test canh bao

Seventy : Down Ancestry : TT MDS>HT_Dichvu>HT_dautu>LNT>LNT-appl Resource : LNT-appl Type : Server

IMPORTANT NOTICE:

The information in this email is the property of MobiFone. This commumication 15 confidential and intended solely for the addressee(s). Any unauthorized 1
notify the sender by replying to this transmission and delete the message without disclosing it. Thank you

E-mail including attachments 15 susceptible to data corruption, interception, unauthonized amendment, tampering and viruses, and we oaly send and recesve
any consaquences thereof

THONG BAO BAO MAT:
Hinh 3. 21: Giao hién email cinh bao Down trén thiét bi
Hé théng canh bao cua Polestar hoat dong hi¢u qua voi kha nang giri thong
bao qua email va SMS khi xay ra su c¢d. Bang diéu khién Alarm Console hién

thi tap trung cac su kién 16i cung thong tin chi tiét nhu thoi gian, trang thai, dia
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chi IP, ndi dung 16i. Diéu nay giup rut ngin thoi gian phan tng va nang cao do
tin cdy trong van hanh. Tuy nhién, hé thong canh bao van phu thudc vao ngudng
dinh nghia thu cong. Viéc tng dung hoc méay dé ty dong hiéu chinh ngudng
canh bao hodc xac dinh canh bdo 4o (false positive) sé gitip nang cao do chinh
xac va giam thiéu canh bao sai.

3.4.Két luan chwong 3

Chuong nay da thuc hién trién khai thir nghiém giai phap Polestar vao thuc
té tai Trung tdm Dich vu s6 Mobifone, tir d6 kiém chirng hiéu qua va kha nang
tmg dung cua giai phap trong diéu kién ha ting mang cu thé. Viéc xay dung mo
hinh giam sat, ciu hinh hé thong, thiét 1ap canh bdo, va giam sat theo cac kich
ban thuc tién da duoc thuc hién diy du, cho phép theo ddi chi tiét cac thanh
phan nhu trang thai host, tai nguyén hé thong, dich vu, luu lugng mang, va céc
su ¢ xay ra.

Két qua thir nghiém cho thay Polestar khong nhiing dép (mg t6t cac yéu cau
vé hiéu niang va do 6n dinh, ma con gitp giam thiéu thoi gian phan hoi trudc
céc su ¢d, hd tro nang cao tinh sin sang va kha ning quan tri hé thong mang.
Thong qua cac giao dién tryc quan va cong cu canh bdo da dang, nguodi quan tri
c6 thé chu dong giam sat, phat hién va xtr Iy su ¢b mot cach hiéu qua. Thanh
cong cua viée trién khai thir nghiém khang dinh tinh kha thi va lgi ich thiét thuc
ctia viéc ap dung Polestar vao hé thong gidm sat ha ting mang, mé ra hudng
phat trién manh mé cho cac mé hinh giam sat tap trung tai Mobifone va cac to

chirc c6 ha ting mang twong tu
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KET LUAN

Dé 4an “Nghién ciru giai phap Polestar va tng dung trién khai giam sat ha
tang mang Trung tim Dich vu s6 Mobifone” d4 hoan thanh cac ndi dung nghién
clru trong tdm, dap ung ding dinh hudng tng dung thyc tién. Trong bdi canh
yéu cau ngay cang cao vé do 6n dinh, an toan va hiéu qua cua ha tang mang
trong cac doanh nghiép vién thong, viéc trién khai hé thong giam sat tap trung
nhu Polestar 12 v cung can thiét va cap bach.

Qua qua trinh khao sat, phan tich va thtr nghiém, dé 4n d3 chi ra duoc céac
han ché trong mé hinh giam sat ha tﬁng hién tai tai Trung tdm Dich vu )
Mobifone, bao gdm thiéu sy dong bo giita cac hé thong giam sat, kha ning canh
bao cham, va kho khan trong viéc phan tich, xtr Iy su ¢d. Trén co so do, giai
phap Polestar da duoc nghién ctru va trién khai thir nghiém, cho thay hiéu qua
1 rét trong viée nang cao kha ning theo doi hé thong theo thoi gian thuc, phat
hién sém sy ¢, toi vu tai nguyén va giam thiéu chi phi van hanh.

Két qua thuc nghiém cho thdy hé théng Polestar c6 thé giam sat linh hoat
cac thanh phan trong ha ting mang, cung cap giao dién truc quan, kha ning canh
bao tirc thoi qua SMS/email va tich hop tét véi cac hé théng quan 1y hién hiru.
Diéu ndy minh chtng rang Polestar hoan toan c6 kha ning dap tng yéu cau quan
Iy ha ting mang trong cac to chirc quy mo 16n nhu Mobifone. D¢ an da bam sat
dé cuong duogc phé duyét véi bd cuc nhu sau:

Chuwong 1: Ha ting mang Trung tim Dich vy s6 MobiFone

Chuwong 2: Nghién ctru giai phép Polestar

Chuong 3: Xay dung trién khai thir nghiém giam sat Polestar cho ha tang
mang Trung tim Dich vu sé MobiFone

Tir két qua nghién ctru, dé an ciing dé xuat huéng phat trién mé rong bao
gdm: tich hop Al trong viéc phan tich di liéu giam sat, phat trién cac dashboard
tily bién theo tirng vai trd quan tri, va mé rong quy mo trién khai trén toan bo hé

thdng ctia Tong cong ty Vién thong Mobifone.
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HUONG PHAT TRIEN CUA DE AN

Hoc vién s& tiép tuc nghién ctru, tiém hiéu cac cong nghé vé giam sat, quan
Iy ha tang mang hién c6 trén thé giéi, nham bd sung kién thirc va gop phan dé
xudt toi cac doanh nghiép t6 chirc c6 thé trién khai giai phap dap ung dugce nhu
cau cua don vi.

Trong twong lai, dé nang cao hon nita hiéu qua giam sat va quan trj ha tang
mang, dé 4n c6 thé duoc mo rong theo mot s6 hudng nghién ctru va ung dung
cong nghé tién tién nhu sau:

Ung dung tri tu¢ nhan tao (AI) va hoc may (Machine Learning — ML)
trong phan tich va dv bio sy ¢6 mang:

Mac du giai phap Polestar hién tai da tich hgp céc tinh nang giam sat thoi
gian thuc va canh bao su ¢b, nhung viéc bo sung cac md hinh hoc may s& gitp
nang cao kha niang phan tich dit liéu lich sir, phat hién hanh vi bat thuong va dy
doan céac su cd tiém an trude khi chung anh huong dén hé thong. Cac thuat toan
nhu Random Forest, K-means Clustering hoac LSTM (Long Short-Term
Memory) ¢6 thé dugc huin luyén trén tip dit liéu giam sat dé nhan dién xu
hudng bat thuong hodc mé hinh hoéa rii ro.

Diéu nay s& chuyén doi hé thong tir dang giam sat phan tng (reactive
monitoring) sang giam sat chi dong (proactive/predictive monitoring), gop phan
giam thoi gian gian doan va ting do tin cay cho hé théng mang tai Trung tim
Dich vu s MobiFone.

Phat trién hé thong giam sat théng minh tich hop da nén tang dua trén
Al:

Mot huéng phat trién tiém ning khac 13 xdy dung nén tang giam sat tip
trung duoc hd trg boi cac trg Iy a0 Al (AIOps), ¢ kha ning tw dong phan tich
nguyén nhan gbc ré (Root Cause Analysis — RCA), d& xudt phuong an khic
phuc (Recommendation Engine), v toi wu héa cau hinh hé thong thong qua co

ché hoc lién tuc.



86

Nén tang nay co6 thé két hop dir liéu tir nhiéu ngudn (log server, SNMP,
APIL hé thong firewall, IDS/IPS) va st dung cac ky thuat NLP (Natural
Language Processing) dé phan tich ndi dung canh bao, hd trg ngudi quan tri ra
quyét dinh nhanh chéng hon. Viéc tich hop giao dién Al twong tac (AI ChatOps)
cling 13 mot xu hudéng ndi bat, gitp ngudi van hanh truy van trang thai hé théng
va ra Iénh thong qua ngdn ngir ty nhién.

Huoéng t6i kién tric giam sat phin tan sir dung md hinh microservice
va container hoa:

Vi xu hudng chuyén dbi ha ting sang kién tric microservices va container
(nhu Kubernetes, Docker), hé thong giam sat ciing can thich g bang cach phat
trién cac agent hoac module riéng biét, c6 kha nang tu trién khai, tu cap nhat va
dé dang mé rong. Piéu nay gitp ddp tng nhu cau giam sat linh hoat trong moi

truong dam may lai (hybrid cloud) va da ddm may (multi-cloud).
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