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LOI CAM DOAN
Tbi xin cam doan da thuc hién kiém tra mac d6 tuong dff)ng ndi dung dé 4n
qua phan mém kiém tra tai liéu mot cach trung thuc va dat két qua muc do tuong
dong 6 % toan bd nodi dung d& an t6t nghiép. Ban dé an tSt nghiép kiém tra qua phan
mém 13 ban cimg dé an tot nghiép da ndp dé bao vé trude hoi dong. Néu sai t6i xin

chiu cac hinh thuc ky luat theo quy dinh hién hanh ctia Hoc vién.

HOC VIEN CAO HOC
(Ky va ghi r0 ho tén)
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MO PAU
1. Ly do lwa chon dé tai
Khai quat vin dé con ton tai:

e Thiéu kha ning x4c minh ngudi dung chinh chu: Trong cac tmg dung c6
lwru trit, st dung théng tin ca nhan cua ngudi dung, nhu Gng dung nhin tin hoic cac
mg dung nha thong minh con thiéu chirc nang xac minh ngudi dung chinh chi, tirc
1a x4c minh nguoi dung d6 1a chu cia tai khoan d6. Néu nhu mot nguoi khac khong
phai 1a chu tai khoan ma lai biét dugc thong tin dang nhap, hodc bi mat dién thoai thi
viéc bi 10 dir liéu cd nhan 1a khong thé tranh khoi.

e Ung dung vio cic tmg dung nha thong minh: Viéc str dung camera da trd
nén binh thuong véi cac ho gia dinh. Vi¢e tich hop thém xac thyc khuén mét s€ giap
tao ra nhiéu tu dong thong minh, khién cudc séng thoai mai, dé chiu hon. Vi du nhu
camera truoc céng nha phat hién chu nhan da vé nha, qua do ty dong md khoa nha,
bat di¢n, binh néng lanh gitup chu nha.

e Trai nghiém nguoi ding kém: Viéc phai nhap mat khau nhiéu lan trong
app c6 thé khién ngudi dung cam thay bat tién, dic biét voi ngudi st dung thudng
xuyén. Mot van dé khéc nira 1a nguoi dung c6 thé quén mat khau do dat qua dai hoic
qua phre tap, dan dén viée tai khoan c6 thé bi khoa hodc yéu cau khoi phuc, thay doi

mat khau phirc tap.
Ly do Iya chon dé tai:

e Trong bdi canh chuyén ddi sé va su phat trién vuot bac cua cong nghé
thong tin, nhu cdu dam bao bao mat va xac thuc danh tinh cho cac tmg dung di dong
dang ngay cang tré nén can thiét.

e Hon nira, xac thyc khuon mat 1a mot cong nghé tién tién giip nhan dién

va x4c minh danh tinh ngudi dung dya trén dic diém sinh hoc cua khudn mit. Cong



nghé nay khong chi ting cuong bio mat ma con mang dén trai nghiém nguoi ding
tién loi, nhanh chong va khong can nhap liéu thu cong.

e Ngoaira, voi viéc tich hgp thém xac thuc khudén méat cho cadc camera trong
mg dung nha thong minh gbp phan tao nén nhitng ty dong phu hop véi nhu cau cua
cac gia dinh.

e Vivay, dé tai “He théng xac thyc khuén mat cho ing dung di dong” dugc
Iwa chon dé cung cip cho cac nha phat trién Gng dung di dong mot cach dé tich hop
chtrc nang xac thuc khudn mit vao tng dung ctia minh, giup dam bao quyén riéng tu

cho nguoi ding, dong thoi gitip cude sdng con nguoi dé dang hon.
2. Muc dich, y nghia ciia dé tai

Muc tiéu caa dé an

e Taoraduoc hé théng xac thuc khuén mat hi¢u qua, tich hgp nhanh chong
va dé dang véi cac tmg dung di dong

e Tich hop dugc cac cong cu nhan dién, xac thuyc khuén méat vao hé théng

e (Giam thoi gian thyc thi va tang do chinh xac trong viéc xac thuc khudén
mat

Céc két qua can dat dugc(vé mat 1y luan va thyc tién)

Vé mit 1y luan

e Hiéu rd hon vé cac mé hinh, phuong phép nhan di¢n, xac thuc khuon mat,
tir 46 co thé cai tién thuat toan, giup rit ngan thoi gian thuc thi hodc ting d6 chinh
Xac

e Hiéu rd hon vé cach van hanh hé théng

Vé mit thyc tién

e Tao ra dugc mot hé théng xac thyc khuén mat hi¢u qua

e Hé thdng c6 thé hoat dong tdt trén cac loai smart phone khac nhau.

e Danh gid, céi tién cdc md hinh da stir dung



Y nghia cua dé tai: Nghién ctru ndy c6 thé dong gop vao viée phat trién cac hé
thong tich hop chirc ning xac thuc khudn mat, giup cac tng dung di dong c6 thém

16p bdo mat. N6 gitip thong tin cua nguoi dung duge bao mat va tranh ro ri thong tin.
Tinh cép thiét, kha thi cua dé tai:

e Tinh cip thiét: Cac ing dung di dong sir dung dit liéu ctia ngudi ding ngay
cang nhiéu. Pé dam bao cac dit liéu trong tmg dung khong bi ké xau dénh cap va sir
dung cho muc dich ¢4 nhan cua ching, can c6 mot hé théng nhan dién, xac thuc khuén
mait dé tich hop, trién khai nhanh chéng .

e Tinh kha thi: Hién tai da co nhiéu mo hinh phat hi¢n, nhan dién khuén mat
duoc phat trién va dua ra dugc két qua voi do chinh xac gﬁn nhu tuyét dbi. Hon nita,
phan 16n cic ing dung nhén tin, itng dung nha théng minh hién tai chwa tich hop xac

thyc khuon mat, chua c6 nhitng nglt canh, tu dong theo sy kién xéac thuyc khuén mat.
3. P6i twong, phwong phap nghién ciru
Déi tugng nghién ciru:

e (Cac md hinh, phuong phdp nhan di¢n, xac thyc khuén mat, cung vdi cac
ung dung co tich hgp ching trong cac chirc nang ctiia ing dung.

e Cac hé thong twong ty da co trong thuc té.

e Pham vi nghién ctru:

e Pham vi khong gian: Nghién ctru s€ dugc thuc hién trong cac mdi trudong
gia lap, hoac cé thé thuc hién trén mot sd ung dung di dong ¢ noi lam viéc.

e Pham vi thoi gian: Nghién clru s€ dugc thuc hién trong khoang thoi gian

tir 4 dén 6 thang, bao gom viéc xay dung hé thong va tich hop cidc mé hinh.
Phuong phap lua chon: M6 phdng va thuc nghiém

e Xac dinh hé théng on dinh va chay binh thuong
e Danh gid do chinh xac cua cac md hinh, phuong phap nhan dién khuon

mit sir dung trong hé thong.



Nghién ctru tai lidu va khao sat: Dé xay dung co so Iy thuyét, déng thoi cé thé

cai tién dé giam thoi gian xac thyc hoac taing do chinh xac.
Céc thi nghiém va diéu tra:

e Thinghiém nhan dang khudn madt tir hinh anh, video: Thyc hién chirc nang
nhan dang khuén mat va danh gia hiéu qua

e Thinghiém x4c dinh khudén mét that: Thyc hién chirc ndng xac dinh khuon
mat dua trén video, hinh anh da c6 nhan dang khuén mat va danh gia hi¢u qua

e Thinghi¢m x4c thuc khuén mat: Thuc hién chirc nang xac thuc khuén mat
béng cach so sanh vo1 dir li€u da c¢6 voi dir liéu nhan dugce tur video, hinh anh gui dén.

e Diéu tra: Thu thap thong tin vé cac mo hinh xac thuc khudn mat, cac hé

thdng twong tu dé hiéu rd nhimng van dé lién quan
Céc cong cu, thiét bi duoc st dung:

e Thiét b sir dung: Dé an cua toi sir dung dién thoai théng minh dé thyc hién
cac chuc nang nhan dién khuoén mat cho trng dung.

e Xcode: IDE ctia Apple, cho phép cac nha phat trién xay dung Gng dung va
trién khai 1én dién thoai.

e VS Code: IDE gitp xay dung hé théng phat hién, nhan dién khuoén mat,
nhan dién khuén mat gia mao, va APL.

e Ngon ngit 1ap trinh: t6i sir dung python cho nhitng phan lién quan dén phat
hién, nhan dién khuoén mat, nhan dién khuoén mat gia mao, xay dung API. Ngoai ra,
t6i con st dung Swift dé phat trién ung dung di dong.

e (Cdc cong cu trién khai server: ngrok, uvicorn.



4. CAu tric dé tai
Noi dung chinh cta dé an dugc chia thanh 3 chuong chinh nhu sau:

e Chuong 1: Co s¢ 1y luan: Chuong nay tap trung vao viéc phan tich cac
phuong phap, moé hinh dugc st dung dé xdy dung h¢ théng nhu MTCNN,
MobileNetV2, FaceNet

e Chuong2: Xy dung h¢ théng nhan dién khuén mit: Chuong nay tap trung
vao viéc thiét ké hé théng, cac module trong h¢ théng.

e Chuong 3: Trién khai va thir nghiém: Chwong nay tap trung vao cach trién
khai hé thong 1én ting dung nha thong minh va dua ra cc két qua thir nghiém.

e Chuong 4: Panh gia va két luan: Panh gia duoc vu diém va nhugc diém

con ton tai cua hé thong, dé xuat cac nghién clru nang cap va cai thién hé thong.



CHUONG 1: CO SO LY LUAN

1.1. Phat hién va ciin chinh khuén mit baing MTCNN

1.1.1. Dinh nghia

Phat hién khudén mat 1a k¥ thuat thi gidc may tinh dung dé tu dong nhan dién,
xac dinh vi tri cua khuén mat trong hinh anh, khung hinh video béng cach xac dinh
toa do va kich thudc chung. Pay la budc dau tién trudce cac nhiém vu nhu nhan dang
khuon mat, phan tich biéu cam. Thuat toan phat hi¢én khuén mat rat da dang, bao gém
st dung mang neural, cascade classifier va cac k¥ thuat dya trén cac dic trung dé
vuot qua cac diéu kién khé khian nhu anh séng, vat can va chat luong hinh anh. Trong
dé tai nay, to1 st dung MTCNN — m¢t k¥ thuat hoc sdu st dung mang neural dé phat

hién khudn mat phuc vu cho vi¢c nhan dién khuon mat.

MTCNN (Mang tich chap nhiéu tac vu) la mot framework hoc sau dugc thiét
ké dé dong thoi phét hién khuén mat, can chinh va dinh vi cac diém mdc ciia khudn
mit. Khong giéng nhu cac phuong phap truyén théng xtr 1y cac tac vu nay riéng biét,
MTCNN tich hop chung bang cach sir dung cic mang CNN ndi tiép thong nhat
(unified cascaded CNNs), cho phép xtr 1y hi€u qua va chinh xac. Pugc gidi thiéu vao
nam 2016, thuat toan giai quyét cac thach thirc vé kich thudc khudén mat, hudng va
diéu kién anh sang khac nhau bang cach tan dung phan tich hinh anh ¢ nhiéu ty 1é va
tinh chinh dan dan. Kha ning phat hién nam diém mdc chinh cta khuén mit (mat,
mili, khée miéng) trong khi tao cac hop gidi han khién né tré nén khong thé thiéu doi

v&i céc tng dung can phan tich khuén mat chinh xac.

1.1.2. Céu tao

MTCNN bao gébm 3 mang neural tich chap (CNN) duoc sip xép thanh timg

tang, mdi mang 12 mot giai doan riéng biét trong qua trinh phat hién khudn mat:

e P-Net (Proposal Network): La giai doan dau tién, xir Iy image piramid (12

tap cac anh véi ti 1¢ khac nhau tir anh gbc, sap xép nhu mot kim tu thap) dé tao ra cac



vung tng vién 1a khuén mit. Str dung cira sd trugt 12x12 pixel, P-Net 4p dung cac
b loc tich chap va cac 16p max pooling dé chuyén d6i thanh cac dic trung sau d6
ching duoc phan tich dé xac suat khudn mat va toa do hop gioi han. Cac tng vién co

d6 tin cdy thip s& b loai bo, giam tai tinh toan cho céac giai doan tiép theo [1].

- — — PNet
| Conv: 3x3  Conv: 3x3 Conv: 3x3 ) face 1
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Hinh 1.1. Céu tao ciia P-Net [1]

e R-Net (Refine Network): La giai doan thir hai, chip nhan cac ving tng
vién tir P-Net, thay doi kich thudc cia chiing thanh 24x24 pixel va st dung mang
CNN sau hon dé loai bo cac két qua sai. R-Net tinh chinh toa do hop gidi han bang
cac 16p full connected, ddm bao can chinh véi cac dac diém khuon mat. Bude nay cai
thién dang ké d6 chinh xac phat hién bﬁng cach lgc ra cac vung khong phai khuén

mat [1].

T am e aew . T T 1
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' 2
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|24.~:24x3 ] ocalization

Hinh 1.2. Céu tao R-Net [1]

e O-Net (Output Network): La giai doan cudi cung, xir Iy cac viing c6 kich
thude 48x48 pixel qua mot mang CNN phirc tap hon nhiéu, dwa ra duoc chinh xéac
cac hop gidi han va toa do cua 5 diém mdc khuon mat. CAu tao ciia O-Net ¢ thém

céc 16p tich chap va 16p gop tdi da, cho phép trich xuat dic trung chi tiét hon va hoat



dong t6t v6i cac didu kién xau nhu bi che khuit mot phﬁn khuoén mat hodc anh sang

khong dong déu [1].
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Hinh 1.3. Céu tao O-Net [1]

1.1.3. Nguyén ly hoat dong

Test image
=

d NMS &
zg Bounding box regression

NMS &

Hinh 1.4. Hoat dong cia MTCNN [1]

MTCNN bit dau vé6i viée xay dung image pyramid, trong d6 hinh anh dau vao

duoc thay doi kich thude theo nhiéu ti 18.

O P-Net, mét cira s6 c6 kich thude 12x12 pixel duoc quét qua toan bd cac birc

anh v6i bude nhay 2 pixel va tao ra nhirng vung tng vién véi dd tin cdy twong ung.

Nhitng tng vién c6 dg tin cay trén nguong s€ ti€p tuc qua budc di€u chinh lai vi tri



hop gidi han bang phwong phap hdi quy. Sau d6, sir dung NMS dé gop cac tng vién

trung lap. Két qua dau ra dugc dua vao R-Net dé tiép tuc tinh chinh.

Trong giai doan tiép theo, R-Net tiép tuc loai bo cac tmg vién khong phai 1a
khuon mit, didu chinh hop giéi han bang phuong phap hdi quy va st dung NMS dé
g0p cac tng vién con lai.

Trong giai doan cudi ciing, O-Net dam nhén viéc dua ra vi tri 5 diém méc cta
khuon mat, cung véi d6 1a tiép tuc diéu chinh hop gidi han bang phuong phap hoi

quy va st dung NMS dé gop cac tng vién con lai.
Céch hoat dong cua NMS:

e Sip xép tit ca cac bounding box theo diém s tin cdy giam dan.

e Giir lai bounding box c6 diém sb cao nhat.

e Loai bo tat ca cac bounding box khac c6 IoU (Intersection over Union) voi
bounding box d chon cao hon mét ngudng nhat dinh.

e Lip lai qua trinh véi cac bounding box con lai cho dén khi d xét tat ca.

1.1.4. Uu nhwoc diém
Uu diém:

e MTCNN c6 d6 chinh xac phat hién khuon mit dén 98.7% trén tap dit liéu
Winder Face [1].

e Kha ning phat hién khudn mit cing véi can chinh va xac dinh cac diém
méc giup don gian hod cho céc tac vu tiép theo nhur nhan dién khudén mit, kiém tra
gia mao khuon mat.

e CAu tric phan ting cia MTCNN gitip cho két qua dugc chinh xac ma vin

cho phép no6 hoat dong trong thoi gian thye.
Nhuoc diém:

e Do phiic tap trong tinh toan cia MTCNN van con 16n dbi voi cac anh c6

do phan giai cao.
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e Kho c6 thé phat hién dugc cac khudn mit khi & cac goc la (quay ngang

hoan toan, cti gam hodc ngtra qua mirc) hodc bi che khuat qua nhiéu.

1.1.5. Ung dung thuc té

MTCNN dugc img dung rong rii trong nhiéu linh vyre nho kha nang phat hién
khuon mit chinh x4c va cung cip thong tin chi tiét vé diém dic trung. Mot s tng

dung tiéu biéu bao gdm:

e Nhan dién khuén mat: MTCNN thuong dugc st dung lam bude tién xur ly
trong cac hé théng nhan dién khuén mat, vi du nhu mo khoéa di¢n thoai thong minh
(Face ID trén iPhone) hoic hé thdng diém danh ty dong.

e Phan tich biéu cam khu6n mit: MTCNN hd trg xac dinh diém dic trung
dé phan tich cam xtc, duoc 4p dung trong cac hé théng quang cao c4 nhan hoa hoic
nghién ctru tam ly hoc.

e An ninh va giam sat: MTCNN duoc tich hop trong cac hé thong camera
giam sat dé phat hién va theo doi khuén mat trong dam dong, hd trg nhan dién toi
pham hodc tim kiém ngudi mét tich.

o Y té Trong linh vuc y té, MTCNN duoc st dung dé phan tich céac dac
diém khuon mit nham phat hién cac ddu hiéu bénh 1y, nhu hoi chirmg Down hodc céc

roi1 loan di truyén.

1.2. Nhan dién khuon mat véi FaceNet va MobileNet

1.2.1. T 5ng quan vé nhdn dién khuon mat

Nhan dién khuén mét da tr¢ thanh mét trong nhirng img dung duoc nghién
ctru nhiéu va sau rong, dugc trién khai rong rai trong linh vuc thi giac may tinh, gom
nhirng hé thdng an ninh, giam sat diém danh, kiém soat truy cap. Pay 1a cong nghé
sinh trac hoc, sir dung cac phuong phap phan tich dic diém khuon mat dé nhan dang,

xac nhan danh tinh ctia nguoi tir hinh anh hodc cac khung hinh video.
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Qua trinh nay bao gom viéc trich xuat cac dac trung khuén mat, so sanh ching
v61 co s& dir liéu khuon mat c6 san dé xac dinh danh tinh vé1 do chinh xac cao. Bén
canh do, cac phuong phép nhan dang khuén mat van con phai giai quyét bai toan vé

di€u kién anh sang, sy 1ao hoa, su khac biét vé dang.

Trong nhitng ndm gan ddy, cac phuong phap hoc sau di duoc ap dung vao hé
théng nhan dang khu6én mat, gitip cai thién dang ké do chinh xé4c va do tin cay so voi
cac phuong phap truyén thong. Cac hé thong hién dai c6 thé dat duoc ty 18 nhan dang
an tugng ngay ca trong diéu kién thay doi, nho viéc tan dung cac kién trac mang

neural hoc sau.

Trong qua trinh trién khai cta toi, toi da sir dung MobileNetV2 dé trich xuat
cac vector face embedding va FaceNet dé nhan dién khudn mat béng cach so sanh do
tuong dong giita cac vector nay. Mo hinh nay hoat dong t6t trén céc thiét bi c6 han

ché vé tai nguyén, gitp tang téc xu 1y, dong thoi giam tinh toan.

1.2.2. MobileNet

1.2.2.1. Téng quan vé MoblieNet

MobileNet 1a mot kién tric mang no-ron tich chap (CNN) hiéu qua, dugc thiét
ké dé co thé trién khai trén cac thiét bi c6 tai nguyén han ché. Pugc phat trién boi cac
nha nghién ctru ciia Google, MobileNet giai quyét thach thirc ndy bang cach st dung
tich chap phén tach theo chiéu siu (depthwise separable convolution) dé xdy dung
mot mang no-ron tich chap nhe. Phuong phap phan tach nay gitp giam dang ké chi
phi tinh toan va kich thudc mé hinh so vé6i cac phép tich chép tiéu chuén, cho phép

thue hién cac tinh toan thoi gian thyc trén thiét bi di dong.

MobileNet mang lai sy cin bang hiéu qua gitta do tré (latency) va do chinh
xéc (accuracy) thong qua cac siéu tham s6 (hyperparameters) cho phép diéu chinh
mo hinh phtt hop véi cac gidi han tai nguyén cu thé [7]. Nho cac siéu tham sb nay,

MobileNet c6 thé can bang giita hiéu sudt va chi phi tinh toan, thich tmg duoc véi
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cac phan cig khac nhau, dong thoi duy tri d6 chinh xac chip nhan dugc cho cic ting

dung nhan di¢n khuon mat.

Kién trac nay thé hién hiéu suét canh tranh trong nhiéu nhiém vu thi giac may
tinh nhu phén loai anh (image classification), phat hién ddi twong (object detection),
va nhan dién thudc tinh khudén mit (face attributes) [7], trong khi chi yéu cau luong

tai nguyén tinh toan it hon dang ké.
1.2.2.2. Depthwise separable convolution

M6 hinh MobileNet dugc xay dung dua trén depthwise separable convolution

(mang tich chap phén tach theo chiéu sau) bao gém 2 budc:

e Depthwise convolution (tich chap theo chiéu sau): 1a mot kiéu tich chap
ma ap dung ting bo loc tich chap cho mdi kénh dau vao. Véi tich chap thong thuong,
bo loc c6 do sau béng v&i s6 kénh dau vao va tuy y tron cac kénh dé tao tung phén t
trong dau ra. Nguoc lai, tich chap theo chiéu sdu chia dau vao thanh cac kénh, thuc
hién tich chap véi ting bo loc riéng biét, sau d6 xép chong cac tich chap voi nhau

thanh dau ra [7].

12
Hinh 1.5. Ciu tao depthwise convolution

e Pointwise convolution (tich chap diém): 1a kiéu tich chap 1x1: sir dung
kernel 1x1 dé két hop cac dic trung tir nhiéu kénh cua dau ra ciia budc trude. Kernel
6 sb kénh béng voi 6 kénh cta anh dau vao, muc dich dé thu duoc 1 kénh caa anh

dau ra. SO kénh dau ra tuong duong véi s6 kernel can c6 [7].
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Hinh 1.6. CAu tao pointwise convolution

Véi depthwise separable convolution, MobileNet da 1am giam duoc phan 16n

chi phi tinh toan so vdi tich chap ti€éu chuan. Bi€u nay lam n6 tré nén phu hop véi

cac h¢ thong ¢ tai nguyén han ché.

Véi tich chap tiéu chuan, chi phi tinh toan sé& la:

Dk.Dg. M. N. Dg. Dg

Trong do:

Dy 1a kich thuéc cua kernel
M la sb kénh dau vao,
Dy 1a kich thudc dic trung dau ra

N la s0 kénh dau ra.

Con voi depthwise separable convolution, chi phi tinh toan 1a tong chi phi tinh

todn cua depthwise convolution va pointwise convolution. Trong do:

Chi phi cua depthwise convolution la:

Dg.Dg. M. Dg. Dy

Chi phi cua pointwise convolution la:

M. N. Dg. Dg

Chi phi cua depthwise separable convolution la:

Dk.Dg. M. Dp. Dp + M. N. D D
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Tir d6 ta thay duoc ti 16 chi phi cua depthwise separable convolution so v6i

chi phi cua tich chép tiéu chuén la:

Dg.Dg.M.Dg.Dg + M.N.Dp. Dy 1 . 1
Dy. Dg. M. N. Dy. Dy N D2

Véi kernel 3x3, ti 16 nay 1a x4p xi 9 1an, giam mot lugng s lugng 16n tinh toan

can thiét ma van dam béao duoc sb lugng dau ra.
1.2.2.3. CAu trtc inverted residual va linear bottlenecks

MobileNetV2 da cach mang hoa kién trac mang neural cho thiét bi di dong
thong qua hai cai tién chinh: inverted residual blocks va linear bottlenecks. Khac véi
residual block truyén théng st dung moé hinh "rong-hep-rong", inverted residual
block ddo ngugc thanh "hep-rong-hep" (hinh 1.7). Cu thé, mdi block bat dau bing
16p mé rong (expansion layer) str dung phép tich chap pointwise 1x1 dé ting s6 kénh
tr Cip 1€n Cexp = t.Cjy (VOI t la hE s6 mo rong). Tiép theo, 16p depthwise
convolution 3x3 thuc hién loc dac trung khong gian, va cudi cung, 16p projection
giam sb kénh vé C,, thong qua pointwise convolution 1x1. Két ndi tat (shortcut) chi
dugc ap dung khi stride = 1 va kich thudc dau vao/ra bang nhau, gitp t6i wu hoa

ludng gradient [8].

(b) Inverted residual block

Hinh 1.7. Kién tric Inverted residual so véi residual
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Diém dot pha tht hai ndm & viée loai bd ham kich hoat phi tuyén (ReLU) trong
céc 16p bottleneck mong. Nghién ciru chi ra rang ReLU gay mét thong tin trong khong
gian chiéu thip do tao ra cic manifold suy bién. Do d6, MobileNetV2 chi sir dung

ham tuyén tinh & 16p projection, dugc biéu dién qua cong thirc:

Y = Fproj

trong khi gitt ReLU6 cho cac 16p md rdng cé chiéu cao. Chién lugc nay bao toan

thong tin quan trong va cai thién d6 6n dinh ctia mé hinh [8].

Residual block Linear bottleneck block
Input layer: N x 1 X C Input layer: N x 1 x C
M x 1 X C Cony 1Xx1xC/sConv
l ReLu P 1__R_L:I_-y _____ .
M x 1 X C Conv M x1XxC/s Conv
| DSP +— f
A | 1x1xCcom |
L/ I | :
ReLu
Output layer: N x 1 x C (:)

Output layer: N x 1 x C

Hinh 1.8. Kién triic Linear bottleneck block
Vé hiéu qua tinh toan, inverted residual block giam dang ké s6 tham sb so véi
kién triic truyén thong. Tong tham sé cho mot block dugc tinh bang:
Params = Cin. Cexp + 9. Cexp + Cexp. Cout
Véi hé s6 mé rong t = 6, MobileNetV2 dat do chinh xac 72.0% trén ImageNet
chi vé6i 300 triéu phép toan (MAdds), giam 30% do tré so v6i phién ban tién nhiém.
Céu tric nay con linh hoat khi diéu chinh théng qua hé sé t, cho phép ti uru cho cac

thiét bi co tai nguyén khic nhau. Trong thuc tién, inverted residual va linear
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bottlenecks da mo dudng cho cac ing dung real-time nhu MobileDet (phat hi¢n vat
thé) va Mobile DeepLabv3 (phan doan ngir nghia), chimg minh kha ning cén bang

giita d6 chinh x4c va hi¢u suat — yéu t6 then chdt cho trién khai Al trén thiét bi edge.
1.2.2.4. Céu tao ctia MobileNetV2

Kién trac nay phat trién dya trén nén tang ctia MobileNetV 1, dong thoi mang
dén nhirng cai tién mang tinh dot pha vé mat ciu truc, giip cai thién hi¢u suat va do
hiéu qua tinh todn mot cach dang ké. Diém ndi bat nhat cia MobileNetV2 chinh 1a
cAu tric inverted residual két hop voi linear bottleneck, cho phép mang trich xuét dic

trung manh mé& nhung van gilt murc tiéu ton tai nguyén thap.
Duéi day 1a bang mé ta cau tao mo hinh MobileNetV2. Trong do:

e Input 1 Kich thudc dau vao ciia dic trung tai ting tang
e Operator la loai tich chap hoac khdi duoc st dung

e tlahésémés rong

e clasé luong kénh dau ra

e nlasdlan 13p lai cta loai tich chap hoac khdi

e s 1asb budc trong phép tich chap

Bang 1.1. Mo hinh MobileNet V2 [8]

Input Operator t c n S
2242 x 3 conv2d - 32 1 2
1122 x 32 bottleneck 1 16 1 1
1122 x 16 bottleneck 6 24 2 2
562 x 24 bottleneck 6 32 3 2
282 %32 bottleneck 6 64 4 2
14% x 64 bottleneck 6 160 3 1
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14% x 64 bottleneck 6 160 | 2
7> x 160 bottleneck 6 320 1 1
7* x 320 conv2d 1x1 - 1280 1 1
77 x 1280 avgpool 7x7 - - - -
1 x1x1280 conv2d 1x1 - k - -

Mang duoc thiét ké theo hudng giam dan do phan giai va ting dan s6 kénh:

e Input: anh RGB 224x224x3

e Conv dau tién: 32 kénh, stride 2

e (Cac bottleneck layer: 16 — 24 — 32 — 64 — 96 — 160 — 320 kénh
e Conv cudi: 1x1 véi 1280 kénh

e Global average pooling

e L&p phan loai dau ra (1x1 conv)
Ttr bang, ta thiy duoc MobileNetV2 bao gdm:

e Mot 16p convolution dau tién vé6i 32 filters.

e Sau do 1a 19 block bottleneck residual, mdi block gdm ba budc chinh:
o 1x1 conv + ReLU6: mé rong s kénh tir k — tk (thudng t = 6).
o 3x3 depthwise conv + ReLUG6: ap dung loc dac trung.
o 1x1 conv (khong co activation): nén s6 kénh xudng k'.

e Néu dau vao va dau ra cung kich thude, s& c6 két ndi tat (residual)

1.2.2.5. Tham s6 thu gon mé hinh

Dé MobileNet co thé tré nén gon nhe hon nita, cac tham sé alpha (o) va rho

(p) duoc dua vao dé 1am giam sb kénh va d6 phan giai ctia anh dau vao [2].
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Width Multiplier (o) lam mo hinh gon nhe hon bang cach giam sb kénh
(channel) tai tat ca cac 16p. Gia tri nay thudng nam trong khoang tir 0-1, dién hinh 1a

1,0.75, 0.5, 0.25. Chi phi khi ap dung a la:
Dk.Dk.aM. Dg. Dg + oM. aN. Dg. Dg
Resolution Multiplier (p) giam do phan giai cua anh input, thuong nim trong
khoang 0-1, thuong dé giam kich thudc dau vao xudng con 224, 198, 160 va 128.
Viéc giam do phan giai c6 thé khién mo hinh bo sét cac dic diém khudn mat. Chi phi
khi ap dung p la:
DK' DK' oM. pDF pDF + oM. aN. pDF pDF
Hon nira, o va p c6 thé cing duoc 4p dung dé 1am nhe mé hinh hon nita:
Dk.Dk- M. pDg. pDg + M. N. pDg. pDg
Nho hai tham s6 ndy ma mé hinh cé thé duoc diéu chinh sao cho phu hop véi
tai nguyén ctia hé thong, ma van giit duge muc do chinh xac trong khoang chap nhan
duoc.
Tuy nhién, v&i a va p cang nho thi do chinh xac ciia mo hinh sé& cang thap.

Ngoai ra, nhom tac gia con thém maot tham sd nita 1a hé sb mo rong (t) [8]. He
sb nay dugc st dung & dau vao, ¢6 nhiém vy 1am tang s6 kénh dau vao 1én t 1an, m&
rong khong gian, qua dé giip mang hoc dugc nhitng déac trung phuc tap hon. Trong

MobileNetV2, hé s6 t thuong cé gia tri 6.

1.2.3. Kién trisc FaceNet sir dung MobileNet

1.2.3.1. Tong quan vé FaceNet

FaceNet, dugc gidi thiéu vao nam 2015, 1a mot phuong phép dot pha trong
nhan dién khuon mat, c6 anh hudng sau rong dén ca nghién ciru 1an cac tmg dung
thuc tién trong cong nghé nhan dién khuoén mit. FaceNet 1a mo hinh hoc sau c6 kha

ning biéu dién khudén mit bing vector trong khong gian Euclidean. Bang cach st
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dung MobileNet trong viéc trich xuét duge cac dic diém khudn mat, FaceNet dat
dugc do chinh xac 4n tuong dong thoi van duy tri hiéu qua tinh toan. Hé thong t6i wu
hoa truc tiép 1én embedding thay vi cac biéu dién trung gian, tao ra mét framework
théng nhat, trong d6 cac tic vu nhu xac minh khudn mit (face verification), nhan
dang khuon mit (face recognition), va phan cum (clustering) c6 thé dugc trién khai
bang cach sir dung cic embedding tir FaceNet nhu cac vector dic trung (feature

vectors).

Khi méi dugc cong bd, FaceNet da dat d6 chinh xac ky luc 14 99.63% trén bd
dir li¢u Labeled Faces in the Wild (LFW) va 95.12% trén YouTube Faces DB, giup
giam ty 18 18i khoang 30% so véi cac két qua tot nhat trude d6. Budc nhay vot vé
hiéu sudt nay cho thay tinh hiéu qua cua viéc t6i wu truc tiép cac embedding thay vi

dua vao cac bi€u dién trung gian (intermediate representations).

1.2.3.2. Kién trac cua FaceNet

EQ DEEP ARCHITECTURE |&>|L2 |5

Batch

Triplet
= Loss

MZ=0O0mM@Em

Hinh 1.9. Kién tric cia FaceNet [2]

Mang FaceNet bao gom mot 16p dau vao theo 16 (batch) va mot mang tich
chap sau, sau do la chuin héa L2 dé tao cac vector embedding va cudi cung tinh toan
triplet loss dé tao khoang cach gitta cac d6i tuong giéng nhau cang nho cang tét,

khoang cach giita cac ddi tuong khac nhau cang 16n cang tét.

N6 st dung mang no-ron tich chap sau dé hoc cach anh xa mdi hinh anh vao
khong gian embedding (Euclidean embedding space), va huin luyén mang sao cho
khoang cach L2 binh phuong trong khong gian nay phan anh tryc tiép do tuong tu

khuon mat.
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Mang tich chap dugc st dung trong FaceNet 1a GoogleNet, sit dung module

Inception, vi vdy mang nay con cé tén goi khac 1a mang Inception.

Module Inception bao gdm cac phép tich chap véi cac kich thuée khac nhau,
cu thé 1a phép tich chap 1x1, 3x3 va 5x5 cung voi 1 16p max pooling 3x3. Cac dic
trung thu dugc tir cac 16p tich chip va 16p gdp nay dugce tong hop lai voi nhau thanh

dau ra cudi cung, cling la dau vao cua mé-dun ti€p theo.

Filter
concatenation
/ [\
1x1 convolutions 3x3 convolutions 5x5 convolutions 3x3 max pooling

\“

Previous layer

Hinh 1.10. Inception module

Tuy nhién, do sb luong 16n kernel dugc st dung, lam cho do phuc tap tinh
toan ting 1én, dan dén s6 lugng dic trung bi han ché. GoogleNet da st dung cac phép

tich chap 1x1 dé ting giam cac chiéu cia dic trung, gitp giam chi phi tinh toan.

Filter
concatenation
3x3 convolutions 5x5 convolutions 1x1 convolutions
1x1 convolutions L i [)

Qo\mtions 1x1 convolutions 3x3 max pooling
P —

Previous layer

Hinh 1.11. Inception module giam khong gian
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Toan bo mang GoogleNet duoc tao ra bing cach xép chdéng cac module
Inception v6i nhau, tong cong 1a 22 16p. O cudi mang, mot 16p average pooling duoc

st dung thay thé 16p fully connected dé ting cudng do chinh xéc.

Pé huin luyén mo hinh, FaceNet sir dung ham Triplet loss dé hoc cach phan
biét ro0 rang cac khuon mat véi nhau [2]. Ham Triplet loss hoat dong dua trén bd ba
anh gdm:

e Anchor: anh gbc clia mot ngudi

e Positive: anh khac cling cia nguoi do

e Negative: anh ctia nguoi khéc

. Ham Triplet loss dugc biéu dién nhu sau:

N
L= [ = (G~ D) — K +

Ham Triplet loss ¢6 nhiém vu rt ngan khoang cach giita anchor va positive,
va ting khoang cach cho negative [2]. Khoang cach nay cang ngin thi chimg té hai

khuon mit cang gidng nhau.

Negative
Negative

Leamning
Anchor

. Positive

Positive

Hinh 1.12. Minh hoa ham Triplet loss [2]

1.2.3.3. FaceNet dua trén MobileNet
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MobileNet |:> L2 ]:} |:> Triplet Loss

I OZ—00Omw=Zm I

Hinh 1.13. Kién tric FaceNet véi backbone MobileNet [3]

Mot diém yéu cua GoogleNet la kién trac cua né kha 16n, dan téi viée sd lugng
tinh toan can dén 14 rat nhiéu, anh hudng dén toc do xir 1y cia md hinh va khong phu
hop véi nhitng thiét bi c6 phan ciing han ché. Véi viéc sir dung MobileNet thay thé
cho GoogleNet trong viéc trich xuat dic trung khudn mat, sb lugng tinh toan dugc
giam dang ké véi viéc ung dung depthwise separable convolution ma van giit duoc
két qua tot. V&i viec 95% thoi gian tinh toan danh cho cac phép tich chap 1x1, ma
céc phép tinh nay chiém toi 74% tong s6 tham sd ciia mo hinh, toc do xir Iy duoc
giam di dang ké do cac phép nay khong can phai tai sip xép bd nhd (memory

rendering) va c6 thé thyc hién qua GEMM
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CHUONG 2: XAY DUNG HE THONG NHAN DIEN KHUON
MAT

2.1. Kién triic hé thong

Hé théng nhan dién khuén mit nay la mot gidi phap hiru hiéu duoc xay dung
bang FastAPI va timg dung cac cong nghé hoc siu hién dai. Chirc ning chinh ctia hé
théng la kha nang nhan dién khuén mat va nhan dang khuén mat gid mao chinh xac
thong qua RESTful APL. Hé thong két hop cac giai doan phat hién khudén mit, phat
hién khuon mat giad mao va nhan dang khuén mat dé dam bao xac thuc nguoi dung
manh mé¢ va an toan.

Heé thong duogc thiét ké theo kién triic phan tang, giup dam bao dugc tinh mo
rong, d& béo tri va tdi vu hiéu nang. Cac thanh phén chinh bao gém:

e L&p API (FastAPI): 10p niy chiu trach nhiém tiép nhan yéu cau tir ngudi
dung, kiém tra tinh hop 1& ctia dau vao, sau d6 khi hé thong xir Iy xong, tra lai két qua
cho nguo1 dung.

e L&p dich vu (FaceRecognitionService): 16p nay chura cac logic xu 1y
khudn mat, bao gém xur ly anh, phat hién khuén mat, nhan dién khuén mat gia mao
va xac thuc khuén mat.

e L&p dir licu (SQLAIchemy): quan 1y thong tin cua nguoi dung va céac
vector embedding khuon maét trong co s& dir licu SQLite.

Mo hinh nay gitp phan biét rd rang giita cac vai tro, ting kha ning kiém soat
va mo rong sau nay.

Dudi day 1a so d6 kién trac hé thong:
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Client/Ung dung di dong |

!

Lop API

API quén ly chirc nang xdc

API dang ky khudn mat
&y thuc

API xdc thuc khudn mat

Céc anh khudn mat Két qua nhan dign

\Lé‘p dich vu
/ FaceRecognitionService

—

Phat hign khudn mat
(MTCNN) (MobileNetV2) (FaceNet/MobileNetv2)

Phat hign gia Trich xuét dac tru 8 .
at men g1a mac r1eh xuat cac trumg Truy van/Lu tri div lisu K&t qua div ligu

L&p dir liéu

l I\K-_
L
MTCNN Liveness Model CSDL sQLite

Hinh 2.1. So' @6 khoi kién triic hé thong

2.2. Quy trinh xur ly

Quy trinh xtr Iy nhan dién khu6n mit trong hé thong dugc chia thanh ba giai
doan chinh:

e Phat hién khuén mat (Face Detection)

Hé théng st dung MTCNN (Multi-task Cascaded Convolutional Neural
Network) dé phat hién vi tri khuén mat trong anh. MTCNN la mot mo6 hinh mang tich
chap duoc thiét ké dic biét cho bai toan phat hién khuon mit da giai doan, két hop
gitra dinh vi va hiéu chinh cac diém dic trung trén khuon mat.

e Kiém tra gia mao khuon mit (Liveness Detection)

Pé ngan chin cac hanh vi tAn cong gia mao bang sir dung anh cia nguoi dung,
hé théng tich hop mot mo hinh hoc sau duoc huén luyén riéng cho tac vu phan biét
khuon mat that va gia mao. M6 hinh nay hoc dugc cac dac trung dé duara quyét dinh
chinh xac.

e Nhan dién khuon mat (Face Recognition)

Sau khi x4c thuc khuon mit 13 "song", hé thong sir dung mo hinh FaceNet véi
backbone 1a MobileNetV2, duoc chuyén doi sang dinh dang TensorFlow Lite dé tang

hiéu niang, nhim trich xuét vector dic trung (embedding) cho khudn mit. Sau do,
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vector nay dugc so sanh véi co s¢ dir liéu bang cach tinh khoang cach cosine dé xac

dinh danh tinh nguo1 dung.
2.3. Co s6 dir liéu ciia h¢ thong

Co so dir li€u cua hé théng gém mot bang duy nhét 13 “users”, v6i nhiém vu
luu lai cac thong tin can thiét cho chtrc nang nhan dién khuon mat.

Bang gom c6 trudng id 1 khoa chinh, truong tén, ba trudng dé luu trit vector
embedding dang nhi phan theo cac hudng nhin thang, quay trai, quay phai. Ngoai ra,
con mdt truong dang boolean, dugc sur dung dé kiém soat viéc bat/tit chirc nang nhan
dién khuén mat cho Uimg dung.

Két ndi co so dit liéu duoc quan 1y thong qua phuong phap dua trén phién, véi
viée xir 1y két noi phi hop va cac can nhic vé an toan ludng. Thiét 1ap co so dif lidu
tuan theo cac bién phap thuc hanh tét nhat cia SQLAlchemy véi cac mo hinh co s
khai bao va hé thong quan 1y phién dam bao don dep tai nguyén phu hop.

Bang 2.1. Bang users ciia co sé¢ dir li€u

users

id PK, String

name String

face front embedding | LargeBinary

face left embedding LargeBinary

face right embedding | LargeBinary

isEnableFaceld Boolean

2.4. Céc chirc ning chinh ciia h¢ thong

2.4.1. Dang ky khuon madat

bé co thé nhan dién dugc khuon mat thi budc dau ti€n can phai ¢ dir liéu

khuon mat cua nguoi dung dé tién hanh so sdnh vdi dau vao gom ba anh chtra khuén
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mit cia ngudi dung theo cac hudng: nhin thing, quay trai, quay phai va id ctia ching.
bé ¢6 dir liéu khudn mit, hé théng s& trich xuat cac vector embedding khuén mat tu
nhirng anh nay. Hé thdng sau dé s& kiém tra xem dit liéu khudn mit c6 ton tai trong
co so dit liéu hay khong, néu c6 thi thay thé ching véi nhitng dir liéu méi thu duoc,

con néu khong thi s€ tao moi.

2.4.2. Nhdn dién khuon mat

Heé thong duogc toi wu dé xir Iy anh hodc video dau vao gan nhu ngay lap tuc,
dap ung yéu cau xac thuc trong cac ng dung thuc té, vi du nhu diém danh, mo khoa
thiét bi, hodc kiém soét truy cap.

Tir dau vao 1a anh, hé thong phat hién cac khudn mit 6 trong anh, sau do trich
xuét cac vector embedding voi timg khudén mat. Sau d6, hé thdng so sanh véi khuon
mit twong Gng v4i ngudi dung trong co sé dit liéu bang ham twong dong cosin, va tra

vé két qua cho ngudi dung.

2.4.3. Nhdn dién khuon mdt gia mao

Phat hién gia mao khudon madt (Liveness detection) 1a cong nghé quan trong
trong xac thuc sinh tric hoc, nhim phan biét dir li¢u that vdi cac hinh thirc tan cong
gia mao nhu in anh, video replay, hodc kinh ap trong c6 hoa tiét. Trong bdi canh cac
hé thong nhan dang khudn mit, van tay, giong néi ngay cang phd bién, liveness
detection dong vai tro then chdt dé ngan chin xam nhép trai phép, dam bao do tin cay

va bao mat.

Hé thong cua toi sir dung md hinh MobileNetV2 dé xir 1y phat hién khuon mat

gida mao. N6 dugc chon vi nhitng uu diém sau:

e Vi kién trac gom cac tich chap phan tach theo chiéu sau (depthwise
separable convolution) giup 1am giam s lwong tham sb va phép tinh, viéc sir dung
kién triic inverted residual v&i linear bottleneck gitp cai thién hiéu ning va kha ning

truyén thong tin ma van giit duoc do chinh xac. Viée giam sb luong tham sb va phép



27

tinh giup mo hinh trd nén nhe hon, giup nd cé thé duoc trién khai trén cac thiét bi co

tai nguyén han ché

e Mic du MobileNetV2 st dung it tham sb va phép tinh hon, nhung do chinh
xac ciia md hinh van dugc dam bao. Hiéu suat nhan dién hinh anh tot, da dwgc kiém
ching trén nhiéu tap dir liéu 16n, ddm bao dd chinh xé&c cao cho bai toan nhan dién

khuon mat gia mao.

e D¢ dang tich hop va mé rong nho thiét ké module hoéa, thuan tién cho viéc
ap dung transfer learning dé thich nghi véi céc bai toan sinh trac hoc khac nhau. Hé
thong sir dung mo hinh MobileNetV2 d3 qua huén luyén trén tdp ImageNet, sau d6
thuc hién dong bang (frozen) gitp tranh viéc 1am hong céc trong s6 da hoc, ké thira
dugc kha nang trich xuit cac dic trung hinh anh cap thap va trung binh da duoc hoc
tir hang triéu anh. B¢ gitp mo hinh c6 thé phan biét dugc anh that hay gia, 16p phan
loai cudi ciing ciia MobileNetV2 dugc thay thé bang bd phan loai tiy chinh.

Nho cac dic diém nay, MobileNetV2 gitip can bang gitta toc d6, dd chinh xac
va kha nang trién khai thuc té trén nhiéu nén tang, 1a lya chon tdi wu cho liveness

detection trén thiét bi gi¢i han tai nguyén.
2.4.3.1.So sanh vé1 cac mo hinh khac

Ngoai MobileNetV2, chung ta c¢6 thé lya chon cac md hinh khac nhu ResNet,
EfficientNet. Cac m6 hinh nay déu 1a nhirng m6 hinh da chirng minh dugc su hi¢u

qua trong viéc xu 1y hinh anh.
Mo hinh ResNet

ResNet 1a M6 hinh kién triic mang no-ron dugc phat trién boi cac nha nghién
clru ctia Microsoft Research ndm 2015. ResNet di giai quyét duoc van dé “thoai hoa”
(degradation) - khi d6 sau mang tang, d6 chinh xac bdo hoa réi giam nhanh chong,
khong phai do hién tuong overfitting ma do kho khin trong t6i wu hoa. Tir d6, ResNet
c6 thé co toi da 152 16p [10].
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ResNet dua ra m6 hinh hoc Residual Learning gitp viéc t6i vu hda cac mang
rat sdu tré nén dé dang hon, dong thoi gitp ting do chinh x4c khi tang s6 ting mang

ma khong gip phai van dé suy giam (degradation):

e Thay vi hoc truc tiép ham muyc tiéu, residual learning hoc ham phén du

F, = Hy — x, tir d6 dé dang hon dé mang t6i vu héa. Pau ra sé tré thanh F, + x

e Khic phuc hién twong bién mét gradient (vanishing gradient) nhd cac
duong két nbi tat (shortcut connections), gitip gradient truyén tai hiéu qua qua nhiéu

tang sau [10].
Kién tric co ban: ResNet duoc xay dung tir cac khdi residual block

e Residual Block: Khéi xay dung co ban ¢ cong thirc y = F(x, {Wi}) + x,
trong d6 x 1a ddu vao, y 1a dau ra, va F(x, {Wi}) 1a 4nh xa tan du (residual mapping)

can hoc.

e Skip Connections: Két ndi tat (shortcut connections) thuc hién anh xa

ddng nhat, cong dau ra voi dau vao qua phép cong theo timg phan tir.

e Bottleneck Architecture: Cho cac mang sau hon (50, 101, 152 16p), ResNet

st dung thiét ké that co chai véi 3 lop: 1x1, 3%3, va 1x1 convolution.

e Khi s chiéu dau vao va dau ra ciia block khong bang nhau, ResNet dung
phép chiéu tuyén tinh 1x1 convolution dé diéu chinh chiéu nham thyc hién phép cong

[10].
Két qua trén ImageNet cua ResNet: [12]
e ResNet-34: Top-1 error 25.03%, Top-5 error 7.76%
e ResNet-50: Top-1 error 22.85%, Top-5 error 6.71%
e ResNet-152: Top-1 error 21.43%, Top-5 error 5.71%

Uu diém cua ResNet:
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e Giai quyét dugc van dé thoai hoa, cho phép huin luyén mang rat sau (1én
dén 152 16p)

e (i thién do chinh xac dang ké khi tdng dJ sau

Tuy nhién, khi so sanh v6i MobileNetV2, ResNet boc 16 nhiéu khuyét diém:

e Hi¢u qua tinh toan: MobileNetV2 vuot trdi voi chi 300M FLOPs so voi
4.1B FLOPs ctia ResNet-50, giam hon 13 1an chi phi tinh toan [12].

e Kich thudc md hinh: MobileNetV2 nhé hon dang ké vi 3.4M parameters
s0 v&i 25.6M cua ResNet-50 [12]

e Do chinh x4ac: ResNet-50 dat do chinh xac cao hon (76.0% vs 72.0% top-
1 accuracy), nhung chénh 1éch chi 4%, c6 thé chap nhan duoc cho nhiéu Gng dung

thue té [12].

Tu do, ta théy duoc khi can trién khai trén thiét bi di dong, edge devices, hoac
cac mdi trudng han ché tai nguyén thi MobileNetV2 cung cip sy cin bang t6t hon
giita do chinh x4c va hiéu qua, voi toc do nhanh hon 2-4 1an va st dung tai nguyén it

hon dang ké
Mo hinh EfficientNet

EfficientNet [a mdt ho mang no-ron tich chap (CNN) duoc gidi thi¢u bo1 nhom
nghién ctru Google vao nim 2019, dic biét ndi bat véi phuong phap compound
scaling (mé& rong két hop) cdch mang. M6 hinh nay dat dugc hi¢u suét vuot troi béng
cach can béng déng thoi ba chiéu quan trong cia mang no-ron: d¢ sau (depth), do

rong (width) va do phan giai (resolution) [11].
Kién trac mé hinh bao gdm: [11]
e 9 giai doan chinh véi cac khdi building block khic nhau

e Khdi MBConv (Mobile Inverted Bottleneck Convolution) 1am thanh phan

cot 161
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e Squeeze-and-Excitation optimization duoc tich hop dé cai thién hiéu suat
e Tbng cong 53 16p véi kién trac tdi wu cho thiét bi di dong

MBConv 1a xuong song cua EfficientNet, 1dy cam himg va ké thira tur
MobileNetV2. Pic trung cia MBConv 1a st dung cau triic inverted bottleneck va

depthwise separable convolution:
e Inverted bottleneck:

Khéi ndy mé rong s6 kénh tir dau vao hep ra rong bang mot convolution 1x1
(expansion), sau d6 ap dung depthwise convolution, cudi cting thu hep tré lai bang
mot convolution 1x1 (projection). Khac véi residual bottleneck truyén théng (rong

— hep — rong), MBConv di theo hudng nguoc lai: hep — rong — hep.
e Depthwise separable convolution:
Chia hoat dong convolution thanh hai buédc:

o Depthwise convolution ap dung mot bd loc cho mdi kénh dau vao riéng

r€ (gidm rat nhi€u so luong tham s6 va tinh toan).

o Pointwise convolution (1x1 convolution) tong hop cac kénh lai dé tao

dac trung moi.
e Squeeze-and-Excitation (SE) optimization:

MBConv trong EfficientNet duoc ting cudng voi khdi SE dé hoc trong sb

quan trong & timg kénh, nang cao hiéu suét hoc dic trung.

Phuong phdp Compound Scaling 13 déng gép quan trong nhit cia

EfficientNet. Thay vi mé rong mot chiéu don 1¢, phuong phép nay sir dung cong thire:
e Depth:d=0a"p
e  Width: w= "¢

e Resolution: r=y"¢ [11]
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Véi rang budc: o . B2 . ¥ ~ 2, dam bao FLOPS ting khoang 2”¢ lan. [11]
Céc hé sb ti vu cho EfficientNet-B0 1a: o= 1.2, p=1.1, y = 1.15. [11]

EfficientNet dat dugc cac két qua kha tbt: 77.1% trén tap dir li¢u ImageNet.
Ngoai ra, EfficientNet ciing thé hién kha nang transfer learning xuét sic, dat state-
of-the-art trén 5/8 dataset phd bién véi trung binh 9.6x it tham sb hon cac mé hinh

khac [11].

Mic du EfficientNet c6 hiéu suat tong thé cao hon, MobileNetV2 van cho thay
dugc hi€u qua tinh toan cao hon MobileNetV2 chi c6 3.4 tri¢u tham sb so voi 5.3

triéu cua EfficientNet-B0, phit hop voi cac thiét bi c6 tai nguyén han ché.

2.4.4. Quan Iy ngwoi ding va bat/tit nhan dién khuén mdt

Hé thdng cho phép tao, cap nhat, x6a ngudi ding va co thé bat hodc tat tinh

nang nhan dién khuén mat cho tung ca nhan, hd trg nhiéu mic d6 bao mat linh hoat.
2.5. Hi€u suat va kha ning mé rfng

Pénh gia vé hiéu sut va kha ning mo rong cta hé thong:

e Hé théng st dung FastAPI — mot framework nhe va hiéu suét cao — giap
xur Iy hang traim yéu cau mdi gidy.

e Viéc sir dung TensorFlow Lite va SQLite gitip hé thong c6 thé trién khai
trén céc thiét bi edge hoac h¢ théng nhing.

e Kién tric phan tang gitp dé dang md rong voi cac tinh ning méi nhu nhan

dién biéu cam, phan tich gidi tinh, do tuoi,...
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CHUONG 3: TRIEN KHAI VA THU NGHIEM

3.1. Huan luyén md hinh

3.1.1. Nhan dién khuon mdat

Hé thong nhan dién khudn mit hién dai doi hoi su két hop giita d6 chinh xac
cao va kha ning hoat dong thoi gian thuc trén phan cimg han ché. Nghién ciru nay dé
xudt mot kién trac lai st dung MTCNN (Multi-Task Cascaded Convolutional
Networks) cho giai doan phat hién khuoén mat va Fast FaceNet dua trén MobileNetV2
cho trich xuét dic trung, tao nén mot pipeline end-to-end t8i wu cho thiét bi bién.
3.1.1.1. Giai doan phat hién khuon mit véi MTCNN t6i wu

MTCNN hoat dong théng qua ba mang con xép tang (P-Net, R-Net, O-Net),
mdi mang giai quyét cac nhiém vy cu thé véi do phuc tap ting dan. P-Net (Proposal
Network) xir Iy anh dau vao 12x12 pixel dé dé xuat cac ving khudén mit tiém nang
thong qua mot mang CNN nhe st dung depthwise separable convolution. Cong thirc
tinh confidence score tai P-Net duoc biéu dién:

sp = o(Wp * X + bp)
trong d6 Wp 1a kernel tich chap 3x3 véi stride 2, giam 75% tham s so véi kién triic
gbc. R-Net (Refine Network) tiép nhan cac proposal tir P-Net, thuc hién regression
dé tinh chinh bounding box:
Ax = Wr = X + br
véi Wr € R3%3%32%64_Giaj doan cudi ciing, O-Net (Output Network), tich hop co ché
spatial attention tip trung vao cac ving quan trong nhu mat va mii:
Aattention = softmax(Conv1l X 1(Fmid))
Fout = Aattention (© Fmid

Dé t6i wu hoa cho thiét bi IoT, phién ban MTCNN cai tién sir dung 8-bit

quantization va tiling strategy, chia anh 16n thanh cdc manh 640x480 pixel xu ly song

song. Két qua thir nghiém trén tap dit liéu WIDER Face cho thay d6 chinh xac 93.8%
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v6i thot gian xtr 1y chi 35ms/anh trén Raspberry Pi 4, ti€u thu nang lugng giam 67%
so voi ban gdc.
3.1.1.2. Trich xuét dic trung v6i Fast FaceNet

Thay thé Inception-ResNet bang MobileNetV2 trong FaceNet mang lai nhitng
cai tién dang ké vé hiéu suit. Kién trac MobileNetV2 gém 15 inverted residual blocks
v6i hé sb mo rong t = 6 trong d6 mdi block 4p dung cong thuc:

Fout = Proj(ReLU6(DWConv3 X 3(Exp(X)))) + Xskip

v6i Exp(X) = Conv1l x 1(X) mé rong s6 kénh 18n 6 1an. Lép projection cudi cung st
dung linear activation dé tranh mat thong tin trong khong gian chiéu thap. Qua trinh
huén luyén két hop triplet loss.
3.1.1.3. Tich hop hé théng end-to-end

Ludng xtr Iy hoan chinh bao gom:

e Tién xur 1y anh: Chuan hoa histogram va cin bang 4nh sang sir dung
CLAHE.

e Phat hi¢n da phuong thuc: Chay MTCNN trén anh RGB.

e Trich xuit dic trung: Fast FaceNet xir Iy hinh anh dé 1ay duogc vector
embedding khu6n mat.

e Matching thong minh: st dung cosine similarity.

3.1.2. Phat hién khuon mat gia mao

Trong dé an nay, toi phat trién mot mo hinh hoc sdu nham phat hién anh khuoén
mit that/gia, mot thanh phan quan trong trong hé théng xac thuc sinh tric hoc. Mo
hinh dugc xay dung dya trén phuong phap hoc chuyén tiép (transfer learning) voi
kién trac MobileNetV2, dugc huin luyén va danh gia trén moét tap dir licu quy mo
16n. Noi dung s& bao gdm mo ta bai toan, phan tich tap dir liéu, trinh bay kién trac
md hinh, chién luge huan luyén va cudi cung la cac két qua thuc nghi¢m dat duogc.

3.1.2.1. M6 t4 bai toan
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Bai todn phat hién gid mao khuén mat dugc dinh nghia 1a mdt bai toan phan
loai nhi phan. Cho mgt anh dau vao I, mé hinh can phai du doan nhan y ctia anh do,
trong do:

o y=1 néu anh I chtra khuén mit cua nguoi that (live).

e y=0néuanh I 13 mot phién ban gia mao (spoof).

Muc tiéu la xay dung mot bo phan loai f; sao cho dau ra ctia né c6 thé duoc st
dung dé x4c dinh nhan y v&i do chinh xac cao nhét c6 thé.
3.1.2.2. Mo ta tap dir liéu

Pé huin luyén va danh gia mé hinh, luan 4n st dung tap dit liéu CelebA-Spoof,
mot bo dir liéu cong khai va quy mé 16n duogc thiét ké chuyén biét cho bai toan nay.

e Quy md: Tap dit lidu bao gobm 100.000 hinh anh dwoc gan nhan, dam bao
du 16n dé huin luyén cac mo hinh hoc sau phtrc tap va tranh hién tugng hoc vet
(overfitting).

e  Phén b6 16p: Dit liéu duoc chia thanh hai 16p: "live" va "spoof". Dua trén
phan tich trong qué trinh xtr 1y, tap dir liu c6 sy mét can bé“mg nhe gitra cac 16p. Cu
the, 16p "spoof" (nhan 0) c¢6 s6 lwong mau it hon 16p "live" (nhan 1). Piéu nay dugc
thé hién qua trong s 16p tinh toan duoc trong qué trinh huén luyén: trong sé cua 16p
0 1 khoang 1.5 trong khi ctia 16p 1 14 0.75, cho thdy md hinh can chu trong hon vao
viéc hoc cac mau thudc 16p thiéu sb.

e Pic diém anh: Cac anh trong tap dir liéu c6 d6 phan giai va diéu kién anh
sang da dang, mo phong cac tinh hudng sir dung trong thuc té. Cac tan cong gia mao
bao gém nhiéu loai hinh tin cong trinh dién pho bién, giup mo hinh c6 kha ning tong
quat héa tot hon.

e Phan chia dit li¢u: Tap dir li¢u duoc phan chia thanh hai tap con: tap huin
luyén (training set) va tap kiém dinh (validation set) theo ty 1¢ 80/20. Qué trinh chia
dugc thyc hién theo phuong phap phan chia c6 phan tang (stratified splitting) dua
trén nhan cua dir liéu. Diéu ndy dam bao ring ty 16 mau giita hai 16p "live" va "spoof"
trong tap huan luyén va tap kiém dinh 1 tuong duong nhau. Cu thé, tap huan luyén

bao gdm 80.000 anh va tap kiém dinh c¢6 20.000 anh.
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3.1.2.3. Tién xtt Iy va ting cuong di liéu

Qua trinh tién xur 1y va ting cudng dit liéu 1a mot budc quan trong, anh hudng
tryc tiép dén hiéu ning ctia mo hinh. Trong du 4n ndy, mot quy trinh xir Iy dir liéu
hiéu qua da duoc xay dung bang thu vién TensorFlow:

e Chuén hoéa kich thudc va gid tri pixel: Tt ca cac anh dau vao, du co kich
thudc ban dau khac nhau, déu duoc dong nhat vé kich thude 224x224 pixels. Day 1a
kich thudc dau vao tiéu chuan cia kién trac MobileNetV2. Gia tri cia mdi pixel sau
d6 dugc chuan hoa vé khoang [0, 1] bang cach chia cho 255.

e Ting cuong dir liéu (Data Augmentation): Pé ting tinh da dang cua di
liéu huan luyén va gitip md hinh c6 kha ning tong quat hoa tét hon, cac phép bién
d6i ngiu nhién dugc ap dung 1én anh trong qua trinh huin luyén. Cac k¥ thuét duoc
st dung bao gdm:

o Lat ngang ngiu nhién (Random Horizontal Flip): M6 phong goc
nhin khac nhau.

o Xoay ngau nhién (Random Rotation): Thay d6i goc nghiéng cia
khuon mat (gi61 han trong khoang 0.1 radian).

o Phéng to/thu nhé ngiu nhién (Random Zoom): Thay d6i khoang
cach tir camera dén khudén mat.

o Thay doi d¢ sang ngau nhién (Random Brightness): Tang kha ning
chéng chiu véi cac diéu kién anh sang khac nhau.

o Thay doi do twong phan ngau nhién (Random Contrast): Giap md
hinh tap trung vao cac dic trung két ciu bén viing hon.

e Xay dung duong 6ng dir liéu (Data Pipeline): Toan bo qua trinh dugce dong
g6i bang tf.data.Dataset, mot API hi¢u ning cao ctia TensorFlow. Puong 6ng nay cho
phép doc, tién xtr 1y, ting cudng, va tao cac 16 (batch) dit liéu mot cach song song va
hiéu qua. Kich thudc mdi 16 duoc thiét 1ap 1a 128. K thuat prefetch ciing duoc st
dung dé tai trude dit liéu cho budc huan luyén tiép theo trong khi GPU dang xur 1y 16
hién tai, gitp tdi vu hoa thoi gian huan luyén.

3.1.2.4. Kién trac md hinh
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Mo hinh dugc xay dung dya trén phuong phap hoc chuyén tiép, tan dung kién thirc
d3 duoc hoc tir mot mé hinh 16n trén mot tap dir liéu khong 16.

e Mo hinh nén (Base Model): Kién tric MobileNetV2 duogc chon lam mo
hinh nén. bay la mot kién trac CNN hién dai, duogc tdi wu hoa cho hiéu suit cao trén
céc thiét bi ¢6 tai nguyén tinh toan han ché nhu dién thoai di dong. Céc trong sb cua
mo6 hinh ndy di duoc huan luyén trudce trén tip dir liéu ImageNet. Bing cach sir dung
mo hinh nén nay, ching ta ké thira duoc kha nang trich xuét cac dic trung hinh anh
cap thip va trung binh (nhu canh, goc, két cau) da dugc hoc tir hang triéu anh. Lép
phan loai cudi cing (top layer) ctia MobileNetV2 duoc loai bo dé thay thé bang mot
bd phan loai tuy chinh.

e Bo phan loai tuy chinh (Custom Classifier Head): Céac dac trung dugc trich
xuét tir mo hinh nén duge dua qua mot chudi cac 16p méi duge thém vao:

o GlobalAveragePooling2D: Lop nay tinh toan gia tri trung binh cua
ting ban do dic trung, gitp giam dang ké sb luong tham sb va
chéng hoc vet.

o Dense(1024, activation = 'relu'): Mot 16p két ndi day du v6i 1024
no-ron va ham kich hoat ReLU dé hoc cac t6 hop dic trung cap cao.

o Dropout(0.5): Lép dropout véi ty 1& 50% dugc thém vao dé chinh
quy hoéa (regularization), ngiu nhién v hiéu héa mot nira sé no-ron
trong qua trinh hudn luyén dé ngan chin su phu thudc qua mirc vao
mdt sd dic trung nhét dinh.

o Dense(1, activation = 'linear'): Lép dau ra cudi ciing v6i mot no-
ron duy nhit va ham kich hoat tuyén tinh. Viéc str dung ham linear
thay vi sigmoid 1a mot lya chon k¥ thuat dé két hop v6i ham mat
mat BinaryCrossentropy(from_logits = True), gitip ting tinh 6n
dinh sb hoc trong qua trinh huan luyén.

Téng s6 tham s6 ciia mo hinh hoan chinh 1a khoang 3.57 triéu, trong d6 phan 16n dén
tur cac 16p tich chip ctia MobileNetV2 va 16p Dense tuy chinh.

3.1.2.5. Chién lugc huan luyén va tinh chinh



37

e Tinh chinh (Fine-tuning): Dé thich tmg mé hinh véi bai toan cu thé, chién
lugc tinh chinh dugc 4p dung. Thay vi huin luyén lai toan by mang, 100 16p dau tién
clia MobileNetV2 dugc "dong bang" (frozen), tirc 1a cac trong sb cua chung khong
duogc cap nhat. Cac 16p con lai va bg phan loai tuy chinh dugc "mod bang" dé huan
luyén. Chién lugc nay giup giit lai cac dic trung chung da hoc dugc (O cac 16p dudi)
va chi diéu chinh cac dic trung chuyén biét hon (& cac 16p trén) cho phu hop véi dit
liéu gia mao khuon mat.

e Ham mat mat va Trinh t6i uu hoa:

o Ham mét mat (Loss Function): mé hinh st dung ham mat mat
BinaryCrossentropy(from_logits=True), phu hgp véi bai toan phan
loai nhi phan va kién trac dau ra ctia mé hinh.

o Trinh téi vu héa (Optimizer): AdamW (Adam with Weight Decay)
duoc chon véi tbe d6 hoc (learning rate) kha nho 1a 10—4. AdamW
1a mot bién thé cai tién cua Adam, thuong mang lai két qua hoi tu
t6t hon. Toc do hoc thap 1a can thiét trong qua trinh tinh chinh dé
tranh pha v& céac trong s6 di duogc huan luyén trudec.

e X ly mit cAn bang dir lidu: Dé giai quyét vin dé mat can bang nhe cua
tap dit liéu, trong sb 16p (class weights) di duoc tinh toan va ap dung trong qua trinh
huan luyén. Phuong phap nay "phat" ning hon nhiing 18i dy doan sai trén 16p thiéu
s6 (16p "spoof™), budc mo hinh phai cha ¥ hoc céc dic trung cia 16p nay hon.

e  Qud trinh huén luyén: M6 hinh dugc huan luyén trong 10 chu ky (epochs)
voi kich thuoce 16 1a 128. DBJ chinh x4c (accuracy) dugce st dung lam thude do danh
gi4 hiéu nang trén ca tap huan luyén va tap kiém dinh sau mdi ky nguyén.

e Lop Dense output véi 1 don vi (phan loai nhi phéan)
3.1.2.6. Banh gia va phan tich

Qua trinh huan luyén mé hinh da dugc theo doi chat ché thong qua cac gia tri

mat mat va do chinh xéc trén tap huan luyén va tap kiém dinh.
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Hinh 3.1. Biéu dd d6 chinh xic va mat mat trong qua trinh huén luyén

Do chinh xac (Accuracy): Nhu thé hién trén Hinh 3.1 (phia trén), d6 chinh
xéc trén tap huan luyén (Training Accuracy) ting déu va 6n dinh qua cac ky nguyén,
bt dau tir khoang 68% va dat gﬁn 80% & cudi qua trinh. Quan trong hon, d¢ chinh
xéc trén tap kiém dinh (Validation Accuracy) ting rat nhanh trong cic ky nguyén
dau, tir 87.8% & ky nguyén 1 1én dén dinh diém 1a 97.29% & ky nguyén thi 8. Mic
du ¢ sy sut giam nhe & hai ky nguyén cudi, két qua nay cho thdy mé hinh c6 kha

nang phan biét rat tt gitta khuoén mit that va gia mao.

Ham mét mat (Loss): Biéu d6 mat mat (Hinh 3.1, phia duéi) cho thay gi4 tri

mat mat trén ca hai tap déu giam nhanh. Gié tri mat mat trén tap kiém dinh (Validation
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Loss) giam xudng muec rat thap (khoang 0.073 & chu ky 8), twong tng v6i thoi diém

dd chinh x4c dat cao nht.
Phén tich két qua:

e MO0 hinh hdéi tu nhanh va dat dugc hiéu nang cao, chiing to su hi¢u qua cua
phuong phap hoc chuyén tiép va kién trac MobileNetV2.

e Khoang cach giita duong cong huan luyén va dudng cong kiém dinh
khong qué 16n, cho thdy cac k¥ thuét chinh quy hoa nhu Dropout va ting cudng dit
li¢u da hoat dong hi¢u qua trong viéc ngan chan hoc vet.

e Do chinh xéc trén 97% trén tap kiém dinh 12 mot két qua rat kha quan, cho
thdy mo hinh c6 tiém ning Gng dung cao trong cac hé thdng xac thyc sinh trac hoc

thuc té.

3.2. Trién khai hé thong nhan dién

Pé cho phép truy cap service tir bén ngoai mang cuc bd, chung t6i sir dung
ngrok dé tao mot tunnel an toan. Ngrok cung cip mét static domain mién phi, cho
phép ngudi dung truy cap API tir bat ky ddu ma khong can cau hinh phtc tap vé

mang.
Quy trinh trién khai vé&i ngrok:

e Tao tai khoan va cai dat ngrok: Bang ky tai khoan ngrok va cai dat cong

cu dong Iénh.
e  Xac thyc ngrok: Lién két ngrok véi tai khoan.
e Tao static domain: Trong bang diéu khién ngrok, tao mot static domain.

e Khoi dong tunnel: Str dung static domain dé tao tunnel dén service

FastAPI cuc bo.

e Truy cap API: Sir dung URL https://your-static-domain.ngrok-free.app dé
truy cap API tur xa.
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Céu hinh nay cho phép API nhén dién khuén mit cta ching ti c6 thé dugc
truy cap tir internet, mo ra kha nang tich hop véi nhiéu tng dung khac nhau ma khong

can trién khai trén server chuyén dung.

T6i da trién khai cac API cho phép cac tng dung tuong tac véi hé théng dé xir

1y cac yéu cau dang ky, nhan dién khuoén mat.

3.2.1. API dang ky khuon mat

Hinh 14 m6 ta ludng hoat dong cia chiic ning dang ky khudén mit. Pau vao
ctia n6 1a ba anh khudn mit theo cac hudng: nhin thang, quay trai, qua phai va mot id
tuong ung véi mot ngudi dung. Khi ngudi ding goi dén API nay, cac model xir 1y
khuon mat c6 trong h¢ théng nhu MTCNN, FaceNet va m6 hinh nhan di¢n khudn gia

mao duogc hé théng goi dén dé xur 1y hinh anh dau vao.

V6i mdi anh, dau tién hé thong kiém tra xem khudn mat trong anh d6 c6 phai
la gid mao khong. Khi da xac nhéan la khuon mat that, MTCNN s€ dugc str dung dé
phat xac dinh dugc toa do khuon mat trong anh, va tra vé anh da cat theo toa d6 do.
Tiép dén,hé thong s& trich xuit vector embedding bang model FaceNet va cap nhat
vao co so dir liéu. Liuc nay, hé théng kiém tra xem trong co s¢ dir liéu da c6 nguoi
dung nao c6 id twong tng véi dau vao hay khong. Néu co, hé thdng s& cap nhat cac
vector embedding cii bang cac vector embedding vira dugc trich xuat. Néu chua co,
hé théng tao m&i mot ddi tuong véi id maéi va cac vector embedding, sau d6 cap nhat

vao database. Khi qu4 trinh nay da hoan thanh, két qua s& duoc tra vé cho nguoi dung.
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FastAPI FaceRecognitionService MTCNN FaceNet LivenessModel Database
| I | I |
| I I I I

POST /fface/register I | I | I
I I I I
| A I I I I
| reosterfeed o | [ |
I I I I
loop J [For each image] I I I
' I | I |
I ! o I
l liveness_detection() | |
I I I I
I isReal (boolean) I I
<--"""7- 2 i F=--"-- 1
I I
I
I
I
I
I
|
I
I

<

HTTP Response I

I face_image

detect_face() I

K------- q

get_embedding()

face_embedding

e------- r

Check if user exists

alt ) [User exists]

]
I
I
[
!
I
I
I

I
|
I
I

User found
A R R R 1
I ! |
| Update embeddings |
I I I
[ "7 e donsmree 1T prooreeeee proormeeee |
I I I I |
I | ! | |
- oo oo [ _ _ _MNowerfownd ____ o - d
I I I I |
I I Create new user I I
i f | f 1
| | ] | ]
I I [ I |
I I Confirmation I I
K--=="""1 |== == r=-""""- === 1
I I I I |
Registration result J I | I I
I | I | |
I I I I |
I | I | |
I | I | |
I I I I |
1 1 1 1 1

Hinh 3.2. Chirc ning diang ky khuén mat
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3.2.2. API nhdn dién khuon mdat

API nhan dién khuén mat cho phép xac thuc danh tinh nguoi dung thong qua
khuon mat. API nay nhan vao ID ngudi dung va mét anh khuén mat can nhan dién,
sau d6 thuc hién qué trinh kiém tra liveness detection dé dam bao khudn mat 12 that.
Tiép theo, hé thong s& trich xuat vector dic trung (embedding) tir anh khudn mit va
so sanh v&i cac embedding da luu trir trong co sé dir liéu. Két qua nhan dién duogc tra

vé bao gdm thong tin vé viéc nhan dién thanh cong hay that bai, ciing véi d6 tin cay

cua két qua.

Client FastAPI

FaceRecognitionService

FaceNet

LivenessModel

Database

POST /face/recognize

'< HTTP Response —I

Hinh 3.3. Chirc ning nhin dién khuén mat

I
I
|
|
|
|
|
Vi
[
[

Compare embeddings

—

Recognition result I

| [ I
| I I
| I I
[ I I
| A I I
I | rocoanize faced | |
| | | I I
I I I liveness_detection() | |
| | I I I
| | | ! | |
| | kg m oo SRl ) J !
| [ | I I I
I I I detect_face() l l l
| I > I I
| | | I I I
I I k face_image J | |
| | | I I I
I I ! get_embedding() ! l
| | f T | |
| | | | I I
| | | < face_embedding | |
| [ | I I I
I I I l Get user al:nbeddIngs l
L Il |
I I I I T |
| I | I I I
| | |< | User embeddings |
| | I
| |
| |
| |
| |
| |
|
|
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3.2.3. API liy trang thdi bat/tit nhin di¢n khuén mit

Client FastAPI FaceRecognitionService Database

GET /usersf{user_id)/face-status

| I I
I I I
| N |
I 1 |
I I |
| | get_user_face_status() ~ |
—>1
I I I I
I | | Get user data |
i
I I I 1
I I I I
I | |< User data —I
I I I I
I | | Check face embeddings |
I I I_ |
I I (S |
I I I I
| | Status result | |
| < |
I I I
HTTP Response |
I
I
I

I

I

e - - STOTTL 1 |

I I I

I I I

| I I
Hinh 3.4. Chirc nang bzflt/tz"lt nhan dién khuén mat

3.2.4. API cdp nhat/thay déi trang thdi nhin dién khuén mit

API cap nhat/thay doi trang thai nhan di¢n khuén mat 1a mgt API quan trong
trong hé thong Face Recognition, cho phép quan 1y trang thai bat/tat tinh ning nhan
dién khudn mat cho tung nguoi dung. API nay nhan vao ID ngudi dung va trang thai
m&i (bat/tat) thong qua phuong thirc PUT, sau d6 cip nhat trang thai trong co so dit
li¢u. Khi thanh cong, API tra vé thong bao xac nhan viéc cdp nhat trang thai, va trong

truong hop khong tim thiy ngudi dung, nod s& tra vé 16i 404. API nay déng vai tro
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quan trong trong viéc gitip cac ing dung nhan dién khuén mit kiém soét quyén truy

cap va quan 1y tinh ning nay trong hé thong.

Client FastAPI FaceRecognitionService Database

PUT J/users/{user_id}/face-id-status

I
HTTP Response |

4(: _____________

| I |

I I I

| | |

I “1 I

I I _ I

| I update_face_id_status() ~| |
I —1

I I I I

I I I Get user \-_I

I I | ~1

| I I |

I | I< User data J

| I I |

I I I Update isEnableFaceld I

I I |

I I I I

| | |< Update confirmation J

I I I

I I Update result I

| [€------- - 1

I

I

I

I
I
Hinh 3.5. Chitc ning cip nhat/thay ddi trang thai nhan dién khudén mit

3.2.5. API xoa khuon mat da luu

API x6a khuon mat cho phép x6a toan bo dir li¢u khuén mat cua ngudi dung
khoi hé thong. API nay nhan vao ID ngudi ding thong qua phuong thirc DELETE va
thuc hién vi¢c xd6a cac vector dac trung khuon mat (embeddings) tir ba goc nhin
(front, left, right) duoc luu trir trong co s& dit liu. D@)ng thoi, API cling tu dong tat
tinh ning Face ID cho nguoi dung d6. Khi thyc hién thanh cong, hé thong sé& tra vé

thong bao xac nhan viéc xda dir li€u khuén mat va tat Face ID. Trong truong hop
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khong tim thiy ngudi dung, API s& tra vé 16i 404. API nay dic biét hitu ich trong cac
truong hop ngudi dung mudn x6a dir liéu khudn mit ctia minh vi Iy do bao mat hoic

khi can cap nhat lai dit liéu khuén mat méi.

Client FastAPI FaceRecognitionService Database

DELETE /users{user_id}/delete-face

HTTP Response

| | |
| | |
| | |
I ~1 |
| | ‘ |
| ! delete_user_embeddings() >. I
I I I |
I I I Get user \I
| | | ~1
| | I |
! | P Ueerdats - i
I | I |
I I I Clear embeddings & disable Face ID \I
| | | 2
| | | |
| | e - Dpdmeenimatn
I | I

l l Deletion result I

I e mm - == ===~ 1

| |

I< |

|

|

I

Hinh 3.6. Chirc ning x6a khuén mat da luu

3.3. Trién khai trén img dung ONE Home

3.3.1. Ung dung ONEHome

Ung dung nha thong minh ma t6i sir dung trong dé 4n 1a tmg dung ONEHome,
mot san pham ctia VNPT-Technology. ONE Home la giai phap ngdi nha thong minh
cho phép két ndi céac thiét b, giam sat va diéu khién tir xa, tang cuong an toan, an
ninh cho ng6i nha cua ban.

e Tu dong diéu khién céc thiét bi theo nhu cau, thoi quen sinh hoat.
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e Cam nhan moéi trudng xung quanh va c6 nhitng phan hoi gitp cudc séng
tién nghi, thoai mai hon.

e D& dang diéu khién trén tmg dung thong qua giong noi hoic truc tiép qua
thiét bi.

e Xem truc tiép v6i chit lwong Full HD trén thiét bi smart phone moi noi
moi luc.

T6i da thém chic nang nhan dién khudn mat trén ing dung dé tang cuong tinh
an toan va bao mat thong tin. Khi ngudi dung mudn xem camera trong tai khoan, can
phai xac thuc khuon mat trude. Nhan dién khuon mat con duoc ap dung cho dau vao
ctia ngit canh tu dong. Khi camera phat hién chuyén dong hodc phat hién ngudi, né
s& dua anh d6 vao hé thong. Néu hé thong phat hién trong anh c6 khudén mit cia

nguoi dung, n6 s€ kich hoat cac ty dong gan vdi di€u kién nhan dién khudn mat.

3.3.2. Trién khai trén irng dung di dong OneHome

Trong Gng dung OneHome, t6i d3 thém nhiing giao dién lién quan dén ding
ky khuén mat, xac thuc khuén mat, cai dat xac thuyc khuén mat.

Phat hién khuon mat trong rng dung ONE Home

Trong d¢ an nay, toi da sir dung ing dung ONE Home v&i dién thoai iPhone.
Dé co thé gtri anh xac thuc cho hé théng, camera cua dién thoai phai co thé phat hién
khuon mat. Vision Framework 13 mot trong nhirng cong nghé tién tién nhat cia Apple
trong linh vuc computer vision, dugc gi6i thiéu 1an dau trong i0S 11 va macOS High
Sierra. Framework ndy cung cép cac API manh mé& va dé& sir dung cho viéc phan tich
hinh anh va video, trong d6 face detection (nhan dang khuén mat) 1a mot trong nhitng
tinh nang ndi bat nhat.

Framework nay dugc Apple phat trién dé phu hop voi phan ctng thiét bi co
trong hé sinh thai cia ho va khong dugc chia sé ra ngoai. Framework tu dong lua
chon phan ctng pht hop nhat dé thuce thi - tir Neural Engine cho tdc d6 cao nhit, dén
GPU hoic CPU tiy theo tinh hudéng. Qua trinh xir 1y dién ra hoan toan trén thiét bi,

dam bao tinh riéng tu va giam do tre.
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Framework cung cap hai loai request chinh cho face detection:

e VNDetectFaceRectanglesRequest cho phép phat hién vi tri cac khuon
mit trong anh, tra vé& bounding boxes v6i d6 chinh xac cao va confidence scores.

e VNDetectFaceLandmarksRequest di xa hon bang cach nhan dang cac
diém dic trung trén khuoén mat nhu mét, mii, miéng, va duong vién khudn mat véi
do chi tiét 1én dén 76 diém landmark.

Vision Framework duoc str dung rong réi trong nhiéu ing dung ctia Apple nhur
Photos app dé ty dong gan thé khuon mat, Camera app cho cic tinh nang Portrait
mode va Face ID.

Sau khi da c6 két qua phat hién khuon mat, luc nay app sé tiép tuc kiém tra
tiép cac diéu kién:

e Chi co 1 khuon mat trong camera

e Toan bd khuén mat phai dat trong camera
Sau khi d3 thoa man cac diéu kién nay, app mdi goi cac API cta hé thong dé thuc
hién nhan dién khuén mat.

Véi hinh 3.6, chung ta c6 thé thidy duoc cach toi di ung dung Vision
framework dé nhan dién dau vao khudn mat, qua doé léy duoc anh chira khuon mat

can xu 1y cho céc budc ti€p theo.
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App Vision CorehL NE GPU
T

Khdi tao VNDetectFaceRectanglesRequest

Khdi tao VNImageRequestHandler(image)

Khé&i chay model phat hign khuén mat

Medel da dwoc chay

I
|
|
[
|
|
|
Thuec hign request |
1
|
|
|
|
I
|

Tién xt¢ I anh

Gri &nh d3 xcr Iy dén model

Chay mé hinh CNN (néu c6)

alt J‘ [C6 Neural Engine]

Tra vé két qua

Chay md hinh CNN

Tra vé két qua

Bau ra phat hién chua xdr Iy

I

I

|

I

|

|

|

|

|
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|

| ......
|

|

|

|

|

|

I
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|
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| .
| X0y két qua (NMS, loc)
|

Tao VNFaceObservation objects

L T

Tra vé callback két qua

e Gt L

|
|
|
|
1
|
Xt ly khudn mat (bounding boxes, confidence) |
|
|
|
|

1

Hinh 3.7. Phat hién khuoén mat véi Vision framework

Cai dat xac thuc khuén mat

e Muc cai dit xac thuc khuén mit nim trong muc Cai dat cua app, di tu
menu bén trai tng dung. O day app s& goi API ldy trang thai bat/tit xac thyc khudn
mit ciia tai khoan. Ngoai ra, chirc nang thay doi khuén mat va x6a khudén mit s& dugc
hién néu nhu trang thai xac thyc khuéon mét dang dugc bat.

e Bat cai dat xac thuyc khudn mat

Hinh 20 mo ta luéng hoat dong khi bat cai dat. Trong trudong hop bat cai dat

lan dau, trong co s¢ dit liéu chua c6 id tai khodn: ing dung s€ m& man hinh thém
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khudén mat véi lan luot cac huéng dan dé chup duogc 3 anh khudén mat theo cac hudng:
nhin thang, quay tri, quay phai. Khi c6 két qua, ngudi ding duoc diéu hudéng vé lai
man cai dit kém voi thong bao ding ky khudn mit thanh cong hodc tht bai. Con voi
truong hop bat cai dit sau khi da xo6a dit liéu khuon mat, h¢ théng s€ cap nhat cac
vector embedding khuon mat tuwong g voi id tai khoan do.

Bat cai dat nhan dién khudn mat

Chup 3 anh khuén mét theo cac hudng:
nhin thang, quay trai, quay phai

Gt anh

Goi API register-face véi
3 anh va id tai khodn

Léy cac vector embedding khuén mat

Trich xuét cac vector
embedding khu6n mat
va tra vé két qua

thanh céng/that bai
T
- }

alt [Trich xuat vector embedding thanh cong] |
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Hinh 3.8. Luong hoat dong khi bat cai dit nhan dién khi chwa cé dir liéu khuén mit

Véi truong hop bat cai dat, trong co so dit licu da co dir li¢u khuén mat: ing
dung s& chuyén hudng dén man nhan dién khuén mit. Sau khi di xac nhan duoc anh
cua nguoi dung khédp véi dir li¢u cé trong co sd dir li¢u thi cai dat sé duoc bat. Nguoi

dung c6 toi da 3 1an dé nhan dién.
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Bat cai dat nhan dién khudn mat
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Hinh 3.9. Ludng bt cai dit khi c6 dir liéu khudn mit

Véi nhitng tai khoan 1an dau bat hodc vira x6a khuén mit xong thi can phai

dang ky lai khuon mat dé c6 thé str dung tinh nang. Ung dung s& md man hinh thém

khuon mat véi 1an luot cac hudng din dé chup dugc 3 anh khudn mit theo cac hudng:

nhin thing, quay tri, quay phai. Khi c6 két qua, ngudi ding duoc diéu hudng vé lai

man cai dit kém véi thong bao dang ky khuén mat thanh cong hodc thét bai.

bé thay ddi khudn mat, nguoi dung can phai xac thyuc lai khuén mat hién

tai dé dam bao 1a chinh chi. Sau khi x4c thuc thanh cong thi s& diéu huéng dén man

dang ky khudn mat dé giri anh méi cho hé thong dé tao dir liéu khudn mit méi thay

do1 cho cai cu.
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Hinh 3.10. Ludng thay déi khudén mit

e Vi x6a khudn mat, sau khi da xac thuc thanh cong, goi API x6a khuon
mat tuong ung voi tai khodn trong co s¢ dit 1iéu. Vi khong con dir li¢u khuon mat

nita nén chirc nang s€ tu dong tat di.
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Hinh 3.11. Luong x6a khuén mit

Bdo mat cho camera:

e Pé ting cuong bao mat thong tin cho cac di liéu nhay cam tir camera, ing
dung s& yéu cau xac thuc khudén mat voi nhitng thiét bi 13 camera. Pé ing dung lam
duoc didu nay, can bat tinh nang xac thuc khuon mat trong cai dat.

e Mbi khi nguoi ding bdm vao xem camera tir man hinh chinh, tr thong
béo, hay tir tim kiém, tng dung s& chuyén huéng dén man hinh yéu ciu xac thyuc
khuon mat. Khi da nhan di¢n thanh cong, nguoi dung mai duoce chuyén huodng dén
man hinh xem camera.

Kich hoat cac kich ban tuy dong khi camera nhan dién dwgec khuén mat

e Dé co thé kich hoat cac tu dong dua trén xac thuc khudén mat, dau tién

chirc nang xac thyc khuén mat cia rng dung phai dugc bat. Sau d6 cir moi khi camera
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phat hién duoc chuyén dong, phat hién ngudi hodc phat hién 4m thanh thi camera s&

chup lai khoanh khéic d6. Khi da c6 duoc anh, ung dung s€ xac thyc véi dit 1iéu khuon

mit di c¢6 dé xac dinh xem c6 ngudi ndo trong anh phu hop khong. Néu co thi hé

théng cia ONE Home s& kich hoat cac tu dong tuong Gng gin véi diéu kién 1a phat

hién khuon mat cua chu nha.
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Hinh 3.12. Ludng hoat dong nhin dién khudn mit véi anh giri tir camera

3.4. Két qua thir nghiém

Hiéu Suiat Nhin Dién

M6 hinh FaceNet sau khi fine-tuning dat dugc hi¢u suét cao trong nhan dién

khudn mat. Trén bo dit liéu kiém thit VGGFace2-MTCNN [5], m6 hinh dat:

e DOJ chinh xé4c (Accuracy):
e DO nhay (Recall): ~93%
e Do chuan xé4c (Precision):

e Fl-score: ~93.5%

~95%

~94%
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K¥ thuat data augmentation dong vai tro quan trong trong viéc cai thién hiéu

suat, dac bié¢t l1a trong cac truong hop c¢o it dir liéu huan luyén cho moi nguoi.

M6 hinh liveness dugc huin luyén trén bd dir liéu CelebA-Spoof [9] voi
100,000 hinh anh, dugc chia thanh 80,000 anh cho tap huin luyén va 20,000 anh cho
tap kiém thir. Dit liéu duge xir 1y va nap vao bo nhé str dung TensorFlow Dataset API

voi kich thudce batch 1a 128.

Két qua thyc nghiém trén tap dit liéu CelebA-Spoof [9] cho thdy md hinh str
dung MobileNetV2 dat d§ chinh xac 1én td1 99,4%, vugt nhe so véi phién ban st
dung InceptionNet, dong thoi giam dang ké thoi gian suy luan (chi con khoang 35ms
mdi anh trén thiét bi pho thong) va kich thude mé hinh (giam tir 95MB xubng con
14MB). Diéu nay chimg minh ring MobileNetV2 khong chi phit hgp cho cac hé théng
phat hién gia mao khudén mat thoi gian thie ma con mé ra tiém nang trién khai rong
rdi trén cac thiét bi di dong, camera thong minh va nén tang IoT, noi tai nguyén tinh
todn va bd nhd bi gidi han. Nhu vay, viéc tich hop MobileNetV2 vao kién trac
FaceNet 1a mot huéng di hiéu qua, gop phan nang cao tinh thuc tién va kha ning tng

dung cua céac hé théng béo mat sinh trac hoc hién dai.

Hiéu Nang API

API duoc xay dung voi FastAPI c6 kha nang xir Iy nhiéu yéu cau dong thoi
v6i do tré thap:

e Thoi gian phan hoi trung binh ciia API 14 1.2 gidy

e Thoi gian dé phat hién khuon mat 13 0.3 gidy

e Thoi gian dé nhan dién khuon mat 13 0.8 gidy

e Thoi gian dé kiém tra liveness 13 0.4 gidy

e Thoi gain dé dang ky khuon mit 1a 4-5 gidy

Két ludn

Hé théng da dap ung duogc cac yéu cau co ban vé nhan dién khuoén mit véi do

chinh x4c cao. Céc tinh ndng chinh nhu liveness detection, face registration va
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recognition déu hoat dong tot. Tuy nhi€n, van con mot s6 van d€ ve hiéu suat va bao

mat can duoc cai thién.
3.5. Panh gia hé thong

Trong dé 4n nay, ching t6i di xay dyng mot hé théng nhan dién khuén mat
hoan chinh, tr viéc tién xur 1y dir licu vo1 MTCNN, fine-tuning mo hinh FaceNet,
phat hién gia mao khuén mat véi MobileNetV2 va xay dung API vdi FastAPI va
SQLite, dén trién khai dich vu véi ngrok. H¢ théng dat duoc hiéu suit cao trong nhan
dién khudn mat va c6 kha ning trién khai trong nhiéu ing dung thuc té.

Uu Piém ciia H¢ Thong

e Do chinh xac cao: Str dung mo hinh FaceNet tién tién két hop véi MTCNN
cho phép nhan dién khuon mat véi do chinh xac cao.

e D& dang trién khai: Sir dung SQLite va FastAPI gitp don gian héa qua
trinh trién khai.

e Kha ning md rong: Kién tric cta hé thong cho phép d& dang mo rong va
cai tién.

e Co so dir liéu SQLite c6 thé duge thay thé béng cac hé quan tri co so dir

liéu manh mé& hon nhu PostgreSQL hodac MongoDB cho céac irng dung quy mo 16n.

e Mo hinh c6 thé dugc tiép tuc fine-tuning voi dir liéu mdi ma khong can
xay dung lai toan bo hé thong.

e Truy cip tir xa: Sir dung ngrok giup API c6 thé truy cap tir bat ky ddu ma
khong can cau hinh phirc tap.

Han ché:

e Chua c6 cac phuong phap bao mat dir li¢u.

e Tbc d6 xu 1y thuc té vin chua cao do sy cham tré ciia server ngrok.

e Do chinh x4c ciia model liveness trong thuc té van con chua duoc tot.

e Chua c6 co ché cache cho embedding, c6 thé gy cham néu sd luong user
tang 1én.

e Chua co co ché load balancing cho viéc xur 1y nhiéu request dong thoi.
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CHUONG 4. KET LUAN VA KHUYEN NGHI
Trong dé tai ndy, hoc vién da dé xuét va xdy dung mé hinh nhan dién khuén
mat FaceNet vé1 MobileNet V2 lam xuong séng, cung v6i d6 1a mo hinh nhan dién
khuén mit gia mao ciing v6i MobileNet V2. Céac két qua thuc nghiém cho thiy hé

théng da chay va dat hi¢u suit tt.

Hé thong 1a mot giai phap t6t cho viée xac thuc danh tinh bang khuén mit,
v6i nhiéu tinh nang bao mat va do chinh xac cao. Tuy nhién, van con mot sé diém
can cai thién dé dap mg nhu cau cua hé thong 16n va dam bao hiéu suét toi wu. Véi
nhiing cai tién dugc dé xuat, hé thong c6 tiém ning tro thanh mot giai phap xac thuc

khuon mat manh mé va dang tin cay:

e (Caii thién hi¢u suat: Thu nghiém voi cac kién triic mang tién tién hon va

k¥ thuat huan luyén nang cao.

e Téi wu héa toc @9: Ap dung cac k¥ thuat nhu quantization va pruning dé

giam kich thudc mo hinh va ting téc d6 suy luan.

e Bdo mat dir liéu: Trién khai cac giai phap ma hoa va bao mat cho dir li€u

khuon mat nhay cam.

e M¢é rong tinh niing: Phat trién thém cac tinh ning nhu nhan dién cam

xuc, udc tinh do tuoi.

e Can thém cac co ché load balancing, caching dé tang hiéu suat, tbc do

phan hoi ciia hé thong.
Hé théng phu hop cho:
e Hg thdng xac thyc trong doanh nghiép vira va nho
° Ung dung di dong can xac thuc khudn mat
e H¢ thong kiém soat ra vao

° Ung dung can xac thue danh tinh v6i do bao mat cao
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Tuy nhién, can luu y vé kha nang md rong va hiéu suat khi trién khai trong

moi truong production voi sé lugng nguodi dung 16n.

Véi hudng nghién ciru tiép theo, chung ta ¢ thé nghién clru, phat trién thém
chtrc nang nhan dién cam xuc, udc tinh d6 tudi. Nhirng chirc ning méi ndy déu mang
tinh tng dung cao trong thuc té. V&i nhan dién cam xuc, chung ta c6 thé danh gia
duge mirc do hai 1ong cua khach hang véi san pham. Véi ude tinh d6 tudi, chung ta

co theé 4p dung vao camera dé€ quan 1y tré nho.
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