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MO PAU

Sur phit trién manh mE cia trf twé nhin tao (Artificial Intelligence — AT) va hoc siu
(Deep Leaming — DL) d3 mang lai nhilng tién b vugt bic trong nhigu finh v khic
nhaw, dic bidt 14 rong thi gide may tinh va xir ¥ hinh anh. Mt trong nhitng tng dung
néi bit cia hoc siu 1a khd ning tao ra cic ndi dung 50 chén thyc dén mirc kho phin biét
béing mét thidmg, dién hinh 14 cng nghé Deepfake. Céng nghé nay hi tro viée tao dung
hinh énh v video gia mao vai df chin thee vugt i, cho phép thay thé khubn mat cia
mét d6i twgng trong video bing khudn mat cua d6i tugng khéc, dong thii sin sinh cac
hinh dnh mang tinh hign thue cao di khéng cé s tbn tai ngodi dir thye.

Ban diu, Deepfake duge phit trién nhim phye vy cic mye dich tich cyre nhurhé g
trong nganh dién dnh, sin xudit nii dung k¥ thudt st hodc phuc ki hinh dnh lich sir. Tuy
nhign, véi sy phat trién ngdy cang tinh vi ciia céng nghé nay, Deepfake dang tré thanh
mét cong ¢y cb thé bj loi dyng cho cic muc dich xfit, ching han nhu lira déo, phét tan
thdng tin sai léch, xam pham qu],.'én riéng tu va giy anh hudmg dén danh dir ¢ nhiin. Sy
lan truyén nhanh chéng cic ndi dung Deepfake diit ra nhimg théch thire Ién d6i visi tinh
wic thue cia thong tin, an ninh mang, phap I¥ va dao dire xd hl.

Trrde thire trang ndy, viée nghién ciru va phit trién cdc phreng phdp phat hign dnh
Deepfike trd thinh mdt yéu ciu cip thiét nhim han ché tic dong tidu cye cla cing nghé
ndy 461 véi x& hii. Cle phuong phép truyén théng nh phin tich bing mét thwimg, kiem
tra siéu dit lign hoic sir dung phin mém chinh sira dnh hién c6 khéng con di hidu qua
trirre sir phit trién khéng ngimg ctia cde thuit todn tao ra dnh Deepfake.

Hién nay, mét s6 nghién cin d3 tip trung vao phdt hién Deepfake dua trén cac dic
trung bét thidmg trong hinh dnh, ching han nhw sai 1éch dnh séng, bién dang khuén mit,
thiéu nhét quén trang bidu cim hoiic déu vét chinh sira trong céc chi tigt nhé, vi du [1.3,
4-7]. Mie dis viy, cde phwong phip ndy vin d6i mat véi nhimg han ché ding ké lién
quan dén d6 chinh xéc va kha ning tong quét hoa, dic biét khi trién khai trén cac tip dit
liéu lém va gidu tinh da dang. Vi vy, ciin c6 nhimg phuong phap phét hién ty déng,
chinh xdc va hidu qua hot, trong d6 che phurong phép hoe sdu néi 1én nhir mét gidi phap
tiém néing diy hita hen, Hoe siu da chimg minh dirge kha ning vugt trdi trong vige xir
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Iy vi phin loai hinh 4nh théng qua cée kién tric mang no-ron nhin tao tién tién nhr
Convolutional Neoral Networks (CNMs), Recurrent Neural Networks (RNNs) vi
Transformers [11-13, 15-17]. Ma hinh hoc sdu s& hitu kha ndng o déng khai thic djc
trirng tir hinh dnh mé khéng yéu ciu thist lp thi cing cac diic diem then chot, nhér viy
cdi thién ding ké d6 chinh xdc trong viée phat hign hinh dnh Deepfake.

Céc nghién el gin day [7. 19, 62] cho thiy, viée 4p dyng mang CNNs va cic
phirong phip hoc séu khae vio bai todn phit hién dnh Deepfake co thé giip nhén dién
cdc diic trumg tinh vi mi mét thimg khé phin bigt, chang han nhr sy sai léch trong két
cdu da, béng db, dnh géng hofc sir bt thurémg trong hiéu cam khudn mit. Ngoai ra, cic
phireng phip dira trén Transformer nlnr Vision Transformers (ViTs) ciing dang durge
nghién cim va thir nghiém d2 cii thién kha ning tong quat héa cia md hinh, gitp phét
hién dnh Deepfike higu qua hom trén nhiéu loai dit lidn khie nhao,

Mac dit da dat duge nhimg tién b nhit dinh, viéc phat trién cic mé hinh hoc siu
nhiim phat hién dnh Deepfake vin con nhiéu thach thirc. Sy phong phi va khéng ngimg
bién ddi cla cdc thudt todn tao Deepfake dit ra yéu ciis déi véi md hinh phai cé niing lre
tong qudt héa d& phit hién cic hinh Anh gid mao chwa timg gip trong qua trinh hudn
luyén. Pong thi, viéc t0i wu héa giia d§ chinh x4c va hiéu suat tinh ton cling |4 mt
}réu 6 then chét cin dugc quan tim trong qué trinh xdy dung md hinh,

Xudt phat tir thue tién trén, d& dn ot nghiép “NGHIEN CUU, UNG DUNG
PHUONG PHAP HQC SAU VAO PHAT HIEN ANH DEEPFAKE" duge thyc hién
nhiim cung cip mit cai nhin toan dién vé cong nghé Deepfake vé cic phieng phép phét
hién anh gia mao, qua dd danh gia viéc dp dung mét s6 mé hinh hoc séu o1 wu nhiam
ning cao hiéu qua nhin dién inh Deepfake. Két qua nghién e cé the drge g dung
trong nhiéu linh vire nhu an ninh mang, bdo chi, truyén thong, phap ly vi bio vé danh
tinh s6, gop phén ngin chin nhimg tic déng tiéu cue cla nh Deepfake ddi voi xa hoi.

R cue dé an 1t nghiép ngodi phin mé dau, két luan gom 03 chwong, nhr sau:

Chwomg 1: Téng quan nghién ciru vé hoe siu va anh Despfiake: co si 1y thuyét vé
cing ngheé Al hoe siu, dic tnmg cia anh Deepfake do Al tao ra, cde k¥ thudt tao dnh
Deepfake ph bién, yéu cau doi voi vige phat hién dnh Deepfake, mit s6 nghién ol ndi
bit lién quan den phat hién anh Deepfake.
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Chuwong 2: Gidi phép sir dung hoc sdu trong phét hién dnh Deepfake: diic diém cia
anh Deepfake do Al tpo ra; céc phwomg phip hoc siu phd bién trong phit hién dnh
Deepfake hao gom kién trie CNNs va Transformers; mé hinh hoe s edi tién cho phit
hién dnh Deepfake; hra chon gidi phip sir dung hoe siu cho cho phit hién dnh Deepfake,

Chiromg 3: Xdy dimg mi hinh phat hién dnh Deepfake: dé xuat ma hinh téng quat;
thu thip di lidu; mé t4 cdc céng ey, thir vién sir dung d& thye hign mé hinh; trién khai
ap dung cde thudt todn hoe méy cho mé hinh; thye hign thir nghigm; so sinh gilra cic
mi hinh dé ddnh gid két qua phét hin.
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CHUONG 1. TONG QUAN NGHIEN CUU VE HQC SAU VA

ANH DEEPFAKE

1.1 Khdi guat vé hoe siu v cong nghié AT
LI1 Gidi thidu vé hpe siu

Hoe sdu (Dezp leamning — DL) 1a mét nhanh chuyén biét cia hoc miy (Machine
learning — ML). Ban déu hoc siu dugre 13y cdm himg tir cdc md hinh sinh hoc vé tinh
todn vi nhin thirc trong o nguii. Mét trong nhitng diém manh néi bét cia hpc séu la
kha nang trich xuft e dic tnmg & cip 46 cao tir dir lidu diu vio tho [16],

Sur khic biét chinh gilra hoc sdu va hoe may truvén thing nim & cdu tric cia kién
friic mMang no-ron nén tang. Cdc md hinh hoc méy “khing s8u™ thudmg s dung mang
na-ron dom gidn chi gdm mét hojic hai lop tinh toan. Trong khi d6, ce md hinh hoc séu
sit dung ba Idp trér 1€n, thim chi thwémg 1a hing trim hodc hing nghin ldp d& hudn luyén
md hinh.

Trong khi cac mé hinh hoe ¢6 gidm sdt véu ciu dir liéu ddu vao cd ciu triic vi durge
gan nhin rd ring dé tao ra két qua chinh xéc, thi cic mé hinh hoc sdu co thé khai thie
phuremg phip hoe khing gidm sat. Vi hoc khang gidm sdt, mé hinh hoe sau e kha niing
tir dong trich xudt céc dc tnmg, moi quan hé vi cu tie cin thist ti dit ligu the chua
qua xir Iy d& tao ra diu ra chinh xdc. Ngodi ra, nhing mé hinh ndy con co khd nang ty
didnh gia va cai thién két qué nhim ning cao d6 chinh xdc,

Sir phét trién ciia hoe sau bt déu i nhimg nghién ciru vé mang no-ron vio nhimg
nam 1950, nhumg chi thire sy bing no frong nhimg nam 2010 nhév vio sy gia ting cia
dit liéu 1én (Big Data), su tién bd cia phén cimg nhw GPU va cde thudt tan thi wa héa
higu qua. Ngodi ra, hoc sdu 12 mt Khia canh cida khoa hoc dir liéu dong vai trd then chit
trong viée thiic diy nhidu tmg dung va dich vy tr ddng héa, cho phép thye hién cic tc
vu phén tich hojc vt Iy ma khéng cén aur can thiép ciia con ngudi,

Hoc siu di thie diy nhimg birde tién vt bic trong nhigu [inh vire, bao gom xir
Iy 4nh, nhin dang giong noi, dich may va diéu khidn xe ty hinh. Céc mé hinh nhu
Convolutional Neural Networks (CNNs), Recurent Neural Networks (RNNs) va giin
déy 14 Transformers dd gitp may tinh dat dwge kha ndng hoc hoi va phin tich dif lidu
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viri dd chinh xdc cao, ma ra nhitu eor héi rng dung thire tién trong khoa hoe vi eing
nghé. Diéu nay 14 nén ting cho nhidu sin phim va dich vu phd bign ngay nay nbur trer 1y
do, didu khién tir xa biing gigng ndi, hé thing phét hién gian Ln thé tin dung, xe o hinh
v tri tué nhin tao nr sinh.

LL2 Gidi thigu vé tri tué nhén tgo

Ra div vao gitra thé ky XX, tri té nhin tao (Artificial Intelligence - AT} hudng toi
vide xdy dymg cde hé théng may tinh co kha ning t4i hién cic qua trinh tr duy vi hinh
vi diic trimg ciia con ngarén. Khdi niém AT ln diu tign dwpe d& cip vao niim 1956 tai Hbi
nghi Dartmouth, noi cdc nhd khea hoo nhir John MceCarthy, Marvin Minsky, Allen
Newell vii Herbert Simon dit nén méng cho nganh nghién etru ndy. McCarthy 83 dura ra
dinh nghta vao ndm 1955 nlur saw: “Artificial intelligence is the seience and engineering
of making intelligent machines, expecially imtelligent computer programs”, duge tam
dich “Tri (g nhan tao 14 khoa hoe v ki thudt cia vige tao ra cic ¢d may thong minh,
dac biét 1a cac chuong trinh méy tinh thong mink™ [45].

Theo McCarthy, Al khéng don thudn 13 nghién ciu vé vide md phing tri thong
minh con ngwdi bing médy tinh, ma con bao him qua trinh phat trién cde thuft todn va hé
thémg c6 khi niing hoc tdp, suy luin va thich nghi véi moi tredmg. Al theo quan diém
ciia MeCarthy khéng gidi han & viéc mé phéng con ngudi ma cdn bao gom cdc cdch tigp
cin khic nhau d& dat duge hinh vi thing minh, cb thé khéng nhat thiét phai hoat déng
giting nhur con ngudi nhung vin ¢d thé gidi quyét vin dé higu qua,

Tri tué nhin tao 14 mét trong nhimg linh vyc cong nghé ¢6 e d5 phit trién nhanh
chéng nhit hién nay, tao ra dnh hwong siu ring d6i vii nhidu nganh cong nghiép va linh
vire nghién ciru khoa hoc. Hoe siu dong vai trd trung tim trong vige mé rong ning lyc
ciia Al cho phép hé thong mdy tinh ddm nhiém cée nhigm vy phirc tap nhu xr 1y ngon
ngi tr nhigén (Natural Language Processing — NLP), nhin dign hinh anh va phén tich dir
liéu quy mé lom. Sy phit trign manh mé cia Al khéng chi dem Igi nhimg ddi mai diu
phid vé mét cdng nghé mi con thic diy tmg dung vio thye tién, gop phin ndng cao chit
lwgmg dévi sngz va Loi tu hia quy trinh van hanh trong nhiéu linh vire.
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L.1.3 Sw phat trién ctia cong ngh tef tug nhin tgo

Trong giai doan se khai (1950 - 1970), Al chit yéu dira trén cie hé thing logic va
quy tic dom gidn 48 giai quyét bi todn tim kiém va chimg minh dinh 1Y todn hoc. Trong :
thiip nién 1980, Al ghi nhiin si phat trién manh m& eia ML, cho phép méy tinh tr dong
hac tir dir liéu mé khéng doi héi phai lp trinh mit cdch tiimg mink cdc quy tac hoat
déng. Cit moe quan trong tiép theo 14 sy phdt trién ciia DL viio nhimg nim 2000, nhis
vio {ién b cda phin cimg va lugng di 1igu khing 10. Cae mé hinh hoe séu, die biét i
mang no-ron nhin tao nhiéu ting (Deep Neural Networks - DNNs), di dua Al lén mit
thm cao mai véi kha nang nhin dién hinh inh, NLP vi digu khién xe ty hinh. Ngay nay,
AT dii triv thimh céng nghé cdt 18i trong nhidu finh vire nhir v (&, t3i chinh, thuong mai
din tir vi gido dye, gép phin tgo ra nhimg thay dii mang tinh ddt phd trong doi song
Eon ngLEi.

1085 - I -

(Al chit yé dopn trs 5 (" Dimgnicimhpe | f \ i
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Hinh 1.1: Sy phét trién eiia cong nghé Al
1.2 Ung dung ciia Al hoe siin trong phit hién dnh gii mao
1.2.1 Ung dung ciia AT vi hpe situ trong cde lnk viee hign nay
Al v hoc su |3 nhitng linh vire trong yéu cia cich mang céng nghiép 4.0, 43 va
dang tic djng manh mé dén hiu hét cic nganh cing nghiép va dai song xi héi, Bang 1.1
trinh bay cic img dung phé bién ciia Al va hoc su trong divi sing va nghién cfu hién

nay.




Béng 1.1: Céic img dung ciia Al vi hoc sin

Linh vuc U'ng dung ey the Cing nghé noi bt | Nghién ciru
lién quan
“Thj gidc may tinh | Phan logi hinh anh, phat | CNN, YOLO, ResNet | [23]
hién déi trong, chin [14]
doan hinh dnh v té
Xir 1y ngon ngtt | Chatbot, dich méy, phin | Transformer, BERT, [20]
te nhién (NLP) | tich cém xiic, tbm tit | GPT [71]
viin bén
| Hé thing dé xuat | Dé xuit phim, san pham, | Machine learning, [50]
im nhac cd nhén collaborative [36]
Téi chinh & Phat | Phat hién giao dich bat | Anomaly detection, [13]
hién gian lin thutmg, phiin tich rii ro | hoe sdu giam [50]
tai chinh
Y (& & Chiim s6c | Chén dodn bénh, phin | Deep CNN, hoe séu [46]
sire khoe tich ho so y t, lidu phip | két hop [14]
ca nhin hda
O td ty hanh & Xir Iy hinh anh, dinh vi, | Reinforcement [58]
Rabo ra quyét dinh thoi gian | learning, sensor [34]
thure fusion
Cong nghiép | Bao tri dir dodn, kiém tra | Al cing nghiép, hoc [41]
' théng minh chét lromg, téi ru hén | sdu thir gian thie [66]
sdn xuit
Trituénhintao | Taovan ban, hinh anh, | GAN, diffusion [26]
sinh tgo video v dm thanh méi | modals, GPT [55]

(Gienerative Al)




W vie Ung dung cu thé Cong nghé nii bjt | Nghién ciu

. lién quan

[ "An ik théng tin | Phét hién dnh/video gia | CNN, RNN, [2]

& Phép v 54 maq, Deepfake, chinh | EfficientNet, [57]
gira khudn mat Xeeption, Vision |21]

| Tramsformer [72]

| X

Trong edc fmg dung dwge liét k&, imp dyng lidn quan dén phit hién nji dung da
phueng tién (inh/video) bi gid mao, dic biél |4 anh Deepfake, 13 mt trong nhitng img
dung néi bit vi mang tinh cip thiét hién nay.

Vi sir phit trién manh mé clia cde md hinh AT ty sinh nhir GANs (Generative
Adversarial Networks), viée tgo ra céc hinh dnh gid mao c6 d6 chin thyre cao ngdy céng
trér nén dd diing va phd bidn. Didu ndy khang chi diit ra thich thite nghiém trong déi véi
an ninh théing tin, dao dire truyén thing vi quyén riéng tr cd nhin, ma con lim gia ting
nguy cor vé tin gid, thao ting dur ludn va t6i pham so.

Trong hoi canh dé, viée nghién cin va phét trién cde hé thng phét hign Deepfake
trér thinh mdt véu ciu cip thiét nhim bio vé tinh xdc thye va dé tin ciy cia théng tin s6.
Py 14 mit trong nhimg hwing di méi nhung day tiém ning cia thi gise mdy tinh tmg
dung hoc siu vi dang thu hit sy quan tim diic biét cia cing dong lchoa hoe cling nhu
cdc 0 chite truyén thing, phap 1 va chinh phu,

122 Alvd hoc siu trong nhin dién hinh duh va phdt hign Deepfake

Whin dién hinh dnh dwoc xem 14 mdt trong nhimg linh viee nghién ciru va img dyng
néi hit nhat cia AT vi DL. Oud trinh nay nhim trang bj cho miy tinh kha ning dién giai
va phén loai cde doi tromg xudt hign trong hinh dnh ki thudt sd. Vi khd ning trich xwit
ddc tnmg khéing tuyén tinh, mé hinh héa quan hé khéng gian va hoc bicu dién div litu &
nhiéu cﬁp dé trimg tromg, che mang no-ron teh chip (Convolutional Neural Networks —
CNNs) vi cic bién thé ndng cao nhu ResNet, EfficientNet hofic cic kicn fric
Transformer cho thi gide méy tinh (Vision Transformer — Vil') di dat duge nhimg hrdc
tién virot bic trong nhidu bai toan thi gide may tinh. Sy két hop gitta Al va DL 8 gidp
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ndng cao ding ké d chinh xée vi higu sudit clia cac hé thong nhén dién hinh 4dnh, gdp
phin vio sy phat trién cla nhidu ngénh nghé khic nhau.

Céc g ding eu thé hao pim:

- Nhén dién khudn mgt trong hé thing gidm sit an ninh vi kiém sodt truy cdp [19],
[24].

- Phin logi bénh 1y trong dnh chup v hoe ({-quang, MRI, CT-scan) [17], [4].

- Nhén dang vit thé tromy xe tyr hinh va thiét hj loT [33], [59].

- Phén logi hing hoa trong chudi cung trg va ban 18 [69], [37),

- Nhan dién k¥ tr v chir viét trong OCR (Optical Character Recognition) [28],
[47].

Bén canh nhimg fmg dyng trén, mdt trong nhimg (mg dung ndi bit vé mang tinh
chit thivi sy nhat ciia Al va DI trong nhdn dién hinh anh 1i nhdn dién ngi dung hink dnh
vit viden gic mao — thudng dwoe goi la phdt hign Deepfake. Dy la mdl van dé khong
chi mang tinh k¥ thuft ma con lién quan trye tiép dén an ninh théng tin, truvén théng dai
chiing va phip v ki thuit sd,

Deepfake |4 sén phém clia céc md hinh fwr sinh - dc biét 13 GANs, trong d6 mdt
mé hinh tir sinh hoc céch tao dif lidu gid (hinh 4nh hofic video) sao cho khing the phin
bitst ducre vii dit ligu thit, trong khi m hinh phin biét ¢ ging phéat hign ra s khic biét.
Qud trinh ndy tao ra ndi dung gid mao ¢ do chin thye cao, dic biét 1 khuén mit, hicu
cam, giong noi [68],

Nhiu nghién i di d¢ xuat cac phwong phap phat hién Deepfake dira trén hoe siu
nhir:

- CNNs: Khai thac diic trumg vi mé va hién twong nhigu [3]

- Xception, EfficientNet: Md hinh nhe, hiéu qua trong nhin dién gia mao
anlvvideo [15, 65],

- Vision Transformer (ViT): Hoc ddc trung toin cyc va khong gian dnh 1oL [77].

- Két hgp CNN-RNN hodie CNN-LSTM: Phin tich chudi thii gian trong video
Deepfake [2].

- Hpc tip td hop: Két hop nhign md hinh va nguﬁn dir ligu dé ning cao 4¢ chinh
xac |68].
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Mie dit céng nghé phat hién Deepfake @& ci nhimg b tién, vin con nhiéu thich
thire nhur:
& Deepfake ngay cang tinh vi, khé bj phat hién béi mo hinh truyén thing [70, Ta].
»  Thidu dit lidu thit-gia da dang, dic biét 1 trong mii truémg thye té [64],
¢ Vin dé téng quat haoa giira cac tip dir liéu khdc nhau va sir thay ddi lién tuc cia
I thudt lim gid [1, 7, 57).
% Chi phi tinh todn cao, dbi hai ha ting GPU manh d& hudn luyén mé hinh phire tgp
[5].
1.3 Cdie ky thugit tao inh Deepfake phii bién bing cing nghé AT
131 Gidi thigu khdi qudt vé ede k§ thugt tgo dnh Al
Céc ki thudt tao dnh bhing Al d3 tdi qua mét hinh trinh phét trién dang ke, tir
nhimg phiremg phip co hdn dén cde ki thudt tién tién nhw GANs, Nhimg tién hé nay
khéng chi mé ra khi ning tao ra hinh dnh chit lwong cao ma con thie day s doi méi
trong nhiéu linh vire khic nhau.

Diroc lan Goodfellow va cac edng su gioi thigu vao ndm 2014 [27], GANs ddnhanh
chdng tré thinh mét trong nhimg céng cu manh mé nhit trong linh vire fao sinh hinh anh
béing tri tué nhiin tao, Cu trie cia GANs bao etim hai mang ne-ron: mang sinh va mang
phén biét, hoat dijing theo co ché ddi khang nhim néng cao chit luemg hinh anh duge tao
ra [27]. Cu thé, mang sinh c6 ahiém vy tao ra hinh anh gia, trong khi mang phan biét i)
ofing phdn biét gifra hinh anh thit vé hinh dnh gid. Qué trinh huin luyén tiep dién cho
dén khi mang phén biét khéng cim kha ning phan biét chinh xdc hai logi hinh anh nay,
ddn dén viée tao ra cac hinh dnh c6 d§ chin thire cao.

b} Mang no-ron tich chdp (Convolutional Neural Networks - CNNs)

CNMs @i ddng vai tro quan trong trong viée phin tich va tao ra hinh dnh [39].
(CNINs han diu dwoe thiét ké d& gidi quyet cac bai todn nhin dang vi phén loai hinh anh.
Vi khé nang trich xuit dac trumg hiéu qua tir dir lidu hinh dnh quy md lén, CNNs 43
duroe md rng img dung trong viée tao sinh hinh dnh méi. Cdc md hinh nhir DeepDream
cila Google sir dyng CNNs dé tao ra hinh dnh méi bing cach khuéch dai cdc méu nhén



dang dirge trong qué trinh huiin luyén, tao ra nhimg hinh dnh trire tiong va nghé thudt
[49].

¢) Mang tu ma hda fAutoencoders)

Mang ty mi hoa la mt dang mang no-ron chuyén biét, nhéim mue tiéu hpc cic biéu
din mé héa cia di ligu dau vao, Mat trong nhimg fmg dung phd bién nhit cia Mang
mi héa li gidm chiéu dit liéu, qua dé ha tro t6i v hoa qué trinh xir Iy va phén tich dit
ligu [35]. Trong ngit cinh tao anh, mang tw md hoa cd thé hoe eieh tii tao li hinh dnh
dfu vao va sau da doe sit dung d8 tao ra hinh dnh méi bing cach Iy mau tir khing gian
mi héa. Cée bién thé nhwr Variational Autoencoders d duge phét trién dé tao ra hinh
inh méi biing cdeh hoe phiin phéi xfc suft eda dit lidu diu vio, cho phép tao ra hinh anh
mdi bang cdeh iy méu tir phin phii nay.

d) Mg chivén dich phong eifch

K thugt chuyén dich phong cich sir dyng mang no-ron 82 dp dung phong céch cua
m#t hinh dnh (vi dy nhir tranh v& ciia mot nghé s7 ndi tiéng) [én mét hinh dnh khac [25].
Phuong phap nay vin hanh biing cach tich riéng ndi dung vi phong cich cda hinh nh,
sau d6 t4i 16 hop chiing nhim tao ra hinh dnh méi, K thudt ndy d4 mé ra nhimg co hdi
mi trong vige sing tao cde tie phiam nghé thudt si) biing cdch két hop da dang cic phong
cich nghé thudt,

&) Mang tao hinh dith tie van ban (Text-to-Image Generation Networks)

Mt dit pha trong linh vire nay chinh 1a kha ning tao ra hinh anh tir mé ta vin bin.
Cic mé hinh nhir DALL-E ciia OpenAl sir dung mang no-ron d tao ra hinh anh dua trén
mii 14 vin ban [56), md ra kha ndng tao ra hinh dnh theo véu ciu ma khéng cin dir litu
hinh dnh déu vio cu thé,

Sir phat trién nhanh ching cua cdc ki thudt tao sinh hinh anh bang Al 43 mo ra

nhi¢u co héi tiém ndng, song ciing it ra khéng it thach thire. Do d6, viée nim vimg vé
(rng dung hop Iy cac ki thudt nay |3 veu t6 then chit d& tin dung hiéu qua cdc lgi ich,
déng théi giam thiéu cic nguy co phat sinh,
1.3.2  Gidi thigw mit 56 cong cu tao dnh Al phd bién hign nay

Hién nay, e6 nhitu cong cu tao nh bing Al dugc phat trién dva trén cic ky thujt
sinh 4nh tién tién nhr GANs, mé hinh Diffusion vi cic mé hinh dya trén Transformer
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[51, 48, 63, 80, 25]. Céic cdng cy ndy gitp dom giin hda qui trinh sng G, cung {lﬁ'p hinh
anh chit lromg cao va d dwoe dp dung réng rdi trong nhigu link vire. Dudi déy 14 mit
st cong cu tao anh AT phi bién va céic img dung thire té ciia chiing,

DALL-E (OpenAl): DALL-E, do OpenAl phét trién, 13 mdt mé hinh sinh dnh dya
rén kién trie Transformer, cho phép tao ra hinh dnh chi tié véi phong cdch da dang fir
cac md td ngdn ngft i nhién. Cong cy niy dd chimg 6 higu qua trong viée hé trgr sang
tgo noi dung nghé thudt va lru;n.rén thing [31].

Midjourney: Midjourney, mét nén ting tao sinh hinh dnh biing Al khéc, ndi bit
nhér khi ning tao ra cic tic phim véi phong cach nghé thudt dic sic vi sdng tao.
Midjourney duge img dung rdng rii trong céc inh vuc nhr thiét ké 46 hoa, minh hoa vé
phit trién ¥ tuimg truyén théng |48).

Stable Diffusion (Stability AT): L mét trong nhitng céng cy sinh dnh tién tién
dira trén md hinh Diffusion, cho phép ngudi ding tao dnh tir van bin mét cach linh hoat.
Stable Diffusion cé thé chay trén cic hé thong cé nhin ma khong cin két noi dim mdy,
pilip ngwdi ding linh hogt hom trong viée sang tao ndi dung [63],

Arthreeder: Sir dung GANs dé cho phép ngudi ding pha trén céc dic difm cia
cdc hinh dnh khée nhau nhiim tao ra hinh dnh mdi. Cong cu nay chi yéu duoe st dung
cho sng tao nhén vit, phong canh, va cde tic phiam nghé thudt mang tinh ca nhin héa
cao [8(].

DeepArt: DeepArt khai thac k§ thudt chuyen doi phong cach nghé thuat dé tao ra
cic thc pham hoi hoa mé phong phong cdch ciia ede danh hoa néi tiéng nhir Van Gogh,
Monet, ciing nhidu nghé si khéc. DeepArt chil yéu phuc vu cic nghé s, nha thiét ke mudn
mang lai phong cdch nghé thudt dée ddo cho anh [35].

1.4 Anh Deepfake vi nhirng viin dé djt ra
1.4.1 Gigi thidu vé anh Deepfuke do Al tgo ra

Anh Deepfake 14 san phflm cia Al, ddc bigt str dyng cac ky thuat DL, nhim tao ra
hodic chinh sira hinh dnh va video dé ching tring gidng nhu thit, khién viée phén bigt
giira that va gia trd nén khé khan, Thudt nglt "Deepfake” dwge ghép tir hai tr Deep
Learning vi Fake, ding d& mo ti cic ndi dung video hode hinh dnh ¢6 df chin thie cao

dugre tzo ra nby hi try cia ce phuong phip DL. Thuit ngir nay bit nguon tir mit ngudi
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diing &n danh trén Reddit vio cudi nim 2017, npuai i dp dung cie phirong phip hoe
sinn d& thay thé khudn mit cia mét nguin trong cac video phan cdm bing khudn mit cia
ngurin khic, tao ra cac video gid cd dd chiin thye cao.

Deepfake chii yéu dira teén CNNs vi mang doi nghjch tao sinh GANs. GANs hao
gom hai thanh phin chinh: mét mang tao sinh tao ra hinh dnh gid va mat mang phin bigt
ed) gﬁng phiin bigt gita hinh dnh thit va gid, Qua trinh hudin Tuyén lign e giita hai mang
ndy din dén viée tao ra hinh dnh gia ngay cang chin thyc. Theo nghién e [70, 76],
Deepfake dirge phin logi thinh ba nhom chinh: tao khudn mit, hodn d6i khodn mét va
chinh sira thudc tinh khodn miit.

Mic dit Deepfake cd thé duge sir dung trong cde linh vire nhir dién dnh, truyén
thing vi giai (ri dé tao higu img ddc biét hodic tal hién hinh anh lich si, nhung no ciing
dat ra nhiéu thach thire nghiém trong. Sir lan réng cia Deepfake dd din dén viée tao ra
ndi dung xéu khing dong thudn, lira ddo tai chinh va lan truyén thing tin sai léch, giy
anh huémg tiéu cye dén danh dy va quyén riéng tr cia ¢ nhin, Mét bii béo trén
Scientific Reports di dé ciip ring Deepfake cd thé due sit dung dé tao ra ndi dung pid
mao nhiim thao ting du ludin va gy roi loan x3 hii [54].

L4.2 Mgt trdi ctia vige tgo dnh bing cong nghé Al va tic ding xd hii

Bén canh nhimg tiém ning sing tao manh m&, céng nghé tao anh bing Al ciing
kéo theo nhicu hé qud tifu ey, dic biét 1a trong viée tao vi lan truyén thong tin sai léch.
Véi s phit trién nhanh chéng cta cic mé hinh sinh tao nhu GANs, Diffusion va cic
cdng cu nhwr DALL-E, Midjourney, Stable Diffusion hay Artbreeder, viée tao ra hinh dnh
A mao ngdy cang trinén d& déng, véi do chin thue cao dén mirc con ngudi khi cd the
phén biét bing mét thuimg [68].

¥ Mt trdi coiw viée tgo dnh biang Al

+ Xam pham bén quyen va dao dife sang tao: Cdc mo hinh Al ¢6 the tii tgo
phong cach nghé thuit tir dir liéu huan luyén ma khong co sy cho phép ol te gid, din
den tranh cii ve quyen sa him tri tug va dao dic st dung dir ligu [64].

+ Suy gidm tinh xdc thire cia hinh dnh s6: Khi hinh anh co thé dwroe 1ao ra ma
khiing cAn su tn tai v 1§, niém tin cia cong ching vio dnh chup v phwong tién truyén
thiing gidm sit nghiém trong [5].
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+ Tao dién kién che tin gid vi thao ting théng tin: Ce hinh anh Al c6 the drge
diing trong mue dich tuyén truyén, thao ting chinh tri, hofic dyng biing chimg pid trong
triyén thing dai chiing va mang x4 héi [67),

v Anh hwdng xi hji ciia Deepfake

Céng nghé Deepfake, dya trén md hinh hoe sfu nhir GAN va autoencoder, la mit
trong nhimg biéu hién rd rit nhit ela mét trdi trong (mg dung Al sinh tao. Anh hudmg
xa h{i ciia dnh Deepfake bao gém:

+ Pe doa an ninh e nhin va danh tigng: Nhicu trarimg hop Deepfake dirge sir
dung d& gid mao 1 néi, hanh vi hofic khuén mit cia mét cf nhin néi tiéng nhim pha
hogi uy tin hofic thng tidn [77].

+ Khé khin trong phép 1§ vi kiém chimg sy thit: Deepfake lim phire tap qué
trinh diéu tra 167 pham 50 va lim yéu di hiéu lyc cia bing chimg ki thuit 58 trong phép
Iy

+ Téic djng tiéu cye dén xa hii va chinh tri: Deepfake co the gy baL dn x3 hii
hiing cdch fao ra video gia mao céc nhi linh dao chinh tr, kich déng bao lue, hofic lan
truyén thing tin sai léch trong thiv ky bau eir.

+ Khiing hoing niém tin eong dong: Khi cing dong khéng the tin vio tinh xic
thute ctia hinh dnh, didu ndy dén dén sy suy gidm niém tin vio béo chi, khoa hoc v ca
co ché dén chi [73].

1.4.3 Yéu ciu nhin dign, phit hign anh Deepfake do AT tgo ra

Anh Deepfake cé di chin thire cao, ranh gidi gilra thit v gid rit kho phét hién
hiing mat thuéme, 2dy ra nhicu hiu qua nghiém trong doi véi an ninh théng tin vi niém
tin x& héi, Do dé, viéc nhin dang va phat hién anh Deepfake do Al tao ra la mit thach
thirc ngdy cang lon trong Inh vue cong nghé théng tin, doi héi sy ket hop gifa cic
phuremyg phap & thudt tién tién, cic mo hinh hoc siu va co ché phap 1y phi hop.

Viéc phat hign Deepfake ngiy cang kho khin hon con do sur cai tién lién tue cia
cing nghé tao dnh gid mao, doi hoi cdc hé thdng nhin dién phai c6 kha ning phit hign
nhitng bt thuimg tinh vi trong két ciu hinh dnh, dnh sing va chuyén dgng [30]. Mt
trang nhimg phuong phép pho bién nhit hién nay 14 sit dung CNNs dé trich xuét cac dic
trimg cha hinh anh va phin loai ching dira trén mirc dy chan the. Tuy nhién, cic mo
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hinh CNNs truyén thing gip khé khin trong viée tong quit héa doi véi cic k§ thujt
Deepfake mdi, khién chiing d& bj qua mat bai cie thuiit tofin gid mao tién fién hon.
Pé tling eirimyg hi¢u qua kha niing nhin dang, phat hién dnh Deepfake, cic hé thong
nhn dién va phét hién dnh Deepfake cin tip trung nghién et vio cée vin d&;
v Dé ehinh xde va di nhay can
Hé thing cin ¢ kha nang phét hién chinh xde cde din higu gid mao tinh vi, ké ca
tromg trurimg hop hinh dnh cb di phéin gidi cao, dnh sing on dinh vi khing c6 hign tugng
méo dic tnmg. Dic biét, thudt todn phai ddm bao dd nhay cao dé trinh bo s6t che i
dung nguy hiém.
v Khd ning tong qudt hia
Mé hinh phét hién phéi tong quat haa tit trén cic ngudn dif ligu khie nhay va cae
k¥ thujit Despfake mai ma nd chura duge huan luyén trede. Yéu ciu ndy de bigt quan
trgng do ede ki thuit Deepfake lidn tue dirge cdi tidn vi bién hda phire tap theo thix gian,
v Tinh thivi gicm thue viy bhéa ndng trién khai
Trong boi canh lan truyén théng tin nhanh chéng trén mang xi hoi, hé thong phit
hién cén hoat déng trong thivi gian thie hojic gin thér gim thye dé kip thii ngin chin
inh huimg tigu cye. Mo hinh cin trién khai hidu qui trén thiét bj bién hofic hé thong
phin tan vl tai nguyén tinh toan han ché | 77].
v Khd ndng gidi thich va minh bach
Bé phuc vu cic myc dich phip I, bio chi va %8 hi, md hinh nhin dién, phat hién
inh Deepfake cin cung cip céc chi bao ré ring va kha ning gigi thich tai sao anh bj gén
nhdin gid mao. Dién ndy gitip ting 46 tin ciy va tinh chip nhén trong thye tién [73].
v Ddm beo quyén riéng te va dao dic
Hé thong phét hién cdn dim bdo khéng xdm pham quyén riéng tu, dic biét trong
cdic img dyung ziam sit hoje truyén thing dai ching. Neodi ra, cdc oong cu Al gin duge
phit trién v sir dung theo hudng ¢6 trdch nhiém va minh bach, twén thi quy dinh phip
ludt fién quan dén ni dung s6 [64),
Tuy nhién, mit trong nhitmg thach thirc lon nhat trong viée phat hién anh Deepfake
la syr thiéu hyt dif liéu huan hayén chat luong cao, do cde mau Deepfake lign tue thay dbi
v trir nén ngay cang tinh vi hon, Do da, viée xdy dung cde tip dir lidu Idn va da dang
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vé Deepfake & hun luyén ma hinh phit hién 13 mat yéu cdo cap thidt, giip ting cudmg
kha niing nhin dién va phan biét gitta ndi dung that va gid
1.5 Mt s6 nghién ein noi bjt lién quan dén phat hién dnh Deepfake

Cong nghé Deepfake, sir dung Al dé tao ra hinh dnh i man v di chin thie cao,
da d§t ra nhimg thich thire Ién vé an ninh va dao dire. D& pidi quyét van 48 niy, cie
nghién cir pin ddy &3 chit trong phit trién cac phirong phip phit hign Deepfake higu
qué. Trong dé, mét hrdng tiép cin phé bién 1a khai thac hpe siu nhim phén tich vé nhin
dign cic dic trung bit thwdmg xudt hién trong hinh 4nh. Theo nghién cir cila $m Zobaed
va ciing sir (2021), edc phuomg phap phét hign dya trén hoc siu cho thay hidu suit cao
trong vige phin biét hinh dnh gid mao bing cdch hoe tr dit lidu lén va st dung cde mang
CNNs dé nhin dién cdc diu vét gid tao [81],

Luca Guamera vi cong sur (2020) d & xudt mit phrong phép dua trén viée khai
thic diu vét chép dé phat hign Deepfake, Phuomg phap ndy sir dyng thudt toan
Expectation-Maximization dé trich xuat cic dau vét do mang GANs dé lai trong qué
trinh tao hinh anh, dat dd chinh xdc trén 98% trong viéc phin loai hinh anh thit vii gid
[31].

Mét nghién cirn clia nhom tac gid nim 2023 |52] dé xuat mét kien tric mang no-
ron tich chip sdu (desp-CNN hay D-CNN) méi va i tign nham phuc vu cho nhigm vy
phat hién anh deepfake véi @ chinh xéc hop Iy va kha nang tong quat hoa cao. Trong
d6 co sir dung ham miit mit nhj phiin cimg von thuat toan 101 1t hoa Adam duge sir dyn g
nhdm ci thién t6e 4 hoe clia md hinh D-CNN. Ngodi ra, nghién ciu thir nghiém by
bd dit lidu khic nhau thude thich thire téi tao, vii 5.000 dnh Deepfake va 10.000 dnh
thit. M6 hinh dwroc d& xuit dat 46 chinh xdc 98,33% trén bé dir litu ANGAN (Facial
Attribute Editing by Only Changing Whar You Wani), 99,33% wén GDWCT (Group-
wise Deep Whitening-and-Coloring Transformation), 95,33% trén StyleGAN, 94,67%
trén StyleGANZ va 99,1 7% tren StarGAN (4 GAN capable of learning mappings among
multiple domains), cho ca anh thit va anh Deepfake, cho thay tinh kha thi cao trong cac
thiét [ap thye nghiém [52].

Cling trong ndm 2023, cie tic gid [7] d4 d& xudt sir dung ede mo hinh CNN nhu
ResNeXt v Xception trong mdt kifn triie lai, két hop voi cdc k9 thugdt tidn xir Iy diF liéu
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vit digu chinh sidu tham b, nhiim cdi thién 45 chinh xic va khi néng tong quét hoa cia
mé hinh phét hién [7].

Zhongjie Ba va cong sir (2024) [8] da d& xudt mot khung lim vide méi nhim phat
hién Deepfake bing cich trich xudt nhigu dai dién cyc bd khong ching chéo va két hop
chiing thinh mét dfic tnmg toan cyc gidu ngir nghia, Cach tiép ciin nay gitp céi thién
ding ké dé chinh xac va khd niing tong quat hoa trong cic tinh huing the té [8).

Nghién ciru [40] d& phén loai 16 md hinh phét hién Deepfake theo 4 nhém chinh
vii 13 nhém con, dinh gia kha niing ting quét hia cia ching trong cic kich bin tin cong
khac nhau. Nghién cir nhén manh rﬁng nhidu mé hinh hién tai phuy thude qua nhitu vio
dir liéu hodn luyén trong phong thi nghidm, din dén higu suit kém khi déi mit véi céc
Deepfake thue té [40].

Gén diy, nhém nghién ciu do Nuria Alina Chandra din diu 4 giti thiéu Deepfiake-
Everd-2024, mijt bo dir liéu benchmark da phuong tién (video, audio, hinh dnh) thu thip
tir mang x4 héi va nén thng phit hién Deepfake TrueMedia.org. Bé dif lidu ndy phan dnh
che k§ thudt Deepfake mdi nhit va cho thiy hidu sudt cia cic mé hinh phét hign hién tai
eidm ddng ké khi ap dung vio dit lidu thwe té, véi AUC giam 45-50% so véi cic bd dir
liéu hoc thut tnrde do [ 12],

Tai Vigt Nam, vigc nghién cima va phat hién anh Deepfake dang trt thanh mt linh
vire quan trong trong boi canh céng nghé Al ngay cing phat trién va duge sir dyng trong
cac hanh vi lira dio tinh vi.

Faceless — Cong cu phat hign Deepfake "Make in Vietnam® duge nghién ciru va
phit trién b hai téc gia la Duong Tieu Dang (sinh nam 2005) va Pham Tien Manh (sinh
nim 1996) [82]. Péy ld mot giai phap néi dja, hoat dong dira trén co cheé tiép nhan hinh
anh diu vao tir ngwoi dimg, sau do tien hanh nhan dién khudn mit va phin tich thong
qua CNMs nham xdc dinh xem khudn mit d6 b phai 13 sin phim cla cing nghé
Deepfake hay khing, Két qui thir nghiém cho thiy Faceless co thé phat hién Deepfake
vési d chinh xde dat 94,5% chi trong thisi gian dwdi 2 gify — mdt thanh tich ndi bat so
véi nhigu cong cu hién o6 cing muyc tiéy. Hidn tai, cong cu nay da dwge phit hinh dudi
dang md ngudn md, véi dinh hwdng phat trién tiép theo dya vio sy déng gop tir cong
dang vi khang nhim myc dich thwomg mai hoa [82).
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Mét nghién ciu khac tai Vigt Nam [38] d8 dp dyng cic md hinh hoe siu nhur
XceptionNet vi ResNet101 dé phit hién Deepfake. Phrong phap liép cdn ndy sir dung
hoe chuyén giao dé tin dung cde mé hinh 48 dwoe huan luyén trén nhimg tip dif lidu quy
mé lém, gop ph“ﬁn cdi thién hiéu qué trong phat hién hinh dnh va video gid mao.

Tai Lo, cdc hoat didng nghién cire v phat trién cing nghé phit hign Deepfake vin
dang trong giai doan khéi ddu. Vio thing 4 nim 2025, céng tv X-PHY Inc da ra mit
edng ey phit hién Deepfake theo thiv gian thire, cho phép ngudi diing xde minh tinh xdc
thire cla video, dm thanh va hinh anh trye n'lf'p trén thiét by ma khong cin két ndi Intemet,
Céing cy ny st dyng tri tug nhin tao dé phin tich cic higu cim khudn mét, diu vin tay
gipng noi vi cde dau hidn do mang GANs tao ra, dat d6 chinh xdc 1én dén 90% trong
viéc phat hién nii dung gia mao. Cong nghé nay &8 dwoe gidn thiéu tai Hoi nghi RSA
20125 [#3].

Cé thé thiy ring, cée nghién ciru ndy khéng chi cung cép cde gidi phip ki thudt
hiéu qud trong viéc phét hién ndi dung gid mao ma cin gilp ndng cao nhin thirc Ve
nhimg nguy cor fiém dn ciia Deeptake, dbng thii thic diy sir phat trién cia cic cong cy
kiém chimg théng tin nhim bio vé tinh todn ven ciia dif liéu trong méi truimg 56 héa
hién nay.

1.6 Két luiin chwong

Trong churomg |, 8¢ dn tot nghiép d2 trinh bay thng quan nen ting vé AL hoc méy
v dic biét 1a hoe siu — linh vire dong vai to cot 61 trong céc hé thong xir Iy vi phin
tich hinh anh hién dai. Hoc siu, v&i cic kifn tric mang ne-ron siu nhu CNNs,
Transformer hay Diffusion, di tao nén bude ngodt trong kha ning sinh va phin tich dit
liéu hinh anh,

Bén canh nhimg thinh tiru virgt t6i, hoe séu ciing mé ra nhien thach thire méi,
dién hinh 14 sur xuét hién cia anh Deepfake — san phidm cia cac mé hinh sinh tao ¢ kha
nang gid mao khuda mét, biéu cim va danh tinh mét cach tinh vi. Céc tng dung Deepfake
dang dit ra nhimg nguy co nghiém trong ve dao dirc, an ninh thing tin, va dé tin ciy cia
truyén thang so.

Trong hii canh do, viée phét trién cde hé thing ci khi ning phit kign inh Deepfake
mit cach chinh xée va dang tin cdy dang triy thanh mot hudng nghién ciu cdp thiée
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Nhifg ndi dung trinh bay trong chwong niy 1 co sér 19 lugn quan trong d& tir d6 di séu
vio phin tich cie phwong phap nhén dién dnh Deepfake v & xuat ma hinh phit hop
trong bai todn nghién cir dit ra ban diu,
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CHUONG 2. GIAI PHAP SU DUNG HQC SAU TRONG

PHAT HIEN ANH DEEPFAKE

2.1  Pe diém cia inh Deepfake
2.1.1 Diiu higu djic trung trong inh Deepfuke
Miic dii cdng nghé Deepfake ngdy cAng trd nén tinh vi, cdc hinh anh gid mao do
md hinh sinh tao nhir GANs, StyleGAN hodic Diffusion van thuimg d€ lai mét so dau
higu dic inmg ma céc hé thong phit hién cé thé khai thic, Nhimg ddu higu niy thuimg
xudt hign & cip 4d hinh hoe, thing ké hojic tin sd.
V' Bilt thardmg vé chi tiét khudn mit
Cc md hinh sinh Anh thirémg giip kha khin trong viée i tao chinh xdc cdc chi tist
vi mé trén khudin mat ngirdi that. Céc bidu hign phd bién bao gdm dong tiv khing dbi
ximg. dnh sing trong mét khong pht hop véi ngudn sing, bién dang cac bi phan nhur tai
hodic ring [2] | 73]
v Bien dung vé hinh hoc vi i I8
Ty 1é giita cde bd phin khudn mat nhw mét — mii — miéng cé the bj sai [¢ch, dac
biét khi khuén mit quay nghiéng hodc biéu cim manh, Mt so hinh dnh deepfake cho
thiy edu triic xuong mét bi bop méo khing 1 nhién [73].
v Wét mhiéu frong mién tin 5i hode khi nén
Anh Deepfake thuamg chifa vét nhiéu déc trung trong mién tn $0, phdt hién duge
thing qua cac kj thudt Fourier hode DCT. Céc md hinh sinh anh chura tdi hign hodn hio
phiin bé nhiéu tir phién nhu dnh chyp tir cim bién that [75].
v Ml @ing nhit pila Khuin mat va cde ving xung quand
Do qué trinh tong hop thubdng tp trung vio ving mit, cic ving nhu ¢b, te hodc
nén phia sau c6 thé mé, thidu chi tiét, hode khde bigt v& dnh sing va méu sic. Vikn kiuon
mit dii khi bi nhiwe, 2y khic hode khéng hda trén tot véi nén [2].
v Thiéw chuyén ding vi mo ti whién
Anh Deepfake — dic biét 12 anh duge cit tir video — thudmg thiéu cdc yéu 16 phi
ngon nglt nhu phan xa déng tir, vi chuyén déng mil hode cing co mit ty nhién, Trong
anh tinh, didu ndy the hign qua dnh nhin tréng réng hodc biéu cam elmg nhic [73].
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2.1.2 Nhiin bidt cic dic treng cia dnh Deepfake
Viéc phat hién cde diic trumg cia dnh Deepfake doi hoi dp dung cic ki thudt xr by
anh, hoe sfn vi phin tich thing ké & nhidu cdp da,
o« Phdn fich hinh hoe va 60 1§ khin mil
K9 thudit niy nhim phat hign khuin mit vi diém dac trng. Mt so ciing cy duge
sir dung nhir: MTCNN, dlib, Mediapipe,... Ngogi ra, co thé sir dyng I thujit so sdnh ty
¢ khoang cach giira céc diém dic tumg (mét — mili — migng — cim), d6i ximg khudn
miit, tir d nhén dién dge s bién dang hode méo mé khudn mat khing phit hop vii giai
phiu hoe ty nhién.
v Phin fich nhiéu trong mién tin si
Wide phin tich nhién trong mién tén so cd thé dugre phit hién hfmg vigc sir dung
bién ddi Fourier (FFT), DCT, phén tich gradient hodc anh tin hiéu di. Ngodi ra, cing cd
thé trich xudt thing tin mién tin sd cao, phat hién miu nhin dang giy nhitu khong 1w
nhién tir mé hinh GANs [75].
v Trich xuit dic tring biang hoc siu
Mét s6 mé hinh phd bién cé thé trich xudt dic nmg bao gom XceptionNet,
EfficieniNet, MesoNet, Vision Transformer,...trén bd dir liéu FaceForensicst+, Celeb-
DF, DFFD. Qua db ¢ thé trich xuét dic trimg khéng gian/tin sd phire tap ma phueong
phép truyén thong kho phit hién [2].
v Phén fich sy ding bj giita khudn mit vd vimg nén
Sir dyng céc cong cu nhur phin doan ngit nghfa, kiém tra tinh nhit quén gia khuén
mit va nén anh bing viéc so sinh dnh sing, 6 sc nét, mau sic gifa ving mat va
cd/tée/nén, Tir d6 co the phit hién ving chip va, vién bj mi hofic dnh sing Igch pha do
khéng klip gifta ving sinh téng hop va viing goc.
¢ Phin tich bigu cdm vi chi tiét vi mé
Phit hién vi chuyen ding, phiin tich chuyén déng mét va viing co mit. St dung cic
ki thudt chuyen déng quang hoc, mé hinh hda khéng gian — thai gian (khi xir Iy chubi
anh tir video), LBP (Local Binary Patterns) cho anh tnh. lTng dung cho phat hign anh
Deepfake finh ¢6 dnh nhin "vé hon", thiéu twong thc than kinh tinh vi.
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2.2 Cac phuromg phap hoc siau img dung trong phal hién dnh Deeplake
2.2.1 Mt 56 phieong phisp ML tripén thing trong nhiin dang imh Deepfake

Cée thuft todn ML truyén thong eling déng vai trd quan trong trong vide phit hién
anh sinh béi AL die biét khi ein tiét kigm t3i nguyén tinh todn:

¥ Hbi quy logistic (Logistic Regression): Dily la phiromg phap cor bin dé phin loai
anh thit vii gid diea trén mit sé die diém da dwe trich xudt trade, chang han nhu d6 séc
nét, 46 sing hodc cic diic diém phin bigt 6 ring khac [1].

v Miy vector hi tro (Support Vector Machines - SVM): SVM giip phin loai
inh véi d6 chinh xéc cao, dic bidt khi 4p dung cho eic dic diém da qua tién xi 1y vi
trich xudt. SVM phit hop vai ede tip dir ligu nhé, khi ma sir dyng CNNs khing kha thi
[62].

v K-Nearest Neighbors (KNN). KNN 1i phiomg phdp dira trén khodng cich giira
che méu anh, gitp phin bigt anh thit va gia dya tén cic dic diém dic trung 83 duge tién
i 1. Méc dit KNN khéng phit hgp véi cdc tip dif liéu ldn, nd co thé sir dung hiéu qui
trong cic truémg hop yéu cau phin tich nhanh va don gidn,

 Céy quyét dinh vi Rimg ngfin nhién: Phiong phip ndy co thé sir dyng dé phit
hign che diie diém bit thime trong dnh. Rirng ngiu nhién gitp ting cuimg tinh thng quit
vA gidm thién hitn teong qud khdp, phi hop véi céc tip dit lidu da dang

222 Kién triic CNNs vi ede bicn thé
Hoc sdu 14 phireng phdp phd bién trong viée phat hién dnh sinh bdi Al nhir kha
ndng x(r Iy hinh dnh vé hoe eic diic digm phire tp 1 div ligu:
v Mang no-ron tich chip (CNNs): CNNs [a mdt trong nhimg kién triic mang hoc
s dugre st dynge nhiéu nhét d& phat hign dnh gid. CNNs hoat ding dua (rén viéc phit
hién cée die didm & nhiéu lop khc nhau, tir cdc dic diém bé mat nhu méu sic, canh,
tén cdc dic didm sdu hon nhu két cdu va hinh théi. Cac mé hinh CNNs tiéu bigu cho bai
lodn nhin dién anh sinh bii Al bao gom ResNet, EfficientNet vi VGG, Nhilmg md hinh
ndy 6 kha ndng nhiin dién va phin loai 6t cic djc didm bit thuémg trong dnh do Al

sinh,
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Feafure maps

|

Conmveiulions Subgamping Comvoluians  Subsampiing  Fully connecled

Hinh 2.1: M6 hinh CNNs
v Mang no-ron xoiin tich hop (Reeurrent Neural Networks - RNNs): Mac di
RNNz chil viu ding cho dif ligu tuin ty, khi ket hop véi CNNs trong cde mé hinh nhir
CRNNs (Convolutional Recurrent Neural Networks), nd ciing c6 thé giip phan tich cde
diic diém khing gian - phu thugc, tir dé ting d chinh xde cho vige phét hign céc bit

thwémg trong dnh.
i

3'.:‘ ¥y i

3 X, X, % %

Hinh 2.2: M hinh RNN5s

2.2.3 Cidc mé hink CNNs trong phal hién anh Deepfake
2.2.3.1 M2 hink XceptionNet

XeeptionNet duge Francois Chollet dua ra ndm 2017 nhr mét bién thé ciia
Inception v3. XceptionNet thay the cdc khéi Inception biing tich chip phin chia theo
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chidu siu dé ting hiéu qua tinh todn [15]. Mé hinh ndy phit hop cho cée hé thong phit
hign Deepfake yéu ciu di chinh xic cao, sir dung mdy chiy GPU hoje dim miy, duoc
gir dung l4m phin 18i cia FaceForensics++ [57].
Diic didm: Siu (~36 16p), sir dung tich chip phan chia theo chigu siu gidp gidm s
lirgmg tham 86 ma vin gif duoe higu ning cao.
Nguyén If hoat ding: Ap dung tdch bigt hai bude: tich chip theo timg kénh vi két
herp kénh d2 trich xudt diic tnmg va hoe phén loai gid/thit tir dnh khuén mit.
v U diém:
- Da chinh xde cao.
- Hidu qud trong phit hién gid mao tinh vi.
v Han ché:
- M hinh lém, tiéu tin ti nguyén.
- Kém phit hop cho thiét bi nhing/di déng,
2.2.3.2 Mo hinh MesoNet
MesoNet duge dé xudt bai Afchar va cée edng su (2018) nhim cung cap gidi phip
nhe cho phit hién gid mao mat rong video va anh [2], thich hep cho cic thiét bi c6 han
ché vé tai nguyén nhur dién thoai, may dnh théng minh, cd kha ning théi gian thue.
Pic didm: Nong (~4 khéi conv), gbm hai bicn thé chinh 1a Meso - 4 va
Mesolnception-4 vi téng tham so nho,
Neuyén Iy hoat ding: Khai thic cic dic trung & mite trung gian nhe mep, ving
da, anh sang khang dong nhit dé phan biét anh thivzia.
v Un diém:
- (Gon nhe, nhanh.
- DE trién khai trén thiét bj han ché tai nguyén,
- Toc 44 dy doin nhanh.
¥ Han ché:
- Pé chinh xéc thip hon cic mé hinh sdu,
- Kém hiéu gud vin Deepfake tinh vi.




2.2.3.3 Mo hinh ResNet-30)

ResNet (Residual Network) do nhém tée gia He phét trién niim 2015, sir dung cor
ché b qua cde két néi dé huén Tuyén mang sdu higu qué [32]. ResNet phi hop cho phit
hi¢n dnh gid mao trong méi trrémg ci GPU, d& dang tinh chinh lai cho timg h{ dir ligu
mdan.

Diie didm: Siu (50 lép) véi che khoi dir gom conv 1x1, 3x3, 1x1; d& mé ring vi
ding lim phin 161 cho ma hinh chii ¥ hofic lai,

Nguyén Iy hoat dpng: Si dyng khii dur va két ndi tit xuyén qua nhiéu lép, giip
mang trinh suy gidm gradient va gidp hoc die trimg tit hem,

v U diém:

- On dink, d2 tinh chinh.

- Dé tich hop vio pipeline hién cé.

- Hiu qua véi céc anh Deepfake tong hgp don gidn.

v Han ché:

- Tic dd chim hon so véi EfficientNe.

- 8 lwong tham 6 16m hon md hinh nhe khée,
2.2.3.4 Mé hinh EfficientNet (B0-B7)

Purge pht trién boi Tan v Le tai Google AI(2019), mé hinh sir dung compound
scaling d& mérrgng mang theo chitu shu, chidu rong va do phin gidi [65]. Thich hop cho
¢ mdi trwimg tii nguyén han ché (B0-B2) va server manh (B5-B7). Higu qui (Gt trén
cac anh di phin gidi cao.

Byic didm: Dira trén kien tric MobileNetV2 vdi ede khoi tich chip nhe vi céc khoi
nén — kich hoat.

Nguyén I hogt ding: Két hop chudn hoa ba chidu va tdi uu hoa hidu sudt thong
qua khéi tich chiip nhe, ting kha nfng nhin dién dic tnmg mi khing ting ddng ke chi
phi tinh todn.

' U diém:

- Téi wu tiit giffa hidu nfing v d6 chinh xdc.

- Nhiéu phién ban phi hop nhiéu cau hinh hé thong,
- Gidm chi phi dy dodn ma viin duy tri 46 chinh xac.
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v Han che:

- Thiét ké phire tap hom ResNet,

26

_ Cin tinh chinh k¥ k§ néu tinh chinh trén tip dif liéu nho.
Bang 2.1: So sinh mjt si mé hinh CNNs trong phst hign inh Deepfake

Tiu chi XceptionNet | MesoNet | ResNet-50 | EfficientNet-BO
Shlép ~36 4 50 |
Tham sb ~22M <M ~25M ~5M
Pé chinh v
* ke ke k ko ek de K ek
(trung binh)
Tae di xir I Trung hinh Riit nhanh Chém Mhanh
Yéu ciu tai : Thap — Trung
. Cao Thip Trung hinh
nguyen binh
| Khi niing trién :
Kém Tit Kém Tt
khai di djng
Wer Dé chinhxdc | Gonnhe, | DEtinh | Higuningedn
Un diém ndi bit -
can realtime chinh bidng
DG chinh "
Ning, khing . Can tinh chinh
Han ché chinh : xhe chra | Cong kénh
realtime phire tap
LA

224 Cic md hinh Transformers trong phdt hién dnk Deepfake

2.24.1 M0 hinh Vision Transformer (¥iT)
ViT duoc d& xuit bid Dosovitskiy va cdng sv ndm 2020 [22], 1d mé hinh diu tién

ip dung kién tric Transformer thudn tiy (khing ding CNNs) vao thi gide miy tinh, dic
bi&t 14 phéin loai dnh [22]. Md hinh nay higu qua khi hudn luyén trén tdp dir lign lom (vi
du: JET-300M), dirge sir dung frong phét hién Deeplake dé khai thic quan hé toan cyc

trong dnh khudn mét.

Diic didm: Chia dnh dau vio thanh cde vimg nho (vi du 16%16), anh xa mdi viing
thinh véc - to, thém embedding vi tri, rdi dua vio khoi T'ransformer encoder,
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Nguyén [j hogi djng: St dung co ché chi y dé tinh todn moi quan hé giira tat ca

c¢he vimg dnh, cho phép hpe dic tnimg khing cuce b, phit hop vivi ede dang gid mao tinh

vi phin hé khﬁp kliudin mat.
v Un diém:

ok

Manh trong hoc diic trimg toan cuc.

Cd thé thay thé CNNe hodn todn trong nhigu nhigm vy

Dé mé rigng quy mé md hinh,

Ham ch i:

Cén di¥ lién vt lom dé hudn luyén hién qui.

Téin tdi nguyén va thiri gian hudn Tuyén,

Khiing tét véi anh d6 phin gidi nha hodc bo dit lidu han ché,

22.4.2 Ma hinh Swin Transformer

Mé hinh diwge nhém tie gid Lin d8 xvat ndm 2021 nham khac phyc diém yéu vé

chi phi tinh todn cia ViT vii dnh |én, dong thii giir tinh cpc bd va todn cuc [44]. Md
hinh ndy thich hop véi dnh cé 46 phin gidi cao va béi todn cin ci dic rung eue bé lin

todn cuc, dién hinh nhir Deepfake cd chi tiét gia mao tinh vi.

Bic diém: Ap dung co ché ty chi ¥ trong cde ving ciia 50 gt de hoe diic tnmg

trong khu vye nho trrde, san dd md rong ra todn dnh.

Neuyén Iy hoat ding: Hoc dic trung tudin fr tir cuc bé dén todn cye héng cach xép

lép chii ¥ theo vimg va dich chuvén cira 36 giita cic lop d& dim bdo lién két toin cuc.

¥

U'n diém:

Hiéu suét tot hon ViT trén anh d5 phin gidi cao.

Téi wn hom vé chi phi tinh todn.

DE két hop véi cdc mb hinh phin logi, phin ving, phat hién,
Han ché:

Kién triic phite tap hon.

Cén tinh chinh tot d& dat hiéu nang t6i da.

Chira o6 nhicu img dung thye té voi Deepfake nhw CNNs.
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2.2.4.3 M hinh TimeSformer (Time-Space Transformer)

Mé hinh diroc nhém cla Bertagiug dira ra niim 2021. TimeSformer li hién thé ciia
ViT dénh riéng cho video, diic biét phit hop cho phét hign Deepfake trong video [9].
TimeS former dp dung cho dit liéu 14 video chir khéng phai dnh tinh, vi du video Deepfake
tir TikTok, YouTube.

Die diém: Mo hinh tich rigng attention theo khiing gian va théi gian, giip gidm
chi phi tinh toin so véi chi § toén phin.

Nguyén I hoat ding: Trich xuit diic tnmg tir timg khung hinh hing ViT, sau dé
hoe mbi quan hé gitra cac khung hinh theo thin gian dé phat hién sir khong lién tue, gidt,
hay hat thurimyz vé higu cim.

¢ Un didm:
- Hifu qué véi video dii, higu cam gia,
Giam chi phi so vdi chil ¥ todn b trong khing gian—thén gian.
- (06 thé hoc mdi quan hé ngit nghia theo thivi gian.
v Han ché:
- M3 hinh rdt ndng, kho trién khai thvi gian thue,
- Chin tin hufin luvén trén cdc tip video lom.
- (én dbng bb héa va phin tich khung chinh xéc.
224 4 Ms hinh DETR (Detection Transformer)

DETR durge Facebook AT gidi thidu nim 2020, 14 sy két hop gitta kién tic 13i cia
CNNs va kién triic Transformer cho nhiém vu phat hién dbi twgng, song duge digu chinh
cho phat hién vimg dnh gid mao Deepfake [11]. DETR co thé xfc dinh vi tri vimng b lam
gid, phit hop cho cde {mg dung gidm dinh hodic phap Iy,

Dic diém: Gom hai phan chinh: kign tric 16i CNNs (thudmg 14 ResNet-50) va
Transformer gidl md dé di dodn hép gidi han,

Neuyén Iy hogt ding: Trich xuat dic trung biing CNNs, sau d6 ding co ché chiy
dé dir dodn cdc viing anh c6 kha nang bj lim gid dudi dang hop giéi han va nhiin tuong
(g,

¢ Un diéms

- Cho phép phat hién va dinh vi vung gia mgo.
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_  Khéng cin hp tham chiéu nhir cée phuong phép truyén théng (Faster R-CNN).

£
¥ Han che:

i

- Khéng téi 1 néu chi cin phéin logi todn anh.

Chiim hen phreng phép truyén thing.

- Ciin dit liéw hudin luyén cb annotation vi tri,
Réing 2.2: So sinh mét s6 mb hinh Transformers trong phét hign dnh Deepfake

Vision
Swin DETR
Tiéu chi Transformer TimeStormer
Transformer {(adapted)
(ViT)
Loai dit liéu Anh finh Anh tinh Video Anh/Video
Trong tim Theo viin Khéing gian +
" Toan dnh E EE: Khing gian
chi ¥ trugt thoi gian
Undiémnéi | Cdcdicdidm | Tdiwugi | Hocdictrumg | Phat hién ving
bt todn cuc manh nguyén thin gian gid cu thé
Han ché Chn dirlidu | Cau twic phirc | Nang, khé theo |  Cham, cin
chinh lém lap théi gian thue nhén vj trl
Khai niing -
phiin tich Kém Trung binh Trung binh Téit
ving gia
Ung dyng | Phén logi toin | Phén loai + Video Phin viing va
phit hop anh phin ving Deeplake dinh vi gia

2.3 M hinh hoc siu cii fién cho phit hién dinh Deepfake
2.3.1 Mi hinh DTN

DTN (Distitled Transformers with Locally Enhanced Global Representations) [78]
1i mGt mé hinh Transformer chung cit duve thigt ke chuyén dimng cho phat hign anh
Deepfake. DTN khic phyc nhiing hgn ché cla cic mé hinh phat hién inh Decpfake di

néu & myc 2.2 nhu sau:
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- 8o véi cde mé hinh CNNMs (muye 2.2.3), DTN c6 thigt ké gon hon, sir dung it ti
nguyén hon XeeptionNet, EfficientNet song van duy tri dwee hién suat. DTN dat
duoe 46 cén héng gitra thiét ké nhe twong dwong MesoNet, song ¢6 d6 chinh xic
cao hon.

- Sovii cde mé hinh Transformer (muc 2.2.4), DTN o6 thiét ké nhe hen do sir dung
co ché clumg cit (loc thing tin can thiét) ma vin dgt dwpe hidu sodt cao vi dé
chinh xdec. Ngodi ra, DTN 3t hon ede mé hinh 48 o6 vé kha ning phén biét cic
chi tiét gih mao nho.

Diie diém cor bin cia DTN 13 két hop giira dic tnmg cue b va todn coe d& phét
hidn ede chi tict gia mao nhé trong khudn mat. Ma hinh niy sir dyng mé-dun chuyén gia
hén hop (MoE) dé khai thie cic chi tiét gid mao vi mé-dun Transformer thi gide tng
cuémg cue ba (LEVT) dé hoe cde bidu didn todn cye. DTN két hop cde die tnmg cye b
vl todn cpc dong thii 4p dung k§ thedt chimg cit dé tao kha ning dp dung véi cdc tip
dit lidu hudn hoyén han ehé. Mac diy viy, mé hinh niy vin cin dénh gid thém vé hiéu
aut theo thisi gian thire.

2.3.2 Ma hinh két hgp CNN va Vision Transformer

Trong nghién cim [61], nhém tc gia d8 xudt mit phuong phip kit hop giita CNNs
vil Vision Transformer dé phat hién Deepfake, tip trung vio cée ving mat, miii ¥4 todn
bé khuén mat. Mé hinh thich hep cho cde hé thing can phit hién Deepfake trong dnh
finh, dijc biét trong cdc (mg dung mang xa hii.

Mé hinh sir dung CNNz 8¢ phét hién dfic tnmg & chc vimg mat va mili, két hop véi
Vision Transformer dé hoc cdc dic tnmg toin cue tir khudn mit Viée két hop két qua
tir cdc méd hinh khic nhav théng qua phieng phap bé phitu da sb dé dva ra quyer dinh
cudi cimg. U diém néi tri ciia mé hinh 14 dat dé chinh xde 97% véi cie mé hinh CNNs
dii néu, Tuy nhién van cin ddnh gid thém vé kha ndng tong quét hoa trén cde bi dir lidu
khac nhau,

2.4 Dé wuit giii phip sir deng hoc shu phit hién anh Deepfake

Trong nghién ciru phét hién dnh Deepfake, hai vin dé& co ban cin quan tim 13 lya

chon mé hinh hoc séu va tap dir hgu phi hop.
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24.1 Lwa chpn fip i liéu

P& phye vi cho mye dich nghién cir cia dé dn ot nghiép, tp di ligu hinh dnh can

phit hgp v yéu cau phat hién dnh gia mao do Al tao ra. Tép tii Kéu cdn pdm hai ldp:

Lap dnh thit: sit dyng cic dnh tir nhién.
ép dinh Deepfake: diroc tao tir cde md hinh sinh dnh, dién hinh ahwr véi cdng oy
StyleCAN hay StyleGAN2 nhir 44 trinh bay & Chremg 1. Mt khic, cic anh nay
chn e ciing kidu dit ligu nhir ép dnh that,
Cién bﬁng oifra kich thurde tip dif Tiu, d§ phite tap va kha ning img dung rdng rii
trong thyre tién.
Phit hop véi digu kign tai nguyén, ning lye tinh todn.
Cé thé sir dyng & danh gid nhidu mé hinh hoe siu khic nhao,

Qua qui trinh ting quan ede vin d& nghién e, cd the sir dung hai tip dif liéu trong

pham vi dnh tinh gbm:

Tiip dit fidu CIFAKE: chira ci dnh gid va anh tw nhién co kich thude 32332 diém
anh. Tép CIFAKE cd khoang 60.000 &nh, rit phit hop cho hudn luyén nhanh va
thir nghiém ma hinh.

Tip FaceForensics++: Chira cde dnh khudn mit gid, kich thirde anh 236x236
didm anh. Tip dif lidu co khodng 100.000 anh. Tuy nhién, tp dif lién nay thién
vé khudn mit, phit hop véi md hinh i 1dn va video,

Téip dit liéu CIFAKE bao gom cA anh gid vA anh thit ty nhién oo kich thirde va dinh

dang gitng nhau, phi hop véi nhién md hinh hoc séu tién tién. Do d6, lya chon tip dit
liéu CIFAKE phuc vy nghién cir trong dé én tot nghiép hdi nhitng wu diém sau:

CIFAKE gom di liéu anh gi4 do Al sinh ra, do 46 tdp dif lidu c6 tinh ting quét
hom cde tip 43 bift. DO lidu da dang gilip cho vige hudn luyén vai nhigu dif liéu
khéc nhaw, tién trinh hoe khing phy thube vio mét mien duy nhit.

CIFAKE chira cde dnh cé kich thude nho (32x32), nén pht hop dé huan luyén
nhanh trén cdc mé hinh co kin tric nhe, co han ché ve ti nguyén va ning lyc
tinh toan. £§ phirc tap va chi phi tinh toan la hai tién ¢hi coa mgt md hinh hoe
siu lién quan dén do chinh xde cia md hinh, nhu di chi ra trong [ 18],



32

- Anh gia sinh ra trong CIFAKE ci kigm sodt, ¢ gan nhiin ri ring, cho phép dam
héo tinh chinh xfc cua nhdn vd kiém thir mé hinh hoc siu.

- CIFAKE phi hop cho viée thir nghi#m cic md hinh méi, so sanh danh gia cac
thudt todn hoe siu, dinh gid kha ndng hoc phin bigt anh gid /inh thét ciia mé hinh
hoe sdn. Vi CIFAKE, cb thé thir nghigm kha nang nhén dign anh gid do GANs
hay StyleGAN sinh ra.

2.4.2 Lua chon md hink hpe siu cho phat hign anh Deepfake

Trong nghién cim phat hién dnh Deepfake, viée lira chon md hinh hoe sdu phil hyp
i yéu 1) then chit anh hudmg dén higu qua nhin dién va khi ning tong quét hoa, Nhimg
vén d& ki thudt ndy sinh khi lyra chon mé hinh hoc siu gom:

# Mii hinh cfn phii hop véi tinh thién ddc trumg rd ving va on djnh cia dir liéu

Anh Deepfake thudmg ducee tao ra l:-ﬁng GANSs hoiic cic mé hinh tdng hop hinh dnh
tinh vi, khifn cde diu hiéu gid mao ngiy cing kho nhin hiét bing mit thutmg hode thudt
todn dom gian. Cac dic tnmg bét thutmg (nhr bién dang khudn mit, 4nh sdng khong o
nhién, vién nhidu) dé bj im mér bivi k§ thudt thng hop tién tién. Nhifu md hinh, i du
nhr mé hinh XceptionNet [57] hoat déng tdt trén cde bo dir lidu nhw Face2Face va
FaceSwap, nhimg khd nhin dién cic DeepFake duge tao bin StyleGANZ.

% M hinh ciin c6 khi niing tong quét hoa véi cac tip dir lidu

Mé hinh hoc siu phat hién Decpfake thuémg nhim vao mdt 56 b dif lidu cu thé,
khién hifu ning gidm manh khi dp dyung vio ngudn di ligu khic. Didu ndy dit ra yéu
ciiu v& hudn Juyén voi dit lién da dang hodic 4p dung hoc khing phy thudc mien. Ca
nhitrg md hinh hoat ddng 16t wén tEp hudn luyén, nhing higu suat giam hon 30% khi ap
dung sang bd dit lién khac [42].

4 M hinh cin dat cin bang giira hiéu nang va di phirc tap

Nhir dd trinh bay & muyc 2.2, cac md hinh nhw XceptionNet, EfficientNet hodc mang
dira trén Transformer mang lai df chinh xdc cao nhung co chi phi tinh todn I6m, khd ap
dung trong méi truémg thire té, Cae mé hinh hang nhe thutme dwge dp dung véi mie do
can bang giiva d9 chinh xdc va chi phi tinh todn [18],

¢ Kha ning chiu 16i va thich img vii k§ thudt moi
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Deepfake ngiy eing tinh vi viéi cde mé hinh nhir SiyleGAN2, Diffusion-hased,
hodic nhimg md hinh diéu khién pose, 4nh sdng, livi néi,... Cde md hinh phat hién hién tai
thiring khéng theo kip tifn bi mdi trong eéng nghé tong hop dnh, vi viy cin ciip nhit
lién tye vi hudn luyén trén cic miu gid mao mdi [43].

Mt khdc, md hinh hoc sdu cin dat véu chu vé di o dinh. Cic mau Deeptake co
thé duge digu chinh dé dinh [ira mé hinh phat hign biing cich lim nhigu nhé, lim sai
léch ket qua. Piu nay dit ra yéu ciu vé ting cuémg tinh ching chiu cho hé thing phit
hign, Vi du: Cde mdu Despfake khi dwge thém nhiéu bing Fast Gradient Sign Method
(FGSM) co thé khién ResNet-50 v EfficientNet nhin sai todn bi video 14 thit, di it
thirémg vin thiy diu hidu gid mao [10].

2.4.3  Giai phap phat hign anh Deepfoke sie dung hpe siu

Qua ket qua nghién cim trong chong | va chirong 2, tir myc dich nghién ci ciia
dé dn 13 nghién cim, xiy dung mit gidi phap phit hign dnh DeepFake sit dung phuong
phip hoc sdu, gidi phap dwoc dé xuat trong d& 4n tot nghiép zom:

Lura chon tip dif lidu CIFAKE d& thye hign dénh gid ede md hinh hoc sdu efin cir
vao nhitng ¥ do d& néu & mue 2.4.1. Tip dit lién CIFAKE duoc st dung dé hudn
luyén mé hinh hoc sén,

- Anh cin phit hién that | gia duoc thu thip, tién x I¥ lam sach di liéu, chuan héa
anh va sit dung cac mo hinh hoc séu @& trich xuat dic tmg.

- Luya chon ba md hinh hoc sau phit hop v cic yéu cau di néu o myc 2.4.2. Khi
trién khai phat hién anh Deepfake, cde mé hinh s duge so sinh dinh gid theo cic
tiéu chi hiéu nang 4é chon ra mé hinh tot nhit.

Ba mb hinh khéc nhau dirge lua chon xudt phat tir phén tich Iy thuyet & mye 2.2,
cu the 14 hai mé hinh CNN li ResNet-50 va EfficientNet-B0 cimg ml mé hinh
Transformer 14 Swin Transformer, trén tap dir ligu CIFAKE.

- ResMet-50 la mt kien tric hoc siu véi co ché két ndi dur, cho phép mang co the
hoe higu qua vii di siu ln ma khang gap vin dé suy gidm gradient. Mé hinh niy
thudmg dirge st dung Hm chudn trong cde bii todn phdn logi hinh dnh, bao gbm
ca nhdn dién anh gia.
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- EfficientNet-Bi 13 phién ban nhe nhét cia ho EfficientNet, siv dung phrong phip
cdin bﬁng d sdu, dj ring va do phin gidi dnh déiu viio, Nhir do, FfficientNet-R0
dat hitu ning tél véi s hrgng tham s6 thap, rat phit hop dé thir nghigm trén div
liéu anh kich thirée nha nhr CIFAKE (32x32 diém),

- Swin Transformer 18 dai dién cho hromg tiép cin mai bing Transformer trong thi
gide may tinh. Vi thist ké chil ¥ thea cira 8 triret, mé hinh ndy e6 khé ning khai
thic cd dile g cpe b vi todn cye, giop ting di nhay vai nhilg khace higt tinh
vi gifra anh thit va dnh gid do Al tao ra.

Ba mé hinh rén 8 duge husdin luyén v dinh gia rigng hiét trén cing tap dir ligu
CIFAKE, cho phép so sinh chinh xdc higu sudt, di chinh xdc, kha ning ting quét hoa
vii chi phi tinh todn ciin timg kign tric, K&t qud thir nghigm cia ba md hinh trén cing
mét tip dit liéu CIFAKE sé gitip danh gia rd rang hon vé uu nhwge diém ciia img hudmg
tiép cdn trong bai todn phét hién dnh Deepfake.

1.5 Kétludn chirong

Trong chuong 2, & dn dd trinh béy céc ndi dung lién quan dén giai phip st dung
hoc sdu trong phat hién anh Deepfake, Cic ndi dung di d2 cip pom: dic diém ciia dnh
Deeplake, cac diu higu dic trung va cach nhiin biét; cc phuong phip hoe siu sit dyng
trong phat hién dnh Deepfake bao gom: cdc phwong phip hoe may truvén thing, mé hinh
CNNs va cac bién the, cac mé hinh Transformer va cac cai tién.

Bén md hinh CNNs drge dinh gid cao trong phdt hién anh Deepfake gbm:
Xception, MesoNet, ResNet-50 va EfficientNet-B0. Ban mé hinh Transformer gom:
Vision Transformer (ViT), Swin Transformer, TimeSpace Transformer, Detiection
Transformer (DETR). Hai mé hinh hoc séu cai tién duge trinh by gém: DTN (Distilled
Transformers with Locally Enhanced Global Representations) vi m hinh két hop CNN
v Vision Transformer.

Qua khao sat, cac md hinh CNNs va Transformer déu cb cde wu va nhuoe diém
trong béi todn phét hién dnh Deepfake. DE lra chon mdt gidi phap sir dung hoc séu cho
phat hién dnh Deepfake va tinh da dang cia anh Deepfake, hoc vién dat ra bon tigu chi
ki thudt can quan tam gom: M6 hinh can phii hop v tinh thiu dic tnmg 16 ring vi dn

dinh cda dir ligu; Ma hinh cin ¢é kha nang tong quit héa vai cde @p dir ligu; Mé hinh
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cin dat cin bing gifra hiéu ndng va d6 phire tap; Mé hinh ciin ¢6 kha niing chiu 16i vi
thich ng véi k¥ thudt mai, dién hinh 13 cie ki thuit tao dnh gia ngiy cing da dang vii
cing nghé Al

Chirong 2 d3 dira ra d& xuiit giai phip hoe sfu gom: 1) Lya chon tp dif ligu phi -
hep dé thyre higén ddnh gid cae md hinh hoe séu, cy thé I3 tip CIFAKE; 2} Lira chon ba
mi hinh hoe séu phii hep voi cde yéu ciu 43 néu so sfnh ddnh gid theo edc tidu chi hidu
néng A2 chon ra mé hinh t5t nhit. Ba mé hinh khéc nhau duge Tya chon xudt phat tir
phén tich Iy thuyét & mye 2.2, ey thit B hai mé hinh CNNs 13 ResNet-50 va EfficientNet-
B0, mét mé hinh Transformer 1d Swin Transformer dirge so sdnh, dinh gia trén cing
mit tiip dif ligu inh gid CIFAKE.

Trong chuong tiép theo, dé dn s& trinh biy chi tiét vé vige trién khai gidi phép, cich
thire tién wir Iy dif lidu &nh, chuin haa dit liéu anh, pheong phdp hudn luvén mé hinh,
tién trinh hudn luyén, phrong phap danh gid ede mb hinh theo cde tiéu chi hiéu ning va
thyre hién thir nghiém, danh gi kél qua,
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CHUONG 3. THUC HIEN MO HINH HOC SAU TRONG

PHAT HIEN ANH DEEPFAKE

3.1  Sodd khoi mb hinh hoe siu phéit hign dnh Deepfake
Hinh 3.1 1 sor d6 khéi mé hinh hoe siu cho phit hign anh Deepfalke dirge dé xuds
trong dé 4n 16t nghiép.

Xay duhg mo

‘ funh, _I-.| i 16061

ham s0

Huan luyen

Thu thap Danh gid

Lufa chon
ma hirh
tot nhat

dlr fiéu by N hie U neng
anh can ) 4 cicmo
kiem tra hinh
Hinh 3.1: Céc bwde thyre hién mo hinh phit hién dnh Deeplake
Md hinh phét hién anh Deepfake dirge d& xudt co ban tudn thil ding 3 budc thyc
hién & trén, Bude 1 duge gom 2 thinh phan:
- Tap dir lién CIFAKE chita ca anh thit va anh gia (do GAN va StyleGANZ tao),
dii dwoc gan nhiin rd cing (real, fake), Tép div lidu CIFAKE gom cle dnh b kich
thuée 32x32, RGB, theo dinh dang png hodc jpg. Téng s6 anh khoing 120.000
#nh duere chia theo tv 18 50% dnh thit, 50% anh gid. TV 1é cin bing nay giap cho
viéc hudn luyén mé hinh tot hon, khong bj léch vé anh gia hay anh thit. Tép diY
litu CIFAKE sir dyng t3 18 chia dii liéu sin c6 cho hudn luyén 18 80%., nghfa 13
96,000 anh vA cho kiém thir 14 20%, nghia 12 24.000 dnh.
Dt ligu anh cin duge kiém thir thit/gia dirge thu thip tir thye t&. Di ligu nay cin
direee tidn x(r 1, chudn héa twong tw nh anh tir tip CIFAKE & bdo ddm sy trong
dong ctia dir ligu.
Trong pham vi d& én, dit ligu dnh d& kiém thir mé hinh cfing dugc lay tir tip
CIFAKE.
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Budc 2 gdm khéi lam sach v tidn xir 1y di liéu thue hién cée nhiém vy: higu chinh
kich thide anh (a8 véi dnh thu thip tir thue 1), chuin héa dnh, ting cirimg chit limg
anh.

Bude 3 1 khdi mé hinh hoc siu: co thé chon mét trong ba mé hinh la; ResNet-50,
EfficientNel-B0 holic Swin Transformer nhir 88 dé cdip & Chiromg 2. Module huin luyén
thire hidn hudn Tuyén theo tip dir lidu hudn luyén (48.000 dnh) dé cé kha ning phin logi
4nh that/gid. Module phat hién nhén anh Gy vio chir rd thit'gid di qua bide tign xir Iy
dé& nhin dign, phat hisn anh thit/gid véi mé hinh hoe siu da hudn luyén.

Burdc 4 vi 5: Ditu ra cia khdi phét hién tré vé két qua phén logi dnh thit'gia kém
theo cic tham s6 phyue vy cho ddnh gid higu ning che cde md hinh. Cin cir vao két qui
danh gid higu ning theo cde tiéu chi, cd thé lya chon md hinh cho eét fqua it nhat dbi
vii dnh cin nhdn dién, phat hién,

32 Thu thip v mb ti dif liéu

Lyra chon bé dit liéu thir nghidm: BG di lidn CIFAKE 13 mét bé dit lidu cin bing
vi bao gbm 120,000 hinh dnh tir hai 1ép khéc nhau, cy thé 1 hinh anh thue (60.000 anh)
vi hinh énh téng hop do Al tao ra (60.000 anh). Cc hinh anh thue duoc lay tir b dir
ligu CIFAR-10 (Tdp di liéu chira 60.000 hinh dnh miu 32 * 32 trong 10 lop (mdy bay,
6 té, chim, méo, hwou, ché, ch, ngwa, thu, xe tdi), v6i 6.000 hinh dnh cho méi l6p;
50,000 hinh anh dio tao va 10,000 hinh &nh thir nghiém thiémg diroe sirdung d8 déo tao
cde thudt todn hoe may va thi gide miy tinh ¢ sin tai [84]. Hinh anh tong hop do Al
duc tao ra bing mé hinh khuéeh tan tiém &n (Céc hirth dnh duge tao ra thudc vé lap
hinh dnh chung, chiing khong cé néi dung cu the nhw khuén mit ngwdi hodc nghé thug).

B dir ligu CIFAKE bao gbm hing ngin hinh inh, trong d6 ¢é cic cip aoh thit va
anh do Al tao ra. Mdi hinh dnh trong b§ dif lidéu duge phin loai 1o ring thanh anh thit va
anh gid, gitp cho qua trnh hudn luyén mé hinh d& dang hon, Pic diém cia CIFAKE 14
cac hinh dnh gid dige thidt ké voi mic di chén thue cao, gidp tao nén thi thich lon cho
cac md hinh phin loai.

Céc hinh anh gia trong CIFAKE duye tao ra tir nhigu mé hinh Al khie nhau, bao
ot cd GANs vi mé hinh Diffusion, gilip ta0 nén su da dang vé phong céch vi 4§ phire
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tap cia anh gia, Do da, bé dir liéu nay rit hitu fch cho viée hudn luyén cde mb hinh phéit
hién nh gid trong cée tinh hudng thye &,

Dic didm: CIFAKE chira cic hinh anh b kich thée va dinh dang chuén hoa
(thudrmg 13 32x32 pixel), gidp dé dang tich hop vio cdc mé hinh hoc siu va tii wu hoa
hifu sudt tinh todn, B dit lifu ndy bao gom cd hinh anh thwe vé hinh Anh gid, cho phép
cic mé hinh hoc may cé thé hoe cdeh phén biét va phit hign cic dic diém khic nhau
giita hai loai hinh anh nay.

Cin triic: CIFAKE thuimg duoc xdy dung voi hai nhiin chinh;

- Real (Thit): Bao gbm céc hinh dnh dugc chup hode thu thip tir thé gigi thire,
- Fake (Gia): Bao gém cic hinh dnh dwge tao ra bii AL

M&i nhan 3& ¢é mét tip hop hinh dnh riéng biét, pitp phin biét rd ring giita dnh
thit va 4nh gia.

Ciich xiy dung: CIFAKE duge pht trién thng qua viée thu thip cde hinh anh tir
cAc ngndn dnh thire, dong thirt két hop céc cing ey sinh dnh Al tién tién nhur GANs hojc
mé hinh Diffusion d¢ tao ra cée hinh dnh gis. Viée chon lge hinh dnh gid trong CIFAKE
tudn theo ede tidu chi nhét dinh dé& dim bao ring cic dnh ndy cd chat lugng trong duang
v ei khi nfng giy nhim 1in cho ngwi xem, tir 46 ting cirdng dj kho cho viée nhin
dién vi phén logi, B dim béo tinh chinh xic vi da dang, CIFAKE duge xdy dymg tir
cdc b dit liéu phong phit, ding thisi sir dung cde phuong phap xt I va kiém dinh dé t5i
wru héa chat hrong,

3.3 Tién wir Iy vi Eam sach dir lidu

- Phdt hién va efit khudn mit: Sir dyng cae thudt todn sin cb trong thir vién Pythen
dé phat hién khuon mat trong énh vi cdt viing chira khuén mat, dién hinh nhw
thudt todn MTCNN (Multi-task Cascaded Convolution Networks) hodc dhib.

- Cin chinh khuén miit: Cin chinh khudn mit theo huéng chuén dira trén cie
diém dic trumg nhu mat, mii, miéng dé dim bao tinh nhat quan trong dif lidu.

- Chudfin héa anh: Thay doi kich thude inh vé kich thude chuan (vi dy: 3232) va
chudn héa gid tr pixel dé phit hop véi mo hinh hoe siu,
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- Ting cwing dir lifu; Trién khai cic ki thuit nhu 13 dnh theo tje ngang, xoay
#ie, 1am mi, didu chinh d§ sdng, nham mé réng va da dang héa thp dit lign huin
luyén, tir 46 ¢ thién lchi ning tong quit hoa eha mi hinh,

- Trich xufit dic trwng: Ap dunp ce kién tric hoc siu nhr CNNs hodc
Transformer dé tr déng trich xudt v hoe cde diic trung phén hiét tir dif liéu hinh
Anh sau tién xir 1y, hd tro hidu qua cho cie tic vy phan loai va nhin dang,

34  Xiy dung md hinh phét hién anh Deepfake

Che mé hinh CNNs 8 duwoe hudn huyén tarde va duoe thie nghigm dénh gid trong
nghién cing niy bao ghm: Resnet-50, Swin Transformer, EfficientNet
3.4.1 Mi Hinh Resner-50

WNhur dii trinh bay & Cheong 2, mo hinh ResNet (Residual Network) [32] co co ché
hé qua két ndi d2 husin luyén mang séu hiéu qui. Mé hinh c6 d§ siu khang qué lém, phi
hop cho phat hign dnh gid mgo trong méi tnrimg co han ché tai nguyén, dé ding tinh
chinh ede tham sd lai cho timg b dir lién mdi.

Mt déc diém ndi bit ciia ResNet-50 1 viéc sir dung co ché két noi du, cho phép
tin higu trong mang lan truyén qua cic 16p mé khéng bi suy gidm, gilp giai quyét hicu
qué vin d& suy gism pradient vi cdi thién khd niing hoe & cde mé hinh sy, gitp mb hinh
e thé hoe va xir Iy nhitng dic diém tinh vi trong dnh gid. Do vy, ResNet-50 thutmg
duge ding 13m chudn so sénh trong cdc bai todn phin loai hinh dnh, nhin dign inh gia.
Mic dit co nhiéu phién bin ResNet vi du ResNetl01, song ResNet-50 dwge lyra chon
trong bai nhir 43 néu Iy do & Chwomg 2.

Trong nhdn dién dnh gia, ResNet rt hifu ich i né ¢4 thé phit hién nhimg chi tiét
aho kha nhin thiy bing mét thutmg nhirng diic time cia dnh do Al tao ra. Céc chi tigt
nhu dnh sang, 46 tweng phin va s nhit qun cia két cdu cd the khing hoan toan ty
nhién trong anh gia. ResMet, nhi vao cdin trfic sén va kha nding hoc dic mmg phire tap,
co thé phin bitt dwoe nhitmg bt thirémg ndy véi dnh thit mot cach higu qua. Ngodi ra,
nhiy residual connections, ResNet 6 kha nang hoc nhanh hon va gidm thiéu vin 4 qué
khdrp, lam che nd trd thanh lya chon phit hop cho cac bai todn phin loai phire tap trén
cac b dir liéu lom nhir CIFAKE.
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Mt diém manh khic etia ResNet 13 kha ndng tuemg thich cao véi cée pharong phip
hoe chuyén giao. Trong thire t&, ResNet thuémg dioe huin luyén trede trén cde bi dir
liéu 1ém nhir ImageNer va san do duge tinh chinh trén cée bd dir lidu chuyén higt cho
nhén dién dnh gid. Bifu ndy khang chi gitp tiét kidm tai nguyén tinh todn ma cin ting
curémg d6 chinh xde et md hinh.

Méit vén d& phd bién trong che mang no-ron siu, nhat 13 khi cb nhigu lip 13 suy
gidm gradient, nghta la d cioa gradient trd nén rét nhé (tiém cin vé 0) khi lan trayén
ngirge i diu ra vé phia cde 16p diu vio, khién cho cic trong s & nhimg 6p diu hiu
nhur khéng duoe eip nhit trong qud trinh huin luyén. ResNet duge thidt ké dé gidi quyé
vén d8 niy nhér vio co ché két ndi du. Ciu triic nay cho phép cie thng tin quan trong
trang qud trinh hudn luyén di qua cdc I6p ma khing bi suy gidm, giip mé hinh hoc siu
hom ma khéng giip khé khin vivi gradient,

Trong bai todn nhin dién 4nh Deepfake, ResNet c6 thé phat hign cic bt thwémg
hodc 16i nha trong dnh gid do Al sinh ra, nhiy kha ning trich xuat dic tumg phire tap. Cu
thé, ResNet di chimg minh duge hiu qua cao trong cic b dir liéu ldn nhr CIFAKE,
nod mé viée phén biét dnh thét va énh gia cin mét mé hinh c6 kbd nfing nhin dién dwoc
cdc chi tiét nhd nhumg quan trong. Ngodi ra, nhér vio kifn wie dir, ResMet ¢ thé huin
huyén nhanh hon va pidm thiéu vén @& qué khép so véi nhigu md hinh hoc sau khéc.

Kién trie: ResMNet-50 13 mé hinh mang no-ron tich chip séu véi 50 lop, do

Microsoft Research phét trién. Diic diém ndi bat cia ResNet 1a sir dung cic khdi

dir, gitip gidi quyét viin dé suy giam d6 chinh xac khi ting s6 lugng ldp cla mé

hinh. Céic khdi du ndy cho phép tin higu du vao cb thé duge truyén thing dén dau
ra théng qua bé qua ket noi,

Dic diém noi bi:

- Khi ning hoe higu qué & 4§ siu cao: Vi cac khoi du, ResNet-50 co the duy tri
diy chinh xdc cao ngay ca khi st hwong lop ting 1én, gitp mé hinh hoe cie dic
diém phirc tap trong 4nh ma khang b suy giam higu suat.

- Giam thiéu viin d& vanishing gradient: Bo qua két ndi gitp lan truyén gradient
téit hom trong qua trinh huan layén, tir do cdi thién kha ning t6i wu hoa.
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- UTng dyng réng ri trong nhifu the vy: ResNet-50 dwge sir dyung ring rdi trong
ciic img dung v& nhin dién anh, phin logi v& phét hign 46i twong, nhir vio tink
linh hoat va higu qua trong xir I¥ hinh dnh phire tap.

Conv3xd, 32 siride-2

clivation
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Hinh 3.2: Kién tric md hinh ResNet-50 [74]
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3.4.2 M hink Swin Transformer

Trong nhimg nim gin diy, sw ndi én cia kién twie Transformer A3 mér ra mt
hurdng tiép eén méi cho cde bi tedn thi gide miy tinh, vén trude diy chil yéu dua wén
CNNs, Swin Transformer 1 mot bién thé tién tifn duge d& xudt béi Liu va cdng sy vio
nim 2021 [44], mang lai hidu qua vugt trdi trong nhigu tie vy thi gide nhi phitn logi anh,
phét hién d6i tugng vi phiin doan anh,

Liyer | Layer 2 Layer 3 Layer 4

Image

Hinh 3.3: Mo hinh Swin Transformer [79]

Khic véi kién tric Vision Transformer (ViT) trayén thing — von it Iy toan bé dnh
diu vao o mat chudi cic vimg va khing 6 tinh cuc b, Swin Transformer gidi thigu
cor ché cira 50 trwot nham khai thée tinh chit cyc b ciia hinh anh, Cy thé, inh diu vio
dwge chia thanh cde pateh khing chong I3p, sau dé xir 1Y wén wr trong cée khdi
Transformet nhd v6i pham vi tinh todn gidi han trong timg cira s0. O cée tang ké tiép,
cie eira 56 ndy duge dieh chuyén dé ma ring pham vi iwong tic gitka cie ving ciia dnh,
tr di cdi thién kha ning hoe dfic trumg todn cuc nhung viln giit dirge higu sudt tinh todn
¢a0.

Mt diém manh etia Swin Transformer 1i kha ning m rong theo phén cép — twong
tir nhir cdc mang CNNs — biing cich gidm din di phan gidi cia cde ving khi di siu vae
mang, déng thiri ting 56 chién biéu difn, Didu niy cho phép md hinh hoe duge cdc dic
trumg tir cye b dén toan cuc mot cach higu qué, v phi hgp véi cac bai todn yéu i xit
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Iy anh & nhiéu mide d8 chi tiér khie nhaw, nhir phét hién viing gid mao trong dnh hoje
video Deeplake,

S0 vii che kifn tnic CNNs hign dai nhir EfficientNet hay ResMet, Swin
Transfortner thé hién kha ning canh tranh manh mé vt d chinh xdc, dong thid i khi
nfing hoe biéu didn dii han 8t hon — mét yéu 14 quan trong trong viée phit hién cdc bt
thirimg nhd hofic khéng gian théi gian trong ndi dung gid mao.

Trong cde nghién ciu gin déy, Swin Transformer d& duge (mg dyng thinh cong
trong viée trich xuit die trumg cho hé théing phat hién Deepfake, dic biét Ia khi tich hop
viio céc pipeline visi phiin tich khung hodic doan video lién tiép. Nhis co ché chi ¥ gidi
han trong cira sb trrgt va kha ndng ma réng da ting, mé hinh niy gidp ting cutmg hidu
sufit vi 43 chinh xde trong cie hé thing nhin dién ndi dung gid mao hién dai.

343 M6 hinh EfficientNet

EfficientNat 13 mét ho cac kidn triic mang CNNs duge d2 xudt bisi Tan vé Le vio
néim 2019 tai Google Al [65]). Mé hinh nay dugc phat trién viri muc tigu t6i vu héa higu
st phén loai hinh 4nh trong khi vin duy tri mirc d6 tinh toan hop by, Biém ndi bt cia
FfficientNet 14 cich tiép cin méi trong vige mé ring kién triic mang bing chién luge goi
li compound scaling, dong thii két hop higu qud ba yéu 10: chiéu séu, chiéu ring vi d6
phiin gidi diu véo.

Khic véi cdc phuong phdp md réng truyén thang vin chi digu chinh don 1€ mét
trong ba yéu th trén, EfficientNet t6i iu hoa déng théi ci ba théng so theo mdt ti & dugc
xiic dinh tir mé hinh géc EfficientNet-B0. Cy thé, mé hinh gic duge thiét ké théng qua
ki thudt AutoML dé dat higu suft cao nhét trén tip ImageNet vai s0 luong tham sd va
FLOPs t6i thifu. Céc phién bin mé réng nhir EfficientNet-B1 dén BT duge tao ra bilng
cich tang ti 18 dbng thii ca ba chidu theo mot hé sb @ (phi), dim bdo sir cdn bing gitra
tai npuyén tinh todn va di chinh xac mé hinh.

Vé mit cdu troc, EfficientNet sir dung kkhéi tich chip nit ¢6 chai ddo chiéu cho
thiét bi di dang ké thira tir MobileNetV2, ciing véi ki thudt nén - kich hoat giup cai thién
kha niing hoe cdc dfic trung kénh, Vige két hop nhimg k¥ thudt ndy gitp mé hinh vira
nhe, vira manh, rit phit hop dé trién khai trén cde hé théng gidd han tai nguyén hode cin
thirt gian phan hoi nhanh nhw trong ¢4 (mg dung phét hién gid mao thii gian thye.
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Hitu suft cia EfficientNet duwe chimg minh 13 virot trdi so v nhifu mé hinh
CNNs truyén théng lhe nhw ResNet, DenseNet hay Inception, khi ét trén ¢d d§ chinh
xdc vi mire tiéu thy tdi nguvén, Trong cae nghién ciu dp dyung vao bdi todn phat hién
anh Deepfake, EfficientMet thurdng duge lia chon nhir mit backbone manh mé dé trich
xudt dic trumg, dic biét khi x0 1§ cde tip dir liéu cd d6 phdn giai cao hofic bicn déi phire
Lap.

Nhér kha nfing mé réng higu qua, két hop véi kién trie tinh gon, EfficientNet trd
thénh mat trong nhitg lira chon hang & fiu cho cde hé thﬁng nhiin dang hinh dnh hién dai,
trong dé co ca cac giai phap phit hién ndi dung gia mao.
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Hinh 3.4; Md hinh EfficientMet-B0 [6]

15 Dinh gid hiéu ning cia cie mé hinh

Sau khi hodn tit qué trinh hudn huyén, cac mé hinh s& duge dénh gid dé kiém tra
hiéu sudt dua trén céic d6 do quan trong 1d Accuracy (D§ chinh xic), Precision (EX chinh
xdc trong phat hign ndi dung gid), Recall (Kha ning nhan dién todn b ndi dung gid} va
Fl-score (chi st danh gid thng hop gilta Precision va Recall),

Accuracy s& do luémg ty 16 dyr dodn ding trén tdng 56 mau trong tip kiém thir, rong
khi Precision dinh gid mire df chinh xac clia cée dy dodn md méd hinh che & ngi dung
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aia, Recall s& do hrémg khd ning ciia mé hinh trong viée phat hién todn b cie mau gid
mao vi Fl-score s cung cip mdt chi s6 cin bang giira Precision va Recall dé danh gid
khi ndng ting quét clia mé hinh trong cée tinh huong thye e, Cac chi sib nay gitp hiéu
ré hen vé 46 tin iy cia timg mé hinh (ResNet-50, Swing Transformer, EfficientNet-
B0) trong nghién ciru phat hién anh Deefake, cho phép so sanh vi chon hea mé hinh phi
hep nhét cho mue tidu ciia 88 dn 1ot nghiép.

351 Pj chink xde (Accuracy)

Dé chinh xéc dwoe dinh nghia 1a t 18 giifa ting s0 gia tr] du dodn dling so vii ting
sé dur dodn. Dé chinh xde thuimg duge sit dung dé dénh gid cde mé hinh phan logi. Dé
chinh xdc ciia mé hinh hoe méy cho biét ting s6 lin md hinh dy dodn ding trén todn bf
tip dif li¢u. Tuy nhién, dé chinh xie c6 thé khing phan dnh day dit hidu suat trong tnrdmg
hep dit liéu khéng cén bing (vi dy, nhicu dnh thit hon dnh gid hofic nguoc lai) [60].

Cing rhike finh;
TP+TN
TPATN+FP+FN

(3.1)

Accuracy =

trong do:
- TP (True Positive) — Duomg tinh thit: S0 lugng anh gia duye dy dodn ding 1 gid.
- TN (True Megative) — Am tinh thit: 86 lrgmg dnh thit dooe du doan dang [4 thit,
- FP (False Positive) — Duong tinh gid: 86 hegng énh thit bj dy dofn sai 1 gid.
- FN (False Negative) - Am tinh gid; 86 lugng dnh gid bi dy doin sai I thit.
3.5.2 Ty I traing (Precision)

Ty 1€ triing do luimg 1y 1€ céc du doan dwong tinh thit (dnh gid duge du doén la
gid) irén thng s6 dy dodn duong tinh. Ty 1€ tréng phén dnh khi ning ciia mé hinh trong
vide khong tao ra qui nhiéu két qua duong tinh gid. Chi 6 ndy rit quan trong trong cie
hdi todn ma viée dur doan sai (Anh thit bj nhin dién la gid) co the iy ra hiu qui nghiém
trpng. T¥ 1§ tring cao cho thiy mé hinh ft €6 xu hudng pham 180 4nh thét thinh inh pia
[81-60].

Cing the Hnh,

Precision =

(3.2)

TP+EP

trong di:
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- TP (True Positive); 86 lwgng dnh pid duge dir dodin ding 1 gid.
- FP (False Positive): $6 lugmg dnh thit bi dir doin sai 14 gia.
153 Dj nhay (Recall)
Recall, hay con goi 13 46 nhay hodic 46 thy héi, do leémg tf 18 cie di doén duong
tinh thit trén tong si méu ducmg tinh thyc te (anh gid dwge nhin dién 13 gia trén tong 56
anh gid thire sw), Recall cho biét mé hinh e thé nhdn dién bao nhigu phin trim anh gia
trong tng sd anh gid thuc té, iy 1 chi s quan trong dé danh gia higu sndt ciia mé hinh
trong viée phat hién dnh gid, d3e biét 14 khi vide b s6t cic anh gid (FN) cin dwoe han
ché thi da. Recall cao cho thiy mé hinh it ba sét anh gia [60]
Céing thiee tini:

P
Recall = —— (3.3)

trong dé:
- TP (True Positive): S6 lugng anh gid dwge dy dodn ding la gia.
- FN (False Negative): S6 Irgng dnh gia bi dur dodn sai 13 thit,
3.5.4 FI Score
F1 Score 14 4 do két hop giita Precision va Recall, cung cip il nhin cin bing
hon trong e treémg hop cé sur danh doi giita Rrecision va Recall. Fl Score s& cao khi
ci Precision va Recall déu cao. F1 Score [ chi sd rat hivu fch khi chiing ta muén mét cin
béng giita Precision va Recall, nhit 14 trong céc truimg hop dit lidu khéng cin bang. F1
Score cao cho thay md hinh ¢6 thé vira nhin dién chinh xdc dnh gia (Precision) vira
khing bé sot anh gid nao (Recall).

Ceing thuee tinic

Fraciviem x Recall

K1 Score = 2 x Precision + Recail

(3.4)
trong do:

- Precigion : Ty 1€ tring

- Recall: B§ nhay
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36 Maii trvimg thir nghiém
36,0 Npdn ngir lap trink va thie vign
Phiin thire nghiém ciia dé dn (5t nghigp ndy duge thue hign bing ngén ngit [p trinh
Python (Python 3.6.6 :: Anaconda custom 64-bit) va cdc thur vién di durge phit trién cho
né. Python 14 mét ngdn nglr md ngudn mé cip cao [29], 33 tré thanh mét trong nhilng
ngdn ngit doe sir dung nhigu nhét trong hoe méy va khoa hoe méy tinh. Né o6 nhiéu
thir vién ma ngudn mé duge phat tridn ma mét s6 trong d6 dirge sir dyng trong dé an tit
nghiép niy. Céc thir vién dirge sir dung bao sdm: numpy, scipy, pandas, matplotlib,
scikit-learning [53], TensorFlow, xghoast, imbleam, plotly, Keras vi seabom, Cic thu
vién niy cung cdp cae edng cy dé tign xir 1Y, cdc thudt todn cho hoe miy va cich thire vE
biu do dif liéu.
6.2 Ciu hinh mdy tinh thii nghigm
Hé dién hinh: Windows 10 Pro
- CPU: Intel(R) Core(TM) i7-4720HQ CPU @2.60GHz
- RAM: 8GB
3.6.3 Cautric tip dit li¢u thie nghié¢m
Tip dit litu CIFAKE gim 2 loai anh:
Anh thit: Lay trre tiép tir tip dif liéu CIFAR-10, gin nhiin Real
- Anh gid: Sinh ra tir m6 hinh StyleGAN2 huin luyén trén tp anh CIFAR-10, gin
nhén Fake.
- Kich thwdc anh: 32x32 pixel, RGB (3 mau)
- Binh dang anh: png, jpe.
- 86 lwgmg anh: 120,000 dnh
T4 1€ dnh that: 60.000 anh (530%). Ty 1€ anh gia: 60.000 anh (50%)
- Ty lé tip hudn huyén: 96,000 anh (80%).
- Ty 1é tip kigm thir; 24.000 dnh (20%).
3.6.4 Cic tham sit co ban cia cdc mo hinh
- Input size: (32, 32, 3)
- MNuom classes: 2 (real/'fake)

- Learning Rate: le”
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- Batch_size: 64 ( mo hinh Swin Transformer st dyng batch nho = 16 @8 tefinh qud
tai)
Epochs: 50
Loss function: Binary Cross Entropy.
3.6.5 Tidu chi dinh gid hidu ning cho cdc mé hinh hoc sdu
Cée tham s6 dimg dé dénh gis hiéu ning cia cac mé hinh bao gom:
Bo chinh xac (Accuracy)
Bg du dodn chinh xic (Precision)
B nhay (Recall)
Fl-score
3.7 Két qui thir nghiém
3.7.1 Ket qui huin luyén va 161 wu tham s ede mb hink
a. Mi hinh Resnet-50

(2) (b)
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Hinh 3.5: Kt qué hudin huyén va tdi wa tham sb ciia ma hinh ResNet-50

Hinh 3.5 bidu thi két qua hugn layén va t61 i tham so cia mé hinh ResNei=30, cy
thé: (a) Bidu db qué trinh thay dbi him mét mt trong qua trinh huan luyén va kicm thi,
(h) Bidu db qud trinh thay ddi dd chinh xdc tuong tmg theo timg epoch.,

Theo nhu két qua thé hién trén Hinh 3.5(2), ham mat mét trén tip hudn hiyén va
tip kiém thir theo s6 lwong epoch lién tuc giém déu, cho thiy mé hinh dang hoc twong
ddi hidu qua tir thp dif liéu huin luyén, Cu thé, ham mat mét trén tap huan luyén giam
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déu din va Gn dinh, chimg td mé hinh dén hoe tt hon cde dic tmg tir dif ligu déu vio.
Trong giai doan diu (epoch 0 - 4), him mat mit cia tip kiem thir eiing gidm twong img
wi him ciia tip hudn luyén, phan dnh kha ndng khdi quét hda tée. Tuy nhién, tir epoch
thir 5 trix di, ham mét mét trén tip kim thir bt diu dao déng vi gidm cham lai, trong
khi hiim mét mat teén tip huan luyén tiép tue giam séu, Hién fiegng ndy cho thiy mé hinh
et diu hiéu bit diu qud khép (overfitting) — tire 13 hoc qud chi tiét dir lign huin luyén
nhung kehiing cdi thign higu qua teén dit liga mdi, Di overfitting chira nghiém twong (do
mat mét trén Gp kiém thir vin dn dinh quanh gid wj 0,073), viéc khoang cach gilta hai
durdmg mAt mit npay edng ma ring 14 tin hiu cin hwo . Tir goe d6 thue nghiém, thii
diém mé hinh dat hiéu qui khii quat tt nhit c6 the ndm trong khodng epoch thit 4 dén
thir 7 vi vige dp dyng b thudt leét thite hudin luyén sém tai thin diém ndy 13 hop 1y, Ngodi
ra, A& cai thign kha ndng ting qudt héa, ¢d thé edn nhic thém cdc bién phip nhwr didu
chudn hodic ting cudmg dif liéu nhim ting df da dang cia dir ligu huan luyén,
Sir thay dii dé chinh xéc ciia md hinh trén trén tip hudn hiyén vi tip kiém thirqua
20 epoch duge thé hién teén Hinh 3.5(b), cho thiy qua trinh hoc didn ra hiu qud va on
dinh. Cu thé, 36 chinh xdc trén tip hudn luyén lién tue ting déu, dat twén 98,5% & giai
doan cudi, cho thay m hinh hoc tot tir dit litu diu vio. Trong khi do, d6 chinh xac trén
tdp kifm thir ciing ting nhanh trong cée epoch diu, dat trén 96,5% va gift én dinh sau
dé, dao dimg nhe gquanh nguimg nay, Viée khoang cach giita hai dwong d§ chinh xac dan
mé 1éng sau epoch thir 10 cho thiy c6 diu hidu mé hinh bit diu hoc qué mire dit liéu
hudn luyén (overfitting nhe). Tuy nhién, vi d chinh xdc trén tip kiém thir vin gitt én
dinh cao va khdng suy gidm 15 rét, hién twong qua khdp ndy chura dnh huémg tiéu cue
dén khi niing khdi quat hoa cia mé hinh. Nhin chung, mé hinh dat higu sudt tot ca teén
tdp huan luyén 1in kidm thir va thoi diém hiii w hop I ¢6 the rei vio khodng epoch thix
10 - 12, Néu mye tidu 1i tii wru hoa kha ning khai quat hoa va wanh lang phi tai nguyén,
vige dp dyung két thic hun luyén sém, két hop voi cde kf thuit nhu diéu chuan hoge
tang cudmg dir lidu, 14 hréng di phi hop trong cic |an hudn luyén tiép theo.
Mir viy, co the thay mo hinh ResMet - 50 cho thay khi nang hoc hiéu qui dn
dinh va higu sufit manh mé trén ca hai tip dir ligu husdn Tuyén va kiém thir. Ty nhién, do
c6 dédu higu qua khop nhe sau khoang 10 - 12 epoch, ¢6 thé xem xét bd sung cdc k¥ thuit




50

nhir két thie hudin luyén sém, ting cuimg dit lidu hojie didu chuin loai ba két ndi ngiu
nhién khi cd @) chinh xdc va &4 15i trén tip kiém thir déu dat treng théi on dinh, qua dé
cdi thién kha ning tdng quit héa hon nira,
b. Mi hinh EficientNet-B0
Hinh 3.6 18 két qua hudn luyén vil 15i vu tham 56 cia mé hinh EficieniNet-B0: (a)
Rigu di qua trinh thay doi him mét mét trong qué trinh hudn luvén va kiém thi, (b) Biéu

do qué trinh thay déi 8§ chinh xéc twong img theo timg epoch.
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Hinh 3.6: Két qua huin luyén vi tii wu tham sé cia md hinh EficientNet-B0

Theo nhir két qu thé hién trén Hinh 3.6(a), him mit mt trén tép hufin luyén vé
tap kigm thir qua 20 epoch cho thiy qua trinh hoe dién ra teeng doi higu qui nhung ciing
xudt hién diu hidu overfitting. Cu the, ham mit mdr teén ap hudn luyén gidm déu din vi
dn dinh trong sudt qua trinh hudn luyén, tir hen 0,20 xudng khoang 0,025, cho thiy méa
hinh ngdy cing hoe 16t hon vii dir liéu dédu vao. Trong khi d6, ham mat mat trén tip kiém
thir cfing giam nhanh trong nhimg epoch dau tidn, dic bidt dén khodng epoch thi 5 - 6,
tuy nhién sau dé bit diu dao ding quanh mie 0,075 vi khing tiép tye cai thitn, mae di
ham mét mét trén tip hudn luyén vén tiép tye gidm. Khodng cdch ngdy cing lon giia hai
dwdng gid trj mit mat 14 ddu higu r ring cda hign twong qui khop — khi md hinh hoc
qué chi tiét vio tip hudn luyén nhung kha ning tong quét héa trén dir lidu méi khong
edn cai thién. Trong béi canh niy, mé hinh c6 thé dat higu sudt tong quat 1t nhat vac
khoang epoch thir 6 - 8, v& viée dp dung k¥ thudt dimg hudn luyén sém [a cin thiét dé
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ngdin ngira ling phi i nguyén hudn luyén. Ngodi ra, nén xem xét bd sung cie ki thut
chudn héa (nlh Dropout, L2) vi ting cirémg dif liéu dé ting cuémg khi niing khai quét
v [am nwrot lai dudmg mél mit trén tip kigm thir,

Dé chinh xac trén tip hudn luyén ting déu va dat gin 99% (Hinh 3.6(b)), trang khi
dé chinh xac trén tip kiém thir cling ting manh trong 5 epoch dau va duy trl & mitc cao
khodng 97,2%. Mire dij dao ding cia ham 46 chinh xde trén tip kiem thir rat nhé, cho
thiy hiéu sudt bn dinh, khéng co hién trmg léch pha nghiém trong gitta hun luyén vi
kiém thir,

Téing thé, hinh 3.6 cho thiy md hinh hoe tip hidu qua trén t@p huin luyén, dat 46
chinh x4c cao lign tue qua cdc epoch vi ham mat mat giam déu ddn. Tuy nhién, & tip
kidm thiy, mdc dit him mét méat giam nhanh trong giai doan diu v 46 chinh xdc ting
dang k&, mé hinh bit diu c6 diu higu qué khip nhe tir khoang epoch thir 6 tré di. Cy the,
him mit mit trén tip kigm thir dao dong quanh mire 0,075 vi khong cdn gidm, rong khi
dé chinh xéc trén tip kiém thir giit 6n dinh quanh 97,3% nhung khong tiép tuc ting, trdi
ngiroc voi duimg hudn luyén van dang ci thién. Khodng cach gifra tip hudin luyén v
tip kidm thir ngdy cang lém cho ﬂji}' mi hinh dang din hoc qué mire dit licn huan luyén
mé khéng mang lai cii thién trén dif liéu chira thav, Do dd, théi digm héi ty tot nhit co
thé roi vio khodng epoch thit 6 - 8 va cin ciin nhiic ap dung k§ thudt dimg som dé ding
hudn luyén ding lic. Dong thiri, 6 thé Ging cuomg kha ndng khai quat hoa bing cic bign
phép nhur k7 thuit logi bé mit ngdu nhién, diéu chuln L2, hofic ting cuong dir liéu. Nhin
chung, mé hinh dat higu sudt cao vi dn dinh, nhumg can diéu chinh hudn luyén dé t6i wu
ho niing Iyc tdng quat trén dit lidu thire té.

M hinh EfficientNet-B0 cho thiy higu qué cao trong qua trinh hudn luyén va kiém
thir, véri di chinh xde kiém dinh trén 97% va him mat mat thip. Tuy xuat hién dao dong
nhe trong ham mét mat trén tip kiém thir, mé hinh vin duy t kha nang tong quét hoa
&n dinh. Diéu nay chimg minh EfficientNet-B0 14 mét md hinh nhe nhimg manh, phil
hop cho cac bai toan phén loai anh véi hiéu ndng cao va chi phi tinh fodn thip.

¢. Mo hinh Swin
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Hinh 3.7 la keét qua hudn luyén va t5i wu tham s6 cia mé hinh Swin; (2) Biéu di
qué trinh thay doi ham mil mdt trong qué tinh hudn luyén va kiém thir, (b) Biéu do qud
trinh thay d6i 46 chinh %ée twong mg theo ting epoch.

Bidu di bén tri (Hinh 3.7(a}) thé hién sy thay 461 clia him mit mét, trong khi bigu
dd bén phai (Hinh 3.7(b)) bidu dién @3 chinh xdc trén cd hai @dp diF lidu hudn loyén va
kiém thir qua 20 epoch.
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Hinh 3.7: Két qua hudin luyén vé t6i wu tham s6 cia md hinh Swin

Qud trinh hudn luyén difn ra hidu qua v&i cd hai dudng ham mét mét trén tip hudn
luy#n va kim thir d8u giam manh trong nhimg epoch diu tién. Pic biét, him mat mat
trén tap kiém thir 6 xu hiedmg giam nhanh va héi ty sém hom trén thp hudn luyén, dal
mire thip vi 6n dinh tir khodng epoch thit 5 tra di, dao dong nhe quanh ngudng 0,11 -
0,13, Trong khi dé, him mat mét trén tip hudn luyén tifp tye gidgm nhimg chim din vi
e dfu hidu “ching lai” sau epoch thir 15, véi mat chiit dao dong nhe & cudi chudi epoch.

Diém déng chi § 1 ham mét mét trén tip kiém thi luén thap hon tip hudn luyén
trong suit qué trinh hufn luyén — dieu nay kha bit thuimg nhing khéng sai ve mit ky
thuit. N6 e6 thé cho thiy ring tip kiém thir 6 3¢ phiic tap thip hon, it nhigu hon hoéc
khéng di da dang, khién md hinh d& khdi quat hoa trén dé hon so véi tip huén luyén.
Naodi ra, didu ndy ciing o6 thé phdn dnh ring cde ki thugdt dieu chuan dang phét huy e
dyung hitu qua. ching han nhu ki thudt loai bo ngdu nhién, 1.2 hodc chuin héa theo batch
— gitip mé hinh hoe siu nhung khong qua 1€ thude vio tip hudin luyén.
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Tuy khéng xuit hién qui khép rd rét, nhung di chénh léch giira hai dwomg ham
mdl mét sau epoch 10 —15 ¢ thé duge theo dai thém trong che Tin huin luyén tiép theo.
Viée dp dung dimg sém tai khodng epoch thir 15 ¢6 thé 14 hop Iy dé tiét kigm tai nguyén
vi trinh viée mé hinh hoc thém nhumg khéng mang lai céi thién dang ké.

Ridu dd thé hién dd chinh xdc trén tip hudn luyén vi kiém thir trong suat 20 epoch
cho théy mé hinh dat dirge higu suit hudn luyén dn dinh va cd kha ning tdng quét hoa
téit (Hinh 3.7(b)). D6 chinh xde trén tip hudn huyén ting déu tir khodng 77% 6 epoch diu
tién lén hom 93% & giai dogn cubi, phén dnh qua trinh hoe din ra hiéu qua va lign tyc,
Ping chii ¥, di chinh xdc trén tip kiém thir dat mirc cao hon cd tip hudn heyén ngay tir
giai doan ddu (trén 90%) v duy tri 6n dinh quanh mire 95 — 96% trong sudt qui trinh
hudn luyén. Bidu niy cho thiy mo hinh khing bj qué khép, thim chi co thé dang duge
hurémg I tir didu chudn tot hofic tip kiém thir it nhiu hom so véi tip hudn luyén.,

Hién tweng di chinh xfc trén tip kiém thir can hon tip huan luyén 14 hop 1Y trong
mét si tinh hudng, vi dy nhir khi dp dyung dropout trong qua trinh huin luyén nhung
khéng ip dung trong qud trinh danh gid, hodc khi dit liéu kiém thir mang tinh phin bo dé
phén loai hon. Mac di khdng cé dau hidu qué khép, sw khdc bigt hén vitng niy giita hai
dirtmg d§ chinh xéc cho tha“zr' co the xem xét thém cac chifn Iurcre nihar dicu chinh lai dir
ligu hudin Juyén, giam ti 18 dropout hode kitm tra 36 trong déng phén phoi giira tip hudn
luyén va kiém thir d& dam bdo ddnh gid todn dién hon, Diéu ndy cho thiy Swin
Transformer hoc rit higu qua vi khéng ¢d hién trgmg hoc 1§ch hodic qua khép.

Trong qui trinh thye nghiém, ba mé hinh ResNet-50, EfficientNet-B0 va Swin
Transformer d8u thé hign higu sudt hufn luyén vi kiém thir tit, song vin co sy khic biét
dang cha ¥ vé kha nang hoc va mirc 3§ téng qudt héa. Mé hinh ResNet-50 dat d§ chinh
xac kidm thiv khofing 97% vi duy tri ham mét mat trén tip kiem thir on dinh (~ 0,075),
tuy nhién xudt hién diu hiéu qué khdp nhe khi him mét mét trén tdp hun luyén tiep tue
giam con ham mét mat teén thp kiém thir dao déng nhe & giai doan sau. M6 hinh
EfficientNet-B0 cho thiv kha niing hoc manh mé vai d§ chinh xde trén tip kiem thir dat
~97,2%, v tap huén luyén gan 99%, tuy ¢ dao ding nhé & him mat mat trén t@p kiem
thir thung van giir dwgc tinh on dinh trong ting thé. Béng chi ¥, Swin Transformer vupt
tréii i kha niing tong quit hoa: md hinh nay dat 46 chinh xéc kiém thir cao nhat (~95,5%)
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ngay tir che epoch diu, va gift vilmg trong sudt qud trinh hin luyén, véi him mét mat
trém tap kidm thir ludn thip hom ham mat mat tén tp hudn luyén — cho thay khing cé
hifn tromg qud khép, ngwoe lai cdn ting quét héa 16t hon trén diF lidu chira thiy.

Téing két lgi, c4 ba ma hinh déu phit hop cho bii todn phat hign dnh Deepfake, trong
@6 Swin Transformer thé hién sir on dinh via khd ning téng quét hba wvirgt tnfi,
EfficientNet-B0 dat higu sudt rit cao véi chi phi tinh todn thép, con ResNet-30 vin 1a
m{jt mé hinh nén ting manh véi kha ndng hoe siu va higu sudt can, mdc dii cin diéu
chinh @& giam thién qua khap,
172 Két quii dinh gid hidu ndng ciia ede mi hink

Két quéd dénh gid hidu ning ciia cie md hinh duge thd hién wong Bang 3.1,
Bang 3.1: Phin tich danh gid hign ning cia cie mo hinh ResNet-50, EfficientNet-

Bl va Swin Transformer

ki Bj chinh xdc | Ty I§ triimg | D) nhay o
{Accuracy) (Precision) | (Reeall)
ResNet-50 0,9695 09719 0,966% 00,9694
EfficientNet-B0 0,9745 0,9875 09611 0.9741
Swin Transformer 09615 0,9733 00,9489 09610

Tir Bang 3.1, c thé thiy, mé hinh Swin Transformer cd két qui hiéu suit thip hon
0 v cde md hinh hoc chuyén gian khdc, Trong ba mé hinh duge trién khai,
EfficientNet-BO dat di chinh xdc cao nhét vi gid trj xdp xi 97,5%, theo sau la ResNel-
50 (~97%) va Swin Transformer (~96,2%). V& mat t¥ 1é tring , EfficientNet-B0 tiép tyc
ddn dau voi gia tri gin 98,8%, trong khi Swin Transformer ciing dat k&t qua kha cao
(~97 3%,

Thue 1, viée nhin dién sai mot mau thit 14 dnh gid (Deepfake) giy ra hiv qua it
nghiém trong hom so vii viée phin loai nhim mit dnh Deeplake thanh anh thit. Do do,
mue tiéu chinh ctia cde k¥ thuit phdt hidn Deepfake 13 gidm thi®n 50 luomg False

negative, tirc 1 16 v hia chi st Recall,
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Hinh 3.8 bigu thi k&t qua danh gid hidu ning cho cde mé hinh d tridn khai, Nhu
thé hign, ResNet-30 dat recall cao nhét (~96,7%), trong khi Swin Transformer co gid tr
thap nhét (-94,9%),

Chi s6 Fl-score, dai din cho sy cin bing gilra t¥ 1 tring vi di nhay, cho thiy
EfficientNet-BO 1i mé hinh tong thé hidu qua nhdt voi gid trf xdp xi 97,4%, tidp theo 13
ResMet-50 (~97%) vi Swin Transformer (~96,1%),

Nhirmg két qué niy chi ra ring EfficientNet-B0 khéng chi ¢d d chinh xic cao md
con duy tri tit sur én dinh giita céc tidu chi dhnh gid, trong khi Swin Transformer ciin
dirre cai thién & kha ning nhin dién dimg cde anh Deepfake.

Két quéi danh gia hiéu ning cia cic mé hinh

ResMet-50 EfficientMNel-B0 Swin Transformer

30

0,28

0,87

3

(=

o]

05
1,54

ReE]

092

PN chink xic  ®@Tylgming ®B§nhgy ®F|-Scome
[ Avsckmey) ( Precisicn) (Rezall)

Hinh 3.8: So sinh higu ning ciia ResNet-50, EfficientNet-B0 va Swin Transformer

Mt chi 8¢ quan trong khie duge sir dung trong nghin ciru ndy d2 ddnh gid cdc
mé hinh i ma triin nhim lin, dwoe trinh bay rong Hinh 3.9, 3.10 va 3.1 1 tuong img véi
cic md hinh ResNet-50, EfficientNet-B0 vi Swin Transformer. Chi so ndy cho phép
kiém tra hidu ning cia thidt wén bing cach so sanh kit qua dir dodn v gid i thye cia

ithin,
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Hinh 3.9: Phiin tich ma trin nhiim n cia mé hinh ResNet-50
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Hinh 3.10: Phin tich ma triin nhiim lin cia mé hinh EfficientNet-B0
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Hinh 3.11: Phéin tich ma trin nhiim 1in cia md hinh Swin Transformer

K&t qué tir ma trfn nhim l8n cho théy EfficientNet-B0 13 ma hinh eé hidu sudt phin
ol theo ldp tot nhét, ver s6 hegng 167 thap nht trong ba mé hinh khao sat. Mé hinh nay
chi ghi nhin 122 anh Deepfalee bi phin logi nham la thit va 389 anh thit bj phén loai
nhdm 14 gid. ResNet-50 ¢ tdng s6 16i 6 mie trung binh, trong khi Swin Transformer ghi
nhén 56 logng 13i cao nhit, dge biét 1a o 1 dnh thit b nhim thinh Deepfake (511 trrbng
hop} - yéu t edn dirge heu ¥ trong cde hé thing yéu ciu d6 tin cfy cao.

Nhitng két qua nay khing dinh kiéu qua nhin dién cia EfficientNet-B0, dic bié:
trong viéc gidm thidu false negative, didu rit quan trong doi v bai todn phat hién dnh
Diecplake.

3.8 Kt qui demo ing dung phdt hign inh Deepfake
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Hinh 3.12: Anh giao difn cia Gog dyng
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Hinh 3.13: Giao dign két qua khi da dnh Deepfake
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Hinh 3.14: Gigo dién két qua khi dus dnh dnh thit
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Hinh 3.15: Giao dién img dung cho phép ngwii ding cé thé chon lwa md hinh xéc
thure anh
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3.9 Két lujn chwomg

Trong Churomg 3, d& in di trinh bay cic ndi dung vé trién khai thire hién md hinh
hoe sdu trong phét hién dnh Deepfake. N§i dung chirang dd trinh biy so 46 céc khbi
trong md hinh hoc séu, mé td cde thanh phin trong mé hinh: tha thip di ligu, trinh bay
ha mé hinh hoe sdu dp dunp gim: ResNet-30, EfficientNet-B0, Swin Transformer. Tiép
a6, d& 4n d3 trinh bay ede tidu chi ddnh pid higu nfing cho cic md hinh, méi tuimg va
cAc tham =i diing cho thir nghigm. Cée két qua thir nghiém cho ba mé hinh cho thiy, véi
tép dit lidu CIFAKE sir dyng, mé hinh EfficientNet cho di chinh xdc cao hom so vii hai
mé hinh con Ipi, K&t qua tir ma trin nhim lin cho thiy EfficientNet-B0 13 mé hinh c6
hiéu sut phén logi theo 1op 6t nhét, voi so lugng 15i thip nhét rong ba md hinh khio
sdt, Npoai ra, d& dn ciing minh hoa két qua xde thire dnh thitgid cda fmg dyng phit hién
inh Deepfake - img dyng xdy dyng dira teén keét qua thye nghiém cia dé dn.
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KET LUAN VA HUONG PHAT TRIEN TIEP
KE1 ludn

Phét hién dnh Deepfake 13 m{t nhu ciu thyre tifn vi 14 vin dé ki thudt khé, e nhigu
thiich thire do cic dnh Deepfake do Al tao ra rit da dang. Anh Deepfake dang bj lgi dung
cho cde myc dich xdu, nhu lira dao, phat tan théng tin sai léch, xém pham quyén riéng
tir vil gy dnh huémg dén danh di cd nhin. Syr lan truyén nhanh chéng cda anh Deeplake
dat ra nhimg théch thirc 1ém déi véi tinh xdc thie cla thing tin, an ninh mang, phdp 1§
va dao dire x& hii. Vige nghién ciru, phit trién cic phuong phip va xiy dung gidi phap
phat hién anh Deepfake trér thinh mdt yéu ciu cdp thiét hidn nay.

Céc phirong phép vi mé hinh hec siu td ra rat higu quéa trong viéc xir 1y va phin
loai hinh dnh thing qua cic kién tric mang no-ron nhin tao tién tién nhe Convolutional
Neural Networks (CNNs), Recurrent Neural Networks (RWNNs) va Transformers [11-13,
15-17]. Céic md hinh hoc sdu cd kha ning tr déng trich xudt dic tnmg tir hinh dnh ma
khéng can phéi xéc dinh trudc cdc dic diém quan trong, tir 86 gilp cdi thién ddng ké 6
chinh x#c trong phét hién anh Deepfake. Trén corsir d6, d& én 16t nghiép hudng téi mye
tiéu: Mghién i, tng dung céc phrong phap hoc sdu vao xiy dyung gidi phap phat hién
Anh Deepfake.

Ciic két qua chinh da dat dwie trong bai gom:

- MNghién cira vé cong nghé Al sir dung tgo dnh Deepfake; Cac md hinh hge mdy
va hoc sdu; Cac diic trung cia anh Deepfake do Al tao ra; Phwong phiap nhin dign
va phat hién anh Deepfake; Cic phuwong phap hoe séu trong phéat hién anh
Deeplake,

- Dura ra duge m§t mé hinh &p dung phwong phdp hoe siu vao phét hién Deepfake
do Al tao ra.

- Thie hién thi nghiém mé hinh, dénh gid mé hinh bing cic chi 56 Accuracy,
Precigion, Recall, Fl-score va so sanh dénh gia ba md hinh tiéu bigu la ResNet-

50, EfficientMNet-B0 va Swin Translommer.
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Tir két qué thure nghiém va phin tich hiéu ning, cd thé thﬁ}' rﬁu,g ci ba md hinh
ResNel-50, EfficientNet-B0 vi Swin Transformer déu dat higu qui cao trong bai todn
phat hign anh Deepfake. Tuy nhién, xél trén cde tidu chi toan dién nhir d3 chinh xae, F1-
score vil diic bigt 12 kha niing gidm thiéu sai 36t trong ma trin nhim lin, EfficientNet-BO0
la mé hinh t3i tru nhét. Mé hinh ndy khong chi dat i chinh xéc va F1 -score cao nhit mi
con cb i lwong dnh Deepfake bi nhim 13 anh thit thap nhat, dong théi gitt mire sai léch
tdng thé nhd kon so véi cic mé hinh con lai, Péy i yéu 16 then chit trong cc hé thong
phdt hién ndi dung gid mao, noi vige ba sot Deepfake (False Negative) cb thé din dén
hdu qua nghi#m trong. Tuy nhién, két qui efing cho thﬁy rﬁ.ng chira ci mé hinh nao dat
higu sudt tuyat dbi, dic biét 14 trong vide duy tri dd nhay (recall) vi han ché False positive
r e tiii thieu,

Hudng phét trién tiép

Miic dit dé an 43 dat dirge mit s6 két qua khi quan, tuy nhign vin cén mft s6 van
dé ciin tiép tye pidi quyét trong thii gian téi nhi sau:

Tdng cwimg ki thugt tién xir Iy anh, dc biét 1 cie phuong phip 1am noi bt chi
tiét khuén mat hodic phét hién hidn vit bat thuémg trong inh Deepfake.

Két hop nhiéu md hinh hofic sir dung kién tric lai gitta CNNs va Transformer dé
lkhai thac wu diém cia timg loai mé hinh.

Phin tich sdu vé 181 sai, dic biét la dwomg tinh gia doi voi anh that, nhim gidm
thidu cic cinh hio sai trong (g dung thye tign.

Kham phé thém cac tip dir liéu méi, cd tinh da dang cao hon vé nguon anh, phong
ciich sinh anh (GANs, Diffusion), 8 néng cao tinh tong quét hoa cho mé hinh.

Tém lai, EfficientNet-B0 14 lya chon toi wu trong boi cinh nghin ciru hién tai,
nbimyg vide cdi tién mo hinh va mé réng pham vi thir nghiém la cin thiét ¢ hedng toi
céc hé thing phat hién dnh Deepfake c6 d6 tin civ cao hon trong méi trimg thure té.
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dn tht nghigp.

Phin tich thém v& két qué thye | Tidp thu gop ¥ cis Hoi dbng, hoc vién da bb sung thém
3 nghim cha mt 50 md hinh cac phin tich v kit qua thue nghifm eda ede mb hinh
hoc sdu b sdu thir nghiém, trinh bay tai Chiong 3, muc 3.7,

Hi Néi, ngéy 29 théng 07 ndm 2023

K¥ xéc nhén cia

CHU TICH HOL BONG THU KY HOIBONG  NGUO HUONG DAN HOC VIEN
CHAM DE AN KHOA HOC
4w e N
PGS.TS, Tran Quang Anh TS, Baa Thi Thiy Quinh PGE.TEKH. Vilayvone Phimsipasom

Hoang Bang Hai




B KHOA HOC ';r&!u. NG HEHE CONG HOA XA HOI CHU NGHTA VIET NAM
HOC YIEN CONG NGH Iip - Ty da - Hpnh phiie
BUU CHINH VIEN THONG i o8

BIEN BAN
HOP HO1 DONG CHAM PE AN TOT NGHIEP THAC Si

Ciin cir quyét dinh 56 Quyét dinh s 1098/0D-HV ngiy 26 thing 06 nim 2025 cla

Gidm dbe Hoe vién Cong nghé Buu chinh Vil thong vé viée thanh lip Hoi dbng chim dé
in tht nghidp thac s1. Hoi ding da hop vao hdi_.A (. gir 10, phit, ngiy 19 théng 07 nim 2025
tai Hge vién Cong ngh¢ Bru chinh Vién thong dé chim d& én 6t nghigp thac s1 cho:

Hoe vign: Vilayvone Mhimsipasom
Tén dé &n 16t nghibp: Nghiéa efru, ‘g dung phwong phap hoe sfin vao phit hifn dnh
DEEFPFAKE
Chuyén nganh: Khea hoe miy tinh M sb: 8480101
Cée thinh vién cila H6i déng chim d& dn tét nghiép co mit: .45,/ 05
T HG VA TEN TRACH MIIEM TRONO HE ML )
1 | PGS.TS. Trin Quang Anh Cha tich
2 | TS. Piao Thj Thidy Quinh Thur ky
3 |TS. Trin Ding Chng Phén bién 1
4 | PGS.TS. Nguyén Ha Nam .E Phin bién 2 [
5 | PGS.TS, Nguyén Trong Khinh | Uy vién
Cée nfl dung thire hign:

ST e el

Loz

M 11 SR Ll E"‘zﬂ'ﬁ'

Chilt tich Hi dbng didu khin bubi hop, Cong b quyét dinh cia Gidm dic Hoe vién Cong
nghé Biru chinh Vifn thing vé viée thinh 1ap Héi déng chiAm 48 dn 16t nghigp thac si.
Ngwoi lurong diin khoa hoe hogic thir k§ doe 1§ Tich khoa hoc v cde didu Kign bio vé di
dn téit nghigp elia hge vién. (o6 ban 19 lich khoa hoe va két qua cie mén hoe cao hoe clia
hoe vién kém theo),

Hoc vién trinh bay tém tht 4 dn 16t nghiép.

Phin bign 1 dgc nhin xét (¢6 vin bin kém theo)

Phin bién 2 doc nhin xét (cd viin ban kém theo)

C#c cfiu hoi ciia thanh vién Hai déng:
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7. Tra lin cha hpe vién:
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8. Thur k¥ doc nhin xét vé qud trinh thye hién aéan 6t nghiép ciia hoc vién (cd vin bdn kém
thea).

9, Héi déng hop ritng:

- Bdu Ban kifm phiéu:
1, Truémg Ban kifm phiéu: ]’Iﬁa’a Tl ﬁw k.
2, Uy vién Ban kidm phidu: .. Worraion ftﬁ‘f:: St~
3. Uy vién Ban kidm phidu; y 5’ {,#1

- Hoi dbng chém 4 4n 1dt nghigp h&ng b pméu kin.
- Ban kidm phiéu ldm vige:

- Truémg Ban kiém phidu béo cdo két qud kikm phiéu (eé Bign bdn hop Ban kidm
phiéy kém theo) G

- Piém trung binh cia dé in tét nghiép: e

I ét lugin:
I Ciic nfi dung cin chinh sira, hodn thién san bio vé d& in tht nghiép:

J'f- :-Hu.f b, 8. -ﬂ at-:‘ e ?'rﬂmfd 'u:l'; Gl it ,d*rrm.u ........ :"%wf-'a?u
...m.-;&. B BB st S A SR
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it il Mt ...
2. B&ngjuHoa vién cing nhén [hnh khﬂng] va cﬁp hﬁng {Iwﬁn khungj lhau 3‘1‘ nhﬂhs}c w!n

3. D& &n tit nghi€p cé the phit trién thinh & tAi nghién cim cho

Chii tjch Thwr ky
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>

PGS.TS. Trén Quang Anh TS, Bio Thi Thiy Quinh



CONG HOA XA HOL CHU NGHIA VIET NAM
-B_ﬂnu_}ﬂ[l = Ty do - Hynh phie

BAN NHAN XET LUAN VAN TOT NGHIEP THAC Si
(Ding cha ngedi phan bién)

Tén @ tai ludn viin; Nghién cin, img dyng phuong phip hoe siu vio phét hign anh
Deepface

Chuyén ngénh; Khoa hoc may tinh M3 s0:8.48.01.01

Tén hoc vién: Vilayvone Phimsipasom

Ho v tén ngudi nhin xét: Nguyén HE Nam . ...
Hochém, hoc vi: PGS, T8 Chuyén nganh: CNTT ........ PR A s
Cor quan cong tée: Ban Khoa hge va DO mdi séng tgo, PHQGHN ...

NOI DUNG NHAN XET

I Co s kkhoa hoc v thyre tifn, tinh cip thift ciia a8 tai:

P& i Iya chon nghitn ciu ludng 161 mit trong nhitng vin dé mang tinh thivi sy vi
clip thiét trong finh vye Al — Computer Vision, cy thé 13 phat hién inh Deepfake
(gii mao khudn mdt biing AT). Trong bii cinh hign nay, sy phét trién manh mé clia
cde cing nghé tao sinh nhu DeepFacelab, FaceSwap, GAN (Generative
Adversarial Networks) 43 khién vige tpo ra cée video, dnh gid mgo khudn mit ngdy
cang tinh vi, gdy ra vhicu hé Iy vé an ninh mang, phip 1y, truyén théng vh quyén
riéng twr ci nbdn.Vi viy, viéc nghién ciu va tng dung hee sfiu (Deep Learning) dé
phiit hign dnh Deepface ¢6 ¥ nghia thyre tifn cao, dong pop vio vife xiy dung cac hi
thing bao mat, kidm duy@ ndi dung sg“

I/ V& nfi dung, chiit hrgng eida lnjn viin, ede két qua @3 dat dwge (so véi dé
cwong dd dwge duyit):

NGl dung clia ludn vin va cac két qui dat duge co bin bim sit theo dé cwomg di duce
phe duyt.

Ludin véin dwge trinh bay trong 3 chrong bao gbm gidi thiéy tng quan, nghién ci
gidi phép fmg dung hoe siu trong phét hién dnh gid mao vi cudi cing tritn khai thr
nghiém ¢4nh gid md hinh trén t5p dif liéa CIFAKE va df cho ra mit s6 ké qud tdt.

1/ Nhivag vim dé cln gidl thich thém:
- Tai sao lai chon Resnet-50, Swin Transformer vi EfficientNet? C6 md hinh ndo hifu

qui hon dirye sit dung trog thyre 167

1V/ Két lugn:
Lufn vin dép dmg dwge yéu ciiu co bén cda ludn vin thge s§ chuyén nganh
KHMT(theo dinh hudng @mg dung). Toi dong ¥ d& hoc vién duwge bao vE luin vin
trirée Hii dbng chiim ludn viin thac s
Ngly A7 théng { nim 2025
NGUUI NHAN XET
(K¥ va ghi 0 ho tén)

(Oplleit—e=—
— S

et (O g




CONG HOA XA HOI CHU NGHIA VIET NAM
Bie 1jp — Ty do— Hanh phic

RBAN NHAN XET PE AN TOT NGHIEP THAC 51
(Ditng cho ngwdi phdn bién)

Tén dé thi d& &n 16t nghiép: Nghién e, feng dung phromg phdp hoe siu vie phat
hifn dAnh Deepfake

Chuyén nginh; Khoa hoc mdy tinh

M chuyén nganh: 8.48.01.01

Ho va tén hoe vién: Vilayvone Phimsipasom

Ho va tén pgudi nhin xét: Triin Pang Céng

Hoe him, hoe vi: Tida sT

Chuyén nginh: Khoa hoo méy tinh

Cor quan cing tée: Pgi hoe Bai Nam

St dién thogi: 0964981451 E-mail: congtdi@dainam. edu.vn

NOI DUNG NHAN XET

T/ Cor 5ér khoa hoe vl thre tién, tinh clp thiét e A2 thi:
- P& t2i o6 tinh thuc tifn cao, tic gid 04 trinh bay duge tir co s& Iy thuyét dén
kbt quit thi nghiém vé vige phét hién dnh deepfike dua trén ki thudt hoe siu,

- Tée gid dF trinh biy duge mt sb md hinh hoc séu co bin dp dung phét hiéa
inh deepfake nhur DTN, md hinh két hop CNTY vé Vision Transformer.

[/ N{i dung ciia @& dn 6t nghiép, cc két qua 43 dat duge:

- Téo gik d trinh biy dugc cée bude tir thu thip dir ligu, xir 1, lhm sgch va xdy
dirng mé hinh, déanh gif.

- Tée gia d& thir nghitm, phin tich, so sénh két qua gitta 03 md hinh: Resnet-50,
Swin Transformer vi EfficientNet, tir 46 cd nhilng dénh gid.

- Béio céo ghm 3 chuong, T0 trang,




111/ Mhitng véin dé cin gidi thich thém:
- Hay phén tich, Lim 6 vige so sdoh higu o gitra 2 md hinh dv trén cée tiu
chi dérth gid higu ning (Accuracy, Precision, Reca 'y F1-Scorc).

-------------------------------------------------------------

v/ Két hadin:
B an tht nghidp 33 duge gidi quyét véi két qui co bin, s dung cic mé hinh e
bén, thir vién siin dé giai quyr.

Tuy nhién, béo oo trinh bity céc md hinh, cling nhi phin tich edu e, diéa
hinh duge ip dyng cbn chra chi tié.

chinh tham 56 cée mé
ping § cho phép hoe vién bio vi @& din t6t nghigp.
Ngdy 13 thng 7 ndim 2023
NGUOI NHAN XET

el

TS, Triin Péng Cong




