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MO DAU

Mang maéy tinh quan su ctia Binh ching 12 mang doc lap, khong lién thong két ndi véi
mang Internet va cac hé théng thong tin dan sy khac, duogc trién khai rong khép v61 hon 2600
may tinh két néi, 01 trung tdm dit liéu, 10 phong may chu (gan 100 may cha vat 1y). Do dic
diém doi hoi d6 bao mat thong tin cao, hé théng mang hoan toan dgc 1ap nén viéc st dung
dich vu luu trit ctia bén thir ba nhu Google cloud, iCloud, One drive, ... 1a diéu khong thé
thuc hién dugc. Dt li€u ctia nguoi dung chu yéu dugc luu trit trén cac may tinh cuc bd nén
van ton tai khd nhiéu nguy co hu hong cac 6 cimg trén mdy chu, gdy mat mat dir liéu, lam
gian doan thong tin lién lac, ton nhiéu thoi gian va cong stic dé phat hién 16i va khoi phuc hé
théng. Vi¢c theo doi giam sat tinh trang hoat dong, phat hién va dy doan 161 6 cung trong h¢
thdng mang cta Binh ching dang 1a mot nhu cau cip thiét.

Viéc xay dung hé théng c6 kha ning dwa ra canh bao va du bao hong hoc khong chi
c6 y nghia trong viéc bao vé dir liéu ngudi dung, giam thoi gian downtime cua hé théng ma
con c6 ¥ nghia trong viéc xay dung cac ké hoach bao dudng cac trang thiét bi trong don vi
mot cach chinh xac, hi¢u qua va tiét kiém, khic phuc dugc mot s6 han ché trong cong tac bao
dudng cac trang thiét bi cong nghé thong tin hién nay. Du béo duoc tinh trang hong hdc con
hd tro ngudi quan 1y, chi huy x4y dung ké hoach, ra quyét dinh mua sim céc trang thiét bi du
phong, thay thé, vat tu bao dam k¥ thuat mot cach khoa hoc, hiéu qua.

Tir nhitng 1y do trén em dé lwa chon dé tai "Xdy dung hé thong phdt hién 16i é citng
trong mang mady tinh quan sw cua Binh chung Thong tin lién lac".

Noi dung dé an duoc chia thanh 3 chuwong nhu sau:

- CHUONG 1. Tong quan vé hé thong phat hién 18i 6 cting: Trinh bay céac co so 1y
thuyét va thuc tién lién quan dén bai toan giam sat, phat hién va du bao 15i dia cing trong céc
mang chuyén dung nhu mang quan su ciia Binh chiung Théng tin lién lac, B6 Qudc phong.

- CHUONG 2. Nghién ciru xay duyng mo hinh hoc may cho phat hién 156i 6 cung:
Nghién ctru xay dung mo hinh kién tric hé thong va cac thanh phan hé thong; nghién ciru
phuong phép phan tich, danh gia dic diém dit liéu SMART cua 6 ctng; lya chon mé hinh hoc
may phu hop.

- CHUONG 3. Trién khai thir nghiém va danh gia két qua: Thu thap bo dit liéu 16i 6
cung tai don vi va thuc hi¢n gan nhan dé huan luyén. Trién khai cai diat mo hinh hoc may du
bao hong hoc 6 cing dé thuc nghiém. Trién khai huan luyén mo hinh, danh gia do chinh xéac

mo hinh véi tap dit liéu huan luyén da thu thap.
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Chuong 1: TONG QUAN

VE HE THONG PHAT HIEN LOI O CUNG

Chirong nady trinh bay cdc co sé Iy thuyét va thuec tién lién quan dén bai todn gidm sat,
phat hién va dy bdo 16 dia citng trong cdc mang chuyén dung nhir mang qudn sw ciia Binh
chiing Théng tin lién lac, B6 Quéc phong.

1.1. Bai toan phat hién va du bAo 15i dia cimg trong cic mang chuyén dung

Trong cac hé thong mang chuyén dung (mang quin su, mang diéu khién céng nghiép
SCADA, ...), vi¢c dam bdo do tin cdy , tinh bdo mat cao va tinh san sang cua h¢ théng luu trir 1a
t6i quan trong. O dia ctmg (HDD hodc SSD) 13 mot thanh phan chinh trong hau hét cac hé thong
Iwu trit dit liéu hién dai. Tuy nhién, 6 dia cing ciing 1a mot trong nhitng thiét bi d& hong nhat theo
thoi gian va khi phat sinh hong hoc s& gay thiét hai 16n nhat, khé khoi phuc hé thong nhat va lam
gian doan cac hoat dong hé théng 16n nhit so v6i hong hoc cac thanh phan khéc. Vi vay, viéc
phat hién som va du bao 11 6 dia cing déng vai trd quan trong nhim giam thiéu thoi gian chét
cua hé théng, bao vé dit liéu va hd trg bao tri chu dong.

1.2. Pic diém céu triic 6 ctimg, co ché bio vé dir liéu 6 climg

1.2.1. Pic diém cau tric cac 6 cirng pho bién hién nay

Trén thi trudng hién nay c6 nhiéu loai 6 dia cing cua nhiéu hing khac nhau, mot sd
hang 16n nhu Seagate Technology (MV), Western Digital — WD (My), Toshiba (Nhat Ban),
Samsung (Han Qudc), Intel , Itachi, ...Di ciing v&i d6 1a nhiéu cong nghé san xuét 6 dia cimg
khac nhau. Mot sb cong nghé 6 dia cing phd bién hién nay gom:

O cirng HDD (Hard Disk Drive): Thanh phan chinh gdm mot hay nhiéu dia tir (platter)
dugc phu vat liéu tir tinh, gan trén truc quay; dau doc/ghi gan trén can di chuyén (actuator
arm). Khi ghi, tir tinh cta bé mat dia duogc thay dbi @é luu thong tin. Khi doc, dau tir cam nhéan
thay d6i tir tinh. Thudng duoc sir dung pho bién trong luu trit dung luong 16n, nhu NAS, may
chu backup, giam sat camera, ...

O cirng SSD (Solid State Drive): Vé cdu triic khong c6 bo phan chuyén dong; dit liéu
duogc luu trit trén chip flash NAND. Gom céc thanh phan: controller (bd diéu khién), DRAM
cache va nhiéu cell NAND chia theo SLC, MLC, TLC, QLC. Puoc sir dung phd bién trong
may chu ing dung, database toc do cao, cac hé thdng yéu cau truy cap IOPS cao, may tinh ca
nhan va may tram chuyén dung.

O cig Enterprise: Cac 6 cung danh riéng cho may chu (enterprise-grade) duoc toi

wu voi P bén cao (MTBF > 2 triéu gio), Hoat dong 24/7, C6 firmware chuyén biét dé tuong
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thich RAID, Giao tiép SAS, SATA hodac NVMe chuyén dung

1.2.2. Céc co ché bao vé dir liéu trén 6 cing

Céc 6 dia cimg duoc tich hop hd trg nhiéu giai phap ki thuat dé ting do bén va bao vé
dir lidu. Cac co ché dé bao vé dir liéu pho bién hién nay gom:

- RAID (Redundant Array of Independent Disks): La ki thuat két hop nhiéu 6 cing
vat 1y thanh mot don vi logic dé ting hiéu sut, d6 tin ciy hodc ca hai. Cac loai RAID 0,
RAID 1, RAID 5, RAID 6, RAID 10.

- Snapshot va Clone: Luu anh chup nhanh trang thai dit liéu tai thoi diém nhat dinh
(snapshot) hodc tao ban sao hoan chinh 6 dia (clone), duoc sir dung trong méi trudng 4o hoa
(VMware, Hyper-V) hodc hé diéu hanh hd trg snapshot (Windows Volume Shadow Copy).

- ECC va CRC: Cac b dia cung hién dai thuong dugc tich hop sin co ché tu stra 16i &
mttc bit ECC (Error Correction Code) va co ché kiém tra dir liéu ghi/doc CRC (Cyclic
Redundancy Check)

1.3. Khai quat vé cac ky thuat, cong nghé sir dung dé theo déi giam sat hoat dong
ciia 0 cing

1.3.1. Cong ngh¢ SMART

SMART (viét tit cua Self-Monitoring, Analysis and Reporting Technology) 13 mot
cong nghé tich hop bén trong 6 cing HDD, SSD hoic 6 dia lai SSHD nham ty dong giam st
trang thai hoat dong va du doan céac 13 tiém an c6 thé xay ra trong twong lai. Pay 1a chuin
cong nghiép duoc hd trg boi hau hét cac nha san xudt 6 dia hién nay nhu Seagate, Western
Digital, Toshiba, Samsung, v.v.

SMART hoat dong bﬁng cach lién tuc ghi nhan va cap nhat cac chi ) ky thuat trong
qua trinh 6 dia van hanh. Dya vao cac thong sé ndy, ngudi dung va hé thong c6 thé danh gia
tinh trang "stc khoe" ctuia 6 dia, tir d6 chu dong sao luu dit liéu hodac thay thé 6 dia trude khi
xay ra su cd nghiém trong.

Mot s6 chi s6 chinh dugce néu Bang 1.2

Bang 1.2. Cac thudc tinh chi s6 SMART chinh

ID | Attributes Chi s6 M3 ta

Da x4y ra 16i khi doc dit liéu tho tir dia

Chi ra su ¢6 véi bé mit dia hodc dau doc/ ghi.
Thuoc tinh quan trong

Thoi gian can thiét dé truc chinh quay dén vong
3 | Spin Up Time | Thoi gian quay | tua toi da

Chi ra su ¢ voi dong co hodc b truc.

Raw Read Ty 1¢ 16i doc
Error Rate tho




ID | Attributes Chi s6 M3 ta
Thuoc tinh quan trong
Gié tri nay khong anh huong tryc tiép dén tinh
trang cua 0 dia.
) S6 luong sector dugc di chuyén dén vung du
Reallocated 50 héqng kt}lllf P h?ng ST — ,
Sector Count Vl.fc IQoC phan | Chi ra sy ¢d vdi bé mit dia hoac dau doc/ghi.
5 (Reallocated boglal .,
(SO lwgng khu | Thugc tinh quan trong
Sectors A
Count) vyc dugc phan _ _
bo lai) Chure nang chinh x4c cua thudc tinh nay khong
duoc chi dinh.
Ty 1& 16i dinh vi cua dau doc/ghi
7 Seek Error T~1m kiém ty 1€ | Chi ra van dé \{é’i servo, dau. Nhiét do cao cling
Rate 161 co thé gly ra van d¢€ nay.
Thuoc tinh quan trong
Thoi gian trung binh cua cac hoat dong tim kiém
_ . .4 ... |cuadau
8 Seck Time THP kl?m }_ll¢u Chi ra su cb vai servo.
Performance | suat thoi gian ~
Thuoc tinh quan trong
Pon vi do phu thudc vao nha san Xuét.
191 Mechanical Séc co hoe S(i) lu’c_r?g cé}c van dé ge:ly réjl b(’r;i sfr)c co lzoc
Shock Tang toc (vi du nhu ngd) c6 thé gay ra soc co hoc.
HDD Nhiét d6 6 Nhigt do dia
194 et Eo o Nhiét do bén trong vo 6 cing.
Temperature | cung = —— T
S6 161 dugc stra bang co ché stra 161 ndi bo.
S6 luong S6 lugng sector khong 6n dinh
Current 1 . N VA SR .
197 | Pending nganh dang Cac sector dang cho xtr Iy nay co6 thé dugc anh
cho xur Iy hién | xa lai vao vung dy phong.
Sector Count . —
ta1 Thuoc tinh quan trong
. S6 luong S6 lugng 16i khong thé sira duoc khi doc/ghi
Off-Line Sector khon i 5 véi bé mi ¢ da i
198 | Uncorrectable ctor Khe g Chi ra su c6 vo1 bé mat dia hoac dau doc/ghi.
S C thé stra 101 L
ector Count ngoai tuyén Thuéc tinh quan trong
Ultra ATA Pém 13i CRC So 1u"qng’ 161 tfong qua trinh truyén dir liéu gitra
199 | CRC Error Ultra ATA dia va may chu
Count Chi ra su ¢6 v61 nguon dién hodc cap dir lidu.
5y | G-Sense Ty 1& 16i G- S6 16i co hoc
Error Rate Sense S6 151 do va cham hodc rung dong.
: : 36 gidr bat ngud
222 | Loaded Hours | Gi¢ da tai (.),gl ; ? n%uon . T VET
Gia tri nay lién tyc tang (moi gid mot lan).
1y | Load/Unload | Tai/Go bo sb Sﬁ? llu’(jng }é‘i@‘t ?‘-’n% taé/ do —
Retry Count | 14n thit lai 0 luong dau truyén dong di vao/roi khoi ving
dir liéu.
224 | Load Friction | Tai Ma Sat Ty 1¢ ma sat co hoc




ID | Attributes Chi sb M5 ti

Ty 18 ma sat giita cac b phan co khi. Chi ra van
dé voi hé thong co khi cuia 6 dia.

Thoi gian tai | Tong thoi gian dau doc dugc tai

226 | Load-in Time

vao Thoi gian dau doc/ghi & trong ving di lidu.
531 | Hard Disk Nhiét do 6 Nhiét do dia
Temperature | cung Nhiét d6 bén trong vo 6 clng.

(Nguon: https://www.hdsentinel.com/smart/smartattr.php)

MGdi chi s6 SMART ¢6 2 gia tri chinh:

- Normalized: gié tri d3 chuan héa (thuong tir 1-100 hodc 1-200)

- Raw: gi4 tri tho do duoc (vi du: sb sector 16i thuc té)

1.3.2. Cong cu giam sat chuyén dung

Hé diéu hanh Windows: Mot s6 tmg dung duoc tich hop, cai dit trén hé diéu hanh
Windows dé theo ddi tinh trang, thong s6 6 cimg nhu img dung CrystalDiskInfo, Hard Disk
Sentinel dung dé theo ddi trang thai SMART, nhiét 9, tudi tho SSD,...

Hé diéu hanh Linux: Mot sd ung dung nhu smartmontools (cong cu CLI manh mé dé
kiém tra SMART va ty dong giri canh bao), iostat, hdparm (Phan tich hiéu niang I/O, thong
tin phan cimg 6 dia)

1.3.3. Hé thong giam sat tip trung

Céc giai phap nhu PRTG, Zabbix, Nagios, Netdata, ... hd tro viéc thu thap log tir 6 dia
thong qua cac bo cam bién (sensor), phan tich va dua ra canh bao vé nhiét do, mot sd bét
thudng trong doc/ghi dit liéu hay canh bao vé& muc d6 st dung 6 dia cimg, ...Céc thong tin
duoc hién thi dudi dang cac biéu d6 truc quan (dashboard), cac bao cao can thoi gian thuc.

1.3.4. Cong nghé giam sat mirc phin cirng — firmware tich hop

Cac 6 enterprise (Seagate Exos, WD Ultrastar, v.v.) thudng duoc tich hop san firmware
hd tro theo di mic d6 mai mon (wear level), block hong, ECC error rate, v.v Mot s6 dong
SSD NVMe hd tro NVMe SMART log va telemetry log gitp theo ddi tinh trang 6 dia cing
qua cac lénh truy van (command line) hodc qua céc giao dién 1ap trinh (API) duoc cic hing
cung cap.

1.4. Cac cong trinh nghién ctru lién quan

1.4.1. Céc nghién ciru theo huwdng giam sat, thong ké cac chi s6 SMART

Tinh xdc sudt thong ké theo cdc chi s6é SMART:
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Nhom cta Google nghién ctru xu thé 18i ciia mot lwong 16n 6 cing trong trung tim di
liu. Cac tac gia da thuc hién thu thap va phén tich hanh vi hong hoc ctia hon 100.000 6 dia
ctmg (HDD) trong trung tim dit liéu ciia Google. Phuong phap st dung 13 xac xuat thong ké
dé phan tich mdi twong quan gitra cac chi s6 SMART va xéac xuat hong hoc. Pay 1a mot trong
nhimg nghién ctru dau tién véi dir liéu quy mo 16n va theo ddi chi tiét cac chi s SMART,
hoat dong va nhiét do cua 6 dia. Muyc tiéu cua nghién ctru nay la xac dinh céc yéu td anh
hudng dén do bén cua 6 cimg. Cac tac gia da chi ra cach thirc Google xdy dung hé thong thu
thap dit liéu thoi gian thyuc tir cac may chu, sir dung Bigtable va MapReduce dé phan tich. Két
qua dat duoc ctia nghién ctru bao gom:

- Ty 18 hong hoc trung binh: tir 1.7% niam dau 1én 8.6% vao nam thu 3.

- Khong tim théy mdi lién hé manh gitta nhiét d§ cao hodac muc dd su dung cao vdi
hong hoc.

- Mot s6 thong s6 SMART c6 tuong quan cao v6i 16i, nhung van khong da dé dy doan
chinh xac.

Céc két qua nay duogc thé hién trén hinh 1.5.

25

o _ B No Error B No Error
- 3 Error - O Ermor
g
o _|
L2
—_ —_ w |
* ® T
T &
- J ﬂ - O
] ﬂ Jj ﬂﬂﬂ ﬂ
2 w
o - o
£ = & -] =1 £ £ 3 & & S @
5 $ $ $ $ 5 5 £ £ £ £ 2
= - ~ 23 -+ = = - o~ 5] -+ w
w ™ ©w
Figure 6: AFR for scan errors. Figure 7: AFR for reallocation counts.
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Hinh 1.5. Mt s6 két qua nghién ctru ciia Google
1.4.2. Cac nghién ciru theo hwéng stit dung hoc may, hoc sau
Nghién ctru ciia nhom tac gia Gargiulo et.al nim 2021 tap trung vao van dé du doan
16i 6 cimg thong qua hoc méy véi viée gan nhan ty dong. Nghién ctru da sir dung hon 65.000
6 dia duoc thu thap tai trung tdm dir liéu CERN. M6 hinh hoc may dugc st dung cho thua

nghiém la Regularized Greedy Forest - RGF (mdt bién thé cua Gradient Boosted Decision
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Trees). M6 hinh c6 sir dung thém tham s6 tham chiéu (dang regularization) dé ting do 6n
dinh, két hop chién lugc chon tham sb tdi wu béng thyc nghiém (Design of Experiment -
DOE).

' N\ d b ' N

Smart Data Collection Data Pre-processing Data Set S splitting

§ Design o

HDFS Smraqe experiments
H @ ( Training and Test Set for DOE |

Data Set 5

et S — .
 —
- =
i Prediction Set
| Training Set Test Set J

e - \.. Cleaning & Labeling = \_ N e B,

Figure 1. Data Collection and pre-processing phases.
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Hinh 1.6. M6 hinh dy doan ciia nghién ciru ciia nhom CERN [4, tr.4]
Két qua nghién ctru dugc néu & Bang 1.4 cho thiy céc ty 1é Recall, FPR va LR (Recall
/ FPR) dat dugc trong ba loai mo hinh st dung trong nghién ctru.

Bang 1.4. Két qua nghién citu ciia nphém CERN

Model Recall FPR (False Positive Rate) LR+ (Recall/FPR)
Ischia 98.4% 0.2% 659

Capri 92.2% 0.8% 115

Ponza 78.1% 0.9% 86

Nhém nghién ctru cta Li Jing dé xuat mo hinh dy doan 161 6 ctng sir dung ciy phan
loai va hoi quy (Classification & Regression Trees — CART). Dit liéu thyc té tir trung tim dir
lidu v&i 25.792 6 dia, st dung 13 dic trung SMART gom: chi s 18i doc, thoi gian bat may,
16i khong thé stra, nhiét do, toc do thay ddi,.v.v. Nhoém nghién ctru da ap dung cay phan loai

(CT) dé phan biét 6 tt / 18i va cay hoi quy (RT) dé danh gia "mirc d6 stc khoe" cua 6 cing.
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Hinh 1.7. M6 hinh phan loai cia nghién ciru CART

Két qua nghién ctru cho thay, véi mo hinh phan loai (CT) ¢6 thé dy doan dugc >95%
16i 6 cimg, ty 1& canh béo sai (FAR) dat dugc <0.1%. Mb hinh c6 thé phat hién 15i trung binh
trude khi xay ra sy ¢d 2 tudn. Vi mo hinh hdi quy (RT), hé théng cho phép xir Iy wu tién theo
murc d6 nguy co va diéu chinh linh hoat gitta FDR — FAR bang ngudng va danh gia duoc mirc
d6 rui ro cua 6 cimg (gan hong hay con 6n).

Nghién ctru cia Wang va cong sy nim 2023 tap trung vao van dé tdi uu hiéu qua hoc
may cho dy doan 15i 6 cimg bang cach st dung lya chon cac dic trung dua vao phan 16p. Muc
tiéu cia nghién ctru 1a cai thién toc d6 va do chinh xac trong du doan 16i 6 cing (HDD) st
dung mé hinh hoc may. Bai bao tip trung giai quyét van dé vé thoi gian huan luyén lau va do
tré dy doan cao trong bdi canh dit liéu SMART céap nhat lién tuc. Céc tac gia dé xuat giai phap
chon dic trung 2 16p (two-layer feature selection) nham giam sb lugng dic trung dau vao ma
khong l1am giam hiéu suét dy doan.

Nghién ctru sir dung dit liéu tir Backblaze (2020) gom 2 loai 6 ctitng ST4000DMO000
va ST12000NMO0007, thtr nghiém véi nhiéu moé hinh khac nhau (Naive Bayes, Random
Forest, SVM, GBDT, CNN va LSTM). Két qua nghién ctru duoc néu & Bang 1.5
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Bang 1.5. Két qua nghién ctru ciia Wang

DMO000 NMO0007

Groupl1 Group2 Prs Group2 Sprm Groupl Group2_Prs Group2 Sprm

Pre Re F1 Pre  Re F1 Pre  Re F1 Pre Re F1 Pre Re F1 Pre Re F1
NB 069 038 049 07 037 049 072 037 048 079 031 045 081 027 041 0.8 03 043
RF 099 098 099 099 099 099 1 098 0.99 1 097 098 099 094 097 1 095 0.97
Original SVM 091 054 068 089 009 017 094 046 062 084 031 045 083 029 043 077 024 036
GBDT 097 079 087 095 076 085 097 077 086 093 071 081 092 061 073 091 068 078
CNN 09 062 074 08 054 065 077 054 064 082 035 049 086 036 051 074 033 046
LSTM 098 0.9 094 096 095 09 099 091 095 091 092 092 094 092 093 096 081 091
NB 078 036 049 078 035 048 078 035 048 078 03 043 081 026 04 079 029 042
RF 095 046 062 095 046 062 095 047 063 095 072 082 089 057 069 094 072 082
Pasia SVM 078 024 036 075 012 021 077 012 021 077 032 046 082 031 045 073 025 037
GBDT 092 043 059 09 042 057 092 043 059 0.9 062 074 087 054 067 0.9 0.62 0.74
CNN 072 034 047 077 024 036 08 02 032 072 04 051 077 036 049 068 037 048

LSTM 094 036 052 087 037 052 087 037 052 095 048 064 088 046 0.6 0.88 046 0.6
NB 073 035 047 074 034 047 074 034 047 078 03 043 081 026 04 079 029 042
RF 099 049 066 098 048 064 09 05 065 096 071 081 091 056 07 095 072 082
Spearman SVM 078 023 036 074 012 0.2 0.76 0.11 0.2 077 032 046 082 031 045 073 025 037
GBDT 095 042 059 093 041 057 095 042 059 089 062 073 087 054 0.67 0.9 062 074
CNN 071 035 047 077 029 042 077 024 036 077 033 046 073 038 05 0.7 033 045
LSTM 095 023 037 068 029 041 078 029 042 087 051 065 091 045 061 085 054 066
NB 062 036 046 063 035 045 071 0.3 043 077 032 045 077 032 046 075 0.3 043
RF 098 093 09 098 091 095 097 089 093 098 088 093 097 084 09 098 084 091
J-Index SVM 0.81 0.3 044 077 015 025 079 015 025 088 034 049 088 035 0.5 0.8 022 035
GBDT 088 068 076 087 068 076 087 068 076 089 069 078 087 069 077 0.9 0.68 0.78
CNN 079 047 059 054 065 059 057 062 059 066 054 06 071 044 054 054 05 052
LSTM 094 083 088 094 081 087 088 075 081 083 073 078 088 073 08 085 067 075
NB 063 037 047 07 037 049 071 036 047 072 043 054 078 031 045 075 032 044
RF 1 098 099 099 098 099 099 099 099 1 097 098 b ! 0.97 0.98 1 097 098

Entropy SVM 094 054 069 082 021 033 093 054 068 091 042 057 085 033 047 0.8 0.26 0.4
GBDT 096 078 086 095 075 084 096 077 085 093 072 081 091 0.6 072 092 065 076
CNN 078 076 077 086 0.7 077 086 069 076 085 039 054 036 056 044 063 044 052
LSTM 099 098 099 099 096 097 096 085 09 09 092 091 095 088 091 099 094 096
NB 0.7 037 049 076 035 048 077 035 048 0.75 0.4 052 078 031 044 075 032 044
RF 099 099 0.99 1 099 099 099 097 098 1 097 098 1 095 0.97 1 096 0.98
Gini SVM 094 051 066 092 052 067 092 051 066 08 041 056 084 031 045 078 024 037
GBDT 096 078 086 096 077 085 097 09 085 091 071 08 092 06 073 092 068 078
CNN 081 071 076 087 073 079 083 078 08 036 072 048 077 042 054 076 036 049
LSTM 1 097 098 099 098 098 1 096 0.98 1 098 0.99 1 099 099 098 092 095

1.4.3. Nguon dir litu SMART ciia Backblaze

Backblaze 13 mot cong ty cung cip dich vu sao luu dam may (cloud backup), s¢ hitu
hang trim ngan 6 dia trong trung tim dif liéu. K& tir ndm 2014, ho bt ddu cong khai dir liéu
SMART (Hon 70 chi s6 6 climg bao gdm smart x normalized, smart x raw, model,

serial_number, failure, v.v.) theo thoi gian thuc véi trén 250.000 loai 6 dia ctng tir nhiéu hing

nhu Seagate, Western Digital, Toshiba, HGST, v.v.

Backblaze ciing trién khai nhiéu nghién ctru nham phat hién sém 1

két qua nghién ctru ciia Backblaze duoc néu & Bang 1.3.

2019

2022

2024

Béang 1.3. Dir li¢u thu thap ctia Backblaze

Sé 6 dia theo doi

~120,000

>200,000

~270,000+

Téng dung lugng

>600 PB

>12EB

>1.6 EB

~

01 0 cung.

I3

Mot s6

Ti 1é héng trung binh (AFR)

~1.89%

~137%

~1.22%
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Céc két qua nghién ctru ctia Backblaze da chi ra rang: (1) Khong phai tat ca 16i déu c6
canh bao SMART 16 rang: C6 nhimng 6 dia 16i d6t ngdt ma khong co sy thay do6i rd rét vé
SMART. Piéu nay thach thic cac mé hinh truyén thong chi dua trén ngudng SMART cd
dinh. (2) SMART 5 (Reallocated Sectors) 13 chi s6 SMART dén dén 13i 6 dia clmg cao nhat.
(3) S6 gid hoat dong khong ti 18 thuan véi 16i.

1.5. Khai quat vé mang may tinh quén sy ciia Binh chiing Théng tin lién lac, B
Qudc phong va nhu ciu phat hién, dw bao 1 6 cing

Mang may tinh quan su tai Binh chung Thong tin lién lac dugc t6 chirc gdm 10 hé
thdng mang LAN tai cic co quan, don vi két ndi qua hé théng mang truyén sd liéu. Trong hé
thdng mang c6 hon 2600 may tinh két ndi, 01 trung tam dit liéu, 10 phong may chi véi gan
100 may chu vat Iy. Do dic diém vé yéu cau bao mat thong tin nén hé théng mang hoan toan
doc lap, khong két ndi lién thong véi bat ky hé thdng mang nao khic (mang internet, mang
doanh nghiép, ...). Cho t6i nay, cong tac theo ddi, phat hién 15i 6 cimg trén mang van chi yéu
theo hinh thtc thu cong bang cac cong cu tién ich ctia hé diéu hanh, chwa c6 mot hé thong
phat hién 16i 6 ctng duoc tng dung trong mang may tinh quan sy caa Binh ching Thong tin
lién lac. Diéu nay gay kho khan cho viéc sém phat hién 161, du doan 15i va lap ké hoach bao
tri thiét bj. Nhitng van dé ky thuat dit ra 1a: cac 161 6 ctng rat da dang, do nhiéu nguyén nhan
nén rat khé phat hién kip thoi, chwa c6 mét giai phap hiéu qua dé phat hién va du doan 15i,
viéc su dung cac phﬁn mém giam sat thiét bi hién c6 con han ché vé tinh nang du bdo va phat
hién som, giai phap dua ra cAn xem xét dic thi ciia mang may tinh chuyén dung c6 tinh dong

cua quan su.
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Chuong 2: NGHIEN CUU XAY DUNG HE THONG PHAT HIEN,
DU BAO LOI O CUNG VOI MO HINH HQC MAY

Néi dung chwong 2 trinh bay vé dé xudt mé hinh, kién triic hé thong phat hién, dir bdo
16i 6 cimg trong mang mdy tinh qudn sw chuyén dung ciia Binh ching Théng tin lién lac, BY
Quéc phong. Cdc néi dung chinh gom: xdy dung mé hinh hé théng, cdc thanh phan cia hé
xit Iy trung tém, tdp trung vao cdc van dé vé thu thip, phan tich va chudn héa dit liéu SMART:
thuc hién can bcing dit lieu, lya chon mo hinh hoc may phu hop; cach thic hudn luyén va du
bao,; phwong phap danh gia mo hinh.

2.1. X4y dung mé hinh h¢ thong

Kién trac mot hé théng giam sat thiét bi ndi chung thuong gém hai hé chinh: hé Agent
thu thap dit liéu tir thiét bi va hé xir 1y trung tAm thyc hién xu 1y, phén tich, dwa ra két qua
canh bao. Trén co s& d6, mo hinh hé théng phat hién 16i 6 cung trong mang quan sy dugc hoc

vién dé xuat nhu trén Hinh 2.1 véi 02 thanh phan chinh: Agent thu thap va hé xir Iy trung tam.

Agent thu thap
{mﬁ >
e |
D[i@[' L] s Ket qua
E 4 SII)\/l[IAhI?'ll“ | Chuinhia g Mo hinh dahudn g du doin
Méy chu May tram ach tay ﬂng iy Text-JSON dir ligu luyén ?dng h}')c
tinh quan sy 0 dia cung
’ smarttools command ‘
’ Dir liéu smart/text-json ‘
~ < a Chuén hoa
M Dirlicu dir liéu/Lya Truc quan
\, SMART » cho'n difi(.i # Huan luyén m6 hinh » h(')a. Két qui

Huan luyén rung

H¢ xit Ij trung tdm
Hinh 2.1. M hinh tong quan hé thong phat hién héng héc trong mang quén sy
- Hé Agent thu thap di lieu SMART ctia 6 cing: Pugc trién khai trén may chi, may
tram, mdy tinh ngudi dung trong mang dé thu thap céac gia tri SMART cua 6 dia cung, dong
g6i va truyén dir liéu vé may chu xtr 1y.
- H¢ xtr ly trung tdm: Thyc hi¢n chuan hoa dit 1iéu do céc Agent déy 1€n, phan tich, du

doan tinh trang hong hoc ciia 6 dia climg bang cac mo hinh di duoc huan luyén, dua ra két
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qua dy doan (phan tram tot/hong) cta 6 dia cimg). Poi véi cac loai 6 cting chua duoc huin
luyén, ngudi quan tri c¢6 thé thu thap dit liéu (thu cong) va huan luyén mé hinh.

2.2. H¢ Agent thu thap dir lifu SMART ciia 6 cirg

Nhiém vu ciia hé Agent: Thu thap dit liéu SMART cua 6 dia cimg trén may cha, may
tram, may tinh nguoi ding trong mang may tinh quéan sy. Thuc hién déng goéi va day di liéu
vé may chu xir Iy phan tich qua mang may tinh quan su.

Hé diéu hanh Windows: Sir dung cong cu smartmontools dé thu thap. Chuong trinh

thue thi 1dy dir lieu SMART vé day dir liéu vé may chu xt 1y

@echo off

# Ldy dia chi IP ciia mdy

for /f "tokens=2 delims=: " %%A in ("ipconfig " findstr /i "IPv4"") do (
set ip=%%A)

# Loqi bo khodng trdng

set ip=%ip: =%

set ip=%ip..= %

# Ldy ngay gio hién tai

for /f "tokens=1-4 delims=/" %%a in ("%date%") do (
set dd=%%a
set mm=2%%b
set yyyy=2%%c )

for /f "tokens=1-2 delims=: " %%a in ("%time%") do (
set hh=%%a
set min=%%b )

# Ddam bao 2 chir s6

if 1%hh% LSS 110 set hh=0%hh%

if 1%min% LSS 110 set min=0%min%

# Tao tén file

set filename=%ip% _ %yyyy%%emm%%dd% %ehh%%min% smart.txt

# Ghi thong tin SMART

Két qua chuong trinh diy dit liu SMART dang thu thdp vé may chu xu ly
WSERVER NAME duogc luu trit tai thuy muc Share SMART trén may chu. File dit liéu c6
dinh dang IP Date Time smart.txt. Sit dung cac cong cu co san trén Windows dé thuc thi
chuong trinh ty dong theo chu ky duoc thiét lap trudc (01 gio, 01 ngay, ...)

H¢ diéu hanh Linux: Sir dung (mg dung smartmontools trén Linux dé thuc hién thu

thap dit licu SMART. Chuong trinh thyc thi nhu sau:

# Ldy dia chi IP néi bo

IP=$(hostname -1 | awk "{print $1}" | tr """ )

# Ldy ngay gio hién tai

DATE=$(date +%Y%m%d)

TIME=3$(date +%H%M)

# Teén file

FILENAME="${IP} ${DATE} ${TIME} smart.txt"

# Puong dan thu muc lwu (vi du thu muc chia sé NFS hodc thuw muc cuc bo)
OUTPUT DIR="/mnt/shared smart data"

mkdir -p "SOUTPUT DIR" # Tao néu chiea cé

# Ldy dit liéu SMART (6 /dev/sda) va ghi vdo file
smartct! -a /dev/sda > "SOUTPUT_DIR/SFILENAME"
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Két qua chuong trinh day dit licu SMART dang thu thip ra thu muc
/mnt/shared_smart_data duoc déng bo voi thu muc \SERVER NAME\ Share SMART trén
may chu xtr ly. Chuong trinh thyc thi tu dong theo chu ky dugc thiét 1ap trude (01 gio, 01
ngay, ...).

2.3. H¢ xir ly trung tam

Tap trung cac chic nang chinh ciia hé thong, bao gdm céac qua trinh chuan hoéa dir liéu
SMART do cac Agent day 1én, phan tich dit liéu, dua ra két qua vé kha nang hong hoc cua 6
dia cimg. Ngoai ra ddi v6i cac model (loai) 6 ctng chua duoc huan luyén, quan tri hé thong
c6 thé tién hanh huan luyén bd sung mé hinh.

2.3.1. Tién trinh thu thip va tién xir ly dir liéu SMART

2.3.1.1. Thu thap dir li¢u dé huan luyén

Pé huin luyén mo hinh cho h¢ théng, hoc vién da s dung bd dir li€u ctia Backblaze
thu thap dugc nam 2020 trd lai day. Cac dir liéu nay da dugc gan nhan faild (1) tuong duong
6 dia hong va no_faild (0) 6 dia dang hoat dong. Dit liéu duoc thu thap luu trit dudi dang cac
file .csv.

2.3.1.2. Chuan héa dit liéu SMART

Céc dir liéu SMART cua Backblaze thu thap c6 dac diém rat mat can bfmg, ti 1€ gitra
6 cimg duoc gan nhin hong - 1 va 6 dia khong hong duoc gan nhdn - 0 c¢6 do chénh léch rat
16n (Dit liéu thu thap nam 2021, cu thé: S6 lugng 6 cimg khong hong = 66.665.387 mau, trong
khi d6 sb luong 6 cing hong 14 2.123 ban ghi chi bang 0,003% mau hong).

Ngoai ra, trong dit liéu SMART c6 nhiéu truong dit liéu khong hitu ich ddi voi bai
toan phan loai, can phai duoc chuén héa, loai bo trude khi dua vao mé hinh huan luyén. Trong
nghién ctru, hoc vién da chuan hoa cac truong dir li€u sau:

- Loai bo cac truong mang ¥ nghia cung cap thong tin nhu: date (ngay thang thu thap
dir lieu SMART cuia 6 dia cing), model (loai 6 cting), serial Number, capacity (Dung luong

6 cung).
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Bang 2.1. Mot s6 truong dir liéu SMART thu thip cia Backblaze

date  serial nurber |mode capicity bytfalure (smart 4 normalized {smart 1 e st 2 normalized smart 2 raw smaﬂ_&smart_!isman_4‘smart_4smart_ﬁ‘smanj sttar Jsmart T smart 8smar Ssmart 8
LA TIWOEGCe STIN0ONMNG ey 0 1] o0 lUU| | lﬂﬂ| 0 s 4
L 0eRaON STIDMON e 0 1 1 o0 lUU| i lﬂﬂ| 0 Eoreedeed il
LA TIHOCENE STIN0ONMNG ey 0 B B0 lUU| ! lﬂﬂ| I Y
0020 ST e 0 0oy o0 lUU| ! lﬂﬂ| | DS ]
LA EEEMAT STIUINMONG ey 0 i ¥ o0 IUU| ! bJU| I M !
IQMEOMHANETG  TOGHBAMGITACATA | 14GRMY 0 il | (] 0 m ™ lUU| li lﬂﬂ| im0 W o #
LR TAIRELP STROONMADSS fe 0 4 % 0 lUU| ] lﬂﬂ| 0 Beeoeetd %
A0 EAINOR STONAO0G) e 0 N S g0 lUD| ! lﬂﬂ| I i o
A N ST 1mes 0 B ?Hﬂﬁﬂﬁfﬂ g0 lUU| Il lﬂﬂ| | FHestEs [
L0 AN STRQDMON: kR B 5!90112| oo lUU| E‘ lﬂﬂ| I i

- Dit liéu SMART cuia Backblaze mdi truong gié tri dugce luu dudi dang 02 gia tri Raw
(gia tri tho do duogc) va Normalized (gia tri da duoc chuan héa). Trong nghién ctru cia dé an
chi xtr Iy trén cac truong gia tri Raw, loai bo cac cot dir licu Normalized.

- Loai bo cac mau dit liéu khong dugc gan nhin 1 hong hay tot (trudng failure = NaN),
ddng thoi loai bo cac model 6 dia cing chua hong 1an nao (tong failure = 0).

- Pbi v6i model 6 dia cung sau khi thuc hién chuin hoa dix liéu tr cac bude & trén,
duoc luu vao mot file .csv dé tiép tuc qua trinh chun hoa:

+ Loai bo tat ca cac cot toan gia tri NaN.

+ Loai bo cac cdt co d6 1éch chuin = 0 (gia tr1 cOt khong thay déi)

+ Loai bo cac mau (dong) chira gia tri NaN (Gia tri khong xéac dinh)

2.3.1.3. Can bang dir lieu SMART

Dbi véi dir liéu SMART c6 ti 16 mat can bang dit liéu 16n s& anh hudng dén két qua
huén luyén cua mo hinh. pé tang do chinh xac, co thé sir dung mdt s6 thuat toan can b?mg dir
liéu, trong nghién ctru hoc vién st dung SMOTE (Synthetic Minority Over-sampling
Technique) 12 mot k¥ thuat sinh mau dir liéu gia 1ap thudc 16p thiéu s6 bang cach ndi suy
tuyén tinh giita mot diém thiéu s6 va cac diém 1an can gan nhat trong khong gian dic trung.
Nguyén 1y cau SMOTE nhu sau:

- Chon mot miu thudc 16p tbi thiéu x

- Tim k lang giéng gan nhét cua x (thuong k =5)

- Sinh thém diém méi bang cong thirc: x n=x+ 3 * (x_m - X). Trong d6 x_n 1a mot

hang x6m ngau nhién va o thudc [0, 1] 1a hé s6 nodi suy ngu nhién.
2.3.2. M6 hinh, thuit toan sir dung cho hé thong
Trong nghién ctu nay, hoc vién su dung thuat toan Random Forest (RF) va

XGBClassifier (XGB) dé xay dung mo hinh du bo, phat hién hong hoc 6 dia cung.
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Random Forest: Random Forest 13 thuat toan két hop (ensemble learning), xdy dung
tir viéc huan luyén rat nhiéu cay quyét dinh (Decision Tree), sau d6 két hop két qua du doan
clia cac cdy dé dua ra két qua chinh xac hon va on dinh hon. Random Forest sir dung bagging
(Bootstrap Aggregating) dé huan luyén song song cic cdy quyét dinh. Dbi v6i bai toan phan
loai, Random Forest sir dung két qua theo hinh thirc bo phiéu da sé (majority voting) tir cac
cay. Thuat toan Random Forest hoat dong theo cac budc:

Budc 1: Bootstrapping dir liéu: Random Forest chon ngﬁu nhién mot lugng 1on mau
dir liéu (sample) tir tap dit liéu gdc, kich thude cac mau bang kich thude dit liéu ban dau,
nhung co léy mau 1ap lai (mot s6 dit liéu c6 thé xuét hién nhiéu lan trong mot m?&u).

Budce 2: Xay dung cay quyét dinh (Decision Tree):V&i mdi tap dir li¢u con da tao,
Random Forest xay dung mot cdy quyét dinh (Decision Tree). Piém dic biét cia Random
Forest: mdi 1an phén chia (split) mot nut trong cdy quyét dinh, chi c6 mot tip con cac dic
trung (features) dugc chon ngiu nhién dé tim cach phén chia t6t nhat. Diéu nay goi 1a random
feature selection.

Bude 3: Két hop két qua qua du doan cudi cing duoc tong hop tir cac cdy quyét dinh con:

- Phan loai: két qua 1a 10p (class) dugc da sb cac ciy du doan.

- Hoi quy: két qua 1a trung binh gia tri dugc du doan tir cac cay.

Mot khé khin khi ap dung thuét toan Random Forest 13 phai tao 1ap cdu hinh cho céc
tham sd. Thay vi phai thir thu coéng timg gid trj tham sd cau hinh, thuit toan
RandomizedSearchCV c6 thé gitip tu dong tim ra cAu hinh Random Forest t6t nhat. Diéu nay
rat quan trong nham téi wu hiéu suit mo hinh.

RandomizedSearchCV: Ky thuit tim kiém siéu tham sd t6t nhit cho mé hinh.
RandomizedSearchCV s& chon ngau nhién n t6 hgp tham s6 tir khong gian cia md hinh. Ding
k-fold cross-validation dé danh gia timg to hop. Tra vé mé hinh véi t6 hop tham sb tot nhat
theo ti€u chi danh gia (F1-score).

Mit khac, mot ki thuat c6 tén goi 13 Sliding Time Window (STW) rat hay duogc két
hop véi Random Forest cho cac tap dir liéu thoi gian (Time-series data), dién hinh 1a cac dit
liéu 16i nhu 161 6 cting. Random Forest khong c6 kha nang xu 1y dit liéu chudi thoi gian ma
chi xtr 1y dit liéu dang bang véi cac dic trung doc 1ap. STW sé& gitip trich xuat cac dic trung
theo ctra s thoi gian, bién dit liéu chudi thoi gian thanh tap dir liéu doc lap dé Random Forest
c6 thé xir Iy. Ngoai ra, co’ ché bé phiéu chon loc (Part-Voting) co thé gitip nang cao d6 6n

dinh va tinh chinh x4c trong phat hién 15i ctia hé thong. Random Forest két hop Sliding Time
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Window (STW) va co ché bé phiéu chon loc (Part-voting): Phuong phap dy doan xem mét o
ctg c6 “sap 16i” khong, bang cach:
- Dung nhiéu cdy quyét dinh (Random Forest) dé phan loai timg mau dit liéu
SMART.
- Theo di chudi két qua qua mot cira so thoi gian truot (Sliding Time Window).
- Néu ty 1& canh béo 18i vuot ngudng — két ludn “sap 16i”.
Thuat toan duoc mé ta nhu trong Hinh 2.3 Luwu dé phwong phdp Random Forest két
hop STW va co ché Part-voting. Trong do:
- SS: chudi mau SMART ctia 6 HDD h (dau vao)
- Trees: tap cac cay trong Random Forest
- ws: kich thudc cira s6 thoi gian

- T: ngudng ty 1& “fail” dé két luan 6 cimg sip hong

Training data

5 S 55 . . o 5,
- » g &

4 w - -
classified classified classified classified
result result result result

— e

voting result
Random Forest g.

4
IOV
I & ) CADELAT S I ISP SR SR >
— ) I SW mowve
ratiogy = T 7 b Forward
h 4
k4 no more N
Sliding Time samples
Window (STW)
'
h 4
Soon-to-fail zood
drive drive

Hinh 2.3. Luu d6 phwong phap Random Forest két hgp STW va co ché Part-voting
XGBClassifier: St dung thuat toan Gradient Boosting t6i wu cao dé thuc hién bai toan
phan loai. XGBClassifier xir 1y tot vdi bao toan mat can bang dit liéu va kiém soét overfitting
t6t hon Random Forest.
Gradient Boosting 1a mdt thudt toan hoc mady manh mé thudc nhém hoc c6d giam sat,

cu thé 1a k§y thuat boosting. Gradient Boosting xiy dung mo hinh manh bang cach két hop
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nhiéu mé hinh yéu (thuong 13 ciy quyét dinh nho) mot cach tuan ty. Gradient Boosting hoat
dong qua céc budc:
- Khéi tao mé hinh ban dau: M6 hinh dau tién du doan gia tri trung binh (hdi quy) hodc
log-odds (phan loai).
- Lip qua nhiéu vong (rounds):
+ Tinh residuals (sai s6 con lai): residual =y _true - y_pred
+ Huin luyén mot mo hinh mai dé du doan residuals.
+ Cap nhat mo hinh tong thé bang cach cong thém mo hinh méi nhan véi
learning rate.
- Tong hop tit ca cdc md hinh nho dé tao md hinh cudi cung.
Céc ham tinh toan trong Gradient Boosting: Ham mat mat: L(y, F(x)) va M5 hinh
t6ng: Fin(X) = Far1(X) + Ym hm(X). Trong do:
- hm(x) 1 ciy quyét dinh nho thir m hoc theo gradient ctia ham mat mat.
- ¥m 12 hé s6 learning rate.
- Fo(x) 1a md hinh khéi dau.
Ta tim hm(X) sao cho: hiw(X) = -VFn-1) L(y, Fu-1(x))
2.3.3. Tién trinh huén luyén mé hinh
Tién trinh thuc hién duoc thé hién & Hinh 2.5. Tién trinh huin luyén mo6 hinh RF va
XGB gém cac budc: Boc dir licu SMART, lya chon mé hinh (RF hoac XGB), Chia tap dir

liéu hudn luyén, Huin luyén, Luu mo hinh, truc quan két qua.

Téi wu hoa tham s6
(RandomizedSearchCV)

{

RF
. o 1 Chia tap dit liéu huén luyén/ e .
Khai tao tham s mo hinh RF » idm thi » Hudn luyén/Dy doan » Trre quan héa két qua
— Luu mo hinh (.pkI)
Dir liéu SMART
d3 chudn héa
Khoi tao tham s6 md hinh Chia tap dit liéu huén luyén/ e ) Luu danh sich model & dia
L ¥GB # kiém thi # Hudn luyén/Dy doan * danisact
XGB da huan luyén (text/csdl)

Hinh 2.5. Tién trinh huén luyén mé hinh RF va XGB
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2.3.4. Tién trinh dv doén, phat hién hong héc 6 cirng
Str dung mé hinh d4 huan luyén dé dy doan két qua kha nang hong héc cia mot 6 dia
v6i dit lieu SMART thu thap duoc trong thyuc té. Cac bude gdm: Poc dit lieu SMART (do
Agent thu thap ddy vé, Chudn hoa dir liéu, Chon mé hinh dy bao, Dy bao, Hién thj két qua.

Truc quan hda két qua

_— \ ' Chuén héa dit liéu Chon md hinh dy doan !
(model, data Frame) ' (RF/XGB) —’ Dy doén »
Dit lieu SMART
Agent (txt)

Két qua dy dodn
(% kha ning hong/tét)

Hinh 2.6. Tién trinh dyu doin phan trim héng héc 6 dia cirng

Lay dir liéu SMART

Trich xuét théong tin

!

Chon mo hinh

Kiém tra modell da huin luyén
hay chua?

LAy md hinh twong trng

!

Chuén hoa dir liéu
SMART theo mod hinh

!

Du bao kha nang hong
héc

!

Két qua du bao 3

Hinh 2.7. Luu d6 thuit toan dw doin hong héc 6 dia cirng
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2.3.5. Két qua du bio

Sau khi hudn luyén xong, mdi model 6 dia cting duoc luu thanh 01 file .pkl twong tng
v6i mo hinh RF hodc XGB. V&i phuong phap tiép can, mdi model 6 cting sé& co tap dic trung
khéc nhau:

- Model STI2000NM001G: 18 dac trung
['smart I raw’, ‘smart 4 _raw’, ‘smart 5 _raw’, ‘smart 7 raw’, ‘smart 9 raw’,
smart 12 raw', ‘smart 187 raw', 'smart 188 raw', 'smart 190 raw', ‘smart 192 raw’,
smart 193 raw', 'smart 194 raw', 'smart 197 raw', 'smart 198 raw', 'smart 199 raw’,
‘smart 240 raw', 'smart 241 raw’, 'smart 242 raw']

- ST8000NM0055: 20 dac trung
['smart I raw’, ‘smart 4 _raw’, ‘smart 5 _raw’, ‘smart 7 raw’, ‘smart 9 raw’,
‘smart 12 raw', ‘smart 187 raw', 'smart 188 raw', 'smart 190 raw', ‘smart 191 raw’,
‘smart 192 raw', 'smart 193 raw', 'smart 194 raw', 'smart 195 raw', 'smart 197 raw’,
‘smart 198 raw', 'smart 199 raw', 'smart 240 raw', 'smart 241 raw', 'smart 242 raw']

- 8ST4000DM000: 21 dac trung
['smart 1 raw', 'smart 4 raw', 'smart 5 raw', 'smart 7 raw', 'smart 9 raw', 'smart 12 raw',
'smart 183 raw', 'smart 184 raw', 'smart 187 raw', 'smart 188 raw', 'smart 189 raw’,
'smart 190 raw', 'smart 192 raw', 'smart 193 raw', 'smart 194 raw', 'smart 197 raw',
'smart 198 raw', 'smart 199 raw', 'smart 240 raw', 'smart 241 raw', 'smart 242 raw']

Két qua ctia nghién ctru du bao kha ning hong cia 6 dia climg theo ti 16 phan trim hong
va ti 16 phan trim khong hong

Két guid dug dodn: 6.93 3 & dia hing

Hoéng

6.9%

93.1%

Tot

Hinh 2.8: Két qua du bo ti 1¢ héng héc ciia 6 dia cirng
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2.4. Phuong phap danh gia mé hinh

Trong nghién ciru, hoc vién chia tap dir liécu SMART thanh 02 thanh phan:

- Dit liéu huan luyén (train): Chiém ti 1& 70% hoac 80%

- Dix liéu kiém thir (test) @ danh gid mé hinh: Dit lidu con lai (chiém 20% dén 30%).

bé danh gia hiéu qua ctia mo hinh, hoc vién danh gia trén tap cac gia tri sau:

- Tinh chinh x4c (Accuracy) = (S6 mau dy doan ding) / (Tong s6 mau)

- P chinh xé4c (Precision ) = Ti 1é¢ mau du doan 13 “héng” thuc su bi hong (giam bao
dong gid). Precision = TP / (TP+FP). Trong do:

+ TP: True Positive (dy doan diing héng)

+ FP: False Positive (b4o sai 1a hong — 6 t6t ma bao hong)

- P6 bao phu (Recall): Ti 18 6 hong thuc su duoc mo hinh phét hién dung (giam bo sot
6 hong). Recall = TP/(TP + EN). Trong do:

+ TP: True Positive (dy doan diing héng)

+ FN: False Negative (bo sot — 6 hong ma bao t6t)

- Trung binh diéu hoa giita Precision va Recall (F1-score): Fl-score 1a chi s6 1y tudng
dé danh gia mo hinh phan loai mit cAn bang, giup cin bang giita “phat hién ding” va “tranh
bdo dong sai”.

Fl-score = 2 x ((PrecisionxRecall) / (Precision+Recall))

Bang 2.3. Méi lién hé giira cac gia tri danh gia mé hinh

Tinh hudng thue té | Precision | Recall F1-score Giai thich
Mo hinh bao dung ) .
Cao Cao Cao Du doan tot, can bang
hong va khong héng
Mo hinh bao sai , Trung Béo dung thi dung, nhung
N Cao Thép . S
nhiéu 6 tot 1a hdng binh/thap bo sét nhiéu 6 hong
Mo hinh bao tat ca Thi Trung Khong bo sét nhung bao
5 ap . ) i
déu hong Cao binh/thap sai quéa nhicu
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Chuwong 3: TRIEN KHAI THU NGHIEM, PANH GIA

Néi dung chirong 3 trinh bay vé viéc trién khai thir nghiém hé thong phat hién, dir bdo
hong héc 6 ciing trong mang qudn s da xdy dung. Cdc néi dung chinh gom: thiét Iip mai
trieong thir nghiém, hé Agent thu thdp dit liéu SMART va cai dét phan mém; Trién khai thir
nghiém hé tho”hg voi tap dir liéu Backblaze va tdp dir licu do hoc vién thu thap thuc té tai don
vi cong tac. Cac két qua thu nghiém dat duoc co do chinh xdc cao, hé théng hoat dong on

3.1. Thiét Iap moi truomg thir nghiém

3.1.1. Mi trwong phat trién phan mém hé thong

- Ngbn ngtr va thu vién 1ap trinh: St dung ngon ngir Python 3.12.0

- Thu vién hoc may gém: sklearn, xgboost, imbalanced-learn, shap

- Thu vién xtr 1y dir li¢u: pandas, numpy, ..

- Thu vién truc quan héa: matplotlib, seaborn, ...

- IDE sur dung: Jupyter Notebook, VSCode

Phan mém thir nghiém duoc tao v6i mot Project gdm cac thanh phan chinh nhu sau:

+ data_cleaning: C6 chirc ning chudn héa dit liéu SMART trudce khi dwa vao mé hinh
huén luyén.

+ dataset: chura 03 tap dir li¢u: Dir li¢u thu thap tir Backblaze (chua duoc chuan hoa),
dir liéu dé huin luyén mé hinh (dd chuan héa), dit liéu thuc té thu thap duoc (dit liéu du bao).

+ models: Luu md hinh d3 huén luyén gém mé hinh RF va XGB.

+ sre: Chira cac ham dé huan luyén, du béo, két xudt dit liéu du bao (giao dién)

+ requiremnets.txt: File chita cac thu vién can phai cai dit cho chuong trinh.

3.1.2. H¢ Agent thu thap dir liéu SMART

- Dit liéu huan luyén: Str dung dir liéu Backblaze tir nam 2022 dén nay.

- Dt liéu thuc té tai don vi cong tac: Agent tuy dong léy dir lieu SMART qua cong cu
smartctl, luu dinh ky 1 ngay/lan. Thir nghiém v&i 02 may chit Windows, 01 Linux va 03 méy
tram tai don vi cong tac.

3.1.3. Trién khai cac thuat toin hoc may

3.1.3.1. Trién khai thuat toan Random Forest

Thuét todn duge khéi tao v6i bd tham so:

- n_estimators=2000: S6 lugng cay quyét dinh trong rimg.

- min_samples_split=5: Mot niit s& dugc chia néu c6 it nhat 5 mau .
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- min_samples_leaf=4: Mbi nit 14 phai chira it nhat 4 mau.

- max_features='"sqrt’- O mdi nit chia, chi xem xét V(s6 dic trung).

-max_depth=10: Giéi han do siu cua cdy dé kiém soat do phiic tap, giam overfitting.

- criterion='entropy". Ham do murc do thu dugc thong tin khi chia.

- bootstrap=True: Lay mau véi lap lai dé huin luyén ting cay

Ngoai ra, st dung ham RandomizedSearchCV() dé tdi vu cac siéu tham sé cho mé
hinh. Céc théng s chinh ctia ham:

- n_iter=100: Thir ngdu nhién 100 t6 hop siéu tham sd tir random_grid (giam thoi gian
so v&i GridSearchCV).

- ¢v =3: Chia dit liéu thanh 3 phan (k-fold cross validation) dé danh gia 6n dinh mdi
c4u hinh.

- scoring=["f1", "accuracy"]. Panh gia mo hinh theo ca F1-score va Accuracy.

Ngoai ra dé tdi wu cac bo tham sb sir dung trong thuat todn Random Forest, dé 4n da
su dung cac ky thuat RandomizedSearchCV dé tu dong tim ra cAu hinh tham sb tt nhat va
t61 wru hiéu suat thuat toan Random Forest. Ky thuit Random Forest két hop Sliding Time
Window (STW) va co ché bé phiéu chon loc (Part-voting): duoc ap dung dé tang d¢ on dinh
va tinh chinh xé4c trong phat hién va du bao 13i 6 ctng.

3.1.3.2. Trién khai thuat toan XGBoost Classifier

Khéi tao bd tham s6 cho thuét toan XGBoost Classifier nhu sau:

- learning rate=0.2: Tdc d6 hoc

- n_estimators=1251: Sb ciy dugc huan luyén

- max_depth = 3: Do sau tdi da ctia mdi cay — kiém soat do phirc tap.

- min_child weight =3: S lugng mau t6i thiéu trong mot nat dé chia tiép.

- gamma = 0.1: Mic tang loi ich t6i thiéu dé chia cay.

- subsample = 0.8: Ty 1é mau duoc chon ngiu nhién dé huan luyén mdi cay.

- colsample_bytree = 0.8: Ty 18 s6 dic trung duge chon ngiu nhién cho mdi cay.

- objective = 'binary:logistic': Bai toan phan loai nhi phan, dau ra 13 x4c suét.

- scale_pos weight = I: Trong sb 16p duong — st dung khi dit liéu mét can bang.

Ngoai ra, dé an str dung ham RandomizedSearchCV() dé tdi uu cac siéu tham sb cho
md hinh XGB.

3.2. Két qua thir nghiém trén tip dir liéu ciia Backlblaze

3.2.1. Tap dir liéu SMART cuia Backblaze
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Trong nghién ctru ndy, hoc vién sir dung dit liéu nam 2022 dé huan luyén mé hinh véi
cac tham s sau:
- Dung lugng (dit liéu gbc): 26,3 GB (Dix liéu trong 1 nam, tan suat 01 lan/ngay).
- Model 6 ctmg: 71 model 6 ctimg duoc thu thap. SO lwong mau thu thap mot s model
6 ctimg dugc néu ¢ Bang 3.1

Bang 3.1.Tong hop miu dir liéu mgt s6 model 6 cirng ciia Backblaze

S6 lwong miu Model 6 cirng S6 lwong mau tét | S6 miu hong
1682389 ST4000DMO000 1682231 158
1826833 ST12000NM0008 1826734 99

TOSHIBA
3513488 3513405 83
MGO7ACA14TA
1323908 ST800ONMO055 1323832 76
1873090 ST16000NMO001G 1873045 45
878386 ST8000DM002 878345 41
988602 ST14000NMO001G 988568 34
1157857 ST12000NMO001G 1157831 26
HGST
991452 991429 23
HUH721212ALN604
107973 ST10000NMO0086 107955 18
HGST
1210844 1210830 14
HUH721212ALE604
140485 ST14000NMO138 140471 14
TOSHIBA
546519 546506 13
MGOSACA16TE
116481 ST12000NMO0007 116471 10
HGST
342851 342843 8
HMS5C4040ALE640
TOSHIBA
22343 22336 7
MQO1ABF050
TOSHIBA
23773 23766 7
MQO1ABF050M
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S6 lwgng miu Model 6 cirng S6 lwong miu tét | S6 miu héng
HGST
1170975 1170968 7
HMS5C4040BLE640
TOSHIBA
455051 455045 6
MGOSACAL16TEY
WDC
847187 847181 6
WUH721816ALE6L4
20711 ST500LMO030 20706 5
TOSHIBA
345028 345023 5
MGOSACAI16TA
81512 ST6000DX000 81511 1

3.2.2. Két qua thir nghiém véi tap dir liéu Backblaze

Két qua thir nghiém cho 7 loai 6 cting phd bién duoc danh gia dua theo 04 tiéu chi

gém: Accuracy, Precision, Recall, F1-score. Két qua tht nghiém h¢ théng voi tap dir ligu

Backblaze dugc thé hién & Bang 3.2 v6i 2 thuat toan Random Forest va XGBoost.

Bang 3.2. Két qua thir nghiém mé hinh véi dir liéu Backblaze

Model Random Forest XGBoost Classifier
- Results on test set: - Results on test set:
Accuracy: - 9.9332037984386171 Accuracy:  9,9988146977479258
Scores: o Scores:
ST120 precision  recall fl-score support precision  recall fi-score support
00ONM 0 1.6 1.6e 1.6 2525 0 1w L@ e 25
O()]G 1 .75 1.00 8.86 b 1 0.67 100 0.8 6
accuracy 1.0 2531 accuracy 1,09 2531
Imacro avg 0.88 1.00 0.93 2531 macro avg 0.83 1.00 0.9 2531
- Results on test set:
Accuracy: .9959849435382685 - fesults on test set:
Scores: Accuracy: 0.9962358845671268
W Scores:
recision  recall fl-score support
ST120 : i precision  recall fl-score support
0 1.00 1.00 1.09 3965
00NM ¢ U 1@ 4d G B LW Ll LW 6
' ' ' 1 0.57 L8 87 2
0008
rclivacy i %3 accuracy 1.00 3985
wmpag BB LB RS G mcoag 079 L8 0.8 385
weighted avg 1.00 1.00 1.00 3985 eigited avg 1.00 1.00 1.00 3085
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Model Random Forest XGBoost Classifier
- Results on test set: - Results on test set:
Accuracy: 0.9991603694374476 Accuracy: ©.9974811083123426
TOSH ! coree
Scores: cores:
IBA precision  recall fl-score support precision  recall fl-score support
MGOS ) 1,09 1.00 1.00 1188 ) 1.00 1.00 1.00 1188
1 9.75 1.00 0.86 3 1 0.50 1.00 0.67 3
ACAl
accuracy 1.00 1191 accuracy 1.00 1191
6TE meroavg 088 100 0.93 1191 mcroag 075 1.0 0.8 1191
veighted avg 1.0 1.0 108 1191 veighted g~ 100 100 180 13
- Results on test set: - Results on test set:
Accuracy: 8,9986202138668506 Accuracy: 8.9548120041393584
Scores: Scores:
STL00 precision  recall fl-score  support precision  recall fl-score support
ONMO @ lee 100 160 288 B L8 085 098 2884
1 0.79 1.8 0.8 15 l 0.0 lee 009 15
055
accuracy 1.00 2899 accuracy 8.95 2899
macro avg 9.80 1.008 9,04 2800 macro avg 8.55 8.98 0.58 2899
weighted avg 1.00 1.00 1.00 2899 weighted avg 1.60 8.95 8.97 2899
- Results on test set: - Results on test set:
Accuracy: 1.0 Accuracy: 1.0
Scores: Scores:
ST100 precision  recall fl-score support precision  recall fl-score ~support
OONM [} 1,00 1,00 1,00 235 0 1.00 1.00 1.00 235
1 160 100 1,00 4 1 Le le 1l 4
0086
accuracy 1.00 239 e g lee 29
macroavg 1.6 108 169 239 mroay 1% L e
veighted avg 1.00 1.00 1.00 239 weighted avg 1.0 1.0 1.00 239
- Results on test set: « Foeiliason testuasty
Accuracy: - 0,993485342019544 Accuracy:  0.9804560260586319
Scores: N -
ST140 precision  recall fl-score  support precision  recall fl-score  support
00NM g f@ B 1e M 6 L 0% 0.9 304
1 0.60 1.00 0.75 3 1 0.33 1.00 2.5 3
0138
acclivacy 6% W accuracy 0% W
.macro avg 0.80 1.00 0.87 307 macro avg 0.67 0.99 0.75 37
weighted avg 1.6 0.9 0.9 30 weighted avg 0.9 0.9 8.9 307
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Model Random Forest XGBoost Classifier
- Results on test set: - Results on test set:
Accuracy: 8.9963427377228481 Accuracy: ©.9937304675235109
Scores: Scores:
ST800 precision  recall fl-score  support precision  recall fl-score  support
0DMO 0 1.00 1.00 1.00 1905 ) 1.09 9.99 1.00 1995
1 .5 lee .72 S 1 0.43  1.00  0.60 9
02
accuracy 108 1914 accuracy 0.0 1914
macro avg 0.78 1.00 .86 1914 nacro avg 0.1 1.00 0.80 1914
welghted avg 100 1.0 1.60 1004 weighted avg 100 0.9 0.9 1914

Bang 3.3 thé hién két qua danh gia mo hinh bang ma tran Confusion véi 2 thuat toan

Random Forest va XGBoost cho 3 loai 6 ctmg.

Bang 3.3. Két qua danh gia md hinh bang ma tran Confusion

Model Random Forest XGBoost Classifier
Confusion Matrix Model: ST12000NM001G Confusion Matrix Model: ST12000NM001G
2500 2500
5 2000 . 2000
o o
ST120 1500 1500
= s
=1 =]
0O0ONM g §
- 1000 - 1000
001G
- 0 6 - 0 6
- 500 - 500
] | -0 | | -0
0 1 0 1
Predicted Predicted
Confusion Matrix Model: TOSHIBA MGOBACA16TE Confusion Matrix Model: TOSHIBA MGOSACAL6TE
1000 1000
TOSHI - 1 . 3
800 800
BA
,'_5; - 600 s
MGO8 N g e
- 400
ACAl - 0 3 - 400
200 - 0 3
6TE -200
' -0
o 1 ] -0
Predicted 0 1
Predicted
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Model Random Forest XGBoost Classifier
Confusion Matrix Model: /STBO0ONMO0055 Confusion Matrix Model: STS00ONM0055
2500
2500
° 4 131
2000 2000
ST800
g - 1500 ] - 1500
ONMO | < g
- 1000 - 1000
055
- 0 15 - 0 15
500 - 500
0 i B b i 0
Predicted Predicted

Bang 3.4. Két qua danh gia mé hinh

dua trén Precision, Recall, F1-score

Model & ciin Phén l6p Precision Recall F1-score
g dbcing | RF [ XGB| RF | XGB | RF | XGB
T6t(0) | 1,00 | 1,00 | 1,00 1,00 1,00 1,00
STI2000NMOOIG 5 "1y 1075 | 0.67 | 1,00 1,00 | 0,86 | 0,80
T6t(0) | 1,00 | 1,00 | 1,00 1,00 1,00 1,00
ST12000NMO008 I—r5 1) T 0.56 | 0.56 | 1.00 1,00 | 0,71 0,73
TOSHIBA TSt(0) | 1,00 | 1,00 | 1,00 1,00 1,00 1,00
MGOSACA16TE | Hong (1) | 0,75 | 0,50 | 1,00 1,00 | 0,86 | 0,67
T5t(0) | 1,00 | 1,00 | 1,00 1,00 | 095 | 0,98
ST800ONMOOSS —rs o (1) T 0.79 | 0.0 | 1.00 1,00 | 0,88 | 0,19
T6t(0) | 1,00 | 1,00 | 1,00 1,00 1,00 1,00
STI0000NMOOS6 —r5 (1) T 1,00 | 1,00 | 1.00 1,00 1,00 1,00
T6t(0) | 1,00 | 1,00 | 0,99 | 0098 1,00 | 0,99
STI4000NMO138 1—r s (1) T 0.60 | 033 | 1.00 1,00 | 0,75 | 0,50
T6t(0) | 1,00 | 1,00 | 1,00 | 0,99 1,00 1,00
ST8000DMO02 e ") T 0.56 | 043 | 1.00 1,00 | 0,72 | 0,60

Tir thir nghiém trén tap dit liéu SMART cua Backblaze, cac két qua trén Bang 3.2, 3.3
va Bang 3.4 cho thay: M6 hinh sir dung trong nghién ctru khong bo sét 6 cting 16i (ty 18 recall

~ 100%), ti 18 canh bao gia & mic chap nhan duoc (ma tran nham 1an) cho hé thdng wu tién

canh bao sém (khong bo sot 6 hong).

3.3. Thir nghiém véi dir liéu thu thap thuc té tai don vi cong tic

Thuc nghiém véi dir lieu SMART thuyc té tai don vi:

Dir liéu SMART thu thap tai don vi duoc thé hién & Bang 3.4, cac truong dir liéu

SMART dugc thé hién & Hinh 3.2 (Model 6 cing ST4000DMO000).
Béang 3.4. Dir licu SMART thu thip tai don vi cong tac

Loai may

Model 6 cirng

Chi

s6 SMART

S0 mau héng

May tram

ST4000DMO000

19

0
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Loai may Model 6 cirng Chi s6 SMART S6 mau héng
May tram KBG;?S}I?IXS 12G 18 0
May chu HTSS415{(?5§)£7E680 23 0
May chu ST1000DMO010-2EP102 23 0
My tram D"ll:(?liHCIz]il(?SO 17 0

=== START OF INFORMATION SECTION ===

Model Number:

Serial Number:

Firmware Version:

PCI Vendor/Subsystem ID:
IEEE OUI Identifier:
Controller ID:

NVMe Version:

Number of Namespaces:
Namespace 1 Size/Capacity:
Namespace 1 Formatted LBA Size:
Namespace 1 IEEE EUI-64:
Local Time is:

Firmware Updates (@x16):

Optional Admin Commands (@x@017):

Optional NVM Commands (8x88df):
Log Page Attributes (@xle):
Maximum Data Transfer Size:
Warning Comp. Temp. Threshold:
Critical Comp. Temp. Threshold:

Supported Power States

st Op Max Active Idle
e + 7.50W - =
1+ 3.0000W - =
2 + 1.5800W - -
3 -  @.e500W - -
4 -  @.0050W - -

Supported LBA Sizes (NSID @x1)
Id Fmt Data Metadt Rel_Perf
e + 512 ] ]
1- 4996 e e

ST4808DM200
AYD7N@17811487K2Y

61001141

axdlc5c

Bxacedle

1

1.4

1

1,824,209,543,168 [1.82 TB]
512

acedle 884aad4151

Mon May 12 14:24:55 2825 SEAST
3 Slots, no Reset required

Security Format Frmw_DL Self_Test

Comp Wr_Unc D5_Mngmt Wr_Zero Sav/Sel_Feat Timestmp Verify

Cmd_Eff_Lg Ext_Get_Lg Telmtry Lg Pers_Ev_Lg

64 Pages

83 Celsius

85 Celsius
RL RT WL WT Ent_Lat Ex Lat
e 8 @ @ 5 385
111 1 30 338
2 2 2 2 188 490
3 3 3 3 508 1588
4 4 4 4 1888 9000

=== START OF SMART DATA SECTION ===
SMART overall-health self-assessment test result: PASSED

SMART/Health Information (NVMe Log ©x02)

Critical Warning:

Temperature:

Available Spare:

Available Spare Threshold:
Percentage Used:

Data Units Read:

Data Units Written:

Host Read Commands:

Host Write Commands:

Controller Busy Time:

Power Cycles:

Power On Hours:

Unsafe Shutdowns:

Media and Data Integrity Errors:
Error Information Log Entries:
Warning Comp. Temperature Time:
Critical Comp. Temperature Time:
Temperature Sensor 1:
Temperature Sensor 2:

axee

29 Celsius

100%

58%

ex

4,787,659 [2.45 TB]
4,484,998 [2.29 TB)
34,389,418
28,698,344

606

137

198

59

e

e

a

[}

29 Celsius

3@ Celsius

Hinh 3.2. Dit liéu SMART thu thap dugc tai don vi (Model ST4000DM000)




- Két qua du bao hong hoc voi model 6 dia d3 duge huan luyén duge thé hién ¢ hinh

3.2 v6i thuat toan Random Forest, Hinh 3.3 voéi thuat toan XGB. (Model b dia ST4000DMO000,

29

thu thap tir may tram c6 IP 192.168.1.113). Cac tham s duoc thiét 1ap:
+ Str dung thuit toan RF hodac XGB.

+ Khong thiét 1ap du bao khoang thoi gian (STW): S6 ngay du bao trudc = 0, Ngudng

canh bao: Khong thiét 1ap.

+ Két qua du bao kha ning hong héc cia 6 cing tao thoi diém thu thap: Voi dir liéu

SMART cua 6 cung thu thap dugc hé théng dua ra du bao hdng cua b dia la: 6,93% véi mo

hinh RF va 0,01% v61 mo hinh XGB.

i

Du bdo héng héc
Hudn luyén mé hinh
Théng tin

Hinh 3.2. Két qué du bio héng héc véi dir liéu thue té véi md hinh RF

Thai gian du béo trude (Ngay): 0
Ngudng cinh béo:

Chon dir ligu SMART 192,168.1.113_20250512_smart.bet Chon

Chon mé hinh du doan: RandomForest

Phin tich ‘

N&i dung dif lidu SMART & dia:

smartctl 7.4 2023-08-01 r5530
Copyright (C) 20

[x36_64-wE4-mingw32-wll-b26100] (sf-7.4-1
-23, Bruce Allen, Christian Franke, www.smartmontools.org

=== START OF INFORMATION SECTION ===

Model Number:
Serial Number:
Firmware Vers.
PCI Vendor/Sul

Version:

Number of Namespaces:
Namespace 1 Size/Capacity:
Namespace 1 Formactted LBA Size:

Optional NVM Comman
Timestmp Veri

ST4000DM000

2025 SEAST

quired

DL Self Test

gmt Wr_Zero Sav/Sel Feat

Log Page Attributes (Oxle): Cmd Eff Lg Ext Get Lg Telmtry Lg Pers Ev Lg
Maximum Data Transfer Size: €4 Pages

Warning Comp. Temp. Threshold: 33 Celsius

Critical Comp. Temp. Threshold: 85 Celsius

Supported Power States

St Op Max  Active Idle RL RT WL WI Ent_Lat Ex lLat

0+ T.50W -

0 0 0 5 305

Kit qud du doén: 6.93 % 4 dla hdng

Hong

93.1%



# Dubéa héng

Du bao héng hoc

cling

Thai gian du bao trude (Ngay):
Nguéng canh béo:

30

Hun luyén mé hinh Chen difliéu SMART

Chon mé hinh dy dodn: XGBoost

[192.168.1.113_20250512_smart bt

Chen

v Phin tich

Théng tin

[N6i dung di lidu SMART & dia:

(=== START OF INFORMATION SECTICN
Model Number:

Serial Number:

Firmware Version:

PCI Vendor/Subsystem ID:

IEEE OUI Identifier:

Controller ID:

[NVMe Version:

\Number of Namespaces:
Namespace 1 Size/Capacity:
Namespace 1 Formatted LBA Size:
Namespace 1 IEEE EUI-64:

Local Time is:

Firmware Updates (0x16):

Optional NVM Commands (0x00df):
ITimestmp Verify

Log Page Attributes (Oxle):
Maximum Data Transfer Size:
Warning Comp. Temp. Threshold:
Critical Comp. Temp. Threshold:

Supported Power States
5t Op Max  Active Idle
0+ 7.50W - -

smartctl 7,4 2023-08-01 r5530 [x86_64-w64-mingw32-wll-b26100]
Copyright (C) 2002-23, Bruce Allen,

(Cptional Admin Commands (0x0017):

Két qud dy doan: 0.01 % é dia héng

(s£-7.4-1)
Christian Franke, www.smartmontools.org

S5T4000DM000

AYDTNO1T7811407K2Y

61001141

OxlcSc

Oxaced2e

1

1.4

1

1,024,209,543,168 [1.02 TB]

512

ace42e 004aa44151

Mon May 12 14:24:55 2025 SEAST

3 Slots, no Reset required
Security Format Frmw_DL Self Test
Comp Wr_Unc DS Mngmt Wr_Zeroc Sav/Sel Feat

Cmd Eff Lg Ext_Get Lg Telmtry Lg Pers Ev Lg
€4 Pages

83 Celsius
85 Celsius

RL RT WL WT Ent_Lat Ex_Lat
0 0 00 5 305

Hinh 3.3. Két qué du bao hong héc véi dir liéu thue té véi md hinh XGB

- V6i model 6 cung chua duoc huén luyén: Céac tham s6 hé théng duoc cdu hinh tuong tu nhu

ddi voi model ST4000DMO00 di dugc hudn luyén & trén. Véi truong hop nay hé thong dua ra

canh bao “Model 6 cirng chwa dwoc hudn luyén dé dw dodn héng héc” (Hinh 3.4).

# Dy béo héng héc 8 ciing
Dy béo héng héc Thai gian du bao trudc (Ngay):
Ngudng canh bao:

Huin luyén m hinh Chon dirliéu SMART

Chon mé hinh dy doan:

0
192.168.1.150_20250508 _smart.txt Chon
RandomForest vl Phin tich

Théng tin

Model Number:

Serial Number:

Firmware Version:

PCI Vendor/Subsystem ID:
IEEE OUI Identifier:
‘Total NVM Capacity:
Unallocated NVM Capacity:
Controller ID:

NVMe Version:

Number of Namespaces:
Namespace 1 Size/Capacity:

N6i dung d lidu SMBRT & dia:

smartctl 7.4 2023-08-01 r5530 [x86_€4-wé4-mingw32-wll-22H2]
Copyright (C) 2002-23, Bruce Allen,

Namespace 1 Formatted LBA Size:

aé dy doan honghr héc!
(s£-7.4-1)

Christian Franke, www.smartmontools.org

=== START OF INFORMATION SECTION ===

KBG4AZNVS12G KIOXIA
627PC201QAL4

AEJA1104

Oxle0f

Ox8ce3se
512,110,190,592 [512 GB]
o

0

1.3

1

512,110,190,592 [512 GB]
512

Két qui du doin: Model & cémg chua dwoc huin luyén

Maximum Data Transfer Size:
Warning Comp. Temp. Threshold:
Critical Comp. Temp. Threshold:

Supported Power States

512 Pages
82 Celsius
86 Celsius

Namespace 1 IEEE EUI-64: 8ce3Be 0403c93469 100.0%
Local Time is: Thu Oct 24 15:28:49 2024 SEAST

Firmware Updates (0x14): 2 Slots, no Reset required

Optional Admin Commands (0x001f): Security Format Frmw_DL NS_Mngmt Self Test Léi du doan
Optional NVM Commands (0x005f): Comp Wr_Unc DS Mngmt Wr_Zero Sav/Sel Feat

Timestmp

Log Page Attributes (OxOe): Cmd_Eff Lg Ext_Get_Lg Telmtry Lg

Hinh 3.4. Két qua dyw bao héng héc véi model chua duge huin luyén
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KET LUAN

1. Két qua dat dwoc ciia dé 4n

Trong bdi canh luong dit liéu ngay cang nhiéu dugc luu trit trén cac 6 cimg trén mang
hay qua céc dich vu luu trit ddm may, viéc gidm sat, phat hi¢n va dy bao 161 6 cung la mdt
nhu cau cap thiét va dang ngay cang duoc quan tim hon. Van dé nay cang quan trong ddi véi
c4c mang may tinh déong nhu mang chuyén dung quan su, dién hinh 1a mang may tinh cta
Binh chung Thong tin lién lac thudc Bé Quédc phong, noi hoc vién dang cong tac.

D3 c6 cac giai phap truyén thong dé giam sat va phat hién 15i 6 cing nhu: str dung cac
cong cu ti¢n ich cua hé diéu hanh hodc mot sb phén mém giam sat hoat dong may tinh. Tuy
nhién, cac giai phap nay hau hét van chi thu cong, chua chinh x4c, chua c6 kha ning phat hién
som sy ¢6 18i cua cac dia cing dang hoat dong ciing nhu kha ning du bao hong hoc theo thoi
gian. Ap dung cac k¥ thuat hoc may, hoc sau tao ra trién vong mai trong phat hién va du bao
hong hoc ciia cac trang thiét bi noi chung va cac dia ctng noi riéng, tao ra kha ning tu dong
hoa va giup ning cao tinh 6n dinh, d6 chinh x4c. Tuy nhién, van chua c6 mot hé thdng nhu
vay dugc dua vao ing dung trong thuc té, dac biét 1a d6i vai mang chuyén dung cua quan su.

Dé tai ciia dé an nay 1a nghién ctru, xay dung mot hé théng phat hién va du bao 16i 6
ctmg hudng t6i muc tiéu trién khai trong mang may tinh quan su cta Binh chung Thong tin
lién lac. Dé x4y dung hé thdng, can nghién ctru ngudn dit liéu 18i 6 ctng voi cac thude tinh
SMART, cac k¥ thuat hoc may/ hoc sau phu hop cho tap dir li€u, luva chon moé hinh phu hop
cho mang chuyén dung quan su tai don vi. Pay la nhitng ndi dung nghién ctru c6 tinh khoa
hoc, tinh cép thiét va thuc té.

Cac két qua chinh da dat duoc ciia dé an gom:

- Nghién ctru co s 1y thuyét vé 6 cing, co ché bao vé dit liéu, bai toan phat hién va dy
béo 15i 6 cing thong qua cong nghé SMART va nhiing van dé lién quan dén bai toan, cu thé
vé cach thirc phat hién va du bao 15i 6 ctng theo kiéu truyén thong va theo hudng ap dung k¥
thuat hoc may/hoc sau.

- Nghién ctru va dé xuit mot mo hinh hé théng phat hién, du bao hong hoc 6 cing
trong mang quan su véi viéc xay dung va trién khai mot hé Agent thu thap dit liéu SMART
tir cac 6 cung, mot hé xir 1y trung tAm ap dung cac thuat toan hoc may gdm Random Forest
va XGBoost va cac ki thuat gitp lya chon tham s6 t6i vu nhu RandomizedSearchCV va ki

thuat tro gitip nang cao do chinh xac nhu Sliding Time Window (STW) va co ché bo phiéu
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chon loc (Part-voting). Pua ra luu d0 trién khai du doan hong héc 6 cing, danh gia mé hinh
qua cac bo tham ) Accuracy, Precision, Recall, F1-score, ma tran nham lan.

- Trién khai thiét 1ap moi trudng thir nghiém, cai dat bo phan mém thu thap dir liéu
SMART cua Backblaze va tap dir liéu do hoc vién thu thap thyc té tai don vi cong tac, trién
khai thir nghiém hé thong véi 2 tap dit liéu trén. Céac két qua thir nghiém cho thay hé thong
voi tap dit liéu cua Backblaze va voi dit liu thuc té thu thap tai don vi cong tac, M6 hinh
khong bo sot 6 ctng 151 (thong qua ty 1& recall xap xi 100%), Ti 1& canh bao gia & mic chip
nhan dugc véi viée hé théng wu tién canh bao sém (khong bo sot 6 cling hong).

Tap dir li¢u thu thap tir Backblaze kha 16n bado dam do tin cay cta thur nghiém. Cac két
qua dat dugc cua h¢ théng v61 cac mo hinh sir dung Random Forest va XGBoost déu cho két
qua t6t va phu hop véi bai toan phét hién hong hoc 6 dia cimg trong thuc té.

2. Huéng phat trién tiép theo

Tuy nhién trong pham vi nghién ctru ctia d& an, con mot sé han ché vé mat thoi gian
thuc hién, cling nhu dir li€u thuc té thu thap duoc. DPé dé 4n duoc hoan thién va co thé trién
khai trong thuc té, can hoan thién mot sb noi dung sau:

- Nghién ctru, m¢ rong mod hinh sang hoc sau (deep learning), dac biét 1a cadc mo hinh
RNN hodc Transformer dé xur 1y chudi dit lieu SMART.

- Két hop dit liéu SMART v6i log hé thong (log hé diéu hanh, img dung) dé ting kha
nang du bao chinh xac hon.

- Xay dung hé théng c6 kha ning phat trién mé hinh hoc lién tuc (online learning) phu
hop voi dir li¢u thuc té cap nhat lién tuc.

- Hoan thién giao dién ngudi dung: Giao dién cho phép huan luyén mé hinh, giao dién
két xuat dir liéu du bao theo thoi gian (tuan, thang, quy, ndm) phuc vu quan tri hé théng (trung
tam dit liéu, phong may chit 16n) trong viéc phét hién sém hong héc lién quan dén 6 dia ctng.

- Trién khai thir nghiém mo hinh trong méi truong mang quéan sy va danh gia hiéu qua

lau dai.



