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MO PAU

1. Ly do chon d@ tai

Ngay nay, cong nghé vién thong dang phat trién rat nhanh. Internet bang thong
rong ngay cang pho bién véi gia thanh, chi phi ré. Tat ca nhiing diéu d6 dang tao diéu
kién hoan hao cho sy phat trién cua Internet of Things (IoT — Internet van vat). Rat
nhiéu doanh nghiép, cong ty di ap dung mang IoT dé nang cao hiéu qua san xuat, kinh
doanh. Khong nhitng cac tap doan, cong ty 16n ma ngay ca cac doanh nghié¢p vira va
nho ciing dang timg budc trién khai str dung mang IoT.

Tuy nhién, di kém véi su bung nd ctia mang IoT, nhitng nguy co vé bao mat s&
ngay cang 16n. Déi vdi cac doanh nghiép 16n, viée trién khai cac hé thong phat hién
xam nhap mang (IDS - Intrusion Detection System) da 1a pho bién. Nhung mang IoT
trong cac doanh nghiép vira va nhé thuong duge dau tu véi chi phi it, hé thong bao vé
thuong khong du manh dé dap tmg cac yéu cdu vé bao mat va an toan thong tin. Do
vay, mot yéu cau thuc tién dit ra 1 can xay dung mot h¢ IDS cd nho phu hop véi mang
IoT cua cac doanh nghiép vira va nho.

Pé an nay chon doanh nghiép vira va nho vi day 1a nhitng doanh nghiép dang
dong mot vai trd rat quan trong trong phat trién kinh té quéc gia. Tuy nhién, cac doanh
nghiép nay con c6 mirc dau tu vao an toan bao mat thong tin thap, s& kéo theo cac 15
héng bao mat, mat nguy co an toan thong tin rat 1on. Do vay, mot nhu cau thuc té dat
ra 13 can phat trién va trién khai cac hé thong IDS c¢& nho song hiéu qua, phu hop cho
hé théng mang cta cac doanh nghiép vira va nho.

Phan mém Suricata 1a mot hé IDS ¢& nho, 13 mot phﬁn mém ma nguén mé da nén
tang song c6 hiéu sut cao, d& dang tuong thich voi cac thanh phan an ninh mang hién
c6. Két qua thuc hién dé an tot nghiép 13 mot giai phap str dung ma nguon md, cé chi
phi dau tu thip nhung dap tmg duoc cac yéu cau, thach thirc vé bao mat, an toan théng
tin cho moi truong mang IoT tai doanh nghiép vira va nho.

Noi dung cua dé an duoc trinh bay trong ba chuwong ndi dung chinh nhu sau:

Chuong 1: Mang IoT trong doanh nghi€p vira va nhé

Gi6i thiéu vé mang [oT, cac khai niém va dac trung trong mang nay. Cac thiét bi
co ban c6 trong mang IoT cho doanh nghiép vira va nho, nhiing lién két, giao tiép cia
thiét bi trong mang, nhirng tac nhan 15 hong va han ché hién c6 trong mang nay..

Chuong 2: Hé phat hién xAm nhap va phin mém Suricata



Trinh bay tong quan vé hé phat hién xAm nhap, phdn mém Suricata, cic cong nghé
duoc ap dung, cac luat trong Suricata.

Chuong 3: Xay dung h¢ IDS véi Suricata cho mang loT trong doanh nghiép
vira va nho

Chuong nay tip trung vao viéc xay dung mot hé théng IDS sir dung Suricata nham
tang cuong bao mat cho mang IoT cua cac doanh nghi¢p vira va nhé. Noi dung bao
gém cac bude cai dit, cAu hinh, thtr nghiém va danh gid hi¢u qua cua hé théng, tir do
dé xuét cac giai phap toi wu nham ting cudng bao mat mang IoT trong méi trudng
doanh nghiép.



CHUONG 1. MANG IOT TRONG DOANH NGHIEP VUA VA NHO

1.1 Dic trung ciia doanh nghiép vira va nhé
Doanh nghiép vira va nho dong vai trd quan trong trong nén kinh té toan cau. Véi
quy mo gidi han, cadc doanh nghiép vira va nho thudng c6 tinh linh hoat cao, dé dang
thich Gmg véi cac thay doi cta thi trudng va tmg dung cong nghé mai dé nang cao ning
suit, trong do6 Internet of Things (IoT) dong vai trd quan trong trong qué trinh chuyén
doi sb.
1.2 Khai quat vé mang IoT
1.2.1 Khdi niém
Internet of Things (IoT) 1a mot hé thong cac d6i twong vat 1y duoc két ndi voi
nhau thong qua mang Internet, cho phép chiing thu thap, truyén tai va trao d6i dit liéu
mot cach tu dong ma khong can sy can thi¢p truc tiép cuiia con nguoi.
1.2.2 Dac trung cua mang loT
e Tinh khéng dong nhat
e Tinh két noi lién théng
e Khd ndng thay déi linh hoat va tw déng hod
o Thu thap dir liéu lon
o  Quy mo lon va tinh phan tan
o Tinh mo rong
e Bdo mdt va quyén riéng tw
1.2.3 Mang IoT trong doanh nghiép vira va nho
1.2.3.1 Kién triic va thiét bi
e Tdng cim bién (Sensing Layer)
e Ting mang (Network Layer)
o Tang xit Iy dir ligu (Data Processing Layer)
e Tang irng dung (Application Layer)
1.2.3.2 Cdc giao tiép, lién két trong mang IoT ciia doanh nghiép vita va nhé
e Giao tidp thiét bi - thiét bi (D2D - Device-to-Device): Cho phép cac thiét
bi ToT trao d6i dif liéu tryc tiép v6i nhau ma khong can qua trung gian nhur
gateway hodc may chu ddm may.
e Giao tiép Thiét bi - Gateway (D2G - Device-to-Gateway): Cac thiét bi dau
cudi gui dir liéu dén mot Gateway trung gian trude khi truyén tiép 1én hé
thdng dam may hodc may chu xt 1y.



e Giao tiép Thiét bj - Pam mdy (D2C - Device-to-Cloud): Cac thiét bj IoT
guri dir liéu tryc tiép 1én nén tang ddm may dé luu trix, phan tich va xtr Iy.

1.3 Nhirng nguy co an toan thong tin trong mang IoT cia doanh nghi€p vira va

nho

Céac doanh nghiép vira va nho thudng thiéu ngudn lyc tai chinh, nhan sy chuyén
mén va chién lugc bao mat rd rang, diéu nay khién ho d& tré thanh muc tiéu cta céc
cudc tAn cong mang.
1.3.1 L6 héng bio mdt trén thiét bi IoT

Cac doanh nghiép vira va nho can lua chon thiét bi tir cic nha cung cép uy tin, cap
nhat firmware va thyuc hi¢n danh gia bao mat dinh ky.
1.3.2 Sir dung mat khau mdc dinh hodc mdt khiu yéu

Trong cac doanh nghiép vira va nho khi viéc quan ly bdo mat thuong chua duoc
hé théng hoa, thiéu chinh sach kiém soat truy cp va tiéu chuan hoa mat khau khién hé
thong dé bi ton thuong trudc cac hinh thic tin cong.
1.3.3 Thiéu khd nang cdp nhdt va vd 16i bao mdt

Phan 16n céc thiét bi IoT pht hop vai cac doanh nghiép vira va nho, khong hd tro
tinh nang cap nhat hoic nha san xuat ngimg cung cap ban va bao mat sau mot thoi gian
ngan.
1.3.4 Tin céng bang phin mém djc hai

Cac doanh nghiép vira va nho can trién khai cac giai phap phong chong ma doc,
hé théng giam sat an ninh mang, phét hién xAm nhép va sao luu dit liéu dinh ky.
1.3.5 Thiéu ma héa di ligu trong truyén thong IoT

Cac doanh nghi¢p nho thuong xem nhe van dé ndy, nén dé bi loi dung dé pha hoai
hozc canh tranh khong lanh manh. Viée st dung cac giao thirc ma héa nhu 1a diéu can
thiét.
1.3.6 Nhin thirc bao mdt con han ché

Cén ¢6 cac chuong trinh dao tao nhan thirc bao mat dinh ky, dong thoi xay dung
vian héa an toan thong tin trong to chirc.
1.3.7 Két lugn

Hé thng IoT trong doanh nghiép vira va nhé dang d6i mat véi nhiéu nguy co an
toan thong tin dén tir ca khia canh k¥ thuat va con ngudi, can trién khai chién lugc bao
mat toan dién.



1.4 Nhu ciu trién khai hé thong phat hién xAm nhép trong mang IoT ciia doanh

nghiép vira va nhé

Viéc trién khai mang IoT trong cac doanh nghiép vira va nho ciing déng thoi mo
rong bé mit tin coéng ctia hé thdng. Nhu cau phat hién va canh béo cac hanh vi xAm
nhap trai phép tré nén cap thiét. Viéc dau tu vao IDS véi mic do phu hop, c6 kha ning
tiy bién va tich hop cao s& dong vai trd quan trong trong viéc dam bao tinh an toan,
san sang va lién tuc cua hé thong.
1.5 Két luan chwong

Chuong nay da gidi thiéu tong quan vé mang IoT trong doanh nghiép vira va nho,
bao gdm cac khai niém co ban, dic trung ctia hé théng IoT ciing nhu cic nguy co vé
an toan thong tin.

CHUONG 2. HE PHAT HIEN XAM NHAP VA PHAN MEM SURICATA
2.1 Tong quan vé hé phat hién xAm nhap
2.1.1 Khai niém
Hé théng phat hién xAm nhap — IDS (Intrusion Detection System) 1a mot hé théng
phan ctirng hodac phan mém c¢6 nhiém vu giam sat cac su kién dang ngd, nhiing hanh vi
xam nhap trai pheép hay nhirng hanh dong khai thac nguodn tai nguyén cua h¢ thong mat

cach bat hop phap.
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Hinh 1: M6 hinh IDS trong hé thong mang




2.1.2 Cdc thanh phén va chirc niing

Hé thdng phat hién xdm nhap gdm 3 thanh phan chinh: Thanh phan thu thap gbi
tin (Information Collection); Thanh phan phat hién tan cong (Detection); Thanh phan
phan hdi (Response)
2.1.3 Co ché hoat dong

Hé théng phat hién xam nhap hoat dong dua trén viéc gidm sat luu luong mang
va phan tich dir li¢u dé xé4c dinh cac ddu hiéu xam nhap hoac hoat dong bat thuong.

Quy trinh hoat dong cta IDS c6 thé duge mé ta qua cac bude sau:

Buwdc 1: Thu thdp goi tin

Hé théng IDS str dung cac cam bién duoc dit tai cac diém chién lugc trong mang
dé thu thap dir liéu dam bao ¢ thé giam sat toan bd luu lwong mang ra vao.

Buwoc 2: Giai md va phdn tich goi tin

IDS tién hanh giai ma va trich xuat cac truong thong tin quan trong clia goi tin,
sau d6 duoc dbi chiéu voi cac mau tan cong da biét hoic duge danh gia dya trén hanh
vi bat thuong dé xac dinh nguy co xdm nhép.

Buwéc 3: Phat hign méi de doa

IDS sir dung hai phuong phép chinh dé xac dinh cac cudc tin cong:
Phdt hién diea trén ddu hiéu (Signature-based Detection): Néu phat hién sy tuong dong
gifra goi tin voi mot co s& dit liéu chtra cac mau tan cong di biét (attack signatures),
IDS sé tao canh bao.
Phat hién dia trén hanh vi bat thuong (Anomaly-based Detection): Néu luu luong
mang c6 su sai 1éch dang ké so véi mot mo hinh hanh vi chuin (baseline model), IDS
s& coi d6 1a mot dau hiéu xaAm nhap va tao canh bao.

Buiéc 4: Tao cinh bdo va thong bdo sw cé

Khi phat hién dau hiéu tan cong, IDS s& guri canh bao dén hé théng giam sat trung
tam.

Buwéc 5: Phén hoi va lwu triv dit ligu sw co

Khi nhan duogc canh bao, hé théng s€ thuc hién céac bién phap phan hoi theo chinh
sach bao mat da dugc thiét lap.

Buéc 6: Phén tich va dinh gid méi de doa



IDS s€ so sanh dir li¢u md&i thu thap véi cac cudc tAn cong trudc do nham xac dinh
liu dy c6 phai la mot cude tin cong thuc su hay chi 1a canh bao gia (false positive).
2.1.4 Phan logi
2.1.4.1 Hé tho‘ng phat hién xam nhdp dua trén mang — NIDS

La mot giai phap bao mat duoc thiét ké dé giam sat va phan tich luu lugng mang
nham phat hién phat hién cac hanh vi xAm nhap trai phép hay cac hoat dong doc hai téi
hé thong thong tin.

NIDS NIDS
Mmanagement
Read-only
The Internet Firewall Trusted Network

Hinh 2:M6 hinh NIDS
Hé thong phat hién xAm nhap dya trén mang c6 nhitng wu diém sau:

Gidm sat luu lwong mang theo thoi gian thuc
Bdo vé nhiéu thiét bi cung luc
Phat hién tan cong tir bén ngodi
Khéng gdy anh hwong dén hiéu sudt mdy chii
Tuy nhién, bén canh nhitng vu diém, NIDS cling ton tai nhiing han ché nhat dinh:

Khé phdt hién tan céng tir bén trong

Khéng thé gidm sat lwu lwong da ma héa

Dé bi lach ludt boi cdc ky thudt tan céng ndng cao
Can dwoc cdau hinh va cdp nhat thwong xuyén



2.1.4.2 Hé thong phat hién xdam nhdp dwa trén may chi - HIDS
La mot giai phap bao mat dugc thiét ké nham giam sat va phan tich cac hoat dong
dién ra trén thiét bi dau cudi dé phat hién va phan tng kip thoi véi cac mbi de doa an

ninh mang.

‘ HIDS ‘ .‘ HIDS ‘

Web server XenApp Server Directory Server

SEEEED

Workstations

Hinh 3: M6 hinh HIDS

Hé thdng phat hién xam nhap dua trén thiét bi dau cubi c6 nhitng wu diém noi bat
sau:
Gidm sdt chi tiét tirng thiét bi
C6 kha nang phat hién tan céng ma héa
Phat hién tin cong zero-day va cdc ky thudt lan tranh
Phan tich nhat ky hé théng va hé tro diéu tra bdo mdt

Bén canh nhitng vu diém, HIDS c6 nhirng diém han ché nhu sau:
Khéng giam sat dwoc toan bg hé thong mang
Tiéu ton tdi nguyén hé thong
Dé bi vé hiéu héa bdi ké tan cong



Yéu cau cdu hinh va quan ly chat ché

2.1.4.3 So sanh

Bang 1: Bang so sanh NIDS va HIDS

Tiéu chi

NIDS (Network-based
IDS)

HIDS (Host-based IDS)

Pham vi giam sat

Giam sat toan bo luu lugong
mang

Theo doi hoat dong trén
ting thiét bi

Co ché hoat dong

Phén tich cic goi tin truyén
qua mang, phat hién tan
cong tir bén ngoai

Giam sat tép tin, nhat ky hé
théng, quy trinh chay trén
thiét bi

Phat hién tan cong
no1 bo

Khong thé phat hién cac
hanh vi nguy hiém tir nguoi
dung hop phap hodc tin
cong ndi bo

Hi¢u qua trong viéc phat
hién hanh vi dang ngo tir bén
trong hé théng

Phat hién tdn cong

Hiéu qua trong phat hién tan

Han ché, chi phat hién khi

suat hé théng

suat may chu

bén ngoai cong tir mang bén ngoai nhu | tn cong d3 xam nhap vao
DDoS, quét cong, khai thac | may chi
16 hong

Anh hudng dén hiéu | Khong anh huong dén hiéu | C6 thé tiéu tén tai nguyén

CPU, bd nhé cua thiét bi
giam sat

Kha nang bi tan cong

C6 thé bi vuot qua bang cac
ky thuat lan tranh (phan
manh goi tin, tAn cong bing
thong thap)

Co6 thé bi vo6 hi¢u hoa néu ké
tan cong cd quyén quan tri
hé thong

Phat hién cac cudc
tan cong Zero-day

Han ché trong viéc phat hién
cac cudc tan cong chua cod
dau hi¢u

C6 kha nang phat hién céc
hanh vi bat thuong, ké ca
chua c6 dau hiéu

Kha nang cung cap

bang chtng diéu tra

Gidi han, chi cung céap thong
tin vé luu luong mang

Gidi han, chi cung cap thong
tin vé luu luong mang
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Cau hinh va bao tri

Can cap nhat danh sach dau
hiéu thuong xuyén dé duy tri
hi¢u qua phat hién

Can hi€u chinh can than dé
giam thi€u canh béo sai

Tinh phu hop

Phu hop véi céc to chuc can
gidm sat luu luong mang
trén di¢n rong

Phu hop vé6i cac hé théng
yéu cau giam sat chi tiét trén
ting thiét bi

2.2 Phwong phap phat hién xam nhap
2.2.1 Khdi niém vé xam nhip mang

X4m nhap mang 13 hanh vi truy cap trai phép vao hé thong mang.

Viéc trién khai cac bién phap bao mat, két hop gitta phong ngira va phat hién xam
nhap, 1 yéu t6 quan trong gitp céc to chirc bao vé hé thdng ctia minh trude nhitng mébi
de doa ngay cang tinh vi.

2.2.2 Phat hién xam nhdp mang

Phat hién xam nhdp 1a qua trinh giam sat, phan tich va nhan dién cac hanh vi truy
cap bat thudng hoic trai phép trong hé théng duoc phan loai thanh hai nhém chinh.
2.2.2.1 Phat hién dua trén dau hiéu

So sanh luu luong mang voi mot tap hop cac mau tan cong da biét dugc luu trit
trong co s& dit liéu dau hiéu. Néu trung khdp v6i mot mau tin cong s& dua ra canh bao
hodc thuc hién céac bién phap ngan chan.

HTTP REQUEST message
1 am sending a SURPRISE Gift tomorrow
'
Internet =-’—’
1

Firewall

Alert:
Attack, “SURPRISE” virus

Signature to Fire:
Header : IPv4

Protocol: HTTP Destination Port: 80  Signature String: SURPRISE

Hinh 4: Hinh minh hoa phat hién xam nhdp dwa trén ddu hiéu

Uu diém cua phuong phap phat hién dua trén dau hiéu:



11

Pé chinh xdac cao véi cde méi de doa da biét
Ty 1é canh bdo sai thap
Dé trién khai va t6i wu héa
Han ché ctia phuong phap phat hién dua trén du hiéu:
Khong thé phat hién cac moi de doa chira doc ghi nhdn
Dé bi danh lira boi cdc bién thé cua tan cong
Phu thuoc vao viéc cdp nhdt co so dir liéu déu hiéu
Gidm hiéu sudt theo thoi gian
2.2.2.2 Phat hién dua trén bat thuong
Nhan dién cac mbi de doa chua tung dugc ghi nhan béng cach xac dinh cac hanh
vi bat thuong trong hé thong.
Uu diém cua phuong phap phat hién dua trén bat thuong:
Phat hién dwoc cde cude tan cong chua tung dwoc ghi nhdn
Co kha nang giam sat hanh vi trong thoi gian thuc
Khong can cdp nhdt déu hiéu lién tuc
Han ché ciia phuong phap phat hién dua trén bat thudng:
Ty l¢ bao dong gia cao
Can mot giai doan hoc tdp dai
Chi phi tinh todn cao
2.3 Phan mém Suricata
2.3.1 So sdnh mgt sé cong cu phdt hién xdm nhip mang
Hién nay, c6 nhiéu cong cu IDS dugc phét trién dé giam sat va ngin chin cac
cudc tAn cong mang ma ngudn mé phd bién nhat bao gdm: Snort, Zeek, Suricata

Bang 2: Bang so sanh Snort, Suricata va Zeek

Tiéu chi Snort Suricata Zeek

Phuong phap phat | Dya trén ddu hiéu | Dua trén ca déu | Dua trén hanh vi
hién hiéu va hanh vi | bat thuong
bat thuong

HJ tro da ludng Khong (Snort 2.x) | C6 Co
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Hiéu suét xtr Iy Trung binh Cao Cao nhung yéu
cau CPU manh

Kha nang mé rong Tt Rét tot Rét tot

Dé cau hinh Dé dang Trung binh Khoé

Ghi nhat ky luu lugng | C6 nhung han ché | C6 R4t manh

Trich xut tép tir luu | Khong Co Co

luong

Tich hop véi SIEM | Co nhung gidi han | Co Rat tot

Kha ndng tuy chinh | Cao Cao Rat cao (hd tro
scripting)

H5 tro giao thicc IoT | Han ché MQTT, CoAP,|Chi ghi log,

HTTP, TLS khong phéan tich

chuyén sau

Kiém tra g6i sau|Khong Co Khong

(Deep Packet

Inspection)

Suricata Ia lwa chon to1 uu.

2.3.2 Tém tit vé phan mém Suricata

Suricata 1a mot hé thong phat hién va ngin chin xdm nhap mang (Network
IDS/IPS) va cong cu giam sat an ninh mang (Network Security Monitoring - NSM)
hiéu suit cao. Cac cong nghé chinh bao gdm:

Xir Iy da luong (Multi-threading): Tan dung t6i da tai nguyén CPU dé xtr 1y luu luong
16m theo thot gian thyc.

Deep Packet Inspection (DPI): Kha nang phan tich sdu céac goi tin.

H0 tro nhiéu giao thitc mang: Hoat dong trén cac giao thirc IP co ban, hd trg HTTP,
DNS, TLS, FTP, SSH, MQTT, CoAP va cac giao thtrc IoT khac.

Ho trg GPU Acceleration: Tan dung GPU dé tang toc xur 1y goi tin, giam tai cho CPU.
Hé thong phdt hién dwa trén dau hiéu (Signature-based IDS): Phat hién cac mdi de doa
da biét.

Phdt hién bt thuong (Anomaly-based Detection): Phan tich hanh vi dé phat hién cac
cudc tin cong chua duoc biét trudc.
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Tich hop véi hé thong SIEM: Hb trg tich hop vai Elasticsearch, Logstash, Kibana (ELK

Stack), Splunk, Wazuh.

2.3.3 Kién tric xi¢ Iy ciia Suricata

Suricata dugc thiét ké vai kién trac xtr Iy da ludng.

Acquisition Stream app.
layer
Network /

Hinh 5: Kién triic xi 1y da luong ciia Suricata

1

Quy trinh xtr Iy goi tin trong Suricata, bao gdm bon giai doan chinh:

o Thu thdp goi tin (Packet Acquisition)

e Gidi md va phdn tich luong iing dung (Decode & Stream Application Layer)

e Phat hién moi de doa (Detection Engine)

o Xudt dit lidu va canh bdo (Output Processing)
2.3.4 Tap luat cua Suricata

Tap luat ctia Suricata dong vai tro quan trong trong viéc dinh nghia céc loai luu
luong mang can giam sat va quyét dinh hanh dong can thyc hién khi phat hién mbi de
doa.

Hanh dong (Action)

Xac dinh hanh dong khi mot goéi tin mang khdp véi cac diéu kién duoc chi dinh
trong rule.

Tiéu dé (Header)

Mo ta may chu, dia chi IP, cong, giao thirc va hudng luu luong (dén hoic di).

Tuy chon (Options)

M0 ta chi ti€t cac dic diém cua doi tugng.
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2.4 Két luéin chwong

Chuong 2 trinh bay tong quan vé hé thong phat hién xam nhap (IDS) va phan
mém Suricata, tir khai niém, phan loai, phuong phap phat hién dén kién trac xir 1y va
tap luat.

CHUONG 3. XAY DUNG HE IDS VOI SURICATA CHO MANG IOT

TRONG DOANH NGHIEP VUA VA NHO

3.1 Kién tric hé IDS véi Suricata

Kién tric cta hé théng phat hién xAm nhap bao gdm cac thanh phan dé thu thap,
phan tich va canh béo cac su kién an ninh mang trong thdi gian thyc nhu: Cac thiét bi

IoT va hé théng mang, May chu IDS vai suricata.

So do kién tric cac IDS trén mang doanh nghiép vira va nho nhu trén hinh sau:

Internet
(Clound)

HIDS HIDS
File Server Web Server

NIDS  Edge
Gateway

AP

@

Cac thiét bi loT khac

Camera

Hinh 6: So do kién triic cdc IDS trén mang doanh nghiép vita va nho
3.2 Cac thanh phin chirc ning ciia hé IDS véi Suricata
Thu thap luu luwgng mang

Suricata s& giam sat tit ca cac giao tiép mang gitta cac thiét bj IoT véi nhau va
cac thiét bi IoT voi cac thiét bi khac trong hé théng.

Phén tich géi tin va phdt hién tin cong

Thuc hién phén tich cac goi tin trong hé théng mang dua trén cac tap luat.
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Ghi lai dit liéu va tao canh bado

Ghi lai cac su kién bao mat trong cac t¢p nhat ky, dac ta chi tiét vé cudc tan cong,
nguon tan cong , loai tan cong, dac trung cuia cudce tan cong.

3.3 Trién khai hé IDS véi Suricata
3.3.1 Cai dat Suricata

Thuce hién cai dit suricata phién ban 6.0.9 trén hé diéu hanh Ubuntu Server.
Cai dit Suricata bang APT repository ciia Ubuntu

Cdu hinh suricata

address-groups :
HOME MET: “[192. .0.0.0/8,172.16.6.08/12]1"

ET: "!$SHOME_MET"

HTTP_SERVERS: ™ OME_MNET™
SMTP_SERVERS: OME_MNET™
SOL_SERVERS:

DNS_SERVERS: "% _NET™
TELNET_ SERVERS: OME_MNET™
AIM_SERVERS: "SEXTERNAL MNET™
DC_SERVERS: ME_NET™
NP3 SERVER: UME_MNET™
DMP3 CLIENT: ° OME_MNET™
MODEBUS CLIENT: IME_MNET™
MODBEUS SERVER: JME_MNET™
ENIFP_CLIENT: ™ ME_MNET™
ENIF SERVER: "$HOME NET™

port-groups :
HTTP_PORTS :
SHELLCODE_POR
ORACLE_PORTS:
SSH_PORTS -
DNP3_PORTS:
MODBUS PORTS:
FILE DATA PORTS: " [SHTTP_PORTS,116,143]1"
FTP_PORTS: 21
GENEVE_ PORTS:
VXLAMN_PORTS:
TEREDD PORTS:

Hinh 8: Cdu hinh cdc dai mang cho cdc giao thirc va ports
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af-packet:

Hinh 9: Cdu hinh interface thu thdp heu hrong mang
default-rule-path: /var/lib/suricata/rules
rule-files:

- suricata.rules
- custom. rulesf

Hinh 10: Cdu hinh dwong dan va tdp ludt

GNU nano 7.2 fetc/suricata/suric:

enabled: yes
detection-ports:

enabled: yes
detectio

enip
enabled: yes[]

Help ¥ Write Qut B Where Is B Cut Bl Execute B® Location
J Exat § Read File B Feplace B! Faste B Justify Wi Go To Lin

root@castrol:~/suricata- sudo suricata -T -c fetc/suricata/suricata.yaml —v
- Running suricata under mode
. - o . STEM mode
q.

root@castrol:~/suricata

Hinh 12: Kiém tra tép cdu hinh thanh céng



root@cas

Created
root@cas

em/suricata.service.

uricata IDS/IPS
tice> - i Suricata

Hinh 13: Trang thdi cua suricata khi khoi chay thanh cong

3.3.2 Céu hinh cdc ludt ciia Suricata dp dung vao méi truwong mang IoT cho doanh
nghiép

Thém duodng dan cua tap luat vao tép cdu hinh cta suricat nam tai duong dan
/etc/suricata/suricata.yaml.

3.4 Thir nghiém phat hién tin cong véi hé IDS da tao lap
3.4.1 M6 hinh thu nghiém

L=}

|||"'.-

Server PLC 2 Server ScadaBR (HMI)
IP: 192, 168.95.2 IF. 192,168.95.7

Server suricata
IP: 192.168.95.130

Server ChemicalPlant Workstation
IP: 192.168.95.10-15 IP: 192.168.95.5

Graphical Realism Framework for
Industrial Control Simulation
(GRAICS)

Attacker — Eali linux
IP;: 192, 168.95.131

Hinh 14: Mé hinh topo mang mé phong kich ban tin céng
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M6 phong mang IoT bao gdm 2 thanh phan gia lap st dung giao thuc IoT 13
Modbuspal va Graphical Realism Framework for Industrial Control Simulation
(GRFICS) version 2.

3.4.2 Xay duwng kich bén tin cong xam nhdp mang doi véi hai mé hinh doanh nghiép
vira va nho

Kich bdn 1:

Thuc hién doc va stra gia tri cia thanh ghi.

e

Window Server ModbusPal
Simujation
IP: 192.168.95.129

Il

Server suricata
IP: 192.168.95.130

Attacker — Kali linux
IP: 192.168.95.131

Hinh 15: Mo hinh kich ban 1
Kich ban 2:
Thuc hién khai thac vao thanh phan PLC
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o

Il

ServerPLC 2 Server ScadaBR (HMI)
IP:192.168952 IP: 192.168.95.7

o

Server suricata
IP: 192.168.95.130

o

Server ChemicalPlant Workstation
IP: 192.168.95.10-15 IP: 192.168.95.5

Graphical Realism Framework for
Industrial Control Simulation
(GRFICS)

Attacker — Kali linux
1P: 192.168.95.131

Hinh 16: Mo hinh kich ban 2

3.4.3 Thuc hién thu nghiém
3.4.3.1 Kich ban 1
Trén may ké tin cong thuc hién scan ports 502 v6i options script (.nse)

T root@kali: ~

File Actions Edit View Help

(kali® kali)-[~

[sudo] password for kali:
— Silgalil-[~]
—#] ap modbus-discover.nse 502 192.168.95.129

Starting Nmap /.945VN [ DTCps://nmap.org ) at Z025-0L-2Z2 14014 EST
Mmap scan report for 192.168.95.129
Host is up (@.0045s latency).

PORT STATE SERVICE

502/tcp open modbus

| modbus-discover:

| sid ex1:

I_ error: ILLEGAL FUNCTION

MAC Address: ©00:@8C:29:C5:53:EE (VMware)

Mmap done: 1 IP address (1 host up) scanned in 13.72 seconds

(root® kali)-[~]
Lo

Hinh 17: Thuc hién quét céng 502

May chu suricata s€ dua ra canh bao phat hién hanh vi do quét va thu thip thong
tin may chu.
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tIes 1-20/20 (END)
root@castrol:~# tail -f /var/leg/suricata/fast.log

02/22/2025-19:12:48.915065 [**] [1:2219016:2] SURICATA STREAM CLOSEWAIT FIN out of window [**] [Classification: Generic Protocol Command De
3] {TCP} 192.168.95.7:8080 -> 192.168.95.1:53875

102/22/2025-19:14: 46.654371  [**] [1:1111005:2] SCADA_IDS: Modbus TCP - Report Server Information [**] [Classification: Attempted Information
3] {TCP} 192.168.95.131:32918 -> 192.168.95.129:502

02/22/2025-19:14:46.725529 [**] [1:109:0] Modbus TCP/Read Device Identification [**] [Classification: (null)}] [Priority: 3] {TCP} 192.168.¢
2.168.95.129:502

02/22/2025-19:14:46.725529 [**] [1:1111004:2] SCADA_IDS: Modbus TCP - Read Device Identification [**] [Classification: Attempted Informatic
: 3] {TCP} 192.168.95.131:32920 -> 192.168.95.129:502

02/22/2025-19:14:46.715612 [*#*] [1:101563263:1] CYBER-SEC-ICS POLICY SCADA-SCAN Modbus scan locking like nmap (nmap --script modbus-discove
t>) [**] [Classification: Potentially Bad Traffic] [Priority: 2] {TCP} 192.168.95.131:32918 -»> 192.168.95.129:502

02/22/2025-19:14:46.715612 [**] [1:1111005:2] SCADA_IDS: Modbus TCP - Report Server Information [**] [Classification: Attempted Information
3] {TCP} 192.168.95.131:32918 -> 192.168.95.129:502

02/22/2025-19:14:46.724436 [**] [1:1111014:2] SCADA_IDS: Modbus TCP - Function Code Scan [**] [Classification: Attempted Information Leak]
P} 192.168.95.129:502 -> 192.168.95.131:32918

02/22/2025-19:14:46.765239 [**] [1:101563264:2] CYBER-SEC-ICS POLICY SCADA-SCAN Modbus scan locking like nmap (nmap --script modbus-discove
t>) [**] [Classification: Potentially Bad Traffic] [Priority: 2] {TCP} 192.168.95.131:32920 -»> 192.168.95.129:502
02/22/2025-19:14:46.765239 [*#*] [1:109:0] Modbus TCP/Read Device Identification [**] [Classification: (null)] [Priority: 3] {TCP} 192.168.¢
2.168.95.129:502

02/22/2025-19:14:46.765239 [**] [1:1111004:2] SCADA_IDS: Modbus TCP - Read Device Identification [**] [Classification: Attempted Informatic
: 3] {TCP} 192.168.95.131:32920 -> 192.168.95.129:502

Hinh 18: Canh bdo phat hién hanh vi ra quét cong bang nmap
Thuc hién stra gia tri thanh ghi.

=[ ]
+ — —=[ 2461 exploits - 1267 auxiliary - 431 post 1
+ — -—=[ 1471 payloads - 49 encoders - 11 nops 1
+ — —=[ 9 evasion 1

Metasploit Documentation: https://docs.metasploit.com/

msf6 > use auxiliary/scanner/scada/modbusclient

msf6 auxiliary(scanner/scada/modbusclient) > set RHOSTS 192.168.95.129
RHOSTS = 192.168.95.129

msfé auxiliary(scanner/scada/modbusclient) > set DATA_ADDRESS 2
DATA_ADDRESS = 2

msf6é auxiliary(scanner/scada/modbusclient) > set DATA 2

DATA = 2

msf6 auxiliary(scanner/scada/modbusclient) > set action WRITE_REGISTER
action = WRITE_REGISTER

msf6 auxiliary(scanner/scada/modbusclient) > set DATA BB888

DATA = B8B8EE

msf6 auxiliary(scanner/scada/modbusclient) > I

AT

Hinh 19: Dat cac gia tri

May chu suricata s& phat sinh canh bao cho thay c6 mot hanh vi sir dung modbus
dé ghi gia tri thanh ghi.

2/22/2025-19:56:18.107297 [**] [1:101:0] Modbus TCP/Write Single Register [**] [Classification: (null)] [Priority: 3] {
.95.129:502
2/22/2025-19:56:18.125538 [**] [1:101:0] Modbus TCP/Write Single Register [**] [Classification: (null)] [Priority: 3] {

Hinh 20: Canh bado phat sinh trén suricata

3.4.3.2 Kich ban 2
Thuc hién tin cong thay doi gia tri thanh ghi coils
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msfé > use auxiliary/scanner/scada/modbusclient

msf6 auxiliary(scanner/scada/modbusclient) > set RHOSTS 192.168.95.2
RHOSTS = 192.168.95.2

msf6 auxiliary(scanner/scada/modbusclient) > set action WRITE_COIL
set actionm WRITE_COIL set action WRITE_COILS

msf6 auxiliary(scanner/scada/modbusclient) > set action WRITE_COILS
action = WRITE_COILS

msf6 auxiliary(scanner/scada/modbusclient) > set DATA_ADDRESS 40
DATA_ADDRESS = 4@

msf6 auxiliary(scanner/scada/modbusclient) > set number 1

number = 1

msf6 auxiliary(scanner/scada/modbusclient) > set DATA_COILS 1
DATA_COILS = 1

msf6 auxiliary(scanner/scada/modbusclient) > |]

W

Hinh 21: Dat cac gia tri ghi vao write_coils
Canh bao suricata phat hién dugc cudc tin cong

L ] .+

root@castrol:~# tail -f /var/log/suricata/fast.log

02/23/2025-19:00:29.441839 [**] [1:104:0] Modbus TCP/Write Multiple Coils [**] [Classification: (null)] [Priority: 31
=87 : 502
©2/23/2025-19:00:29.445050 [**] [1:104:0] Modbus TCP/Write Multiple Coils [**] [Classification: (null)}]l [Priority: 3]
©5.2:502

Hinh 22: Canh bao phat sinh trén suricata
3.4.4 Panh gid kha nang phdt hién tin cong ciia Suricata doi vdi hai kich bén tin
cong trén

Doi voi kich ban 1

Khi thyc hién budc ra soat va tn cong khai thac, Suricata déu phat hién tan cong
v6i cac thong tin cu thé nhu thoi gian phat hién tdn cong, ma luat diung dé phét hién
(sid), thong tin phuong thire tan cong, dia chi va ports ngudn/dich trong cudc tan cong.

Doi véi kich ban 2

Khi thuc hién thay doi gia tri thanh ghi coils. Suricata da canh bao cac thong tin
cu thé nhu thoi gian phat hién tdn cong, ma luat dung dé phat hién (sid), thong tin
phuong thirc tin cong, dia chi va ports ngudn/dich trong cudc tan cong.
3.5 Két luan chuong

Thong qua hai kich gia 1ap tin cong vao hé thdng IoT co thé thiy rang giai phap
Suricata hiéu qua trong qua trinh phat hién tan cong.
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KET LUAN
Pé 4n nay nghién ciru, trién khai va danh gia hiéu qua cua hé théng phat hién
xam nhap (IDS) cai dit cong cu ngudn md Suricata trong giam sat an toan mang IoT
cho moi truong doanh nghiép vira va nho.

Cac két qua chinh dat dugc trong bai gdm:

- Hiéu duoc khéi quat cac dic trung, ciu trac cac thanh phan trong mang IoT ap
dung trong mang cua doanh nghi¢p vira va nho.

- Nghién ctru tim hiéu vé nhitng dic trung ctia mang IoT trong doanh nghiép vira
va nho, nhitng van dé vé tan cong mang IoT.

- Phan tich vé hé phat hién xam nhap va mot ) cong cu, tu d6 dua ra kién trac
mot hé NIDS dat tai Edge Gateway ctuia doanh nghié€p vira va nho.

- Thuc hién xay dung va cdu hinh cac luat phu hop ctia Suricata ap dung vao moi
truong mang [oT cho doanh nghiép.

C6 thé phat trién tiép dé tai nghién ctru theo hai hudng:

- Nghién ctru tich hop NIDS & 16p bién véi cac HIDS hoac NIDS phéan tan khac
trong mang.

- Nghién ctru kha nang 4p dung cac mo6 hinh hoc may/hoc sau va Al hang nhe 4p
dung duogc trén cac thiét bi IoT nho gon.



