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MO DAU
1. Ly do chon dé tai

Trong ky nguyén sb hién nay, cac hé thong cong nghé thong tin (CNTT) ngdy cang
tré nén phirc tap va phan tan. Mdi thanh phan trong hé théng — tir may chu, ung dung,
middleware dén thiét bi mang — déu lién tuc sinh ra cac ban ghi hoat dong (log) véi dung
lwong khong 16. Theo nghién ctru cua Xu [1] va dong nghiép (2022), cac trung tim dit liéu
hién dai c6 thé tao ra hang trim GB log mdi ngay, khién viéc giam sat tha cong gan nhu
khong kha thi.

Log khong chi don thuan 1a dit liéu ghi nhan qua trinh van hanh, ma con 13 ngudn
thong tin quan trong gitp chan doan su ¢, giam sat hiéu suat va dam bao an toan hé thong.
Tuy nhién, viéc phan tich log theo cach truyén théng — dya trén quy tic ¢ dinh hodc thao
tac thii cong — ngay cang tré nén bat cp trudc sy gia ting vé quy mo va tinh da dang cia dir
liéu log. Nhitng 15i tiém an c6 thé khong dé lai dau hiéu rd rang, dan dén nguy co bo sét néu
chi dua vao logic dinh san.

Trong bdi canh do, viée ung dung tri tu¢ nhan tao (Al), dic biét 1a cac mo hinh hoc
may (machine learning) khong giam sat, dang ndi 1én nhu mot giai phap tiém ning dé tu
dong phat hién cac hanh vi bt thudng (anomalies) va canh bao sém nguy co trude khi su ¢b
thuc sy xay ra. Cac mo hinh nhu LogBERT (Zhang [9]) hay Autoencoder/LSTM dang cho
thdy kha nang phat hién hiéu qua cac bat thuong trong chudi log ma khong can gan nhan thi
cong. Chinh vi vy, dé tai "Phan tich log hé thong dé phat hién 13i tiém an bang AI" duogc
lwa chon nham hudng téi mot giai phap co kha ning tmg dung cao trong thuc té, gop phan
nang cao tinh 6n dinh, an toan va hiéu qua van hanh cua cac h¢ théng CNTT hién dai. NoO1
dung dé an gdm 3 chuong v6i ndi dung chinh nhu sau:

e Chuong 1: Téng quan va co s Iy thuyét vé phat hién bat thudng trong log hé thong.
e Chuong 2: Xay dyng mo hinh phat hién bat thuong st dung Autoencoder va
LogBERT.
e Chuong 3: Panh gia va thyc nghiém, trién khai pipeline thoi gian thyc.
2. Muc dich nghién ciru

Muc tiéu chinh cua dé tai 1a xay dung mgt mo hinh tri tu¢ nhan tao c6 kha nang phan

tich log hé thong may chu dé phat hién 16i tiém 4n mot cach ty dong, khong can nhin

(unsupervised learning).
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Pé tai hudng dén viéc phét trién moét quy trinh xir Iy log tong thé, tir giai doan thu
thap log, chuan hoa va biéu dién dit liéu cho dén viéc 4p dung cac k¥ thudt hoc may khong
giam sat nham phat hién bat thuong trong chudi su kién hé théng. Cu thé, dé tai dat ra cac
muc tiéu sau: (1) xdy dung pipeline xtr 1y log hé thdng bao gém thu thap, chuan hoa, biéu
dién va phat hién bat thuong; (2) thiét ké va huan luyén mo hinh hoc khong giam sat cé kha
nang phat hién cac chudi log bat thudng véi do chinh xac cao; (3) tich hgp mé hinh vao mét
hé thong mo phong c6 kha nang phan hdi gan thoi gian thuc nham hd tro canh bao som khi
c¢6 dau hiéu 13i; va (4) danh gia hiéu qua ciia m
3. Péi twong va pham vi nghién ciru

Dbi tuong nghién ciru cta dé tai 1a dir liéu log sinh ra tir cic hé thdng may chu
backend. Vé pham vi nghién ciru, dé tai tap trung vao viéc phat hién 15i tiém an c6 tinh hé
théng nhu tinh trang CPU qua tai, 16i /O, exceptions, cac dich vu bi ngung hoat dong mot
cach bat thuong hodc biéu hién bat thudng theo chu ky thoi gian. Dé tai khong tap trung vao
cac hé thong real-time voi yéu cau phan hoi tie thi dudi 1 gidy va khong bao gdm viéc phat
hién céc sy ¢d do thn cong bao mat nhu malware hodc intrusion, ma chi tap trung vao cac 10i
van hanh noi tai cua hé théng.

4. Phuwong phap nghién ciru

Dé tai ap dung phuong phap nghién ctru thuc nghiém theo quy trinh gdm nhiéu budc
chinh: thu thap dir li¢u log tr moi trudong gia lap va cac tap dir liéu benchmark cong khai
nhu BGL (BlueGene/L) va HDFS log; tién xtr Iy bao gom chuan hoa dinh dang log, parsing
cau tric log dé trich xuat thong tin co ciu tric, loc nhiéu, token hoa va vector hoa ndi dung
log bang cac k¥ thuat nhu TF-IDF, Word2Vec hodc embedding theo ngit canh nhu BERT;
biéu dién log dudi dang chudi su kién theo thoi gian hodc ma tran dic trung dé dua vao mod
hinh hoc may; huin luyén mé hinh hoc khong giam sat nhu LogBERT; cubi cling danh gia
hiéu qua mé hinh qua cac chi s precision, recall, F1-score va thdi gian phan hdi dy doan.
Céc cong cy hd trg bao gom Python véi scikit-learn, TensorFlow, PyTorch; nén tang giam
sat log ELK Stack (Elasticsearch, Logstash, Kibana); va Kafka dé mo phong ludng log thoi

gian thuc.



CHUONG 1: TONG QUAN VA CO SO LY THUYET
1.1. Giéi thiéu bai toan phan tich log phat hién bat thuwong
1.1.1 B6i cinh

Ngay nay, cac hé thong cong nghé thong tin dang ngdy cang trd nén phirc tap va phan
tan. Vi su phat trién cia kién trac microservices, cloud computing, va cac hé thng phan
tan, chung ta dang phai d6i mat véi mot moi truong van hanh c6 hang nghin, tham chi hang
triéu thanh phan doc 1ap. Mdi thanh phan trong hé théng déu lién tuc sinh ra cac ban ghi
hoat dong (log) v6i dung lwong khong 16. Theo nghién ctru ctia Xu et al., cic trung tim dit
liéu hién dai c6 thé tao ra hang trim GB log mdi ngay. Diéu nay khién viéc giam sat thu
cong gan nhu khong kha thi.

Log khong chi don thuan 14 dit lidu ghi nhan qua trinh van hanh. Trong thuc té, log 1a
ngudn thong tin quan trong giup chung ta chan doan sy cb, giam sat hiéu suit va dam bao an
toan hé thong. Log chira dung thong tin chi tiét vé cac su kién xay ra trong hé théng, bao
gdm céc thao tac ciia nguoi dung, 16i tng dung, canh bao bao mat, va cac su kién hé thong.
Néu ching ta co thé phan tich log mdt cach hi€u qua, chung ta co thé phat hién sém cac van
dé tiém an trudc khi chiing trd thanh sy ¢d nghiém trong.

Tuy nhién, viéc phan tich log theo cach truyén thdng — dua trén quy tic cb dinh (dyua
trén quy tic) hodc thao tac thi cong — ngdy cang trd nén bat cap. Vi su gia ting vé quy mo
va tinh da dang cua dit liéu log, nhitng 15i tiém 4n c6 thé khong dé lai ddu hiéu rd rang. Piéu
nay dan dén nguy co bo sot néu chiing ta chi dya vao logic dinh san. Hon nita, v6i khéi
luong log khéng 16 nhu hién tai, viéc phat hién céc mau bat thuong tinh vi doi hoi sy hd tro
cua céac cong ngh¢ ty dong hoa va tri tu¢ nhan tao.

1.1.2 Bai to4n phan tich log phat hién bat thwong

Log (ban ghi nhat ky) 1a cac ban ghi tu dong duogc tao ra bdi hé théng, ung dung hoac
dich vu dé ghi nhan cac su ki¢n, hoat dong va trang thai trong qua trinh van hanh [4]. Log
thuong chira timestamp, log level, source, message va cac metadata khac. Log ¢ thé dugc
phan loai theo ngudn phat sinh (log hé thdng, log tng dung, log mang, log bao mat, log co
so dir liéu) hoac theo dinh dang (log c6 ciu truc, log ban clu trac, log khong ciu tric). Log
dong vai trd quan trong trong giam sat, chan doan va bao mat hé théng. Tuy nhién, v6i khoi
luong log khong 16 duoc tao ra hang ngay (c6 thé 1én t6i hang trim GB), viéc phan tich log

thu cong tré nén khong kha thi, doi hdi cac phuong phap tu dong hoa va tri tu¢ nhan tao.
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Bét thuong (anomaly) trong log c6 thé duoc dinh nghia 13 cac su kién hoic chudi sy
kién trong log ma hanh vi cua chung 1éch khoi miu binh thudng cua hé théng. Trong ngit
canh log hé thdng, anomaly c6 thé biéu hién dudi ba hinh thirc chinh: Point Anomaly (mot
log entry don 1& ¢ gia tri bat thuong), Contextual Anomaly (mot log entry 13 bat thuong
trong mot ngit canh cu thé nhung cé thé binh thuong trong ngir canh khac), va Collective
Anomaly (mdt tap hop cac log entries 1a binh thudng khi xem riéng 1é nhung tao thanh mau
bat thudng khi xem ciing nhau).

Viéc phat hién sém 13i tiém an c6 ¥ nghia rat quan trong d6i v6i van hanh hé thong,
giip giam thiéu downtime, bao vé dit liéu, ddm bao an toan va cai thién hiéu suit. Viéc bo
sot hodc phat hién mudn cac 16i tiém an cé thé din dén hau qua nghiém trong nhu
downtime, mat dir liéu, vi pham bao mat va thi¢t hai tai chinh.

1.1.3 Khoang trong nghién ctru

Mic di c6 nhiéu nghién ctru vé phat hién bat thuong trong log, van con nhiéu khoang
trbng va thach thtrc can giai quyét. Phuong phap dua trén quy tic truyén théng cé nhimng
han ché c¢6 hiru nhu khéng phat hién dugc 161 méi, ty 16 duong tinh gia cao, chi phi bao tri
va khong hiéu ngit canh. Hoc khong giam sat cho phép phat hién anomaly ma khong can di
liéu c6 nhan, nhung van con nhiéu thach thire vé chat lugng dir liéu, diéu chinh ngudng, kha
nang giai thich va tong quéat hoa. Hé thong hién dai thudng cé nhiéu ngudn log khac nhau va
da dinh dang, tao ra thach thac 16n trong viéc xtr ly va phan tich. Nhiéu phuong phép hién
tai duoc thiét ké cho cac tap dit liéu cu thé hoic loai log cu thé, thiéu kha ning tong quat
hoa.

1.2 Pic diém va phan loai log
1.2.1 Pic diém dix liéu log

Log hé théng co nhiing dac diém riéng biét so vai cac loai dir li€u khac, tao ra nhiéu
thach thirc trong viéc xir Iy va phan tich. He et al. d4 chi ra rang log hé thong c6 bdn dic
diém chinh: tinh tuan ti theo thoi gian (log duoc sinh ra lién tuc theo thoi gian, tao thanh
chudi sy kién c6 tinh tuan tu va phu thudc thoi gian), tinh khong déng nhét (log tu nhiéu
ngudn khac nhau c¢6 dinh dang khac nhau), tinh du thira va nhiéu (log chira nhiéu thong tin
lap lai va nhiéu), va khéi luong 16n (hé théng hién dai c6 thé tao ra hang tri¢u, tham chi

hang ty log entries mdi ngay).



1.2.2 Cau triic log dién hinh

Mot log entry dién hinh thudng bao gdm cac thanh phan sau: ddu thoi gian (thoi
diém su kién xay ra), muc log (TRACE/DEBUG, INFO, WARN, ERROR,
FATAL/CRITICAL), thanh phan/ngudn (thanh phan hoic mé-dun tao ra log), thong bao (ndi
dung chinh cia log entry), va ngit canh/siéu dit liéu (thong tin bd sung nhu dia chi IP, ma

nguoi dung, ma phién, ma yéu cau, dau vét ngan xép).

1.2.3 Phin loai 15i hé thong

Khi lam viéc v6i hé théng phu trg, chiing ta thudng xuyén giap phai nhiéu loai 16i
khac nhau. Cac loai 15i hé thong bao gdm: 13i crash (hé théng hodc tng dung dimg dot
ngot), qua tai tai nguyén (CPU, RAM, I/O vuot qua kha ning xir 1y), 16i timeout (mot thao
tac khong hoan thanh trong thdi gian cho phép), ngoai 1¢ va 16i (cac 16i duoc ném bdi ma
tmg dung), va biéu hién bit thuong theo thoi gian (su két hop cua nhiéu log entries tao
thanh mau léch khoi binh thuong). Cac loai 16i hé théng c6 thé duoc phan loai theo ba loai
bat thudng chinh: bat thudng diém, bit thudong ngir canh, va bat thudng tip thé.

1.3 Cac phwong phap phat hién bat thuong
1.3.1 Phuong phép dua trén quy tic (truyén thong)

Phuong phap dua trén quy tic 13 phuong phép truyén thong nhat, dua trén cac quy
tic dinh sin dé phat hién bat thuong. Céac ki thuat pho bién bao gdm khdp biéu thic chinh
quy, khép tir khoa, khop mau, va dua trén ngudng. Uu diém ctia phuong phap nay 1a don
gian, hiéu qua, chinh xé4c cho 18i da biét, kha nang giai thich va thoi gian thyc. Tuy nhién,
nhuoc diém 13 khong phat hién duoc 16i mai, ty 16 duong tinh gia cao, chi phi bao tri, khong
hiéu ngir canh va khong c6 kha ning mé rong.

1.3.2 Phwong phap dua trén tri tué nhan tao (hoc may & hoc sau)

Phuong phép hoc may cb dién s dung cac thudt toan nhu phan cum (K-means,
DBSCAN, Isolation Forest), phuong phap théng ké (Z-score, phan trim), va May vector hd
trg (SVM). Céc phuong phap nay di tu dong hoa hon phuong phap dua trén quy tic nhung
van can ky thuat dic trung thu cong va kho xu 1y duogc dir li€u tudn tu va phu thudc ngtr
canh trong log.

Autoencoder 12 mdt mang no-ron co cAu tric encoder-decoder, dugc thiét ké dé hoc
biéu dién nén cua dir liéu dau vao. Trong bdi canh phat hién bat thuong log, encoder nén

biéu dién vector log vao khong gian tiém an, decoder tai tao biéu dién vector log tur bi€u
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dién tiém an, va 15i tai tao duoc st dung dé phan loai: log binh thuong co 13i tai tao thép,
log bat thudng c6 161 tai tao cao. Uu diém cta Autoencoder 13 hoc khong giam sat, phat hién
16i méi, ty dong hoc dic trung va hiéu qua. Nhugc diém 1a can diéu chinh ngudng can than,
c6 thé bo sot cac bat thuong tinh vi, kho hoc phu thudc dai han va khong hoc duoc ngir
nghia va ngit canh cua log.

LogBERT la mot mo6 hinh dya trén Transformer dugc thiét ké dic biét cho phat hién
bat thuong log, dya trén kién tric BERT. LogBERT st dung kién trac BERT-base vdi cac
thanh phan chinh: phan doan tir, biéu dién vector, khdi transformer, va dau ra. Uu diém cta
LogBERT 14 hiéu qué cao, hiéu ngit nghia, hoc chuyén giao, phu thudc dai han va tong quat
hoa. Nhuogc diém 1a t6n tai nguyén hon Autoencoder, do phirc tap huan luyén, kha ning giai
thich va yéu cau tap dir liéu 16n.

1.3.4 So sanh phwong phap

Vé hiéu ning so véi d6 phtic tap: Phuong phap dua trén quy tic c6 hiéu ning thap va
do phuc tap thap, hoc mdy co dién c6 hiéu ning trung binh va do phirc tap trung binh,
Autoencoder ¢6 hiéu ning cao va do phirc tap trung binh, LogBERT c¢6 hiéu ning rat cao va
do phuc tap cao. V& hiéu ning so v6i str dung tai nguyén: Phuong phap dua trén quy tic co
tai nguyén thip va hiéu ning thip, Autoencoder co tai nguyén trung binh va hiéu ning cao,
LogBERT c6 tai nguyén cao va hiéu ning rat cao.

1.4 Pipeline tri tué nhén tao cho phat hién bat thuwong tir log

Pipeline xtr 1y log dé phat hién bat thudng bang tri tué nhan tao 13 mot quy trinh tong
thé bao gébm nhidu budc tir thu thap log dén canh bao. Pipeline trong nghién ctru niy bao
gdém 6 budc chinh: (1) Thu thap log - Log dugc thu thap tir file logs hodc hang doi tin nhin
(Apache Kafka); (2) Tién xtr Iy - Chuén hoéa dinh dang, loc nhidu, va xtr Iy du thoi gian; (3)
Phan tich ct phéap log - Sir dung Drain parser dé trich xuat mau va tham sé tir log messages;
(4) Phan doan tir & Biéu dién vector - Phan doan tir cp tir vdi Word2Vec cho Autoencoder,
phan doan tir cap tir con v6i BERT tokenizer cho LogBERT; (5) Huan luyén/Suy luan mé
hinh - Autoencoder tdi thiéu hoa 15i tai tao, LogBERT tinh chinh tir BERT di duoc tién
huén luyén; (6) Panh gid & Canh bdo - Péanh gid véi dd chinh xéc, dd nhay, diém F1,

ROC-AUC, ma tran nham 1an va canh bao qua bang diéu khién, email, va Telegram.



(1) Log Collection
Thu thap log tlr cac ngudn

(2) Preprocessing
Tién x(r ly va chuén héa

(3) Parsing
Phan tich cl phap log

(4) Tokenization &
Embedding
Phan doan tir va biéu dién
vector

(5) Model Inference
Suy luan md hinh

l

(6) Evaluation & Alerting
Dénh gia va canh bao

Hinh 1.1: Flowchart minh hoa pipeline xir Iy log 6 budc: (1) Thu thap log, (2) Tién xt 1y,
(3) Phén tich ca phap, (4) Phan doan tir & Biéu dién vector, (5) Suy ludn mé hinh, (6) Panh
gid & Canh bdo.

1.5 Két luan chwong 1

Chuong mot di trinh bay nén tang 1y thuyét va bdi canh nghién ctru vé bai toan phat
hién bat thuong trong log hé thong. Chuong d3 gidi thiéu cac dic diém cua log hé thong,
phan loai cac loai 16i, va so sanh cic phuong phap phat hién bat thudng tir dia trén quy tic
dén dua trén tri tué nhan tao. Pipeline tri tu¢ nhan tao cho phat hién bat thuong da dugc mo

ta, cung véi 1y do lya chon Autoencoder va LogBERT lam hai m6 hinh nghién ctru chinh.
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Chuong nay ciing da téng hop cac nghién ciru lién quan va néu rd cac dong gbp cua dé an
t6t nghiép, bao gém so sanh toan dién giita Autoencoder va LogBERT, hé thdng thoi gian
thuc end-to-end, va cac thyc hanh tét nhét cho trién khai thyc té. Cac noi dung trong chuong

nay tao nén tang viing chic cho viéc xdy dung va danh gia mo hinh trong Chuong 2.
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CHUONG 2: XAY DUNG MO HINH

2.1 Kién tric pipeline dir liéu
2.1.1 Tong quan pipeline

Pipeline xur 1y dit lidu log 12 budc dau tién va quan trong trong viéc xay dyng mo
hinh phét hién bat thuong tir log hé thdng. Log duoc thu thap tir cac ngudn khac nhau cd
dinh dang khac nhau, do d6 can chuan héa vé dang mau théng nhét dé co thé xur ly bﬁng cac
k¥ thuat hoc may. Pipeline xir Iy dir liéu trong nghién ctru ndy bao gdm ba budc chinh: (1)
Phén tich ct phép log - trich xudt mau tir log message, (2) Phan doan tir - chia log message
thanh cac tokens c6 thé xtr Iy duoc, va (3) Biéu dién vector - chuyén ddi tokens thanh biéu

dién vector phu hop véi dau vao cua mo hinh.

Raw Log Entries . Templates .
L tries th3 Log Parsing MBu log d5 Tokenization
og entries tho » au log da —
g entries I (Drain3) o8¢ (Word/BERT)
khong cau truc chuan hoa
g T;(L;ens. . Embedding Vec;?: Rzp:esent:\tions
— ac don vi —> iéu dién vector
. (Word2Vec/BERT) -
da phan doan 128/384 chiéu

Hinh 2.1: Minh hoa pipeline xir 1y dir liéu log tir log entries thé dén biéu dién vector, bao
gdm cac budc: phan tich ¢l phap, phan doan tir, va biéu dién vector.
2.1.2 Phan tich cu phap log

Phén tich ct phap log 1a budc dau tién trong pipeline, ¢ nhiém vu trich xuat mau
(pattern) tir log message va tach biét phan ¢ dinh (hiang s6) va phan bién ddi (bién). Trong
nghién ctru nay, dé an sir dung Drain parser, mét trinh phan tich log truc tuyén véi ciu triic
ciy do sau cb dinh. Két qua phan tich ct phap cho thdy hiéu qua tét: v6i tap dir liéu HDFS,
tong sb log entries 13 khoang 11,000,000, s6 lwong miu duy nhat 12 khoang 500, ty 1¢ thanh
cong phan tich cti phap 12 hon 99%, va thoi gian phan tich cti phap 1a khoang 0.1ms mdi log
entry. Véi tap dit lieu BGL, tong s6 log entries 1a khoang 4,700,000, s6 lugng mau duy nhat
la khoang 400, ty I¢ thanh cong phan tich ci phéap 1a hon 98%, va thoi gian phan tich cu
phép 1a khoang 0.15ms mdi log entry.
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2.1.3 Phén doan tir va biéu dién vector

Phén doan tir 1a qua trinh chia log message thanh cac don vi nho hon (tokens) ¢ thé
xu ly duge bo1 mo hinh hoc may. Co6 hai phuong phap phan doan tir chinh dugc st dung:
phan doan tir cap tir (chia log message thanh céc tir riéng biét, phu hop cho Autoencoder) va
phan doan tir cap tir con (st dung BPE hodc WordPiece, pht hgp cho LogBERT).

Biéu dién vector 13 qué trinh chuyén dbi tokens thanh biéu dién vector c6 thé sir dung
1am dau vao cho mé hinh hoc may. Autoencoder sir dung biéu dién vector Word2Vec dé tao
vector kich thudc cd dinh cho mdi log entry. LogBERT sir dung biéu dién vector BERT v&i
token embeddings, position embeddings, va segment embeddings. V&i tap dir licu HDFS,
Word2Vec str dung kich thudce tor vung khoang 5,000 tr, chiéu biéu dién vector 1a 128, va
thoi gian huan luyén 13 khoang 10 phut (trén CPU). LogBERT st dung mé hinh
distilbert-base-uncased, kich thudc an 1a 384, s6 tham sb 1a khoang 66M, va thoi gian suy
luan 1a khoang Sms mdi log entry (trén CPU).

Bang 2.1: Thong ké tap dir liéu sau tién xur ly

Dataset Train Validation Test Total Vocabulary Vocabulary Parsing
Templates Size (Word) Size (BERT) Success
Rate
HDFS 7.7T™M 1.65M 1.65M 500 5,000 30,522 99.2%
BGL 3.3M 0.7M 0.7M 400 4,500 30,522 98.5%

2.2 Kién triic tong thé hé thong

Hé théng phat hién bat thuong trong log duoc thiét ké theo kién trac pipeline thoi
gian thuc st dung Apache Kafka lam ha ting truyén dit liéu. Pipeline duoc thiét ké dé xu 1y
ludng log lién tuc voi do tré thap va kha ning mé rong cao, dap Gmg yéu cau ctia moi truong
san xuat. Kién trac hé thdéng duoc xdy dung dwa trén cic nguyén tic: Kién tric
Microservices (mdi thanh phan dugc tach thanh dich vu doc 1ap), Kién trac hudng sy kién
(st dung Apache Kafka lam message broker), Containerization (tét ca dich vu duoc
containerized bang Docker), va Xt Iy bat dong bo giita cac dich vu thong qua Kafka topics.

Kién trac tong thé bao gdm: Message Broker (Apache Kafka), Microservices (Log
Producer, Preprocessor, Model Service, Alert Service), Containerization (Docker va Docker

Compose), va X Ly Bat Dong Bo. Ludng dit liéu trong pipeline thoi gian thuc: Log
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Producer — [Kafka: Topic: raw-logs] — Preprocessor — [Kafka: Topic: processed-logs] —

Model Inference Service — [Kafka: Topic: alerts] — Alert Service — Dashboard / Canh

bao.
Preprocessor
raw-logs .
Service
(Parsing, Tokenization,
] Embedding)
Kafk processed-logs
Log Producer arka ol
. Message Broker
Dboc log tur —raw-logs—» . —processed-logs
. . (Topics: raw-logs, ~|
cac nguon .
processed-logs, alerts) Model Service
(Autoencoder/LogBERT
Inference)
alerts

alerts— » Alert Service
(X ly canh béo)

Hinh 2.2: Kién triic tong thé cua pipeline thoi gian thyc phét hién bat thuong trong log.

Hé théng st dung Kafka lam message broker, vdi cac dich vu doc 1ap cé thé mo rong riéng
biét.
2.3 Chon mo hinh Autoencoder va LogBERT

Viéc lya chon md hinh cho phat hién bat thuong log 1a mot quyét dinh quan trong
anh huong dén hiéu qua, kha ning trién khai, va chi phi van hanh cta hé thong. Trong
nghién ctru ndy, dé 4n chon hai md hinh: Autoencoder 1am mé hinh co s¢ va LogBERT lam
mo hinh chinh.

Autoencoder duoc chon 1am mé hinh co s¢ do tinh don gian (kién trac don gian, dé
trién khai va g& 16i), hiéu qua (di dugc ching minh hiéu qua trong phat hién bt thuong
log), 1am mo hinh co s¢ tot dé so sanh v6i LogBERT, va hiéu qua tai nguyén (khong can
GPU manh, huin luyén nhanh, phu hop v&i moi truong han ché tai nguyén). Autoencoder
hoat dong dwa trén nguyén 1y tai tao: mé hinh hoc cach nén dau vao vao khong gian tiém an
va sau d6 tai tao lai dau vao tir biéu dién tiém an. Log entries binh thuong c6 15i tai tao thap
vi mé hinh di hoc dugc mau ciia chung, trong khi log entries bat thuong co 13i tai tao cao vi
mo hinh chua gip mau twong ty trong qua trinh huan luyén.

LogBERT duoc chon 1am mé hinh chinh do hiéu qué cao (hiéu ning hang dau), hiéu

ngir nghia (hoc dugc ngit nghia va ngit canh caa log), hoc chuyén giao (sir dung trong s6
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BERT da duoc tién huan luyén), phu thudc dai han (xir 1y t6t phu thudc trong chudi log), va
tinh chinh (c6 thé tinh chinh cho mién cu thé). LogBERT hoat dong dwa trén kién tric
BERT véi tinh chinh cho nhiém vu phat hién bat thuong. M6 hinh sir dung kién triic
transformer v6i multi-head self-attention dé hoc biéu dién hai chiéu cta chudi log.

2.4 Quy trinh hun luyén va tinh chinh

Qua trinh huén luyén duoc thuc hién trén hai moéi truong khac nhau: moi truong cuc
bd cho kiém thtr va kiém dinh ban du, va Google Colab cho huin luyén tap dit liéu day di.
Huén luyén dugc thuc hién trén hai tap dir li€u chuén: Tap dit liéu HDFS véi ~11 triéu log
entries (ty 1& bat thuong ~5.2%), va Tap dir lidu BGL véi ~4.7 triéu log entries (ty 18 bat
thudng ~7.4%). Tap dir liéu dugc chia thanh huan luyén (70%), kiém dinh (15%), va kiém
tra (15%) theo thur ty thoi gian.

Autoencoder dugc huin luyén theo phuong phap hoc khong giam sat, chi st dung
log binh thudng dé huin luyén. Muc tiéu 1a t6i thiéu hoa 15i tai tao (MSE) giita dau vao va
dau ra tai tao. K&t qua huan luyén trén Tap dit lieu HDFS: thoi gian huén luyén ~2 gio (50
epochs, CPU), mit mat kiém dinh tot nhat 0.0000215 (42 epochs), sir dung bo nhé ~2GB.
Két qua trén Tap dit liéu BGL: thoi gian hudn luyén ~1.5 gid (50 epochs, CPU), mat mat
kiém dinh t6t nhat 0.0000234 (42 epochs).

LogBERT duogc tinh chinh tir trong s6 DistilBERT da dugc tién huan luyén cho
nhiém vu phat hién bt thuong. Két qua huan luyén trén Tap dir liéu HDFS: thoi gian huin
luyén ~12 gid (10 epochs, GPU T4), mat mat kiém dinh tot nhat 0.000521 (8 epochs), st
dung bd nhd ~8GB (VRAM GPU). Két qua trén Téap dir liéu BGL: thoi gian huén luyén ~10
gio (10 epochs, GPU T4), mat mat kiém dinh t6t nhat 0.000534 (8 epochs).

Tinh chinh siéu tham sé duoc thuc hién bang tim kiém ludi dé cai thién hiéu ning.
CAu hinh tbt nhat cho Autoencoder: Tdc do hoc 5e-3, Chiéu tiém 4n 64, Lop an [512, 256,
128, 64], Kich thudc 16 32. Cau hinh tot nhat cho LogBERT: Téc d6 hoc 2e-5, Kich thudc
ctra s6 512, Kich thuéc 16 32. Tinh chinh siéu tham s6 da cai thién diém F1 cia
Autoencoder thém 2.4% va cia LogBERT thém 2.2%.

2.5 Chi s6 danh gia

Pé danh gia hiéu qua ctia cac mo hinh phat hién bt thuong, dé an st dung cac chi sb
danh gia chudn trong linh vuc hoc mdy va phat hién bat thudng, bao gdm: Do chinh xac
(Precision), Do nhay (Recall/Sensitivity), Piém F1 (F1-Score), Po chinh xac tong thé
(Accuracy), ROC-AUC (Area Under ROC Curve), PR-AUC (Area Under Precision-Recall
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Curve), va Ma tran nham 14n (Confusion Matrix). Cac mé hinh hoc khong giam sat thudng
xuét ra diém bit thuong (anomaly score) thay vi nhan phan loai truc tiép, do d6 can chon
ngudng dé phan loai log thanh binh thudng hodc bt thudng. Pé an sir dung phuong phap
dua trén phan trim (percentile-based method), chon ngudng 13 phan trim thtr 95 cua diém

bat thudng trén tap validation.

2.6 Két luén chwong

Chuong 2 di trinh bay qua trinh xay dung mo hinh phat hién bat thuong trong log hé
thdng str dung k¥ thuat tri tué nhan tao. Chwong di hoan thanh céc ndi dung chinh vé
pipeline xur 1y dir liéu, lya chon mé hinh, quy trinh huan luyén va tinh chinh siéu tham sé.
Cac ndi dung trong chuong ndy tao nén tang virng chic cho viéc danh gia va so sanh hiéu

qua ctia cac mo hinh trong Chuong 3, ciing nhu trién khai hé thdng pipeline thoi gian thyc.
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CHUONG 3: PANH GIA VA THUC NGHIEM

3.1 D4nh gia két qua md hinh
3.1.1 Két qua danh gia - Tap dir liéu HDFS

Autoencoder dugc danh gid trén tap kiém tra HDFS véi 1,650,000 log entries
(1,550,000 binh thuong, 100,000 bat thuong). Chi sé: DO chinh xac 0.8824, Do nhay
0.8234, Piém F1 0.8518, B¢ chinh xac 0.9785, ROC-AUC 0.9234, PR-AUC 0.7845. Ma
tran nham lan: TP 82,340, FP 11,120, TN 1,538,880, FN 17,660.

LogBERT duoc danh gia trén cing tap kiém tra HDFS. Chi s6: Do chinh xac 0.9234,
Do nhay 0.9345, Piém F1 0.9289, P9 chinh xac 0.9887, ROC-AUC 0.9765, PR-AUC
0.8945. Ma tran nham 1an: TP 93,450, FP 7,780, TN 1,542,220, EN 6,550.

Cai thién ctia LogBERT so véi Autoencoder: B9 chinh xac +4.6% (0.92 vs 0.88), B0
nhay +13.5% (0.93 vs 0.82), Piém F1 +9.1% (0.93 vs 0.85), ROC-AUC +5.7% (0.98 vs
0.92), Duong tinh gia -30% (7,780 vs 11,120), Am tinh gia -63% (6,550 vs 17,660).
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ROC Curve - Autoencoder - HDFS
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Hinh 3.1: Budong cong ROC cho Autoencoder va LogBERT trén dataset HDFS.
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Két luan: Pudng cong cang gan goc trén bén trai (AUC cang cao) thi md hinh cang tot.
LogBERT c6 AUC = 0.9765, cao hon Autoencoder (0.9234) 5.7%, cho thiy kha ning phan
loai t6t hon & moi ngudng. Picu nay cé nghia 1a LogBERT c6 thé phat hién nhiéu bat

thuong hon véi it false alarm hon.

Bang 3.1: So sanh két qua md hinh trén dataset HDFS

M6 Hinh Precisi Rec F1-S RO PR- TP FP TN FN
on all core C-A AUC
uc

Autoenco 0.8824  0.82 0.85 092 0.78 82,3 11,1 1,538, 17,6
der 34 18 34 45 40 20 880 60

LogBERT 0.9234 0.93 092 097 0.89 93,4 7,78 1,542, 6,55
45 89 65 45 50 0 220 0

Improvem  +4.6% +13. +9.1 +5.7  +14. +13. -30.0 +0.2% -63.0
ent 5% % % 0% 5% % %

Két luan: LogBERT vuot troi hon Autoencoder trén tat ca cac chi so, dic biét 1a Recall va
giam False Negatives. Diéu nay cho thdy LogBERT phu hop hon cho cac tmg dung
production noi viéc phat hién day du cac bat thuong 1a vu tién hang dau.
3.1.2 Két qua danh gia - Tap dix liéu BGL

Autoencoder duoc danh gia trén tap kiém tra BGL véi 705,000 log entries (645,000
binh thudng, 60,000 bit thudng). Chi s6: Do chinh xac 0.8654, Do nhay 0.7856, Diém F1
0.8234, Bo chinh xac 0.9723, ROC-AUC 0.9123, PR-AUC 0.7654. Ma tran nham 1an: TP
47,136, FP 7,320, TN 637,680, FN 12,864.

LogBERT dugc danh gia trén cung tap kiém tra BGL. Chi s6: D¢ chinh xac 0.9123,
Do nhay 0.9234, Piém F1 0.9178, P chinh xac 0.9856, ROC-AUC 0.9734, PR-AUC
0.8845. Ma tran nham 1an: TP 55,404, FP 5,340, TN 639,660, FN 4,596.

Cai thién cua LogBERT so vd1 Autoencoder: PO chinh xac +5.4% (0.91 vs 0.87), Bo
nhay +17.5% (0.92 vs 0.79), Diém F1 +11.5% (0.92 vs 0.82), ROC-AUC +6.7% (0.97 vs
0.91), Duong tinh gia -27% (5,340 vs 7,320), Am tinh gia -64% (4,596 vs 12,864).
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3.1.3 Phan tich két qua

Két qua danh gia cho thdy LogBERT vuot trdi hon Autoencoder trén ca hai tap dit
liédu HDFS va BGL. Trén tap dir licu HDFS, LogBERT dat diém F1 0.9289 so véi 0.8518
cua Autoencoder, cai thién 9.1%. Trén tap dir licu BGL, LogBERT dat diém F1 0.9178 so
v6oi 0.8234 cua Autoencoder, cai thién 11.5%. Dac biét, LogBERT giam False Negatives
63-64% so voi Autoencoder, rit quan trong trong moi trudng san xuat.

V& hiéu ning: Autoencoder c6 thong lugng cao hon (1000 vs 800 logs/gidy) va do tré
thip hon (250 vs 280ms) do kién trac don gian hon. Tuy nhién, LogBERT van dat thong
lugng va do tré chép nhan duoc cho hau hét méi trudng san xuét. Vé st dung tai nguyén:
Autoencoder ~200MB bg nh¢, 15-25% CPU, khong can GPU. LogBERT ~2GB b6 nhg,
30-40% CPU, 30-50% GPU (néu co).

Bang 3.3: Tong hop két qua trén dataset HDFS

Mo Hinh Precisio  Recal F1-Sc¢  ROC- Accurac Throughp Latenc
n | ore AUC y ut (logs/s) y (ms)
Autoencod 0.8824 0.823 0.851 0.923 0.9785 1000 250
er 4 8 4
LogBERT 0.9234 0.934 0.928 0.976 0.9887 800 280
5 9 5
Improveme +4.6% +13.5 +9.1 +5.7 +1.0% -20% +12%
nt % % %
Két luan:

e Néu uu tién d6 chinh x4c va phat hién ddy du bat thuong: chon LogBERT.
e Néu vu tién hiéu ning va throughput cao: chon Autoencoder.
e Trong hiu hét truong hop production, LogBERT duoc khuyén nghi vi d6 chinh xac
cao hon dang ké, va hiéu nang (800 logs/s, 280ms) van dii cho hau hét hé théng.
3.1.4 Nhan xét va danh gia
Duya trén két qua thir nghiém, LogBERT cho thay hiéu qua t6t hon vé tong thé vi do
chinh x4c cao hon dang ké (diém F1 cao hon 9-11%, d6 nhay cao hon 13-17%), am tinh gia

thip hon (giam 63-64%, rat quan trong trong san xuat), hiéu ning chap nhan duge (800
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logs/gidy va 280ms do tré van du cho hau hét moi trudng san xuat), va co thé mo rong. Tuy
nhién, Autoencoder van 1a lya chon phu hop cho cac mdéi truong han ché tai nguyén, yéu
cau thong luong cao (>1000 logs/gidy), va cac hé thong khong c6 GPU.

3.2 Thiét ké va trién khai pipeline thoi gian thuy

3.2.1 Cai dit va trién khai cac thanh phan

Dé 4an sir dung Docker Compose dé trién khai toan bo hé théng. Thiét 1ap bao gém:
Zookeeper (quan 1y metadata cum Kafka), Kafka (message broker cho ludng log), va Dich
vu (Log Producer, Preprocessor, Model Service, Alert Service). CAu hinh Kafka: Tao 3
topics: raw-logs, processed-logs, alerts. Mdi topic c6 3 phan ving dé kha ning mé rong, hé
s6 sao chép = 1 (nat don), luu trir 1 ngdy. Tat ca dich vu sit dung Python 3.11 lam hinh anh
co s&. Cac phu thudc bao gdm PyTorch, Transformers, Kafka-Python, Drain3, Gensim.
3.2.2 Danh gia hiéu nang cia pipeline

Panh gia hiéu ning hé théng bao gom théng luong, do tré, sir dung tai nguyén, va
kha ning mé rong cia pipeline thoi gian thuc. Pipeline dugc kiém thir v6i cac muc tai khac
nhau dé x4c dinh thong luong tbi da, do tré end-to-end, sir dung tai nguyén, cac diém nghén,
va kha nang m¢ rong.

Vé thong lugng: Pipeline c6 thé xtr Iy dén 1000 log/gidy (Autoencoder) hodc 800
log/gidy (LogBERT) ma khong co bottleneck. Khi tai ting cao (>2000 log/s), bd tién xu 1y
tré thanh diém nghén do chi phi phan tich ct phap va biéu dién vector. Suy luan mé hinh tré
thanh diém nghén khi tai rat cao (>5000 log/s), dic biét cho LogBERT.

Vé d6 tré: End-to-end latency < 300ms (Autoencoder) va < 350ms (LogBERT) la
acceptable cho phat hién bat thudng trong thoi gian thuc. Model inference 1a component
chiém phan 16n latency cho LogBERT (100ms vs 50ms cho Autoencoder). Latency ting nhe
khi load cao do queueing delay.

Vé sir dung tai nguyén: Preprocessor str dung CPU cao nhét do parsing va embedding
overhead. Model Service (LogBERT) sir dung memory cao nhit do BERT model size
(~110M parameters). Total CPU usage < 100% cho single core, cho thiy co thé scale
horizontal.

Vé kha ning mo rong: Pipeline duoc kiém thir voi nhiéu instance ctia mdi dich vu.
Throughput ting gan tuyén tinh (2.5x véi 3 instances). Latency giam nhe do load balancing.

Resource usage distributed across instances.
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3.2.3. Théch thirc khi trién khai thue té va dé xuat

Céc thach thuc khi trién khai thyuc té bao gém: thach thirc vé hiéu ning (d6 tré cua
Kafka, chi phi suy ludn mé hinh, chi phi tién xir 1y), thach thirc vé tai nguyén (sitr dung bod
nhd, yéu cau GPU, st dung CPU), thach thirc vé kha ning mo rong (Kafka Broker don, dich
vu instance don, Kafka Partitions), va thach thirc vé dit liéu va van hanh (chét lugng dir liéu,
bién thé dinh dang log, giam sat va canh bao).

Pé an di dé xuat cac phuong 4n trién khai thyc tién, bao gdm: lwa chon mé hinh (str
dung LogBERT néu do chinh xac 13 wu tién, sir dung Autoencoder néu thong luong 1a uu
tién), toi wu hoa (xir Iy theo 16 dé tang thong luong, ting tdc GPU cho LogBERT, diéu chinh
Kafka partitions), va giam sat (giam sat thong luong, do tré, st dung tai nguyén, thiét lap
canh bao cho cac diém nghén, kiém thir hiéu nang dinh ky).

3.2.4. Két luan chuwong

Chuong 3 da trinh bay két qua danh gia cac mo hinh da xay dung va trién khai hé
thdng pipeline thoi gian thuc. Chuong di hoan thanh cac ndi dung chinh vé danh gia két qua
mo hinh, thiét ké va trién khai pipeline thoi gian thyc, danh gia hiéu nang, va phan tich cac
thach thirc va khuyén nghij. Cac két qua trong chuong nay chimg minh tinh kha thi va hiéu
qua cua hé thong phat hién bit thudng trong log sir dung tri tué nhén tao, dic biét phi hop

v6i cac doanh nghi¢p vira va nho véi yéu cau trién khai thyc té.
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KET LUAN
Pé 4n nay tip trung xay dung va danh gia hé thong phat hién bat thudong trong log hé
thong str dung k¥ thuat tri tué nhan tao. Dé an d3 hoan thanh cac ndi dung di dang ky theo
dé cuong, cu thé bao gom:
e Nghién ciru vé bai toan phat hién bat thuong trong log hé thdng, cac phuong phap
phat hién bat thuong tir dua trén quy tdc dén dya trén tri tué nhan tao;
e Nghién ctru vé pipeline xir Iy log, cac phurong phap phan tich ct phap, phan doan tir,
biéu dién vector, va cdc mé hinh hoc siu nhu Autoencoder va LogBERT;
e Xiy dung va danh gia mo hinh phat hién bat thudng dya trén Autoencoder va
LogBERT trén cac tap dir liéu HDFS va BGL;
e Thiét ké va trién khai hé thng pipeline thoi gian thuc sir dung Apache Kafka va
Docker.

Két qua nghién ctru cho thdy LogBERT vuot trdi vé d6 chinh xac (diém F1 cao hon
9.1% trén HDFS va 11.5% trén BGL, d6 nhay cao hon 13.5-17.5%), trong khi Autoencoder
¢6 vu thé vé hiéu ning (thong lugng cao hon 25%, do tré thap hon 12%, sir dung bd nhé
thap hon 90%). Pipeline dat thong lugng 1000 log/gidy (Autoencoder) hodc 800 log/gidy
(LogBERT) voi d6 tré < 300ms, du cho hau hét cic tmg dung thoi gian thyc. Hé thong
demo di dugc trién khai thanh cong véi Docker Compose va kiém thir voi dit liéu giéng
moi trudng thyc tién doanh nghiép, chimg minh kha nang trién khai thyc té cho cac doanh

nghi¢p vira va nho.
Dua trén céc két qua thu dugc, d€ an con c6 thé phat trién theo cac hudng nhu sau:

e Tich hop hoc truc tuyén dé mé hinh thich tng v6i log méi trong thoi gian thuc;

e Thém kha nang giai thich cho du doan, str dung tryc quan hoa chu y cho LogBERT;

e Xir Iy log tir nhiéu ngudn khac nhau véi phan tich ct phép thich ung;

e Cai thién kich thuéc mé hinh va thoi gian suy luan bang luong tir hoa, cét tia, hodc
chung cat kién thuc;

e Trién khai cum Kafka véi nhiéu broker va hé sé sao chép > 1 dé dam bao tinh sén
sang cao;

e Danh gid trén nhiéu tap dit licu hon tir cac linh vuc khéc nhau va kiém thir trong moi

truong thyc tién doanh nghiép véi cac dit licu thuc.
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