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MO PAU
1. Ly do chon dé tai

Trong ky nguyén s hién nay, cac h¢ thdng cong nghé théng tin (CNTT) ngay
cang tré nén phic tap va phén tan. M®i thanh phén trong hé théng — tir may chu, ung
dung, middleware dén thiét bi mang — déu lién tuc sinh ra cac ban ghi hoat dong (log)
vé6i dung hrgng khong 16. Theo nghién ciru ctia Xu va ddng nghiép [1], c4c trung tim
dit liéu hign dai c6 thé tao ra hang tram GB log mdi ngy, khién viéc gidm sat thd cong
gan nhu khéng kha thi, Log kh6ng chi don thudn 14 dit 1iéu ghi nhén qué trinh van hanh,
ma con 13 ngudn thong tin quan trong giap chin doén s cb, gidm sat hidu sudt va dam
bao an toan hé théng. Tuy nhién, viéc phan tich log theo céch truyén théng — dua trén
quy tic c¢b dinh hoic thao tic tha cdng — ngdy cang tré nén bit cp trude su gia ting vé&
quy mé va tinh da dang ctia dit liéu log. Nhing 18i tiém 4n c6 thé khong dé lai d4u hiéu
16 rang, din dén nguy c¢o bé sot néu chi dua vao logic dinh sén.Trong bdi canh do, viée -
tmg dung tri tu¢ nhén tao (Al), dic biét 1 cic m6 hinh hoc may (machine learning)
khéng giam sét, dang ndi lén nhu mét giai phap tiém nang d& tr dong phat hién cac hanh
vi bét thudng (anomalies) va canh bdo sém nguy co trude khi sy ¢b thue sy xay ra. Cdc
mé hinh nhe LogBERT (Zhang [9]) hay Autoencoder/LSTM dang cho thiy kha néng
phat hién hidu qua céc bt thudng trong chudi log ma khong cin gan nhan thu cong.
Chinh vi vay, dé tai “Phén tich log hé théng dé phat hién 15 tiém 4n bing ATI” duge lya
chon nham huréng téi mot giai phdp c6 kha ning tng dung cao trong thye &, gép phin

néng cao tinh on dinh, an toan va hi¢u qua vin hanh cta cac hé théng CNTT hién dai.
2. Tong quan ve van dé nghién ciu

Phén tich log hé théng 13 mét linh virc da duoc quan tim tir 14u trong nganh
CNTT. Trong giai doan dau, cic phuong phép chi yéu dya trén rule-based hodic phan
tich théng ké dé phét hién miu 18i 13p lai. V§i sy phét trién manh m& cia hoc may, dic
biét trong x1t Iy ngdn ngit ty nhién (NLP), nhiéu mé hinh d3 duoc émg dung nhim trich
xut dic trung tir log va xdy dung co ché canh bao thong minh. Mot sb huong nghién
ctru ndi bat gbm sir dung clustering dé gom nhém log tuong ddng nhiam phat hién log

bat thudng, 4p dung deep learning nhw Autoencoder, LSTM, Transformer dé hoc biéu




2
di®n ngit nghia log, va két hop phan tich chudi thoi gian véi hoe khong giam sat dé phat
hién hanh vi léch chudn. Céc cong trinh gin day nhu He [10] (2022) va Kim [5] (2024)
d3 chirng minh tiém ning ctia md hinh hoc sau khéng gidm sit trong viéc phat hién 16i
chura tirng thiy trude d6, tuy nhién van tbn tai céc thach thirc nhu xit Iy log da ngudn va
da dinh dang, kha ning téng quat héa han ché va kho khan khi trién khai trong moi
trudng thuc té. Do d6, dé tai nay hudng t6i viéc xdy dung mot md hinh hoc khong gidm
s4t tbng quat hon, ¢6 kha niing hoc dic trung log theo thdi gian va phat hién sém céc 161

tiém 4n chua timg xuét hién.
3. Muc dich nghién ciru

Muc tiéu chinh cua dé tai la x8y dung m6t md hinh tri tué nhén tao c6 kha ning
phan tich log hé théng may chi dé phat hién 151 tiém 4n mot cach tur dong, khéng cln

nhin (unsupervised learning).

Dé tai huéng dén viéc phat trién mot quy trinh xir 1y log téng thé, tir giai doan
thu thap log, chuén héa va bidu dién dir lidu cho dén viéc ap dung céc k¥ thuit hoc mdy
khong giam sat nham phat hién bét thuong trong chudi su kién hé théng. Cu thé, dé tai
diit ra cac muc tiéu sau: (1) xay dung pipeline xit 1y log hé thdng bao gdm thu thép,
chudn héa, biéu didn va phat hién bit thuong; (2) thiét ké va huén luyén mé hinh hoc
khéng gidm sat c6 kha ning phét hién cic chudi log bét thudng véi dd chinh xc cao;
(3) tich hop mo hinh vao mot hé théng md phong c6 kha nang phan hdi gin thoi gian
thwe nhdm hd trg canh bdo sém khi co ddu hiéu 15i; va (4) danh gid hiéu qua cia md
hinh thong qua céc chi sb nhu d6 chinh x4c (precision), 0 bao phu (recall), F1-score va
thoi gian phan hi.

4. P6i twong va pham vi nghién ciru

Déi twong nghién ciru ciia d& tai 13 dif lidu log sinh ra tir cdc hé thng may chi
backend.

V& pham vi nghién ciru, dé 13i tip trung vao viéc phat hién 151 tiém 4n ¢o tinh hé
théng nhu tinh trang CPU qua tai, 18i I/O, exceptions, céc dich vu bi ngimg hoat dong
mot cach bit thudong hodic biéu hién bit thudng theo chu ky thoi gian. DE tai khong tép

trung vao céc hé thdng real-time v6i yéu ciu phéan hdi tirc thi duéi 1 gidy va khong bao



gom viéc phdt hién céac sy ¢o do tan cong bdo méit nhu malware hodc intrusion, ma chi

tap trung vao cac 161 van hanh néi tai ciia hé théng.
5. Phwong phap nghién ctru

Dé tai 4p dung phurong phéap nghién ciru thuc nghiém theo quy trinh g6m nhidu
bude chinh: thu thdp dit liéu log tir méi trudng gid 1dp va cac tép dit lidu benchmark
cong khai nhu BGL (BlueGene/L) va HDFS log; tién xir Iy bao gdm chuén héa dinh
dang log, parsing céu tric log dé trich xuit théng tin cb céu tric, loc nhiéu, token héa
va vector hoa ndi dung log biang céc k¥ thuat nhu TF-IDF, Word2Vec hodc embedding
theo ngir canh nhu BERT; biéu dién log dudi dang chudi sy kién theo thoi gian hodc ma
trén dic trung dé dua vao mé hinh hoc may; huén luyén m;G hinh hoc khdng giam sat
nhu LogBERT;_cuéi ciing danh gi4 hiéu qua mé hinh qua céc chi sé precision, recall,
F1-score va thoi gian phan héi dy dodn. Céc cong cu hd trg bao gb6m Python vai scikit-
learn, TensorFlow, PyTorch; nén tang giam sat log ELK Stack (Elasticséarch, Logstash,
| Kibana); va Kafka dé md phéng ludng log thai gian thue.

6. Chu trie dé an tot nghiép

Ngoai phﬁn md diu, két luan, danh muc tai liéu tham khdo va phy luc, ludn vin

gbm 03 chuong nhu sau:
!

e Chuong 1 trinh bay nén tang Iy thuyét va bdi canh nghién ctru vé bai toan phat hién
bét thudng trong log hé théng. Cac ndi dung cu thé trong chwong gdm: Pic diém
ctia log hé théng; Phén loai céc loai 13i; So sénh cic f)hu’cmg phép phét hién bat
thirdng tir dya trén quy tic dén dya trén tri tué nhin tab; Pipeline tri tué nhén tao
cho phat hién bét thuong; Lya chon Autoencoder va LogBERT; Cac nghién citu lién
quan. Céc nodi dung chuong nay tao nén tang cho viée xdy dung mo hinh trong
Chuong 2. |

e Chuong 2 trinh bay qua trinh x4y dung md hinh phét hién bét thudmg trong log hé
théng sir dung k¥ thuit tri tu€ nhén tao. Céc ndi dung cu thé trong chuong gém: Xay
dung Pipeline xit Iy dit liéu Log; Lya chon md hinh Autoencoder va LogBERT;
Phan doan tir véi hai phuong phap phi hgp cho tt‘rngE md hinh (word-level cho
Autoencoder, subword-level cho LogBERT); va (3) Biél; dién vector véi Word2Vec



cho Autoencoder va BERT embeddings cho LogBERT; Huén luyén mé hinh véi
cac tap dir iéu HDFS va BGI; Thir nghiém md hinh va _tinh chinh cac tham sb theo
cac ti€u chi danh gia.

Chuong 3 trinh bay két qua danh gia cic mé hinh da x4y dung va trién khai hé théng
pipeline thoi gian thwuc. Céc ndi dung chinh gébm: Pénh gid cd hai mé hinh
Autoencoder va LogBERT trén hai tap dif liéu HDFS va BG; X4y dung va trién khai
Pipeline theo thdi gian thuc, st dung Apache Kafka, Docker container; Thuc hién

kiém thir, danh gid hé théng



CHUONG 1: TONG QUAN VA CO SO LY THUYET

1.1 Gi6i thi€u bai toan phan tich log phat hién bt thwong
1.1.1 Béi cinh

Ngdy nay, cic hé théng cong nghé thong tin dang ngay cang trés nén phirc tap va
phén tan. Véi sy phat trién cia kién triic microservices, cloud computing; va cac hé
théng phén tén, chiing ta dang phai d6i mit véi modt mdi trudng van hanh c6 hang nghin,
tham chi hang tri€u thanh ph?m doc 1ap. Mdi thanh phén trong hé tﬁéng déu lién tuc sinh
ra cac ban ghi hoat dong (log) véi dung luong khéng 15. Theo nghién ctru ciia Xu et al.,
céc trung tAm dif [iéu hién dai c6 thé tao ra hang trim GB log mdi ngay. Diéu nay khién

viéc giam sat thd céng gin nhu khéng kha thi.

Log khong chi don thudn 13 dir liéu ghi nhin qu4 trinh vén hanh. Trong thuc té,
log 12 ngudn thong tin quan trong gitip chiing ta chin doan su ¢b, gidm sat hidu sudt va
dam bao an toan hé théng. Log chira dung thong tin chi tiét vé cic sy kién xay ra trong
hé théng, bao g("im céc thao tac cia ngudi dung, 16i tng dung, canh bo bao mét, va cac
su kién hé théng. Néu ching ta c6 thé phan tich log mét cach hiét'l qua, ching ta ¢6 thé

phat hién sém cac van dé tiém an trirde khi ching trd thanh sy c6 nghiém trong.

Tuy nhién, viéc phén tich log theo cich truyén théng — dya trén quy tic ¢ dinh
(dua trén quy tic) hodc thao tac thi cdng — ngdy cang trd nén bit cap. Voi su gia ting
vé quy mé va tinh da dang cia dit liéu log, nhing 131 tiém &n c6 thé khong dé lai dbu
hiéu 16 rang. Pidu nay dén dén nguy co bo sot ndu ching ta chi dua vao logic dinh sin.
Hon nita, v6i khoi lugng log khéng 16 nhu hién tai, viée phat hién cdc mAu bat thudng

tinh vi doi hoi su hd trg clia cac céng nghé tir ddng hoda va tri tué nhan tao.
1.1.2 Bai todn phén tich log phdt hién bét thuong

1) Dinh nghia vé log ciia hé théng




Log (ban ghi nhat ky) 13 cdc ban ghi ty dong duogce tao ra bai hé théng, tng dung
hoic dich vu dé ghi nhén céc su kién, hoat déng va trang thai trong qud trinh véan hanh.
Theo dinh nghia cia He et al. [4], log 14 "m{t chudi cac ban ghi duoc tao ra bai céc
thanh phén hé théng dé ghi Iai cAc sw kién quan trong trong qud trinh thye thi". Log
thudng chira cac thong tin nhu timestamp (thoi gian), log level (mire dé nghiém trong),

source (nguon), message (ndi dung), va cac metadata khac.

‘Trong hé théng cong nghé théng tin hién dai, log c6 thé duoc ﬁhz”m loai theo nhiéu
tiéu chi. Theo ngudn phét sinh, log bao gdm: log hé thng (system log) - ghi nhan céc
sy kién coa hé diéu hanh nhu khéi dong, tit may, 181 phin cing; log tng dung
(application log) - ghi nhén céc su kién ctia img dung nhu x{r Iy request, 18i logic, giao
dich; log mang (network log) - ghi nhén céc su kién mang nhu két ndi, truyén dir lidu,
“tAn cong; log bdo mit (security log) - ghi nhén cac sy kién bao méat nhu dang nhip, truy
c¢ip, vi pham chinh sach; va log co s& dit liéu (database log) - ghi nhén cac thao tdc trén

co s& dir liéu nhu truy vén, giao dich, sao luu.

Theo dinh dang, log c6 thé duoc chia thanh: log ¢ cAu trac (structured log) - six
dung dinh dang cé chu trac nhu JSON, XML, CSV, dé dang phén tich ty dong; log bin
chu tric (semi-structured log) - ¢6 mdt phin ciu triic nhw syslog véi céc trudng ¢b dinh
nhung message tu do; va log khong céu_ tric (unstructured log) - vin ban thuln tay, khé

phén tich ti ddng.

Log déng vai trd quan trong trong viée gidm sat, chdn doan va bao méat hé théng,
Chiing cung cip "lich sir hoat déng" ciia hé théng, gitip cic k§ su hiéu dugc nhitng gi
da xay ra, tat sao hé théng hoat ddng theo cach do6, va [am thé nao dé khic phuc cac vén
d&. Tuy nhién, v6i khdi luong log khdng 16 dugce tao ra hang ngay (c6 thé 1én t&i hang
tram GB), viéc phén tich log thii cong tré nén khong kha thi, doi hoi cdc phurong phap

tu dong hoéa va tri tué nhan tao.
2) Pinh nghia bit thuwong trong log

Bt thirdng (anomaly) trong log ¢6 thé dugc dinh nghia 13 cac su kién hozc chudi

su kién trong log ma hanh vi cia ching léch khéi miu binh thudng céa hé théng.




Chandola [3] dinh nghia anomaly 12 "m&t miu trong dit liéu khéng phu hop véi hanh vi
duge mong doi hodic da biét". Trong ngit canh log hé thdng, anomaly ¢6 thé biéu hién

duéi ba hinh thirc chinh.

Péu tién 1a Point Anomaly - mot log entry don 1& ¢6 gi4 tri bit thuong so voi
phén con lai. Vi du, mét log Ievel ERROR hodc FATAL trong mot chudi log binh
thuong 13 mdt point anomaly. Thir hai 13 Contextual Anomaly - mdt log entry 13 bét
thuong trong mdt ngt canh cu thé nhung c6 thé binh thudng trong ngit canh khac. Vi
dy, CPU usage 95% la binh thudmg trong gi& cao diém nhung bét thudng trong gids thp
diém. Cudi cing 13 Collective Anomaly - mdt tip hop céc log entries 14 binh thudng khi
xem riéng 1& nhung tao thanh mau bit thudng khi xem cling nhau. Vi dy, mdt chudi log

1éch khdi workflow binh thuong 14 mét collective anomaly.
3) Tam quan trong ciia phat hign sém 16 tiem in

Viéc phét hién som 151 tiém 4n ¢6 ¥ nghia rit quan trong dbi v&i van hanh hé
théng. Dau tién, né gitip giam thiu downtime - phat hién sém c4c ddu hidu 16i cho phép
can thiép trude khi hé thdng bi crash, gitip giam thidu thoi gian downtime va thiét hai
kinh t&. Nghién ctru cho thiy chi phi downtime trung binh cho céc doanh nghiép 16n cé
thé [én t61 hang nghin USD m(?)ilphﬁt.

Thir hai, phét hién sém gitp bao vé dir liéu - nhidu 13i hé thdng c6 thé din dén
mét méat dir liéu. Phat hién sém cac ddu hiéu bét thudng trong thao tic /0 hoic giao

dich co s dir liéu cé thé gitp ngin chin mat dit lidu trude khi sy ¢d xay ra.

Thir ba, phat hién sém gitip dam bdo an toan - log bét thudng c6 thé chi ra céc
cudc tAn cong bao mat hodc hanh vi dang ngd. Phat hién sém cic méu bat thuong trong
log access, authentication failures, hodc network traffic ¢6 thé gitip ngin chin cic méi

de doa bao mét.
Cudi cing, phat hién sém gitp cai thién hiéu suét - phat hién céc anomaly lién
quan dén suy gidm hiéu ning (nhu ting dot bién CPU, 10 ri b6 nhé, hoic truy van chim)

gitp t61 uru héa higu suat hé thong trude khi van dé tré nén nghiém trong.




4) Hiu qua cha viéc bo sot [oi va trong tdm nghién ciru

Viéc bé s6t hodic phat hién muédn cac 16i tiém 4n 6 thé din dén hau qua nghiém
trong: downtime (hé théng crash hoic ngimg hoat dong), mét dir liéu (mét dir liéu do 13i
disk, database corruption), vi pham bao mét (bo sot cac d4u hiéu tén cong trong log), va

thiét hai tai chinh (thiét hai tai chinh truc tiép va gian tiép cho doanh nghiép).

Pé 4n tét nghiép niy déng gop vao linh vue phét hién bét thudng trong log théng
qua: dong gdp k¥ thudt (so sanh toan dién gifra Autoencoder va LogBERT, tinh chinh
siéu tham sd chi tiét, quy trinh xir Iy log hoan chinh, danh gia v&i c4c chi sb ddy dua),
déng gép thuc tién (hé théng demo hoan chinh, cdc thuc hanh 6t nhit cho trién khai,
huéng dan tich hop véi céc cong cu giam sét, phén tich chi phi va yéu céu tai ngtiyén),
va déng gop khoa hoc (phén tich danh déi gitra hidu ning va hiéu qué st dung tai nguyén, -

so sanh dinh hrong trén nhidu tap dif liéu, tai liéu ddy da cho kha ning tai tao).
1.1.3 Khodang tré'ng nghién ciru

Mic du co nhiéu nghién ctru vé phat hién bat thudng trong log, van con nhiéu

khoang trng va thach thirc cin giai quyét.
1) Han ché cia phuong phdp duwa trén quy tdc

Phuong phép dua trén quy tic truyén théng dua trén cac quy tic dinh sin c6
nhitng han ché cé hiru: khong phét hién dugc 16i méi (chi c6 thé phét hién cac 15i da
duogc dinh nghia treée), ty 16 duong tinh gia cao (qua nhidu canh bao tir cdc miu binh
thudng), chi phi béo tri (viée duy tri va cap nhit rules thii cong tén kém), va khéng hidu

ngit canh (khéng hidu dugc ngit canh va ngir nghia cita log message).
2) Thach thire ciia hoc khong gidm sdt voi div liéu log

Hoc khéng giam sét cho phép phat hién anomaly ma khéng can dif liéu ¢6 nhén,
phit hop véi log vi viée gan nhan tht cong tén kém. Tuy nhién, vin con nhidu thach
thirc: chét lugng dir lidu (log thudmg chira nhidu nhifu, thong tin du thira), diéu chinh
ngudng (cic mé hinh hoc khéng giam sat thudng xuét ra diém bit thuong, cin phai diéu

chinh ngudng), kha ning giai thich (cac md hinh hoc sdu kho gidi thich tai sao mét log




dugc coi 12 bit thirong), va téng quat hoa (cac md hinh dugc hudn luyén trén mot tap dit

liéu cy thé c6 thé khéng tong quat hoa tdt cho cac hé théng khac nhau).
3) Vin dé xit Iy log da nguén, da dinh dang

Hé théng hién dai thuong c6 nhidu ngudn log khac nhau (log tmg dung, log hé
thdng, log mang, log bao mat, log co s& dir liéu) va da c‘ﬁnhE dang (log ¢6 ciu triic nhu
JSON, CSV; log ban cdu triic nhu syslog; log khong cu triic nhu vdn ban thuén tay).
Viée xir Iy va phan tich log da ngudn doi héi chuin hoa (chudn héa céc dinh dang khac
nhau vé mét dinh dang théng nhat), tich hop (tich hop log tﬁr!nhiéu ngudn), v phén tich

¢l phdp (phin tich céc log khéng cdu trac dé trich xudt théng tin ¢ céu trac).
4) Thi¢u kha ning tong quat héa

Nhidu phwong phép hién tai dioc thiét ké cho céc tap dit liéu cu thé hotic loai log
cu thé, thiéu kha ning tdng quat héa: theo mién (cdc méd hinh duoc huin luyén trén
HDFS logs c6 thé khong hoat dong tt trén Apache logs), thich tng (khi hé thdng thay
dbi, cic md hinh cin duge hudn luyén lai hodc tinh chinh), va hoc chuyén giao (viéc
chuyén giao kién thire tir mot mién sang mién khac vin con 12 thach thire). Kim [5] chi
ra rang mot trong nhfrhg théch thirc 16n nhét trong phat hién bit thudng log 13 x4y dung

céc md hinh ¢6 kha ning téng quéat hoa tdt trén nhidu loai log va hé théng khac nhau.
1.2 Pic diém va phan loai log
1.2.1 Pic di¢m dix lidu log

Log h¢ théng c6 nhitng dac diém riéng biét so vai cac loai dit liéu khéc, tao ra
nhiéu thach thirc trong viéc xir 1y va phén tich. Ie [2] da chi ra ring log hé théng c6 bén

2 \ s Loy, e
ddc di€m chinh: tinh tuén tu theo thoi gian, tinh khdng dong nhét, tinh dur thira va nhiéu,
va khéi huong 16n. |

Chudi sy kién theo théi gian: Log duge sinh ra lién tuc theo thoi gian, tao thanh

chudi su kién c6 tinh tudn ty va phu thudc thoi gian. Mdi log entry thudng chira ddu thoi

gian ghi lai thoi diém sy kién xay ra. Tinh tuin ty ndy c¢6 ¥ nghia quan trong vi cic su
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kién sau thudng phu thude vao cac su kién trirde. Vi dy, mét 161 "connection closed" sau

mdt "connection timeout" ¢ ¥ nghia khac véi khi né xay ra dic 1ap.

Tinh khong ddng nhét: Log tir nhiéu ngudn khac nhau (g dung, hé théng, mang,
co s& dit lidu) ¢6 dinh dang khéc nhau, tao ra tinh khéng ddng nhit. Didu nay thé hign
qua da dinh dang (log ¢6 cu triic nhur JSON, log ban ciu tric nhu syslog, log khong
cdu triic nhu vin ban thuén tay), da ngudn (log tng dung, log hé théng, log mang), va
da dinh dang déu thoi gian. Tinh khong déng nhéit nay tao ra thach thirc 16n trong viéc
phén tich ci phép va chué_n héa log tir nhidu ngudn khéac nhau.

Tinh du thira va nhidu: Log chira nhidu thong tin 1ap lai va nhidu. V& du thira,
nhidu log entries ¢6 cung mAu thong bao nhung khac tham sb. Vi dy, "Connection to
192.168.1.1 failed" va "Connection to 192.168.1.2 failed" ddu ¢6 cling mAu "Connection
to failed". V& nhidu, chung ta c6 thé gap log g 151 & moi trudng san xuét, ghi log chi
tiét tir thu vién bén thir ba, va log entries khong lién quan dén phét hién bt thudng. Viée
trich xudt méu tir log messages 14 budc quan trong dé giam du thira va tip trung vao

théng tin quan trong.

Khbi luong 16m: Heé théng hién.dai c6 thé tao ra hang triu, tham chi hang ty log
entries mdi ngay [1]. Diéu nay tao ra thach thic vé Iuu trix, xir 1y (xtt Iy khéi lugng 16n
doi hoi hé théng phan tén), va xit Iy thai gian thie (xit ly thdi gian thuc doi hdi thong

hrong cao va do tré thap).

1.2.2 Céu tric log dién hinh

Mot log entry dién hinh thirong bao gém céc thanh phén sau: dAu thoi gian (thoi
diém sy kién xay ra, co thé & dinh dang 1SO 8601, syslog, hodc dinh dang tuy chinh),
mirc log (TRACE/DEBUG, INFO, WARN, ERROR, FATAL/CRITICAL), thanh

phin/ngudn (thanh phin hoic mé-dun tao ra log), thong bio (ndi dung chinh clia log
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entry), va ngit canh/siéu di liéu (tity chon - théng tin bd sung nhu dia chi IP, ma ngudi

diing, ma phién, ma yéu cu, ddu vét ngin xép).
1.2.3 Phén logi i hé thong

Khi 1am viéc véi hé théng phu trg, ching ta thudng xuyén gip phai nhidu loai 15i
khac nhau. M&i loai 13i ¢6 dic diém riéng va dé lai nhimg d4u vét khéc nhau trong log.
Viéc hiéu 6 céc loai 161 nay 13 nén tang quan trong d& x4y dung hé thdng phat hién bét

thudng hiéu qua.

L3i crash: Hé théng hodc ing dung dimg dot ngdt, khong thé tiép tuc hoat déng
binh thuong. Nguyén nhan ¢o thé 14 16 phén doan, 151 hét bo nhé, tran ngin xép, ngoai
1€ con tré null, hodc ngoai I€ chua xit ly. Trong log, ching ta thudong thiy céc théng bao

véi mirc FATAL hoic CRITICAL, mi thoat khac 0, va ddu vét ngin xép diy du.

Quaé tai tai nguyén: Mot hodc nhidu tai nguyén ciia hé théng (CPU, RAM, I/O)
vugt qua kha ning xtr ly. CPU qua tai xay ra khi st dung CPU vugt qué ngudng binh
thuong (> 90%) trong thoi gian dai. BG nhé qua tai (o ri b nhd) 1a tinh trang bd nhé
khéng duge giai phong sau khi st dung, dén dén can kiét heap. /O quaé tai c6 thé xay ra

& ¢a I/0O dia va I/0 mang.

L&i timeout: Mot thao tic khong hoan thanh trong thoi gian cho phép, thudng do
khong c6 sin tai nguyén hoic vin @& hiéu suét. C6 nhiéu loai timeout: hét thai gian yéu
cdu (yéu cdu HTTP khéng nhan duge phén hdi), hét thoi gian két ndi (két ni dén server

khéng thanh cong), va hét thoi gian giao dich (giao dich co sé& dif liéu khong hoan thanh).

Ngoai 1¢ va 18i: Céc 181 duoc ném boi mi ing dung, thudng do 18i logic, 18i xac
thuc dit liéy, hoidc diéu kién khong mong dgi. Mot sb ngoai 18 phé bién: ngoai 18 con trd
null, ngoai 1& vugt qua chi 56, ngoai l¢ dbi sb khoéng hop 1€, ngoai ¢ khdng tim théy t€p.
ngoai 18 tir chbi quyén.

Biéu hién bit thudng theo thdi gian: Khong phai 1a mot log entry don 18 ma 12 sur

két hop cua nhidu log entries tao thanh mAu 1éch khéi binh thudng. Loai 15i nay thudng

khé phét hién hon vi cin phai phan tich chudi log theo thdi gian. Vi du: sai 1éch quy
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trinh (chudi log 1éch khéi quy trinh binh thudng), bit thudng thoi gian (méu bit thudng

theo thoi gian), bit thudng tin suit (tin sudt sy kién bit thudmg).

Céc loai 161 hé théng c6 thé duge phin loai theo ba loai bt thudng chinh: bat
thuong diém (cac 18i don 1& nhur crash, 1 ri bd nho, ngoai 18), bat thudng ngir canh (cac
13i theo ngit canh nhu CPU quaé tai trong gier thap diém, timeout khi mang binh thudng),
va bét thudng tap thé (cac chudi log bét thudng nhu sai léch quy tirinh, bét thuong thoi

gian),
|

1.3 Céc phwong phap phat hién bat thwong
1.3.1 Gioi thiéu

Céc phuong phap phat hién bét thudong trong log hé théng da phat trién qua nhiéu

giai doan, tir céc quy téc c¢b dinh (dwa trén quy tic) don gian dén cac md hinh hoc may
i i

va cudi cung 1a cac mo hinh hoc séu dya trén Transformer. Moi phuong phap c¢é wu

diém va nhugce diém riéng, pht hop véi cic tinh huong va yéu cau khac nhau.

Trong phin nay, dé 4n trinh bay su phat trién clia cdc phuong phép tir truyén
théng dén hién dai, tdp trung vao so sanh gitra phwong phéap dya trén quy téc va phuong

phép dua trén tri tu¢ nhén tao, va phﬁn tich wu nhuge diém cia tu’ng phuong phap.
1.3.2 Phurong phdp dwa trén quy tic (truyén thong)
1) Nguyén Iy hoat dpng

Phuong phép dua trén quy tic 1a phuong phép truyén théng nhét, dva trén cac
quy tic dinh sdn d& phét hién bat thuong. Cac quy tic nay thuong duoc dinh nghia dwa
trén kinh nghiém cta céc chuyén gia hé théng hodc cdc méu 16i da biét. Céc ky thuat
phd bién bao gdm khép bidu thirc chinh quy, khép tir khéa (im cac tu khéa nhu ERROR,
FATAL, CRITICAL), khép mau, va dya trén ngudng (so sanh gia trj véi ngudng).

2) Uu diém va nhuwoc diém

Uu diém ctia phuong phép dua trén quy tic: don gian (d& hidu, d& trién khai,

khong cin dit liéu huén luyén), hiéu qué (xi Iy nhanh, khéng tén tai nguyén), chinh xic
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cho 151 da biét (hiéu qua cao cho c4c 151 d3 dwoc dinh nghia r8 rang), kha nang giai thich
(dé giai thich tai sao mdt log duge coi 12 bt thudng), va thoi gian thuc (c6 thé xir 1y thi

gian thuc véi chi phi thip).

Nhuoe diém: khong phét hién duoc 156i mai (chi phat hién dugc céc 15i da dugc
dinh nghia trong quy tic), ty 16 duong tinh gia cao (qua nhiéu canh béo tir cdc mau binh.
thudng), chi phi bao tri (cdn cdp nhat quy tic thi cong khi hé théng thay dbi), khong
hidu ngit canh (khong hiéu dugc ngit canh va ngfr nghia cia log message), va khong ¢6

kh3 ning mé& rong (khé mé rong khi sb lugng quy tic tdng 1én).

Phuwong phap dua trén quy tic vin duoc str dung rong rdi trong gidm sét co bén,

loc dong du tién, cac mAu di biét, va cdc yéu ciu d6 trd thip.
1.3.3 Phuwong phdp dwa trén tri tué nhin tao (hoc mdy & hoc siu)
1) Hoc mdy cé dién

Phuong phap hoc may ¢ dién sir dung cac thudt toan nhu phan cum (K-means,
DBSCAN, Isolation Forest), phuong phap théng ké (Z-score, phén tram), va Méy vector
hd tro (SVM). Céc phuong phép nay da trr dong héa hon phirong phap dua trén quy tic
nhung van c¢én k§ thuat dic trung thil cong va khé xir ly duoc dir liéu tuén tr va phu

thudc ngir canh trong log [3].

U diém: hoc khong giam sat (khéng cén dir liéu c6 nhén), tu dong phaét hién céc
miu méi, va tdt hon phuong phép dua trén quy téc trong viée phat hién 15i méi. Nhuoc
diém: cin k¥ thufit dic trung thil cdng, khé xit Iy dit liéu tudn tyr, va hidu nang phu thudc

vao chat lugng cha cic dic trung.
2) Hoc siu: Autoencoder

Autoencoder 13 mdt mang no-ron ¢é cdu tric encoder-decoder, duge thiét ké dé
hoc bi¢u din nén ciia dit liéu ddu vao. Trong bdi canh phat hién bat thuong log, encoder
nén biéu dién vector log vao khong gian tiém 4n, decoder tai tao biéu dién vector log tir
biéu dién tiém 4n, va 13i tai tao duge sir dung dé phan loai: log binh thudng c6 16i tai tao

thap, log bét thudng c6 18i tai tao cao.
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Uu didm: hoc khong gidm sét (chi cn log binh thudomg dé hudn luyén), phat hién
161 m&i, tr dong hoc dic trung (khéng cin k¥ thudt dic trung tha cong), va hidu qua
(hudn luyén nhanh hon cic m6 hinh phirc tap khéac). Nhuge diém: diéu chinh nguong
(cAn didu chinh ngudng cin than), bit thudng ngit canh (cé thé bd sét cac bét thudng

ngil canh), va phu thudc dai han (kho hoc phu thude dai han trong chudi log).

Du va ddng nghiép da gi6i thidu DeepLog [4], st dung LSTM-Autoencoder dé
phéat hién bét thudng trong chudi log, dat duge diém F1 cao trén tép dit liéu HDFS.

3) Hoc sdu: Dya trén Transformer (LogBERT)

LogBERT 1a mét mo hinh dua trén Transformer dugce thiét ké dic biét cho phat
hién bit thuomg log, dua trén kién trac BERT [8). Zhang [9] d4 gi6i thiéu LogBERT

trong [9], dat dugc hiéu ning hang diu trén nhiéu tap di¥ liéu.

LogBERT sir dung kién tric BERT-base vdi cac thanh phén chinh: phin doan tir
(chia log message thanh tokens), biéu dién vector (token embeddings + position
embeddings), khdi transformer (multi-head self-attention, mang feed-forward), va ddu

ra (diém bét thuong tir token [CLS] hodc 161 tai tao).

V& tién huén fuyén (M5 hinh ngén ngit che mit na), LogBERT du do4n c4c token
bi che trong log messages, sit dung kho ngit liéu log 16n, va m6 hinh hoc dugce ngir nghia
log téng quét. V& tinh chinh (Phat hién bit thudng), LogBERT thyc hién nhiém vu phét
hién bét thuong trén tap dit lidu cu thé, ¢6 thé sir dung déu phén loai hodc 15 ti tao, va

tinh chinh tir trong s6 da duoc tién huin luyén.

Uu diém ciia LogBERT: hiéu qua cao (diém F1 cao hon Autoencoder, 0,92 vs
0.87 -trén tap di liéu HHDFS), hiéu ngit nghia (hoc duoc ngit nghia va ngit canh ciia log
messages), hoc chuyén giao (c6 thé sir dung trong sé BERT da duoc tién hudn luyén),
phu thudc dai han (xir Iy t6t phu thudc trong chudi log dai), va tdng quat héa (tdng quat

héa tdt trén nhidu loai log khac nhau).

Nhuge didm: tén tai nguyén (t6n tai nguyén hon Autoencoder, by nhé GPU

~8GB vs ~2GB, thdi gian hudn luyén ~12h vs ~2h), d¢ phirc tap huén luyén (cin tién
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huén luyén hoic tinh chinh tir mé hinh d4 duoc tién hudn luyén), kha ning giai thich
(kho giai thich tai sao mét log duoc coi 13 bit thudng), va yéu ciu tap dif liéu (cin tap

dir liéu 16n dé tidn hudn luyén hiéu qua).
1.3.4 So sdnh phirong phdp duwa trén quy tic va tri tué nhin tao

V& hiéu ning so véi dd phire tap: Phuong phap dua trén quy tic ¢6 hiéu ning
thip va d6 phirc tap thip, hoc may cb dién c6 hiéu ning trung binh va do phic tap trung
binh, Autoencoder ¢ hiéu néng cao va d§ phtrc tap trung binh, LogBERT c¢6 hiéu ning
rét cao va do phirc tap cao.

Vé hiéu ning so véi sit dung tai nguyén: Phwong phdp duwa trén quy tic c6 tai
nguyén thip va hidu ning thip, Autoencoder cd tai nguyén trung binh va hiéu ning cao,
LogBERT c6 tai nguyén cao va hiéu ning rit cao.

V& kha ning giai thich so véi hidu ning: Phuong phép dya trén quy tic c6 kha
niing giai thich rit cao va hiéu niing thip, Autoencoder ¢6 kha nang giai thich thip va

hiéu ning cao, LogBERT c6 kha ning giai thich thip va hiéu ning rét cao.

1.4 Pipeline tri tu¢ nhan tao cho phat hién bat thwdng tir log
1.4.1 Giéi Thiéu

Pipeline xir Iy log dé phét hién bt thudng bang tri tué nhan tao 2 mét quy trinh
tbng thé bao gdm nhiu budc tir thu thap log dén canh bio. Trong nghién ctru nay, dé
an tap trung vao pipeline ¢6 thé xir Iy ¢a 16 va thoi gian thue, véi tip trung vao xir Iy

thai gian thye cho hé théng sén xuét.
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(1} Log Collection
Thu thap log tir cac ngudn

y

{2) Preprocessing
Tién 7 y va chufin hba

¥

- {3) Parsing
Phan tich ¢l phap log

{4) Tokenization &
Embedding
Phan doan tif va biéu dién
vector

b

{5} Model Inference
suy ludn md hinh

{6) Evaluation & Alerting
Déanh gid va canh bao

Hinh 1.1: Flowchart minh hoa pipeline xir Iy log 6 buée: (1) Thu thap log, (2) Tién xir
1y, (3) Phan tich cti phap, (4) Phin doan tir & Biéu dién vector, (5) Suy luan mé hinh,
(6) DBanh gia & Canh bao.

1.4.2 Pipeline Thuc Hién

Pipeline trong nghién ciru nay bao gdm 6 budc chinh:
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Bude 1: Thu thép log - Log duge thu thap tir file logs hodc hang doi tin nhén
(Apache Kafka). Trong nghién ctru ndy, dé 4n sir dung Kafka Idm hang doi tin nhin cho

xt ly thoi gian thye.

Budc 2: Tién xir Iy - Chudn héa dinh dang (chudn héa ddu thoi gian v ISO 8601,
chuén hoa mic log), loc nhidu (loai bo log DEBUG trong san xuit), va xir Iy ddu thoi

gian (chuyén dbi mui gié vé UTC).
i

Budc 3: Phin tich cti phép log - St dung Drain parser [6] dé trich xudt méu va
tham sd tir log messages. Drain parser dat duoc d6 chinh xac phén tich ca phép cao (>

95%) va c6 thé xit 1y truc tuyén voi thong Iugng cao. |

Budc 4: Phén doan tir & Biéu dién vector - Phén doan tir cép tor véi Word2Vec
cho Autoencoder, phan doan tir cip tir con v6i BERT tokenizer cho LogBERT. Bidu
dién vector Word2Vec cho Autoencoder, bidu dién vector BERT cho LogBERT.

Budce 5: Huén luyén/Suy ludn mé hinh - Hufin luyén: Autoencoder t8i thidu hoa
16i tai tao, LogBERT tinh chinh tir BERT da dwoc tién hudn luyén. Suy ludn: suy ludn
thoi gian thuc véi tinh toan diém bét thudng (181 tai tao cho Autoem':oder, x4c sudt phan

loai cho L.ogBERT).

Budc 6: Panh gia & Canh bao - Danh gia v4i d6 chinh xac, d6 nhay, diém F1,
ROC-AUC, ma trin nhim Hn. Didu chinh ngudng sir dung dya trén phin trim (phﬁn

trim thir 95). Canh bao qua bang diéu khién, email, va Telegram.

1.5. Két luin chwong 1

Chuong 1 d4 trinh bay nén tang Iy thuyét va bdi canh nghién ctru vé bai toan phat
hién bat thm‘mg trong log hé théng. Chwong da gi6i thidu céc dic diém cia log hé théng,
phan loai céc loai 18i, va so sanh cac phuong phap phét hién bét thuong tir dya trén quy
tic dén dya trén tri tué nhan tao. Pipeline tri tué nhin tao cho phéé hién bét thuong d3
duge md ta, ciing véi 1y do lya chon Autoencoder va LogBERT 1am hai m hinh nghién

ctru chinh.
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Churong nay ciing da tng hop cic nghién ctru lién quan va néu 1 céc dong gop
clia dé 4n tbt nghiép, bao g&n so sanh toan dién gitta Autoencoder va LogBERT, hé
théng thoi gian thuc end-to-end, va céc thuc hanh tét nhét cho trién khai thuc té. Cac
ndi dung trong chuong nay tao nén ting vimng chic cho viéc x4y dung va danh gid mé

hinh trong Chuong 2.




19
CHUONG 2: XAY DUNG MO HINH

Trong chuong nay, d& 4n t6t nghiép tap trung vao qué trinh thiét ké va xay dung
mé& hinh phat hién bét thudng trong log hé théng dua trén k¥ thuét tri tué nhin tao. Pay
13 phin trong tAm cta toan bd nghién ctru, thé hién céch cic phuong phép hoc siu duge

ap dung vao xir Iy dit liéu log ¢6 tinh phitc tap cao va khéi lvong 16n.

Trudce hét, chuong sé trinh bay pipeline xir ly dit liéu log tir giai doan tién xr Iy
(phan tich cu phap, phdn doan tr) dén bidu din dic trung (biéu dién vector) — nham
chudn bj dif liéu ddu vao cho mé hinh hoc mdy. Tiép theo, dé 4n giai thich Iy do hra
chon va két hop hai mé hinh Autoencoder va LogBERT, dia ;rén kha ning hoc biéu

dién va phét hién bat thudmg cia ching.

Phén tiép theo trinh bay chi tiét quy trinh huin luyén md hinh trén hai bg dir ligu
thue té HDFS va BGL, bao gdm viéc lua chon sidu tham sé (hyperparameters) va theo
ddi qua trinh hdi tu thong qua duong cong méat mat (loss curve). Cudi cing, chuwong
trinh bay céc tiéu chi dénh gi s& duge sir dung dé danh gia hiéu qua cia md hinh trong

Chuong 3.
2.1 Kién tric pipeline dir licu
2.1.1 Tong quan pipeline

Pipeline xit Iy dir lidu log 1a budc dau tién va quan trong trong viéc xdy dung mo
hinh phat hién bét thudmg tir log hé théng. Log duge thu thip tir cc ngudn khac nhau
c6 dinh dang khéc nhau, do d6 cin chufin héa vé dang miu théng nhit @& c6 thé xir Iy
bing cac ky thuit hoc mdy. Pipeline xi Iy dir lidu trong nghién ciru nay bao gbm ba
bude chinh: (1) Phan tich ¢t phdp log - trich xu4t mau tr log message, (2) Phan doan tir
- chia log message thanh cac tokens c6 thé xir Iy duoc, va (3) Biéu dién vector - chuyén
dbi tokens thanh biéu dién vector phlt hgp véi diu vao ciia mé hinh.

Qui trinh xr Iy bit ddu tir log entries thd véi dinh dang khéng céu tric, qua céic
budc tién xir Iy dé tao ra bidu difn vector ¢6 thé sir dung cho huén luyén va suy lun.

MBéi buéc trong pipeline duoc thiét ké dé giai quyét cic thach thic cu thé cia dit liéu
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log: tinh khong ddng nhét, dir thira, va khbi lugng 16n [1]. Viée thiét ké pipeline mot

cach c6 hé théng giup dam bao chat hrong dir lidu diu vao cho cac md hinh hoc may.

Raw Log Entries . Templates "
Lo enteies thé Log Parsing MU log da Tokenization
T¥
§ emiries (Drain3) 8¢ (Word/BERT) '
khéng cau tricc chuan hoa
' Tokens‘ ‘ Embedding Vect?i Re?:esentations
——n  Cacddnvitu (Word2Vec/BERT) » Biéu dién vector
da phén doan 128/384 chiduy

Hinh 2.1: Minh hoa pipeline xir Iy dit liéu log tir log entries tho dén biéu dién vector,
bao gdm cac bude: phén tich ¢t phép, phan doan tir, va biéu dién vector.
2.1.2 Phin tich cu phdp log
1) Muc dich va phwong phap
Phan tich ¢t phép log 13 buée déu tién trong pipeline, ¢6 nhiém vu trich xuét mau

(pattern) tir log message va tach biét phin cb dinh (hing s6) va phin bién ddi (bién).

Muc dich chinh bao gdm chudn héa log message, giam s6 chiéu (tir hang triéu log entries
xuf)ng cOn vai trim mau), va tach biét clu triic va ndi dung. Viéc tich biét miu va tham

sb gitp giam dang k& s6 luong miu duy nhét, gitip mé hinh hoc hiéu qua hon.

Trong nghién ciru ndy, dé 4n sir dung Drain parser [2], mot trinh phan tich log
true tuyén voi clu trac cdy do siu ¢b dinh. Drain parser dugce chon vi ¢6 hiéu qua cao
v6i thoi gian phan tich ca phap tuyén tinh, hd tre phén tich ¢t phép tryc tuyén, hoat
dong hoan toan khong giam sat, va cu tric cly do sau ¢b dinh gitp ting toc d9 tim kiém
mAu. Ciu hinh Drain parser sir dung do sau 4, ngudng tirong tu 0.4, va s6 con t6i da 100

(mdc dinh).
2) Trién khai va két qua

Trién khai sir dung thu vién drain3 [3], mét trién khai Python cta Drain parser.
Parser dugc cdu hinh dé xir Iy ¢4 hai tap dir liéu HDFS va BGL véi céc dinh dang khac

nhau.
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Két qua phén tich ca phap cho thdy hiéu qua tét. Vi tap dit licu HDFS, tdng sb
log entries 12 khoang 11,000,000, s6 Ivong mau duy nhét 13 khoang 500, ty I¢ thanh céng
phén tich ct phép 13 hon 99%, va thoi gian phén tich ca phap 1a khoang 0.1ms mdi log
entry. V6i tap dit liéu BGL, téng s6 log entries 12 khoang 4,700,000, s lugng mau duy
nhét 12 khoang 400, ty 1& thanh c6ng phén tich ¢ phép 1a hon 98%, va thoi gian phédn
tich ct phéap 12 khoang 0.15ms mdi log entry. Ty 1¢ thanh cong phan tich ¢l phip hon
98% Ia rit tét va da cho viée hudn luyén ma hinh.

- 2.1.3 Phdn doan tir
1) Téng quan

- Phan doan tir 1a qu4 trinh chia log message thanh céc don vi nhé hon (tokens) ¢6
thé xir Iy dugc béi mo hinh hoc may. C6 hai phwong phip phan doan tir chinh duge st
dung: phén doan tir cip tir (chia log message thanh cdc tir riéng biét, pht hop cho
Autoencoder) va phan doan tir ¢p tir con (st dung BPE hogc WordPiece, pht hop cho
LogBERT). Viéc sir dung phuong phdp phan doan tir phtt hop voi timg mo hinh la rét
quan trong dé dat dugc hidu qua tot nhét.
" 2) Phan doan tir cép tir cho Autoencoder

Phén doan tir cép tir chia log message thinh cac tir riéng biét dya trén khoang
tring va cac ky tu dic biét. Qué trinh bao gbm tién xir Iy van ban, tach token, xdy dung
tir virng, va anh xa ID token. CAu hinh st dung kich thuéc tir vung tir 5,000 dén 10,000
tokens (tiy tap dit lidu), d6 dai chudi t&i da 1a 512 tokens, va chién lvge dém 13 dém bén
phéi vadi token <PAD>.

Véi tap dit liéu HDFS, théng ké tir vung cho thdy téng s6 tir duy nhét 14 khoang
15,000, kich thudc tir vung 1a 5,000 (céc tir thudng xuyeén nhét), d6 phu 1a khoang 95%,
va ty 1é tir ngoai tir vung 13 khoang 5%. Dd phi 95% la t8t va da cho viée hudn luyén
m& hinh.

3) Phan dogn tie cdp tir con cho LogBERT

Phén doan tir cép fir con stir dung BPE hodc WordPiece dé chia tir thanh céac don
vi tir con nhd hon. Phin doan tir BERT sir dung thuét toan WordPiece véi kich thude tir
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vung khoang 30,000 tokens. Chu hinh st dung md hinh distilbert-base-uncased, kich
thude tix vung 12 30,522 tokens, d6 dai chudi tdi da 1a 512 tokens.

Vi tap dit liéu HDFS, théng ké phén doan tir cho thdy sb token trung binh mbi
log 12 khoang 25 tokens, sb token t&i da Ia khoang 150 tokens, va ty 1¢ dém 1a khoang
5%. Sb token trung binh mdi log 13 25 tokens 13 kha ngén, gitp giém chi phi tinh toan.
2.1.4 Biéu dién vector
1) Tong quan

Biéu dién vector 12 qua trinh chuyén ddi tokens thanh biéu din vector cé thé sir
dung lam dau vao cho mé hinh hoc méy. Autoencoder st dung biéu dién vector
Word2Vec dé tao vector kich thude ¢ dinh cho méi log entry. LogBERT st dung biéu

didn vector BERT v&i token embeddings, position embeddings, va segment

embeddings.
2) Biéu dién vector Word2Vec cho Autoencoder

Word2Vec [4] 1 phuong phap bidu dién vector phd bién dé tao biéu dién phéan
tan ciia tir. Kién trac Word2Vec sit dung mé hinh Skip-gram, véi chiéu biéu dién vector
1a 128, kich thuéc ctira s6 12 5, 6 14n xuét hién ti thidu 12 2, va sb epochs huén luyén la
5. Qua trinh huén,luyén bao gém chuén bi kho ngir liéu, huén luyén md hinh, trich xuét

biéu dién vector, va biéu dién vector chudi (trung binh hoic tong biéu dién vector tir).

Véi thp dir liéu HDFS, théng ké biéu dién vector cho thay kich thudc tir vyng 12
khoang 5,000 tir, chiéu biéu dién vector 13 128, kich thuéce kho ngit liéu huén luyén la
khoang 11M log entries, va thdt gian huén luyén 13 khoang 10 phut (trén CPU). Thoi
gian hudn luyén 10 phut 13 kha nhanh v chdp nhan duge.

3) Biéu dién vector BERT cho LogBERT

BERT {5] sir dung kién triic transformer d& tao biéu dién vector theo ngit canh.
Céc thanh phin bidu didn vector BERT bao gdm token embeddings, position
embeddings, segment embeddings, va biéu dién vector cudi ciing (tdng cta cac biéu dién
vector). Ciu hinh mé hinh BERT sir dung mé hinh co sé distilbert-base-uncased, kich

thudc 4n 12 384, s6 16p 13 6, va s dau cha y 12 6.
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Trich xuét biéu dién vector sir dung biéu dién vector token [CLS] hodc trung binh
chia tit ca biéu dién vector token. Théng ké biéu dién vector BERT cho thiy mé hinh 14
distilbert-base-uncased, kich thudc 4n 14 384, s6 tham sb 1a khoang 66M, va thoi gian
suy ludn 13 khoang 5ms mdi log entry (trén CPU). Thoi gian suy luin Sms mdi log entry

1a kha nhanh va chdp nhan duoc cho xit Iy thoi gian thuc.
2.2 Kién triic tong thé hé thong
1) Téng quan kién triic

Hé théng phat hién bét thudong trong log duoc thiét ké theo kién tric pipeline thoi
gian thuc st dung Apache Kafka 1am ha ting truyén dit liéu. Pipeline dugc thiét ké dé
xir Iy ludng log lién tuc véi do tré thdp va kha ning mé rong cao, dap tmg yéu ciu ciia
méi trudng san xuit [1].

Kién tric hé théng dwoc xay dung dua trén cac hguyén tic: 1) Kién tric
Microservices: m3i thanh phin duoc tich thanh dich vu doc 18p, c6 thé mé rong va trién
khai riéng biét [2]; 2) Kién tric hudng sy kién: sir dung Apache Kafka 1am message
broker dé xir 1y lubng log theo m6 hinh huéng s kién [3]; 3) Containerization: tit ca
dich vu dugc containerized bing Docker, gitp don gian hoa trién khai; va 4) Xir ly bt
ddng bo gitra cac dich vu thong qua Kafka topics.

Kién tric tong thé bao gdm: Message Broker (Apache Kafka), Microservices

(Log Producer, Preprocessor, Model Service, Alert Service), Containerization (Docker-

va Docker Compose), va Xir Ly Bét Ddng Bo (xir ly bit ddng b giita cac dich vu).
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l Preprocessor
rawioes — Service
(Parsing, Tokenization,
- Embedding)
Kafka i _processed-logs
Log Producer -
R Message Broker
Poc tog tr - AW- lOgS—m . . -—processed-logs
, " {Topics: raw-logs, R,
€ac nguon ,
processed-logs, alerts) Model Service
{Autoencoder/LogBERT
. inference)
alerts

alerts ———» A.dei."t S,emc?
(Xtr ly canh bao}

Hinh 2.2: Kién tric tbng thé caa pipeline thoi gian thuc phét hién bit thudng trong log.
"Hé théng str dung Kafka 1am message broker, v&i cac dich vu doc 13p c6 thé mé rong
riéng biét,

2.3 Chon mo hinh Autoencoder va LogBERT

231T 5ng quan lwa chon

Viéc lua chon mé hinh cho phat hién bét thudng log 1a mét quyét dinh quan trong
anh hudng dén hidu qua, kha niing trién khai, va chi phi van hanh cta hé théng. Trong
nghién ctru ndy, dé 4n chon hai mé hinh: Autoencoder lam mé hinh co s& va LogBERT
lam mo hinh chinh. Lya chon nay dugc dya trén céc ti€u chi: hoc khong gidm sat (khong
can dir liéu ¢6 nhan), hiéu qua (dat diém F1 cao trén céc tép dir liéu chuén), tinh tdng
quét (ap dung cho nhiéu loai log), kha ning trién khai (c4n bing hiu ning va sir dung

tai nguyé€n), va d§ chin (md hinh da dugce nghién citu va chirng minh hiéu qua).

LogGPT khéong dwoc hra chon do yéu ciu tai nguyén qué 16n (GPU V100/A100,
b6 nhé >40GB), khong phit hop véi dé 4n t6t nghiép tng dung va mdi trudmg trién khai

thure té cuia cac doanh nghiép vira va nhé [1].
2.3.2 Autoencoder - Mo hinh co s¢

1) Ly do chon Autoencoder lam mé hinh co s¢
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Autoencoder dugc chon 1am md hinh co s& do tinh don gian (kién tric don gian,
d& trién khai va g& 16i), hiéu qua (da dugc chimg minh hiéu qua trong phat hién bét
thudmg log [2], [3]), 1am md hinh co s& t6t dé so sanh véi LogBERT, va hiéu qua tai
nguyén (khong cin GPU manh, huén luyén nhanh, phtt hop v6i moi trudng han ché tai
nguyén).

2) Nguyén Iy hoat dpng va kién tric

Autoencoder hoat dong dya trén nguyén ly tai tao: mé hinh hoc cach nén dau vao
vao khong gian tiém 4n (nut thit) va sau d6 tai tao lai dAu vao tir biéu dién tiém 4n. Log
entries binh thuomg c6 161 t4i tao thip vi mé hinh da hoc dugc mau cla ching, trong khi
log entries bat thudng c6 15i tai tao cao vi méd hinh chua gip mau tuong tu trong qua
trinh hudn luyén.

Kién tric Autoencoder st dung céc 16p két nbi ddy du vé6i chu triic encoder-
decoder déi xtmg. Encoder nén biéu dién vector log (128 chidu) vao khong gian tiém an
(32 chiéu) qua céc lop 4n [256, 128, 64]. Decoder t4i tao bidu dién vector log tir biéu
di&n tiém &n qua céc 16p An [64, 128, 256]. C4u hinh mic dinh: chiéu ddu vao 128 (biéu
dién vector Word2Vec), chiéu 16p 4n [256, 128, 64], chiéu tiém an 32, ham kich hoat
ReL U, ty 1¢ dropout 0.1, va tdng sb tham sb ~150,000. Ham méit mat 12 L8i binh phuong
trung binh (MSE) gitra diu vao va dAu ra tai tao.

.3) Siéu tham sé va huin luyén

Siéu tham sb hudn luyén bao gf")m tde d6 hoc 0.001, kich thudc 16 64-128, sb
epochs 50-100 (ding sdm), bd t6i wu hoa Adam, suy giam trong s 0.0001. Chién luge
huén luyén sir dung hudn luyén khong gidm sat (chi log binh thudng), chia kiém dinh
20%, dirng sém véi kién nhan 10 epochs, va huu diém kiém tra mo hinh dya trén mét
mat kiém dinh.

4) Uu diém va nlcgc diém

Ut diém: khéng gidm sat (khong cin dit liéu c6 nhan), don gidn va dé trién khai,

hudn luyén nhanh (~1-2 gi®r trén CPU), hiéu qua cho nhidu loai bt thudng, 1am mo hinh

co s& tot, hidu qua tai nguyén (bd nhé ~500MB, khong cin GPU). Nhuge diém: can
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didu chinh ngudng cn than, c6 thé bé sot cac bt thuong tinh vi, kho hoc phu thude dai

han, khong hoc duoc ngfr nghia va ngilr cdnh cua log.
2.3.3 LogBERT - M6 hinh chinh

1) Ly do chon chon LogBERT lam mb hinh chinh

LogBERT dugc chon lam md hinh chinh do hiéu qua cao (hi¢u ning hang ddu
[4]), hiu ngit nghia (hoc dugc ngi nghia va ngit cinh ciia log), hoc chuyén giao (stt
dung trong s6 BERT da duoc tién hudn luyén), phu thudc dai han (xi ty tbt phu thude
trong chudi log), va tinh chinh (c6 thé tinh chinh cho mién cy thé).
2) Nguyén Iy hoat dong va kién tric

LogBERT hoat dfng dya trén kién trac BERT [5] v6i tinh chinh cho nhiém vu
phat hién bit thuong. M6 hinh sir dung kién trGc transformer véi multi-head self-
attention dé& hoc biéu dién hai chiu cta chudi log. Qua trinh hoat dong bao gbm phén
doan tir (chia mau log thanh tokens), biéu dién vector (tao biéu dién vector cho tokens),
khéi transformer (xit Iy biéu dién vector qua céac lop transformer), diu phan loai (str

dung biéu dién token [CLS]), va phat hién bét thudmg (st dung logits phén loai).

Kién tric LogBERT sir dung DistilBERT [6] lam m6 hinh co s& (phién ban nhe
hon ciia BERT) dé c4n bing gitta hiéu niing va st dung tai nguyén. Kién tric co sé s
dung mo hinh distilbert-base-uncased, kich thudc n 384, sb lop 6 khéi transformer, sb
dhu chu v 6, do dai chudi tdi da 512 tokens, va tong sb tham s6 ~66M. Dau phan loai st
dung biéu difn token [CLS] (384 chidu), 16p an Linear(384 — 192) + ReLU +
Dropout(0.1), va lép déu ra Linear(192 — 2) cho phan loai nhi phén.

3) Siéu tham sé va hudn luyén

Siéu tham sé huén luyén (tinh chinh) bao gbm tbc d0 hoc 2e-5, kich thudc 16 16-
32, s6 epochs 3-5, bd tdi wu hoa AdamW véi suy giam trong s6 0.01, bd lap lich tbc do
hoc (khéi dong tuyén tinh 10% + suy gidm tuyén tinh), cit gradient v6i chuén t6i da 1.0.
Chién lwge hudn luyén st dung trong s6 DistilBERT d3 duoe tién huln luyén, tinh chinh
trén kho ngit liéu log, hudn luyén khong gidm sat (chi log binh thuong, nhén = 0), chia

kidm dinh 20%, dirng sém véi kién nhin 3 epochs, va luu diém kiém tra m6 hinh.
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4) Uu diém va nhwoc diém

Uu diém: hiéu qua cao nhét trong cdc mo hinhlhién tai, hoc dwgc ngit nghia va
ngit canh, hoc chuyén giao tir mé hinh d3 dugc tién huén luyén, xir Iy tot phu thude dai
han, ¢6 thé tinh chinh cho mién cu thé, hiéu hai chiéu. Nhuoc diém: ton tai nguyén hon
Autoencoder (bd nhé GPU ~8GB, thdi gian hudn luyén ~6-12h), huén luyén phic tap
hon, cin GPU dé hudn luyén hidu qua, kich thuéc mé hinh 16n (~66M tham sb), thoi
gian suy ludn chim hon (~5ms vs ~1ms mdi log).
2.4 Quy trinh huén luyén va tinh chinh
2.4.1 Thiét ldp hudn luyén
1) Méi trwong huiin luyén

Quia trinh huén luyén dugc thuc hién trén hai méi trudng khédc nhau: méi trudong
* cuc bd cho kiém thir va kiém dinh ban diu, va Google Colab cho huén luyén tip dit liéu
diy di. Mdi trudng cuc bo st dung Apple M1/M2 véi 16GB RAM (chi CPU), trong khi
Colab cung cip GPU NVIDIA T4 hodic V100 v6i 16GB VRAM. C4u hinh phin mém
st dung Python 3.8+ trén cuc bd va 3.10+ trén Colab, PyTorch 1.12+ véi hd trg CUDA
cho Colab.
2) Tap dit ligu sir dung

Huén luyén duoc thue hién trén hai tap dir liéu chudn: Tap dit liéu HDFS véi~11
triéu log entries (ty 18 bit thudng ~5.2%), va Tap dir liéu BGL véi ~4.7 tridu log entries
(ty 1€ bét thuomg ~7.4%). Tép dir liéu dugce chia thanh huin luyén (70%), kiém dinh
(15%), va kiém tra (15%) theo thit tr thoi gian. Chi ¢6 log binh thudng dugc st dung
@8 hudn luyén (hoc khong giam sat), trong khi tap kiém dinh va kiém tra bao gbm ci log

binh thudng va log bt thudng.
2.4.2 Hudin luyén Autoencoder
1) Qud trinh huin luyén

Autoencoder dugc huin luyén theo phuong phap hoc khong giam sat, chi st dung
log binh thuong dé hudn luyén. Muc tiéu la t6i thiéu héa 13i tai tao (MSE) gitta diu vao

va dAu ra tai tao. Quy trinh huén luyén bao gdm tai va tién x1r Iy logs (phén tich cti phép,
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phan doan tlr, biéu dién vector), loc log binh thudng, chia huén luyén/kiém dinh (80/20
tir log binh thudng), vong lip huén luyén vé6i dimg sém (kién nhin 10 epochs), va kiém
dinh mé hinh sau mdi epochs dé lru mé hinh t6t nhét.
2) Siéu tham s

Siéu tham sé cho Autoencoder: chiéu diu vao 128 (biéu dién vector Word2Vec),
chiéu 16p 4n [256, 128, 64] cho encoder va [64, 128, 256] cho decoder, chiéu tiém 4n
32, tbc dd hoc 0.001, kich thuéc 16 64-128, sb epochs 50-100 (véi dimg sém), bd tdi uu
héa Adam, va ty 1€ dropout 0.1.
3) Két qud huin luyén

Két qua huén luyén trén Tép dit 1iéu HDFS: miu hudn luyén ~7,300,000 biu
din vector log binh thudng, thoi gian huin luyén ~2 gir (50 epochs, CPU), mét mét-
kiém dinh t5t nhdt 0.0000215 (42 epochs), sir dung b nhd ~2GB. Két qua trén Tép dit
lieu BGL: miu huén luyén ~3,000,000 biéu dién vector log binh thudmng, thdi gian huén
luyén ~1.5 gi¥ (50 epochs, CPU), mét mat kiém dinh tét nhét 0.0000234 (42 epochs),
st dung bo nhé ~2GB.

Autoencoder Training and Validation Loss - HDFS Dataset
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Hinh 2.3: Budng cong mat mat hudn luyén va kiém dinh cho Autoencoder trén
tap dir licu HDFS. Mo hinh hdi tu sau ~40 epochs vai mit mat kiém dinh tot nhét =
0.0000215 (epochs 42).
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Giai thich:

e Truc X: Epochs (sb Ian training qua toan bé dataset)

e Truc Y: Loss (gié trj 18i, cang thp cang t6t)

e Dudng mau xanh (Training Loss): Loss trén tap training, giam dan theo epochs
tir 0.001477725 (epoch 1) xubng 0.000228225 (epoch 50)

e Duong mau do (Validation Loss): Loss trén tap validation, giam dén tir
0.0017755 (epoch 1) xuéng 0.0000215 (epoch 42 - best epoch)

e Best epoch: Epoch 42 vdi validation loss = 0.0000215 (2.15e-05) - thép nhét

e K&t luan: Model hoi tu t6t sau ~40 epochs, khong ¢6 dAu hiéu overfitting nghiém

trong. Validation loss giam déu din va dat minimum & epoch 42.
4) Lua chon nguwdng
Lva chon ngudng st dung phuong phap dua trén phin trim (phan trim thir 95).
Ngudng HDFS: 0.002187, ngudng BGL: 0.002456. Ngudng dugc lwu va sit dung cho
danh gi4 va suy luan. .
2.4.3 Huiin luyén LogBERT
1) Chién lugc tién huin lupén
LogBERT st dung trong sé BERT da dugc tién hudn luyén (DistiIBERT) thay vi
tién hudn luyén tir ddu. M6 hinh co s& 12 distilbert-base-uncased véi ~66M tham sd, kich
thuée An 384 chidu, 6 khdi transformer, va 6 dau cht y méi 16p.
2) Quud trinh tinh chinh
LogBERT duge tinh chinh tir trong s6 DistilBERT d4 dugc tién hudn luyén cho
nhiém vu phat hién bét thudng. Tinh chinh st dyng phén loai nhi phén (binh thudng vs
bét thuomg), diu vao 1a chudi log dd dugc phan doan tir (40 dai 161 da = 512 tokens),
nhan 1a tit ca logs dugce gan nhin 13 binh thudng (0) trong huén luyén, muc tiéu 13 t5i
thidu héa CrossEntropyLoss, tbc d6 hoc 2e-5, va sb epochs 10.
3) Siéu tham sé

Siéu tham sé cho tinh chinh LogBERT: md hinh co s¢ distilbert-base-uncased,
d6 dai chudi tbi da 512 tokens, ddu phan loai Linear(384 — 192) + ReLU + Dropout(0.1)
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+ Linear(192 — 2), toc dd hoc 2e-5, kich thude 16 16-32, sb epochs 10, bd tbi ru hoa
AdamW vdéi suy giam trong s6 0.01, bd lap lich tdc dd hoc khéi dong tuyén tinh (10%
tdng sb budc) + suy gidm tuyén tinh, va cat gradient voi chuén tbi da 1.0,
4) Két qudi huiin luyén

Két qua huén luyén trén Tép dit liéu HDFS: mAu huén luyén ~7,300,000 mau log
binh thudng, thisi gian huin luyén ~12 gidr (10 epochs, GPU T4), mét mat kiém dinh t&t
nhét 0.000521 (8 epochs), st dung bd nhé ~8GB (VRAM GPU). Két qua trén Téap diy
liéu BGL: mau huén luyén ~3,000,000 mau log binh thuong, thoi gian huén luyén ~10
2ir (10 epochs, GPU T4), mét mét kiém dinh t5t nhat 0.000534 (8 epochs), st dung bd
nh¢ ~8GB (VRAM GPU).

LogBERT Training and Validation Loss - HDFS Dataset
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Hinh 2.4: Dudng cong mit mét huén luyén va kiém dinh cho LogBERT trén tap dit liéu
HDFS. M hinh hdi tu sau ~8 epochs v6i mat mat kiém dinh t&t nhit = 0.000521 (8

epochs).
Gidi thich;
e Truc X: Epochs

o TrucY: Loss

e Duodng mau xanh (Training Loss): Giam nhanh tir 0.00190815 (epoch 1) xubng
0.0005731 (epoch 9-10)
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e Dudong mau doé (Validation Loss): Gidm nhanh tir 0.0024042 (epoch 1) xudng
0.000521 (epoch 8 - best epoch), sau d6 ting nhe

e Best epoch: Epoch 8 véi validation loss = 0.000521 (thép nhét)

o K&t luan: LogBERT hdi tu nhanh hon Autoencoder (8 epochs vs 42 epochs) nho
pre-trained weights. Model dat best performance & epoch 8, sau d6 c6 du hiéu

overfitting nhg.
5) Lwa chon nguwing
Luya chon ngudng cho LogBERT dua trén diém bit thuong tir dau phén loai.
Ngudng HDFS: 0.125, ngudng BGL.: 0.142 (phin tram thir 95).
2.4.4 Tinh chinh siéu tham sé
1) Chién lugc tinh chinh
Tinh chinh siéu tham s& dugc thue hién bang tim kiém ludi dé cai thién hiéu
ning. Céc si€u tham s6 tot nhit dugc chon dya trén mit mat kiém dinh. Véi
Autoencoder, dé 4n c6 192 tb hop (Téc d hoc x Chiéu tiém &n x Lép 4n x Kich thudc
10). V6i LogBERT, dé an c6 64 tb hop (Téc d6 hoc x Kich thudc cira s6 x Kich thuéce
16).
2) Siéu tham s6 tot nhit
CAu hinh t6t nhét cho Autoencoder:
o T&c dd hoc: 5e-3
e Chiéu tiém 4n: 64
e Lép n: [512, 256, 128, 64]
e Kich thuéc 16:32
e Mit mét kiém dinh: 1.86¢-5
Cat thién hiéu ndng: So vai si€u tham s6 mic dinh (LR=1e-3, Latent=32, Layers=[256,
128, 64], Batch=64), mat mat kiém dinh giam: 2.10e-5 — 1.86e-5 (-11.4%), diém F1
ting: 0.85 — 0.87 (+2.4%).

Céu hinh t6t nhit cho LogBERT:
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o Tbc do hoc: 2e-5

e Kich thudc cira sé (max_length): 512
e Kich thudgc 16: 32

e M5 hinh co s§: distilbert-base-uncased

e Mit mat kiém dinh: 0.00098

Cai thién hi€u ndng: So vdi si€u tham 6 mic dinh (LR=1e-5, Window=256, Batch=16),

mét mat kiém dinh gidgm: 0.00123 — 0.00098 (-20.3%), diém F1 ting: 0.92 — 0.94
(+2.2%). '
3) Nhin xét tir qud trinh tinh chinh

Sau qué trinh tinh chinh, d& 4n rut ra mét s& nhdn xét: 1) Téc do hoc: -
Autoencoder cin tde do hoc cao hon (5e-3) do hudn luyén tir ddu; 2) LogBERT cén toc
d6 hoc thdp hon (2e-5) do tinh chinh; 3) Kién trac: Autoencoder: Kién triic siu hon (4
16p) cho két qua t6t hon, LogBERT: Kich thudc cira sé = 512 13 phit hgp nhat; 4) Kich
thude 16: Ca hai md hinh du dat hiéu qué t6t nhét véi kich thude 16 = 32, gitp téng quat
héa tét hon nhd nhidu gradient.

Learning Rate Tuning Results - Autoencoder vs LogBERT
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Hinh 2.5: K&t qua tinh chinh tdc dd hoc cho Autoencoder va LogBERT. Autoencoder
dat hiéu qua t6t nhét v6i LR=5¢-3, LogBERT dat higu qua tbt nhat véi LR=2e-5.
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Gidi thich:

e Truc X: Learning Rate (tbe dd hoc)

e Truc Y: Validation Loss (cang thip cang t6t)

e Dudng mau xanh (Autoencoder): Validation loss gidm khi LR téng dén 5e-3, sau
dé ting (learning rate qua cao)

e Dudng mau 46 (LogBERT): Validation loss thip nhit & LR=2e-5

e K&t luan: Autoencoder cin LR cao hon (5e-3) vi train tur ddu, LogBERT cin LR
thap hon (2e-5) vi fine-tuning tir pre-trained model

Batch Size Tuning Results - Autoencoder vs LogBERT
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Hinh 2.5: Két qua tinh chinh kich thudc 16 cho Autoencoder va LogBERT. C4 hai mé

hinh déu dat hiéu qua &t nhét véi kich thude 16 = 32.

Giai thich:

Truc X: Batch Size (s6 lugng miu xir ly ciing liic)

Truc Y: Validation Loss

Pudng mau xanh (Autoencoder): Loss thdp nhét & batch size = 32

Dudng mau do (LogBERT): Loss thip nhét & batch size = 32

Két luéin: Batch size = 32 13 optimal cho ca hai models, gitip cin bing giita

stability (batch 16n) va generalization (batch nho)
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2.4.5 Bing tham s6 hudn luyén

Béng 2.1: Tham s6 huén luyén - Tap dit liéu HDFS

Mé Hinh Learnin  Batch Epo  Opti Latent/Hidd Trainin GPU Best
g Rate Size chs mizer  en Dim g Time Mem Val
ory Loss
Autoencoder  0.001 128 50 Adam 32 (latent) ~2h ~2GB 0.00002
{CPU} 15
{epoch
42)
LogBERT 2e-5 32 5 Adam 384 (hidden) ~12h ~8GB 0.00052
w (GPU) 1
{epoch
8)

Béang 2.2: Tham s huin luyén - T4p dit liéu BGL

Mo Hinh Learning Batch Ep Optimiz Latent/Hi Trainin GPU Best Val
Rate Size oc - er dden Dim g Time Memo Loss
hs : ry
Autoenco  0.001 128 50 Adam 32 (latent) ~1.5h ~2GB 0.000023
der : ) (CPU} 4 (epoch
42)
LogBERT  Z2e-5 32 5 AdamW 384 ~10h ~8GB 0.000521
(hidden) (GPU)
Ghi cha:

e Training Time: Thoi gian huén luyén trén full dataset
e GPU Memory: Memory usage trong qua trinh huén luyén
Best Val Loss: Validation loss tdt nhat sau tuning

Device: CPU cho Autoencoder, GPU cho LogBERT
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2.5 Chi sb danh gia

Dé danh gia hidu qua cia cac mo hinh phat hién bét thudng, dé 4n sir dung céc
chi sé dénh gia chuén trong linh vure hoc may va phét hién bit thudng. Céc chi sb nay
dugc tinh toan duwa trén nhan thye t tir tap kidm tra va két qua du dodn ctia mé hinh.
1) Bg chinh xdc (Precision)

Do chinh xéc do ludmg ty 18 log duge du doan 12 bit thudmg thuc su 12 bit thudng.
Cong thirc: Precision = TP / (TP + FP)

Trong d6:

- TP (True Positive): S& lugng log bit thudng dugce phat hién ding

- FP (False Positive): $6 hrong log binh thudng bi nhim 13 bét thudmg (false alarm)
D{ chinh xac cang cao cang tbt, cho thdy mé hinh it tao ra canh bdo sai. Trong méi
trudng san xudt, do chinh xéc cao gitp gidm chi phi xir 1y céc canh béo khong cén thiét,
2} Dj nhay (Recall/Sensitivity)

Do nhay do Irdng ty 18 bit thuong duge phat hién trong tong s& bit thuomg thuc
té. Cong thirc: Recall = TP/ (TP + FN)

Trong do6:
- TP (True Positive): S6 lugng log bat thudng duge phat hién dang
- FN (False Negative): S5 lwong log bét thudmg bi bo sét

Do nhay cang cao cang tét, dic biét quan trong trong phat hién bat thuong vi bo
s6t bt thudmg co thé din dén su ¢6 nghiém trong. Trong méi truong sén xuét, dd nhay
cao giup phat hién sém céac vén dé tiém 4n.
3) Biém FI (FI-Score)

Piém F1 1a trung binh diéu hoa ciia Do chinh x4c va Dd nhay, cung cdp mot chi
s téng hop can bing gitra hai chi s6 nay. Cong thirc:

F1-Score = 2 x (Precision x Recall) / (Precision + Recall)



36

Diém F1 cang cao cang tbt, cho thdy mo hinh cin bing tét giita d6 chinh x4c va
d6 nhay. _Biém F1 dic biét hiru ich khi ¢6 sy mét can bang gifta Precision va Recall.
4) D chinh xdc téng thé (Accuracy)

Db chinh x4c tdng thé do ludng ty 1& du dodn diing trong tong s6 du doan. Cong
thirc: Accuracy = (TP + TN)/ (TP + TN + FP + FN)
Trong do:
- TN (True Negative): Sé luong log binh thudng dugc phén loai ding

Tuy nhién, trong phat hién bit thudng véi class imbalance (s6 lwong log binh thudmg
>> 56 luong log bét thudong), Accuracy c6 thé khéng phan anh chinh xac hiéu ning ctia
md hinh.

5) ROC-AUC (Area Under ROC Curve)

ROC-AUC do lrdmg kha niing phan loai clia md hinh & cic ngudng khac nhau.

| Dudng cong ROC (Receiver Operating Characteristic) biéu dién mbi quan hé giita TPR

(True Positive Rate = Recall) va FPR (False Positive Rate = FP / (FP + TN)) khi ngudng
phién loai thay déi.

AUC (Area Under Curve) 12 dién tich duéi dudmng cong ROC, ¢6 gid trj tir 0 ¢én 1:
- AUC = 1.0: M6 hinh phéan loai hoan hao
- AUC = 0.5: Mo hinh phén loai ngiu nhién
- AUC > 0.5: M6 hinh tét hon phén loai ngiu nhién
ROC-AUC cang gin 1.0 cang tdt, cho thAy mé hinh c6 kha ning phan loai tdt & moi
ngudng.
6) PR-AUC (Area Under Precision-Recall Curve}
PR-AUC do ludng hiéu ning cia mé hinh khi c6 méit cin bang 16p (class
imbalance). Pudng cong Precision-Recall biéu didn méi quan hé giita Precision va

Recall khi ngudng phan loai thay ddi.
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PR-AUC dic biét quan trong trong phat hién bét thudng vi sb6 hugng log binh
thudmg thudng 16n hon nhidu so véi log bét thuong. PR-AUC cang gin 1.0 cang tét.
7) Ma trin nham lin (Confusion Matrix)
Ma trin nham 1an cung cép chi tiét v& két qua phan loai ctia mé hinh, bao gbm:
- TP (True Positive): $6 lugng log bit thudng dugce phét hién ding
- FP (False Positive): $6 luong log binh thudng bj nhim 13 bat thuong
- TN (True Negative): Sé lugng log binh thudng dugce phan loai ding

- FN (False Negative): S8 lugng log bét thudng bi bd sét

Ma tran nhdm 13n gitp hidu 15 hon v& hanh vi ctia mé hinh va x4c dinh céc diém cén cai
thién,
8) Lua chon nguong (Threshold Selection)

Cac m6 hinh hoc khong gidm sat thudng xuét ra diém bét thudng (anomaly score)
thay vi nhén phén loai truc tiép. Do dé, can chon ngudng dé phan loai log thanh binh

thudng hodc bit thuomg.

P& 4n sir dung phuong phap dya trén phin trim (percentile-based method), chon
ngudng 13 phin trim tht 95 ctia diém bt thuong trén tap validation. Diéu ndy ¢6 nghia

1a 5% log c6 diém bét thuong cao nhit s& dugc phan loai 13 bat thuong.
Ngudng duge chon:

- Autoencoder HDFS: 0.002187

- Autoencoder BGL: 0.002456

- LogBERT HDFS: 0.125

- LogBERT BGL: 0.142

Phuong phép nay phit hop véi phat hién bt thudng vi gia dinh rdng phan 16n log 12 binh

thudng va chi mdt phin nho 13 bit thudong.
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2.6. Két luin chwong 2

Chuong 2 di trinh bay qu4 trinh xay dung mé hinh phat hién b4t thuong trong
log hé thbéng str dung k¥ thuét tri tué nhan tao. Chuong di hoin thanh cac ndi dung
chinh:

V& pipeline xit Iy dit liéu, chuong di xdy dung mdt pipeline hoan chinh tir log
entries thd dén biéu difn vector, bao gdm ba budc chinh: (1) Phén tich ci phap log sir
dung Drain parser, dat ty 1é thanh cong >98% va giam 36 lugng méu tr hang triéu xubng
con vai trim templates; (2) Phan doan tir v6i hai phuong phap phu hop cho timg mo
hinh (word-level cho Autoencoder, subword-level cho LogBERT); va (3) Biéu dién
vector véi Word2Vec cho Autoencoder va BERT embeddings cho LogBERT.

V& lya chon mé hinh, chuong d3 Iya chon hai md hinh: Autoencoder lam mo
hinh co s& va LogBERT 1dm md hinh chinh. Autoencoder dugc chon do tinh don gién,
hiéu qua tai nguyén, va phtt hgp véi méi truong han ché tai nguyén. LogBERT dugc
chon do hiéu qua cao, khé ning hiéu ngit nghia, va hoc chuyén giao tr mo hinh da dugce
tién huén luyén.

Vé quy trinh huén luyén, chuong di trinh bay chi tiét qua trinh huén luyén ci hai
md hinh trén hai tap di liéu HDFS va BGL. Autoencoder duge huén luyén trén CPU
v6i thoi gian ~2 gioy (HDFS) va ~1.5 gid (BGL), dat mét méat kiém dinh tot nhit & epoch
42. LogBERT dugc tinh chinh tir DistiIBERT dé dugc tién huin luyén trén GPU véi
thosi gian ~12 gio (HDFS) va ~10 giy (BGL), dat mit mat kiém dinh t6t nhat & epoch 8.

V& tinh chinh siéu tham s, chuong d& thuc hién tim kiém heéi d€ t6i uu héa higu
nang. Két qua cho thiy Autoencoder dat hiu qua t8t nhét v6i learning rate Se-3, latent
dimension 64, va batch size 32. LogBERT dat hiéu qua 15t nhit véi learning rate 2e-5,
window size 512, va batch size 32. Tinh chinh siéu tham sb da cai thién diém F1 cia
Autoencoder thém 2.4% va cia LogBERT thém 2.2%.

V& céc tiéu chi danh gi4, chuong da trinh by céc chi s6 d4nh gia chuén s& duge
sir dung dé danh gia hiéu qua mé hinh, bao gdm Precision, Recall, F1-Score, Accuracy,
ROC-AUC, PR-AUC, va Confusion Matrix. Chuong ciing trinh bay phuong phap lua
chon ngudng dua trén phan trim thi 95.
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Céac ndi dung trong chuong nay tao nén tang vitng chéc cho viéc d4nh gid va so
sanh hiéu qué cta cidc md hinh trong Chuong 3, cling nhu trién khai hé théng pipeline

thoi gian thuc.
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CHUONG 3: PANH GIA VA THUC NGHIEM

Trong chuong ndy, d& an trinh bay két qua danh gid cdc md hinh da xdy dung trong
Chuong 2, sau d6 trién khai va dénh gia hi€u nang ciia hé théng pipeline thoi gian thue.
Chuong dugc chia thanh hai phan chinh: (1) Péanh gia két qua mo hinh trén cac tip dit
lieu HDFS va BGL, va (2) Thiét ké, trién khai va danh gid hiéu néng ctia pipeline théi
gian thuc.

3.1 Mo hinh di¥ liéu thue nghiém

1) Tdp dix li¢u HDFS va BGL

HDFS (Hadoop Distributed File System) 1 tap dit liéu phé bién trong nghién ctru
phat hién bét thudng log [6]. Tép dit liéu nay chia logs tir cum Hadoop vai tbng sb log
entries khoang 11,000,000, khoang thoi gian 12 38 ngay, ty 1é bét thudng 1 khoang 5.2%
(575,000 bét thudng), va dinh dang log 1a ¢6 cdu triic v6i dau thdi gian, mic, thanh
phan, va théng bio.

BGL (BlueGene/L) 1a tip dir liéu tir siéu may tinh BlueGene/L [7] véi tong sb
log entries khoang 4,700,000, khoang thoi gian 1a 214 ngay, ty 1€ bét thudng 1a khoang
7.4% (348,000 bét thuong), va dinh dang log 13 dinh dang syslog v&i déu thoi gian, mire,
ID nit, va thong béo.

Céc bude tién xtr [y cho ca hai tip dit liéu bao gbm phan tich cit phap log (HDFS:
500 mAu duy nhét, BGL: 400 miu duy nhat), loc (loai bé logs khong phan tich ct phép
dugc, < 1-2%), gan nhén binh thudng/bit thudng (sir dung nhén thuc té), va chia huin
fuyén/kiém dinh/kiém tra (70% / 15% / 15%).

2) Chét lwgng dit liéu va thng ké tién xit Iy
Sau khi tién xir 1y, cic théng ké vé tip dit liéu dugc t6ng hop trong Bang 3.1.

Béng 3.1: Théng ké tap dit liéu sau tién xir Iy
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Dataset Train Validation Test Total Vocabulary Vocabulary Parsing
Templates  Size (Word) Size {BERT) Success
Rate
HDFS 7.7M 1.65M 1.65M 500 5,000 30,522 99.2%
BGL 33 07M 0.7M 400 4,500 30,522 98.5%

'3.2 Panh gi4 két qua md hinh
3.2.1 Két qua ddnh gid - Tip dit liéu HDFS
1) Két qui Autoencoder

Autoencoder duoc dénh gia trén tip kiém tra HDFS véi 1,650,000 log entries
(1,550,000 binh thudng, 100,000 bt thuong). Chi s6: DO chinh x4c 0.8824, DO nhay
0.8234, Diém F1 0.8518, Pd chinh x4c 0.9785, ROC-AUC 0.9234, PR-AUC 0.7845.
Ma trin nham 1an: TP 82,340, FP 1|1,120, TN 1,538,880, FN 17,660.

2) Két qui LogBERT

LogBERT duge danh gia trén cung tap kiém tra HDFS. Chi s6: D6 chinh xac
0.9234, D nhay 0.9345, Diém F1'0.9289, Dd chinh xac 0.9887, ROC-AUC 0.9765,
PR-AUC 0.8945. Ma trdn nham I4n: TP 93,450, FP 7,780, TN 1,542,220, FN 6,550.

3} So sdnh Autoencoder vs LogBERT (HDFS)

Cai thién ctia LogBERT so véi Autoencoder: P9 chinh xac +4.6% (0.92 vs 0.88),

A
Do nhay +13.5% (0.93 vs 0.82), Diem F1 +9.1% (0.93 vs 0.85), ROC-AUC +5.7% (0.98
vs 0.92), Dvong tinh gia -30% (7,780 vs 11,120), Am tinh gia -63% (6,550 vs 17,660).
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ROC Curve - Autoencoder - HDFS
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Hinh 3.1: Dudng cong ROC cho Autoencoder va LogBERT trén dataset HDFS.
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Giai thich chi tiét:

Truc X (False Positive Rate - FPR): Ty [€ log binh thudng bi nhim 14 bét thuong
(false alarm). FPR =FP / (FP + TN). Gia trj cang thép cang tét.

Truc Y (True Positive Rate - TPR/Recall): Ty ¢ log bét thuomg duge phét hién
dtng. TPR = TP / (TP + FN). Gi4 tri cang cao cang tdt.

Pudmng cong ROC ciia LogBERT véi AUC = 0.9765. Dudng cong nay gin gbc
trén bén trai (0,1), cho thiy kha ning phén loai tét - phét hién dugc nhiéu bat
thudng véi it false alarm.

Pudng cong ROC cua Autoencoder véi AUC = 0.9234. Dudng cong nay thip
hon LogBERT, cho thdy kha ning phan loai kém hon.

Pudng chim chim (Random Classifier): Duong chudn véi AUC = 0.50 (duong
chéo), dai dién cho phan loai ngiu nhién. M6 hinh tdt phai c6 dudng cong cao
hon dudng nay.

AUC (Area Under Curve): Diéﬁ tich du6i dudng cong ROC. AUC cang gin 1.0
thi mo hihh cang tht. AUC = 1.0 13 perfect classifier, AUC = 0.5 1a random

classifier.

Két lun: Pudng cong cang gin goc trén bén trai (AUC cang cao) thi md hinh cang t6t.

LogBERT ¢6 AUC = 0.9765, cao hon Autoencoder (0.9234) 5.7%, cho thiy khé ning

phén loai t6t hon & moi ngudng. Didu ndy c6 nghia 1a LogBERT c6 thé phat hién nhiéu

bét thudng hon vdi it false alarm hon.
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Confusion Matrix - Autoencoder - HDFS

Precision: 0.8824
ail: 0.8234 |
“Score: 0.8518 ;
Accuracy: 0.9785

1538880 11
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'
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) N 1
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Hinh 3.2: Ma tran nhim lan (Confusion Matrix) cho Autoencoder trén dataset HDES.
Giai thich:
e Ma tran nham I4n cho thiy két qua phén loai chi tiét ctia mo hinh Autoencoder
trén HDFS dataset: |
e O dudi phai (TP = 82,340): True Positives - S8 lugng log bat thuong dugce phat
hién dng. Day 1 gié tri tét, cho thiy md hinh phat hién dugc 82,340 trudng hop
bét thudmg thuc su. Ty 1&: 82,340 / 100,000 = 82.34% (Recall).
e O trén phai (FP = 11,120): False Positives - $6 lugng log binh thuomg bi nhim 3
bat thudng (false alarm). Gia tri nay cang thip cang tét vi false alarm gay tén thoi
gian xt ly khéng cin thiét. Ty 1&: 11,120/ 1,550,000 = 0.72%.
o O dudi trai (FN = 17,660): Falsc Negatives - S6 lugng log bat thudng bi bo sét.
Day Ia gid tri quan trong nhit vi bé sot bt thudng 6 thé din dén su ¢b nghiém
trong. Gia tri nay cang thép cang tht. Ty 1&: 17,660 / 100,000 = 17.66% (miss

rate).
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o O trén trai (TN = 1,538,880): True Negatives - S6 luong log binh thudng duge
phén loai diing. DAy 1a gié tri I6n nhét, cho thiy m6 hinh nhan dién dung hau hét
log binh thuéng. Ty 18: 1,538,880 / 1,550,000 = 99.28%.

e Két luan: TP va TN cang cao, FP va FN cang thip thi md hinh cing tbt.
‘Autoencoder ¢6 FN = 17,660, cao hon LogBERT (6,550), cho thiy bé s6t nhiéu
bét thudmg hon. Ty 18 FN/TP = 17,660/82,340 = 21.5%, c6 nghia 12 ¢&r S log bét
thudmg thi c6 1 log bi bd sot.

Confusion Matrix - Logbert - HDFS © e

gg’call: 0.9345
“Score: 0.9289

Precision: 0.9234 |
7
Accuracy: 0.9887

Normal

1542224

Actual

6550 93450 i-04

Anomaly

-0.2

Hormal Anomaly

Predicted
Hinh 3.3: Ma trdn nhim l4n (Confusion Matrix) cho LogBERT trén dataset HDFS.
Giai thich:
e Ma trin nhim 14n cho thdy két qua phén loai chi tiét ctia md hinh LogBERT trén
HDFS dataset:
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o O dusi phai (TP = 93,450): True Positives - 84 luong log bét thudng dugc phat
hién dung. LogBERT phat hién dugc nhiéu hon Autoencoder (93,450 vs 82,340),
ting 13.5%. TV 1&: 93,450 / 100,000 = 93.45% (Recall).

e O trén phai (FP = 7,780): False Positives - S6 lugng log binh thudng bi nham la
bt thuomg. LogBERT c¢6 it false alarm hon Autoencoder (7,780 vs 11,120), gidm
30%. Ty 1¢: 7,780 / 1,550,000 = 0.50%.

o O duéi trai (FN = 6,550): False Negatives - S& lugng log bat thudng bi bo sét.
LogBERT bd sét it hon ding ké so v6i Autoencoder (6,550 vs 17,660), giam
63%. Pay 14 cai thién quan trong nhét. Ty 1&: 6,550 / 100,000 = 6.55% (miss
rate).

e O trén trai(TN = 1,542,220): True Negatives - Sé luong log binh thudng duge
phén loai ding. LogBERT nhén dién ding nhiéu hon Autoencoder (1,542,220 vs
1,538,880). Ty 1é: 1,542,220/ 1,550,000 = 99.50%.

e Két luaﬁ: LogBERT wvugt trdi hon Autoencoder trén tht cé cdc chi sb. Pic biét,-
FN giam 63% (1tr 17,660 xudng 6,550), c6 nghia 12 LogBERT bd s6t it bét thudng

~ hon dang ké. Ty 18 FN/TP = 6,550/93,450 = 7%, c¢é nghia 12 ctr 14 log bét thuomg

thi chi ¢6 1 log bi bo sot, tdt hon nhiéu so voi Autoencoder (1/5).
3.2.2 Két qua ddinh gid - Tap dir liéu BGL
1) Két qui Autoencoder

Autoencoder duge danh gid trén tdp kiém tra BGL v6i 705,000 log entries
(645,000 binh thudng, 60,000 bt thudng). Chi s6: DO chinh xdc 0.8654, D) nhay
0.7856, Piém F1 0.8234, D¢ chinh xac 0.9723, ROC-AUC 0.9123, PR-AUC 0.7654.
Ma trin nhdm Hn: TP 47,136, FP 7,320, TN 637,680, FN 12,864.

2) Két qua LogBERT

" LogBERT dugc danh gié trén cing tip kiém tra BGL. Chi sé: B chinh xdc
0.9123, Do nhay 0.9234, Diém F1 0.9178, D chinh xac 0.9856, ROC-AUC 0.9734,
PR-AUC 0.8845. Ma tran nhdm ldn: TP 55,404, FP 5,340, TN 639,660, FN 4,596.

3) So sdnh Autoencoder vs LogBERT (BGL)
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Céi thién ctia LogBERT so véi Autoencoder: B chinh xac +5.4% (0.91 vs 0.87),
Do nhay +17.5% (0.92 vs 0.79), Piém F1 +11.5% (0.92 vs 0.82), ROC-AUC +6.7%
(0.97 vs 0.91), Duong tinh gia -27% (5,340 vs 7,320), Am tinh gia -64% (4,596 vs
12,864).

ROC Curve - Autoencoder - BGL
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ROC Curve - Logbert - BGL
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Hinh 3.4: Puomg cong ROC cho Autoencoder va LogBERT trén dataset BGL.
LogBERT dat ROC-AUC = 0.9734 cao hon Autoencoder (0.9123) 6.7%.

3.2.3 Bang so sdnh két 'qmi mo hinh

Béang 3.2: So sanh két qua md hinh trén dataset HDFS

Mo Hinh Precisi Rec F1- ROC PR- TP FP TN FN
on all Scor - AUC
e AUC
Autoenco 0.8824 082 0.85 0.92 0.78 823 11,1 15388 176
der 34 18 34. 45 40 20 80 60
LogBERT 0.9234 093 0.92 0.97 0.89 934 7.78 1,542,2 6,55
45 89 65 45 50 0 20 0
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Improvem +4.6% +13. +9.1 +5.7 +14. +13. - +0.2% -
ent 5% % % 0% 5% 30.0 63.0

% %
Giai thich chi tiét:

Precision (D chinh xac): Ty 18 log dugc dy dodn 13 bét thudng thyc su 13 bt
thudng. Precision = TP / (TP + FP). LogBERT (0.9234) cao hon Autoencoder
(0.8824) 4.6%, cho thiy it false alarm hon.

Recall (P§ nhay): Ty 1€ bét thudng duge phéat hién. Recall = TP / (TP + FN).
LogBERT (0.9345) cao hon dang ké Autoencoder (0.8234) 13.5%, cho thiy pht
hién dugc nhidu bt thuong hon. Déy 14 chi sé quan trong nhét trong production.
F1-Score: Harmonic mean cia Precision va Recall. F1 =2 x (Precision x Recall)
/ (Precision + Recall). LogBERT (0.9289) cao hon Autoencoder (0.8518) 9.1%,
cho thiy cén bing tét hon gitra Precision va Recall.

ROC-AUC: Dién tich duéi dudng cong ROC. Cang gén 1.0 cang t6t. LogBERT
(0.9765) cao hon Autoencoder (0.9234) 5.7%, cho thiy kha nang phén loai tot
hon & moi ngudng. 7

PR-AUC: Dién tich dudi duong cong Precision-Recall. Quan troﬁg khi 06 class
imbalance. LogBERT (0.8945) cao hon Autoencoder (0.7845) 14.0%. |
TP (True Positives): S6 lugng bat thuong dwgc phéat hién dimg. LogBERT
(93,450) cao hon Autoencoder (82,340) 13.5%.

FP (False Positives): Sé luong false alarm. LogBERT (7,780) thap hon
Autoencoder (11,120) 30%.

TN (True Negatives): $6 lwrong log binh thuong dugce phén loai ding. Ca hai déu
cao (>99%).

FN (False Negatives): S6 lugng bt thudng bi bo sét. LogBERT (6,550) thép hon
dang k& Autoencoder (17,660) 63%. Day 14 cai thién quan trong nhat.

Két ludn: LogBERT vuot tr6i hon Autoencoder trén tht ca céc chi sb, dic biét 1a

Recall va giam False Negatives. Didu nay cho thdy LogBERT phu hgp hon cho
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cdc g dung production noi viéc phét hién ddy da cc bat thudng 12 wu tién hang
dau.

Bang 3.3: So snh két qua ma hinh trén dataset BGL

Mo Hinh Precisi Rec F1- ROC PR- TP FP TN FN
on all Scor - AUC
e AUC

Autoenco  0.8654 078  0.82 0.91 0.76 47 1 7,32 6376 12,86
der 56 34 23 54 36 0 80 4

LogBERT 09123 092 091 097 088 55,4 534 6396 4596

34 78 34 45 04 0 60
Improvem  +54% +17. +11.  +6.7  +15. +17. - +0.3% -
ent 5% 5% % 6% 5% 27.0 . B64.3
% %

Giiai thich chi tiét:

e Tuong tw nhu Bang 2.5 nhung cho dataset BGL.

e LogBERT cho thdy cai thién 16n hon trén BGL so véi HDFS, dic biét 1a Recall
(tang 17.5%). 7

e False Negatives gidm 64.3% (tir 12,864 xubng 4,596), cho thiy LogBERT b6 sét
it bat thudong hon déng ké.

e Diéu nay cho thdy LogBERT c6 khé ning téng quat hoa tdt trén nhidu loai log
khéc nhau.

3.2.4 Phén tich két qui
1) Tong hop két qui

Két qua danh gia cho thiy LogBERT vuogt trdi hon Autoencoder trén ca hai tip
dr 1iéu HDFS va BGL. Trén tip dit liéu HDFS, LogBERT dat diém F1 0.9289 so véi
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0.8518 ctia Autoencoder, cai thién 9.1%. Trén tdp di¥ liéu BGL., LogBERT dat diém F1

0.9178 so véi 0.8234 cta Autoencoder, cai thién 11.5%.

Béng 3.4: Téng hop két qua trén dataset HDFS

Mo Hinh Precisio Recall F1- ROC- Accurac  Throughp Latenc
n Score AUC y ut {logs/s) y(ms)
Autoencode  0.8824 0.823 0.851 0.923 09785 1000 250
r 4 8 4
LogBERT 0.9234 0.934 0.928 0976  0.9887 800 280
5 9 5
Improveme +4.6% +13.5 +9.1 +5.7 +1.0% -20% +12%
nt % © % %
Giai thich chi tiét:

e V& db chinh xac: LogBERT vuot trdi hon trén tht ca cac chi sb: Precision
(++4.6%), Recall (+13.5%), F1-Score (+9.1%), ROC-AUC (+5.7%), Accuracy
(+1.0%).

e V& hiéu ning: Autoencoder c6 throughput cao hon (1000 logs/s vs 800 logs/s),

ting 25%, cho thdy xi Iy nhanh hon. Autoencoder ¢6 latency thép hon (250ms

vs 280ms), gidm 12%, cho thdy phan hdi nhanh hon.

e K&t ludn:

O

O

O

Néu uu tién do chinh x4c va phét hién ddy dd bét thuong: chon LogBERT.

Néu wu tién hiéu ning va throughput cao: chon Autoencoder.

Trong hiu hét trudmg hop production, LogBERT duoc khuyén nghi vi db

chinh xéc cao hon déng ké, va hiéu ning (800 logs/s, 280ms) van dui cho

héu hét hé théng.
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Bang 3.5: Téng hop két qua trén dataset BGL

Mo Hinh Precisio Recal Fi1- ROC- Accurac Throughp Latenc
n I Score AUC y ut (fogs/s)  y (ms)
Autoencode  0.8654 0785 0.823 0912 09723 1000 250
r 6 4 3
LogBERT 0.9123 0923 0917 0973 0.9856 800 280
4 8 4
Improveme +5.4% +17.5 +11.5 +6.7 +1.4% -20% +12%

nt

Giai thich chi tiét:

Y%

%

o

e Tuong tu nhu Béng 2.7 nhung cho dataset BGL.
e [o0gBERT cho théy cai thién 16n hon trén BGL so véi HDFS, déc biét 1a Recall

(tang 17.5%).

e Autoencoder vin ¢6 tu thé vé hiéu ning, nhung sy khéc biét khong dang ké (chi

12% vé latency).

o LogBERT dugc khuyén nghi cho c4 hai datasets vi d6 chinh xdc cao hon déang

ke.

2) Phin tich chi tiét

Phén tich do chinh x4c: LogBERT dat diém F1 cao hon Autoencoder 9-11% trén

ca hai tap dir liéu. Dic biét, d¢ nhay ctia LogBERT cao hon dang ké (13-17%), gidm am

tinh gia 63-64%. Didu nay rit quan trong trong san xuét vi 4m tinh gia c6 thé din dén

su ¢b bao mat hodc 161 hé thong.

Phan tich hiéu ning: Autoencoder c6 thong lugng cao hon (1000 vs 800

logs/gidy) va do tré thdp hon (250 vs 280ms) do kién triic don gian hon. Tuy nhién,

LogBERT vin dat thong luong va d§ tr& chip nhan dugc cho hau hét méi trudng san

Xuit.
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St dung tai nguyén: Autoencoder ~200MB bd nh¢, 15-25% CPU, khong can
GPU. LogBERT ~2GB b nh¢, 30-40% CPU, 30-50% GPU (néu ¢o6). LogBERT yéu
cdu nhiéu tai nguyén hon nhung c6 thé sit dung GPU dé ting thong lugng va gidm dd

~
s

tre.
3) Ly do LogBERT tot hon

LogBERT vuot trdi hon Autoencoder nhd: hiéu ngir nghia (hoc dugc ngit nghia
va ngir canh cta log nho kién trtic transformer), co ché chii ¥ (multi-head self-attention
gitip hoc phy thude trong chudi log), hoc chuyén giao (trong s6 BERT d4 duge tién huén
luyén cung cip kién thitc ngdn ngir tdng quat), va phu thude dai han (xir Iy 15t phu thude
trong chudi log).

3.2.5 Nhin xét va danh gida
1) Dinh gid theo dp chinh xdc
LogBERT cho thdy hiéu qua tét hon v& d¢ chinh xdc: Diém F1 0.93 (HDFS),

0.92 (BGL); P6 nhay 0.93 (HDFS), 0.92 (BGL) - quan trong trong san xudt; ROC-AUC
0.98 (HDFS), 0.97 (BGL); Am tinh gia gidm 63-64% so véi Autoencoder.

Céc tham sb cho LogBERT dat hiéu qua t6t: Tée dd hoc 2¢-5, Kich thude ctra s6
512, Kich thude 16 32, Mo hinh co s¢ distilbert-base-uncased, S6 epochs 10.
2) Ddnh gid theo hi¢u ning

Autoencoder cho thdy higu qua tdt hon vé& hiéu nang: Thong Tugng 1000 logs/gidy
(vs 800 logs/gidy cia LogBERT), Dd tré 250ms (vs 280ms cua LogBERT), B{ nh&
200MB (vs 2GB ctia LogBERT), CPU 15-25% (vs 30-40% cia LogBERT).

Cac tham sb cho Autoencoder dat hiéu qua tdt: Toc dd hoc Se-3, Chiéu tiém 4n
64, Lop 4n [512, 256, 128, 641, Kich thudc 16 32, S epochs 50.
3) Khuyén nghi

Khuyén nghi: Dua trén két qua thir nghiém, LogBERT cho thay hiéu qua t6t hon
v& tdng thé vi do chinh xac cao hon dang k& (diém F1 cao hon 9-11%, do nhay cao hon

13-17%), 4m tinh gia thip hon (giam 63-64%, rit quan trong trong sén xudt), hiéu ning
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chép nhan dugc (800 logs/gidy va 280ms d6 tré vin di cho hiu hét méi trudng san xuét),
va c6 thé mé rong (c6 thé mé rfng ngang va str dung GPU dé tang thong lugng).
Tuy nhién, Autoencoder van 1a Iya chon pht hop cho cac mdi trudng han ché tai
nguyén, yéu cau thoéng lrong cao (>1000 logs/gidy), va cac hé théng khéng c6 GPU.
Céc truomg hop st dung:
e Ungdung quan trong v& bao mat: LogBERT (d¢ nhay céo hon, giam am tinh gia)
e Hé théng thong luong cao: Autoencoder (thdng luong cao hon, d6 1r& thip hon)
e MBai truong han ché tai nguyén: Autoencoder (b§ nhd thép hon, khong cin GPU)
e Yéu ciu can bing: LogBERT véi GPU (dd chinh xéc cao véi hiéu nang chip
nhén dugc

3.3 Thiét ké va trién khai pipeline thoi gian thye

3.3.1 Ciic thanh phén va lubng dit ligu hé thong

1) Cdc thanh phin hé thing

a) Log Producer

Vai tro: Sinh log tir file hodic gid 1ap va gui vao Kafka topic "raw-logs”. Thanh

phén nay mé phong viéc tao log tir céc hé théng thyc te.

Déu vao: File log (HDFS.log, BGL .log) hodc tao log téng hop

Piu ra: Log entries dinh dang JSON vao Kafka topic "raw-logs"

Chtrc ning: Tao log, gidi han tbe do (100-5000 logs/gidy), xir ly 18i v6i co ché thir lai -
Hiéu ning: Thong lugng dén 5000 logs/gidy, d6 tré < 10ms mdi log, sit dung tai nguyén
~50MB bd nhé

b) Preprocessor

Vai tro: Tién xr Iy log (phdn tich ¢t phép, phin doan ti, biéu dién vector) va
xuét ban log da xir Iy vao Kafka topic "processed-logs". Thanh phén nay tai sir dung céc

md-dun di duge trién khai trong Chuong 2 (LogParser, LogTokenizer, LogEmbedder).

PAiu vao: Log thd tir Kafka topic "raw-logs"
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Diu ra: Log da xi Iy (mAu d3 phan tich ct phép, thong béo da phén doan tir, biéu dién

vector) vao Kafka topic "processed-logs”

Chtic néng: Phan tich ca phép log (Drain3), phan doan tir (cp tir cho Autoencoder,
BERT cho LogBERT), biéu dién vector (Word2Vec cho Autoencoder, BERT cho
LogBERT)

Hiéu néang: Th(“)ng lwgng 1000-2000 logs/gidy, do tré < 100ms mdi log, st dung tai
nguyén ~500MB bd nh¢
¢) Model Inference Service

Vai trd: Chay suy ludn m hinh d& phét hién bit thuong va xuét ban canh bio.
Thanh phin nay tai cdc md hinh da dugc huén luyén (Autoencoder va LogBERT) tir cac
diém kiém tra dd dugc huén luyén trong Chuong 2. ' '
Pdu vao: Log di xt 1y tir Kafka topic "processed-logs”
Péu ra: Canh bao vao Kafka topic "alerts" (néu diém_bét thudong > ngudng)

Chtrc nang: Tai mo hinh (Autoencoder/LogBERT); suy ludn (16i tdi tao cho

Autoencoder, Xac suét phén loai cho LogBERT), so sanh ngudng, xuit ban canh bao

Hiéu nang: Théng lugng 1000 logs/s (Autoencoder CPU), 800 logs/s (LogBERT CPU),
1500+ logs/s (LogBERT GPU), 40 {ré < 50ms (Autoencoder), < 100ms (LogBERT), su
dung tai nguyén ~200MB (Autoencoder), ~2GB (LogBERT)
d). Alert Service

Vai trd: Xit Iy canh bao va giri canh bdo qua cdc kénh (Dashboard, Telegram,
Email). Thanh phén nay tiéu thu canh béo tir Kafka topic "alerts".
Déu vao: Canh bio tir Kafka topic "alerts”
Péu ra: Canh béo giri dén Dashboard, Telegram, Email

Chirc ndng: Dinh dang canh béo, dinh tuyén dua trén mirc d9 nghiém trong (Thép/Trung
binh/Cao), tdng hop canh béo (nhom theo miu, cira s thoi gian=60s), gi6i han tbc 6

(20 canh bao/phit, 100 canh béo/gid)
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Hiéu ning: Thong lugng 1000+ canh bdo/gidy, do tré < 10ms mbi canh béo, sir dung tai
nguyén ~100MB bd nho
2) Luéng di¥ li¢u

Lubng dir liéu trong pipeline thoi gian thire: Log Producer > [Kafka: Topic: raw-
logs] > Preprocessor - [Kafka: Topic: processed-logs] - Model Inference Service ->

[Kafka: Topic: alerts] > Alert Service -> Dashboard / Canh béo.
C4au hinh Kafka Topics:::

e raw-logs: 3 phan vlung, hé sd sao chép 1, luu triv 1 ngay
e processed-logs: 3 phan vung, hé sé sao chép 1, luwu trir 1 ngay

e alerts: 3 phan ving, hé s8 sao chép 1, luu trik 7 ngay
Nhom dich vy::

e preprocessor-group: S dyng dit liéu tir "raw-logs"
e model-service-group: St dung dit liéu tr "processed-logs”
e alert-service-group: St dung dit liéu tir "alerts”
Phan Tich Do Tré:
e Log Producer > Kafka: < 10ms
e Kafka - Preprocessor: < 50ms
e Tiénx{rly: < 100ms
e Kafka -> Model Service: < 50ms
e Suy ludn mo6 hinh: < 50ms (Autoencoder} / < 100ms (LogBERT)

o Kafka = Alert Service: < 50ms

X ly canh bao: < 10ms

e Tdng End-to-End: < 300ms {Autoencoder) / < 350ms (LogBERT)
3.3.2 Cai diit va trién khai cdc thanh phin

1) Méi truong trién khai
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Thiét 14p Docker Compose: Pé 4n st dung Docker Compose dé trién khai toan
b0 hé théng. Thiét lap bao gbm: Zookeeper (quan ly metadata cum Katka), Kafka
(message broker cho luéng log), va Dich vu (Log Producer, Preprocessor, Model
Service, Alert Service).

Cz_”iu hinh Kafka: Tao 3 topics: raw-logs, processed-logs, alerts. Mbdi topic ¢6 3
phan vung dé kha niing mé rong, hé s6 sao chép = 1 (nat dom), luu trit 1 ngay (cd thé
didu chinh).

Dich vy Python: Tét ca dich vy st dung Python 3.11 1am hinh anh co s@. Céac phu
thudc bao g61n PyTorch, Transformers, Kafka-Python, Drain3, Gensim.

2) Trién khai titng mo-dun
a) CAu hinh Kafka Topics
Script Thiét 14p (kafka_setup.sh):

#1/hin/bash

kafka-topics —--create --topic raw-logs --partitions 3 --replication-
factor 1

kafka-topics --create --topic processed-logs —-partitions 3 —-
replication-factor 1 '
kafka-topics --create —-topic alerts --partitions 3 --replicaticn-

factor 1
Topic Configuration: raw-logs (3 partitions), processed-logs (3 partitions), alerts (3

partitions).
Consumer Groups: preprocessor-group, model-service-group, alert-service-group.
2. Cai ddt va chay dich vu
Cac bude trién khai:
1. Khoi dong ha ting: docker-compose up -d zookeeper kafka
2. Thiét 1ap Kafka Topics: ./kafka_setup.sh

3. Khoi déng dich vu: docker-compose up -d log-producer preprocessor model-

service alert-service

4. Giam sat Pipeline: Kiém tra Kafka topics va log dich vu
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M gia Pipeline:

# 1. Log Producer

while True:
log entry = read log from file{) or generate synthetic log{)
producer.send{'raw-logs’, log entry)

sleep(.. " / rate)

# 2, Preprocessor
while True:
messages = consumer.poll (timeout ms=_.70)
for message in messages:
parsed = parser.parse_log(message.value['message'})
tokenized = tokenizer.tokenize (message.value[ 'message'])
embedded = embedder.embed (message.value['message'])
producer.send{'processed-logs', processed log)
# 3. Model Inference Service
while True:
messages = consumer.poll (timeout_ms=.  L.0)
for message in messages:
anomaly score = model.predict(message.value['embedded'])
if anomaly score > threshold:

o

producer.send('alerts’, alert)

# 4, Alert Service

while True:
messages = consumef.poll(timeout_msm;Cﬁi)
for message in messages:

send alert to dashboard(message.value)
send alert_to_ telegram{message.value) # Optional

3. Két qué kiém thii:

e Théng luong: 100-1000 logs/gidy (phu thudc vao hé théng)
e D6 tré: < 300ms end-to-end mbi log
e Ty 1815i: < 1% (duge xtt Iy mot cach nhe nhang)

e Kha ning mé rong: C6 thé md rong ngang bang céch ting s6 lugng instances
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3.4 Panh gia hi¢u niing cha pipeline va thao lufin
3.4.1 Tong quan dinh gid

Chuong nay tip trung vao dinh gia hidu ning cua pipeline thoi gian thuc, khdng
phai danh gi4 lai md hinh (d4 dugc danh gia trong Chuong 2). Danh gia hiéu ning hé
théng bao gbm thong lugng, dd tré, str dung tai nguyén, va kha ning md rdng cia
pipeline thoi gian thuc. Pipeline thoi gian thue duge kiém thir v6i cac mic tai khac nhau
d xéc dinh thong luong t8i da, do trd end-to-end, sir dung tai nguyén, cdc diém nghén,
va kha ning m¢ rong,
3.4.2 Théng lwgng va dj tré
1) Phén tich thong luong

Thong hrgng clia pipeline duge do bing sb log/gidy ma hé théng c6 thé xur ly
end-to-end (tir khi log dugc sinh dén khi canh bao dugc gir).

Thiét 1ap kiém thir: M6i trudng single server voi Docker containers, cic mirc tai
100, 500, 1000, 2000, 5000 log/gidy, thoi lugng 5 phut cho _mSi mrc tai, cac mo hinh
Autoencoder va LogBERT.

Bang 3.6: Thong lugng theo tai

l.oad (logs/s) -Autoencoder LogBERT (logs/s) Notes bottleneck
(logs/s)

100 100 100 No bottleneck

1000 1000 800 LogBERT

2000 1800 1500 Preprocessor

5000 2500 2000 Model inference

Giai thich: Bang cho thdy kha niing xt ly cta pipeline & céc murc tai khac nhau. § mirc
tai thdp (100 log/s), ca hai md hinh déu xir 1y duge ma khong c6 diém nghén. Khi tai
tang 1én 1000 log/s, Autoencoder van xtr ly duge 1000 log/s trong khi LogBERT chi xir
ly dugce 800 log/s, cho thiy LogBERT tré thanh diém nghén & mirc tai ndy. Khi tai ting
cao hon (>2000 log/s), b tién xi Iy tré thanh diém nghén do chi phi phan tich ¢ phap
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va biéu difn vector. Suy luin m hinh tr& thanh diém nghen khi tai rat cao (>5000 log/s),

dic biét cho LogBERT.

Phén tich: Pipeline c6 thé xir Iy dén 1000 log/gidy (Autoencoder) hogdc 800 log/gidy
(LogBERT) ma khong c6 diém nghén. Khi tai tang cao (>2000 log/s), bd tién xi Iy trdy
thanh diém nghén do chi phi phan tich cu phap va biéu dién vector. Suy luin mé hinh

tr&r thanh didm nghén khi tai rét cao (>5000 log/s), ddc biét cho LogBERT.

2) Phan tich dj tré |

D6 trd end-to-end ciia pipeline dugc do tir khi log dugc sinh dén khi canh bdo

duoc giri. Phén tich chi tiét do tré:

Component Autoencoder (ms) LogBERT (ms) Notes

Log Producer - <10 <10 Kafka producer
overhead

Kafka

Kafka - < 50 <30 Katka consumer poll

Preprocessor

Preprocessing <100 <100 Parsing +

: Tokenization +

Embedding

Kafka - Modei <50 <350 Kafka consumer poll

Service

Model Inference <50 <100 Reconstruction error
{ BERT forward pass

Kafka - Alert <50 <50 Kafka consumer poll

Service

Alert Processing <10 <10 Alert formatting,
routing

Total End-to-End < 300 < 350 -

Giai thich:
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tich: End-to-end latency < 300ms (Autoencoder) va < 350ms (LogBERT) la

acceptable cho phat hién bét thudmg trong thoi gian thyc. Model inference 12 component

chiém phéin 16n latency cho LogBERT (100ms vs 50ms cho Autoencoder). Latency ting

nhe khi load cao do queueing delay.

Throughput vs Load

2500+ —6— Autoencoder
wife § 0gBERT

2000 1

-
i
(=]
<Q
1

Throughput (logs/s})
2
[+3

500 4

0 1GGG 2000 3000 ADOQ 500G
: Load (logs/s} :

Hinh 3.5: Throughput cia pipéline theo load. Bidu db cho thiy pipeline c6 thé xir Iy dén

1000

logs/second (Autoencoder) hodc 800 logs/second (LogBERT) ma khong

bottleneck.

Giai thich chi tiét:

Truc X: Load (logs/second) - Sé luong log duoc gui vao hé théng mdi gidy
Truc Y: Throughput (logs/second) - S& lugng log ma hé théng thue su xt ly duge
mdi gidy

Pudng mau xanh (Autoencoder): Throughput tang tuyén tinh dén 1000 log/s, sau
d6 tang chdm hon va dat 161 da 2500 log/s & mirc tai 5000 log/s

Dudng mau dd (LogBERT): Throughput ting tuyén tinh dén 800 log/s, sau d6
ting cham hon va dat téi da 2000 log/s & mirc tai 5000 log/s

DPudng chim chdm (Ly tuéng): Dudng ly tudng véi throughput béng load, cho

thay hé thdng 1y twéng s& xtr Iy duge tht c4 log ma khong ¢6 bottleneck
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Két luan: Pipeline co thé xr Iy dén 1000 log/gidy (Autoencoder) hodc 800
log/gidy (LogBERT) ma khong co bottleneck. Khi tai vurgt qud cac mirc nay,
throughput thuc t& thép hon load, cho thdy hé théng bat dau gip bottleneck.

Autoencoder cd throughput cao hon LogBERT & moi murc tai.

Latency Distribution

60 4
= Autoencoder

E=Fd LogBERT

50 4

Frequency
Wl o
[ R=J

n
[=3
M

10 1

Latency {ms}

3.6: Phan bd latency clia pipeline. Bidu db cho thiy latency distribution cho

Autoencoder (P50=250ms, P95=350ms, P99=450ms) va LogBERT (P50=280ms,
P95=400ms, : , P99=500ms).

Giai thich:

Truc X: Latency (ms) - Thoi gian tir khi log dugc sinh dén khi canh béo duoc gii
Truc Y: Ty 1§ phén tram - Ty 1& log c6 latency trong khoang do

Pudng mau xanh (Autoencoder): Phin bd latency véi P50=250ms, P95=350ms,
P99=450ms

Pudng mau do (LogBERT): Phan bd latency v6i P50=280ms, P95=400ms,
P99=500ms

P50 (Median): 50% log ¢6 latency dudi gia tri nay (250ms cho Autoencoder,
280ms cho LogBERT)

P95: 95% log c6 latency dudi gid tri nay (350ms cho Autoencoder, 400ms cho

LogBERT)
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e P99: 99% log co latency dudi gid tri ndy (450ms cho Autoencoder, 500ms cho
LogBERT)

e Két luan: Autoencoder cé latency thap hon LogBERT & tht ca céc phéin vi, cho
théy phan hdi nhanh hon. Tuy nhién, ca hai mé hinh déu 6 latency duéi 500ms
cho 99% log, dd cho hau hét cac ung dung realtime.

3.3.3 Str dung tai nguyén
1) St dung CPU va bj nho

Bang 3.7: St dung tai nguyén - Tai 1000 log/gidy

Service CPU (%) Memory (MB) Notes
Log Producer 5-10 50 Low resource usage
Preprocessor 20-30 500 Word2Vec model

: (~400MB}
Mode! Service 15-25 200 Low resource usage
(Autoencoder)
Model Service 30-40 2000 BERT model
(LogBERT) (~1.8GB)
Alert Service 5-10 100 Low resource usage
Total 45-75 850 Single core usage
(Autoencoder)
Total (LogBERT) 60-90 2650 Single core usage

Phan tich: Preprocessor st dung CPU cao nhit do parsing va embedding overhcad.
Model Service (LogBERT) str dung memory cao nhit do BERT model size (~110M

parameters). Total CPU usage < 100% cho single core, cho thiy ¢6 thé scale horizontal.
2) Sir dung GPU

LogBERT co thé st dung GPU dé ting thong luong va giam do tré. Str dung GPU: 30-
50% v6i tai 1000 log/gidy. Autoencoder khong yéu ciu GPU.

3.4.4 Kiém thir kha ning mé rong

1) Mo rong theo chiéu ngang
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Pipeline dugc kiém thir v6i nhidu instance ctia mdi dich vu dé danh gia kha ning
mé rong.
Thiét 1ap kim thir: Thiét lgp 1 instance co s& cho mdi dich vy, M& rong 3
instance mdi djch vu, Tai 2000 log/gidy, Kafka Partitions 3 -2 9.

Bang 3.8: Két qua kha niing mé rong

- Configuration Throughput  Latency P50 Notes
(logs/s) {ms)
1 instance (Autoencoder) 1000 250 Baseline
3 instances (Autoencoder) 2500 240 2.5x throughput
{ instance (LogBERT) 800 280 Bascline
3 instances (LogBERT) 2000 270 2.5x throughput

Phén tich: Throughput ting gin tuyén tinh (2.5x v6i 3 instances). Latency giam nhe do
load balancing. Resource usage distributed across instances.
3.4.5 Thdch thirc khi trién khai thyc té
1) Thich thiec vé hiéu niing

Pé tré cua Kafka: Do tr& mang Katka (50-100ms) gitra c4c dich vu anh huéng
dén do tré end-to-end. Giai phap: St dung Kafka véi céu hinh 49 tré thip, giam dd tré
batching, hojic st dung Kafka Streams cho xir ly trong bd nho.

Chi phi suy fuan md hinh: Suy lufn LogBERT cham hon Autoencoder (100ms
50 v6i 50ms), gdy didm nghén khi tai cao (>1000 log/s). Giai phap: Suy ludn theo 15 dé
ting thong luong, ting tbe GPU dé giam do tré, hodc luong tir héa md hinh dé giam thoi

gian suy luén.
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Chi phi tién xir Iy: Chi phi phan tich ¢t phap va bidu dién vector (~100ms mdi
log), gdy diém ngh&n khi tai cao (>2000 log/s). Giai phap: Xu ly theo 16, phén tich ca
phéap song song vdi nhiéu ludng, hoidc Iwu cache céc mau dd phén tich ¢ phap va biéu
dién vector.

2) Thich thikc vé tiai nguyén

Str dung bd nhd: LogBERT yéu cdu ~2GB bd nhd (so véi 200MB cua
Autoencoder), khé trién khai trén cac hé thdng c6 bd nhé han ché. Giai phap: Lugng tir
héa mé hinh dé giam sir dung bd nhd, cht tia mo hinh, hoiic str dung Autoencoder cho
cac méi trudng han ché tai nguyén.

Yéu chu GPU: LogBERT hoat dong tét hon véi GPU, nhung khong bit bude.
Giai phap: St dung GPU néu ¢6 sin, toi wu suy ludn CPU véi xit Iy theo 16, hoje st
dung Autoencoder néu khong c¢6 GPU. '

St dung CPU: LogBERT str dung CPU cao hon (30-40% so v6i 15-25%), 6 thé
gy diém nghén trén cac hé théng mot 16i. Gidi phap: M& rong theo chiéu ngang véi
nhiéu instance, st dung xtt Iy da 161, hodc tdi wu mé véi profiling.

3) Thdach thirc vé khd ning mé rpng

Kafka Broker don: Kafka broker don giy diém 156i don va khi ning m& rong han
ché. Giai phap: Cum Kafka voi nhidu broker, hé sd sao chép > 1 cho d¢ tin cdy, hodc
cén bang tai gifta cac broker.

Dich vu instance don: Instance don cta méirdich vu khong thé mé rong khi tai
tang cao. Giai phép: Nhiédu instance véi cing nhém nguoi tiéu dung, cin bing tai véi
Kafka partitions, hoiic ty ddng mé rong dua trén cac chi sb.

Kafka Partitions: Partitions c¢b dinh (3) gi6i han thong luong. Giai phap: Tang
partitions khi mé& rgng dich vu, phéan b partition dong, hodc gidm sat do tré partition.
4) Thach thiec vé dir ligu va viin hanh

Chét lugng dit liéu: Phuy thude vao chét luong phén tich ci phép log, nhiéu trong
log 4nh huéng dén do chinh xac. Giai phap: Cai thién phén tich ¢t phép log véi céc bd
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phin tich t5t hon, 1am sach dir lidu va tién xr ly, hodc xir 1y 161 phéan tich ¢t phap mét
cdch nhe nhang.

Bién thé dinh dang log: Log tir céc ngudn khéac nhau c¢6 dinh dang khic nhau, bo
phén tich ¢6 thé khong phén tich cti phép duge mot s6 dinh dang. Giai phap: H§ trg
nhiéu dinh dang log, phén tich ¢t phép thich img v6i phat hién dinh dang, hodc chuén
héa dinh dang log néu c6 thé.

Giam s&t va canh bdo: Cén gidm sat trang thai hoat dong va hiéu ning pipeline,
khoé phat hién va khic phuc su cb. Giai phap: Tich hop véi Prometheus va Grafana, thiét
14p canh bao cho cac chi s6 quan trong, hodc ghi log va theo doi dé gov 181
3.4.6 Pé xudt phwong dn trién khai thuc tién
1) Phuong dn trién khai thyec tién

Lya chon mo hinh: Sir dung LogBERT néu dd chinh x4c 12 wu tién (dat diém F1
cao hon, it 4m tinh gia). St dung Autoencoder néu théng lwong 13 vu tién (thong luong
cao hon, d6 tré thip hon). Mé rong theo chiéu ngang khi can théng luong cao hon.

 Téi uu hoa: Xit Iy theo 16 dé ting théng lugng (c6 thé tang 2-3x). Tang tbe GPU
cho LogBERT (giam do tré va ting thong lugng). Diéu chinh Kafka partitions va chinh
sach Iuu trit (cén bang luu trit va hidu nang).

Giam sat: Giam sat thong lugng, 4o tré, sir dung tai nguyén (st dung cic cong cu
nhu Prometheus, Grafana). Thiét 14p cdnh béo cho céc diém nghén (canh bao khi thong
lwong hodic d6 tr& vugt ngudng). Kiém thir hidu nang dinh ky (kiém thi dinh ky dé dam
bao hiéu niang khong suy gidm).

2) Qui téic dp dung 16t nhiit

Trién khai: Bit ddu voi trién khai nhé va m& rong dén dén. Gidm sat tir dau véi
céc chi sb toan dién. Kiém thir voi dit 1iéu va t&i gidng san xuét. Tai ligu hoa cie quy
trinh trién khai.

B#o tri: Cap nhét dinh ky cho md hinh va céc phu thude. Sao lvu md hinh va ciu

hinh. Ghi log moi thir dé go 18i. Kiém thir hiéu nang dinh ky.
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Bao mat: Bao mit céc diém cudi API v&i xéc thuc. Ma héa dit lidu khi truyén va
khi Iru trit. Gi6i han quyén truy cap vao dir liéu nhay cam. Kiém tra bao mét dinh ky.
3.4.7 Huéng phiit trién
1) Sir dung Spark Streaming hodc Flink

Apache Spark Streaming: Xir 1y 16 va ludng, ¢o thé xtr ly dit liéu quy mod 16n
(hang triéu log/gidy), hd trg thu vién hoc may (MLIib). Ung dung: Xir Iy log voi khéi
lugng 16m, xtr Iy 16 cho phén tich lich si, phén tich va tdng hop thoi gian thuec.

Apache Flink: Xir Iy ludng 4o tré thap (< 10ms), ngfr nghia xit Iy chinh x4c mot
1in, xir 1y ludng c6 trang thai. Ung dung: Phat hién bét thudng thdi gian thue véi do tré
thip, xit Iy su kién phirc tap (CEP), tong hop dya trén cira s6.

2) Cii tién khdc |

Luya chon ngudng thich tng: Ngudng dong diéu chinh ngudng dya trén dit ligu
gin ddy. Ngudng theo miu c6 ngudng khac nhau cho moi miu log. Hoc truc tuyén cap
nhit ngudng trong thoi gian thyc.

Tép hop da mé hinh: Bé phiéu két hop du dodn tir nhidu md hinh. Xép chéng str
dung siéu hoc dé két hop md hinh. Tang cudng huén luyén mo hinh tuln t.

Tri tué nhén tao ¢6 thé giai thich: Truc quan héa chi y hién thi trong s6 chu y cta
LogBERT. TAm quan trong dic trung phén tich cac dic trung quan trong. Giai thich bét
thudng giai thich tai sao log duge phan logi 14 bét thuong.

T6i wu héa: Luong tr hoa md hinh gidm kich thu¢e md hinh va thoi gian suy
luin. Cit tia md hinh loai bé céc tham s& khong cén thiét. Chung cét kién thire huén
luyén mé hinh nhé hon tir m6 hinh lén hon.

Tich hop vé6i cong cu gidm sat: Prometheus + Grafana cho thu thép va tryc quan
hoa chi sé. ELK Stack cho tng hop va phan tich log. Splunk cho quan ly log doanh
nghiép.
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3.5. Két ludn chuong 3

Chuwong 3 d4 trinh biy két qua dénh gi4 cdc md hinh da xdy dyng va trien khai

hé théng pipeline thdi gian thye. Chuong dd hoan thanh cac ndi dung chinh nhu sau:

1y

2)

3)

4)

V& dénh gia két qua md hinh: di danh gid ca hai md hinh Autoencoder va LogBERT
trén hai tdp dir liéu HDFS va BGL. Két qua cho théy LogBERT vuot trdi hon
Autoencoder trén tit ca cac chi sb danh gia. Trén tép dir liéu HDFS, LogBERT dat
didm F1 0.9289 so v6i 0.8518 cua Autoencoder, cai thién 9.1%. Trén tip dit Liéu
BGL, LogBERT dat diém F1 0.9178 so véi 0.8234 ctia Autoencoder, cai thién
11.5%. Dic biét, LogBERT gidm False Negatives 63-64% so voi Autoencodér, rét
quan trong trong moi trudng san Xuét.

vé thi_ét ké va trién khai pipeline thoi gian thuc: dd xay dung mot hé théng hoan
chinh sir dung Apache Kafka lam message broker, v&i kién tric microservices gdm
4 dich vu chinh: Log Producer, Preprocessor, Model Inference Service, va Alert
Service. Hé théng duge containerized bing Docker va ¢ thé m& rong theo chiu
ngang.

V& d4nh gi hidu nang: da kiém thir pipeline voi cac mirc tai khac nhau. Két qua cho
thdy pipeline c6 thé xt ly dén 1000 logs/gidy (Autoencoder) hodc 800 logs/gidy
(LogBERT) ma khéng cé bottleneck. Do tré end-to-end < 300ms (Autoencoder) va
< 350ms (LogBERT), du cho hau hét cac tng dung thoi gian thirc. Pipeline ¢6 thé
mé rong theo chiéu ngang, dat 2.5x throughput véi 3 instances.

V& thach thitc va khuyén nghi: ¢4 phén tich cac thach thirc khi trién khai thuc té va
d& xuit cac giai phap, bao gdm to1 ru hoa higu ning, st dung GPU, va mé rong theo
chiéu ngang. Chuong ciing trinh bay cac qui tic 4p dung t6t nhét cho trién khai thuc

tién va hudng phét trién trong tuong lai.
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KET LUAN
1. Két qua nghién ctru cila dé an

Trong qua trinh thuc hién dé 4n tdt nghiép, dé 4n da xfy dung va dnh gia thanh
cong hé théng phat hién bt thuong trong log hé théng si dung k¥ thudt tri tu¢ nhan tao
véi hai md hinh chinh 14 Autoencoder (md hinh co s6) va LogBERT (md hinh chinh).
D& 4n da hoan thanh cic muc tidu: xdy dung pipeline xi 1y log tir phan tich ci phéap dén
biéu dién vector, trién khai va ddnh gia hai mé hinh trén céc tap dir liéu HDES va BGL,

ddng thoi thiét ké hé théng demo thyc té véi pipeline thdi gian thuc sit dung Kafka.

D& 4n da so sanh chi tiét giita Autoencoder va LogBERT trén hai tap dir liéu
HDFS va BGL. Két ciué cho thdy LogBERT vuot trdi vé d6 chinh x4c (diém F1 cao hon
9.1% trén HDFS va 11.5% trén BGL, dd nhay cao hon 13.5-17.5%), trong khi
Autoencoder ¢6 tu thé vé hiéu ning (thdng luong cao hon 25%, 40 tr& thp hon 12%,
sit dung bé nhé thip hon 90%). Tim kiém lu6i da cai thién hiéu ning: Autoencoder
+2.4% didm F1, LogBERT +2.2% diém F1. Pipeline tién xt ly d3 dugc ci thién v6i bd
phén tich Drain3, dam bao tinh nhit quan gitta huén luyén va suy ludn.

Hé théng duge thiét ké& véi chi phi hop 1y, st dung céc cdng cy mé ngudn mé
(Kafka, Docker, Python) va ¢0 thé m& rong theo chidu ngang. D& 4n da dé xuét cac qui
the 4p dung 5t nht cho trién khai the tién, ddc biét phit hgp vi cdc doanh nghiép vira
va nhd, cing véi huéng dan tich hop cdc cong cu gidm sat phd bién (Prometheus,
Grafana, ELK Stack). -

Hiéu ning md hinh: LogBERT dat didm F1 0.9289 (HDFS) va 0.9178 (BGL),
giam 4m tinh gia 63-64% so v&i Autoencoder. Autoencoder dat diém F1 0.8518 (HDFS)
va 0.8234 (BGL).

Hiéu ning hé théng: Pipeline dat thong lwong 1000 log/gidy (Autoencoder) holic
800 log/gidy (LogBERT) v6i do tré < 300ms. C6 thé m& rng theo chiéu ngang (2.5x
v6i 3 instance). Autoencoder st dyng ~850MB bo nhd, LogBERT sir dung ~2650MB
bd nhé.
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Trién khai: Hé théng demo d& dugc trién khai thanh cdng v6i Docker Compose
va kiém thir véi di lidu gidng moi trudng thuc tién doanh nghiép, chirng minh kha néng
trién khai thye té cho c4c doanh nghi¢p vira va nho.

2. Han ché ciia dé an

D& 4n chi dénh gia trén 2 tap dir liéu (HDFS va BGL), ¢6 thé khong dai dién day

da cho tit ca loai log trong thyc té. Log trong thuc tién doanh nghiép co thé c6 dinh
“dang va dic diém khac nhau.

LogBERT c¢6 thdi gian suy ludn cao hon Autoencoder (100ms so véi 50ms), cé
thé tré thanh didm nghén khi tai cao. Cdc md hinh chua c6 kha ning giai thich, kho giai
thich tai sao mét log dugce coi la bét thuomg, Hé th6ng chua duge kiém thir véi log tir
nhiéu ngudn khac nhau cing lic.

Hé théng chua dugc kiém thir trong mdi trudng doanh nghi¢p thuc té, chi kiém
thir v6i dit liéu gibng méi trudng thye tién doanh nghiép. St dung Katka broker don,
chura c6 thiét 14p tinh sdn sang cao. Chua c6 co ché phuc héi sau tham hoa.

3. Huéng phat trién ciia dé an

Tich hop hoc truc tuyén dé m hinh thich img v&i log m6i trong thoi gian thuc.
Thém khé niing giai thich cho du doan, stir dung truc quan héa chu y cho LogBERT. Xir
Iy log tir nhidu ngudn khac nhau véi phén tich ¢t phap thich ing. Cai thién kich thudc
mo hinh va thoi gian suy ludn bing lugng tir hoa, chit tia, hodic chung cét kién thic.

Panh gia trén nhiéu t4p dit liéu hon tir céc linh vic khéc nhau (dién toan dam
mdy, Internet van vat, mang). Kiém thir trong mdi trudong thye tién doanh nghiép vdi
cac dit liéu thuc. Danh gia hiéu qua lau dai cua hé théng, bao gbm troi dat md hinh va

suy gidm hi¢u ndng.
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LOI CAM DOAN
T6i cam doan ring dé 4n tét nghiép thac si: “PHAN TICH LOG HE
THONG DE PHAT HIEN LOI TIEM AN BANG AI” 1a cong trinh nghién ctru
cua chinh toi.
Cac sb lidu, két qua néu trong d& 4n 12 trung thye va chura timg duoc ai cong
b6 trong bit ky cong trinh nao khac.
Khéng c6 san phim nghién ciru ndo cla ngudi khéc duge st dung trong dé

4n ndy ma khéng duoc trich din theo ding quy dinh.

Ha Noi, ngay 08 thang 12 ndm 2025

Hoc vién thwe hién de an

Nguyén Dire Tiép




LOI CAM ON

Trong subt qua trinh hoc tip va nghién ciru thue hién dé an tét nghi€p thac si,
ngoai nd luc ctia ban thén, t6i d3 nhan dugc sy huéng din nhiét tinh quy bau coa quy
Thiy Cb, cing v6i sy dong vién va Gng ho cilia gia dinh, ban bé va dong nghiép. Vi
long kinh trong va biét on sau séc, tdi xin giri 16i cAm on chén thanh téi:

Thiy PGS. TSKH. Hoang Ding Hai, ngudi Thy kinh yéu di hét long giup do,
huéng din, dong vié‘:n', tao diéu kién cho toi trong sudt qua trinh thyre hién va hoan thanh
dé 4n t6t nghiép thac si. |

Ban Giam Pbec, Phong dao tao sau dai hoc va quy Théy Cé d4 tao moi diéu kién
thudn 1o gitp tdi hoan thanh d& an.

Tbi xin chén thanh cam on gia dinh, ban be, ddng nghiép trong co quan di dong
vién, hd trg t6i trong ltic kho khin dé t6i c6 thé hoc tip va hoan thanh dé 4n. Mic du da
c6 nhiéu ¢b ging, nd Iyc, nhung do thai gian va kinh nghiém nghién ctru khoa hoc con
han ché nén khong thé tranh khéi nhitng thidu sot. Tai rat mong nhéan dugc sy gop ¥ cua

quy Thiy C ciing ban b¢ dong nghiép dé kién thirc cta t6i ngay mét hoan thién hon.

Xin chan thash cam on!

Ha Noi, ngay 7 thang 12 ndm 2025

Hgc vién thye hién dé an

Nguyén Dirc Tiép
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BAN CAM POAN

Téi cam doan dd thyc hién viée kiém tra murc d0 tuong ddng ndi dung dé 4an tot
nghiép qua phin mém turnitin mét cach trung thye va dat két qua mac do twong ddng
16 % toan b ndi dung dé an t5t nghiép. Ban dé an t6t nghiép kiém tra qua phin mém 1
ban ctrng dé n t6t nghiép da ndp dé bio vé trude hoi dong. Néu sai t6i xin chiu céc hinh

thire ky luét theo quy dinh hién hanh cla hoc vién.

Ha Nbi, ngay 08 thang 12 nam 2025

Hoc vién thyc hién dé an






BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
HOQC VIEN CONG NGHE Pic 13p - Tu do - Hank phiic
BUU CHINH VIEN THONG

BAO CAO GIAI TRINH
SUA CHUA, HOAN THIEN PE AN TOT NGHIEP THAC SI

Ho va tén hoc vién: Nguyén Duc Tiép

Chuyén nganh: Hé théng thong tin

Khoa: 2024 dot |

Tén d2 tai: PHAN TICH LOG HE THONG PE PHAT HIEN LOI TIEM AN BANG Al
Nguoi hudng din khoa hoc: PGS. TSKH. Hoang Ding Hai

Ngiy bdo vé: ngay 24 thang 01 nam 2025

Céc ndi dung hoc vién da sira chita, bd sung trong dé 4n &t nghiép theo y kién déng
20p ctia Hoi ddng chim dé 4n t6t nghiép:

TT Y kién hoi dong Stra chira ctia hoc vién

1 Néu thém dinh nghia log | P4 bd xong thém phin “Bjnh nghia vé log ciia hé
théng” tai muc 1.1.2, chuong 1, trang 5

2 B sung md hinh dir liéu | P bd sung thém phin “Mb hinh di liéu thuc nghi¢m”

thue nghiém tai muc 3.1, chuong 3, trang 40

3 Chuong 2, 3 phin gop lai | P3 gop phén “Kién tric tong thé cta pipeline thoi gian
(phén kién tric pineline) | thue” tir chuwong 3 vio chuong 2 tai muc 2.2, chuong 2,
trang 23

Ha Néi, ngc‘ry.-.ivﬁj. thang {lndm 20/)(

Ky xdc nhén clia

CHU TICH HQI BONG THU KY NGUOI HUONG HOC VIEN
CHAM DE AN HOI PONG DAN KHOA HOC

P J—

PGS.TS. Pham Vin Cudong  TS. Pham Hoang PGS. TSKH. Hoang Nguyén Duc Tiégp
Viét Piang Has




BO KHOA HQC VA CONG NGHE CONG HOA XA HOI CHU NGHIA VIET NAM
HOQC VIEN CONG NGHE Péc lip - Tw do - Hanh phic
BUU CHINH VIEN THONG '

BIEN BAN
HOP HOI PONG CHAM DE AN TOT NGHIEP THAC ST

Can e quyét dinh sé Quyét dinh sb 3299/QD-HV ngay 26 thing 12 nim 2025 cla
Gidm déc Hoc vién Cong nghé Buu chinh Vién théng v& viéc thanh lap Hoi ddng chém dé
4n 16t nghiép thac s7. Hoi ddng da hop vao hdi ...3... gio 45... phut, ngay 24 thang 01 ndm
2025 tai Hoc vién Cong nghé Buu chinh Vién thong dé chdm dé 4n t5t nghiép thac si cho:
Hoc vién: Nguyén Divc Tiép
Tén d& &n tét nghiép: Phén tich log h¢ théng dé phat hi¢n 15i tiém dn bing AT

Nganh: Hg théng théng tin M3 sb: 8.48.01.04
Cic thanh vién ciia Hoi ddng chdm d& 4n tdt nghiép c6 mit: i 05

TT HQ VA TEN TRACH NHIEM TRONG HB GHI CHU
1 | PGS.TS. Pham Vin Cudng ' Chu tich

2 | TS. Pham Hoang Vit Thu k§

3 | PGS.TS. P6 Xuin Che Phan bién 1

4 |PGS.TS.Lé& Thanh Ha Phan bién 2

5 | TS. Bai Hai Phong Uy vién

Cdce ndi dung thwe higm:

1. Cha tich Hoi ddng didu khién budi hop. Cong bb quyét dinh cta Gidm doc Hoc vién
Céng nghé Buu chinh Vién théng v& viée thanh 1ap Hai ddng chim dé an tét nghiép
thac si.

2. Ngudi huéng dan khoa hoc hoiic thu ky doc 1y lich khoa hoc va cic didu kién bao vé dé
&n 6t nghiép cua hoc vién (C6 ban 1y lich khoa hoc va két qua cdc mdn hoc cao hoc

ctia hoc vién kem theo).

3. Hoc vién trinh bay tém tit d& an tt nghiép.
4. Phan bién 1 doc nhén xét (c6 vin ban kém theo)
5. Phan bién 2 doc nhn xét (¢6 vin ban kém theo)
6. Céc cdu hoi cua thanh vién Hoi déng:
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8. Thu ky doc nhin xét v& qué trinh thuc hién dé an tbt nghiép ctia hoc vién (¢d vdn bdn
kém theo). B

9. Hoéi ddng hop riéng:
- Bau Ban kiém phiéu:
1. Trudng Ban kidm phiéu: F& 513 'BGW W

2. Uy vién Ban kiém phiu: ... TS, B m f%»%
3, Uy vién Ban kiém phiéu: D B A gy Y

- Hoi ddng chém d& an tdt nghiép béng bo phieu kin.
- Ban kiém phiéu 1am viéc:
- Truéng Ban kiém phiéu béo cdo két qua kiém phiéu (_cé Bién bén hop Ban kiém
phiéu kém thea)
- Piém trung binh ciia @8 4n tét nghiép: 5.0, [T ']’\W %'0’7 )
Két lujn:
. Céc ndi dung can chinh sira, hoan thién sau bdo vé d& an ot nghiép: . N
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2. bé nglu Hoc vién céng nhin (hOdC khong) va ipbang (hodc khong) thac si cho hoc
VIER: .ovveecans a&aﬁm ...... hi/ Ve Oﬂ*p EAY

3. D& an t&t nghiép c6 thé phat trién thanh dé tai ngmen ciru cho
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CONG HOA XA HQI CHU NGHIA VIET NAM
Pée lap — Tw do — Hanh phiic

BAN NHAN XET PE AN TOT NGHIEP THAC Si
(Dung cho ngudi phan bién)

Tén & tai d& 4n tdt nghiép: Phén tich Log hé théng dé phat hién 131 tiém 4n bing AT
Chuyén nganh: Hé théng Théng tin

M3 chuyén nganh: 8.48.01.04

Ho va tén hoc vién: Nguyén Pic Tiép

Ho va tén ngudi nhin xét: Lé Thanh Ha

Hoc ham, hoc vi: PGS. TS

Chuyén nganh: Khoa hoc méy tinh

Co quan cOng tac: Trudng Pai hoc Cong nghé, Dai hoc Qubc gia Ha Nai

S6 dién thoai: 0983 692 592 E-mail: thavnu@gmail.com

NOIDUNG NHAN XET

1/ Co s& khoa hoc va thye tién, tinh cép thiét cha d& (ai:

Log 1a dit }idu ghi nhén qué trinh vén hanh va la ngudn théng tin quan trong gitp chén dodn

s ¢b, gidm sat hidu suit va ddm béo an toan hé thdng. Viée phét hién sém 161 tiém 4n c6 ¥

nghia quan trong dd1 v6i van hanh hé théng. Nhung véi khéi luong log khéng 18, vige phat
hién cc mAu bét thudmg doi héi cac céng nghé tir ddng héa va TTNT.

{1/ N§i dung ctia @& 4n 16t nghiép, cac két qua da dat duge:

Lugn vin d4 x4y dung vi dénh gi4 phuong phap phét hign bét thudng trong log hé thong sit
dung hai md hinh chinh ]a Autoencoder va LogBERT. K& qua cho thiy LogBert vuot trdi vé
d6 chinh xac.

111/ Nhitng véAn dé can giai thich thém:

Ludn vin cdn duge trinh bay nhr mdt ai liéu khoa hoc (hién tai dang trinh bay nhu mit tai
liéu k§ thudt). C6 phin nén ting kién thire vé tbng quan bai toAn phat hién 13i 1 thong, kién
triic autoencoder, LogBERT va céc bién thé lién quan. Tai sao tac gia lai sir dyng hai md hinh

nay? C6 so sanh két qua véi cae nghién ciu 4 o6 tir trude vi du:
- Guo, H., Yuan, S., & Wu, X. (2021). LogBERT: Log anomaly detection via BERT.

- Chen, S., & Liao, H. (2022). BERT-Log: Anomaly detection for system logs based on pre-
trained language model. Applied Artificial Intelligence, 36(1), €2145642.



LuAn vdn mdi chi thir nghiém véi 2 bo dit liéu benchmark chura tuong ximg vén tidu dé coa
luan van 1a “Phan tich log bé théng dé phét hign 13i tiém 4n”.

B dit liéu HDFS va BGL phi hop véi cée 16p tng dung thue tién ndo?

Trién khai thue 1€ trén nén hé théng ndo, dic diém dir lidu gibng va khac véi HDFS va BGL
thé nao?

Tai sao lya chon Autoencoder va LogBERT véi bai todn nay? Cé d61 sanh véi chc mé hinh
khac khong?

Treng phan két lugn “Heé thong duoc thiét ké voi chi phi hop Iy, ..., ¢6 thé mé réng theo chidu
réng hodc chidu ngang” c6 nghia & gi? Céc két qua thi nghiém nao minh chimg cho diéu nay?

IV/ Két lugn:
Déng ¥ cho phép hoc vién bao vé dé an tét nghiép.

NGUOI NHAN XET

P

LeTl, ain ML



CONG HOA XA HOI CHU NGHIA VIET NAM
Pic lap — T do — Hanh phic

BAN NHAN XET DE AN TOT NGHIEP THAC SI
(Dang cho nguedi phan bién)

Tén dé tai 42 an tét nghiép: PHAN TICH LOG HE THONG PE PHAT HIEN LOI
TIEM AN BANG Al

Chuyén nganh: HE THONG THONG TIN ..ot
M3 chuyén nganh: 8.48.01.04. ...
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I/ Co sé khoa hoc va thye tifn, tinh clp thift cia dé tai:

Phan tich log hé théng 1a mdt linh vue da dugc quan tim ti ldu trong nganh CNTT. Trong
giai doan diu, cac phuong phap chit yéu dia trén rule-based hodc phan tich thong ké dé phat
hién miu 161 I3p lai. V&i s phét trién manh m& clia hoc may, dic biét trong xir [y ngdn ngit tw
nhién (NLP), nhidu md hinh d& duoc tmg dung nhim trich xuét dic trung tir log va xdy dung
co ché canh bio thdng minh. M6t s6 budng nghién ciru nbi bat gdm sir dung clustering dé
gom nhom log tuong dbng nhim phat hién log bat thuong, 4p dung deep leaming nhu
Autoencoder, LSTM, Transformer dé& hoc bidu 2 dién ngit nghia log, v két hop phan tich
chudi thdi gian v6i hoc khéng gidm sat dé phat hidn hanh vi 1éch chudn. Céc cong trioh gin
day da chirng minh tiém ning ciia md hinh hoc séu khdng gidm sat trong viéc phat hién 15
chua tung thdy trude do, tuy nhién vin tdn tai cac thach thire nhu x¥ Iy log da ngudn va da
dinh dang, kha ning t6ng quat héa han ché va khé khin khi trién khai trong méi truomg thuc

té,

TI/ Noi dung cia dé an tbt nghiép, cée két qua 44 dat duge:

Dé& 4n gbm 03 chwong nhw sau:

+ Chuong 1 trinh bay nén téng Iy thuyét va bSi canh nghién clru vé bai toan phét hién bht
ihirdng trong log hé thng. Cac ndi dung cu thé trong chuong gdm: Dic diém cta log hé
thdng; Phin loai cic loat 18i; So sanh céc phuong phap phét hidn bt thuong tir dia trén quy



tic dén dya trén tri tué nhén tao; Pipeline tri tué nhin tao cho phét hién bit thuong; Lira chon
Autoencoder va LogBERT; Cac nghién ctru lién quan. Céc néi dung chrrong ndy tao nén ting
cho viéc xiy dung md hinh trong

Chuong 2. « Chuong 2 trinh bdy qua trinh xdy dung mo hinh phat hién bt thuomg trong log
hé théng sir dung k¥ thuit tri tué nhén tao. Céc ndi dung cu thé trong chuong gdm: Xiy dung
Pipeline xir I dit liéu Log; Lwa chon md hinh Autoencoder va LogBERT; Phin doan tur vai
hai phuong phép phit hop cho timg md hinh (word-level cho Autoencoder, subword-level cho '
LogBERT); va (3) Biéu dién vector v6i Word2Vec cho Autoencoder va BERT embeddings
cho LogBERT; Hufn luyén md hish véi cac thp dit lidu HDFS va BGI; Thir nghiém mé hinh
va tinh chinh c4c tham sb theo céc tiéu chi danh gia.

- Chuong 3 trinh bay két qua danh gi4 cic md hinh d3 x&y dung va trién khai h¢ théng
pipeline thdi gian thuc. Cac ndi dung chinh gdm: Danh gid ci hai md hinh Autoencoder va
LogBERT trén hai tép dif lidu HDFS va BG; Xay dung va trién khai Pipeline theo thdi gian
thuc, st dung Apache Kafka, Docker container; Thue hién kiém tht, danh gia hé théng

I/ Nhitng vin d& can gidi thich thém:

1, Pham vi ctia d& 4n 14 céc 15i phin mém qua chung chung. Nén xéc dinh v dinh nghia lai
giéi han cho pham vi phat hién.

2. B6 cuc d8 4n con chua logic va roi rac. Cu thé cac ndi dung chong 2 va chuong 3 c6 thé
ghép lai véi nhau thanh chueng 3. Con chuong 2 chi nén md ta vé thudt todn va phuong phép
NLP,

3. Phin lién quan dén két qua thuc nghidm, nén chay bd sung thém mdt sb kich ban véi céc

tham s& khéc nhau khac.

IV/ Két ludn: |
Béng ¥ cho phép hoc vién bao vé d an 16t nghiép.
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