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LO1 CAM DOAN
To61 cam doan day la cong trinh nghién ctru cua toi.
Céc s6 liéu, két qua néu trong dé an 13 trung thuc va chua timg duoc ai cong
b trong bat ky cong trinh nio khéc.

Tac gid dé an

Giap Thi Ngoc Bich



LO1 CAM ON

Em xin dugc bay 6 sy tri 4n chin thanh dén toan thé quy thay c6 va can bd
cua Hoc viegn Cong nghé Buu chinh Vién thong Ha Noi, dac biét la cac giang vién
thudc Khoa K§ Thuat Vién Thong va Khoa Sau Dai hoc.

Pic biét, em xin gri 10i cam on sdu sic dén thdy PGS.TS.Hoang Trong
Minhhh, ngudi dd huéng din em trong sudt qua trinh thyc hién dé tai. Nhitng gop ¥
siu sdc, nhiing chia sé vé kinh nghiém nghién ctru, va sy tan tinh chi bao cua théy
khéng chi gitip em hoan thién luan vin ma con gop phan dinh hinh phuong phap
nghién ctru khoa hoc cua ban than.

Bén canh d6, em xin giri 10 cam on dén gia dinh, nguoi than va ban bé - nhitng
ngudi di luén dong hanh, tng hd va dong vién em trong sudt qua trinh hoc tip va
nghién ctru. Sy hién dién va nhimg 161 dong vién kip thoi cta ho 13 ngudn dong luc
to 16n gitip em vuot qua nhing thach thirc va hoan thanh luan van mot cach tt nht.

Pé an nay khong thé tranh khoi nhitng han ché va thiéu sot, em chan thanh
mong nhan duoc nhitng ¥ kién dong gop quy bau tir quy thiy co, cac nha nghién ciru
va dong nghiép. Nhitng gop ¥ ndy s& 1 co sé quan trong dé em tiép tuc hoan thién va
nang cao chat lugng nghién ctru ciia minh, déng thoi mé rong hiéu biét trong linh vic
chuyén mon.

Sinh vién thuc hién

Giap Thi Ngoc Bich



MUC LUC

LOT CAM DOAN .........c.oiiiiiiiiiitiiiiitete ettt i
| 010 ) KON\ (0 ). TP i
IMUGC LUC. ...ttt i
DANH MUC CAC THUAT NGU, CHU VIET TAT......cccocoovoeiirerceeeeen v
DANH SACH BANG ..ottt Vi
DANH SACH HINH VE .......coooooviiiiiiiiiiiieee e vii
MO DAU ..ottt 1
CHUONG 1: TONG QUAN VE HE THONG IDS TRONG IOT...................... 2
1.1, TONG quan V8 T0T.........cocooviviviieieeeeeeeeecee e 2
1.1.1.Ly thuyét v& IoT (Internet Van VAt)........coccoceeveeeieeeeseeeeeeeeen e, 2
11,2, KGN tric TOT ooviviviiiiccieieieie et 4
1.1.3 Dac trung dit HEU T0T ....eevviiiiiiiiiiiie e 6
1.1.4.Mo6t s6 cong nghé dién hinh trong IoT .......covoveveveeeceeeieieeieeeeeeeeeee s 8
1.2. Tong quan hé thong IDS........cccocooviviiiiiieeeeeeeeee e 11
1.2.1. Ly thuyét vé Hé thong Phat hién Xam nhap (IDS) ..c.oovevevvveeeeieereneane. 11
1.2.2. H¢ théng IDS dua trén hoc may tai bi€n.........cooveeeiiiiiiiiii, 15
1.3. Thach thire ciia cac mo hinh IDS trong méi trwomg 10T...................... 16
1.4, K&t LUAN CRWOMG. .......coovevvieiieieiceeeiececeeeeeee e 17
CHUONG 2 - HE THONG PHAT HIEN TAN CONG TRONG IOTDU'A TREN
HOC MAY ..ottt ettt ettt 18
2.1. Hé thong IDS dwa trén hoc may cho thiét bi IoT tai bién .................... 18
2.1.1. Co s khoa hoc ciia gidi phap d& XUAL ......ccoevveveveeiieceeeeeeeeee e, 18
2.1.2. Hé théng IDS ting dung hoc may d& XUAt ............ceeveveverereririrereeennns 19
2.2. Co sé' 1y thuyét ciia phwong phap phan cum Fuzzy C-Mean............... 22
2.3. Co s& 1y thuyét ciia md hinh hoe mAY ...........cocoovoveieeeririiiceseeeee, 25
2.3.1. MO hinh DECISION TrEE ... ..evieeeiiiiiii ettt 25
2.3.2. MO hinh RaNdom fOreSt..........ccvviiiieeiiiiiiiicc e 29

2.4. TAP dit Tieu CICTOT2023.......oo.ovooveeeeoeeeeeeeeeeeeee s e e ees e es s s 31



2.4.1. NGUOI ZOC.....vevieeeieeeeeteeeeeee ettt en e 31
2.2.2. CAUIUC AP AT LU....oveveeeee ettt 33
2.2.3. C4C loai tAn cong trong tAp dif HEU.........coeveveveeririririieeeee e 35
2.2.4. Tap dir licu CICI0T2023 trong nghién ctru va d& aN.........ccoovvevvevnnne. 38
2.2.5. TiEN XU 1Y Al U ...t 38
2.5 KETUAN CRUWOMIE ..., 40
CHUONG 3 - THUC NGHIEM VA PANH GIA KET QUA CUA MO HINH
IDS CHO MOI TRUONG TOT.........cooiiiiiiiiiiiiiicisiieieissis e 42
3.1. Moi truong thuwe nghi€m...............ccooi 42
3.1.1. CAu hinh ctia m6 hinh hudn Tuyén ...........c.ccovovevevevereeereeeeeeeeeeans 42
3.1.2. Kich ban thtr nghiém va danh gid...........cccooooiiiiiiiiiiiii s 42
3.2. K&t qUA AAt AUOT ..., 44
3.2.1. Céc tiéu chi danh gid hi€u NANEG ........vvvvviiiiiiiiis 44
3.2.2. Banh gid mo6 hinh hoc may khi khong dung phan cum FCM ................. 45
3.2.3. Banh gid mo6 hinh hoc may khi str dung phuong phap phan cum ........... 46
33 K IuAN ChWOME 3., 55
KET LUAN VA KIEN NGHI .......ccooooviviiiiiieeeeeeeeeee e, 57

DANH MUC TAI LIEU THAM KHAO ..........ccooovoviviieeeeeeeeeeeee e 58



DANH MUC CAC THUAT NGU, CHU VIET TAT

Viét tat Tiéng Anh ___ Tiéng Viét
SSL Secure Sockets Layer Lép 6 bao mat
TCP Transmission Control Protocol t(;ao thire dieu khién truyén
UDP User Datagram Protocol Giao thtc dir liéu nguoi dung
XSS Cross-site Scripting Kich ban chéo trang
API Application Programming Interface | Giao dién lap trinh ing dung
ARP Address Resolution Protocol Giao thirc phan giai dia chi
CPU Central Processing Unit B0 xtr Iy trung tam
DoS/ Denial of Service / Distributed Tan cong tir ch6i dich vu / tan
DDoS | Denial of Service cong tur choi dich vu phén tan
GPU Graphics Processing Unit B xtr 1y d6 hoa
HTTP | HyperText Transfer Protocol gé:io thirc truyén tai siéu van
IDS Intrusion Detection System Hé thong phat hién xAm nhap
loT Internet of Things Internet van vat
MQTT Message Queuing Telemetry Giao thirc truyén thong hang

Transport

doi




Bang 2.
Bang 2.
Béang 2.
Bang 3.
Bang 3.
Bang 3.
Béang 3.

Vi

DANH SACH BANG

1 Phan bd tan cong trong tap dit liéu CICIOT2023 .......cveveveerrerirereieeeeens 33
2 Céc loai tan cong trong tap dit liéu CICIOT2023 ......ccovevvveveieeeenenae, 35
3 GAN NhAN CAC 1081 AN CONE.....vovveeriieeeeecesee e 39
1 Do chinh xdc cia mod hinh hoc may trén tap dir licu CICIOT2023 ......... 45
2 Két qua mo hinh Decision tree két hop phan cum FCM.............cc.c...... 47
3 Két qua md hinh Random forest két hop phan cum FCM...................... 48
4. So sanh hiéu sut mo hinh hoc may truyén thong va mé hinh hoc may két

hop phan cum FCM ... 49

Bang 3.

5 B4o c4o phan loai theo 16p tan cong mé hinh Decison Tree .................. 50



Hinh 1.
Hinh 1.
Hinh 1.
Hinh 1.
Hinh 2.
Hinh 2.
Hinh 2.
Hinh 2.
Hinh 2.

vii

DANH SACH HINH VE

1 Kién tric hé thAng ToT 3 10D ....viveveeeeeeereeeeeeeeee e eeees e en e, 4
2 Phan loai mo hinh hoC MAY........ccoviiiiiiiiiiieiiiiiiicce e 10
3. Thanh phan hé thAng IDS ........c.cvoveieieeieceeee e, 12
4 Cach thirc hoat don ciia SIDS ......oiiiii e, 13
1 M6 hinh hé thdng IDS @& XUAL.........covvveeiieiiee e 21
2 Ludng dit 1iéu hé thuat toAn FCM ........ccccccoivieiiieeeeeeee e, 25
3 Céu tric mO hinh DECISION trEE........c.veveeeeeeeeee et eee e 27
4 Céu tric md hinh RANAOM FOrESE .....vvvveee et 29
5 Phong thi nghi€m CIC...........oooviiiiiii e 32



MO DAU

Internet van vat dang dan dan trd thanh xu hudng cua thé gi¢i. IoT xAm nhap vao
trong moi nghanh nghé, try thanh thanh phan then chét trong cudc sdng. Sy phat trién
nhanh chéng ndy gip nang cao tién ich va chat luong cudc séng. Sy phat trién khong
nging cua internet van vat (IoT) va dién toan bién (Edge Computing) da tao ra mot
lwong dit lidu khong 16. Viée nay tao kho khin cho viéc quan Iy dit liéu, va tao 15
héng bao mat 16n cho hé thdng. Vi vAy viéc phat trién va tdi wu hoa hé théng phat
hién xam nhap 1a van dé cép thiét. Dac biét la cac vin dé bao mat tai bién mang, gﬁn
thiét bi ngudi dung. Tuy nhién, thiét bi IoT c6 tai nguyén han ché, tinh phan tan cao,
viéc thiét ké hé thong IDS gip thach thirc rt 16n. Hé thdng IDS truyén thdng trong
moi trudng nay gip nhidu khé khin. Dién toan bién nhu mot giai phap giai quyét vin
dé trude mat. Khi dir liéu duoc xir Iy ngay tai ngudn, giam tai ganh nang cho mang
lwéi mang truyén thong, dong thoi cling dua ra quyét dinh, phan tmg nhanh chong
trong tinh huéng bat ngy. Nhung bén canh d6, tai nguyén phan cting ciing lai 1a thach
thirc rat 1on cho hé thong nay. Xuat phat tir nhitg vin dé thyc té trén, d& an thuc hién
voi chii dé “ Nghién ctru hé thdng phat hién tin cong IDS tmg dung hoc may trong
moi trudng IoT”. Muyc tiéu chinh cua dé an 13 tim ra phuong phap t6i wu cho hé théng
IDS nhe tai bién, van duy tri duoc d6 chinh xac cao. Pé an cdu trac gdm ba chuong

Chuong 1: Tong quan vé hé thong IDS trong méi truong IoT

Chuong 2: Hé thong phat hién tin cong trong IoT dya trén hoc may

Chuon 3: Thyuc nghiém va danh gia két qua ctia mé hinh IDS cho méi truong IoT



CHUONG 1: TONG QUAN VE HE THONG IDS TRONG IOT
1.1. Tong quan vé loT

Trong bdi canh bung nd dir lidu, linh vuc IoT dang tirng budc thé hién vi thé
trong nhiéu linh vuc trong yéu nhu “nha théng minh (smart home), thanh phé thong
minh (smart city)”, tng dung chim séc stc khoe, tmg dung web, mang cam bién
khong day, mang doanh nghi¢p, mdi truong ddm may, cong nghé ludi dién thong
minh. [1] d3 u6c tinh: “Tinh dén nim 2030, lwrong thiét bi duoc két ndi du kién dat
24.1 ty thiét bi”, trong d6 udc tinh 5,8 ty thiét bi dwoc phan bd cho cac tng dung cong
nghiép [2]. Nhitng con s6 nay lam ndi bat sy da dang hoa ctia hé sinh thai IoT. Tuy
nhién, chlng ciing dat van dé vé mdi lo ngai bao mat.

Mot nghién ciru [3] chi ra rang, “cac thiét bi IoT chiém 30% céc cudc tin cong
xay ra trén mang di dong va mang khong ddy”. Nghién ctru khiang dinh “ Bao mat c6
vai trd quan trong trong méi truong IoT”. Hé thng phét hién xAm nhap IDS nhu giai
phap hiéu qua cho van dé nay. Nhung vdi sy phuc tap cta kién tric IoT clng cac cam
bién, mo-dun truyén thong phong phti dan dén canh quan phiic tap va bién doi lién
tuc. Piéu nay gy tré ngai I6n cho vin dé chdng tin cong, ldy cip thong tin, dic biét
14 tai cac bién mang, thiét bi ngudi dung. Viée 4p dung Al trong phat hién, canh bao
tan cong, dic biét trén bién mang gitp giam thiéu cong viéc, ting cao hiéu suit cling
nhu gidm chi phi van hanh. Chinh vi vay vi¢c ap dung, két hop cong nghé Al, dién
toan bién vao hé théng IDS la buc thiét cho hé théng IoT noi c6 céac diéu kién bao
mat khit khe va nghiém ngit.
1.1.1.Ly thuyét vé 10T (Internet Van Vat)

Khai niém cua Internet of thing (10T) duoc Kevin Ashton dinh nghia 1an dau
tién khi dé xuit ung dung RFID, nhan manh kha nang “tu dong hoa thu thap dir iéu
ctia may tinh” [4]. IoT duogc biét dén 13 “mot mang ludi cac thiét bi vat Iy két ndi voi
nhau” [4] théng qua c&c cong nghé truyén thong, c6 kha ning thu thap, xt Iy trao ddi
dir liéu tir thé gidi vat ly, ao, phan tng vdi sy can thiép t6i thiéu tir con ngudi. Hiéu

mot cach don gian, IoT la két noi “van vat” véi internet. IoT md ra cudc cach mang



cong ngh¢ toan cau, pham vi két ndi internet duwoc mo rong. Thay vi gidi han ¢ PC,
smartphone, laptop, internet két ndi hau hét cac thiét bi, tao nén mang lu6i khong 16.

Su hinh thanh va trudng thanh cua Internet of Things (IoT) gan lién véi qua
trinh tién héa cta cong nghé truyén thong va tinh toan. Tl nhitng hé thong truyén tin
so khai ctia thé ky XIX dén sy xuat hién ctia mang Internet va World Wide Web vao
cudi thé ky XX, nén tang cho mot thé giéi két ndi tu dong di dan duoc dinh hinh.
Trén co s& do, khai niém IoT duoc gidi thi€u vao nam 1999 va “chi trong vong hon
mot thap ky, IoT da nhanh chong tré thanh moét linh vuc cong nghé trong tdm nho su
xudt hién ctia cac nén tang dién toan nho gon, chi phi thip nhu Raspberry Pi, cing su
phd cap manh mé cua thiét bj thong minh vao khoang nam 2014”7[4].

Tuy nhién, su phat trién theo chiéu rong voi tdc do cao di khién bao mat trd
thanh diém yéu mang tinh hé théng cta IoT. Nhiéu thiét bi duoc trién khai v6i ning
luc xtr Iy han ché, thiéu cap nhat phﬁn mém va khong tuan thu cac chuin an ninh tdi
thiéu. Piéu nay din dén hang loat sy ¢ nghiém trong, tiéu bicu 1a cac cudc tin cong
mang quy mo 16n dua trén viéc chiém quyén diéu khién thiét bi IoT khong dugc bao
vé, cho thiy bé mit tdn cong cua IoT ngdy cang mé rong va khé kiém soat. Trudc
nhing riii ro ndy, C4c co quan quan Iy va to chirc tiéu chuin qudc té bat dau dua ra
cac bién phap mang tinh dinh huéng. Budc ngodt quan trong la sy ra doi cua céc
nguyén tic Secure by Design, nhan manh yéu cau tich hop co ché bao mat tir giai
doan dau cua vong doi phat trién thiét bi, thay vi bo sung sau khi san pham da duoc
trién khai. Trong giai doan hién nay, IoT tiép tuc chuyén dich theo huéng Internet
Thé hé Tiép theo (Next Generation Internet — NGI), “dé cao tinh an toan, tinh minh
bach va kha ning bao vé ngudi dung, dong thoi tan dung cic cong nghé tri tué nhan
tao, hoc may va thyc tai 4o dé t6i wu hoa hé théng” [3]. Tir gobc nhin bao mat, tién
trinh phat trién cua IoT dwoc xem nhu qua trinh chuyén ddi tir mot hé sinh thai chii
yéu hudng toi kha ning két ndi sang mot cu trac cong nghé doi hoi an ninh tré thanh
try cOt trung tam. Su dich chuyén nay dugc xem nhu diéu kién tién quyét dé ToT van
hanh bén viing trong moi trudng phirc tap nhu cong nghiép, giao thong thong minh

va ha ting d6 thi quy mo 16n.



1.1.2. Kién tric loT

Su phat trién khong ngimg ctia 5G, cong nghiép 4.0 da thuc day cai tién k§
thuat trong kién trac IoT. Chua c6 mot kién tric ddng nhat nao duge théng nhat trén
toan cau cho IoT. Nhiéu kién trac 10T khac nhau di dugc dé xuat bai cac nha nghién
ctru. Kién triic co ban nhét trong IoT 1 kién tric ba 16p duoc dé cap trong nhiéu bai
nghién ciru. Pay 14 kién tric duge gidi thiéu tir giai doan dau ciia ctia cac nghién ciru

vé ToT. Kién tric dugc ciu thanh tir ba 16p nhu hinh 1.1.

Lop img dung

Diu ndo cia kién tric, gitp xir Iy dir liéu
Cung cép dich vu chuyén biét cho nguin

RE W

Cung cap dimg truyen dir lidu lién
mach lén 16p phia trén

Lop vit Iy

® o
a B D D ((*) (*) - Cam nhin cac thong so bién doi e mor
- - trémg bén ngoai.
00 00 o0 00 00
1

Hinh 1. 1 Kién tric h¢ théng IoT 3 16p

“L6p cam bién hay con goi 1a 16p vat Iy gdm cic cam bién, thiét bi vat Iy véi
chtrc nang thu thap dir liéu tir moi truong”[7]. Pay 1a 16p cam nhan cac thong sb vat
Iy, nhan dang cac ddi tugng thong minh trong moi trudng, duoc xem nhu “tai mat”
ctia hé thong IoT. Dit liéu c6 thé 1a thoi gian, nhiét do, 4m thanh, hinh anh... Cac dir
liéu duoc dong gbi giri dén 16p trén. Dir liéu duogc thu thap tir nhiéu thiét bi, nat khac
nhau nén rat kho ngan chan viéc cheén thong tin doc hai, khong hop 1¢. Bén canh do,
diéu kién méi trudong khic nghiét cling gop phan anh hudng dén tinh toan ven cia dir
liu. D¢ giai quyét, can c6 phuong an xac thyc va mot s6 thudt toan ap dung trong

16p cam bién.



Lép mang chiu trach nhiém truyén thong cho hé thong. Dit liéu duoc truyén
qua két ndi c6 diy (mang LAN) hoidc khéng day nhu wifi, bluetooth,..... Vi vai trd
“ngudi van chuyén ”, 16p mang két ndi thiét bi véi nhau vao mang ludi truyén thong.
Ngoaira nd con dam nhiém vai trd truyén tai va xu Iy dit liéu nhan duoc tir cam bién.

Lép tmg dung duoc xem nhu dau nio cua ca hé thong. Chung cung cap dich
vu ung dung chuyén biét cho nguoi dung.

Kién trac ba 16p di thé hién duoc ¥ tudng cua IoT. Tuy nhién n6 chua day du
dé phuc vu cho nhiing nghién ctru chuyén sau. Dé giai quyét tinh trang nay, nhiing
cai tién k¥ thuat da duoc dé xuat thong qua cac bai nghién ctru kién trac IoT. Dya
trén kién tric ba 16p phd bién, [7] d3 d& xuit mot kién tric ToT méi, cung cip dién
toan bién co ban, duoc goi 1a kién tric ba 16p mé rong. “Kién trac tuan thu theo mo
hinh ba 16p bao gom: 16p thiét bi dau cubi 10T, 16p dién toan bién va 16p dam may.
Trong d6 16p bién dong vai trd trung gian quan trong giita thiét bi dau cudi va dam
may”’[7].

“Ldp thiét bi dau cudi bao gdm cac cam bién bo truyén dong va thiét bi thong
minh phan tan trong moi truong. Lop nay thu thap dir li€u thé tir moi treong nhu nhiét
d6, 46 am, trang thai thiét bi, hinh anh that,”.... Sau d6 dit liéu duoc truyén Ién 16p
bién thay vi truyén thang 1én dam may. Diéu nay gitp giam tai truyén dan, ca thién
d6 tré cho toan hé thong. Thiét bi trong 16p dau cudi ¢ thé nhan kich hoat cac hoat
dong mat cach linh dong tir cac 16p thong minh phia trén. Giai doan nay, dir li¢u dugc
tao ra rat 16n va lién tuc, dic biét trong cac tmg dung gidm sat video, robot cong
nghiép, thuc té a0/ ting cuong, cam bién d6 phan giai cao. Diéu nay khién nhu cau
xir Iy gan ngudn dir liéu 1a can thiét.

Lop bién hodc swong mu dugc xem 1a diém mdi quan trong nhét trong kién
trac ToT hién dai. Lép nay xudt hién nhim giai quyét van dé vé d6 tré, bang thong va
kha ning mé rong ma cac hé thong IoT truyén thong gip phai. Cac nut tinh toan dit
tai bién, nhu bd dinh tuyén c6 kha ning xir Iy, gateway théng minh hodc may chu
MEC, cho phép thuc hién phan tich va xtr Iy dir liéu ngay tai vi tri gin noi dir lidu

dugc tao ra. Cach tiép can nay rit ngan dang ké thoi gian phan hoi ciia hé thong, gitup



céc ng dung thoi gian thye nhu diéu khién robot, giam sat an ninh hay van hanh day
chuyén cong nghiép hoat dong 6n dinh va hiéu qua hon. Lép bién dong vai trd nhu
nén tang cho cac mo hinh tri tué nhan tao phan tan. Cac md hinh hoc may co kich
thudc nhod hodc duge tdi wu hoa co thé duoc trién khai truc tiép tai lop nay dé thuc
hi¢n céc tic vu nhu phat hién bat thuong, nhén dang doi tuong, du doan su kién hodc
phan loai dir liéu. Diéu nay gitp giam ap luc cho dam may, dong thdi bao dam rang
cac hoat dong phén tich quan trong van dién ra ké ca khi két ndi mang khong 6n dinh.

L&p dam may trong kién trac mé rong duy tri vai trd trung tim trong quan Iy
va xir Iy & quy mé 16n. Khong gidng nhu kién trac truyén thong, ddm may trong mo
hinh m&i khong con phai xur 1y toan b dir 1i¢u thd ma chi tiép nhan dir liéu da duoc
chon loc hodc tong hop tir 16p bién. Diéu nay giup hé théng dam may van hanh tdt
hon, ddng thoi c6 kha ning mé rong khong gian Iuu trir va thuc hién cac phén tich
sau voikhéi lugng dir lidu 16m. Lop ddm may van 1a noi thye hién huin luyén cac mé
hinh quy mé 16n trude khi trién khai ching tai 16p bién dé suy luan nhanh. “Vai trd
diéu phdi tai nguyén va quan Iy toan cuc ciia ddm may van duoc duy tri, dic biét
trong cac hé théng IoT quy mé 16n nhu thanh phd thong minh hodc khu cong nghiép
tuw dong hoa[7].

Su két hop giita ba 16p nay tao nén mét kién tric linh hoat, thich tng t6t hon
céc yéu cau cia ha ting IoT hién dai. Dit liéu dugc xir Iy theo hudng phan ting, trong
d6 thiét bi tap trung vao vi¢c tao ra dir liéu, 16p bi€n thuc hién xur Iy cuc bd va 16p
dam may dam nhiém phan tich chuyén sau. “Kién trac nay di chimg minh dugc hiéu
qua trong nhiéu hé thdng doi hoi kha ning phan hdi tirc thoi va xtr Iy dit liéu phic
tap, dong thoi 13 co sd quan trong cho sy phat trién cta IoT thé hé tiép theo[8].
1.1.3 Pac trung dii ligu 10T

Cung voi su lan rong cta cac tng dung IoT tao ra mdt luwong dir liéu 16n, ching
ting trudéng nhanh chéng trong mang ludi vién thong. Luong dit liéu nay cé cac dic
trung dién hinh cua dit lidu 16m.

Khoi luong dit li¢u: H¢ sinh thai IoT tao ra luong dir li€¢u cuc l6n nho sy hién

dién ctia hang ty thiét bi hoat dong lién tuc. Diéu ndy tao ngudn tai nguyén ddi dao



cho nghién ctru va phan tich dir li€u. Tuy nhién, thach thuc nam & viée luu tri, phan
phéi va hudn luyén mo hinh trén cac tap dit liéu c6 quy mé qua 16n, vuot kha ning
xtr Iy ctia cac hé thong truyén thdng. Piéu nay thic ddy phat trién cac ki thuat hoc
phan tan, nén dir liéu va giam chiéu.

Téc d6 sinh dit liéu: Nhiéu thiét bi IoT tao dit liéu theo thoi gian thuc hodc voi
tin sudt cuc cao. Trong bdi canh hoc may, tbe d6 nay yéu ciu cac thuat toan khong
chi chinh x4c ma con phai c6 kha ning cip nhit nhanh. Cac mé hinh hoc truc tuyén
(online learning) va hoc ting cuong dong vai trd quan trong dé dam bao mo hinh
thich g kip thoi véi dong dir liéu lién tuc.

Tinh da dang: Dt liu IoT dugc tao ra tir nhiing thiét bi khac nhau, hoat dong
trong cac moi truong va muc dich da dang. Su thiéu déng nhat vé gia tri, dinh dang
va cau trac khién viée trich xudt dic trung (feature extraction) va tich hop dit lidu tré
thanh thach thie chinh. Trong hoc may, diéu nay doi hoi cac k¥ thuat tién xir 1y linh
hoat, cic m6 hinh da phuong thirc (multimodal learning) hoac kha nang hoc cac dac
trung thong qua mang no-ron sau.

Tinh khong chic chin va nhiéu: Do diéu kién do luong, giéi han phin ctng
va su bat on ctia moi truong, dir liéu IoT thudng chira sai 1éch, nhiéu hodc tham chi
bi thiéu. Vi hoc may, chét lwong dir liéu thip c6 thé 1am giam hiéu qua mo hinh, dan
dén suy giam do chinh xac. Vi vAy, cac k¥ thuat nhu phat hién ngoai lai (outlier
detection), xtr Iy dit liéu thiéu, chuan héa va 1am sach trd thanh budc quan trong trong
chudi xtr 1y.

Gia tri khai thac:Mac du dir li¢u [oT phuc tap, kha nang trich xut tri thitc cta
hoc mdy gitip chuyén dir liéu tho thanh thong tin ¢ thé st dung, hd tro du doan, tdi
wu héa va ty dong hoa. Gia tri nay dugc khuéch dai trong cac ung dung nhu diéu
khién thong minh, phan tich hanh vi, du bao bao tri va phat hién bat thuong. Tuy
nhién, viéc bién dit liéu thanh gia tri d6i hoi moé hinh phai phu hop véi bdi canh tng
dung va c6 kha nang lam viéc vai dit li€u khong hoan héo

Tinh bién thién: Tan suat sinh dit liéu va cau trac dir liéu IoT c6 thé thay doi

bat ngo theo su kién hodc theo phién ban thiét bi. Véi hoc may, diéu nay khién mo



hinh dé gap “drift” hién twgng phan phdi dit liéu thay doi theo thdi gian, lam giam
hi¢u qua du doan. Do d6, cac phuong phap hoc thich ng, cap nhat mé hinh lién tuc
va gidm sat chit luong dit liéu 13 nhu cau thiét yéu dé duy tri hiéu suit.
1.1.4. Mgt sé cdng nghé dién hinh trong loT

H¢ sinh thai IoT duoc xay dung dya trén nhiéu cong ngh¢ khéac nhau, bao gém
céc thiét bi cam bién va hé thong nhung dung dé thu thap dit lidu, céc giao thic truyén
thong nhu Wi-Fi, Bluetooth, ZigBee, LoORaWAN va cac giao thic mang nhu MQTT,
CoAP, TCP/IP nhim dam bao kha ning két ndi va truyén tai dir liéu. Bén canh do,
cac nén tang dién toan ddm may va phan tich dit liéu hd tro Iuu trix, xir Iy va khai thac
thong tin phuc vu cac img dung thong minh. Trong khuén khé dé 4n, tap trung nghién
cuu cac cong ngh¢ hoc may va dién toan bién.

a, bién toan bién

Muc tiéu cbt 16i cua dién toan bién 1a tdi vu hoa hoat dong cia mang [oT béng
cach han ché nhu cau truyén dit liéu 1én ddm may va giam do6 tré trong qua trinh xtr
ly. Hoc may dong vai tro trung tim trong mo hinh 10T ba Ié6p mé rong nho kha nang
trién khai truc tiép trén cac thiét bi bién, tir d6 hd tro hiéu qua cac ung dung Al yéu
cau phan hoi thoi gian thuc va do tré cyc thip. Dién toan bién bao gdm ba kién tric
nén tang: dién toan swong mu (fog computing), dién toan bién di dong (MEC) va dam
may nho (micro cloud). Di¢n toan suong mu dugc xem nhu 16p mé rong ctia mo hinh
dam may truyén thong. Cac nat swong mu duoc bd tri giita nhing thiét bi dau cudi
va trung tAm dit liéu, ddm nhiém viéc thu thap va hop nhét dir lidu di thé dén tir nhiéu
ngudn. Nhimng nat nay dong thoi cung cap giao dién thong nhit giup dong nhat su
khong dong nhét cta dit liéu, tao thuan loi cho tng dung va ngudi dung cudi trong
qua trinh truy xuat. Trong khi d6, MEC dugc phat trién chuyén biét cho hé thong
mang di dong. Khac voi kién trac swong mu, nat MEC duoc trang bi kha ning tinh
toan va luu trir manh hon, dong thoi tich hop céc co ché ao hoa gitp tiry bién va diéu
chinh chirc ning linh hoat theo yéu cau ctia hé théng. Nho d6, MEC cho phép cung
cép céac dich vu c6 do tré thép, do tin cay cao va kha nang hoi dap thoi gian thuc cho

thiét bi di dong. Kién tric thir ba, ddm may nho, dua trén nhimg may chua ao hoa dit



gan ngudi dung, thudng chi cach mot bude nhay mang. Cac ddm may nhé niy c6 thé
luu trit tai nguyén tam thot va thyce thi cac tac vu cuc bg, tr d6 mang lai kha nang xu
Iy va thich tmg linh hoat twong tw MEC. Song song vdi ba kién triic chu dao niy,
nhiéu nghién ciru gan day tiép tuc mo rong mo hinh dién toan bién nham nang cao
hi¢u qua nang lugng va cai thién dJ tin cdy cua dir li€u trong h¢ sinh thai [oT. Pi¢n
toan bién duoc trién khai théng qua cic nat hodc may chu dit gin ngudi dung cudi,
v&i muc tiéu chung 14 giam do tré, ting ning luc xtr Iy cuc bo va ho tro dich vu theo
thoi gian thyc. Trong ky nguyén 5G, nhiing dic trung nay trd thanh nén méng cho
cac dich vu thong minh, von phu thudc vao kha nang truyén tai va xu ly dir liéu 1on.
b, Hoc may

Internet van vat (IoT) két hop voi hoc may (ML) dang tao nén mot hudng tiép
can méi trong d6i méi dit lidu, noi cac dbi twong vat Iy va khong gian sé duoc lién
két thong qua cac cam bién va nén tang mé rong hién dai. Sy hdi tu nay dang hinh
thanh mét cau trc cong nghé toan cau manh mé, hd tro kha nang tuong tac, thu thap
dir liéu va phan hdi thong minh trén quy mé 16n. Nho do, IoT da thay ddi cin ban
cach céc thiét bi giao tiép, mé ra cac ung dung rong rai tir nha thong minh, y té sb
cho dén ty dong hoa. Tuy nhién, sy phat trién nhanh chong cua internet van vat ciing
kéo theo thach thirc vé kha ning mé rong, do tin cdy, murc d6 tiéu thu ning lugng. Dé
giai quyét cac han ché nay, nhiéu nghién ctru da khai thac tiém ning ctia hoc may nhu
mat giai phap cot 16i gitp toi wu héa hoat dong ctia IoT. ML cho phép hé théng phan
tich dit liéu phirc tap, nang cao cht luong ra quyét dinh, tur dong hda qué trinh vin
hanh va t6i uu hoa hiéu sut tong.

Viéc tmg dung ML trong IoT ciing cho phép trién khai cac khdi chic ning
quan trong nhu phén tich dir liéu theo thoi gian thyc, phat hién bat thuong, ra quyét
dinh tu dong, va bao tri du doan. Bﬁng cach khai thac cac mé hinh hoc may phu hop,
hé thdng IoT c6 thé t6i ru hda phan bd tai nguyén mang, cai thién chat lrong dich vu
va ting cudong kha ning phong vé trudc cac rui ro an ninh mang. Su két hop cia ML
voi dién toan bién va dién toan dam may tiép tuc thuc day ning luc xir Iy, giap IoT

dat hiéu qua cao hon ca vé toc do 1an khi ning md rong. Hoc mdy noi 1én nhu mot
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phﬁn tor quan trong dé nang cao hi€u qua va dg tin cdy cta h¢ sinh thai loT. Diéu nay
mo ra trién vong cho cac giai phap IoT thong minh hon, an toan hon va mang tinh tu
dong hoa cao hon trong twong lai gan.

Céc nghién ctru cho thay nhing k¥ thuat hoc may khac nhau mang lai hiéu qua
riéng khi dugc trién khai trong méi truong IoT da dang vé ciu tric dir lidu va dicéu
kién van hanh. Mt s nhoém phwong phap tiéu biéu c6 pham vi tmg dung rong nhu

hoc c6 giam sat, hoc khong gidm sat, hoc tang cuong.

©

Hinh 1. 2 Phin loai mé hinh hoc may

“Hoc may cé gidm sat duoc biét dén 13 mot trong nhitng k¥ thuat ML phd
bién nhat trong ing dung IoT, cac mo6 hinh dugc dao tao trén tap dir li¢u dugc gén
nhan dé phan loai hodc dy doan” [8]. Hoc may gidm sat co thé sir dung dé phét hién
luu lwong bt thuong trong mang IoT, du bao mau bat thuong trén cac cam bién,
xac dinh 18i tiém an khi chiing xay ra. Hodc trong nha thong minh, hé théng ciing
gitip du bao ning lwong tiéu thu dya trén dir liéu lich str, giup dé dang phan b tai
nguyén va tiét kiém nang luong. Khi dit liéu diu vao mang tinh déu din va khong
bi bién dong manh, hoc c6 gidm sat cho do chinh xac cao, 6n dinh va chi phi tinh
toan thap. Tuy nhién, hiéu suat ctia mé hinh dé suy giam khi moi truong hoat dong
thay doi hodc khi tip dit liéu gan nhin khong phan 4nh day dil nhiing tinh huéng
hiém gap. Piéu nay khién cac md hinh can duoc cap nhat hoac huén luyén lai dinh

ky dé duy tri hiéu nang,
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Khac véi hoe c6 giam sat, cac ky thuédt hoc khong giam sat khong chiu phu
thudc vao dir li€u duoc gan nhan ma dua vao kha nang tu phat hién cAu trac va mau
an trong tap dir liéu. Cac thudt toan nhu K-means, phan cum phan cap thuong duoc
str dung dé nhom céc thiét bi co hanh vi twong ty hoic nhan dién nhitng tin hiéu bat
thudng ma khong can biét trudc loai su kién. Ngoai ra, cac phuong phap giam chiéu
nhu phan tich thanh phan chinh (PCA) duoc ding dé nén dir liéu cam bién co kich
thude 16n, gitp ting toc do xir Iy va tiét kiém bang thong truyén tai. Uu thé 16n nhat
ctia hoc khong giam sat nam ¢ kha niang thich nghi voi nhiing hé thng IoT quy mé
16n, noi luong di li€u tao ra vugt xa kha nang gdn nhan tha cong. Mac du vay, viéc
danh gia hiéu qua thuong mang tinh trong ddi vi khong c6 nhan chuan dé so sanh,
va chat luong két qua phu thudc vao lya chon tham ) cling nhu dac diém phan bd
cua dir liéu.

Bén canh d6, hoc tang cuong ndi [én nhu mot hudng tiép can hiru hi€u cho cac
tinh huéng doi hoi tdi uu hoéa hanh dong theo thoi gian thuc. Céac thuat toan nhu Q-
learning hoac Deep Q-Network cho phép mé hinh ty hoc thong qua qua trinh tuong
tdc vo1 moi truong, tur do dan tim duogc chién luoc tdi wu. Trong Iinh vuc IoT, hoc
ting cudng duoc tmg dung dé phan bo tai nguyén mang, diéu chinh cong suat truyén
hoic xac dinh chu ky hoat dong cia cam bién sao cho tiét kiém ning lugng nhat.
Piém manh ctia phuong phap niy la kha ning thich tmg v§i moi trudng dong, von la
dic trung cua nhiéu mang IoT khong day. Tuy nhién, qua trinh huan luyén doi hoi
thoi gian dai va doi khi can strc manh tinh toan dang ké, dac biét khi st dung mo6 hinh
sau, khién viéc trién khai truc tiép 1én thiét bi bién gip nhiéu khé khan.

1.2. Tong quan hé théng IDS
1.2.1. Ly thuyét vé Hé thong Phat hign Xam nhdp (1DS)
a, Hé thdng phat hién xam nhap IDS

Hé thdng phat hién xAm nhap dugc phét trién nhu mot 16p phong thu chuyén
dung nham nhan dién cac hanh vi doc hai bén trong hodc tir bén ngoai mang may
tinh. Khac voi tudng lra von chu yéu kiém soat truy cap dua trén nhitng quy tic cb

dinh, IDS thuc hién qua trinh phan tich sdu vao hanh vi mang va hoat dong cua nguoi
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dung, tir &6 phat hién nhiing bat thuong ma cac co ché bao mat truyén théng khé nhan
biét. IDS c6 thé ton tai dudi dang phan cimg, phadn mém hodc két hop ca hai, van
hanh nhu mét “hé than kinh” gitp hé théng kip thoi nim bat cac ddu hiéu xAm nhap

tr 6 dua ra canh bao hodc kich hoat phan ing bao v¢.

Ll —
=)

l l i i Internet
D IDS Firewall Router :

Hinh 1. 3. Thanh phin hé thong IDS

—

Muc tiéu trong tam cta IDS 1a xac dinh cac mau luu luong va hanh vi str dung
c6 thé dan dén nguy co tan cong, chang han nhu truy cap trai phép, quét cong, do mat
khau, khai thac 16 hong hay cic hoat dong pha hoai dich vu. Nho kha ning quan sat
toan dién dbi voi lvu lwong mang va nhat ky hé thdng, IDS déng vai trd b tro quan
trong cho cac giai phap bao mat khac, dam bao rang nhimng hanh dong c6 kha ning
de doa tinh sin sang, tinh toan ven hodc tinh bi mat van c6 thé duoc phat hién ca khi
chung vuot qua cac vong kiém soat truyén thng,.

b, Phan loai hé théng IDS
e Hé thdng phat hién xam nhap dya trén chit ky (SIDS)

“Hé théng phat hién xam nhdp dua trén chit ky dua trén k§ thuat so khop dé
tim ra cac cudc tin cong da biét” [9]. NO con duoc goi la phat hién lam dung. Véi hé
thdng nay, cac phuong phap so khop dugc sir dung dé tim ra sy xAm nhap trudc do,
khi chir ky xam nhap trung khép vai chlr ky ctia cude xam nhap trude d6 da dugc luu
trong co so dit li€u, tin hi€éu bao dong s€ dugc kich hoat ngay 1ap tirc. Hinh 1.5 minh
hoa cach thirc hoa dong ctia SIDS. Y tudng chinh cua SIDS 1a xdy dung mot co sé

dir liéu vé céc thanh phan xdm nhap va so sanh tap hop cac hoat dong chéng chdng
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lai cac chir ky hién c6 va tir 6 dua ra canh bao khi c6 sy xam nhap. SIDS mang lai

hi¢u qua tot cho cac cudc tan cong da ton tai trong du lidu.

s R

¥, Normal
: )

J

Intrusion Patterns

¢ Intrusion

Hinh 1. 4 Cach thirc hoat djn ctia SIDS

Tuy nhién vé1i cac cudc tin cong zero-day, SIDS gip kho khin 16n do khong
c6 chit ky ciia cac cude tAn cong ndy trong co so dit lidu hién c6. SIDS duoc sir dung
pho bién trén cic cong cu nhu Snort, Netstat. SIDS c6 mot diém yéu cot 16i chi co
thé nhan dién nhimg tin céng c6 mau trang khdp hoan toan hodc gan hoan toan voi
cac chir ky ¢ sin. Khi ké tAn cong tao ra mot bién thé mdi bang cach thay dbi nhe
cAu trac hodc hanh vi cia ma doc, hé thong thudng khong thé phat hién bién thé nay
mic di nd van duy tri muc dich va co ché tin cong twong ty. Piéu nay khién SIDS
dic biét dé bi qua mit bdi cac loai malware da hinh hodc cac bién thé zero-day chua
timg dugc ghi nhan. Trong cac hé théng IoT noi nhiéu thiét bi st dung firmware 151
thoi, thiéu co ché cap nhat viéc SIDS khong thé nhan dién cac hanh vi chua c¢6 miu
cang lam gia ting nguy co xdm nhap. Mot han ché khac 1a SIDS khéng thé phat hién
cac cudc tin cong da budc hodc cac chién dich tin cong kéo dai theo thoi gian. Do
chi tip trung vio cac su kién don 1¢, hé théng khong phan tich dugc ngit canh, mbi
lién hé hay tién trinh hanh vi tin cong, dan dén viéc bo sot nhitng chudi hoat dong
nguy hiém nhung khong c6 diu hiéu rd rang trong timg giai doan riéng biét. SIDS
thudng chi dua ra canh bao khi phat hién mau tring khép ma khong cung cap thong
tin chiéu sau lién quan dén ban chat, dong co hoac co ché van hanh cta cudc tin cong,
Diéu nay han ché kha nang phan tich chién thuat va danh gia rii ro ctia nha quan tri
hé thdng, dong thoi khién cac quy trinh tng pho su ¢b tré nén bi dong. Su gia ting
lién tuc ctia s6 lwong chit ky trong co sé dit liéu dan dén viéc tiéu thy nhiéu tai nguyén

tinh toan hon, lam giam hiéu ning hé thong va ting thoi gian xir 1y. Dbi voi moi
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truong loT bi gidi han kha nang tinh todn, by nhé va nang lugng, viéce trién khai SIDS
quy mo 16n ddi khi tré nén khong kha thi hodc lam suy giam dang ké hiéu suét cta
thiét bi.

e Hgé thong phat hién xAm nhap dua trén bat thuong (AIDS)

Hé théng phat hién xam nhap dua trén bat thuong dang trd thanh trong tdm
nghién ctru, cht yéu nho kha ning khac phuc nhimng gi6i han ¢ hiru cia phuong phap
dwa trén chit ky. Trong cach tiép can nay, hé théng xay dung mdt mo hinh dai dién
cho trang thai binh thuong cua thiét bj hodc mang, thong qua céac ky thuat nhu hoc
may, phan tich théng ké hay mé hinh hoa tri thirc. Khi hé théng van hanh, moi hanh
vi quan sat duoc s& duoc so sanh vdi mo hinh hanh vi chuan; nhiing sai léch dang ké
s0 v&i mau duoc xem la bat thudng va c6 kha ning 1a dau hiéu cta hanh vi xdm nhap.
Co s0 Iy thuyét ctia AIDS duya trén gia dinh rang hanh vi doc hai ludn ton tai nhimg
khac bi¢t so v&1 hanh vi hop 1€ cua nguoi dung hodc thiét bi.

Quy trinh phat trién mot hé théng AIDS thuong bao gdm hai giai doan. Trong
giai doan huan luyén, ludng dir liéu binh thuong duoc thu thap dé xay dung mé hinh
mo ta hanh vi chuan. Sang giai doan kiém thtr, dit liéu méi duge dua vao nham danh
gia kha ning téng quat héa ctia mé hinh ddi voi cac loai xAm nhép chua ting xuét
hién trong tdp hudn luyén. Tuy theo phuong phap hoc dugc 4p dung, AIDS duoc phan
loai thanh nhiéu nhanh, bao gdm cac k¥ thuat théng ké hoic hoc may. Mdi nhém mo
hinh déu mang nhiing dic tinh riéng, thich hop v&i tng méi trudng trién khai va loai
dir liéu khac nhau. Uu diém quan trong nhat cua AIDS 1a kha nang nhan dién céc
cudc tin cong zero-day nhimng dang tin cong chua timg duoc ghi nhan trude do. Vi
hé théng khong dua vao co sd dit liéu chir ky, nd c6 thé phat hién cic sy kién bat
thuong chi dya trén muc do sai l1éch so v&i hanh vi thong thuong. Ngoai ra, AIDS
dic biét hiéu qua trong viéc giam sat va phat hién cac hanh vi nguy hiém xuat phat tir
bén trong h¢ théng. Khi mét tai khoan bi chiém quyén va thuc hién nhiing thao tac
khong phtt hop voi ho so hanh vi gbe, hé thdng c6 thé dua ra canh bao kip thoi. Viée
mo hinh hoéa hanh vi dua trén ho so tiy bién ciing khién ké tin cong kho doan duoc

ngudng “binh thuong”, tir d6 han ché kha ning né tranh hé théng giam sat.
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Tuy vy, AIDS van ton tai han ché nhat dinh, dic biét 1a ty 1¢ bdo dong gia
cao. Mot s6 hanh vi méi xuit hién trong hé¢ théng du hop 1¢ van ¢ thé bi xem 13 bat
thuong, khién viéc van hanh yéu cau co ché tinh chinh lién tuc. Su thiéu théng nhét
trong phan loai phuong phap phat hién bat thudng ciing dan dén kho khin trong danh
gia va so sanh cac md hinh. Trong bdi canh do6, nhiéu nghién ctru dé xuat cac nhém
k¥ thuat dua trén dic trung, bao gdm: phuong phap thong ké, dura trén mau, dua trén
luat, dya trén trang thai va phuong phap heuristic. M6i nhdm mé hinh dai dién cho
mot quan diém tiép can khac nhau trong viéc mo ta va nhan dién hanh vi bat thuong,
tao nén h¢ sinh thai da dang cac ky thuat phat hi¢én xam nhap phuc vu nhiéu nhu cau
thuc tién.

1.2.2. H¢ théng 1DS dura trén hoc may tai bién

Hé thdng phat hién xdm nhap (IDS) trién khai tai bién mang ngay cang dong
vai trd quan trong trong viéc bao vé cac hé théng IoT trude sy gia ting vé& sd luong
va murc do tinh vi ctia cac cudc tin cong mang. Khong giéng cac mo hinh IDS truyén
thdng phu thudc vao xtr Iy tap trung trén dam may, IDS tai bién tan dung kha ning
tinh toan cuc b ciia cac thiét bi bién hodc gateway dé phat hién tan cong thoi gian
thue, tir d6 giam dang ké d6 tré xur ly, tiét kiém bing thong truyén dit liéu va ting
cudng kha ning phan hoi nhanh trong méi trudng phan tan. Song song véi do, tich
hop hoc may vao bién cho phép trién khai va thuc thi cac mo hinh hoc may ngay tai
noi di liéu duoc tao ra, nhu cam bién IoT, dién thoai thong minh, cac thiét bi nhung.
Cach tiép can nay gitip khac phuc han ché vé d¢ tré, bang thong va quyén riéng tur
khi phai truyén toan b dir liéu Ién cloud. Nho vy, Edge ML tr¢ thanh nén tang Iy
tuong dé trién khai IDS tai bién. C6 thé néi IDS tai bién mang két hop v6i hoc may
mang lai nhiéu loi thé vuot troi: kha ning phat hién tan cong gan nhu thoi gian thuyc,
giam tai cho ddm may, toi uu tai nguyén mang, dong thoi ting cudng bao mat cia dir
licu. Tuy vay, viéc lya chon m6 hinh ML phu hop, t61 vu hoa tai nguyén va giam bao
dong gia van 13 nhitng yéu t6 then chét trong viéc dam bao kha ning tmg dung thyc

té ctia hé thong.
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1.3. Thach thwrc ciia cac mé hinh IDS trong méi trwong loT
e Han ché vé tai nguyén tinh toan va luu trix

Céc thiét bj IoT dugc thiét ké véi muc tiéu toi wu vé thoi gian, chi phi, kich
thude va muc tiéu thy ning lwong. Chinh nhitng rang budc nay khién ching tré nén
han ché dang ké vé kha ning tinh toan va khong gian luu trit, din dén viéc trién khai
cac co ché bao mat tién tién giap nhiéu khé khan. P6i véi phan 16n thiét bi IoT gia ré,
viéc dap ung day du tiéu chuan bao mat truyén thong von doi hoi tai nguyén cao gin
nhu khong kha thi. Diéu ndy mé ra nhiéu 16 hong cho ké tdn cdng tiép can. Viéc 4p
dung cac thuit toan truyén thdng von yéu cau ning lrc tinh toan vuot troi thuong
dugc xem 1a khong phu hop voi thiét bi bién bi han ché vé tai nguyén.

Pé khic phyc nhiing han ché nay 1a mg dung cac moé hinh hoc may két hop
v&i k¥ thuat t6i wu hoa siéu tham s6 hién dai. Viéc xir Iy va phat hién bat thuong tai
chinh thiét b thay vi trén nén tang ddm mAy mang lai d6 tré thap hon, gitp hé thong
phan mg nhanh chéng khi xay ra hanh vi tin céng. Nhu vy, khi dugc thiét ké va
tinh chinh ding cach, cac k¥ thuat Hoc sau hoan toan c6 thé thich ung vo1 moi truong
tai nguyén han ché ctia IoT, ddng thoi cung cap kha ning chdng lai c4c mbi de doa
mang hién dai hi€u qua.

e Yéu cau xir ly dir lidu thoi gian thuc

Phan tich va xtr Iy dir liéu theo thoi gian thuc 1a mot yéu cau tit yéu voi cac
mo hinh phat hién xAm nhép khi dugc trién khai trong méi trudng 10T. Tuy nhién,
da s6 cac mo hinh IDS trong cic nghién cru hién nay cha yéu hoat dong theo ché
do ngoai tuyén. Trong linh vuc phan loai phén mém doc hai, thach thirc trong yéu
nam & viée nhan dién cac mau dic trung dé phan biét gitta Iuu lugng binh thuong
va cac luu lugng tin cong. Khi duogc trién khai & ché d6 ngoai tuyén, cac mé hinh
hoc may chi xu ly cac tap dit liéu tinh va khong phan anh duogc sy bién dbi lién tuc
cua 1u6ng di li€u trong moi truong van hanh thuc té. Nguoc lai, trong bdi canh dix
liéu luan chuyén lién tuc, cac hé th6ng truc tuyén doi héi co ché Hoc truc tuyén dé
xtr Iy, cap nhat va quyét dinh thyc thi theo thoi gian thuc. Mic du phuong phéap nay

c6 loi thé 16n trong viée phat hién cac hanh vi tin cong mdi phét sinh, song cho dén
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nay, viéc ing dung phan tich thoi gian thyc van chua duoc khai thac nhiéu trong
linh vuc phat hién phin mém doc hai va IDS cho IoT. Diéu nay tao ra khoang tréng
16n gitta mo hinh nghién ctru va yéu cau thuc tién trong cac hé thong bao mat doanh
nghiép hién dai.

Hoc Tang cuong duge xem 1a mot hudng tiép can hira hen nham dap tGng yéu
cau phan tich theo thoi gian thuc. Phuong phap nay cho phép mé hinh c6 thé cap nhat
lién tuc dua trén nhitng dic trung méi phat sinh, dong thoi van duy tri dugc cac thong
tin quan trong da hoc tir trude. Nho d6, hé thong c6 thé thich img tot v6i cac xu hudng
tAn cong mGi ma khong can trai qua qua trinh huan luyén lai tir dau von vira tén thoi
gian vira doi hoi nhiéu tai nguyén.

1.4. Két Luan chwong

Chuong 1 d3 trinh bay cai nhin tong quan vé& hé sinh thai IoT, Hé théng phat
hién xam nhdp IDS, va su két hop cua IDS, hoc may tai bién. Qua d6 thé hién tinh
thiét thuc ctia hé thdng IDS khi trién khai tai bién mang. Tuy nhién bén canh nhiing
loi ich duoc dé cap nhu tang tbe do xir ly, tdi wu tai nguyén va bao mat dir li¢u, hé
thdng cling gip nhiéu thach thirc khi bién mang bi han ché vé tai nguyén rét 16n. Thiét
bi bién gan nhu khéng thé dap tng cac mé hinh hoc may phutc didu nay giy can tré
trong viéc phat trién hé thong. Viéc tich hop cac phuong phap toi wu héa mé hinh
dugc nhan dinh la phuong phap hiéu qua cho bai toan hién tai. Cac k¥ thuat giam
chiéu hay phan cum dit liéu khong chi giam thiéu tai nguyén ma con giai quyét rat tot
bai toan t6i wu, dap g tot nhu cau cta hé théng IoT hién tai. Chuong 2 sé tip trung

thiét ké va dé xuat “Heé thdng phat hién tin cong trong IoT tng dung hoc may”
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CHUONG 2 - HE THONG PHAT HIEN TAN CONG TRONG

IOT DUA TREN HQC MAY
2.1. Hé théng IDS dwa trén hoc may cho thiét bi loT tai bién
2.1.1. Co sé khoa hec ciia gidgi phdp dé xudt
a, Co so khoa hoc cac phuong phap xu ly dix liéu

Trong xtr Iy dit liéu cho hé thong phat hién xaAm nhap, phan cum va giam chiéu
3 hai ki thudt quan trong nham nang cao chit lrong dir liéu va ting hiéu suit cho md
hinh. Trong d6, “phin cum giit vai trd ndi bat vi ¢6 kha ning t6 chirc lai dit liéu theo
cAu trac ty nhién, gitp nhin dién cic nhém hanh vi twong ddng va tach biét rd giira
luu Iugng binh thuong va luu luong doc hai’[13]. Phan cum cling hd tro xu Iy hi¢u
qua van dé mat can bang dit liéu bang cach xac dinh cac ving c6 mat do tin cong cao
va trich xudt cadc miu dai dién phu hop. Phuong phap nay ciing loai bo nhiéu va céac
diém ngoai lai, ttr 46 nang cao tinh 6n dinh cua dit liéu diu vao. Phan cum c6 kha
nang giam khong gian tim kiém va cho phép huan luyén dit liéu theo timg cum, tir 46
gop phan giam chi phi tinh toan so vdi xir Iy toan bd dit liéu gbc. Nhitng nghién ctru
vé phuong phap phan cum.

[15] da thyc hién thuat toan phin cum FCM va dat dugc két qua tbt, ting toc
thoi gian xir Iy so véi cac md hinh hoc may truyén thong.

[16] danh gia thut toan K-mean véi cac trong sé khac nhau duge tinh todn
mdt cach linh hoat. Piéu nay da khién mé hinh tré nén chat lugng, phuc vu tdt cho
cac mo hinh hoc may.

Nghién ctru chi ra tinh hi¢u qua cta phuong phap phan cum trong hoc may.
Vi tiéu chi thiét ké hé théng nhe, dé dang trién khai tai bién mang, dé an dé xuat
phuong phap phan cum fuzzy C-mean.

b, Co so khoa hoc vé hoc méy trong hé thong IDS

Viéc két hop cac mo hinh hoc may trong hé théng phat hién xam nhap dua
trén co s& khoa hoc ré'mg luu lugng mang chira cadc mau hanh vi lip lai va ¢ thé duoc
mo hinh hoéa théng qua quan hé théng ké giita cac dic trung. Cac md hinh hoc may

c6 kha niang hoc nhitng dic trung tiém an tir dir liéu, tr d6 phan biét hidu qua giita
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hoat dong binh thudng va cac hinh thiic tan cong dya trén sy khac biét ciia phan bd
dic trung. Cac mo hinh nay c6 kha ning tong quat hoa, cho phép nhan dién ca nhitng
kiéu tin cong chua ting xuat hién trong dir liéu hun luyén thong qua viéc phat hién
céc diém 1éch so véi mo hinh hanh vi hop 1¢. Chung hd trg rat tét trong xir 1y dir lidu
khdi lugng 16n cua moi truong loT va mang hién dai bﬁng cach khai thac cau trac dit
liéu da chiéu, dff)ng thoi han ché sai sot do viée phan tich thu cong. Viéc két hop hoc
may voi cac ki thuat tién xir Iy nhu phin cum hodc trich xuit dic trung con ting
cudng kha ning nhan dién cac mau hiém, giam nhiéu va t6i vu hoa thoi gian suy ludn,
qua d6 cai d6 chinh x4c va tinh hiéu qua cta IDS trong méi truong thuc té. Trong
mdi truong bién can tdi wu hda vé tai nguyén, thoi gian huin luyén, cac mé hinh hoc
may don gian da chimg t6 loi thé cua chung.

[12] 44 dé xudt phuong phap snote can bang dir liéu, sau d6 dung mé hinh
random forest phan loai tin cong. Két qua chimg minh hiéu suit manh mé& ciia mé
hinh v&1 d chinh xac cao (accuracy = 91.89%, precision = 92%).

[13] d4 dé xuit md hinh Decision tree cho két qua t6i wu dat d6 chinh x4c cao
( Precision= 099%). Piéu nay ching t6 tinh hiéu qua cia mé hinh nay véi tap dir liéu
CICloT2023.

Pé dap ung didu kién thiét bi tai bién, thuat toan hoc mdy can c6 cdu tric don
gian, tiéu thu it tdi nguyén va thoi gian suy luan ngan nham dap tng yéu cau phat
hién theo thoi gian thye. Cac mo hinh hoc may dang cdy s& hitu cau triic don gian,
nhe va yéu cau tai nguyén tinh toan thap, do d6 dic biét phu hop dé trién khai trén
cac thiét bi. Trén co sd nhimg phan tich va nghién ctru d3 trinh bay, dé 4n lya chon
hai mé hinh ¢6 d6 tin cay va hiéu qua cao 13 Random forest va Decision tree dé thiét
ké hé thong phat hién xAm nhap (IDS), nham dam bao kha ning phat hién chinh xac
d6ng thoi tdi wu cho moéi trudong IoT.

2.1.2. Hé théng IDS ing dung hoc mdy dé xudt

Trén co s& khoa hoc duogc trinh bay ¢ cac muc 2.1.1, dé an dé xuit hé théng

IDS huéng t6i muc tiéu toi wu hidu qua xt 1y, ddng thoi dap tmg yéu cau trién khai

trén cac thiét bi bién vo1i tai nguyén han ché. Hé thong sir dung mé hinh hdn hop da
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chuyén gia. Thay vi dua dit liéu truc tiép vao mo hinh huan luyén, hé thong dé xuat
st dung thudt toan phan cum Fuzzy c-mean nhu mot bd dinh tuyén chia nhoé dur liéu
thanh c4c sub-data v6i dit liéu co tinh twong déng nhat dinh. Piéu ndy giam nhiéu
dang ké cho céc tap dir liéu nho do da dugc phan cum, cé tinh tuong déng cao, phan
phéi dir liéu tot hon. Budc xir Iy nay giam ganh ning tinh toan cho cac thuat toan hoc
mAy tai bién, hoan toan c6 thé ap dung cac thuit toan don gian gitp giam chi phi tinh
todn, nang cao hi€u qua cho mo hinh.

Kién trac cta hé thdng bao gdm ba khdi chtrc ning chinh: tién xtr Iy dit lidu,
phan cum dir li€u va phan loai dir li¢u. Hinh 2.1 minh hoa céu trac téng thé cua hé
thong. Cau tric phan ting nay dam bao mirc d6 mo-dun hoa cao, cho phép t6i uu hoa
timg thanh phan mot cach doc lap.

Dit lidu thd dugc thu thap tir mdi trudng IoT, xt Iy tudn tr qua timg khéi chire
nang. Trong khdi tién xtr Iy dir li¢u, hé¢ thé)ng thuc hién chuin hoa céc dic trung nham
dam bao tinh dong nhat cua tap dir lidu. Qua trinh ndy bao gom hai bude chinh: (1)
M4 hoa cac thudc tinh dang phan loai bang ky thuat label encoding dé chuyén doi
chung sang dang sd nguyén, va (2) chuin hoa cac dic trung sé bang StandardScaler
nhim dua gia tri vé cing mot mién, gitp ting tinh 6n dinh cho qua trinh huin luyén.
Péi véi cac thude tinh dang phan loai ndy, nghién ctru str dung label encoding dé
chuyén d6i dir liéu sang dang s6 nham dam bao kha ning xir Iy ctia cac thudt toan hoc
may. Phuong phap nay khong lam gia ting s6 chiéu dic trung, giip giam chi phi tinh
toan va bd nhé, dic biét phu hop v6i hé théng IDS trién khai tai thiét bi bién c6 tai
nguyén han ché. Bén canh d6, cdc md hinh hoc may dang cdy nhu decision tree va
random forest khong nhay cam v&i mdi quan hé thir ty giita céc nhén, label encoding
van dam bao hiéu qua phan loai ma khong gy anh hudng tiéu cuc dén két qua.

Sau khi hoan tat tién xu Iy, dit liéu duoc chia thanh hai tip con riéng biét, phuc
vu cho qua trinh huén luyén: tp huan luyén va tap kiém thtr. Day la diu vao cua cac

qué trinh huan luyén tiép.
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Hinh 2. 1 M6 hinh hé thong IDS dé xuat

Trong khdi phan cum dir li¢u, dé an dé xuat thuét toan phan cum mo Fuzzy C-
Means (FCM). Viéc stt dung FCM cho phép xac dinh mirc do phu thudc cua ting
mau vao cac cum khac nhau, tir d6 ting kha ning mo ta va phan biét cac dang hanh
vi trong luu luong mang.

Sau qué trinh phan cum, hé thong tién hanh kiém tra s lugng mau trong timg
cum. Péi voi nhitng cum khong dat ngudng dit lidu toi thiéu can thiét cho viéc huan
luyén, hé théng s& tién hanh ghép cum voi cum gﬁn nhét va tinh toan lai tim cum
nham bao dam sy 6n dinh cua qua trinh phan tich. Khi dit liéu da dugc td chiic phu
hop, hé théng dua dir liéu vao khéi huan luyén.

Hiéu nang cua hé th6ng sau d6 dugc danh gid toan dién va so sanh véi mo hinh

khong ap dung phan cum (tirc 14 mg dung mé hinh hoc may truc tiép dir liéu gbc).

4
A

Hé théng dugc danh gia dia trén do chinh xac ciia mo hinh thong qua cac tham sb
accury, precision, F1-score.

Quy trinh danh gia duoc xdy dyng nhim bao dam tinh khach quan, cung cap
co so khoa hoc tin cdy dé danh gia hiéu qua cua giai phap IDS dua trén két hop giita

phan cum dir liéu va hoc may. Cac két qua thu dugc €0 vai tro lam nén tang cho viéc
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trién khai hé théng trong thuc té, dac biét 1 trong moi truong loT c6 gidi han vé tai
nguyén tinh toan. Trén co s& kién truc di dé xuit, budc tiép theo tip trung vao viéc
xay dung va xir Iy bo dir liéu hudn luyén c6 chit luong cao nham nang cao hiéu qua
van hanh ciia hé thong IDS.
2.2. Co sé ly thuyét ciia phwong phap phan cum Fuzzy C-Mean

“Phan cum dugc biét dén 1a thuat toan hoc may khong giam sat. Muyc tiéu
chinh cua phan cum C-mean la phan ving dir 1i¢u thanh cac cum tap hop, mdi diém
dr liéu dugc gan gia tri thanh vién” [18]. FCM thuong dugc st dung trong nhan dang
mAu va phin doan anh. FCM 13 14 phin mé rong ctia cta thuat toan phan cum K-mean
hay con goi la C-mean cting. Trong thuit toan nay, mdi diém dit liéu thudc vé mot
cum va quyén thanh vién duoc bicu dién thong qua mot gia tri goi 1a muc do thanh
vién. “Gia tri ndy nam trong khoang tir 0 dén 1 [18]. Piéu nay ting tinh linh hoat
cho véc gan cum.

e Co so toan hoc

FCM phan cum béng cach t6i wu hoa ham muc tiéu dé tao ra mién dit liéu 16
rang va day diac. “Ham muc tiéu cho bai toan tdi vu duge mo ti bang phuong trinh
Sau.:

c N
J, U V)=>>(u)"Di,m>1 (2.1)
i=1 j=1

N: s6 lugng dbi twong, diém dit liéu
c: s6 luong phan cum
Uij: d0 phu thudc cua diém dir liéu tht xkdbi véi cum vi
D;: khoang cach tir dir liéu xk dén tAm cum vj
m: hé sb mo
Ham (2.1) tinh tong cac khoang cach giita tat ca diém dir liéu va tm cum, tir d6 tdi
{ru ham muc tiéu dé xac dinh cic cum nho nhat. Rang budc chinh ctia ham muc ti€u

la tong bac thanh vién cia mot diém dir li¢u trén cac cum bang 1:

Su, =1 2.2)



23

Trong FCM, hé s6 mo (m) quyét dinh d6 md cta cta phan cum, anh hudng
manh dén cash dit liéu dugc phan bd trong cum. “Véim =1, FCM ti¢m can k-means,
mdi diém dit liéu chi thudoc vé mot cum duy nhat, ma trn membership tré nén sdc
nét’[18]. Khi d6 mo ting 1én, cac diém dit liéu duoc phan bé mém hon va dugc phan
vao nhiéu cum. Trong hau hét cac thuat toan cling nhu FCM, hé s6 mo thuong dugc
dat la 2.

Dai lugng Dif thé hién binh phuong khoang cach gitra diém dir liéu x; dén vi
tri tim cum vi. Khoang cach nay c6 thé tinh biang nhiéu cong thirc toan hoc khac nhau.
Trong khudn kho dé 4n dé xuat khoang cach Cosine.

Khoang cach Cosine dua trén do twong dong vector, gitip do ludong sy khac
bi€t dua trén hudng thay ddi vi do 1on. Khoang cach nay duogc dinh nghia dua trén
cosine ctia goc 2 vector x;jVa Vi:

Dij =1- L (2.3)
(RSN

Co ché tinh khoang cach theo huéng khién Cosine dic biét hiru ich trong céc
truong hop dit liéu co gi tri mang tinh twong d6i. Vi du nhu chudi dic trung cta luu
luong mang, tin hi€u cam bién hodc vector biéu dién van ban. Trong bdi canh nay,
hai diém dit liéu c6 cung hudng du khic nhau vé d6 16n van dugc xem 1a tuong tu
nhau. Khi két hop vi FCM, khoang cach Cosine tao ra phan cum theo dang phan b
goc (angular clustering), giup thuat toan phan biét cac nhom dir liéu dua trén cau triic
hinh hoc ctia hudéng thay vi o 16n.

Khi xac dinh d¢ phu thudc cua diém dir liéu, FCM khai thac thong tin gitra cac

cum, di¢u nay dam bao phan bo mém cua cac diém vao cum.

1
c D|2 m-1
- Z(D_k;] 24
J

Thuét toan FCM gan cho moi diém dir liéu Xj mot d§ phu thudc tuong ung
u(x,v) voi tirng tam cum V. O bude khoi tao, cac rang budc todn hoc dic trung cua

md hinh fuzzy clustering dugce 4p dung nham thiét 1ap tap gia tri 6 phu thudc ban
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dau dé dam bao tinh hop I€ va 6n dinh cta qua trinh tdi vu. Hodc sir dung chién lugc
khac 1a xac dinh trude vi tri cac tim cum, mic du cich ndy co thé dan dén sd vong
13p 16n hon trong mot sb truong hop, nhung khi cac tam dugc lya chon phu hop, tde
dd hoi tu cua thuat toan co thé dugc cai thién rd rét.

Trong mdi vong lip, thuat toan cAp nhat do phu thudc cua cac diém dit lieu
dua trén khodng cach cua ching dén cdc tAm cum hién tai. Him muc tiéu duoc tinh
toan bang cach tong hop khoang cach giita cac diém va céc tim cum (xét dén trong
s6 1a mirc d6 phu thudc cua chung). Khi gia tri ham muc tiéu giam, diéu d6 phan anh
su hinh thanh cac cum ngay cang chit ché va phan biét rd rang hon. “Cac tim cum
moi duoc xac dinh béng trung binh ¢ trong s6 cta toan bd diém dit liéu, trong do
trong s6 chinh la gid tri dd phu thudc sau khi cap nhat” [17]. Sau budc ndy, tAm cum

dugc thay d6i trong tng. Qua trinh Lip lai cho dén khi dat duoc diéu kién hoi tu.
2 Ui'X,
= -1
2

=1

(2.5)

[8] dd dé cap dén ma gid cua thuat todn FCM. Luéng dir liéu cua thuat toan
dién ra theo céu tric 1ap, trong d6 ma tran d phu thudc va cac tam cum lién tuc duoc
cap nhat dén khi dat trang thai hoi tu.

O giai doan dau, thuét toan tiép nhan cac tham sb dau vao ngm tap dir liéu X,
s6 cum (c), hé s6 mo (m), ngudng hdi tu &, va s6 vong lap t6i da Lmax. Trén co s6 do,
ma tran d6 phy thudc ban dau (U) duoc khoi tao ngau nhién sao cho moi diém dit liéu
c6 tong d6 phu thudc vao tit ca cac cum bang 1. Ma trin ndy €0 vai trd 1a ngudn thong
tin dau tién quyét dinh qua trinh hinh thanh cum trong cac budc tiép theo.

O mbi vong lap, tdm cum s€ dugc cap nhat dua trén giad tri do phu thude hién
tai. Pay 1a budc tong hop thong tin tir dit liéu nham hinh thanh dai dién méi ctia mbi
cum tai thoi diém lap.

Sau khi cac tam cum duoc tinh toan, thuat toan tiép tuc cap nhat ma tran do
phu thudc. Mtrc d¢ phu thudgc cua mat diém dir liéu vao mdt cum duoge xac dinh tir ti

1¢ khoang céach ctua diém do dén tdm cum dang xét so vo1 khoang cach dén cac tam
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cum con lai. Nho co ché chuan hoa nay, thuat toan khai thac hi¢u qua thong tin gitra
cac cum, ddm bao rang moi di€m dir li¢u dugc phan b6 mém vao tat ca cac cum theo

murc d¢ phu hop.

Algorithm 1: FCM Algorithm

Input: X, ¢, m.z, {hax
1 U = random([c, n])
2 for!{ =1 to {m:l‘-: do

: wtaxy

|- [5(3)7]

5 if |VI=1 - VI < ¢ then
6 | Stop

dutput.: u,v

Hinh 2. 2 Ludng dit liéu hé thuit toan FCM

Thuat toan danh gid mirc do thay doi gitra cac tAm cum & hai lan lap lién tiép
thong qua chuan hi¢u. Néu su thay d6i nay nho hon ngudng ¢ nghia 14 thuat toan da
hdi tu va qua trinh 1ap dung lai. Nguoc lai, chu trinh cap nhat do phu thudc va tam
cum tiép tuc dugce tién hanh. Két qua cudi cung cua thuat toan bao gém ma tran do
phu thudc (U) sau hoi tu va tap cac tdm cum (V) tuong trng. Hai thong tin nay phan
anh ciu triic cum mo clia tap dir li€u ban dau va dugce su dung cho cac muc dich phan
tich hodc phén loai tiép theo.

D0 phuc tap thoi gian cua cac thudt toan phu thudc vao quy mé dir liu. Khi
tinh toan trong pham vi vong lip va xét dén vong lip, d6 phuc tap tong thé cta thuat
toan duoc xac dinh la:

O(n) =O((c+d).ncl) (2.6)
2.3. Co sé ly thuyét cia md hinh hoc may
2.3.1. M0 hinh Decision tree

Cay quyét dinh duoc biét dén v6i kha ning dién giai hiu qua. Y tuéng chinh
cta thudt toan 1a phan ving dir liéu bang phuong phap dé quy thanh cac tap con duwa
trén gia tri ctia cc thudc tinh khac nhau cho dén khi dap ing ham muc tiéu. Qua trinh

nay tao ra cAu truc dang cay, mdi nat dai dién cho mot quyét dinh hoac phép chia dua
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trén thudc tinh cu thé. Thudt toan chon ra thudc tinh tot nhat dé st dung cho mdi phép
chia, nhu ting mtrc d6 thong tin, ting ty 16 va chi s Gini. Ciy quyét dinh c6 hiéu qua
v6i trong viée xtr Iy dir liéu phan loai va sb.

Quy trinh hoc cua cay quyét dinh gdm mat loat cac budc trong d6 dit liéu duoc
chia thanh cac tip con dong nhat nhu biéu dién bai hinh 3. Nt gbc dong vai tro 1a
diém khoi dau cua cay quyét dinh va dai dién cho khong gian dit liéu dau vao. Tai
day, thuat toan lya chon dac trung cung gia tri ngudong mang lai kha nang phan tach
tdi uu theo mdt tiéu chi danh gia da dinh trude. Viée lya chon nay dugc thuc hién
nham tao ra khac biét 16n nhat giira cac nhom dir liéu con sau khi chia. Qua trinh xay
dung cdy dién ra theo phuong thirc d¢ quy: mdi tip con dugc tao ra tir mot lan phan
chia lai tré thanh mdt nut trung gian mdi va tiép tuc dugc phan tach dua trén dac
trung t8i wu tai nut d6. Chu trinh nay lap lai cho dén khi mot tiéu chi dung duoc thdéa
man, chéng han nhu khi nat tré nén thuin nhéat hodc khi do sau toi da cua cay da dat
dén giéi han cu hinh. Nhitng nat khong con dugc phan chia thém nita dugc xem nhu
nut 14, va chiing biéu dién quyét dinh cudi ciing hodc nhin 16p twong tng. Toan bd
qua trinh lya chon dic trung va ngudng phan chia tai mdi nut dugc diéu khién boi
cac thuoc do dinh lugng nhu d6 191 thong tin, chi s6 Gini hodc murc giam phuong sai,
bao dam réng céu tric cay duoc tdi wu hoa theo tiéu chi hoc tap da lya chon. “Hi¢u
qua cua cac phuong phap dua trén cay quyét dinh chiu anh huong déng ké boi nhiéu
yéu t6 quan trong, quyét dinh kha nang hoc tap, mirc do dién giai va tinh phu hop cua
mo hinh d6i vdi cac dang bai toan khac nhau. Cac yéu t6 cbt 16i ndy bao gdm chét
luong cua dir li¢u dau vao, do sdu cua ciu trac cay, tiéu chi duogc sur dung dé phan

tach nut va chién lugc cat tia nham kiém soat mirc do phuc tap cua mo hinh”.
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Branches

Internal
Node

Branches

Internal
Node

Branches

Leaf Leafl Leafl Leaf
Node Node Node Node

Hinh 2. 3 Céu tric mé hinh Decision tree

Viéc dam bao dir liéu sach, nhat quan va dugc xit Iy trudc bao gdbm loai bo
hodc hiéu chinh gia trj bi thiéu, giam thiéu anh hudéng cua ngoai lai c6 thé ning cao
dd chinh xac ctia mo hinh thu dugc. Thém vao do, qua trinh lya chon va thiét ké dac
trung dong vai tro then chét, boi cac dic trung lién quan va duoc bién doi hop 1y
khong chi cai thién chat lwong phan chia tai cac nat ma con gép phan ting tinh tong
quat ctia mo hinh.
a, Quy tic phan tach

Phuong phap phan tach giap xac dinh vi tri cdy nén phan tach trong cac nut
ctia n6. Tir 46 quyét dinh phuong phép chia phan chia tap di liéu dua trén diéu kién
thich hop. Viéc Iwa chon phwong phap phan tach dic biét quan trong, anh huéng dén
ciu tric va hiéu sudt ctia cdy quyét dinh.

Chi s6 Gini

Chi s6 Gini 1a mét tiéu chi phan tach phd bién trong cac thuat toan phan tach
ctia cdy quyét dinh. Gini do ludng x4c xut mau duoc Ira chon ngau nhién bi phan
loai sai néu dugc dan nhin ngiu nhién. Chi s6 ddnh gia chat lugng mirc phan tach va

duoc tinh toan cho mdi phép phén tach tiém ning trong tap dir liéu.

Gini(S):l—i p? (2.7)
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- S dai dién cho tap dir liéu
- n:sd 16p
- pi: xac xudt mau thude 16p i
Gié tri Gini ndm trong khoang tir 0 (d6 tinh khiét hoan hao) dén 1 ( d6 tinh
khiét t6i da). Gini cO trong s6 cang thap, hiéu suat phan chia cang cao.
DJ loi thong tin
Do loi dua trén co sd entropy trong Iy thuyét thong tin. Entropy biéu thi murc
d6 hon loan hoic su kho du doan trong phan bd cua tap dir icu. Khi 4p dung vao qua
trinh tao cay, IG danh gia muc do hi€u qua ctia mét thudc tinh béng cach do luong
mirc giam entropy sau khi dir liéu duoc phan chia. Noi cach khac, IG tim kiém phép
tach giup giam thiéu sy bat dinh trong dir liéu huan luyén va hudng téi cac tip con

c6 tinh thuin nhét cao.
E(S):_Z P; Iogz(pi) (2-8)
i=1

- n:sd lwong I6p phan biét trong tap dix liéu
- pi: ty Ié phan ter 16p i trong tap S
Khi d6 d¢ lgi ciia mot phép chia theo thudc tinh A dugc tinh theo cong thuec:
IG(S,A)=E(S)- D mE(sv) (2.9)
vevatue(a) | S |
A dai dién tap céac gia tri co thé nhan cua thudc tinh A
Syla tap con ctia S chira cac mau c6 gid tri thudc tinh bang v
Biéu thtrc trén phan anh mic thay doi entropy khi chuyén tir tip ban dau sang
cac tap con duogc tao ra sau khi phan tach theo thudc tinh A. Thudc tinh nao tao ra o
loi 16n hon s& duoc xem 13 hiéu qua hon, vi né mang lai mirc d6 thuan nhét cao hon
cho céc tap con va tir d6 cai thién kha ning phan biét ctia cdy quyét dinh.
Do loi thong tin
Ty 1& d6 logi thong tin (Information Gain Ratio IGR) 1a phan md rong cia tiéu
chi d6 loi thong tin, nham khic phuc xu hudng thién vi ctia Information Gain d6i v6i

céc thudc tinh c6 sb luong gia tri phan biét 16n. Bang cach xét dén lugng nhanh va
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kich thuéc ctia ching trong qué trinh phan chia, IGR giam thiéu kha ning Iya chon
thudc tinh chi vi chiing tao ra nhiéu phan ving nho. Phuong phap nay thuc hién bang
céch chuan hoa d¢ loi thong tin thong qua viéc chia cho “thong tin ndi tai” hay “thong
tin phan chia” (Splitinfo). Viéc chuan hoa nay gitp loai bo su vu 4i ddi voi cac thude
tinh da gi4 tri, tir d6 tao ra cau tric cay quyét dinh 6n dinh va can bang hon. Ty 1¢ do
loi thong tin cho mot phép tach theo thudc tinh A trén tap dir liéu S dugc xac dinh
bang cong thirc:

inoformationGain(s, A)
Splitinfor (S, A)

2.3.2. M6 hinh Random forest

“Random forest 1a mo hinh hoc may c6 giam sat, xay dung trén co sd cac cay

IGR(S) = (2.10)

quyét dinh dé hinh thanh mé hinh hoc miy manh m& hon. M6 hinh Iy két qua du
doan ctia nhiéu cay quyét dinh, dua trén ching dé dua ra két qua du doan cudi cung”
[12].

Quy trinh xay dung mo hinh dugc mé ta trong hinh 2.5

| DATASET

|

MAJORITY VOTE TAKEN *| FINAL PREDICTION MADE

Hinh 2. 4 Céu triic mé hinh Random forest
(1) Khoi tao tap cay thong qua ldy mau bootstrap
Pau tién, thuat toan tién hanh tao nhiéu tap dit li¢u con béng cach ap dung k¥

thuat léy mau ngﬁu nhién c6 hoan lai ttr bo dir liéu géc. Mbi tap con dugc hinh thanh
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doc lap va co thé chua lap lai mét s6 mau.Co ché léy mau bootstrap gitip ddm bao
rang mdi cdy dugc huin luyén trén mot quan sat khac nhau cta dir lidu, qua d6 ting
tinh da dang giira cac cdy thanh phan.
(2) Lua chon ngiu nhién tap dic trung tai mdi diém phén chia

Trong qua trinh hinh thanh tirng cdy, Random forest khong xét toan bg dac
trung dé tim diém phan chia tbi wu. Thay vao d6, tai mdi nat, thuat toan chi chon mot
tap con ngau nhién va tim diém phén tach t6t nhét trong tip con do. Viéc gidi han
khong gian dic trung theo cdch ngiu nhién nay lam giam mirc do twong quan giita
cac cdy, dong thoi han ché nguy co mé hinh hoc qua sau vao bat ky dic trung ndi bat
nao trong dir li¢u.
(3) Xay dung va huin luyén céc ciy quyét dinh doc lap

M&i cdy quyét dinh dugc phat trién trén tap dir liéu bootstrap va tip dic trung.
Céc cay ndy duoc xay dung doc lap va thudng khong ap dung cit tia (pruning), qua
dé cho phép chiing mo6 hinh hoa dir liéu theo nhiing huéng khac nhau. Chinh sy da
dang trong cdu triic va qua trinh hoc cua timg cdy 1a yéu t6 giup Random forest dat
hiéu qua cao trong tong hop dur doan.
(4) Tong hop dy doan ctia md hinh

Khi nhan dit liéu méi, mdi cdy trong rung tao ra mot du doan riéng biét.
Random forest sau d6 két hop cac du doan nay bang cach:

- Vi bai toan phan loai, thut toan biéu quyét da sb, chon 16p duoc du
doan nhiéu nhat.
- Vi bai toan hdi qua, tinh trung binh cac du béao tir cay.

Co ché tong hop nay gitp giam phuong sai mé hinh va cai thién d6 6n dinh so
Vi viée str dung mot cay quyét dinh don 1é.
(5) bBanh gia va tinh chinh mo6 hinh

Mo hinh sau khi xay dung duoc danh gid bang cac chi sé hiéu suit theo timg
loai bai toan. Duya trén két qua danh gia, cac tham s6 nhu sb cay, sb dic trung dugc
lwa chon tai mdi nat hodc do sau tdi da cua cay co thé duogc diéu chinh nhim tbi wu

hiéu qua dy doan. “Véi co ché tong hop du doan tir nhiéu cay quyét dinh, Random
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forest gitp giam dang ké sai s6 cuia cac bd phan loai don 1¢, nhd d6 mang lai @6 chinh
xac cao va kha ning khai quat hoa tét hon. Tinh linh hoat ctia thuat toan cho phép nd
ap dung hiéu qua cho ca hai loai bai toan phan loai va hdi quy, dong thoi xur Iy tdt
nhiéu dang dir liéu thuong gip trong moi truong IoT nhu dir lidu sd, dit liéu phan loai
hodc dit liéu cam bién c6 nhiéu. Pac biét, Random forest c6 kha ning xir Iy tap dir
liéu 16n va phan tan, dac diém dién hinh cua cac mang loT noi cac thiét bi lién tuc
tao ra luong dit liu day dic theo thoi gian thue”. Random forest c6 kha ning hoc tot
v6i dir liéu thiéu hoic khong hoan chinh, ciing v6i viéc hd tro co ché danh gid muc
d6 quan trong cta cac dic trung, tir d6 gitip cac nha phan tich nhan dién nhiing yéu
t6 c6 anh hudng manh dén hanh vi hé théng, hd tro tot cho viéc phat hién bat thuong
hodc tin cong mang IoT.
2.4. Tap dir lieu CICloT2023
2.4.1. Nguén goc
a, Ngudn gbc dir liéu

CICI0T2023 14 b6 dit liéu thyc t&, quy md 16n dugc xay véi muc dich thuc day
nghién ctru vé bao mat IoT, ddc biét 1a cho cac hé thong IDS. Pugc phat trién boi
Vién An ninh mang Canada, “bd dit liéu nay ghi lai nhiéu kich ban tin cong khac
nhau trong moi truong IoT thuc té, trd thanh chuan myc dé danh gia cac mo hinh hoc
may va hoc sdu trong phat hién mdi de doa IoT”[9]. Hinh 2.6 minh hoa phong thi
nghiém tai CIC. Cac thiét bi duoc phan bd khip phong thi nghiém, cdu hinh trén

mang cuc bo.
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Hinh 2.5 Phong thi nghiém CIC

b, Pac trung dir li¢u

B0 dir licu nay duoc xay dung trong mdt mo hinh mang thyc té tai phong thi
nghi¢m, st dung 105 thiét bi IoT thuc té da dang dong vai tro 1a nan nhan hodc ké tan
cong. “Piém ndi bat 1a viéc thu thap dir liéu tir 33 cudc tn cong khac nhau dugc phan
loai thanh bay nhom chinh, bao gdbm DDoS, DoS, Recon, Web-based, brute force,
spoofing va Mirai”’[9]. Viéc cac cudc tan cong thuc hién boi thiét bi IoT doc hai khién
bd dit li¢u trd nén sat voi moi truong thuce té& hon so v6i cac nd luc trudce day. Céc tac
gia [9] da “chuyén d6i dir liéu mang tho thanh cac tép CSV véi cac tinh ning chi tiét,
sau do danh gia hiéu suét cta nhiéu thuét toan hoc may va hoc sau dé phan loai luu
luong ddc hai va lanh tinh”. Tap dit li€u CICIoT2023 dugc phat trién dap ung nhu
cau vé mot ngudn dir liéu hién dai, phan anh trung thyc de doa bao mat trong moi
truong Internet of Things (IoT) thyc té. Trong bdi canh IoT ngay cang md rong voi
murc d6 két ndi day dic, viéc xay dung cac hé théng IDS hiéu qua doi hoi nhitng bd
dir liéu c6 do phirc tap cao, md phong sat cac kich ban tAn cong ma thiét bj IoT phai
d6i mat. CICIoT2023 ra doi nhu mot tiéu chuan mai, huéng dén viée hd trg nghién
cuu, thir nghiém cac giai phap bao mat dua trén hoc may va hoc sdu. Khong giéng
phan 16n cac bd dir liéu an ninh mang von sir dung may tinh truyén thong lam ngudn
phat tin cong, CICIoT2023 1a mot trong s it bo dit liéu ma toan bd hanh vi tin cong
déu bt ngudn tir chinh cac thiét bj IoT ddc hai. Nhimg thiét bi ndy — dién hinh 1a
Raspberry Pi — dugc cdu hinh nhu cac nit tin cong trong mang, tir d6 tao ra cac kich
ban phan anh dung ban chat ciia cac méi de doa IoT: nho gon, phan tan va kho kiém
soat. Pic diém nay co y nghia quan trong di vdi nghién ciru an ninh IoT. Béi vi hanh
vi luu luong cua thiét bi IoT khac biét dang ké so voi may tinh, mgt tap dir liéu dugc
sinh ra tir chinh céc thiét bi IoT s& giup cac mo hinh hoc may hoc duoc cac miu giao
tiép thuc té, tir d6 cai thién dang ké do chinh xac va do tin cay khi trién khai trong
cac hé théng thuec.

Tap dir liéu CICIoT2023 dugc cong bd dudi hai dang chinh 1a pcap va csv,

dap g linh hoat nhu cau cuia nhi€éu nhém nghién ctru. Vi cau truc dir liéu phong
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phu, CICIoT2023 di duoc st dung rong rdi dé danh gia hiéu suat cia nhiéu mé hinh
hoc may va hoc sau. Céc thi nghiém cho thdy nhitng thuat toan nhu Random forest
va mang no-ron sau co kha nang dat d§ chinh xac cao vugt trdi, dac bi€t trong phan
loai nhi phan gitta luu lugng lanh tinh va doc hai. CICIoT2023 1a mot cot mbc dang
chu ¥ trong linh vre bao mat IoT vé quy mé ciing nhu mirc d6 chan thyc ctia moi
truong thi nghiém, cac dic trung duoc cung cap. Véi viec md phong cic cude tin
cong do chinh thiét bi IoT thuc hién trong mot ciu truc lién két phtc tap, bo dir liéu
nay da mé ra huéng tiép can méi cho viée phat trién va danh gia cac hé thong phat
hi¢n xadm nhap. Nho do, CICIoT2023 khong chi dong vai tro nhu mét bd dir liéu tham
chiéu ma con 1a nén tang quan trong thuc ddy nghién ctru va trién khai bao mat IoT
trong tuong lai.

2.2.2. Céu tric t@p dé liéu

a, S6 lwong mau

Tap dir lieu CiCloT2023 bao gém céac dir liéu lanh tinh va Iuu luong mang ddc
hai. Tap di li€u c6 téng 46,686,579 luu luong, trong dé c¢6 1,098,195 luu lugng lanh
tinh va 45,588,384 Iuu lugng doc hai. S6 lwgng mau theo timg nhém va chi tiét ting
loai tAn cong thé hién chi tiét tai bang 2.1.

MJi loai tin cong mang déu tao ra mot kiéu hanh vi riéng biét trong luu lugng
dir liéu. Nhitng khac biét nay khong chi thé hién ¢ kich thude Iwu lwong ma con phan
anh trong nhiéu thudc tinh khac cua tap dir liéu. Tap dir li€u 16n, tao ap luc rat 16n 1én
mo hinh hoc may dugc ap dung. bé gidm ganh ndng, dé an su dung tap dir li¢u con
voity 16 1% tap gbe ( 465.000 mau ) dé dua vao huan luyén va déanh gia mé hinh.

Bang 2. 1 Phan bo tan cong trong tap dir litu CICIOT2023
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Loai tan cdng S0 mau Loai tan cdng S0 mau Mhom tan cong S0 mau
DDoS-ICMP_Flood T.200,504 Do=-TCP_Flood 2,671,445 DDoS 33,984,580
DDoS-UDF_Flood 5412287 DoS-5%M_Flood 2,023,834 DoS 8,080,738
DDo5-TCP_Flood 4,497 687 BenignTraffic 1,083,195 Mirsi 2534124

Ligs 4,094,755 Mirai-greeth_flocd a01,268 Beni 1,008,185
PSHACK, Flood i JERE Vo . enign X
CDo5-5YN_Flood 4,050,180 Mirai-udpplain 200,578 Spoofing 488,504
DDoS-RSTFINFlood 4,045,285 Mirai-greip_flood 751,882 Recon 354 565
DDoS- R DDos- - .
SynonymousiF_Flood 3.508.138 ICMP_Fragmentation 452480 R 24,820
CoS-UDP_Flood 3,318,585 MITh-ArpSpoofing 307,503 BruteForce 13,054
Recon-PingSweep 2262 Uploading_Attack 1252 Taotal 405,086,579
LIz 226,025 DDoS-HTTR_Flocd 28,700

UDP_Fragmentation

ACK_Fﬁfmn 285,104 DOoS-SlowLoris 23,426
DMS_Spoofing 178,811 DictionanyBruteForce 13,084
Recon-HostDiscovery 134,378 BrowserHijacking 5859
Recon-055can o3.250 Commandlnjaction 5409
Recon-PortScan 82284 Sglinjection 5245
DoS-HTTP_Flood T1.854 ¥55 3846
VulnerabilityScan ar.as2 Backdoor_Malware 3218

b, Cac dac trung

Tap dit liu CICIoT2023 bao gom 47 dic trung md ta hanh vi ciia luéng mang
(network flow) trong méi truong IoT. Cac dic trung niy dugc xdy dung nham phan
anh cac khia canh quan trong cua luu lugng mang, hé trg qua trinh nhan dién va phan
tich cac hanh vi bat thuong hodc tAn cong mang. Cu thé, cac dic trung co thé dugc
phan loai theo cac nhom ndi dung nhu sau:

- Pic trung lién quan dén thoi gian va cau tric ludng dit liéu bao gdom dau
thoi gian khoi phat goi tin, thoi lwong ludng va khoang cach thoi gian gitra cac goi.
Céc thong sb nay phan anh nhip d6 truyén dir liéu va duoc st dung dé phat hién céc
hinh thai tin cong gy dot bién vé tai hodc tan sudt truy cap.

- Pic trung thong ké vé kich thudc goi tin nhu tong kich thudc, gia tri cuc

tri, trung binh va d6 léch chudn gitp mé ta su phan bo dit liéu trong mot luéng. Nhimng
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bién dong 16n vé d6 dai goi tin c6 thé goi ¥ su xuat hién cta cac tin cong thao ting
dir liéu hodc truyén tai thong tin bat thuong.

- Pic trung lién quan dén toc d6 truyén dit liéu (Rate, Srate, Drate) cung cap
thong tin vé luu luong truyén tai theo timg hudng di va dén. Pay 1 cac chi bao quan
trong gitip nhan dién cic cudc tin cong DoS/DDoS von khai thac viéc tao ra luu
lwong 16n trong thoi gian ngin.

- DPic trung md ta loai giao thic ¢ nhidu 16p (lién két dit liéu, mang, vin
chuyén, ung dung) duogc st dung dudi dang bién nhi phan, cho phép phan biét 10 rang
gitra cac kiéu traffic hop 18 va cac hinh thie khai thac giao thirc bat thuong, vi du nhu
tin cong dya trén HTTP, DNS hoidc ICMP.

- Pic trung vé& cac co diéu khién TCP (FIN, SYN, RST, ACK, PSH, ECE,
CWR) thé hién hanh vi diéu khién luéng va dugc xem 1a chi bao manh trong viéc
phat hién cac ky thuat tin cong nhu quét cong, SYN flood, hodc tan cong tir chéi dich
vu & tf?lng van chuyén.

- Pac trung nang cao nhu Magnitude, Radius, Covariance va Variance mo ta
mdi quan hé giita dong dir liéu di va dén trong mot ludng, phan anh tinh d6i xtng va
mirc d6 6n dinh cta giao tiép mang. Cac dic trung nay hd trg mé hinh phan biét cac loai
tan cong don huéng (nhu UDP flood) so v&i cac cude tAn cong c6 twong tac hai chiéu.
2.2.3. Céc loai tdn cdng trong tdp di liéu

B0 dir liéu chira tt ca 34 loai tin cong khac nhau nham vao cac thanh phan va
giao thirc pho bién trong moi trudng IoT. Cac loai tan cong niy cé kich ban thyc té
c4o0, 1 cac loai tAn cong da biét trong mdi trudng IoT. BE an phan tich phuong phap
t61 wru phan loai trén 33 loai tin cong thay vi tip trung vao cac loai tn cong co do
nhan dién cao. Bang 2.3 thé hién diy du 33 cudc tan cong phan vao 7 nhém chinh
dugc thuc hién trong phong thi nghi¢m.

Bang 2. 2 Cic loai tin cong trong tip dir liéu CICIOT2023

Lép tf,lll . 2 X A . , X A
. Kich ban tan cong Cach thirc tan cong
cong
Ké tAn cong guri 0 at cac goi UDP dén muc tiéu, lam
DoS DoS-UDP_Flood T COng gl 0 at cac got L T
can tai nguyén va ngan truy cap hop phap.




DoS-SYN_Flood
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Guri nhidu g6i SYN dé tao két ndi nira chimg trong

TCP, lam day bang két ndi ctia may chu.

DoS-TCP_Flood

Guri nhiéu géi TCP ngau nhién dé lam nghén bang

thong va giam hiéu suat dich vu.

DoS-HTTP_Flood

Tan cong ¢ tang ing dung bang cach gii nhiéu yéu

cau HTTP hop 1¢ nham lam qua tai may chi web.

DDoS-HTTP_Flood

Giong HTTP_Flood nhung thuc hién tir nhiéu nguon
zombie/botnet, manh hon, khé dbi pho hon.

DDoS-SlowLoris

Gui yéu cau HTTP rat cham, giit cac két néi mo dé
chiém tai nguyén webserver.

DDoS-
ICMP_Fragmentation

Gui nhiéu g6i ICMP bi phan manh khién muc tiéu
t6n tai nguyén xir 1y va tai lap ghép.

DDoS-UDP_Fragmentation

Tuong ty nhung voi giao thirc UDP, 1am hé thong
overload khi phai xtt ly phdn manh goi tin.

DDoS-
ACK _Fragmentation

Flood goi ACK bi phan manh lam ngh&n xtr 1y ¢ tang

TCP cta muc tiéu.

DDoS-
SynonymousIP_Flood

Nhiéu goi dén tir cac dia chi IP dong nghia/gia mao
khién hé théng kho loc va qua tai.

DDoS
Flood ICMP (ping) khién may chi phai lién tuc phan
DD0S-ICMP_Flood ool (ping) ! v emp wep
- hoi, lam suy giam dich vu.
DDOS.TCP Flood Flood cac goi TCP tir nhiéu nguon, két hop phén tin
- gdy anh hudng 16n hon DoS.
UDP Flood tir nhiéu nat botnet, 1am ngh&n mang
DDoS-UDP_Flood
- nhanh va manh.
SYN Flood phan tan, cuc ky nguy hiém cho hé thon
DD0S-SYN_Flood P e Ry ey Fone
- TCP handshake.
Guri nhiéu goi TCP PSH+ACK nham lam can tai
DDoS-PSHACK Flood . .
- nguyén xu ly dir liéu day/push.
Flood g6i RST/FIN dé lién tuc dong két ndi, gy roi
DDoS-RSTFINFlood - )
xu ly giao tiép ciia muc tiéu.
o Chén 1énh hé thong vao tham s6 dau vao dé chiém
CommandInjection Lo 2
quyén diéu khién server.
L Chén 1énh SQL ddc hai nham danh cap hoac thay doi
Sqgllnjection ,
dir li¢u trong DB.
Web-based

Uploading_Attack

Tai 1én file doc hai (webshell, mi doc) dé chiém

quyén hodc pha hoai hé thong.

XSS

Cheén script vao trang web dé danh cap cookie, chiém

phién hoic diéu khién trinh duyét.




Backdoor_Malware
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Mai ddc cai dit ctra hau trén thiét bi dé truy cap va

diéu khién trai phép.

BrowserHijacking

Chiém quyén diéu hudng trinh duyét, chuyén huéng
dén trang doc hai hodc thu thap dir liéu.

Recon-HostDiscovery

Quét tim thiét bi dang hoat dong trén mang dé chuan

bi tan cong.

VulnerabilityScan

Quét 16 hong hé thong nham tim diém yéu khai thac
tiép theo.

Quét cong dich vu dé xac dinh dich vu dang chay va

Recon Recon-PortScan Lo o

chuan bi khai thac.

Recon-0SScan Do hé diéu hanh rnlflc tiéu bang phan tich goi tin dé
lya chon k¥ thudt tan cong phu hop.

i Guri nhiéu ping dé xac dinh dai dia chi IP song trong

Recon-PingSweep

mang.
_ Gia mao ARP dé chen vao ludng dit lidu, danh cap
MITM-ArpSpoofing . )
. hodc chinh stra thong tin truyén.
Spoofing

DNS_Spoofing

Gia mao phan hoi DNS dé chuyén huéng nan nhan

dén website doc hai.

Brute Force

DictionaryBruteForce

Do mat khiu bang tap tir dién dé chiém quyén truy

cap tai khoan dich vy.

Mirai

Mirai-greip_flood

Mot bién thé ciia botnet Mirai flood goi GRE
(Generic Routing Encapsulation) gy tic nghén

mang.

Mirai-udpplain

Flood céc goi UDP don gian tir thiét bi IoT bj nhiém
Mirai.

Mirai-greeth_flood

Flood goi GRE Ethernet — bién thé Mirai nguy hiém
anh huong 16n dén thiét bi mang,
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2.2.4. Tdp di# liéu CIC10T2023 trong nghién cieu va dé &n

Tap dit liéu [0T2023 duogc lya chon 13 ngudn dir liéu cua dé an véi muc dich
danh gid cac md hinh hoc may. Muc d6 cudi cung hudng t6i hé thdng phat hién xam
nhap dé t6i vu nham tang tinh bao mat trong moi truong lot. Viéc lya chon nay cé
nhiéu 1y do:

Tap dit licu CICIoT2023 dugc xay dung trong mdi truong phong thi nghiém
md phong hé sinh thai IoT, véi muc dich phuc vu cac nghién ctru vé an ninh va phat
hién tn cong mang trén thiét bi IoT. Mot diém ndi bat cua tap dir licu nay la viéc tich
hop nhiéu kich ban tin cong hién dai va mang tinh téng quat cao, thic day cac md
hinh hoc may hoc dugc cic miu hanh vi tAn cong da dang va ting kha ning thich timg
v&i nhiéu bbi canh thuc té khac nhau. Bén canh d6, CICIoT2023 cung cap dit liéu &
nhiéu dinh dang nhu PCAP va CSV, hd tro linh hoat, tir xir Iy goi tin thé dén trich
xudt dic trung mirc cao. Diéu nay cho phép hé thong va thuit toan duoc danh gia
trong nhidu diéu kién xir 1y dit liéu.

Tap dir liéu nay 1a quy mo 16n, vdi khoang 46 triéu mau, phan anh dic trung
cua moi truong loT noi lugng dir li€u sinh ra lién tuc va co6 tinh thoi gian thye. Quy
mo nay gitp mé phong sat hon cac hé thdng IoT 16n, hd trg phat trién va danh gia
cac md hinh c6 kha ning mo rong, dam bao tinh 6n dinh va hiéu qua khi trién khai
trong moi truong hoat dong thuc té.

2.2.5. Tien xa ly dir ligu

Tién xir 13 budc du tién quan trong nhét trong viéc qua trinh phan tich va dao
tao mo hinh hoc may. Viéc tién xur ly dam bdo tinh toan ven, chinh xac trudc khi dua
vao huén luyén mo hinh hoc may.

Ma hoa dic trung

Cac md hinh hoc may chi nhan va xir ly dir liéu $6. Vi vay trudce khi dua div
liéu vao huan luyén, ma héa dir liéu 13 mot budc quan trong trong qua trinh tién xur
ly dir liéu. Ma hoa Label Encoder dugc st dung trong budc nay. Phuong phdp nay

anh xa dit liéu phén loai tir dang string sang dang s6 nguyén.
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Trong tap dir liéu CICIoT2023, label encoder s€ ma hoa dir li¢u cua feature
“Label” - nhdn cic cudc tin cong. Qua trinh ma hoa duoc biéu dién boi bang 2.4

Bang 2. 3 Gan nhin céc loai tn cong

Nhan méa hoa Nhin goc Nh&n méa héa Nhin goc
1 Backdoor_Malware 18 DictionaryBruteForce
2 BenignTraffic 19 DoS-HTTP_Flood
3 BrowserHijacking 20 DoS-SYN_Flood
4 CommandInjection 21 DoS-TCP_Flood
5 DDoS-ACK_Fragmentation 22 DoS-UDP_Flood
6 DDoS-HTTP_Flood 23 MITM-ArpSpoofing
7 DDoS-ICMP_Flood 24 Mirai-greeth_flood
8 DDoS-ICMP_Fragmentation 25 Mirai-greip_flood
9 DDoS-PSHACK Flood 26 Mirai-udpplain
10 DDoS-RSTFINFlood 27 Recon-HostDiscovery
11 DDoS-SYN_Flood 28 Recon-OSScan
12 DDoS-SlowLoris 29 Recon-PingSweep
13 DDoS-SynonymouslP_Flood 30 Recon-PortScan
14 DDoS-TCP_Flood 31 Sqgllnjection
15 DDoS-UDP_Flood 32 Uploading_Attack
16 DDoS-UDP_Fragmentation 33 Vulnerability Scan
17 DNS_Spoofing 34 XSS

Qué trinh Label Encoder mang lai nhiéu loi ich trong xtr Iy tip dir lidu
CICI0T2023, dic biét vi ddy 1a bo dir liéu 1on va chira nhiéu dang tin cong dugc mod
ta bang chudi. Label Encoder gitip chuyén doi cac nhin tan cong tir dang ky tu sang
dang s6, tao diéu kién dé cac mo hinh hoc may xu ly dir liéu hi¢u qua hon. Viéc ma

héa ndy ciing gitp tiét kiém bo nhé va giam do phtee tap so véi cac phuong phap nhu
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One-Hot Encoding, von tao ra nhiéu cot dic trung khong can thiét. Nho do, qua trinh
huén luyén mé hinh tré nén nhanh hon va 6n dinh hon, dic biét voi cac thuat toan
dua trén cay nhu Random forest hoac XGBoost. Ngoai ra, Label Encoder dam bao
d6 nhat quan khi phan loai nhiéu loai tin cong IoT khac nhau, giip mo hinh hiéu va
phan biét chinh xac gitra cac 16p.

Chuan hoéa dit ligu

Phuong phap Standard Scaler, nhdm dua tit ca cac bién vé ciing mot pham vi
do luong. “Chuan hoa 1a qua trinh chuyén di gia tri cua timg dic trung sao cho co

trung binh bang 0 va phuong sai bang 17, dugc biéu dién theo cong thic:

, XA (2.11)

(o3

i 1a gia tri trung binh va o 1a do 1éch chuan cta dic trung. Viéc chuan hoa co
vai trd quyét dinh trong hoc may, bai hau hét cac thuat toan phan loai va hdi quy hoat
dong hi€u quéa hon va hoi tu nhanh hon khi cac dac trung dau vao co cung pham vi
gia tri. Néu mét dic trung c6 bién do 16n hon dang ké so véi cac dic trung khac, no
c6 thé chi phdi qua trinh hoc va din dén mé hinh thién 1éch, 1am giam d6 chinh xac.
Chuan héa dam bao rang mdi dic trung dong gop céng bang vao qua trinh hoc, tir d6
nang cao kha nang mo hinh nhén dién céc mau va mbi quan hé tiém an mot cach hiéu
qua hon.

Thong qua chudi cac bude tién xir Iy dit liéu b dir lidu thd duge chuyén doi
thanh mot dinh dang sach, ddng nhit va sin sang cho cac thuat toan hoc may. Sau khi
chuan hoa, dir liéu dugc xtr Iy bang cac phuong phap dic biét dé ting hidu suit va
giam thoi nhu giam chiéu dir liéu, phan cum. Trong khudn kho dé 4n, phuong phap
phan cum dugc trién khai dé cai thién hiéu suit cho mé hinh hoc may Random forest,
Decision tree.

2.5. Két luan chwong

Chuong 2 d trinh bay chi tiét Iy thuyét va kién trc tong thé cua hé théng IDS

dira trén hoc may trong méi truong IoT. Muyc tiéu chinh ctia hé thng 14 nang cao hiéu

qua phat hién tin cong, dong thdi dam bao kha ning trién khai trén céc thiét bi bién
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voi tai nguyén han ché. Chuong 2 da trinh bay nén ting toan hoc ctia phuong phap
phan cum FCM, bao gé)m ham muc tiéu, co ché cap nhat trong s6 va cach thuc do
khoang cach giita cac diém dir liéu. Nhimg co sé nay dong vai trd quan trong trong
quy trinh hd trg mé hinh hoc may cai thién hiéu ning phan loai.

Chuong 2 d lam ré méi lién hé giita cac thanh phan trong hé théng IDS va
cung cip ddy du nén tang Iy thuyét can thiét cho qua trinh trién khai, huin luyén va
danh gia thue nghiém trong Chuong 3. Day 1a co sd quan trong dé kiém ching hiéu

qué va tinh kha thi cia mo hinh d& xuét trén tap dir liéu CICIoT2023
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CHUONG 3 - THUC NGHIEM VA PANH GIA KET QUA

CUA MO HINH IDS CHO MOI TRUONG 10T
3.1. Méi trwong thuc nghiém
3.1.1. Cdu hinh ca mé hinh hudn luyén

Pé an str dung mai truong lap trinh dya trén Python phién ban 3.7. Python 1a
ngon ngit 1ap trinh bac cao, dugc su dung nhiéu trong linh vuc khoa hoc dir li¢u nho
ct phap 16 rang, dé tiép can VA thu vién vo ciing phong phi. Qua trinh dugc tién hanh
trén hé diéu hanh Windows 10 v&i cac cong cu va thu vién chinh nhu sau:

Python 3.7: Pay la phién ban on dinh, tuong thich tdt v&i nhidu thu vién hoc
sau, cho phép xur Iy dir liéu, xay dung va quan ly thi nghiém mot cach linh hoat.
Python mang lai méi trudng phat trién manh mé, hd tro lap trinh mot cach nhanh va
hi¢u qua.

Keras: Keras hoat dong nhu mot API cﬁp cao chay trén TensorFlow, vd1 muc
tiéu don gian hoa quy trinh phat trién mo hinh hoc sdu. Thu vién nay cung cép cac
module dugc thiét ké sin, cho phép xay dung mé hinh theo dang “lap ghép”, gitp tiét
ki¢ém thoi gian va giam d¢ phuc tap trong lap trinh. Nho tinh tryc quan cua Keras,
viéc thiét ké kién tric mang va tinh chinh tham s6 trd nén dé dang hon rat nhiéu.

Viéc lya chon Python két hop Keras XUt phat ttr nhitng uu thé vuot troi cua
bd cong cu ndy ddi véi cac bai toan hoc sau. Python 1a ngdn ngir chu dao trong hoc
may véi cong dong hd tro 16n. Keras giup don gian qua trinh phat trién nhung van
dam béo sy linh hoat. Nho d6, dé an c¢6 dugc mot méi truong toan di¢n, manh mé va
t6i vu dé nghién ctru md hinh hoc may.

3.1.2. Kich ban the nghiém va danh gia

Muc tiéu chinh cua dé an 1a phat trién hé thdng phat hién xam nhap (IDS) dua
trén sy két hop gitra phan cum mo Fuzzy C-Means (FCM) va mé hinh hoc mdy, nham
t6i uu hoa kha ning nhan dién tin cong mang trong méi truong IoT. Kich ban thir

nghi¢m bao gém budc nhu sau:
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Tién xtr ly: D li€éu mang sau khi thu thap dugc tién xur ly nham dam béo tinh
nhit quan va chat luong, bao gdm cac bude chuin hoa dit liéu, ma hoa thudc tinh
dang phan loai va chia dir li¢u thanh céc tap huin luyén.

Phan cum di liéu: Thuat toan FCM dugc ap dung véi khoang cach Cosine va
) lugng cum duogc thay doi tir 2 dén 9 nham khao sat tic dong cua s6 cum va khoang
cach dén kha niang hoc va phan biét mau tan cong cta hé théng IDS.

Huén luyén mo hinh: Sau qua trinh phan cum, ma tran d¢ phu thudc vé cua
FCM dugc st dung lam d4u vao cho cac md hinh hoc may, trong d6 gia tri 4o phu
thudc vé phan anh mutrc do gan mo ciia tirng mau vao cac cum; ddy duoc xem 13 ngudn
dic trung bd sung giip md hinh hoc méay hoc tét hon cac ranh giéi phic tap cta dir
liéu mang. M6 hinh hoc may dugc trién khai doc lap cho tirng cAu hinh phan cum
gom Random forest, Decision tree. Ly do cho viéc nay 1a mdi cum c6 thé chira mot
tap hop cac loai tn cong (class) khac nhau. Viéc huan luyén mot mé hinh chuyén
bi¢t cho ting cum giup tdi wu hoa kha nang nhan dién cac 16p dac thu trong cum do.
Két qua cua giai doan nay 13 mot tip hop gdm N mé hinh phéan loai d3 dugc huin
luyén, tuong ing voi N cum dir li€u.

Trong giai doan kiém thtr, mdi miu dir liu duoc xac dinh khoang céach dén
tam cum da duogc tinh toan ¢ giai doan huin luyén. Mau nay s€ dugc gan vao tam
cum gan nhét. Sau d6 théng qua mo hinh phan loai da dugc huin luyén trude do dé
dua ra du doan vé nhan tan cong.

banh gia hi¢u sudt: Mdi mo hinh duge huin luyén trén dir li¢u co gén nhan
két hop vo1 ddc trung phan cum, sau d6 dugc danh gid trén tap kiém dinh theo cac
thudc do hiéu ning gdm:Accuracy, Precision, Recall, F1-score

Két qua thu dugc tir cac cu hinh khoang cach s6 cum mo hinh hoc may duogc
tong hop va so sanh nham xac dinh anh hudng cua timg yéu té dén hiéu suit phat
hién tin cong. CAu hinh t6i vu cudi cung dugc lya chon dua trén kha nang dat hi¢u
suat cao 6n dinh trén tip kiém tra, dong thoi dam bao mirc d6 phiic tap tinh toan phu
hop cho trién khai IDS trong méi trudng IoT thyc té. Phan tich cudi cung lam rd loi

ich cua viéc tich hgp FCM vao h¢ théng IDS, bao gém kha nang cai thién do chinh
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x4c nho khai thac thong tin mo cua dit liéu va tang cuong kha ndng moé hinh hoa cac
mAu tin cong co ranh gigi khong tuyén tinh

3.2. Két qua dat duoc

3.2.1. Cac tiéu chi danh gia hiéu nang

a, Po chinh xac tong thé (Accuracy)

Do chinh xac tong thé (Accuracy) 1a mot trong nhing chi s6 co ban trong danh
gia cac mo hinh phén loai. Chi s6 nay duogc xac dinh bang ty 1¢ giita du doan chinh
xac ctia mo hinh (bao gdm ca céc truong hop du doan diing dwong tinh va dung am
tinh) so v6i tong s6 mau duge dua vao kiém tra.

Accuracy duoc biéu dién boi cong thuc:

Accuracy = TN+TP (3.2)
FP+FN+TP+TN

« TP dinh nghia 13 s6 mau thudc 16p duong tinh dugc phan loai chinh xac

« TN la mau thudc 16p am tinh dugc phan loai chinh xac

o FP I3 s6 mau 16p am tinh bi phan loai sai thanh dwong tinh

« FN la s6 mau 16p duong tinh bi phén loai sai thanh 4m tinh
b, D6 phu (Recall)

Recall, hay con dugc goi la “do nhay” hoac “ty 1€ phat hién ding”, la mot chi

s6 dic biét quan trong trong linh vuc an ninh mang. Recall phan &nh mic do ma hé
thdng c6 kha nang phat hién day du cac mdi de doa tiém an, do d6 dong vai tro then

chét trong viéc bao dam an toan cho hé théng mang.

Recall = L (3.2)
TP+FN

¢, B9 chinh xac (Precision)

Precision 13 chi s6 do luong mirc d6 chinh x4c ctia cac canh béo tin cong do
hé thdng phat ra. Chi s6 nay xac dinh bang ty 1¢ giita s6 lvong canh bao ding (True
Positives) va tong sd canh bao duoc hé thong tao ra, bao gdm ca cic canh bao ding
va cac canh bao sai (True Positives + False Positives). Precision cao cho thay rang
cac canh bdo dugc phat hanh c6 mtc do tin cay 16n, tic la xac sudt mot canh bao

phan anh dang mot cude tn cong thue sy 1 rit cao. Piéu ndy gop phan giam thiéu
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hién tuong “mét moéi canh bao” (alert fatigue) ma cac quan tri vién mang thudong gip
phai khi phai xtr Iy mét sé lugng 16n canh bao khong chinh xac.

TP
TP+ FP

Precision =

(3.3
d, F1-score
F1-score 1a chi s6 dugc xac dinh dudi dang trung binh diéu hoa giita Precision
va Recall. Nho dic tinh két hop ca hai tiéu chi, F1-score mang lai mot danh gia can
bang vé hiéu qua ctia md hinh, phu hop khi dit liéu mat cin bang, noi mot trong hai
chi s6 riéng 1¢ ¢o thé gay hiéu nhidm vé ning lyc thyc sy cia mé hinh.

2 - (Precision - Recall)
Precision + Recall

F1-score =

(3.4)

F1-score dat gia tri tdt khi ca Precision va Recall déu duge duy tri & muc tdt,
do day 1a chi sd phan 4nh sy hai hoa giita hai yéu t6 nay. Khi chi sé F1-score ¢ mirc
cao, md hinh c6 thé dugc xem 13 hoat dong hi€u qua trén ca hai khia canh: nhan di¢n
chinh x4c cac mau dwong tinh va giam thiéu s luong du doan sai, qua d6 nang cao
do tin cay tong thé ctia hé thong phat hién xdm nhap.

3.2.2. Danh gia mé hinh hoc may khi khéng dung phan cum FCM

Phan nay danh gia hiéu suat khi chi sir dung mé hinh hoc mdy 1én tap dir liéu

CICI0T2023. B¢ an dé xuat hai mo6 hinh hoc may Random forest, Decision tree.
Bang 3. 1 D chinh xac ciia moé hinh hoc may trén tap dir liéu CICIOT2023

M6 hinh RandomForest Decision tree
Accuracy 0.9877 0.9523
Precision_Macro 0.7771 0.7072
Recall_Macro 0.7253 0.477
F1_Macro 0.7398 0.4878
Precision_Weighted 0.9865 0.9544
Recall_Weighted 0.9877 0.9523
F1 Weighted 0.9867 0.9459
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Két qua bang 3.1 khi thuc hién huén luyén md hinh hoc may dugc dé xuat. Mo
hinh Random forest huin luyén v&i tham sb chinh n_estimators. n_estimators duoc
dinh nghia sb cay quyét dinh dugc sir dung trong mé hinh hoc may random forest. S6
cdy quyét dinh cang 1én mo hinh cang on dinh nhung dong thoi ciing tang tinh phirc
tap va thoi gian huén luyén. Véi muc tiéu thiét ké moé hinh nhe, dé an sir dung
n_estimators = 10. Tham s nay kha nho, tuy nhién két qua huan luyén cia mé hinh
van rat tot voi do chinh xac dat 98,77%. Diéu nay chirng to6 mo hinh da hoc rat tot
nhirng dac trung cua tap dir li¢u.

Bén canh d6, dé an st dung tham s6 F1-marco dé tinh trung binh F1-score trén
tit ca cac 16p voi trong sb cac 16p 1a ngang nhau, khong phy thudc vao sd lugng miu
ctia mdi 16p. Diéu nay cho phép F1-marco danh gia hiéu suit mo hinh trén tat ca cac
16p, bao gdm cé cac 1p ty 1& xuat hién thip. F1_marco dat 73,93%. Tuong tu chi sd
Precision_marco va recal_marco lan lugt dat 77.77% va 72.53%, diéu niy chimg to
mo hinh ¢6 kha ning phan loai voi cac 16p tan cong it s6 liu. Két qua ndy chua that
su cao do sb lugng mau con han ché.

Tham s weight tinh trung binh trén céc 16p c6 tinh dén ty 1& miu cua timg 16p
trong tap dir li¢u. Vi vay tham sb weight thé hién hiéu suit té)ng thé cta mo hinh hoc
may. Voi Random forest, hiéu suét tong thé van gitr duoc & murc rat cao ( F1_weight
= 98,67%, Recall_weight = 98,77%, Precision_weight = 98.65%)

Véimd hinh hoc may Decison Tree, vi do siu max_depth = 10, két qua tong
thé méac du thdp hon so v&i md hinh Random forest nhung van dat trén 90% (accuracy
= 095,23%, F1 weight = 94.59%, Precision_weight= 95,44%, Recall weight =
95,23%). Tuy nhién F1_marco kha thap, chi dat 48,78%.

Tur két qua trén co thé théy, voi tap dir liéu bi mat can béng nang nhu
CICIoT2023, viéc chi sir dung mo hinh hoc may truyén théng chua that sy hi€u qua
voi cac 16p co ty 1é xuat hién thap.

3.2.3. Ddnh gia moé hinh hoc may khi si dung phwong phap phéin cum
Pé an danhh gia phuong phap phan cum FCM di dé cip sir dung khoang cach

cosine. S& cum dugc thiét lap tang dan dé kiém thtr hiéu qua mo6 hinh.
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a, Mo hinh hoc may khi két hop phan cum FCM
Bing 3. 2 Két qua md hinh Decision tree két hop phan cum FCM

S6 Accuracy F1_ Precision_ Recall_ F1_ Precision_ Recall_
cum Macro Macro Macro Weighted | Weighted | Weighted
2 0.9897 0.7392 0.8009 0.7236 0.9887 0.9891 0.9897
3 0.9889 0.8586 0.9235 0.8218 0.9885 0.9889 0.9889
4 0.9914 0.8679 0.9278 0.8334 0.9910 0.9913 0.9914
5 0.9914 0.8414 0.8912 0.8185 0.9911 0.9915 0.9914
6 0.9908 0.8496 0.9040 0.8265 0.9906 0.9912 0.9908
7 0.9906 0.8346 0.8854 0.8160 0.9904 0.9912 0.9906
8 0.9886 0.7961 0.8530 0.7786 0.9885 0.9894 0.9886
9 0.9901 0.8298 0.8727 0.8203 0.9900 0.9906 0.9901

Két qua bang 3.2 khi thyc hién phan cum 2; 3; 4; 5; 6; 7; 8; 9 cho théy két
qua ctia md hinh Decision tree ¢ hiéu suét rat tot. Do chinh xac mo hinh gan nhu dat
murc tuyét dbi. Piéu nay cho thay hiéu qua cua phan cum trong viéc nang cao hiéu
qua mé hinh. Di vdi mé hinh Decision tree, viéc Iua chon s6 cum K trong giai doan
phan cum cé anh hudng truc tiép dén hiéu qua phan loai. Dya trén két qua thuc
nghiém, mo hinh dat hiéu nang tdi vu khi sb cum duoc thiét lap la K=4, thé hién ro
qua céc chi s6 danh gia, dac bi¢t 1a Fl-macro. Cu thé, do chinh xac téng thé dat
khoang 99%, trong khi F1-macro dat 86,79%, cho thiy su cin bang tét gitta d6 chinh
xac va kha nang phan bi¢t cac 16p.Gia tri F1-macro cao ching minh mo6 hinh khong
chi t6i wu cho céc 16p co tan sudt xuét hién 16n ma con hoc duoc dic trung cua cac
16p tan cong hiém, von thuong bi bo qua trong cac bai toan dit liéu mat can bang.
Viéc phan cum vo1 K=4 giap dir licu dugc phan tach hop ly theo cac dac trung hanh
vi, tao diéu kién dé mé hinh Decision tree xdy dung cac ranh gidi phan loai rd rang
hon cho tirng nhém 16p. Cac chi sb danh gia khéac ciing dat gia tri cao va 6n dinh, qua
d6 khang dinh K=4 1a Iya chon phi hgp nhit cho mé hinh trong nghién ctru nay.

Két qua bang 3.3 cho thdy mo hinh hoc may Random forest dat két qua kha
t6t khi két hop voi phuong phap phan cum dir liéu. Pac biét voi k=8, mo hinh cho

két qua t6i wu v&i do chinh xac accuracy dat 98,79%. Tham s Marco cling dat duoc
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két qua kha tot ( F1_macro = 74.99%, Precision_macro = 82,82%, Recal_macro =
72,37%). Diéu nay chimg minh mo hinh phan loai kha t6t 16p tin cong hiém.

Khi tich hop phuong phap phan cum vio qua trinh hoc may, hiéu suét cua
md hinh Random forest khong con vuot troi nhu trong cach tiép can truyén thong.

Bang 3. 3 Két qua md hinh Random forest két hgp phan cum FCM

Sé Accuracy F1_ Precision Recall_ F1_ Precision_ Recall_
Cum Macro _Macro Macro Weighted | Weighted | Weighted
2 0.9881 0.7363 0.7931 0.7193 0.9869 0.9868 0.9881
3 0.9832 0.7107 0.8083 0.6885 0.9813 0.9830 0.9832
4 0.9868 0.7221 0.8306 0.6982 0.9851 0.9855 0.9868
5 0.9879 0.7332 0.8192 0.7146 0.9866 0.9869 0.9879
6 0.9873 0.7215 0.8582 0.7039 0.9858 0.9871 0.9873
7 0.9878 0.7270 0.7967 0.7149 0.9866 0.9870 0.9878
8 0.9879 0.7499 0.8282 0.7237 0.9867 0.9867 0.9879
9 0.9884 0.7444 0.8353 0.7231 0.9872 0.9876 0.9884

Nguoc lai, mé hinh Decision tree lai cho thiy kha ning phan loai va phat hién
tan cong tot hon trong bdi canh nay. Piéu nay chimg minh viée két hop phan cum ¢
xu huéng phu hgp hon v6i cac mé hinh c6 cau tric don gian nhu Decision tree, do
chiing dé dang thich tmg v&i thong tin nhém dugce tao ra tir giai doan phan cym.

b, So sanh chi s6 hiéu suat mé hinh hoc may két hop phuong phap phan cum va mo
hinh hoc may truyén théng
e Chi sb hiéu suit cia md hinh hoc may

Két qua bang 3.4 cho thiy phuong phap phin cum d tao ra tac dong tich cuc
dén hiéu suat cia mo hinh hoc may.

M0 hinh Decision tree khi két hgp véi phan cum FCM (K=4) cho két qua t6i
wu hon m6 hinh truyén théng & tit ca cac chi sé danh gid. Accuracy ctia md hinh ting
tir 95.23% Ién 99.14%, trong khi F1-Macro ting tir 48.78% Ién 86.79%. Diéu nay
chung t6 phuong phap phan cum di hd trg dang ké mo hinh trong viéc phan biét tot
hon céc 16p tdn cong c6 s6 miu nho, von 14 thach thirc chinh trong bai toan phat hién
xam nhap vo1i dit liu mat can bang. Ngoai ra, sy gia ting manh & Recall-Macro va
Precision-Macro cho thiy mé hinh khong chi giam ti 16 bo st cac tin cong nguy hiém

ma con han ché canh bao sai mot cach hi¢u qua.
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Mac du hi€u qua cua phuong phap phan cum khdng cao nhu Decison tree, md
hinh Random forest van c6 su cai thién nhét dinh khi két hop v6i FCM (K=8). Hau
hét cac chi sb nhu Accuracy, Precision Weighted va F1_Weighted déu ting nhe.

Bang 3. 4. So sanh hi¢u suat mé hinh hoc may truyén thong va mé hinh hoc may két

hop phan cum FCM
Decision tree RandomForest
Mb hinh Mo hinh | MOhinhk&hop |\ b truyen | MO hinh kéthop
truyén théng phan cum théng phan cum

(K=4) (K=8)
Accuracy 0.9523 0.9914 0.9877 0.9879
F1_Macro 0.4878 0.8679 0.7398 0.7499
Precision_Macro 0.7072 0.8912 0.7771 0.8282
Recall_Macro 0.477 0.8185 0.7253 0.7237
F1_Weighted 0.9459 0.9911 0.9867 0.9867
Precision_Weighted 0.9544 0.9915 0.9865 0.9867
Recall_Weighted 0.9523 0.9914 0.9877 0.9879

Diéu nay cho thdy phuong phap phan cum van c6 hiéu qua trong viéc cai thién
hiéu sudt mo hinh. Tuy nhién, Random forest vén da c6 kha ning tong quat hoa tot
va it chju anh hudng boi nhidu trong dit liéu gbe, nén viée hiéu qua ciia phuong phap
phan cum khéng thé hién rd rang.

e Do chinh xac theo tirng 16p tAn cong

Két qua cu thé cho viéc phén loai tin cong dugc trinh bay trong hinh 3.2, hinh
bang 3.5. Bang nay d3 so sanh két qua mo hinh hoc may Decision tree khi két hop
vo1 phuong phap phan cum dir liéu va mo6 hinh truyén théng. C6 thé thdy, m6 hinh
truyén thong cho két qua phan loai chua t6t, nhiéu 16p tin cong c6 do chinh xac thap.
Chung t6 mo hinh chwa hoc tot cac dic trung cau ting 16p tn cong. Bén canh d6, mé
hinh hoc may khi két hop FCM di cho két qua rat kha quan. Hinh 3.3 da thé hién két
qua d6. Hau hét cac 16p déu dat murc t6i wu 0,9 dén 1 ( 14 16p dat mic t6i wu 1, 4 16p
dat mirc t6i uu 0.9). Cac 16p con lai déu dat murc tdi wu tuong ddi. Mot sb 16p c6 mirc
t61 vu dudi mire trung binh ¢6 sé mau qua nhé dé mé hinh c¢6 thé hoc duoc dic trung.
Ty 16 rat nho so voi tong s6 lwong mau nén co thé chip nhan duoc. Bang 3.6 so sénh

hiéu suat gitra m6 hinh Random forest truyén thong va mé hinh Random forest két
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hop phuong phap phan cum FCM. Tir bang so sanh c6 thé thiy, mé hinh truyén thong

da co6 kha nang phan loai da dat mutc cao: phan 16n cac mau duoc du dodn chinh xac

tap trung trén duong chéo chinh, trong d6 c6 9 16p dat d6 chinh xac téi (1.0) va 8 16p

dat do chinh xac trén 0.9.

Bang 3. 5 B4o c4o phan loai theo 16p tin cong md hinh Decison Tree

Decision tree két hop
phian cum FCM (k=4)

Decision tree

truyén thong

Tén 16p tan cong ) ] F1- | S0 mau
Preci F1- Preci | Rec
) Recall ) scor
sion score | sion | all
e
Backdoor Malware 0.81 0.53 0.64 0.33 0.02 0.04 47
BenignTraffic 0.88 0.94 091 0.34 098 0.51 2172
BrowserHijacking 0.91 0.62 0.73 0.40 0.04 0.08 47
CommandInjection 1.00 0.38 0.55 0.00 0.00 0.00 47
DDoS-ACK
- 0.99 0.99 0.99 0.00 0.00 0.00 548
Fragmentation
DDoS-HTTP_Flood 0.90 0.98 094 100 0.11 0.19 47
DDoS-ICMP_Flood 1.00 1.00 1.00 1.00 1.00 1.00 14378
DDoS-
0.94 1.00 0.97 0.00 0.00 0.00 883
ICMP_Fragmentation
DDoS-PSHACK _Flood 1.00 1.00 1.00 0.99 1.00 0.99 8166
DDoS-RSTFINFlood 1.00 1.00 1.00 1.00 1.00 1.00 8068
DDoS-SYN_Flood 1.00 1.00 1.00 1.00 1.00 1.00 8096
DDoS-SlowLoris 1.00 0.89 0.94 0.62 0.17 0.27 47
DDoS-
1.00 1.00 1.00 1.00 1.00 1.00 7174

SynonymousIP_Flood
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Decision tree két hop

Decision tree

phan cum FCM (k=4) truyén théng
Tén 16p tin cong ) ) F1- | S6 miu
Preci F1- Preci | Rec
) Recall ] scor
sion score | sion | all
e
DDoS-TCP_Flood 1.00 1.00 1.00 1.00 0.97 0.98 8972
DDoS-UDP_Flood 1.00 1.00 1.00 1.00 0.99 1.00 10800
DDoS-
_ 0.98 1.00 0.99 0.00 0.00 0.00 552
UDP_Fragmentation
DNS_Spoofing 0.74 0.68 0.71 0.86 0.05 0.10 332
DictionaryBruteForce 0.86 0.51 0.64 1.00 0.04 0.08 47
DoS-HTTP_Flood 1.00 1.00 1.00 1.00 0.91 0.95 126
DoS-SYN_Flood 0.99 1.00 0.99 100 0.98 0.99 4036
DoS-TCP_Flood 1.00 0.99 1.00 1.00 1.00 1.00 5319
DoS-UDP_Flood 0.99 1.00 1.00 1.00 1.00 1.00 6614
MITM-ArpSpoofing 0.76 0.81 0.79 0.78 0.32 045 593
Mirai-greeth_flood 1.00 1.00 1.00 1.00 0.99 1.00 1962
Mirai-greip_flood 1.00 1.00 1.00 1.00 0.98 0.99 1480
Mirai-udpplain 0.99 1.00 1.00 0.96 0.93 0.94 1760
Recon-HostDiscovery 0.96 0.73 0.83 052 0.44 0.48 240
Recon-OSScan 0.85 0.61 0.71 059 0.11 o0.18 179
Recon-PingSweep 0.85 0.49 0.62 1.00 0.02 0.04 47
Recon-PortScan 0.75 0.56 0.64 0.67 0.10 0.17 140
Sqlinjection 0.67 0.64 0.65 1.00 0.02 0.04 47
Uploading_Attack 0.85 0.47 0.60 0.00 0.00 0.00 47
VulnerabilityScan 0.98 0.91 0.95 0.00 0.00 0.00 47
XSS 0.90 0.60 0.72 100 0.06 0.12 47
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Decision tree két hop
phan cum FCM (k=4)

Decision tree

truyén théng

Tén 16p tin cong ) ) F1- | SO mau
Preci F1- Preci | Rec
) Recall ] scor
sion score | sion | all
e
accuracy 0.99 0.95 93107
macro avg 0.927 0.83 0.86 0.95 0.47 0.48 93107
weighted avg 0.99 0.99 0.99 095 0.95 0.94 93107
Béng 3. 6 Bao cao phan loai theo 16p ciia mé hinh Random forest
Random forest két hop phan | Random forest truyén | So
Tén 16p tin cum FCM ( K=8) théng mau
cong o Precisi | Recal | F1-
Precision | Recall | F1-score
on | score
Backdoor_Malw
0.38 0.17 0.24 0.26 028 0.27 47
are
BenignTraffic 0.86 0.97 0.91 0.81 0.97 0.89 2172
BrowserHijacki
0.71 0.26 0.38 037 028 0.32 47
ng
CommandInjecti
0.31 0.11 0.16 0.38 0.19 0.25 47
on
DDoS-
ACK_Fragment 0.99 0.98 0.99 099 098 0.98 548
ation
DDoS-
0.93 0.87 0.90 087 098 0.92 47
HTTP_Flood
DDoS-
1.00 1.00 1.00 1.00 100 100 14378
ICMP_Flood
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Random forest két hop phan

Random forest truyén

Tén 16p tan cum FCM ( K=8) thong mau
cong o Precisi | Recal | F1-

Precision | Recall | F1-score

on | score

DDoS-
ICMP_Fragment 0.98 0.98 0.98 0.99 0.98 0.99 883
ation
DDoS-

1.00 1.00 1.00 1.00 1.00 1.00 8166
PSHACK Flood
DDoS-

1.00 1.00 1.00 1.00 1.00 1.00 8068
RSTFINFlood
DDoS-

0.99 1.00 1.00 1.00 1.00 1.00 8096
SYN_Flood
DDoS-

0.71 0.77 0.73 0.80 0.83 0.81 47
SlowLoris
DDoS-
SynonymousIP_ 1.00 0.99 1.00 1.00 1.00 1.00 7174
Flood
DDoS-

1.00 1.00 1.00 1.00 1.00 1.00 8972
TCP_Flood
DDoS-

1.00 1.00 1.00 1.00 1.00 1.00 10800
UDP_Flood
DDoS-
UDP_Fragmenta 0.99 0.99 0.99 0.99 0.99 0.99 552
tion
DNS_Spoofing 0.58 0.62 0.60 0.65 0.60 0.63 332
DictionaryBrute

0.57 0.09 0.15 0.36 0.11 0.16 47

Force
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Random forest két hop phan | Random forest truyén | So
Tén 16p tan cum FCM ( K=8) thong maiu
cong o Precisi | Recal | F1-

Precision | Recall | F1-score

on I score

DoS-

0.92 0.98 0.95 095 096 0.96 126
HTTP_Flood
DoS-

1.00 1.00 1.00 1.00 100 1.00 4036
SYN_Flood
DoS-TCP_Flood 0.99 1.00 0.99 1.00 100 1.00 5319
DoS-

0.98 1.00 0.99 1.00 100 1.00 6614
UDP_Flood
MITM-

_ 0.83 0.78 0.80 081 0.75 0.78 593

ArpSpoofing
Mirai-

1.00 1.00 1.00 1.00 100 1.00 1962
greeth_flood
Mirai-
] 0.99 0.99 0.99 1.00 099 0.99 1480
greip_flood
Mirai-udpplain 1.00 0.99 1.00 1.00 099 1.00 1760
Recon-

_ 0.82 0.68 0.74 0.70 0.65 0.68 240

HostDiscovery
Recon-OSScan 0.63 0.41 0.50 058 035 044 179
Recon-
_ 0.56 0.21 0.31 045 021 0.29 47
PingSweep
Recon-PortScan 0.57 0.39 0.46 0.58 037 045 140
Sqlinjection 0.86 0.26 0.39 021 0.09 0.12 47
Uploading_Atta

0.73 0.17 0.28 047 0.17 0.25 47
ck
VulnerabilitySca

0.93 0.81 0.86 0.87 0.87 0.87 47

n
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Random forest két hop phan | Random forest truyén | S6
Tén 16p tan cum FCM ( K=8) thong mau
“ong Precision | Recall | F1-score Precist | Recal ) F1-
on I score

XSS 0.36 0.17 0.23 0.33 0.09 0.14 47
accuracy 0.98 0.98 93107
macro avg 0.82 0.72 0.74 0.77 0.7 0.73 93107
weighted avg 0.98 0.98 0.98 0.98 1 0.98 93107

Khi str dung phwong phap phan cum FCM, mé hinh cho thiy sy cai thién ddng
dang ké. Sb 16p dat d6 chinh xac toi wu ting 1én 11 16p, va cac 16p dat trén mirc 0.9
tang 1én 9 16p. Su gia ting nay cho thay viéc phan cum da gop phan giam bét su
chong lan gitra cac khong gian didc trung cla céac loai tn cong, tir d6 cai thién ranh
gi6i quyét dinh ctia mé hinh trong giai doan hoc. Mic du muc cai thién khong qua
d6t pha, nhung két qua ciing chimg minh rang viéc két hop phan cum FCM mang lai
hiéu qua d6i voi Random forest mot mo hinh hoc may von di manh vé kha ning tong
quat hoa.

Két qua chirng minh tinh hi¢u qua cua mo hinh, dac bi¢t voi cac tap dir licu
16n v6inhiéu tham sé nhu tap dit liéu CICIoT2023. Tir két qua phan tich, c6 thé thiy
mod hinh t6i wu nhat 1d mé hinh hoc may Decision tree két hop phuong phap phan
cum FCM.

3.3. Két luan chwong 3

Trong chuong nay, mé hinh IDS dya trén hoc may két hop phan cum FCM da
dugc trién khai, thir nghiém va danh gia trén tap dir liéu CICIoT2023. M6 hinh IDS
duogc thiét ké v6i kha nang md rong cao nho kién trac phan tan, cho phép trién khai
doc 1ap cac mo-dun phat hién trén timg thiét bi bién. Khi quy mé hé thdng IoT ting
1én, cac nat IDS méi co thé dugc bd sung ma khong lam anh hudng dén hiéu ning
téng thé cua hé théng. Bén canh do, viéc str dung cac mo hinh hoc may nhe giip duy

tri tinh 6n dinh va hiéu qua xir Iy ngay ca khi s6 lugng thiét bi va luu lugng dir licu
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tang dang ké. Két qua thuc nghiém cho thiy viéc tich hop phan cum trudc khi phan
16p giup cai thién hidu ning phat hién xAm nhap, dic biét trong bdi canh dit liéu mat
can bang dic trung ctia moi trudng IoT. Qua phan tich cic chi sé danh gia, md hinh
hoc may decision tree két hop phuong phap phan cum vdi sé cum k=4 13 cAu hinh tdi
uu, duy tri do chinh xac 99,14%, dac biét F1 _Macro dat 86.79%. Piéu nay chung
minh rang k§ thuit phin cum gitp ting cudng nhan dién cac miu bat thudng, giam
ty 16 du doan sai va toi wu hoa kha ning hoc ciia mé hinh. Nhu vy, két qua trong
chuong 3 di xéac thuc tinh kha thi va hiéu qua ctia mé hinh IDS dé xuét khi ap dung

trong moi truong IoT thyc té
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KET LUAN VA KIEN NGHI

Trong bdi canh cac hé thdng IoT va IloT ngdy cang md rong, nguy co tin cong
mang tré nén da dang va tinh vi hon, doi hdi sy phat trién cua cac hé théng phat hi¢n
xam nhdp (IDS) c¢6 hi¢u nang cao, dd tin cdy lén va kha nang trién khai trén moi
truong tinh toan bién han ché tai nguyén. Dé an di tap trung nghién ctru, d& xuit va
danh gia md hinh IDS két hop hoc may va phan cum nhdm ning cao hiéu qua phat
hién bat thudng trén tap dir lidu CICIoT2023.

Trén co s¢ phan tich dir liéu thuc nghi€ém, mo hinh phan cum FCM da chung
minh duoc tinh kha thi trong viéc xur Iy dit liéu mat can bang dic trung phd bién trong
an ninh IoT. Dic biét, mé hinh hoc may Decision tree két hop phuong phap phan cum
v6i s6 cum t6i vu K=4 dugc xac dinh 13 tdi wu, gitip cai thién d6 chinh xac, giam 15i
nhan dién va ting cudng kha ning phat hién cac miu tin coéng an gidu. Két qua nay
cho thiy k¥ thuat phan cum déng vai trd quan trong trong bude tién xir Iy, gop phan
t6i ru hoa viéc hoc ctia mé hinh va tang hiéu ning ciia IDS trén méi trudng IoT.

Nghién ctru di cung cdp danh gia toan dién vé mé hinh, chi ra tinh hiéu qua
cua giai phap dé xuit khi so sanh véi mé hinh gbe khong sir dung phan cum. Qua do
khang dinh ring phuwong phap phan cum 13 huéng tiép can phu hop trong phat trién
cac hé thong IDS thé hé méi cho IoT..

Trong tuong lai, nghién ctru sé& tiép tuc mé rong theo cac dinh hudng sau:

- Téiwu héa thuat toan phan cum nham giam chi phi tinh toan va do tré, phuc
vu trién khai thuc té trén thiét bi bién.

- Két hop phan cum véi cac co ché hoc nhe, dam bao kha nang cap nhat mo
hinh lién tuc ma khong gay qua tai tai nguyén.

- Két hop v6i phuong phap giam chidu dé giam s6 dic trung, ting toc do tinh
toan.

- Nghién ctru mé hinh hoc phan tan va ra quyét dinh hop nhét tir nhiéu thiét
bi IoT, t6i vu hoa xu Iy dir liu & cap do mang.

- Tiép tuc thir nghi€ém trén céc bo dir li¢u 16n va kich ban thyc té trong loT

dé danh gia kha ning tong quat ciia md hinh.
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