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CHUONG 1: TONG QUAN VE HE THONG IDS TRONG 10T
1.1. Tong quan vé loT
1.1.Ly thuyét vé 10T (Internet Van Vit)
1.1.1.Khai niém va sw phat trién cia loT
1.1.2. Kién trac 1oT
Kién triic co ban nhét trong IoT 1a kién trac ba 16p dugc dé cap trong nhiéu bai
nghién ctru. Pay 1a kién trac dugc gidi thiéu tir giai doan dau cua ciia cac nghién ciru

vé IoT. Kién trac duoc cau thanh tir ba 16p: 16p cam bién, 16p mang va 16p tmg dung.

Lop tmg dung
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Hinh 1. 1 Kién tric hé thong IoT 3 16p

Kién trac ba 1op di thé hién duoc ¥ tudng cia IoT. Tuy nhién nd chua day du dé
phuc cho nhing nghién ctru chuyén sau. Dé giai quyét tinh trang nay, nhitng cai tién
k¥ thuat da dugc dé xuat thong qua cac bai nghién ciru kién trac ToT. Dya trén kién
tric ba 16p pho bién, [7] da dé xuat mot kién tric IoT mdi, cung cip dién toan bién co
ban, dugc goi la kién tric ba 16p mo rong. “Kién trac tuan thu theo mé hinh ba 16p bao
gdm : 16p thiét bi dau cudi 10T, 16p dién toan bién va 16p dam may.
1.1.3 Ddc trung dir ligu 10T

Dtr liéu IoT mang dac trung cua dir li¢u 16n, bao gém: Khoi lugng dir li€u cuc

16n, Tc @6 sinh dit lidu theo thoi gian thyuc, Tinh da dang (tir nhiéu thiét bi khac nhau),



Tinh khong chic chan va nhiéu, Gia tri khai thac cao, va Tinh bién thién. Dir liéu nay
1a nén tang cot 16i gitp IDS xay dung mo hinh hanh vi mang va phét hién kip thoi cac
d4u hiéu bat thuong..
1.1.4 Céc cong nghé dién hinh trong loT
a, PBién toan bién

Muc tiéu cbt 15i cta dién toan bién 1a t6i wu hoa hoat dong ciia mang IoT bang
cach han ché nhu cau truyén dit liéu 1én ddm may va giam do tré trong qua trinh xir 1y.
Hoc may dong vai trd trung tAm trong mé hinh IoT ba 16p mé rong nho kha ning trién
khai truc tiép trén céc thiét bi bién, tir 46 hd tro hiéu qua cac img dung Al yéu ciu phan
hoi thoi gian thuc va do tré cuc thép. Dién toan bién bao gém ba kién trac nén tang :
dién toan suong mu (fog computing), dién toan bién di dong (MEC) va dam may nho
(micro cloud).
b, Hoc may
Céc nghién citu cho thay nhimng k¥ thuat hoc may khac nhau mang lai hiéu qua riéng
khi duoc trién khai trong moi truong loT da dang vé cAu truc dir lidu va diéu kién van
hanh. M6t s6 nhom phuong phép tiéu biéu ¢6 pham vi tmg dung rong nhu hoc c6 giam

sat, hoc khong gidm sat, hoc tang cudng.

Hinh 1. 2 Phéan loai m6 hinh hoc may



Hoc may c6 giam sat duoc biét dén 1a mot trong nhitng k¥ thuat ML pho bién
nhét trong ung dung IoT, cac mo6 hinh dugc dao tao trén tap dir liéu duoc gén nhén dé
phan loai hoac du doan.

Khac vdi hoc co giam sat, cac k¥ thuat hoc khong gidm sat khong chiu phu thudc
vao dir li¢u dugc gan nhan ma dua vao kha nang tu phat hién cAu triic va mau an trong
tap dir licu

Bén canh d6, hoc tang cuong ndi 1én nhu mot huéng tiép can hiru hiéu cho cac
tinh huéng doi hoi tdi wu hoa hanh dong theo thot gian thuc. Cac thuat todn nhu Q-
learning hodc Deep Q-Network cho phép mo hinh tu hoc thong qua qué trinh tuwong tac
v&1 moi truong, tur do dan tim duoc chién luge tbi vu.
1.2.Tong quan hé thong 1DS
1.2.1. Ly thuyét vé Hé thong Phat hign Xam nhdp (IDS)

a, Hé thdng phét hién xam nhap IDS

Hé thong phat hién xam nhap duoc phat trién nhu mot 16p phong thi chuyén
dung nham nhan dién cac hanh vi doc hai bén trong hodc tir bén ngoai mang may tinh.
Khac voi tuong lira von chu yéu kiém soét truy cdp dua trén nhitng quy tic c¢d dinh,
IDS thyc hién qué trinh phan tich sdu vao hanh vi mang va hoat dong cia ngudi dung,
tir 46 phat hién nhitng bat thudng ma cac co ché bao mat truyén thong khé nhan biét.
IDS c6 thé tdn tai dudi dang phﬁn cung, phﬁn mém hoic két hop c4 hai, van hanh nhu
mot “hé than kinh” gitip hé thong kip thdi ndm bt cac ddu hiéu xam nhap tir d6 dua ra

canh bdo hodc kich hoat phan ting bao v¢.
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Hinh 1. 3. Thanh phan hé thong IDS
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b, Phan loai hé thong IDS

e Hé théng phat hién xam nhap dya trén chit ky (SIDS)

e Hg¢ thong phat hién xam nhap dya trén bat thuong (AIDS)
1.2.2. H¢ thong IDS dua trén hoc may tgi bién

Hé thong phat hién xam nhap (IDS) trién khai tai bién mang ngiy cang dong vai

trd quan trong trong viéc bao vé cac hé thong IoT trude su gia ting vé sb lugng va mirc
do tinh vi clia cac cudc tan cong mang. Khong giéng cac md hinh IDS truyén théng
phu thudc vao xur 1y tap trung trén ddm may, IDS tai bién tdn dung kha nang tinh toan
cuc bo cua cac thiét bi bién hoic gateway dé phat hién tin cong thoi gian thuc, tir d6
giam dang ké do tré xir 1y, tiét kiém bang thong truyén dit liéu va ting cuong kha ning
phan héi nhanh trong mdi truong phéan tan. Song song vai do, tich hop hoc may vio
bién cho phép trién khai va thuc thi cdc md hinh hoc may ngay tai noi dit liéu duoc tao
ra, nhu cam bién IoT, dién thoai thong minh, cac thiét bi nhang.
1.3. Thach thirc ctia cac mo hinh IDS trong méi trweong 10T

e Han ché vé tai nguyén tinh toan va luu trir

e Yéu cau xur ly dit liéu thoi gian thyuc
1.4. Két Luan chwong

Chuong 1 di cung cap cai nhin tong quan vé hé sinh thai IoT, Hé thong phat

hién xdm nhap IDS, va sy két hop cua IDS, hoc may tai bién. Qua dé co thé thay duoc
tinh thiét thuc cta hé théng IDS khi trién khai tai bién mang. Tuy nhién bén canh
nhimg loi ich di duoc dé cap nhu ting toe d6 xur 1y, tdi vu tai nguyén va bao mat dir
lidu, hé théng ciing gap nhiéu thach thirc khi bién mang bi han ché vé tai nguyén rat
16n. Thiét bi bién gan nhu khong thé dap tng cac mo hinh hoc may phirc diéu nay gay
can tr 16n trong viéc phat trién hé thong. Viée tich hop cac phuong phap xur 1y dé t6i
rru hda md hinh duogc nhan dinh 1a phwong phap hiéu qua dé xtr 1y bai toan hién tai.
Céc k¥ thuat giam chiéu hay phan cum dit liéu khong chi giam thiéu tai nguyén ma con
giai quyét rat tot bai toan tbi wu, dap Gmg t6t nhu cau ctia hé thdng IoT hién tai. Chuong
2 s& tap trung thiét ké va dé xuit “Hé thong phat hién tin cong trong IoT tGng dung

hoc may.



CHUONG 2 - HE THONG PHAT HIEN TAN CONG TRONG
IOT DUA TREN HQC MAY

2.1. Hé thong IDS dwa trén hoc may cho thiét bi 10T tai bién
2.1.1. Co sé khoa hoc ciia gidi phdp dé xudt
a, Co so khoa hoc cac phuong phap xtr ly dir liéu
b, Co so khoa hoc vé hoc mdy trong hé thng IDS
2.1.2. He théng 1DS #ng dung hoc mdy dé xudt

Trén co s& khoa hoc dugc trinh bay & cac muc 2.1.1, dé an dé xuat hé théng
phat hién xAm nhap (IDS) hudng téi muc tiéu t6i wu hoa hiéu qua xtr 1y, dong thoi dap
g yéu cau trién khai trén cac thiét bi bién vdi tai nguyén han ché. Kién tric cta hé
théng duoc thiét ké theo dang phan ting, bao gdm ba khdi chirc ning chinh: tién xtr Iy
dir liéu, phan cum dit liéu va danh gia hiéu nang. Hinh 2.1 minh hoa ciu trac tong thé
cta hé théng. Cau triic phan tang ndy dam bao muic d6 mo-dun hoa cao, cho phép tdi
uu hoa tirng thanh phén mot cach doc 1ap.
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Hinh 2. 1 M6 hinh hé thong IDS dé xuit

Qua trinh tién xtr Iy bao gdm hai budc chinh: (1) mi héa cac thudc tinh dang

phan loai bang k¥ thuat Label Encoding dé chuyén d6i chung sang dang s6 nguyén, va



(2) chuan héa cac dic trung s6 bang StandardScaler nham dua gié tri vé cting mot mién,
gitip tang tinh on dinh cho qua trinh hudn luyén.

Trong khoi phan cum dir liéu, dé an dé xuét thuét toan phan cum mo Fuzzy C-
Means (FCM). Viéc sir dung FCM cho phép xac dinh mutrc d6 phu thudc ciia tirmg mau
vao cac cum khac nhau, tir d6 tdng kha ndng mo ta va phan biét cac dang hanh vi trong
luu lugng mang.

Sau qué trinh phan cym, hé thdng tién hanh kiém tra s6 luong mau trong ting
cum. D6i voi nhitng cum khéng dat ngudng dir liéu t6i thiéu can thiét cho viéc huin
luyén, hé thong s& tién hanh ghép cum voi cum gan nhat va tinh toan lai tim cum nhim
bao dam sy 6n dinh ctia qua trinh phan tich. Khi dir liéu da duoc té chirc phu hop, hé
théng dua dir liéu vao dé huan luyén cic mé hinh hoc may bao gdbm Random Forest va
Decision Tree cho tirng cum dir lig¢u.

2.2. Co sé ly thuyét ciia phwong phap phan cum Fuzzy C-Mean

Phan cum la ky thuat hoc may khong giam sat. Muc tiéu chinh ctia phan cuym C-
mean 13 phan virng dit liéu thanh cac cum tap hop, mdi diém dir liéu dugc gan gi tri
thanh vién. FCM thuong dugc st dung trong nhan dang mau va phan doan 4nh. FCM
1a 12 phan mo rdng cla cua thuat toan phan cum K-mean hay con goi 1a C-mean cimg,
nhung véi vi¢e gan cac diém dix liéu vao cac cum duogc lam mém. Trong thuat toan
ndy, moi diém dit liéu thudc vé mot cum va quyén thanh vién duoc biéu dién thong
qua mot gia tri goi 1a muc d6 thanh vién. Gid tri nay nam trong khoang tir 0 dén 1. Diéu
nay tang tinh linh hoat cho véc gan cum.

2.2.1. Co so toan hoc

FCM phan cum béng cach tdi wu hoa ham muc tiéu dé tao ra mién dir liéu rd

rang va day dac. Him muc tiéu cho bai toan ti uu hoa dugc mé ta bang phuong trinh

Sau

chm(U,V):Zc:i(uij)mDif,m>l (2.1)

Trong do :

N: sb luong ddi tuong, diém dit liéu



¢ : 80 luong phan cum

u; : d6 phu thudc cua diém dir lidu thi xi d6i v6i cum v

D;: khodng céch tir dir lidu X« dén tAm cum v;

m : hé s6 mo

Rang budc chinh ctia ham muc ti€u la téng bac thanh vién cua mdt diém dir lidu trén

cac cumbang 1:

Zu” =1 (2.2)

Khoang cach Cosine dya trén do twong dong vector, giup do ludng su khac biét
dira trén hudng thay doi vi do 16n. Khoang cach nay dugc dinh nghia dya trén cosine
cua goc 2 vector X; Va Vi :

D, =1- 11 (2.3)
[RSERINA
Khi xac dinh d§ phu thudc cua diém dit liéu, FCM khai thac thong tin gitra cac

cum, diéu nay dam bao phan b6 mém cua cac diém vao cum.

-1

Uy =| > D_g " (2.4)

biéu kién hoi tu.

_ =t
PR (25)
m
pH
j=1
Algorithm 1: FCM Algorithm
Input: X, c,m. g, lax
1 U = random([c, n])
2 for{=1tol,, do
“L Wt
PR
3 V= —5
PR
' 1
e f D3\ m=T
i Ui = L (‘I‘;:ﬁ)
k=1 k
5 if |[VI=1 — VY| < ¢ then
6 ‘ Stop

dlltpllt,: uv




2.3. Co sé ly thuyét cia mé hinh hoc may
2.3.1. M6 hinh Decision Tree

Cay quyét dinh duoc biét dén voi kha ning dién giai hiéu qua. Y tudng chinh
cta thudt toan 13 phan vung dit lidu bang phuong phap dé quy thanh cac tip con dua
trén gia tri ctia cac thudc tinh khac nhau cho dén khi dap tmg ham muc tiéu. Qua trinh
tao ra céu tric dang cAy, moi nut dai dién cho mot quyét dinh hodc phép chia dua trén
thudc tinh cu thé. Thuat toan chon ra thudc tinh tot nhat dé st dung cho mdi phép chia,
nhu ting mtrc do thong tin, ting ty 18 va chi sé Gini. Cay quyét dinh c6 hiéu qua véi

trong viéc xur 1y dir li€u phan loai va so.

Branches

Internal
Node

Branches

Internal
Node

Branches

Leal Leaf Leaf Leaf
Node Node Node Node

Hinh 2. 2 Céu tric md hinh Decision Tree
a, Quy tic phan tach
2.3.2. M6 hinh Random forest
Rimng ngau nhién 1a mé hinh hoc may c6 giam sat, xay dung trén co s& cac cay
quyét dinh dé hinh thanh mé hinh hoc miy manh mé& hon. Mé hinh 13y dy doan cia
nhiéu cay quyét dinh, dua trén du doan cua cac cay quyét dinh nay dé dua ra du doan
cudi ciing.

Quy trinh xay dung mo hinh dugc md ta trong hinh 2.5
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Hinh 2. 3 Céu triic mé hinh Random Forest

(1) Khai tao tap cay thong qua ldy mau bootstrap
(2) Lua chon ngiu nhién tap dic trung tai mdi diém phan chia
(3) Xay dung va huan luyén cac cdy quyét dinh doc lap
(4) Tong hop du doan ctia mé hinh
(5) Panh gia va tinh chinh m6 hinh
2.4. Tap dir lieu CICIloT
2.4.1. Nguén géc
a, Ngudn gbc dit lidu
b, Pac trung di liéu
2.2.2. Cdu Truc Tdp Dé Liéu
a, S6 luong mau

Tap dir li¢u CiCloT2023 bao gém céac dir li€u lanh tinh va luu lugng mang doc
hai. Tap dit li€u c6 téng 46,686,579 luu lugng, trong d6 c¢6 1,098,195 luu lugng lanh
tinh va 45,588,384 luu luong doc hai. S6 luong mau theo timg nhom va chi tiét timg

loai tAn cong duoc trinh bay chi tiét tai bang 2.1:
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Bing 2. 1 Phan bo tin cong trong tip dir liéu CICIOT2023

Loai tan cdng 54 mau Loai tan céng 50 mau MNhom tan cdng 50 mau
DDoS-ICMP_Flood 7.200,604 DoE-TCP_Flood 2,671,445 DDoS 33.084,560
DDoS-UDP_Flood 5.412,287 Do5-5YN_Flood 2,028,834 DoS 2,000,738
DDoES-TCP_Flood 4,497,667 BenignTraffic 1,088,195 Mirai 2,834,124

F'SI-LEgEfI-:Imd 4,094,755 Mirai-greeth_flood Do, 268 Benign 1.008.195
DDoS-5YM_Flood 4,058,180 Mirsi-udpplsin 890,578 Spoofing 488,504
DDoS-RSTFINFlood 4,045,285 Mirai-greip_flood 751,682 Recon 354,565
Synonyr?lgiﬁ;:_ﬂmd 3.588.138 ICMF‘_IErE;rEn_enlslim 452,458 et 24,828
DoS-UDP_Flood 3.318.,505 MITM-ArpSpoofing 307,503 BruteForce 13,064
Recon-PingSweep 2262 Uplo=sding_Attack 1252 Tatsl 48,888,579
UDP—FE‘:;"‘; ation 256,025 DDoS-HTTP._Flood 28,750
ACK_F?;DmSMn 285,104 DDoS-SlowLaris 23.426
DMS_Spoofing 178,911 DictionaryBruteForce 13,084
Recon-HostDiscovery 134,378 BrowserHijacking 5858
Recon-055can 88.250 Commandingection 5408
Recon-PortScan 82254 Sqlinjection 5245
DoS-HTTFP_Flood 71.8654 X585 384
‘fulnerabilityScan ar.as2 Backdoor_Malkware 3218

b, Cac dac trung
2.2.3. C4c Logi tdn cong trong t@p di liéu
Bing 2. 2 Cic loai tin cong trong tip dir liéu CICIOT2023

Lép tan

- Kich ban tin cong Cich thirc tn cong
cong :

K¢ tan cong giri 6 at cac go1 UDP dén muc ti€u,

DoS-UDP_Flood
lam can tai nguyén va ngan truy cap hop phap.

Giri nhiéu goi SYN dé tao két n01 ntra chung

DoS-SYN_Flood trong TCP, lam ddy bang két ndi cia may chu.

DoS DoS-TCP Flood Gui nhiéu g6i TCP ng§u nhién dé lam nghén
- bang thong va gidm hi¢u suat dich vu.

Tén cong ¢ tang img dung bang cach giri nhi€u

DoS-HTTP_Flood yéu cau HTTP hop 1é nham lam qua tai may cha
web.
Giébng HTTP_Flood nhung thyc hién tir nhiéu
DDoS-HTTP_Flood nguén zombie/botnet, manh hon, khé doi pho
DDoS hon.
DD0S-SlowLoris Giri yéu cau HTTP rat cham, giit cac két n6i mo

de chi€ém tai nguyén webserver.




DDoS-
ICMP_Fragmentation
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Gtri nhleu g6i ICMP bi phan manh khién myc
tidu ton tai nguyén xir Iy va tai lip ghép.

DDoS-
UDP_Fragmentation

Tuong tu nhung voi giao thae UDP, lam h¢
thong overload khi phai xur Iy phan manh goi tin.

DDoS-
ACK_Fragmentation

Flood goi ACK bi phan manh 1am nghén xu ly &
tang TCP cua muc tiéu.

DDoS-
SynonymousIP_Flood

Nhiéu goi dén tlr cac dia chi IP dong nghia/gia
mao khién hé thong kho loc va qua tai.

DDoS-ICMP_Flood

Flood ICMP (ping) khién may chu phai lién tuc
phan hoi, lam suy gidm dich vu.

DDoS-TCP_Flood

Flood cac goi TCP tir nhiéu nguon, két hop phan
tan gy anh hudng 16n hon DoS.

DDoS-UDP_Flood

UDP Flood ttr nhi¢u ntit botnet, 1am ngh&n mang
nhanh va manh.

DDoS-SYN_Flood

SYN Flood phén tan, cuc ky nguy hiém cho hé
thong TCP handshake.

DDoS-PSHACK Flood

Gtri nhieu goi TCP PSH+ACK nham lam can tai
nguyén xu ly dir li¢u day/push.

DDoS-RSTFINFlood

Flood géi RST/FIN @é lién tuc dong két noi, gay
101 xu ly giao tiép cua muc tiéu.

CommandInjection

Chén 1énh h¢ thong vao tham s6 dau vao dé
chiém quyén dicu khién server.

Sqglinjection

Chen 1énh SQL doc hai nham danh cap hoac
thay doi dir liéu trong DB.

Uploading_Attack

Tai lén file doc hai (webshell, ma dgc) dé chiém
quyén hodc pha hoai hé théng.

Web-based XSS Chén script vao trang web dé danh cap cookie,
chiém phién hoac diéu khién trinh duyét.
Backdoor Malware Ma dgf)c céivda_‘lt cua hau trén thiét bi dé truy cap
- va diéu khién trai phép.
S Chiém quyén diéu hudng trinh duyét, chuyén
BrowserHijacking hudng dén trang doc hai hodc thu thap dir li¢u.
) . Quéj: tim thiét bi dang hoat dong trén mang dé
Recon-HostDiscovery chudn bj t4n cong.
VulnerabilitvScan Quét 16 hong hé thong nham tim diém yéu khai
y théc ti€p theo.
i Quét céng dich vu dé xac dinh dich vu dang chay
Recon | Recon-PortScan va chuén bj khai thac.
i Do hé diéu hanh myc tiéu bang phan tich géi tin
Recon-OSScan de lya chon k¥ thuat tan cong phu hop.
Recon-PinaSwee Gui nhiéu ping dé xac dinh dai dia chi IP song
g P trong mang.
. Gia mao ARP dé chen vao luong dir liéu, danh
Spoofin MITM-ArpSpoofing cip hodc chinh stra thong tin truyén.
P g DNS Spoofin Gia mao phan h6i DNS dé chuyén hudng nan
P g nhan dén website doc hai.
Brute L Do mat khau bang tap tir dién dé chiém quyén
Force DictionaryBruteForce truy cip tai khoan dich vu.
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Mot bién thé cua botnet Mirai flood goi GRE

Mirai-greip_flood (Generic Routing Encapsulation) giy tac nghén
mang.
Miral Mirai-udpplain Flood céac g61 UDP don gian tur thiét bi [oT bi

nhiém Mirai.
Flood g6i GRE Ethernet — bién thé Mirai nguy
hiém anh huong 16n dén thiét bi mang.

Mirai-greeth_flood

2.2.4. Tap Di# Liéu CIC10T2023 trong Nghién Crru va Pé An
2.2.5. Tien x ly da ligu

M4 hoa dac trung

Cac m6 hinh hoc may chi nhéan va xu 1y dit liéu sb. Vi vay trude khi dua dir licu
vao hudn luyén, ma hoa dit liéu 1a mot bude quan trong trong qua trinh tién xu 1y dix
li¢u. M3 hoa Label Encoder dugc stir dung trong budc nay. Phuong phép nay anh xa div
liéu phén loai tir dang string sang dang s6 nguyén.

Chuan hoa dit liéu

Phuong phép Standard Scaler , nham dwa tt ca cac bién vé cing mot pham vi
do ludong. “Chuan hoa 1a qua trinh chuyén d6i gia tri cuia timg dic trung sao cho ¢o

trung binh bang 0 va phuong sai bang 17, dugc biéu dién theo cong thirc:

7= 2T (2.6)

O

“ula gia tri trung binh va ¢ 1a do 1éch chuén cua dic trung”. Vigc chuan héa ¢
vai trd quyét dinh trong hoc may, bai hau hét cac thuat toan phan loai va hdi quy hoat
d6ng hiéu qua hon va hoi tu nhanh hon khi cac dic trung dau vao co cung pham vi gia
tri. Néu mot dac trung c6 bién do 16n hon déng ké so véi céc dic trung khac, no6 cé thé
chi phéi qué trinh hoc va dan dén mo hinh thién léch, 1am giam dd chinh x4c. Chuan
hoéa dam bao rang mdi dic trung dong gép cong bang vao qua trinh hoc, tir 46 nang
cao kha ning mo hinh nhan dién cac mau va mbi quan hé tiém an mot cach hiéu qua
hon.
2.5. Két luan chwong

Chuong 2 d3 trinh bay chi tiét co s& 1y thuyét va kién tric tong thé cia hé thong

phat hién xam nhédp (IDS) dua trén hoc may trong mdi truong IoT. Hé théng duoc xdy
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dung véi myc tiéu nang cao hiéu qua phét hién tan cong, dong thoi dam bao kha ning
trién khai trén cac thiét bj bién véi tai nguyén han ché. Chuong 2 da trinh bay nén tang
toan hoc ctia phuong phap phan cum FCM, bao gdm ham muc tiéu, co ché cip nhat
trong sO va cach thirc do khoang cach giira cac diém dit lidu. Nhimng co s& nay dong
vai trd quan trong trong quy trinh hd trg mé hinh hoc may cai thién hiéu ning phan
loai.

Chuong 2 d3 1am rd mbi lién hé giita cac thanh phan trong hé théng IDS va cung
cap day du nén tang 1y thuyét can thiét cho qua trinh trién khai, huan luyén va danh gia
thie nghiém trong Chuong 3. Day 13 co s& quan trong dé kiém chimg hiéu qua va tinh

kha thi ctia mé hinh dé xuét trén tap dir liéu CICIoT2023
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CHUONG 3 - THUC NGHIEM VA PANH GIA KET QUA

CUA MO HINH IDS CHO MOI TRUONG IOT

3.1. Méi treong thuc nghiém
3.1.1. Cdu hinh ciza md hinh hudn luyén
3.1.2. Kich ban the nghiém va danh gida

Kich ban thtr nghiém :

Tién xu 1y dit lidu

B0 dir liéu CICIoT2023 duogc lam sach béng cach loai bd céc gia tri tréng va
trung 1ap, chudn hoa cac dic trung sd bang StandardScaler, dong thoi mi hoa cac dic
trung phén loai bang Label Encoding nhdm dam bao dir liéu dau vao phu hop cho céac
mo hinh hoc may.

Phan cum dir liéu bang FCM

Thuat toan phan cum Fuzzy C-Means (FCM) str dung khoang cach Cosine dugc
ap dung dé khai thac cAu tric tiém an trong dir liéu. Sd luong cum K dugce khao sat
trong khoang tir 2 &én 9 dé xac dinh cau hinh mang lai hiéu qua tbi uu.

Huén luyén mé hinh hoc may

Gia tri 46 phu thudc (membership degree) thu duoc tir FCM dugc két hop nhu
mot tap dic trung bo sung, sau d6 stir dung dé huan luyén cac mé hinh hoc may gdbm
Random Forest va Decision Tree, tir 46 tang cuong kha nang phan biét gitra luu lugng
hop 18 va luu luong tan cong.

Panh gia hiéu suat mo hinh

Céc mo hinh duoc danh gia dua trén nhiing chi s6 quan trong trong hé théng
IDS: Accuracy, Precision, Recall vd Fl-score (chi s6 trung hoa giita Precision va
Recall) nham phan anh toan dién kha nang phat hién tin céng cia mé hinh.
3.2. Két qua dat dwoc
3.2.1. Cac tiéu chi danh gia hiéu nang
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a, Do chinh xac tong thé (Accuracy)

b, D6 phu (Recall)

¢, Bo chinh xac (Precision)

d, F1-score

3.2.2. Ddnh gia mé hinh hoc may khi khéng dung phan cum FCM
Phan nay danh gia hiéu suét khi chi st dung mé hinh hoc may 1én tap dir liéu

CIC10T2023. Bé an sir dung hai md hinh hoc may Random forest, Decision Tree.
Bang 3. 1 D¢ chinh xac ciia mo hinh hoc may trén tap dir liéu CICIOT2023

M6 hinh RandomForest Decision Tree
Accuracy 0.9877 0.9523
Precision_Macro 0.7771 0.7072
Recall_Macro 0.7253 0.477
F1_Macro 0.7398 0.4878
Precision_Weighted 0.9865 0.9544
Recall_Weighted 0.9877 0.9523
F1_Weighted 0.9867 0.9459

3.2.3. Danh gia mé hinh hoc may khi sit dung phwong phdap phdn cum
Mo hinh decision Tree ti vu khi k=4.

Bang 3. 2 Két qua mé hinh Decision Tree két hop phan cum FCM

S8 cum Accura F1_ Precision_ Recall_ F1_ Precision_ Recall_
: cy Macro Macro Macro Weighted | Weighted | Weighted
1 0.9897 | 0.7392 0.8009 0.7236 0.9887 0.9891 0.9897
2 0.9889 | 0.8586 0.9235 0.8218 0.9885 0.9889 0.9889
3 0.9914 | 0.84.14 0.9278 0.8334 0.9910 0.9913 0.9914
4 0.9914 | 0.8679 0.8912 0.8185 0.9911 0.9915 0.9914
5 0.9908 | 0.8496 0.9040 0.8265 0.9906 0.9912 0.9908
6 0.9906 | 0.8346 0.8854 0.8160 0.9904 0.9912 0.9906
7 0.9886 | 0.7961 0.8530 0.7786 0.9885 0.9894 0.9886
8 0.9901 | 0.8298 0.8727 0.8203 0.9900 0.9906 0.9901
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M5 hinh Random forest tdi wu v6i k = 8 v&i do chinh xac accuracy dat 98,81%.
Tham s6 Marco ciing dat dugc két qua kha tot (F1_macro = 74.99%, Precision_macro
= 82,82%, Recal_macro = 72,37%).

Bang 3. 3 Két qua mo hinh Random forest két hop phan cum FCM

S6 Accuracy F1_ Precision Recall_ Ifl_ Prec.:ision_ Re.caII_
Cum Macro _Macro Macro Weighted | Weighted | Weighted
2 0.9881 0.7363 0.7931 0.7193 0.9869 0.9868 0.9881
3 0.9832 0.7107 0.8083 0.6885 0.9813 0.9830 0.9832
4 0.9868 0.7221 0.8306 0.6982 0.9851 0.9855 0.9868
5 0.9879 0.7332 0.8192 0.7146 0.9866 0.9869 0.9879
6 0.9873 0.7215 0.8582 0.7039 0.9858 0.9871 0.9873
7 0.9878 0.7270 0.7967 0.7149 0.9866 0.9870 0.9878
8 0.9879 0.7499 0.8282 0.7237 0.9867 0.9867 0.9879
9 0.9884 0.7444 0.8353 0.7231 0.9872 0.9876 0.9884

3.2.3.2. So sanh chi s6 hiéu xuit md hinh hec may két hop phwong phap phan
cum va mé hinh hoc may truyén thong
e Chi s6 hiéu suét cia md hinh hoc may
Két qua bang 3.4 cho thidy phuong phap phan cum d tao ra tac dong tich cuc
dén hiéu suét cia mo hinh hoc may. Két qua déu dugc cai thién, dic biét 1a md hinh

Decision Tree.
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Bing 3. 4. So sanh hiéu suit mé hinh hoc may truyén théng va mé hinh hoc may két

hgp phan cum FCM

Decision Tree

RandomForest

Mb hinh Mohinh | MOPIRhKEhOD | b truyen | MO hinh ket hep
truyén thdéng phan cum (K théng phan cum

=4) (K=8)
Accuracy 0.9523 0.9914 0.9877 0.9879
F1_Macro 0.4878 0.86.79 0.7398 0.7499
Precision_Macro 0.7072 0.8912 0.7771 0.8282
Recall_Macro 0.477 0.8185 0.7253 0.7237
F1_Weighted 0.9459 0.9911 0.9867 0.9867
Precision_Weighted 0.9544 0.9915 0.9865 0.9867
Recall_Weighted 0.9523 0.9914 0.9877 0.9879

e Do chinh xac theo timg 16p tin cong

Bang 3. 5 BAo c4o phan loai theo 16p tin cong mé hinh Decison Tree

Decision Tree két hop

Decision Tree truyén

, phan cum FCM (k=4) thong Sé
Tén 1ép tan con - - x
P & Precisio | Recal Fl Precisio | Recal FL- | miu
scor scor
n I n I
e e
Backdoor_Malware 0.81| 0.53| 0.64 0.33| 0.02| 0.04 47
BenignTraffic 0.88| 094| 0.91 0.34| 098] 051 2172
BrowserHijacking 091| 0.62| 0.73 0.40| 0.04| 0.08 47
CommandInjection 1.00| 0.38] 0.55 0.00| 0.00| 0.00 47
DDoS-
ACK_Fragmentation 0.99| 0.99| 0.99 0.00| 0.00f 0.00| 548
DDoS-HTTP_Flood 0.90| 0.98| 094 1.00| 0.11| 0.19 47
1437
DDoS-ICMP_Flood 1.00| 1.00| 1.00 1.00| 1.00| 1.00 3
DDoS-
ICMP_Fragmentatio 0.94| 1.00| 0.97 0.00f 0.00| 0.00 883
n
DDoS-
PSHACK_Flood 1.00| 1.00| 1.00 0.99| 1.00| 0.99| 8166
DDoS-RSTFINFlood 1.00| 1.00| 1.00 1.00| 1.00| 1.00| 8068
DDoS-SYN_Flood 1.00| 1.00| 1.00 1.00| 1.00| 1.00| 8096
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DDoS-SlowLoris 1.00| 0.89| 0.94 062] 017] 027| 47
DDoS-
SynonymousIP_Floo 1.00| 1.00| 1.00 1.00| 1.00| 1.00| 7174
d
DDoS-TCP_Flood 1.00| 1.00] 1.00 1.00| 0.97| 0.98] 8972
DD0S-UDP_Flood 100| 1.00| 1.00|  1.00| 099| 1.00 1088
DDoS-
UDP Fragmentation 098| 1.00| 0.99 0.00| 0.00| 0.00| 552
DNS_Spoofing 074 068 0.71 0.86| 005| 0.10]| 332
pictionaryBruterore 086| 051| 064|  100| 004| 008 47
DoS-HTTP_Flood 1.00| 1.00] 1.00 1.00| 091| 0.95| 126
DoS-SYN_Flood 0.99| 1.00| 0.99 1.00| 0.98| 0.99| 4036
DoS-TCP_Flood 1.00] 0.99] 1.00 1.00| 1.00| 1.00| 5319
DoS-UDP_Flood 0.99| 1.00| 1.00 1.00| 1.00| 1.00| 6614
MITM-ArpSpoofing 0.76| 0.81| 0.79 0.78| 0.32| 0.45 593
Mirai-greeth_flood 1.00| 1.00| 1.00 1.00| 0.99| 1.00| 1962
Mirai-greip_flood 1.00| 1.00| 1.00 1.00| 0.98] 0.99] 1480
Mirai-udpplain 0.99| 1.00| 1.00 0.96| 093] 0.94| 1760
Recon- 096| 0.73| 0.83 052| 0.44| 048| 240
HostDiscovery
Recon-OSScan 085 0.61| 0.71 059| 0.11] 0.18 179
Recon-PingSweep 0.85| 049 0.62 1.00| 0.02| 0.04 47
Recon-PortScan 0.75| 0.56| 0.64 0.67| 0.10| 0.17 140
Sqlinjection 067| 064 0.65 100 0.02| 004| 47
Uploading_Attack 0.85| 0.47| 0.60 000| 000| 0.00| 47
VulnerabilityScan 098] 0.91| 0.95 0.00| 0.00| 0.00 47
XSS 0.90| 060] 0.72 1.00| 006| 0.12] 47
accuracy 0.99 0.95 931(;
MAcro avg 0927| 083| 086 095 047| 048 931(7)
weighted avg 099| 0.99| 0.99 095| 0.95| 0.94 931(7)

Mot s0 16p c6 mirc to1 uvu dudt mic trung binh ¢6 s6 mau qua nhé dé mo hinh

c6 thé hoc dugce dac trung. Ty 1€ rat nho so vdi tong s6 lugng mau nén co6 thé chap nhan
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dugc. Bang 3.6 o sanh hiéu suét giita mo hinh Random Forest truyén théng va mo

hinh Random Forest két hop phuong phap phan cum FCM. Tir bang so sanh c6 thé

thay, mo hinh truyén thong da c6 kha ning phan loai da dat muc cao: phan 16n cac mau

duogc du doan chinh xéc tap trung trén duong chéo chinh, trong dé c6 9 16p dat 4o chinh

xéc ti (1.0) va 8 16p dat d6 chinh xéc trén 0.9.

Bang 3. 6 Bao cdo phan loai theo 16p ciia mo hinh Random Forest

Random Forest két

Random forest

hop phan cum FCM ( . )
truyén thong ,
. K=8) So
Tén l6p tan cong .
o F1- o F1- | mau
Precisio | Reca Precisio | Reca
scor scor
n I n I
e e
Backdoor_Malware 0.38 0.17 | 0.24 | 0.26 0.28 | 0.27 | 47
BenignTraffic 0.86 097 | 091| 0.81 0.97 | 0.89 | 2172
BrowserHijacking 0.71 0.26 | 0.38 | 0.37 0.28 | 0.32 | 47
CommandInjection 0.31 0.11 | 0.16 | 0.38 0.19 | 0.25| 47
DDoS-
_ 0.99 098 | 099 | 0.99 0.98 | 0.98 | 548
ACK _Fragmentation
DDoS-HTTP_Flood 0.93 0.87 | 0.90| 0.87 0.98 | 0.92 | 47
1437
DDoS-ICMP_Flood 1.00 1.00 | 1.00 | 1.00 1.00 | 1.00 g
DDoS-
_ 0.98 0.98 | 098 | 0.99 0.98 | 0.99 | 883
ICMP_Fragmentation
DDoS-PSHACK Flood 1.00 1.00 | 1.00 | 1.00 1.00 | 1.00 | 8166
DDoS-RSTFINFlood 1.00 1.00 | 1.00 | 1.00 1.00 | 1.00 | 8068
DDoS-SYN_Flood 0.99 1.00 | 1.00 | 1.00 1.00 | 1.00 | 8096
DDoS-SlowLoris 0.71 0.77 | 0.73| 0.80 0.83 | 0.81| 47
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DDoS-

SynonymousIP. Flood 1.00 0.99 | 1.00| 1.00 1.00 | 1.00 | 7174
DDoS-TCP_Flood 1.00 1.00 | 1.00 | 1.00 1.00 | 1.00 | 8972
DDoS-UDP_Flood 1.00 1.00 | 1.00 | 1.00 1.00 | 1.00 10080
DDoS-

UDP_Fragmentation 0.99 0.99 | 099 | 0.99 0.99 | 0.99 | 552
DNS_Spoofing 0.58 0.62 | 0.60 | 0.65 0.60 | 0.63 | 332
DictionaryBruteForce 0.57 0.09 | 0.15| 0.36 0.11 | 0.16 | 47
DoS-HTTP_Flood 0.92 098 | 095 | 0.95 0.96 | 0.96 | 126
DoS-SYN_Flood 1.00 1.00 | 1.00 | 1.00 1.00 | 1.00 | 4036
DoS-TCP_Flood 0.99 1.00 | 0.99 | 1.00 1.00 | 1.00 | 5319
DoS-UDP_Flood 0.98 1.00 | 0.99 | 1.00 1.00 | 1.00 | 6614
MITM-ArpSpoofing 0.83 0.78 | 0.80 | 0.81 0.75 | 0.78 | 593
Mirai-greeth_flood 1.00 1.00 | 1.00 | 1.00 1.00 | 1.00 | 1962
Mirai-greip_flood 0.99 099 | 099 1.00 0.99 | 0.99 | 1480
Mirai-udpplain 1.00 0.99 | 1.00 | 1.00 0.99 | 1.00 | 1760
Recon-HostDiscovery 0.82 0.68 | 0.74| 0.70 0.65 | 0.68 | 240
Recon-OSScan 0.63 0.41 | 050 | 0.58 0.35 | 0.44 | 179
Recon-PingSweep 0.56 021 | 031 0.45 0.21 | 0.29 | 47
Recon-PortScan 0.57 0.39 | 046 | 0.58 0.37 | 0.45| 140
Sqlinjection 0.86 026 | 039 | 0.21 0.09 | 0.12 | 47
Uploading_Attack 0.73 0.17 | 0.28 | 0.47 0.17 | 0.25| 47
VulnerabilityScan 0.93 0.81 | 0.86 | 0.87 0.87 | 0.87 | 47
XSS 0.36 0.17 | 0.23| 0.33 0.09 | 0.14 | 47
accuracy 0.98 0.98 9310
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9310
macro avg 0.82 0.72 | 0.74 | 0.77 0.7 | 0.73 .
] 9310
weighted avg 0.98 098 | 098 | 0.98 1 0.98 .

Khi dit liéu duoc xir 1y tién xtr Iy bang phuong phép phan cum FCM, mé hinh
cho théy su cai thién dang cha ¥ hon nira. Cuy thé, s6 16p dat do chinh xéc tdi uu tang
1én 11 16p, va cac 1op dat trén mirc 0.9 ting 1én 9 16p. Su gia ting nay cho thiy viéc
phan cum d3 gép phan giam bét sy chdong 1an gitra cac khong gian dic trung cla cac
loai tan cong, tir d6 cai thién ranh gidi quyét dinh cua mo hinh trong giai doan hoc.Mac
di mirc cai thién khong qua dot pha, nhung két qua thu duge chimg minh rang viéc két
hop phan cum FCM mang lai hi¢u qua tich cuc ddi v6i Random Forest moét mo hinh
hoc may von da manh vé kha nang tong quat hoa.

Két qua da chimg minh rang viéc két hop phan cum dir liéu khong chi giup tdi vu hoa
mé hinh ma con ¢ thé cai thién hiéu suat phan loai, dac biét khi xtr Iy cac tap dit li¢u lon voi
nhiéu tham sb nhu tip dit liéu CICIoT2023.

T két qua phan tich, dé an chon ra mo hinh t6i wu nhat 14 mé hinh hoc may
Decision Tree két hgp phuong phap phan cum FCM.

3.3. Két luan chwong 3

Trong chuong nay, mo hinh IDS dua trén hoc may két hop phan cum FCM d3
duoc trién khai, thir nghi¢m va danh gia trén tap dir licu CICloT2023. Két qua thyc
nghiém cho thay viéc tich hop phan cum trudc khi phan 16p gitp cai thién hiéu nang
phat hién xam nhap, dac bi¢t trong bdi canh dit liéu mét can béng dac trung ctia moi
truong IoT. Qua phén tich cac chi s danh gia, mo hinh hoc may decision Tree két hop
phuong phap phan cum vé6i s6 cum k=4 13 cdu hinh téi wu, duy tri d6 chinh xac 99,14%,
ddc biét F1_Macro dat 86.79%. Piéu nay ching minh rang k¥ thuat phan cum gitip ting
cudng nhan dién cac mau bat thuong, gidm ty 1¢ du doan sai va t6i wu hoa kha nang
hoc ctia mo hinh. Nhu vay, két qua trong chuong 3 d3 xac thyc tinh kha thi va hiéu qua

ctia mo hinh IDS dé xuét khi 4p dung trong méi truong IoT thyc té
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KET LUAN VA KIEN NGHI

Trong bdi canh cac hé thong IoT va IToT ngdy cang md rong, nguy co tan cong
mang trd nén da dang va tinh vi hon, doi hoi su phét trién cta cac hé thong phat hién
xamnhép (IDS) c¢6 hiéu nang cao, d6 tin ciy 16n va kha nang trién khai trén méi truong
tinh toan bién han ché tai nguyén. Dé an da tap trung nghién ciru, dé xuat va danh gia
md hinh IDS két hop hoc may va phan cum nham nang cao hiéu qua phat hién bat
thuong trén tap dit ligu CIC1oT2023.

Trén co s& phan tich dir liéu thuc nghi€ém, mo hinh phan cum FCM da chung
minh dugc tinh kha thi trong viéc xir 1y dit liéu mit can bang dic trung pho bién trong
an ninh IoT. Dic biét, md hinh hoc may Decision Tree két hop phuong phép phan cum
voi s6 cum t6i vu K=4 dugc xac dinh 1a tdi wu, giup cai thién do chinh xac, giam 15
nhén dién va ting cudng kha ning phat hién cdc mau tin cong an gidu. Két qua nay
cho thay k¥ thuat phan cum dong vai trd quan trong trong budc tién xur Iy, gop phan
t6i uu hoa viéc hoc ctia mo hinh va ting hiéu nang caa IDS trén méi truong IoT.

Nghién ctru da cung cap danh gia toan dién vé mé hinh, chi ra tinh hiéu qua cta
giai phap dé xuat khi so sanh voi mo hinh gc khong sir dung phan cum. Qua d6 khang
dinh rang phuong phap phan cum 1a hudng tiép can phi hop trong phat trién cac hé
théng IDS thé hé méi cho IoT..

Trong twong lai, nghién ctru sé tiép tuc mé rong theo cac dinh hudéng sau:

- Tdi wu hoéa thuét toan phan cum nham gidm chi phi tinh toan va do tré, phuc
vu trién khai thyc t€ trén thiét bi bién.

- Két hop phan cum véi cac co ché hoc nhe, ddm bao kha nang cap nhat mo
hinh lién tuc ma khong gay qua tai tai nguyén.

- Két hop véi phuong phap giam chiéu dé giam sb dic trung, tang toc do tinh
toan.

- Nghién ctru mé hinh hoc phan tan va ra quyét dinh hop nhat tir nhiéu thiét bi
IoT, tdi wu hoa xir ly dit liéu & cép dd mang.

- Tiép tuc thir nghi¢ém trén cac bd dir li€u 16n va kich ban thuc té trong loT dé

danh gia kha ning tong quat cia mo hinh.



