HQC VIEN CONG NGHE BU'U CHINH VIEN THONG

Nguyén Thi Quynh Anh

PE AN TOT NGHIEP THAC ST KY THUAT
(Theo dinh hwéng ing dung)

HA NOI - 2025




HQC VIEN CONG NGHE BUU CHINH VIEN THONG

Nguyén Thi Quynh Anh

XAY DUNG QUY TRINH SINH MA KIEM THU CHUC
NANG TU PONG SU DUNG LLM VA AP DUNG CHO
HE THONG VNEDU

CHUYEN NGANH : HE THONG THONG TIN
MA SO: 8.48.01.04 (Hé thong thong tin)

PE AN TOT NGHIEP THAC SI KY THUAT
(Theo dinh hwdéng irng dung)

NGUOI HUONG DAN KHOA HQC: TS. PO THI BiCH NGQC

HA NOI - 2025




MUC LUC

1LY L O U1 5 PR 3
LOT CAM POAN ......oooiiiiitieeee oot esee st sa st st 5
LOT CAM ON .....ccooooieieieeeeesetes ettt en sttt n st se st 6
DANH MUC CAC KY HIEU, CAC CHU VIET TAT.......cccoooovvrenereeeeereenn, 7
DANH MUC CAC BANG .....ooooiieieeeeeeeeeeeee et 8
DANH MUC CAC HINH .........ooooviiiieieeeiceeeeeeeeeesee e es s enassas s 9
L MO DAU ...ttt sttt 1
|8 0] 0] 550 OO 6
CHUONG I: KIEM THU CHUC NANG TU PONG VA HIEN TRANG CUA
HE THONG VNEDU ........cooviiiiiiieeieeeeeseesteee s sssse s tssessenses s sens s 6
1.1. Kiém thir chirc nANg tW GONG......cvveveeveeeeeeeeeeereeseseseeseneesesssessesee st 6
1.2. Gi6i thiéu v& hé thong VNEDU ........cccoveuieeieeereiiesseseesesssessesssessesessessssensan, 8
1.3. Hién trang hoat dong kiém thtr ty dong cta hé théng VNEDU.............cc........ 9
KET LUAN CHUONG . ........cooooiitietieeiieteeeeeesseseses s ses s sesss s tenes s sanss s 12
CHUONG II: LY THUYET LLM VA SU DUNG CONG CU LLM TRONG
KIEM THU CHUC NANG TU DONG .......cocoooiieeireieeseeeeesee e 13
2.1. Gidi thiéu vé LLM va k¥ thuat Prompt Engineering .........c..cccovvvvurvrrreennanns 13
2.1.1. Large Language Models (LLIMS):.....ccooiiiiieieiiiiee e 13
2.1.2. Prompt ENQINEEIING: .....veeiieeee et 14

2.2. Str dung cong cu LLM trong sinh mi kiém thtr chirc ning ty dong............... 15
2.3. Cong ngh¢ va cONG CU ST AUNG ....veevvieiiiiiie it 18
KET LUAN CHUONG........oooieieieeeeeeeeees e ies s esesss s ses s sesisseasessssss s ansanes 19
CHUONG III: XAY DUNG QUY TRINH SINH MA KIEM THU CHUC
NANG TU DPONG SUDUNG LLM........cccoooiiiiiiieiesiiessesenssessssens s, 20
3.1. Téng quan cac thanh phan can thiét dé thuc hién sinh ma chic ning ty dong
............................................................................................................................... 20
3.2. Thu thap dau vao dya trén danh gia thuc trang........c..cccoevvveevevveeveereerreennn, 21

3.3. PhAN 1081 QAU VAO 1.veveveeeeeeeeeeeeeeeeeeee ettt ettt ettt eeee e e s e s e eeneeens 22



3.3.1. Nguyén tac phan 1021 GAU VAO .......c.oveevieieeeeeeeeeeeeeseeeseesees e 22

3.4, XAY dUNZ MAU PIOMPE ...vvvievieceeieesies ettt ettt s eese st ea s 24
3.6. Sinh ma kiém thir chirc NANG (W AONE ......vevveeeeeeeeeeeeeee e, 27
3.7. Phén tich, chinh sira ma kiém thir chirc nang tuw dong ........coccevvvrveerrrerennn. 29
3.8. Luu trlt va qUAN 1Y MA....eeiiiiiiiiiiie i 30
3.9. Quy trinh sinh ma kiém thir chirc nAng tw dONE........ovveveeveeeeeeeeeeeeeeeeean, 31
KET LUAN CHUONG .........oooiiieieeieeeeseee e esesisseses s ses s ses s s s sen s ansanes 34
CHUONG IV: THUC NGHIEM VA PANH GIA TREN HE THONG VNEDU
................................................................................................................................... 35
4.1. Thyc nghiém quy trinh trén hé thong VNEDU: .......cccocvveveeveieneecereeeneennns 35
4.1.1. ThU thAP GAU VA0 ..v.veieieeeeeeieeeeeeeee ettt 35
4.1.2. PhAN 1081 QAU VAO: 1.t eee e en e en s 38
4.1.3. XAy dUNg Prompt MAU ....covovverierereeeeeeeeeesesseeeese st esss st sessnas 39
4.1.4. Tién xtr 1y va lién két dit 1ieu hd tro7......ovevveeeeceeeeeeeee e 45
4.1.5. Sinh ma kiém thtr ch@rc nAng tu AONE: ....cvvvevveveeeeereeeereeeees s 46
4.1.6. Phan tich va chinh stra ma: ...........coooiiiiiii e 50
4.1.7. Luu trlr va qUuan LY Ma:......oooiiiiiiiciieeee e 50

4.2. Phan tich két qua thue NZHIEM: ........c.cvvvieeeeeeeee e 52
KET LUAN CHUONG . .........oooooiieiesteeeeeeeesees s ans st sanensenins 64
KET LUAN VA HUONG PHAT TRIEN .........cocoooviiiiieieeeeeee e 65

DANH MUC TAI LIEU THAM KHAO...........ccccooovmiireieeieeerersseeesensesenenines 66



LOI CAM DOAN
Em xin cam doan dé an 13 thanh qua cong trinh nghién ctru doc 1ap véi sy giup
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LOI CAM ON

Trudc hét, em xin gui lo1 cdm on chan thanh té1 Hoc vién Cong nghé Buu
chinh Vién thong, Khoa Pao tao Sau dai hoc va toan thé cac théy cO gido cua Hoc
vién di tao diéu kién thuan 1o, truyén dat kién thirc va hd tro em trong subt qué trinh
hoc tap va nghién ctru chuong trinh Thac si.

Em xin bay t6 long biét on sau sic t6i Tién si DS Thi Bich Ngoc, ngudi di tin
tam hudng din, danh nhiéu thoi gian, cong stc va dua ra nhitng dinh hudng quy bau,
gitip em hoan thién dé 4n nay mot cach t6t nhat.

Em ciing xin chin thanh cam on Ban lanh dao cing cac anh chi dong nghiép
tai Trung tam giai phap Gido duc sb - Cong ty Cong nghé Thong tin VNPT di ludn
hd tro, chia sé kinh nghiém va déng gop nhiéu y kién thiét thuc trong qua trinh em
khao sat va thuc nghi¢ém nghién ctru.

Cubi cung, em xin giri 10i tri 4n téi gia dinh, ngudi than va ban bé, nhiing
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Em xin tran trong cam on.
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I. MO DAU
1. Tinh cép thiét cha dé an.

Trong qué trinh phat trién phin mém, yéu cau vé chét luong, tc do phat trién
va kha nang thich Gng véi thay d6i ctia hé théng phan mém ngay cang cao. Piéu nay
tao ap luc 16n cho kiém thir phin mém, vén déng vai tro then chdt trong viée dam
bao san pham 6n dinh, dang tin cdy va dap tmg yéu cau nguoi dung.

Kiém thir tr dong ra doi dé giam tai viéc kiém thtr thu cong va ting do chinh
xac, nhung cac phuong phap kiém thir ty dong théng thudng van phu thude nhiéu vao
viéc kiém thir vién (tester) tu viét ma kiém thtr va dan boc 16 han ché khi quy mé hé
théng 16n va thay ddi lién tuc. Viéc xay dung va bdo tri kich ban kiém thir tu dong
doi hoi k§ nang 1ap trinh, ton nhiéu thoi gian va nhan luc, dic biét trong cac mé hinh
phat trién phan mém nhanh nhu Agile/Scrum.

Sy xuat hién ctia cac mé hinh ngon ngit 16n LLM (Large Language Model)
nhu GPT, Claude hay Gemini dd mé ra co hdi ing dung LLM sinh ma kiém thir chire
nang ty dong tir mo ta ¥ dinh kiém thir (test intent description) [1]. Tuy nhién viéc
chi ap dung mé hinh LLM sinh mi kiém thir chitc ning ty dong ma khong c6 mot
quy trinh phi hop dé quan 1y dau vao va kiém soat dau ra c6 thé dan dén nhiéu rui ro:

e Thiéu ngit canh hodc hiéu sai ngir canh kiém thtr, sinh ma kiém thir chirc
nang ty dong dua trén ngit canh hién tai khong hiéu dugc ngit canh tong thé, quy trinh
nghi¢p vu, diéu kién tién dé dan dén d& sinh ma kiém tht chic nang sai tht tu, nhay
budc

e Khong co tiéu chi dé danh gia ma kiém thir chirc ning sinh ra: néu khong
c¢6 chuan danh gia cy thé, kiém thir vién (tester) khong thé xac dinh ma c6 dang diing
yéu cau khong, c6 bo sét budc nao khong

e Khong kiém soat duoc su phu thudc gitra cac budc kiém thtr: nhiéu ma kiém
thir chirc nang thuc té can c6 cac budce didu kién trude, néu khong cé quy trinh hop
1y thi khong nhan biét duoc céc phu thudc nay

Trung tAm giai phap Gido duc sé cia VNPT-IT, don vi phat trién hé thong
VNEDU, hién ciing gap nhiéu thach thirc trong viéc mo rong hoat dong kiém thur tu



dong. Viéc viét ma kiém thir cho hé théng VNEDU tén nhiéu cong strc va kho theo
kip tbc do phat trién lién tuc ctia san pham. Hé théng VNEDU 14 nén tang quy mo
16n phuc vu hoc sinh, gido vién, phu huynh, cac co s¢ gido duc va S¢ Gido duc trén
pham vi toan qubc, do d6 moi thay d6i tir phia Bo Gido duc va Pao tao déu tac dong
tryc tiép dén toan bo hé théng. Theo Théng tu 22/2021/TT-BGDDT, yéu cau thay
d6i hoan toan cach ghi nhan két qua hoc tap va két qua rén luyén: chuyén thuat ngir
tir ‘hoc luc - hanh kiém’ sang ‘két qua hoc tap - két qua ren luyén’, déng thot chuyén
toan bo murc xép loai két qua hoc tap, két qua rén luyén tir nim mirc Gioi, Kha, Trung
binh, Yéu, Kém sang bon muc Tot, Kha, Pat, Chua dat budc hé théng phai cap nhat
lai phan hé nhu Nhap diém, Tinh tong két, Théng ké bao cio,... Theo Thong tu
12/2025/TT-BGDPT yéu cau thay thé cac cum tir “Uy ban nhan dan cip huyén”,
“Phong Gido duc va Pao tao” bang “Uy ban nhan dan cap xa”, déng thoi chuyén doi
mo hinh quan 1y tir 64 tinh thanh sang 34 tinh thanh, anh hudng truc tiép dén phan
quyén, dir liéu va ludng nghiép vu tai co s& quan 1y gido duc cap xi. Nhitng thay d6i
mang tinh cdu tric nhu vdy khién hang loat man hinh, nghiép vu cia hé thong
VNEDU phai chinh sira trong thoi gian ngan, lam anh hudng trung binh 20 dén 30%
s6 ma kiém thir chirc nang cia hé thong VNEDU mdi 1an thay d6i thong tu.

Trudc nhu cau ngdy cang ting ctia hoat dong kiém thtr tur dong trong cac hé
théng phan mém c6 quy mé 16n va thay d6i lién tuc, cting voi viée nhan thay rd tiém
nang ctia cac mod hinh ngén ngit 16n LLM trong viéc hd tro sinh ma kiém thir tu dong
tir mo ta y dinh kiém thtr [1], hoc vién di lya chon dé an “XAY DUNG QUY TRINH
SINH MA KIEM THU CHUC NANG TU PONG SU DUNG LLM VA AP
DUNG CHO HE THONG VNEDU” huéng téi xay dung mot quy trinh sir dung mo
hinh LLM sinh ma kiém thtr chitc ning tir cac budc kiém thir thu cong va tép HTML
chira ciu trac giao di¢én cua hé théng, hd trg kiém thir vién khong phai tu viét ma
kiém thu, quan ly dau vao dau ra cua hoat dong kiém thur tu dong, déng thoi ho tro
mo hinh LLM sinh ma kiém thtr chtrc nang, kiém soat chat lwong va luu trit két qua
dau ra sau khi m6 hinh LLM sinh ma kiém thir chtrc ning, qua d6 hd trg phét trién

hoat dong kiém thur tu dong trong cac hé théng c6 quy mo lon nhu VNEDU .



2. Tong quan nghién ctru.

Kiém th phan mém 14 mot linh vic quan trong nhim dam bao chat luong
truwde khi trién khai dén nguoi dung. Hién nay ngdy cang nhiéu cac dy 4n phin mém
yéu cau kiém thir ty dong song song voi kiém thir thi cong. Cac cong cu kiém thi ty
dong phd bién nhu Selenium, Robot Framework hay Katalon Studio yéu cau kiém
thir vién ty 1ap trinh va viét cac kich ban kiém thtr dudi dang ma 1énh, tir viéc xac
dinh phan tir giao dién dén x4y dung cac budc thao tac va kiém tra két qua. Tuy nhién
kiém thir tw dong van ton tai han ché & khau viét kich ban kiém thir, doi hoi tester
phai c6 k¥ nang lap trinh va ton nhiéu thoi gian viét khi hé thong thay doi [6][12].
Trong boi canh d6, sy phat trién manh mé cta cac mo hinh LLM da mé ra kha nang
tu sinh ma kiém thir tw dong tir mo ta ¥ dinh kiém tha [1][7][15]. Cac nghién ctu
[10][11][14] cho thady LLM m¢ ra co hdi sinh ma kiém thir chtrc ning tir ngdn ngi tu
nhién, nhung van ton tai nhitng thach thirc vé d6 chinh xac can duoc giai quyét dé ap
dung trong thuc té. Pé ung dung LLM sinh mi kiém thir chitc ning ty dong trong
thuc té can c6 mot quy trinh kiém soat duoc cac yéu td nhu dau vao, st dung ky thuat
thiét ké twong tac dau vao (Prompt Engineering) hop 1y [2][3][8][9], kiém soat chat
lugng dau ra va to chirc lai ma kiém thir sinh ra dé dé tai s dung [4][5][13]. Pay 1a
huéng di cho quy trinh méi gitip giam thiéu viéc kiém thir vién phai tu viét ma kiém
thir bang cach st dung mo hinh LLM chuyén ddi cac bude kiém thir tha cong sang
kich ban kiém thtr ty dong.

Pé dam bao quy trinh sinh ma kiém thir chirc ning tu dong bang mo hinh
(LLM) dat dugc hiéu qua va tinh tng dung thyc té, can xem xét cac yéu to sau day:

e Thu thap céac loai dir li¢u dau vao can thiét va luu trix tap trung, tao nén tang
théng nhat dé phuc vu cho cac bude xir Iy va sinh ma kiém thir chitc ning & cac phan
tiép theo.

e Phan loai du vao 13 phan can thiét dé phan loai va gom nhoém céc budc
kiém thtr dwgc viét bang ngdén ngit tu nhién, tao co sé cho ky thuat Prompt
Engineering.

e Xay dyng mau prompt 1 phan xay dung cac thiét ké hudéng din (prompt)



hd trg mé hinh LLM hiéu va sinh mé kiém thir chtre ning phu hop véi ting hanh
dong cu thé bang cach sir dung k¥ thuat Prompt Engineering hop 1y.

e Tién xtr Iy va lién két dit liéu hd tro gitip m6 hinh LLM hiéu dwgc ngir canh
kiém thir thong qua viée xtr Iy dau vao vén duge viét bang ngdn ngit tu nhién, danh
dau cac thanh phan trong dau vao tuong tmg voi cic phan tir giao dién, dong thoi
danh déu cac bién dir liéu va gom nhom cac budce kiém thir tha cong 1ap lai.

e Sinh ma kiém thir chtrc ning ty dong, 13 trong tAm cua quy trinh, trong d6
m6 hinh LLM tao ra ma kiém thir dira trén dau vao ngit canh 13 prompt va dir liéu dau
vao da dugc xur ly.

e Dé dam bao ma sinh ra c6 thé thuc thi hiéu qua, budc phan tich va chinh
stra ma kiém thir chire ning 13 can thiét nhdm danh gia, tinh chinh va khic phuc céac
16i nghiép vu, cti phap hodc chua phit hop voi hé thong cy thé.

e Budc luu trit va quan 1y ma kiém thir chitc ning déng vai tro dam bao kha
nang truy XU, tai st dung va tich hop vao hoat dong kiém thir tu dong cua td chtc.

MBJi thanh phan trong quy trinh déu dong vai tro hd tro 1an nhau, tao thanh mot
quy trinh tong thé nham tdi wu hiéu qua cua viéc sinh ma kiém thir chie ning t dong
st dung LLM.

3. Muc tiéu nghién ciru.

Muc tiéu ciia dé an nay 1a xay dung mot quy trinh sinh ma kiém thir chtc ning
tu dong sir dung mo hinh LLM két hop k¥ thuat Prompt Engineering, nham chuyén
d6i mo ta cac budc kiém thir tha cong thanh ma kiém thir chirc nang tu dong. Quy
trinh nay hudng dén viéc hd trg cach twong tac gilta ngudi kiém thir va mé hinh ngén
ngir 16n LLM nham nang cao hiéu qua tao kich ban kiém thtr ty dong va c6 kha ning
g dung trong thuc tién kiém thtr phan mém.

4. P6i twong va pham vi nghién ciru.

e Ddi tugng nghién cuu:

Quy trinh sinh ma kiém thtr chirc ning ty dong sir dung LLM, trong do6 tap
trung vao viéc khai thac kha nang sinh ma cua cac mo6 hinh LLM va k¥ thudt Prompt

Engineering dé hd tro kiém thir chtrc ning tu dong cho giao dién web



e Pham vi nghién ctru: Tap hop cac bude kiém thir chirc ning duoc mo ta
bang ngdn ngit tu nhién

e Phuong phép nghién ctlru:

o Phuong phap nghién ctru 1y thuyét: Thu thap va phan tich céc tai liéu, cong
trinh nghién ctru, sach chuyén khao va bai bao khoa hoc lién quan dén kiém thir ty
d6ng, md hinh LLM, va k§y thuat Prompt Engineering nham xdy dung co s& Iy thuyét
cho viéc xay dung quy trinh sinh ma kiém thir chtic ning tu dong

o Phuong phap thuc nghiém: Thir nghiém quy trinh sinh ma kiém thir chuc
nang ty dong st dung md hinh LLM trén tap cac budc mo ta kiém thir thu cong, danh
gia két qua dua trén cac chi s6 nhu mirc do chinh xac ctia mé sinh ra, kha ning thuc thi

o Phuong phap phan tich dinh tinh: Phan tich kha nang ap dung cua quy trinh
trong mdi truong thuc té, tir d6 danh gia hiéu qua cua quy trinh sinh ma kiém thu ty

dong trong boi canh cac hé thong phan mém c6 giao dién web



II. NOI DUNG
CHUONG I: KIEM THU CHUC NANG TU PONG VA HIEN
TRANG CUA HE THONG VNEDU

Chuong I trinh bay 1y thuyét vé kiém thir chirc ning ty dong, gidi thidu hé
théng VNEDU va hién trang hoat dong kiém thtr chuc nang tu dong cua hé théng
VNEDU.

1.1. Kiém thir chirc ning tw dong

Kiém thir chirc nang (Functional Testing) 1a phuong phap kiém thir phan mém
nham dam bao cic tinh ning cta hé thong hoat dong ding nhu mé ta trong tai licu
y&u cau hoic dic ta nghiép vu.

Kiém thir ty dong (Automated Testing) 1a phuong phap kiém thir phan mém
trong d6 kiém thir vién doc cac trudng hop kiém thir (test case) sau d6 dya trén test
case va giao dién cua chirc ning dé viét cac kich ban kiém thtr ty dong (script) dudi
dang ma, cac ma nay duoc thuc thi tur dong thong qua cac cong cu kiém thur tu dong
thay vi thyc hién thii cong boi con ngudi. Cac cong cu kiém thir tu dong thuc hién
cac thao tac trén giao dién theo kich ban kiém thur tu dong duoc 1ap trinh san va ghi
nhan két qua kiém thir ty dong.

Test case 1a mot trudng hop can kiém thir, nd bao gdm cac bude kiém thir 1a
cac thao tac vai giao di¢n, tién diéu kién, cac gia tri dau vao, va két qua mong doi.
Mbi mot thanh phén trong test case dugc mo ta trong mot cot thé hién dudi dang bang
nhiéu cot vi du test case Pang nhap thanh cong:

Bang 1.1. Vi du Test case Dang nhdp thanh cong

Téntest | Tién dieu | Cac buée | Dir liéu diu

A <X - Két qua mong doi
case kién kiém thw vao q g

Dang nhap| 1. Mo trinh | 1. Nhp tai | 1. Trang: xxx | DPang nhdp thanh cong,

thanh cong| duyét vao khoan 2. Giatritai | khong hién thi nit Pang
trang XXx 2. Nhap khoan: nhdp trén giao di¢n
mat khau username

3. Click nat| 2. Gia tri mét
Dang nhép | khau: password




DOM (Document Object Model) 1a mé hinh biéu dién c4u triic cia mot tai liéu
HTML hodc XML duéi dang cdy phan cép (tree structure). Mdi thanh phan trén trang
web nhu thé div, button, input.... duoc biéu dién dudi dang mét nit (node) trong cay
DOM

Xpath 12 mot ca phap duoc sir dung dé tim vi tri cua bat ky phan tir nao trén
trang web trong ciu tric DOM dua trén thudc tinh, nhan (label) ctia phan tir,... Vi du
Xpath tré6 dén tat ca thé input co thudc tinh id 1a txtUsername trong DOM:
/llinput[@id="txtUsername']

Kich ban kiém thir (test script) 1a mdt tap hop cac ma 1énh dugce kiém thir vién
viét bang cong cu kiém thir ty dong dé ty dong hoa qua trinh thyc thi mot trudng hop
kiém thur (test case). Mot test script dugc tao ra tur cac budc duge mo ta trong test
case, bao gém tién diéu kién, dir liéu dau vao, cac budc thao tac va két qua mong doi.
Trong test script cac budc thuc hién trong test case sé dugc anh xa thanh cac keyword,
dit liéu dau vao cua test case duoc truyén vao keyword dudi dang tham sb, cac
keyword két hop v6i cac XPath dé xac dinh phan tir giao dién can tuong tac trén web:

e XPath: dung dé x4c dinh va truy cap cac phan tr giao dién trén web (button,
textbox, dropdown,...).

e Keyword: dung dé thuc hién cac thao tac trén hé théng nhu click, nhap hoac
kiém tra gia tri,... Cac cong cu kiém thir ty dong phd bién hd tro hai dang keyword:
keyword co san (Built-in Keyword) vi du nhu (Open Browser, Click Element,...),
Keyword do nguoi dung tir dinh nghia (Custom Keyword) 1a cac keyword kiém thtr
vién tu tao ra, thuong duoc xay dung tir nhiéu keyword nho hon

e Test data: 1a gia tri can kiém tra cta test case (vi du tai khoan, mat khéu)

duoc truyén vao keyword duéi dang tham sb, mdi test case co test data khac nhau

Dang_nhap_thanh_cong
[Arguments] ${site}
Open Browser ${site} ${browser}
Input Text //div[normalize-space( Tén tai khoan']/following: :input[1] ${tai_khoan}

Input Text //div[normalize-space(.)="Mat khau']/following::input[1] ${mat_khau}
Click Element //button[normalize-space(.)="Dang nhap"']
Element Should Not Be Visible //button[normalize-space(.)="Dang nhap']

Hinh 1.1. Vi du Test Script Dang nhdp thanh cong

Keyword-driven testing: 1a phuong phap dugc st dung phd bién trong kiém



thir giao dién web muc dich tao cac test script tir tap tir khoa (Keyword), cac thao tac
duoc kiém thir vién tu dong go1 thanh cac keyword co thé tai sur dung dua trén viéc

gom nhom cac hanh dong kiém thir ding chung & nhiéu test case (Custom Keyword).

L teractve Lonsoie
| MUC_HSS_THANH_CONG

TC58_XOA
[Documentation] : INg >\ : né - & f -> X0z
Dang_nhap_thanh_cong ${SITE} ${BROWSER} ${USERNAME } ${PASSWORD}
Sleep

go_chuc_nang ${TEN_CHUC NANG}
Sleep 25

Hinh 1.2. Vi du gom nhom keyword Ddang nhdp thanh cong

Cac framework kiém tho tu dong pho bién gom Selenium, Robot
Framework,... hd trg dinh vi phén tor giao dién thong qua nhiéu co ché nhu XPath,
CSS Selector,... dam bao co thé truy cap chinh xac ddi twong can thao tac, cung cap
tap hop cac keyword c6 san nhu click, nhap,... cho phép kiém thir vién tu viét, cung
cap bao cao két qua, ghi log chi tiét nham phuc vu kiém thir hoi quy.
1.2. Giéi thiéu vé hé thong VNEDU

Pé dam bao tinh thyuc tidn cua dé tai, dé an can lya chon mot hé théng du 16n
va c6 do phic tap nghiép vu phu hop 1am moéi truong danh gia quy trinh. Hé thong
VNEDU dép tmg day du cac tiéu chi ndy nén viéc gi6i thidu tong quan vé hé théng
VNEDU la can thiét trude khi di vao xdy dung quy trinh va thuc nghiém. VNEDU la
hé théng quan 1y gido duc sd dugc xay dung va phat trién boi Trung tAm giai phap
Gido dyc s6 — VNPT IT, muc tiéu s6 héa cac hoat dong quan 1y day hoc trong nha
truong. He théng phuc vu hon 20 triéu ngudi dung, bao gém hoc sinh, giao vién, phu
huynh, can bd quan ly, ban gidm hi¢u va cac co quan quan 1y gido duc trén 34 tinh
thanh véi hon 3 triéu hd so hoc sinh, 9000 trudong hoc, bao gém hon 30 phan hé
nghiép vy, hang trim tinh ning nghiép vu va hang trim man hinh giao dién. Mot s6
phan hé tinh nang chinh vi du nhu:

e Quan ly hoc sinh: luu trir va cap nhat hd so hoc sinh, theo doi qua trinh hoc
tap, diéu chuyén va tiép nhan hoc sinh theo nim hoc

e Quan ly gido vién va chi nhi¢m: quan ly thong tin gido vién, phan cong chu

nhiém, phan cong giang day



e S0 hoc ba: tong hop két qua hoc tap, két qua rén luyén va thong tin hoc sinh
theo quy dinh hién hanh, két xuét cac biéu mau dung trong nha trudng

e Quan Iy 16p hoc: danh sach 16p, si s6 hoc sinh, ciu hinh mén hoc theo 16p

e Tong két va xét 1én 16p: tinh diém tong két, danh hiéu thi dua, 1én 16p, luu
ban theo nam hoc

Véi quy mé 16n, su da dang vé nghiép vu va yéu cau cap nhat thudng xuyén
theo thay doi ctia chinh sach gido duc va chuyén d6i mé hinh chinh quyén, hé thong
VNEDU doi hoi viéc kiém thir chtrc ning tu dong phai duoc thue hién chinh xac va
thuong xuyén.

1.3. Hién trang hoat dong kiém thir tw dong ciia hé thong VNEDU

Hé thong VNEDU hién dang van hanh véi quy mé nghiép vu 16n, bao gdm
hon 300 chic nang thudc nhiéu phan hé tinh nang nhu Quan 1y 16p hoc, Quéan 1y hoc
sinh, Quan 1y nhan sy, Nhap diém, Téng két,... mdi tinh nang lai bao gém nhiéu man
hinh giao dién va ludng xr Iy nghiép vu phitc tap. Hién hé thong VNEDU duy tri trén
200 test case nghiép vu chinh trong d6 150 test case dugc tu dong hoa tuong irng vi
150 kich ban kiém thir tw dong. Hé théng VNEDU duoc phat trién theo mo hinh Agile
v6i chu ky trién khai lién tuc, mdi sprint kéo dai 2 tuan trung binh khoang 100 yéu
cau. Mdi 1an cap nhat hé thong déu doi hoi cac kiém thir vién vira phai kiém thtr chirc
nang va kiém thir tw dong. Tuy hé thong 16n va c6 nhiéu yéu cau nhung hién nay doi
ngii kiém tht vién chi ¢6 5 nguoi dé)ng thoi thye hién cac nhiém vu kiém thir chire
nang va kiém thir tu dong.

Mac du hé théng VNEDU s6 hitu sb luong chirc nang 16n va lién tuc mo rong
nhung khi xem xét cac chirc nang trén nhiéu phan hé tinh ning khac nhau dua trén
tai liéu dic ta yéu cau (software requirement specification - SRS) bao gom cac dic ta
vé chirc ning va phi chtrc nang ctia hé thdng, ¢ thé nhan thiy cac tinh ning déu xoay
quanh mét s6 dang chirc nang nhu sau:

e Nhém chuc ning ning CRUD (Create - Read - Update - Delete): chiém
khoang 35% téng sb chirc nang vi du tao mdi hoc sinh, cdp nhat thong tin 16p hoc,

x6a thong tin gido vién,...
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e Nhom chirc ning tra ciru: chiém khoang 25% tong sb chirc nang vi dy nhu
tra ctru hoc sinh, tra ciru diém, ...

e Nhom chire ning théng ké bao cao: chiém khoang 15% phuc vu béo cdo két
qua hoc tap, chuyén can, xép loai,...

e Nhém chtrc ning cau hinh hé théng: chiém khoang 10% vi du nhu cau hinh
mén hoc, cdu hinh nhap diém,...

e Nhom chirc ning phan quyén va quan 1y tai khoan chiém khoang 8% vi du
nhur tao tai khoan, cip quyén, phan quyén theo vai tro,...

e Nhom tinh ning nhap va xuat dir liéu chiém khoang 7% vi du nhu nhap
danh sach hoc sinh tir Excel, xuét bao cao

Mic du hé théng VNEDU d4 trién khai kiém thtr ty dong cho nhiéu chirc ning
nhung hoat dong kiém thur tu dong hién nay van duoc thyc hién hoan toan dua vao
nang luc 1dp trinh cua kiém thir vién, kiém thtr vién dua vao test case va giao dién
web thuc té cua hé théng dé viét tung budc kiém tht, chua tan dung céac cong nghé
méi nhu LLM. Mot sb van dé trong hoat dong kiém thir tu dong can xem xét trudc
khi ap dung céc cong nghé mai dé sinh ma kiém thir chirc nang nhu sau:

e Van dé 1: Dau vao cua hoat dong kiém thir tu dong chua duogc thu thap va
luu trlt tdp trung: M&i khi can viét script cho mot chirc nang, kiém thtr vién doc test
case dé hiéu nghiép vy, xac dinh cac man hinh giao dién s€ tuong tac sau d6 mé man
hinh twong tng trén trinh duyét, bat F12 ding cong cu Kiém tra (Inspect) dé xem ciu
truc giao dién DOM, sau do6 ty xac dinh phén tr giao di¢n va viét Xpath, keyword roi
ghép lai thanh testcase. Hién tai hai nguén dau vao chua duoc thu thap va luu trir tap
trung.

e Vian dé 2: Test case co cdu trac tach biét nhung test script lai gop toan bo
thong tin vao mgt dang duy nhat: Test case dugc thé hién dudi dang bang bao gém
cac ¢t nhu tién diéu kién, cac bude kiém thu, dit liéu dau vao va két qua mong doi.

e Vin dé 3: Su da dang va phuc tap cua Xpath, Keyword, Test case: Vi du
Xpath co thé duge trich xuit dwa vao thudc tinh 6n dinh, dua vao nhin (label) hoac

dugc trich xut khi thye hién mot thao tac tién diéu kién trudc d6. Keyword c6 thé
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chtra thao tac tac dong truc tiép dén trang thai giao dién hodc keyword chi kiém tra
trang thai giao di¢n. Test case chi thao tac trén man hinh thugc moét tinh nang hodc
test case thao tac trén nhiéu man hinh thudc cac tinh ning khac nhau.

e Vin dé 4: Viéc tao ra test script (céu trac dy an, XPath, keyword, test case)
phu thudc hoan toan vao kinh nghiém c4 nhan cua tirng kiém thir vién. Kiém thir vién
phai ty xay dung cdu tric du an, xac dinh XPath, tao ra cac loai keyword, ghép test
case dua trén xpath va keyword di xdy dung, mdi kiém thtr vién c6 cach xay dung
khac nhau khong c6 chuin chung cho ting loai.

e Vin dé 5: Test case bao gdm céc thong tin vé phan tir giao dién, keyword,
dir liéu kiém tra: Trong test case, cac thanh phan nhu phan tir giao dién, keyword va
dir liéu kiém tra thuong duoc ghi chung trong cling mot cdu mé ta, khong dugc danh
dau hay tach biét dudi bat ky hinh thirc nao. Kiém thtr vién ty xac dinh lién két giira
cac phan tir giao dién trong test case va xpath bang cach doc test case dé xac dinh
phan tir giao dién sau d6 s& xem ciu truc giao dién DOM dé trich xuat xpath twong
ung

e Vin dé 6: Thao tac lap lai gitta cac testcase khong duoc tach thanh keyword
dung chung, céc test case chira cic budc gidng nhau tao ra su du thira 16m, khién cac
thay d6i nho (vi du thay d6i cach chon gia tri, thay doi thao tic mé danh sach) phai
stra tai nhiéu diém khac nhau.

e Vian dé 7: Co ché luu trit ma kiém thtr chitc ning theo ciu trac: Viée luu trix
ma kiém thtr chirc ning chua c6 mot co ché cdu tric thdng nhat vi du xpath luu trong
test case, khong tach riéng ma giao dién, ma nghiép vu. Piéu nay khién qua trinh bao
tri tré nén phire tap: khi giao dién hodc nghié¢p vu thay ddi, rat kho xéac dinh phﬁn nao
bi anh hudng.

e Vin dé 8: Két qua kiém thur tu dong sau mdi lan chay chua dugc h¢ théng
phan tich hay phan loai mot cach ty dong. Kiém thir vién phai ty doc thi cong va
phan tich dé xac dinh nguyén nhan 15i. Viéc nay tiéu ton nhiéu thoi gian, doi héi kinh
nghiém cua timg kiém thtr vién.

Nhirng véan d¢ trén cho thay viéc str dung mé hinh LLM sinh ma kiém thir chirc
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nang khong chi phu thudc vao kha nang sinh ma cua mo hinh ma con chiu anh huéng
boi dit liéu ddu vao va du ra cia mdi 1an sinh ma. Phén tiép theo s& trinh bay céc 1y
thuyét lién quan dén LLM, k¥ thuat Prompt Engineering va cac céng cu xay dung
dya trén mo6 hinh LLM hd trg md hinh LLM sinh ma kiém thtr chtic nang, quan 1y
dau vao va dau ra.
KET LUAN CHUONG

Chuong I da trinh bay 1y thuyét vé kiém thir chirc nang ty dong, gi6i thiéu hé
théng VNEDU. Ddng thoi trinh bay hién trang hoat dong kiém thir chirc ning ty dong
trong hé théng VNEDU, dua ra cac van dé can xem xét trude khi 4p dung mo hinh

LLM vao sinh mi kiém thtr chirc ning cho hé thong VNEDU.
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CHUONG II: LY THUYET LLM VA SU DUNG CONG CU

LLM TRONG KIEM THU CHUC NANG TU PONG

Chuong II trinh bay 1y thuyét vé LLM k¥ thuat Prompt Engineering. Dong
thot gidi thi¢u vé céc cong cu LLM va lga chon céc cong cu phu hop cho bai toan
sinh ma kiém thir chirc nang tu dong
2.1. Gi6i thiéu vé LLM va k§y thuit Prompt Engineering
2.1.1. Large Language Models (LLMs):

Large Language Models (LLM) 14 cac mé hinh hoc sau quy md 16n dugc huan
luyén bang phuong phap tu giam sat trén lugng dir liéu van ban rat 16, tir d6 hoc
dugc cac miu ngdn ngir, cau tric cu phap, ngir nghia va kha ning suy luan. M6 hinh
LLM dugc huin luyén béng nhiém vu “du doan token tiép theo” (next-token
prediction) dé hinh thanh mé hinh ngdn ngir ¢6 kha ning sinh van ban ty nhién, lap
luan budce dau (reasoning) va tao ra ndi dung theo yéu cau nguoi dung. Nho d6, mé
hinh LLM sau tién huén luyén co thé dugc xem nhu mot mé hinh nén (foundation
model) c6 kha nang hiéu, sinh ngdn ngir va suy luan & murc tong quat [6].

LLM va co ché In-Context Learning (ICL): Hoc trong ngit canh (in-context
learning) 13 co ché quan trong cho phép mé hinh LLM thich tng véi nhiém vu méi
chi bang cach thay d6i prompt ma khong can hudn luyén lai mo6 hinh. M6 hinh LLM
c6 thé chuyén tir vin ban sang tom tit hay sinh ma chi bang cach thay d6i noi dung
trong prompt [6]. Nghién ctru [6] mé ta ba dang cta in-context learning:

e Zero-shot: mo hinh duogc cung cép md ta nhiém vu ma khong c6 vi du mau.
e One-shot: md hinh dugc cung cép mot vi du minh hoa.
e Few-shot: m6 hinh dugc cung cép nhiéu vi du dé hoc cach suy luén.

Vai trd ctia ngir canh c6 cau triic déi véi LLM: Theo nghién ciru [14], ngoai
ngudn ngir canh 13 vin ban thuan tay, mé hinh LLM c6 thé két hop thém céac dang dit
liéu c6 cAu trac (vi du HTML) dé mo rong kha nang suy luan, dac bi¢t trong cac bai

todn doi1 hoi mo hinh phai hiéu cau trac, quan hé va boi canh phuec tap.
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2.1.2. Prompt Engineering:

Prompt Engineering 12 k¥ thuat thiét ké twong tac dau vao nham dat duoc dau
ra chinh xac va 6n dinh tir LLM. Theo nghién ctru [6], day 1a mot yéu t6 quan trong
quyét dinh hiéu qua tmg dung LLM, bdi mé hinh chi hiéu nhiém vu thong qua ngir
canh dir liéu duoc cung cap. Mot s6 nguyén tic thiét ké prompt duoc dua ra trong
nghién ctru [6] bao gom:

e Mo td nhi€ém vu 10 rang: LLM suy ludn nhi¢m vu tir van ban trong prompt,
yéu cau mo ho dan dén dau ra kém chinh x4c.

e Huoéng din mo hinh tu duy: Céc chi ddn nhu “suy nghi ting budc” hoic
“phan tich trude khi tra 16i” kich hoat kha nang 1ap luan, giup mé hinh tao ra két qua
logic va c6 ciu trac.

e Cung cap thong tin tham chiéu: LLM dua vao dit liéu trong prompt dé suy
luan, vi du minh hoa hodc cac thong tin tham chiéu giup mé hinh hiéu nhiém vy tdt
hon nho co ché in-context learning.

e Quan tam dén dinh dang dau ra: yéu cau dau ra c6 dinh dang cy thé gitp mo
hinh sinh két qua nhat quan va tuan thi cau tric mong mudn.

Nghién ctru [6] chi ra ring bang cach thay doi ndi dung va hinh thirc cua
prompt, m6 hinh LLM cé thé duoc huong dan dé thuc hién cac tac vu nhu:

e Text Classification: LLM c6 thé duogc prompt dé phan loai mét doan van
ban vao cac nhom duoc xac dinh trude, ngudi ding mé ta nhiém vu va (néu can) cung
cap vi dy trong prompt, va md hinh s& noi suy dé gan vian ban vao nhoém twong tng.

e Information Extraction: LLM c6 kha nang trich xuét thuc thé duoc dat tén
(named entities) va xac dinh méi quan hé giira cac thuc thé (relation extraction), tirc
hiéu thuc thé nao lién quan hodc phu thuéc vao thuc thé nao

e Text Generation (Text Completion va Text Transformation): Khi prompt
quy dinh rd dinh dang hodc ct phap, mé hinh LLM c6 thé sinh ra ndi dung c6 ciu
tric cu thé, bao gém ca viéc chuyén ddi tir van ban tu nhién sang ma.

e Question Answering: mo6 hinh LLM c6 thé tra 101 cau hoi dua trén ngit canh

duogc cung cap. Prompt thuong gdm mot doan vin ban chira cac 1énh, mé hinh LLM
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suy luan dé tao cau tra 1oi chinh xac.
2.2. Str dung cong cu LLM trong sinh mi kiém thir chirc ning tw dong

Trong thuc tién trién khai, céac cong cu dua trén mo hinh LLM thuong duogc
phan chia theo cach thtrc van hanh cia mé hinh, bao gdm: LLM chay trén cloud va
LLM chay cuc bd. Vi¢c phan chia theo hinh thuc trién khai gitp nhan di¢n rd hon
cach mdi loai cong cu twong tac, yéu cau tich hop va mac do kiém soat ma nguoi
dung cé thé dat duoc.

e Cong cu LLM chay trén cloud: M6 hinh LLM duogc van hanh trén ha tﬁng
ctia nha cung cap dich vu va ngudi dung truy cip thong qua giao dién 1ap trinh Gmg
dung (Application Programming Interface - API) hodc qua cdc tién ich tich hop trong
moi truong phét trién tich hop (Integrated Development Environment - IDE). Hinh
thirc ndy cho phép nguoi dung khai thac moé hinh ma khong can tu quéan 1y viéc cai
dat, luu trtr hodc van hanh mo hinh. Cac cong cu nhu GitHub Copilot, Amazon Code
Whisperer hodc Chat GPT sir dung co ché nay.

e Cong cu LLM chay cuc bd: Pay la cac m6 hinh LLM duoc trién khai truc
tiép trén may nguoi ding, thuong dya trén cdc mé hinh LLM ma nguén mé va duoc
chay thong qua cac cong cu nhu Ollama, LM Studio,... Hinh thttc nay cho phép ngudi
dung toan quyén kiém soat dit liéu va qua trinh van hanh mé hinh LLM, dong thoi
khong phu thudc vao két ndi mang.

Céac cong cu LLM duogc phat trién dua trén nhitng dic trung ky thuat khac
nhau, trong d6 c6 mét sé dic trung pht hop cho bai toan sinh ma kiém thir chtic ning
tu dong vi du nhu:

e Kha ning xtr 1y va dién giai yéu cau ngon ngit t nhién giup hiéu va phan
tich test case dudi dang mo ta ngoén ngir tu nhién

e Kha ning sinh mi c6 cdu tric, ma tao ra tudn thu dung ct phap va dinh dang
ctia framework kiém thtr

e Kha ning tiép nhan va két hop nhiéu dang ngit canh khac nhau tir dy an nhu
HTML, test case

e Kha ning tich hop voi méi trudng phat trién hodc cong cu bén ngoai dé khai
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thac truc tiép ngit canh dy an.

Khi xem xét cac dic trung ndy trong thuc té trién khai, c6 thé thay rang nhém
cong cu LLM chay trén cloud dap tng diy du va 6n dinh hon so véi cac mé hinh cuc
bo, bdi cac dich vu nhu GitHub Copilot, Cursor hay Chat GPT vura hd trg sinh ma
dua trén ngdn ngit ty nhién, vira bao quat nglt canh dyu 4n thong qua tich hop IDE/API,
ddng thoi mé hinh LLM duogc duy tri va phat trién lién tuc béi nha cung cip, nguoi
dung chi tra phi theo goi dich vu hodc mirc sir dung ma khong can dau tu vao ha tang
phan ctng hay chi phi bao tri mé hinh. Do d6, cong cu LLM chay trén cloud duoc
xem la Iya chon phu hop nhat cho bai toan sinh ma kiém thtr chirc nang ty dong. Mot
s6 cong cu LLM chay trén cloud dién hinh:

e Cursor: 1a mot IDE ra mat nam 2023 va phat trién dya trén ma nguén mo
ctia Visual Studio Code. Cong cu bd sung mot 16p xir Iy chuyén biét dé két ndi truc
tiép véi cac m6 hinh LLM nhu GPT-40, GPT-4 Turbo, Claude 3, Llama 3 cho phép
phan tich va chinh sira toan bo du 4n (project) thay vi chi hd trg trong pham vi mot
tép. Nguoi ding c6 thé tuong tac qua dang chat, chinh sira dong (inline) hoic st dung
cac prompt dé thyc hién thay ddi da tép trong du an. Cursor duoc cung cép theo cac
goi Free, Pro (20 USD/thang) va Business (40 USD/ngudi/thang). Cursor cho phép
ngudi dung tiy chon stir dung API ciia OpenAl hodc Anthropic truc tiép trong IDE,
do d6 c6 thé phét sinh thém chi phi token b6 sung néu sir dung cac mo hinh GPT-40
hodc Claude véi tan sut cao

e Chat GPT: ra mét nim 2022 duoc sir dung cha yéu qua giao dién chat hoic
thong qua API, trong truong hop dung API, toan bo ngit canh phai dugc don vao mot
yéu cau duy nhat trude khi mé hinh xir Iy. Chat GPT hd trg nhiéu mé hinh khac nhau
nhu GPT-3.5, GPT-4, GPT-4 Turbo va GPT-40, cho phép thuc hién cac tac vu tir tra
101 cAu hoi, phén tich tai lidu, hd tro 14ap trinh dén sinh ma theo yéu cau. Chat GPT
khong tich hop tryc tiép vao IDE nén khong thé tu truy cép cdu trac du an trir khi
ngudi diing cung cap ma ngudn hoic tép lién quan, cac dit lidu sinh ra phai sao chép
bang tay hodc phai ty xay dung thém co ché luu trit. V& chi phi, Chat GPT duoc cung
cap theo hinh thirc thué bao cb dinh khi sir dung giao dién chat (20 USD/thang cho
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ban Plus), trong khi API tinh theo token dua trén lugng dit li¢u vao va ra

e Github Copilot: duwoc GitHub va OpenAl trién khai tir nim 2021 va tich hop
tryc tiép trong cac IDE phd bién nhu Visual Studio Code, Visual Studio va JetBrains.
Cong cu van hanh dya trén cac mo hinh LLM hién dai ctia OpenAl, tur Codex, GPT-
3.5 dén GPT-4 va GPT-40. Nho d6, Copilot c6 kha ning hiéu ngén ngit tu nhién,
phan tich ngit canh ma ngudn va dua ra goi y ma, giai thich logic hodc dé xuét chinh
stra mot cach thong minh. Bén canh goi y inline, Copilot cung cip Copilot Chat va
ché d6 agent gitip m6 hinh xtr Iy cac tac vu phtc tap, phan tich co s& ma ngudn, doc
cac tép lién quan, dé xuét chinh stra tép va chay cac 1énh va kiém tra dau cubi, tu
dong sira 16i trong mot vong 1ap cho dén khi tac vu hoan thanh. Cong cu duoc phan
phéi theo cac goi Free, Individual (10 USD/thang), PRO (20 USD/thang), Business
(19 USD/ngudi/thang) va Enterprise (39 USD/ngudi/thang), v6i wu diém 1a chi phi
¢ dinh, khong phat sinh token va tuan thu ddy du cac tiéu chuan bio mat doanh
nghiép cua GitHub

Bing 2.1. Tong quan vé cdc cong cu LLM sinh md kiém thir chike néing tw dong

bac tinh Chat Gpt Cursor Github Copilot
M6 hinh LLM sut | GPT-3.5, GPT-4, |GPT-40, GPT-4 GPT-40, GPT-4.1,
dung GPT-4 Turbo, Turbo, Claude 3, | g6i PRO cho phép
GPT-40 Gemini, Llama 3, | dung thém cac m6
va m6 hinh Cursor | hinh néng cao
ndi bo GPT-5 series,
Claude 3.x,
Gemini 2.5,...
Tich hop IDE Khéng tich hop IDE riéng, xay Tich hop tryc tiép
san dung dua trén VS | vao IDE pho bién
Code VS Code, Visual
Studio, JetBrains
Kha nang doc toan | Chi doc ndi dung | Poc toan bd Mot phﬁn (dua
b du an (project) | ngudi dung cung | (project) theo ngir canh cac
cap tép truyén vao)
Co ché agent Co Co Co
Co ché luu trir dau | Nguoi dung tu sao | M3 sinh ra duéi Ma sinh ra dudi
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ra chép hoac xay dang xem trudc dang xem trudc
thém co ché dé luu | (preview) dé ngudi | (preview) dé ngudi
trir dung xac nhan dung xac nhan
hogc tir chdi luu | hodc tir chéi luu
trir trir
Chi phi API tinh token; Free, 10 USD Free; Pro 20
Chat Plus 20 (Individual), 20 USD/thang;
USD/thang USD (PRO), 19 Business 40
USD (Business), USD/thang va tinh
39 USD thém phi token khi
(Enterprise) dung API cua
OpenAl/Anthropic

Dua trén céc tiéu chi dd phén tich, GitHub Copilot 1 cong cu phu hop nhat dé
ap dung vao bai toan sinh ma kiém thtr chirc nang tu dong. GitHub Copilot sir dung
mod hinh GPT-40/GPT-4.1, mot trong nhitng mé hinh LLM 6n dinh va manh trong
viéc xir Iy ngon ngit tu nhién, géi PRO cho phép lua chon thém nhiéu mé hinh nhur
GPT-5 series hay Claude 3.x, mang lai kha ning tiy bién va ning cao cht luong sinh
ma khi can thiét. GitHub Copilot c6 giao dién GitHub Copilot Chat d& dang sir dung
va tich hop co ché Agent cho phép xtr Iy cac tac vu phire tap. GitHub Copilot c6 kha
nang tich hop cac IDE pho bién nhu VS Code, Visual Studio va JetBrains, gitip cong
cu khai thac chinh x4c ngit canh cua tép dang mé ma khong can nguoi dung cung cap
thii cong nhu Chat GPT va ciing khong budc phai chuyén sang mot IDE mdi hoan
toan nhu Cursor. Github Copilot cung cap co ché hién thi ma dudi dang xem trudc
(preview) va yéu cau nguoi dung xac nhan trudc khi chén vao tép, chi phi sir dung
Copilot cling rd rang va 6n dinh theo thang, khong tinh theo token nhu Chat GPT API
va khong phat sinh chi phi API thém nhu khi st dung cac mé hinh néng cao trong
Cursor, dong thoi cho phép tat cac tiy chon giri dit lidu, ddm bao an toan cho dit liéu
trong dé an
2.3. Cong ngh¢ va cong cu st dung

Trong kiém thur chire nang ty dong, viéc xay dung va van hanh kich ban kiém

thir doi hoi su phdi hop cia nhidu nhém cong cu khac nhau bao gém: cong cu LLM
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sinh ma hd tro 14p trinh, moi truedng phat trién dé t6 chirc cAu tric du an kiém tht, va
khung kiém thur (testing framework) dé thuc thi cac kich ban sinh ra. Dua trén céac
phan tich trong chuwong 2.2 hoc vién Iwa chon Github Copilot Chat ché d6 Agent st
dung m6 hinh LLM mdc dinh GPT4-o0 dong vai tro 1a cong cy LLM sinh ma kiém thur
chtrc nang.

C6 nhiéu méi truedng phat trién hd tro kiém thir tir dong nhu JetBrains PyCharm,
IntelliJ tuy nhién dé an lia chon Visual Studio Code (VS Code) vi déy 1a IDE nhe, linh
hoat va c6 murc d6 twong thich cao nhat v6i GitHub Copilot Chat. VS Code cho phép
mo va quan 1y toan bo khong gian 1am viée (workspace) ctia du 4n, hd trg nhiéu dinh
dang té€p (HTML, txt,...) lam nglr cdnh cho m6 hinh LLM khi sinh ma. VS Code c6
cong cu mé rong (extension) phong phi tich hop nhiéu framework kiém thir t dong
nhu Selenium, Robot Framework, kha ning tily bién cao va hoan toan mién phi giup
VS Code trd thanh lya chon phi hgp nhat cho méi truong phat trién.

Trong s6 cac framework kiém thir nhu Selenium, Katalon Studio, Robot
Framework, dé an lwa chon Robot Framework vi dugc tich hop san trong moi trudng
phat trién VS Code, cac 1énh duge xay dung dua trén huéng keyword-driven testing
1d rang va dé doc. Ngoai ra, Robot Framework 1a ma nguén mé, hoan toan mién phi,
d& mé rong va tich hop vé6i SeleniumLibrary cung cap cac tir khoa thao tac giao dién
web dya trén XPath. Ngoai ra Robot Framework con cung cép bao cao dudi dang cac
tép truc quan rd rang dé doc chira thong tin vé két qua thyc thi bao gom thoi gian thuc
thi tung test case, $6 luong test case dat, $b lugng test case 16i.

KET LUAN CHUONG
Chuong II da gidi thiéu tong quan vé md hinh LLM va k¥ thuat Prompt
Engineering 13 hai yéu t then chét trong viéc ddm bao mé hinh hiéu dung yéu cau
dau vao va sinh ra ma kiém thir chitc pht hop. Prompt mo ta nhiém vu va ngit canh
gitip mo hinh LLM hiéu dtng, chuyén ddi cac cac bude kiém thi thu cong thanh ma
kiém thtr chtrc nang tu dong. Chuong da phan tich viéc sit dung cong cu LLM trong
sinh ma kiém thtr chirc ning tw dong, danh gia va xac dinh cac cong nghé va cong cu

phu hop véi bai toan sinh ma kiém thir chirc nang ty dong.
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CHUONG III: XAY DUNG QUY TRINH SINH MA KIEM

THU CHUC NANG TU PONG SU DUNG LLM

Chuong 111 xay dung quy trinh sir dung mé hinh LLM dé chuyén d6i dau vao
gdm cac tép HTML chira cdu trac giao dién va test case chira cac budc kiém thir thu
cong thanh cac ma kiém thir chirc nang.

3.1. Tong quan cac thanh phin cin thiét dé thue hién sinh mi chirc ning
tuw dong

Pé xiy dung mot quy trinh sinh ma kiém thtr chirc nang ty dong bang mo hinh
LLM, trudc hét can xac dinh ddy du cac thanh phan tao nén quy trinh xt 1y. Cac thanh
phan nhu thu thap dau vao, phan loai ddu vao, xay dung prompt mau, tién xt 1y va
lién két dir liéu, phan tich chinh stra két qua sinh ma dugc thuc hién boi kiém thir
vién, nham dam bao dit liéu dau vao rd rang, ngit canh day di cho mo hinh va dam
bao chat lwong ma do LLM sinh ra. Hai thanh phan sinh ma kiém thir va luu trit quan
1y ma sinh ra dugc tao ra boi moé hinh LLM.

e Thanh phan thu thap dau vao tap hop md HTML cia giao dién va toan bo
cac bude kiém thir tha cong trong d6 cac bude kiém thir thii cong ban dau duoc chia
thanh 2 tép, tép keyword chtra cac hanh dong kiém thtr va ddi tuong kiém thir (mdi
ddi tuong kiém thtr duoc x4c dinh béi mot Xpath trong t¢p HTML), tép test case chira
cac keyword. Két qua thu dugc 13 tap thong tin dau vao day du, duoc dua vao mot
khong gian luu trir thong nhat dung dé 1am dau vao cho mo hinh LLM sinh ma kiém
thir chirc nang.

e Thanh phﬁn phan loai dau vao muc tiéu 1a nhan dién va gom nhom céac dang
XPath, cac loai keyword va cac kiéu test case theo muc do phtrc tap, diéu kién xuit
hién va cach thirc duoc hinh thanh.

e Thanh phan tiép theo xdy dung prompt mau dya trén phan loai dir liéu va
phan tang ciu trac dy an: dua trén dit liéu dau vao da dugc phéan loai theo nhom dic
trung (cac loai XPath, cac dang keyword va cac kiéu test case) va ciu trac phan tang
clia toan bd du an kiém thir (tang project, ting XPath, taing keyword va tang test case)

trién khai xay dung bo prompt mau nham hd trg mé hinh LLM sinh ma.



21

e Thanh phan tién xtr 1y va lién két dir liéu tap trung vao viéc xir 1y test case
va keyword va déanh ddu cac thanh phan dé chuan bi dau vao cho viéc sinh ma kiém
thir chtrc ning. Mdi budc kiém thtr dugc dua vé mot nghiép vu duy nhat va cac phan
tir giao dién, hanh dong va dir liéu duoc danh dau dé mo hinh biét phan nio trong test
case can anh xa v6i phan tt HTML hoic keyword tuong tmg.

e Thanh phan sinh ma kiém thir tur dong st dung ba ngudn thong tin 1am ngi
canh dau vao cho mé hinh LLM: HTML, céc budc kiém thir thii cong (keyword, test
case), bd prompt mau. M6 hinh doc céc loai dau vao va thuc thi cac 1énh trong prompt
tuong tng dé sinh ra ma kiém thir chirc ning

e Thanh phan phén tich va chinh sira ma sinh ra: Kiém thir vién kiém tra ma
chua phu hop, chua dap Gmg dung yéu cau nghiép vu sau d6 cung cap doan ma sai va
doan mi dung lam dau vao dé mo hinh chinh sira.

e Thanh phan luu trit va quan 1y ma sinh ra: M6 hinh LLM sinh ma kiém tht
chtrc nang va tu luu lai dudi dang cho xac nhan dua theo cAu tric thu muc (Xpath luu
trong thu myc Repository, Keyword luu trong thu muc Resource, Test case luu trong
thu muc Testcases) thong qua cac huéng dan trong prompt theo tang va prompt theo
loai
3.2. Thu thip diu vao dua trén danh gia thuc trang

Dua trén danh gia thuc trang vé hoat dong kiém tht tu dong cua hé¢ théng
VNEDU. Kiém thtr vién tién hanh thu thap dau vao, gom hai cong viéc chinh nham
chuan bi day du dit liéu cho viéc sinh ma kiém thir chirc ning.

e Thu thap HTML ciia trng man hinh giao dién. Kiém thir vién m& giao dién
web can kiém thir, str dung cong cu Kiém tra (F12) cia trinh duyét dé 1y HTML cia
toan bo man hinh giao dién chira cac phan tir can thao tac. Trude khi luu trit, tester
loai bo cac thong tin nhay cam nhu domain, token, user id. HTML sau khi loai bd
thong tin nhay cam dugc luu lai thanh ting t€p dang html theo dung tén man hinh
trong thu muc HTML, tao nguén dir liéu théng nhét cho mo6 hinh LLM sinh XPath
nhan dién phﬁn tur giao dién.

e Thu thép test case, kiém thir vién thu thip test case va gdp cac phan trong
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test case (tién diéu kién, cac budc kiém thir, dit liéu kiém tra va két qua mong doi)
thanh cac t¢p dang txt thu muc STEP_TESTCASE chtra budc theo ding trinh ty
nghi¢p vu. Ngoai ra, cac budc thao tac lap lai dugc gom nhém thanh cac keyword
dung dé tai sir dung trong nhiéu test case, mdi keyword dai dién cho mot cum hanh
dong duoc luu trlr dudi dang cac file txt tai thu muc STEP. KEYWORD. Nhu vay tir
cac test case ban dau s& dugc chia 1am 2 dang dau vao (test case chira cac keyword,
keyword chtra cac bude thao tac va phan tir giao dién)

Thong qua hai hoat dong nay, dau vao ctia mé hinh LLM bao gdm giao dién
(HTML) va céac budc kiém thir thu céng duge thu thap diy da, 1am co sé cho cac thanh
phan xur 1y tiép theo. Nhu vay thanh phan nay giai quyét van dé 1 (dau vao phan tan,
khong dugce luu trir tip trung) va van dé 2 (test case c6 ciu triic tich biét nhung script
lai gdp toan bo thong tin vao mot dang duy nhat) di phan tich trong chuong 1.3.

3.3. Phén loai diu vao

Thanh phan phén loai nham giai quyét van dé vé su da dang cua dir liéu. Viéc
phan loai duogc trién khai theo hai huéng: phan loai theo nhém va phén loai theo tang.
Hai cach phan loai nay b6 sung cho nhau: phan loai theo nhém gitip mé hinh hiéu dic
tinh va su phirc tap cta ting loai dir liéu, trong khi phan loai theo tang giip mé hinh
hiéu mdi quan hé va vai tro ctia chung trong toan bo du an kiém thir
3.3.1. Nguyén tic phén logi dau vao

Dit liéu test case sau khi thu thdp ¢ chwong 3.1 chira thong tin sau: phan tir
giao dién (tuong ung voi Xpath), keyword, test case. Cac thong tin ndy mang nhiing
dac tinh riéng vé céu tric, cach thic hinh thanh, pham vi va muc dd phtc tap khién
chung khong thé duoc xir Iy theo mot quy tac chung duy nhat. Chinh su khac biét nay
14 co s¢ dé kiém thir vién phan chia dit liéu thanh cac nhom tuong tng.

e Phan loai dva trén dac trung cAu trac: XPath tinh c6 cdu trac cb dinh va
khong chira tham sd, XPath dong c6 cau tric bién d6i theo tham sb hodc ngit canh

e Phan loai dya trén cach thirc hinh thanh: Cac keyword thao tac giao di¢n
(nhu click, nhap li¢u, chon gia tri) dugc hinh thanh tir cac hanh dong mang tinh thao

tac; trong khi d6 cac keyword kiém tra giao dién lai hinh thanh tir cac budc xac nhan
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trang thai va mang tinh kiém tra.

e Phan loai dua trén pham vi va murc do phuc tap: Céc test case mdgt tinh nang
thudng c6 ludng nghiép vu nho, sb lugng budc khong 10, test case nhiéu tinh ning
bao gdm nhiéu nghiép vu, lién két nhiéu man hinh.

3.3.2. Phan loai ddu vao

Pau vao ctia mé hinh LLM duoc t6 chiic theo co ché phan loai theo nhém
nham tach bach cac dic trung cua XPath, keyword va test case. Vi¢c phan loai theo
nhom kiém soat pham vi cta ting loai dit liéu, nham x4y dung prompt turong tng voi
ting loai dir liéu va danh gia kha ning sinh ma kiém thir chirc ning cia mé hinh LLM
d6i voi timg dang dau vao.

e Ddi véi nhom XPath, dir liéu duoc chia thanh hai nhom nhoé phan anh mirc
d6 phirc tap khac nhau cta cau trac XPath.

o Nhom XPath tinh: bao gém cac phén ttr c6 thude tinh cb dinh, khong phu
thudc vao dir li¢u hay trang thai giao dién, thudong dugc sinh ra tir cac thudc tinh nhu
id, name hodc class 6n dinh.

o Nhom XPath dong (con goi 1a XPath chira tham sé), dugc st dung khi mot
XPath phai thay d6i linh hoat theo dit liéu hodc theo nhiéu gia tri khac nhau; dang
nay thudng ¢ cu trac chira bién, cho phép truyén tham sé vao dé dinh vi nhiéu phan
tr ¢6 cung thudc tinh trong bang, danh sach hay dropdown.

e Nhém Keyword dugc chia thanh hai loai twong tmg voi ban chét cia hanh
dong kiém thir: nhom thao tac yéu cau sinh ma tac dong dén trang thai giao dién, con
nhom kiém tra chi yéu cau sinh ma xac minh trang thai giao dién

o Nhom keyword tuong tac giao dién dai dién cho cac budce kiém thir c6 thao
tac trén giao dién nhu click, nhap li¢u, chon gia tri, twrong tac dropdown hoac thao tac
thay d6i trang thai giao dién.

o Nhém keyword kiém tra giao dién dugc str dung cho cac budc xac minh
nhu kiém tra phan tir hién thi, kiém tra gia tri hodc trang thai, va khong 1am thay d6i
giao dién.

e Nhom test case, dit li€éu dugc phan chia thanh hai dang dua trén pham vi
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nghiép vu.

o Nhom test case chira mot tinh ndng la cac kich ban tap trung vao mot chirc
ning (khong tinh chirc ning co ban nhu ding nhap ding xuit, do toan bo test case
trong hé théng déu sir dung chirc nang nay), c¢6 sb lugng thao tac ngin, thao tac truc
tiép v61 mot man hinh hodc mot nghi¢p vu cu thé.

o Nhém test case chira nhiéu tinh ning bao gom cac ludng kiém thir dai, lién
quan dén nhiéu man hinh, nhiéu diém chuyén trang thai. Sy phén loai nay gitp danh
gi4 chinh x4c kha ning ctia mé hinh LLM khi sinh ma cho ludng don 1¢ so véi ludng
phtrc tap, tir d6 phan 4nh muc do ap dung vao thuc té.

Céch phan loai nay sé& giai quyét van dé 3 trong chuong 1.3 vé su da dang va
phuc tap cua dit 1iéu trong h¢ théng. Viéc phan loai nay nham tao ra mot tap dit licu
dau vao da dugc phan nhém dé xay dung cac prompt mau phu hop cho timg nhém
dir licu.

3.4. Xay dung miu prompt

Viéc xdy dyng mau prompt duoc phat trién dya trén cac 1y thuyét Prompt
Engineering da trinh bay ¢ Chwong II bao gdm prompt da ting va prompt theo nhom.
Céch thiét ké nay chia nho nhiém vu thanh nhiéu 16p xtr 1y, mdi 16p giai quyét mot
phan riéng biét ciia bai toan nham giam tai cho mo hinh va cai thién do chinh xéc.

e Prompt theo tang:

o Prompt Project dinh nghia t6 chtrc thu muc, nguyén tic quan 1y tai nguyén
dé cac prompt & cac tang tiép theo sinh ma theo dung cau tric vi du nhu: thu muc
html dé luu trir ddu vao 1a cac tép HTML chtra cdu triic giao dién cia tirng man hinh,
step_keyword luu trir dau vao 1a mé ta keyword cia ting chitc ning, step_testcase
Iuru trit dau véo 13 cac test case, repository luu trit xpath ctia tirng man hinh, Resource
luu trir keyword va Testcases dé luu trit test case,....

o Prompt Xpath chira cdc 1énh yéu cau mo hinh phén tich giao dién web &
dang DOM va mo ta test case dé trich xuét ra xpath theo quy tic, tach bach viéc sinh
ma giao di¢n va viéc sinh ma nghi¢p vu.

o Prompt Keyword tao ra keyword véi tén goi khép véi mé ta kiém thir, danh
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sach tham sd rd rang va cac cdu lénh st dung chinh xac XPath tuong tmg.

o Prompt Testcase sinh ra keyword theo dting thi ty nghiép vu, truyén tham
s6 thich hop.

e Prompt theo nhom:

o Voi nhom XPath, hé thdng xdy dung 2 loai prompt twong tng voi 2 dang
XPath c6 dac trung xi Iy khac nhau: prompt cho XPath tinh tap trung vao viéc huéng
dan m6 hinh LLM tao ra cac bién giao di¢n dya trén thudc tinh c¢d dinh c6 trong
HTML, prompt cho XPath dong (chira tham s6) huéng ddn mé hinh sinh ra cac XPath
co chura gia tri dong duoc biéu dién dudi dang tham $0.

o Pdi véi nhém keyword, hai loai prompt duge xay dung twong tng véi hai
dang hanh vi kiém thir chinh. Prompt danh cho keyword twong tac giao dién quy dinh
mo hinh sinh ra cac budc thao tac nhu click, nhap liéu hay chon dit liéu. Prompt danh
cho keyword kiém tra giao dién yéu cau mé hinh chi sinh budc kiém tra nhu kiém tra
hién thi, kiém tra text hodc trang thai phan tir, tuyét d6i khong duoc sinh thao tac 1am
thay do6i giao dién. Ca hai loai prompt déu yéu cau kém theo viéc anh xa bién XPath
tur cac tép Xpath da sinh ra trudc do

o Pbi v6i nhom test case, hai loai prompt duogc thiét ké theo pham vi cua
ludng nghiép vu. Prompt cho test case chira mot tinh ning huéng mé hinh sinh ma
theo cau truc it budc, chi két hop cac keyword lién quan dén mot chirc nang duy nhat.
Trong khi d6, prompt cho test case chira nhiéu tinh ning yéu cau mé hinh doc toan
b ludng kiém thir phtrc tap, két hop nhiéu keyword thudc nhiéu tinh ning khac nhau,
dong thoi dam bao duoc trinh tu cic budc.

Viéc két hop hai nhom prompt: theo loai dit liéu va theo ting gitip mo hinh
hiéu khong chi ban chét cua tung loai dau vao, ma con hiéu 1o vi tri, vai trd va mdi
quan hé ctia chung trong tong thé du an kiém thir ty dong. Thanh phan nay sé giai
quyét van dé 4, khi trude day viée xay dung XPath, keyword va test case phy thudc
hoan toan vao kinh nghiém va phong cach ca nhan ctia kiém thir vién, khong cé chuan
chung cho tung loai. Céc loai dau vao nhu XPath tinh, Xpath dong, Keyword thao tac

v6i giao dién, Keyword kiém tra giao dién, Test case chira mot tinh nang, Test case
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chtra nhiéu tinh ning duoc xdy dung dua trén prompt chung cho ting loai. Con
prompt phan ting, mé hinh LLM ciing xac dinh dugc ma sinh ra can dua vao vi tri:
bién giao dién vao tang XPath, keyword vao tdng Keyword, test case vao tang test
case, tach riéng ma giao dién va ma nghiép vu
3.5. Tién xir Iy va lién két dir liéu hd tro

Do keyword va test case déu xuat phat tir ciing mot ngudn 1a cac budc kiém
thir tha cong, budc tién xtr Iy dugc chia thanh hai huéng: tién xir 1y cho keyword va
tién xtr 1y cho testcase. Muc tiéu cta bude nay 1a tién xu Iy dir liéu va thiét 1ap quy
tac biéu dién thong nhat d¢ moé hinh LLM c6 thé hiéu, anh xa va sinh ma kiém thu
chtrc nang

e Tién xir Iy Keyword: Mdi keyword dugc viét theo mot cdu tric ban chuan,
keyword ban chuan 13 dang mo ta hanh dong kiém thir dugc chuan héa mot phan tir
budc kiém thir tha cong. Mbi keyword ban chuan chi biéu dién mot hanh dong duy
nhat, trong d6 cic mo ta twong (mg véi phan tir giao dién dugce danh dau trong dau [],
cac mo ta twong ung véi cac dit liu thay doi duge danh dau trong () nham gitp mo
hinh LLM d& suy luin va lién két dit liéu véi giao dién web. Céac ky hiéu nhu diu
ngodc vudng, ngodc don giit vai trd nhu 16p meta-information (cac thong tin bo sung
hodc md ta vé dit liéu chinh, ngir canh, cAu trtc, hodc cach ma dit liéu d6 dugce tao ra
va sir dung) dé mo hinh nhan biét dau 1 phan tir giao dién can xac dinh Xpath, dau
1a dir liéu can tham s6 hoa

o Dau ngoic vudng [] duoc str dung dé biéu dién phan tir giao dién theo tén
gan nghia v6i phan tir trong HTML, chang han nhu dropdown, textbox, button hoic
mot 6 bang. Viée dung ky hiéu nay gitip mé hinh LLM xéc dinh bét cir cum ndo nam
trong ngodc vudng déu dugc hiéu 1a phan tir giao dién va phai duoc dbi chiéu véi
HTML dé 1iy XPath.

o Dau ngoic tron () duge ding dé danh dau cac gia tri thay doi theo dir liéu
nhu tén, ngay sinh, cac gia tri trong bd loc. Cac tham $b nay la dir liéu dau vao cua
keyword, dong thoi ciing 1a thanh phan chira trong XPath dong. Viéce tach dir lidu

dong vao ngodc tron giup mé hinh phan biét duge giita hanh dong va dit liéu, dong



27

thoi dam bao keyword c6 thé tai st dung & nhiéu kich ban khac nhau ma khong bi cb
dinh theo dit liéu ciia mot test case cu thé.

e Tién xur Iy Test case: Test case thil cong dong vai tro mo ta ludng nghiép vu
tong thé, con keyword 1a don vi thao tac nho hon, thé hién cac hanh dong cu thé ma
hé théng can thuc hién.

o Céc testcase thi cong dugc phan tach thanh tirng budc riéng biét, mdi budc
chi dai dién cho mot hanh dong duy nhat.

o Dé gitip mé hinh nhan biét dugc dau 1a keyword, cac cum hanh dong trong
testcase dugc dat trong dau nhay don * °. Dau nay déng vai tro dinh danh, giup mo
hinh LLM hiéu r::ing day la mot 1€nh hodac hanh dong cu thé can duogc anh xa t6i
keyword. Vi dy, budc “Pang nhap thanh cong” s€ anh xa vd&i keyword
Dang_nhap_thanh_cong.

Thanh phan nay s& giai quyét van dé 5 (mo ta test case mo hd), van dé 6 (khong
phan biét dugc phén tor giao di¢n, keyword va dir li¢u kiém tra) va van dé 7 (cac thao
tac 1ap lai khong duoc tach thanh keyword dung chung). Két qua 1a tap test case da
duogc xtr Iy va danh déu dé c6 thé lién két, lam dau vao cho LLM sinh mi & cac thanh
phan tiép theo.

3.6. Sinh ma kiém thir chirc ning tw dong

Sau khi hoan thanh cac budc phan loai dau vao, xdy dung mau prompt, va tién
xtr 1y lién két dir liéu hd tro chuyén sang sinh ma kiém thtr chire nang tir dong. Giai
doan mo6 hinh LLM duoc st dung dé chuyén doi toan bod nglr canh dau vao bao g6m
test case dd dugc thu thap, phan loai, xir 1y, cac tép HTML va prompt thanh ma kiém
thir chirc nang cé thé thuc thi. Co ché sinh ma kiém thtr chic nang hoat dong dua
trén hé thong prompt theo ting va prompt theo loai, viéc sinh ma khong dién ra don
1é ma 1a chudi budc co lién két, dau ra cta bude trude tré thanh dau vao cho budc
Sau.

e Tang Project: md hinh LLM khong sinh ma kiém thir chirc nang cy thé, ma
sinh ra cau trac du an kiém thir tw dong. Pau vao cho mé hinh LLM 14 prompt project

mo ta cau trac du an, bao gom cac thu muc Repository, Keyword, Resource,
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Testcase,... Dau ra ciia md hinh LLM 13 khung dy 4n kiém thir gdm cac thu muc va
tép can thiét cia mot dy an theo nguyén tic vi du nhu thu muc Repository luu trit
Xpath

e Tang XPath sir dung dau vao 1a cac tép HTML va céc tép mo ta keyword
ban chuan dé sinh ra Xpath cho cac phan tir ndm trong déu [] , trong d6 mé hinh st
dung cac prompt chuyén bi¢t theo tirng nhom XPath: Prompt XPath tinh, Prompt
XPath dong. Pau ra ting nay 13 tip XPath duoc luu trir dudi dang cac bién duogc dat
tén dua theo tén phan tr ndm trong dau [], mdi bién thé hién cho mét phan tir giao
dién duy nhat, phuc vu truc tiép cho viéc anh xa Xpath & tﬁng Keyword

e Tang Keyword dugc thuc hién dua trén dau vao 1a prompt keyword theo
loai (keyword thao tac giao dién hoic keyword kiém tra giao dién), két hop véi tép
mo ta keyword ban chuan va cac Xpath duoc sinh ra & ting Xpath . O tang nay, mo
hinh 4nh xa cac phan tir duoc danh dau trong ngodc vudng véi bién XPath dugc sinh
ra & ting Xpath, tham sb hoa céc gia tri trong ngodc tron va sinh keyword hoan chinh.

e Tang Prompt Testcase, md hinh sir dung mo ta testcase da duogc tién xir 1y
(cac keyword dd duoc dit trong dau nhay don) dé sinh ra kich ban kiém thir hoan
chinh. Tang nay thyc hién viéc goi cac keyword di sinh & tang Keyword va két hop
lai theo ding trinh tu cac budc trong mo ta test case. Tuy thudc vao pham vi nghié€p
vu ciia test case, md hinh sir dung dau vao 1a prompt testcase cho mot tinh nang (d6i
v6i cac ludng don, it budc) hodc prompt testcase cho nhiéu tinh ning (d6i véi cac
ludng dai, c6 nhiéu man hinh két hop). Pau ra cua tang nay 1a test script hoan chinh
tuong tng vdi mot truong hop kiém thir.

Thong qua hé théng prompt theo tang va theo loai, mé hinh LLM khéng chi
sinh mi & ting tAng ma con hiéu mbi quan hé giita cac tang: XPath - Keyword - Test
case, dau ra cta tang trude 1a dau vao cta tang sau, dam bao chudi hanh dong thong
nhat va c6 kha niang thyc thi. M6 hinh LLM sinh ma kiém thtr va cac bién dai dién
cho dir liéu kiém thir, khong thuc hién sinh dir liéu kiém thir hoan chinh. Nguyén
nhan 14 dit liéu kiém tht 6 tinh thay ddi cao, viée gan gia tri cy thé cho cac bién dix

liéu van duoc thuc hién boi kiém thir vién nham bao dam tinh chinh xac va phu hop
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v6i nghiép vu thuc té. Day 1a thanh phan ¢t 15i cta quy trinh, du khong truc tiép giai
quyét van dé ndo trong Chuong 1.3, nhung 14 noi toan bo dit liéu dau vao duoc chuyén
thanh ma kiém thir chirc ning.
3.7. Phan tich, chinh sira mi kiém thir chiec néing tw dong

Mic du mé hinh LLM di c6 kha ning sinh ma kiém thir chirc ning ty dong
thong qua hé thong prompt theo tang va theo loai nhung dé dam bao tinh kha thi khi
trién khai thuc té, toan bd ma sinh ra can duoc phan tich va chinh stra thi cong boi
tester trudc khi dugce dua vao chay chinh thic. Budc nay dong vai tro 1a giai doan
hau xtr 1y trong quy trinh, c6 nhiém vu kiém dinh, diéu chinh va hoan thién két qua
sinh ma, nham bao dam rang ma kiém thir tu dong khong chi diing ct phap ma con
pht hop v6i hanh vi nghiép vu thyc té cia hé thong

Nguoi kiém thtr ra soat lai ma dugc tao tu dong béng cach chay thir test script
dé dam bao su phu hop vai giao dién thyuc té va ludng nghiép vu. Véi file XPath,
tester kiém tra xem cac XPath c6 tro ding phan tir giao dién, ¢ du tinh 6n dinh khi
giao dién thay d6i hay khong. Vi file keyword, tester kiém tra logic thao tac xem da
dung chirc ning mo ta, thir tu hanh dong c6 phan anh dung ludng nghiép vu. Vi test
case, tester kiém tra sy ddy dil ctia cac budc va kha nang thyc thi lién tuc. Trong qua
trinh thuc thi test script néu xudt hién 15i runtime nhu XPath khong tro ding phan tir,
keyword thiéu tham sb, tester s& str dung tryuc tiép giao dién chat ctia GitHub Copilot
dé hudng ddn mo hinh LLM sira sai. Kiém thtr vién cung cap cho md hinh ca dong
16i thuc té, nguyén nhan 13i, va phién ban diing ctia doan ma can thay thé. Nho co ché
nay, mé hinh c6 thé cap nhat phan ma bi sai trong cac tép, dong thoi hoc duoc quy
tac stra 161 dng tir cap dit liéu “16i sai — ma dung”. Didu nay gitip giam thiéu viéc lap
lai 16i & cac 1an sinh ma tiép theo va nang cao dd chinh xac ctia mo hinh trong cting
mot dy 4n kieém thir.

Mic du thanh phan nay khong giai quyét truc tiép mot van dé nao trong
Chuong 1.3, ddy van 1a thanh phin bét budc vi mé hinh LLM c6 thé sinh ra nhing
doan ma chua hoan toan khdp véi giao di¢n hodc nghiép vy, va can sy kiém tra cudi

cung cua con ngudi dé bao dam tinh chinh xac trude khi chuyén sang budce luu triv
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3.8. Luu trir va quan ly ma
Céc ma kiém thir chitc nang do mé hinh LLM sinh ra khong dugc ghi truc tiép
vao dy 4n, ma trude tién duoc lwu dudi dang thay d6i tam thoi (temporary changes).
Kiém thtr vién s& xem lai ndi dung, xac nhan sy chinh xéc cua tung phﬁn roi méi chép
nhan luu vao ding thu muc. Viéc luu trir khong dién ra iy y ma duge mo hinh LLM
sinh ra dya theo cdu tric du an sinh ra trong tang Prompt Project (Repository,
Resource, Testcases) va yéu cau trong tirng prompt theo loai & cac tang tiép theo. Vi
du, thu muc Repository luu trit cac file XPath dugc sinh tir ting XPath, trong d6 mdi
prompt XPath theo loai luon kém theo yéu cau nhu: “Tao mot file
XPATH_<TénFile>.robot tai thwy muc Repository vdi <TénFile> trung tén file
HTML”. Diéu nay giip mo hinh sinh ra tén tép, dinh dang té€p va luu trit tép sinh ra
& dau, tach biét rd rang gilta phan tir giao dién (XPath), hanh dong kiém thu
(keyword) va ludng nghiép vu (test case) nham xtr Iy viéc bao tri va mé rong.
e Repository: chira cac t&p XPath, dugc luu trir theo tirng man hinh
e Resource: chira cac tép keyword dugc luu trir theo tirng tinh nang
e Testcases: chira cac test case, moi test case dai dién cho mot truong hop nghiép
vu can kiém thir
Ngoai trir 3 thu muc Repository, Resource, Testcases con chira cac thu muyc
phuc vu céc chiic nang khac nhu: html dé luu trir dau vao 1a cac tép HTML chira cu
tric giao dién ctia timg man hinh, step_keyword luu trir ddu vao 1a cac keyword ban
chuan cua ting chirc ning, step_testcase luu trir dau vao 14 céc test case, Results chira
két qua thuc thi ctia cac script, run_test.bat 13 tép dung dé chay tat ca céc script trong
thu muc Testcases
Thanh phan nay sé& giai quyét van dé 7 trong Chuong 1.3 vé viéc thiéu co ché
luu trit c6 cu tric. Nhd ciu tric thu muc va viée luu - xac nhan cta kiém thi vién,

ma sinh ra dugc quan 1y mdt cach c6 cau tric, cd kha nang tai st dung cho lan sau.
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3.9. Quy trinh sinh mi kiém thir chirc niing tw dong

Cau truc giao
dién (HTML)

1. Thu thap dau

M ta Keyword vao tir danh
gid thuc
Test case trang
M6 t4 Test case
Xpath tinh
> Xpath
Xpath ddng
Keyword thao tac giao dién i
2. Phan loai dau vo Quy trinh
Keyword sinh ma
Keyword kiém tra giao dién kiem thir

chirc
nang tu

Test case 'l tinh nang déng
>— Test case
Test case nhiéu tinh nang

Prompt Project

Prompt Xpath (Xpath tinh, Xpath déng)

3. Xay dung Prompt
Prompt Keyword (Keyword thao tac
giao dién, Keyword kiém tra giao
dién)

Prompt Test case (Test case 1 tinh
nang, Test case nhiéu tinh nang)

Hinh 3.1. Quy trinh sinh ma kiém thir chirc ning tw dong siv dung LLM (1)

Quy trinh sinh ma kiém thtr chirc nang tu dong sir dung LLM duoc trién khai
theo bay thanh phan lién tiép tir thu thap dau vao, phan loai ddu vao, xay dung prompt,
sinh m4, tién xur 1y va lién két dir liéu hd trg, phéan tich va chinh stra ma dén quén Iy
va luu trir két qua.

Thanh phan dau tién tip trung vao viéc thu thap dau vao cho mé hinh LLM,
bao gém cac tép HTML cua giao dién web va tap test case thi cong. HTML duoc
trich xudt truc tiép tr DOM cua tirng man hinh va luu trir trong mot thu muc, test
case dugc gom nhom thanh hai dang: cac budc keyword lap lai (keyword) va ludng
nghiép vu day du (test case). Viéc thu thip day dua va luu trix tip trung dit liéu dau
vao gitip xay dung mot nén tang dir liéu hoan chinh va nhit quan cho cac budc

tiép theo.
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Tiép theo, toan bo dir li¢u thu thap duogc phan loai thanh cdc nhém dac trung
nham giam muc do phtc tap va tao diéu kién cho mé hinh LLM xir 1y hiéu qua hon.
Trong giai doan nay, XPath dugc phan loai thanh XPath tinh va XPath dong, keyword
dugc chia thanh keyword tuong tac giao dién va keyword kiém tra giao dién, con test
case duoc tach thanh nhom mét tinh ning va nhiéu tinh ning. Viéc phan loai nay gitp
moO hinh nhén dién ding ban chét cta tung loai dir li€u va tao nén tang cho viéc thiét
ké prompt phui hop.

Dua trén két qua phan loai, hé théng prompt miu dugc xay dung theo hai
hudng: prompt theo ting va prompt theo nhoém. Prompt theo tang dinh nghia co ché
sinh ma theo cac 16p Project - XPath - Keyword - Test Case, con prompt theo nhom
mé ta cu thé cach sinh ma cho tung loai dit li¢u nhu XPath tinh, XPath dong, keyword
thao tac, keyword kiém tra, test case mot hodc nhiéu tinh nang. Thanh phan nay dong
vai tro then chot trong viéc huéng dan mé hinh LLM sinh ma theo dung quy tic, dinh

dang va cau truc dy an.
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4. Tien x ly va Mé ta keyword
lien két dir lieu
ho try Md ta test case
Cdu tric du an (Project)

KXpath (Xpath tinh, Xpath dong)
5. Sinh ma kiém

thir chirc nang tu

ci?nyht:%néh déng Keyword (Keyword thao tac
" i giao dién, Keyword kiém tra
kler;.'n'thu‘ giao dién)
chirc
nang tuw
dong Test case (Test case 1 tinh
nang, Test case nhiéu tinh
nang)

6. Phan tich va
chinh sira ma
kiém thir chirc
nang tu dong

7. Luu trir va quan ly ma

Hinh 3.2. Quy trinh sinh ma kiém thir chicc ning tw dong siv dung LLM (2)

Thanh phan tién xtr 1y va lién két dit liéu hd tro xir Iy md ta test case va
keyword, tach ro rang hanh dong, dit li¢u va phén tor giao dién, d@)ng thoi danh dau
chung bang cac ky hiéu chuan nham giap moé hinh LLM hiéu chinh x4c ting thanh
phan, 4nh xa gitra cac budc kiém thir voi XPath, keyword va HTML tuong (mg. Hoat
dong tién xir Iy giup chuyén do6i mo ta ngdn ngit tw nhién thanh dit lidu c6 cau tric,
giam mo ho va ting d chinh x4c trong qua trinh sinh ma

Duya trén HTML, test case, keyword da xu 1y va bo prompt mau, mo6 hinh LLM
thuc hién sinh ma kiém thir theo tirng ting, bao gém sinh ciu triic du 4n, sinh XPath
tinh, Xpath dong, sinh keyword thao tac giao dién, keyword kiém tra giao di¢n, test
case 1 tinh ndng va test case nhiéu tinh nang. Ma dugc sinh theo cAu trac cua du an

Robot Framework, dam bao tinh tach biét giita ma giao dién, ma thao tic va ma ludng
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nghiép vu.

Sau khi mé hinh sinh ma kiém thir chirc nang, kiém thtr vién s& kiém tra va so
sanh ma véi nghiép vu thuc té nham phat hién cac 16i vi du nhu sai tham $0, keyword
khong phu hop, thiéu budc hodc thira bude. Cac 16i nay duoc cung cap nguoc lai cho
mo hinh dudi dang vi du dung - sai dé mé hinh chinh stra lai theo co ché few-shot.
Nho d6, ma kiém thir chire nang dugc hoan thién dan va dat do chinh x4c can thiét dé
thuc thi

Thanh phan cudi cing dam bao ma sinh ra dugc luu trir ding chuin cdu trac
du an, voi1 XPath dugce luu trong thu muc Repository, keyword trong Resource va test
script trong TestCases. Ma dugc sinh dudi dang xem trude (preview) dé kiém thir
vién xac nhan trudc khi lvu nham tranh ghi dé ngoai ¥ mudn. Viéc t6 chirc ma theo
cau triuc théng nhat gitip dé dang truy xuét, bao tri va tai sir dung trong céc lan sinh

ma tiép theo, hoan thién toan bg quy trinh sinh ma kiém thu tu dong

KET LUAN CHUONG
Chuong III hoc vién di trinh bay quy trinh sinh ma kiém thtr chirc ning tu
dong st dung LLM, bét dau tr thu thap va phan loai dau vao, xay dung prompt, tién
xtr 1y va lién két dir liéu hd trg, sit dung md hinh LLM dé sinh ma kiém thir chire

nang, phan tich chinh stra ma, va cudi cung la luu trit, quan Iy ma sinh ra
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CHUONG IV: THUC NGHIEM VA PANH GIA TREN HE

THONG VNEDU

Chuong IV trinh bay thuc nghiém va danh gia quy trinh sinh ma kiém thtr chtrc
ning ty déng sir dung moé hinh LLM trén hé théng VNEDU sau mot thoi gian trién
khai.

4.1. Thuc nghiém quy trinh trén h¢ thong VNEDU:
4.1.1. Thu thip dau vao:

Gom 2 loai dau vao la cac budc kiém thir thu cong va céac file HTML chira cau
traic DOM giao dién cua hé théng VNEDU

Dit liéu cac buéde kiém thtr thu cong duogc trich xuat tir bo test case dang su
dung tai Trung tAm giai phap Gido duc s6 — VNPT IT. Dua trén cac nhém chirc ning
phan tich & chuong 1.3 bg test case dugc chia thanh cidc nhom test case c6 dac trung
riéng

e Nhom test case CRUD: Pay 1a nhom chiém ty 1& 16n nhét dic trung cta
nhém test case nay la co nhiéu budc nhap liéu, chon gia tri tr danh sach, nhén nat
x4c nhan va kiém tra phan hdi cua hé théng sau mdi thao tac, 1a co s dé xay dung bd
tor khoa thao tac giao dién phong phu (nhap, chon, click, luu, hiy bd) va tap hop
XPath da dang tir cac truong dir liéu dén cac nit chirc ning.

e Nhom test case tra ciru: Dic trung cua test case tra ctru 1a thao tac cha yéu
trén bang dir liéu khong ¢ dinh, bao gém nhap diéu kién loc, chon diéu kién tim
kiém, chon dong, xem chi tiét. Trong goc do sinh ma kiém thtr chic ning tu dong,
nhém ndy chira nhiéu XPath dong, dic biét 1 phan tir trong bang c6 chtra cac hang
khong ¢b dinh, phan tir xuat hién sau thao tac loc.

e Nhom test case théng ké bao cao: Pic trung cua nhom nay 1a giao dién
thuong cé cAu trac bang ¢ dinh, véi cac cot va hang duogc dinh nghia san theo tung
loai bo cdo. Vi cu trac cot va hang la ¢ dinh, test case thudc nhém nay uu tién cac
thao tac kiém tra nhu kiém tra ding tiéu dé cot, dung sé dong dit liéu, dung gia tri
trong tung 0.

e Nhom test case cdu hinh hé théng: Pic trung 1a sd budc thao tic ngan, it
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phtec tap, nhung yéu cau tinh chinh xac cao vi sai cau hinh c6 thé gay 16i day chuyén.
Trong kiém thir tr dong, nhom nay mang lai bo dit liéu 6n dinh dé kiém tra kha ning
sinh mé véi cac phan tir giao dién tinh, cac dropdown cb dinh, va cac thao tac xac
nhan thay d6i.

e Nhém test case phan quyén va quan 1y tai khoan: Pic trung can kiém tra
chinh x4c hanh vi dugc phép/khong duge phép, hién thi hay khong hién thi cac nut,
menu va chirc nang doi héi mo hinh phai sinh dugc XPath chinh xac tai cac vi tri ¢
diéu kién hién thi khac nhau va sinh duogc cac budce kiém tra phu hop voi trang thai
giao dién.

e Nhom test case nhap va xuat dir liéu: Pic trung ciia nhom nay 14 thao tac
gin lién véi xir Iy tép, nguoi ding can chon tép du vao, kiém tra dinh dang, xac nhin
n6i dung tép xuat ra khép véi dir lidu hién thi trén hé thong doi hoi xir 1y tép & mirc
hé théng (duong dan tuyét ddi cua tép dau vao, kiém tra ndi dung file Excel hoac PDF
cua tép XUt ra,.. ).

Viéc lua chon test case chirc nang cho thuc nghiém la budc quan trong nham
dam bao mo6 hinh LLM dugc danh gia trén mot tap dir li¢u dai dién déy dua cho dac
trung nghiép vu ciia hé théng VNEDU. Vi vdy, bo test case can phan anh day du dic
trung vé nghiép vy, phﬁn tor giao dién (duogc thé hién qua XPath), thao tac (duoc thé
hién qua keyword) dé dam bao moé hinh LLM dugc danh gia toan dién dya trén mot
s6 nguyén tic nhu sau:

e Nguyén tic 1: Bao phu cic nhom tinh ning cta hé théng: bao phi nhom
chtic ning c6 tan sut str dung cao, anh hudng truc tiép dén hoat dong nghiép vu hiang
ngay nhu CRUD

e Nguyén tic 2: Bao phu cdc nhém keyword: Test case duoc chon phai thé
hién déy du céac dang thao tac giao dién phé bién nhu nhap li¢u, chon gia tri trong
dropdown, click nat chirc ning,... Cac budc kiém tra phai bao gom cé kiém tra hién
thi, kiém tra thong béo, kiém tra quyén truy cép theo vai tro. DPiéu nay dam bao mo
hinh LLM duogc danh gia trén ca hai nhém keyword quan trong: keyword thao tac va

keyword kiém tra.
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e Nguyén tic 3: Bao phu cac nhom xpath: Bao phu cac dang phan tir nhu
truong nhap liéu, combobox, nut chirc nang, bang dit li¢u ¢ dinh,... @ mé hinh LLM
c6 thé duoc danh gia kha ning sinh ca XPath tinh va XPath dong.

e Nguyén tic 4: Bao phu ca test case mot tinh ning va test case nhiéu tinh
ning nham danh gia kha ning mé hinh LLM sinh ma kiém thtr chtrc ning tir nhiing
thao tc don gian trong pham vi mét tinh ning dén nhitng ludng nghiép vu lién théng
va phtrc tap trong thyc té van hanh ctia hé théng VNEDU

e Nguyén tic 5: Lua chon test case can wu tién nhirg phan hé chirc ning c6
tan sudt sir dung cao, anh hudng 16n dén qué trinh hoc tip, quan 1y cta nha trudng
hoac cé do nhay cao véi dir li€u (hoc sinh, nhan su, diém sé,...).

Tu phan loai va nguyén tac lya chon test case trén, hoc vién ap dung quy trinh
sinh ma kiém thir chuc nang tu dong cho toan bd 150 test case trong do lwa chon 75
test case dai dién tir nim nhom (CRUD, tra ctru, thong ké béo cdo, cau hinh hé thong
va phan quyén nguoi dung) dé mo ta, phan tich va danh gia chi tiét trong dé an. 75
test case dai dién chia ra lam 2 nhom test case 36 test case mot tinh nang va 39 test
case nhiéu tinh ning, trong d6 mdi test case chira tir 5 - 50 Xpath bao gdm ca Xpath
tinh va Xpath dong, 4 -35 keyword bao gdom ca keyword thao tac giao dién va
keyword kiém tra giao dién. Riéng nhom nhap/xuit dit liéu khong duoc dua vao pham
vi thuc nghiém vi phan 16n thao tac cia nhém nay phu thudc vao xir 1y tép & cap hé
diéu hanh, khong phai dang test case dién hinh ma mo hinh LLM can sinh m4 dya

trén giao dién va mo ta cac budce ki€ém thir.
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Bing 4.1. Sé lwong test case thir nghiém

Nhom chire nang S6 lwong test case Ty 1€

CRUD 15 20%

Tra ciru 15 20%

Théng ké Bao cdo 15 20%

Céu hinh hé théng 15 20%

Phan quyén va quan ly 15 20%
nguoi dung

Ngoai dit liéu cac budc kiém thir thu cong duogc trich xudt tir test case, dé an
con sir dung thém tap dir liéu HTML chira giao dién cua tirg man hinh trong hé théng
duogc thé hién dudi dang cay DOM. Cac tép HTML nay duogc kiém thir vién thu thap
tryc tiép tir giao dién hé thong VNEDU bang cach truy cép vio timg man hinh va st

dung cong cu Kiém tra (F12) cua trinh duyét dé l1ay dit liéu cta toan bd cdy DOM.

EXPLORER

v GENERATIVE Al VER3

* GENNERATION. FUNCTION -TESTCASE
~'HTS

CHUYEN_LOP_HOChtml
HUY_CHUYEN_LOP_HO
N_LOP.html

Hinh 4.1. Vi du t¢p HTML déau vao
4.1.2. Phan loai diu vao:
Tu téng s6 75 test case dai dién d3 duoc lya chon theo céc nguyén tac, dé an
tiép tuc chon ra 5 test case. Nam test case nay dugc lya chon nguyén tac duoc phan

tich trong chuong 4.1.1.
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Bing 4.2. Testcase dai dién theo nhém chirc nang hé théng VNEDU

Ma Tén test case Loai test case

01 Thém nhan su thanh cong Test case mdt tinh nang

02 Tra ctru hd so hoc sinh Test case nhiéu tinh ning

03 Théng ké ty 18 hoc sinh nam, nit Test case mdt tinh nang

04 Céu hinh s6 diém Test case nhiéu tinh ning

05 Phén cong giang day cdp THCS (Trung hoc | Test case nhiéu tinh ning
CO s0)

T bo 5 test case dai dién d3 duge lua chon, kiém thir vién tién hanh phan tich
chi tiét théng tin dau vao bang cach phan loai dit liéu cua timg bude kiém thir theo
thong tin vé XPath (bao gom XPath tinh, XPath dong), thong tin Keyword (bao gom
keyword thao tac giao dién va keyword kiém tra giao dién), ngoai ra cac thao tac lap
lai & cac test case cung dugc phan tich thanh cac keyword dung chung.

Bang 4.3. Vi du phdn logi Xpath va Keyword test case Thém nhdan sw thanh cong

+ button Luu
+ button
+ button OK
+ 6 chira placeholder
Tim kiém theo tén,
tai khoan cua nhan
Su...

- Xpath dong

+ 6 Ot thur 2 chira gia
tri Ho va tén

Yes

Ma | Tén test | Thong tin Xpath Thong tin Keyword
case
01 Thém - Xpath tinh - Keyword dung chung:
nhan su |+ button Thém mé1 | 1: Dang nhap thanh cong
thanh + textbox Ho va tén: |2: Vao chuc ndng Quan ly nhan sy
cong + textbox Ngay sinh: | - Keyword thao tac giao dién

3. Click button Thém moi

4. Nhap gia tri Ho va tén vao 6 Ho va
tén:

5. Nhap gia tri Ngay sinh vao 6 Ngay
sinh:

6. Click button Luu
7. Click

8. Click OK

- Keyword kiém tra giao dién

9. Kiém tra 6 cot thir 2 chira gia tri Ho va
tén

button Yes

4.1.3. Xay dwng prompt miu:

Duya trén co ché prompt theo tang va theo loai, dé 4n da tién hanh xay dung bo
prompt mau gém 7 mau nham hd trg mé hinh LLM xr Iy tuan ty cac loai dit liéu dau

vao va sinh ra ma kiém thir chirc nang theo ting loai dit ligu.
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Bing 4.4. Prompt miu

Loai Noi dung Prompt
Prompt
Prompt Tao mot project véi tén 1a <TEN Project> str dung RobotFramework
Project Quy tic chung : Cc file trong project déu duoc tao v6i dudi .robot va

duoc encode UTF8
Céc thur vién can import trong cic file robot:

Library SeleniumLibrary

Library ExcelLibrary
Library String
Library DateTime
Library Process

Céc thanh phan cua project:

1. 1 file bat dwoc viét dé chay hét cac testcase trong folder Testcase
va ghi két qua chay vao 1 file

2. 1 Folder Testcases dé luu cac testcase. VD: Testcases_01.robot c6
3 phan: Phan 1 13 phan Settings chira cac thu vién va resource, Phan 2
Variable khai b4o cac bién, Phan 3 Testcase chira cac testcase luu
dudi dang keyword vi du testcase Testcases 01. Cac phan ngin cach
nhau bai ciu tric chuan ciia RobotFramework vé khai bao thu vién
Settings, khai bao bién Variable

3. 1 Folder Resource dé luu cac ham, thu vién duoc tu viét cho cac
chtrc nang. VD: Resource.robot c6 3 phan: Phan 1 1 phan Settings
chira cac thu vién va resource, Phan 2 Variable khai bao céac bién,
Phéan 3 Keywords chira cac Keyword luu duéi dang keyword vi du
keyword Keyword 01.robot. Cac phan ngin cach nhau bai cau tric
chuin ctiia RobotFramework vé khai bao thu vién Settings, khai bao

bién Variable, va khai bao keyword dué6i dang Keywords
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4. 1 Folder Repository dé luu cac Variable Xpath Locator VD:
XPATH_SAMPLE.robot ¢6 2 phan: Phan 1 1a phan Settings chira cac
thu vién va resource, Phan 2 Variable khai bao cac bién. Cac phan
ngin cach nhau boi cau trac chuan ctia RobotFramework vé khai bao
thu vién Settings, khai béo bién Variable

5. 1 thu myc HTML dugc luu trit html cta trang web. VD
HTML_template.html

6. 1 thu muc STEP TESTCASE dé luu trit cac budc cua testcase
manual. VD Testcase_manual.txt

7. 1 thu myc STEP. KEYWORD d¢é luu trit cac budc ciia Keyword.
VD Keyword_sample.txt

8. 1 thu muc results dé luu trit két qua chay cac testcases

Prompt Doc file .html thu muc HTML va file .txt thu muc

Xpath STEP_KEYWORD.

tinh Tao mot file XPATH <Tén File>.robot mdi tai thu muc Repository
c¢6 <Tén File> gidng véi tén file .html

Vé6i mdi phan tir trong [] trong file .txt, xac dinh dang element trong
HTML va sinh mot XPath theo quy téc:

- Sinh Xpath cho cac phan tir thudc cac dong khong chira ()

- Dua vao thé label, button, a, span, div thé hién cac element dang
label hodc text, input, textarea thé hién cho cac element dang nhap;
select thé hién cho cac element dang dropdown, ul li thé hién cho
element dang list, tr thé hién cho cac element dang hang, th thé hién
cho céac element dang cot.

- Dya vao anchor 6n dinh nhu text, label hodc dung /.. dé di 1én cha
gan nhit.

- Khong dugc ding XPath tuyét d6i (/html/bodys...).

- XPath tinh khong duoc chtra tham sb dang ${}
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Vi mdi Xpath tao bién v&i dinh dang
${[ten_the_html]_[noi_dung_text khong_dau_cach_bang_gach_duoi
}2

Ghi toan bo cac bién XPath vira tao vao file

XPATH_<TEN_FILE>.robot.

Prompt Doc file .html thuy myc HTML va file .txt thu muc

Xpath STEP_KEYWORD.

dong Tao mot file XPATH <Tén File>.robot mdi tai thu muc Repository
c¢6 <Tén File> gidng véi tén file .html

V6i mdi phan tir trong [] trong file .txt, xac dinh dang element trong
HTML va sinh mot XPath theo quy tac:

- Sinh Xpath cho cac phan tir thudc cac dong chira ()

- Dua vao thé label, button, a, span, div thé hién cac element dang
label hodc text, input, textarea thé hién cho cac element dang nhap;
select thé hién cho cac element dang dropdown, ul li thé hién cho
element dang list, tr thé hién cho cac element dang hang, th thé hién
cho céc element dang cot.

- Dua vao anchor 6n dinh nhu text, label hodc dung /.. dé di 1én cha
gan nhit.

- Khong duogc dung XPath tuyét d6i /html/bodys ...

- D4u () x4c dinh tham s6 ctia phan tir [] vi du [cot chira gia tri (a)]
duogc thé hién dudi dang //th[contains(normalize-space(.),' ${a}")]
V&i mdi Xpath tao bién voi dinh dang
${[ten_the_html]_[noi_dung_text_khong_dau_cach_bang_gach_duoi
13

Ghi toan bo cac bién XPath vira tao vao file

XPATH_<TEN_FILE>.robot.
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Prompt
Keyword
thao tac
Vo1 giao

dién

Doc file .txt trong folder STEP. KEYWORD

Doc céc file XPATH <TEN_ FILE>.robot trong folder Repository
Tao file <TEN FILE Keyword>.robot folder Resource. Khai bao
Resource dé str dung cac bién va ham trong cac file Repository vi du
Resource XPATH_<TEN_FILE>.robot.

Trong file <TEN FILE Keyword>.robot folder Resource sinh
keyword tir keyword ban chuan duoc ghi trong file <TEN FILE
Keyword>.txt trong d6 goi dén cac file <TEN REPOSITORY> dé ldy
cac xpath 13 gia tri cta bién phu hop nhit véi cac ndi dung trong []
clia timg budc theo quy tic:

- Chi sinh keyword cho cac buéc KHONG chua tir khoa kiém tra nhur
“kiém tra”, “verify”, “so sanh”, “assert”, “hién thi” hodc cac dang mo
ta két qua mong doi.

- Néu phan tir [] ¢6 chira tham s6 trong dau (), tham sé nay 1a gia tri
dong cua chinh phan tir dugc mo ta trong [] va phai duoc dua vao cau
1énh Robot Framework dudi dang argument.

- Str dung cac keyword c6 san nhu Click Element, Input Text, Select
From List, Press Keys... tuong ing véi loai thao tac cua tirng budce

- Mbi keyword ban chuan két thiic boi dau.

Prompt
Keyword
kiém tra

giao dién

Doc file .txt trong folder STEP_ KEYWORD

Doc céc file XPATH _<TEN_FILE>.robot trong folder Repository
Tao file <TEN FILE Keyword>.robot folder Resource. Khai bao
Resource dé sir dung cac bién va ham trong céc file Repository vi du
Resource XPATH_<TEN_FILE>.robot.

Trong file <TEN FILE Keyword>.robot folder Resource sinh
keyword tir keyword ban chudn duoc ghi trong file <TEN FILE
Keyword>.txt trong d6 goi dén cac file <TEN REPOSITORY> d¢ lay

cac xpath 13 gia tri cta bién phu hop nhit vé6i cac ndi dung trong []
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ctia tirng budc theo quy tic:
- Chi sinh keyword cho cic buéc CHUA tir khoa kiém tra nhu “kiém

99 ¢

tra”,

99 ¢

verify”, “so sanh”, “assert”, “hién thi” hodc céc dang mo ta két
qua mong doi.

- Néu budc 6 chira tham s trong dau (), tham sb nay 1a gi tri dong
ctia chinh phan tir dwoc mo ta trong [] va phai duoc dua vao ciu 1énh
Robot Framework dué1 dang argument.

- Str dung cac keyword c6 san nhu Click Element, Input Text, Select
From List, Press Keys... tuong tng véi loai thao tac cua tirng budce

- Mbi keyword ban chuan két thiic boi dau.

Prompt
test case
mot tinh

nang

Doc file .txt trong folder STEP. MANUAL

Doc cac keyword trong file .robot folder Resource

Khai bao Resource dé sir dung cac bién va ham trong file .robot
folder Resource. Néu da khai bao rdi thi khong can khai béo lai

Khai bao day du cac bién dé sir dung cac bién va ham trong file
Resource.robot.

Tao file robot <TEN FILE TESTCASE>.robot dé thuc hién céc buéc
duogc ghi trong file <TEN FILE TESTCASE>.txt trong d6 goi dén
file .robot folder Resource dé 1y cac keyword pht hop nhat véi cac
nodi dung trong " theo quy tac:

- Chi dung cac 1énh/budc c6 trong file testcase. Khong sinh bién tam,

keyword mai

Prompt
test case
nhiéu tinh

nang

Doc file .txt trong folder STEP. MANUAL

Poc cac keyword trong file .robot folder Resource

Khai bao Resource dé str dung cac bién va ham trong file .robot
folder Resource. Néu di khai bao roi thi khong can khai bao lai

Tao file robot <TEN FILE TESTCASE>.robot dé thuc hién cac bude
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duoc ghi trong file <TEN FILE TESTCASE>.txt trong d6 goi dén
file .robot folder Resource dé 1y cac keyword pht hop nhat véi cac
ndi dung trong " theo quy téc:

- Chi dung cac 1énh/budc c6 trong file testcase. Khong sinh bién tam,
keyword mai

- Khi dang goi keyword thudc file .robot A va chuyén sang goi
keyword thugc file .robot B tu dong chen thém mot bude cho 3 giay
trude khi goi keyword tiép theo

4.1.4. Tién xir Iy va lién két dir ligu hé tro:

Sau khi tién xir Iy test case dya trén cac quy tic dd phan tich trong chuong 3.4,
dau vao cho mé hinh LLM sinh ma kiém thir chirc ning 13 test case duoc chia nho
thanh hai phan, phan mot cac cac keyword dung chung dugc sap xép theo th tu ludng
nghiép vu va duoc luu trong thu myc STEP. TESTCASE, thanh phan hai chta cac
keyword dudi dang ban chuan 13 cac budc kiém thir dugc gom nhém lai dé dung
trong nhiéu test case va duoc luu trong thu muc STEP. KEY WORD

EXPLORER DANH_SAC txt = TC10_THEM_NHAN_SU_THANH_CONG.txt @

' GENERATION Al VER10 NERATION_FUNCTION_TESTCASE > STEP_MANUAL > QUAN_LY_NHAN_SU > = TC10_THEM_I
~ GENNERATION_FUNCTION_TESTCASE 1 1. Dang nhdp thanh cdng’
v STEP_MANUAL ‘Vao chirc nang’

2
7 QUAIN_LT_RAIUA 3. ‘Thém nhan sy’
> QUAN_LY_LOP_HOC 4.
v QUAN_LY_NHAN_SU
TC10_THEM_NHAN_SU_THANH_CONG txt
TC11_SUA_NHAN_SU_THANH_CONG.txt

'Kiém tra thém nhan su thanh céng’

Hinh 4.2. Test case Thém nhdn sy thanh cong sau xw ly
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EXPLORER = DANH_SACH_NHAN_SU.txt ®

 GENERATION Al VER10 GENNERATION_FUNCTION_TESTCASE > STEP_KEYWORD > QUAN_LY_NHAN_SU > Z

v GENNERATION_FUNCTION_TESTCASE Them_nhan_su (Ho va tén) (ngay sinh)
v STEP_KEYWORD click [butten Thém méi]

nhap gia tri (Ho va tén) vao [textbox Ho va tén:]

~ QUAN_LY NHAN_SU
E == = nhap gia tri (Ho va tén) vac [textbox Ngay sinh:]
= DANH_SACH_NHAN_SU.txt click [button Luu]

> SO _DIEM_TONG_HOP click [button Yes]
> SO_HOC BA click [button OK]

> SPOTLIGHT _SEARCH
> THAY_DOI_MAT KHAU Kiem_tra_them_nhan_su_thanh_cong (Ho va tén)

kiém tra 6 [cot thi 2 cé chifa gid tri (Ho va tén)].

> THONG_TIN_TRUONG
Hinh 4.3. Keyword cua test case Thém nhdn sw thanh cong sau xu ly
4.1.5. Sinh ma kiém thir chirc ning tw dpng:

Trong thuc nghiém, quy trinh sinh ma kiém thir chirc ning tw dong duoc trién
khai bang mé hinh LLM GPT-40, mé hinh duoc tich hop trong cong cu GitHub
Copilot Chat. GitHub Copilot Chat dugc st dung truc tiép trong moi trudng phat trién
Visual Studio Code cua dy an Robot Framework, cho phép mé hinh LLM truy cap
cac tép ngit canh (context files) va cac prompt va thuc hién sinh ma dya trén cau tric
thuc té cua dy an. Thuc nghi¢m trién khai sinh ciu trac du an va 6 loai dix liéu, sir
dung cac prompt va cac tép ngit canh 1am dau vao cho mé hinh LLM sinh ma kiém
thir chirc ning tw dong cho két qua twrong tng véi 6 loai dit liéu dugc trinh bay trong
bang sau:

Bdng 4.5. Sinh ma cho cdc loai dir liéu

Loai dir liéu| Prompt .
. Tép ngir canh di kém Keét qua sinh ma
can sinh ma | sir dung

Project Prompt Céu trac dy an gom:

Project - Thu myuc STEP_TESTCASE
- Thu muc STEP. KEYWORD
- Thu muc HTML

- Thu muc Repository

- Thu muc Resource

- Thu muc Testcases

- File run_test.bat




47

- Thu muc results

XPath tinh  |[Prompt |- Céc file .html thy muc |Xpath tinh ty dong sinh ra va
Xpath HTML luu vao tép .robot thu muc
tinh - Céc file .txt thu muc Repository dudi dang cho xac
STEP_KEYWORD nhan
Xpath dong |Prompt |- Cac file .html thu muc |Xpath dong tu dong sinh ra va
Xpath HTML luu vao tép .robot thu muc
dong - C4c file .txt thu muc Repository dudi dang chod xac
STEP_KEYWORD nhén
Keyword Prompt |- Céc t¢p .robot thu muc |Keyword thao tac giao dién tu
thao tac giao |Keyword |Repository dong sinh ra va luu vao tép.
dién thao tac |- Cac file .txt thu muc robot thu muc Resource dudi
giao dién [STEP_KEYWORD dang cho xéc nhan
Keyword Prompt |- Céc tép .robot thuy muc |Keyword thao tac giao dién tu
kiém tra Keyword |Repository dong sinh ra va Iuu vao tép.
giao dién kiém tra |- Céc file .txt thu muc robot thu muc Resource dudi
giao dién |STEP_KEYWORD dang cho xac nhan
Test case Prompt |- Céc t¢p .robot thu muc |Test script twong ing voi test
mot tinh Test case |Repository case mdt tinh nang tu dong sinh
nang mot tinh |- Cac t€p .robot thu muc |ra va luu vao té€p .robot thu muc
nang Resource Testcases dudi dang cho xac
nhan
Test case Prompt |- Céc t¢p .robot thu muc |Test script twong g voi test
nhiéu tinh  |Test case |Repository case nhiéu tinh nang ty dong
nang nhiéu - Céac t&p .robot thu myc |[sinh ra va luu vao tép .robot thu
tinh nang |Resource muc Testcases dudi dang cho

xac nhan
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Vi duy st dung m6 hinh LLM cua Github Copilot Chat trong Visual Studio dé
sinh ma cho loai dir liéu XPath tinh. Ngit canh dau vao cua mé hinh LLM sé& dugc
truyén vao thong qua giao dién chat bao gdm céac tép .html chira cAu tric giao dién,
cac tép .txt chtra cac keyword ban chuan, sau d6 mo hinh LLM thyc hién cac yéu cau
va quy tic trong Prompt Xpath tinh dé tao d4u ra 1a tdp bién XPath tinh luu trong céc
tép .robot thu muc Repository

? DANH_SACH_NHAN_SU.bt X

DANH_SACH_NHAN_SU.html

Promp Xpath_tinh +

Poc cac file .html, doc cac file.txt thu'c
hién cac yéu cau trong
Prompt_Xpath_tinh tao ra file
DANH_SACH _NHAN _SU.robot folder
Repository

Agent~ GPT4ov ¢

${HO_VA_TEN}

${button_nhan_su_shortcut} xpath=/

${input_tim_kiem_nhan_su}

${button_them_moi}
${input_ho_va_ten}
${input_ngay_sinh}
${button_luu}
${button_yes}

\

HO_VA_TEN}']]
HO_VA_TEN} " 1]1/td[2]

Hinh 4.5. Vi du sinh Xpath cho test case Thém nhdn sw thanh cong
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] ${ten_nhan_su} ${ngay sinh}
Element ${button them moi}
Text {input ho va ten} ${ten_nhan_su}

Text {input_ngay sinh} ${ngay sinh}
¢ Element ${button_luu}
. Element ${button_yes}
ck Element ${button_ok}

Kiem tra them nhan su thanh cong
[ ] ${ten_nhan_su}

® wait Until Element Is Visible ${cell col2 by staff} 18s

Hinh 4.6. Vi du sinh Keyword cho test case Thém nhan sw thanh cong

ar
${SITE}
${BROWSER}
${TEN_NHAN_SU}
${NGAY_STINH}
${USERNAME}
${PASSWORD}

TC_Them _Nhan_Su_Thanh_Cong

[ ]
Dang_nhap_thanh_cong ${SITE} ${BROWSER} ${USERNAME } ${PASSWORD}

Vao_chuc_nang_quan_ly nhan_su

Them_nhan_su ${TEN_NHAN_SU} ${NGAY SINH}

® kiem tra them nhan su thanh cong ${TEN_NHAN_SU}

Hinh 4.7. Vi du sinh test case Thém nhan sw thanh cong
Dbi v6i dir lidu kiém thir, hé thong khong tu dong sinh dit liéu cu thé ma chi
sinh cac bién khai bdo, bdi vi gia tri dit liéu phu thudc vao timg bdi canh nghiép vu,
ting méi truong trién khai va timg 1an kiém thir. Viéc dé kiém thtr vién ty nhap di
liéu gitp dam bao dit liéu phu hop thuc té, tranh rui ro sai léch nghiép vy, dong thoi

tang kha ning tai sir dung cua test case cho nhiéu phién ban khac nhau.
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4.1.6. Phédn tich va chinh siwra ma:

Nguoi kiém thir ra soat lai mé duoc tao tu dong béng cach chay thtr test script
dé dam bao su phu hop véi giao dién thuc té va ludng nghiép vu. Véi file XPath,
tester kiém tra xem cac XPath c6 tro ding phén tr giao dién, c6 du tinh 6n dinh khi
giao dién thay dbi hay khong. Véi file keyword, tester kiém tra logic thao tac xem da
dung chirc ning mo ta, thir tu hanh dong c6 phan anh dung ludng nghiép vu. Vi test
case, tester kiém tra sy ddy du cua cac budc va kha niang thyc thi lién tuc. Trong qué
trinh thuc thi test script néu xut hién 151 runtime nhu XPath khong tro ding phan tir,
keyword thiéu tham sd, tester sé& st dung truc tiép giao dién chat ciia GitHub Copilot
dé hudng dan mo hinh LLM stra sai. Kiém thir vién cung cip cho md hinh ca dong
16i thuc té, nguyén nhén 131, va phién ban dung cua doan ma can thay thé. Nho co ché
nay, mé hinh c6 thé cap nhat phan ma bi sai trong cac tép, dong thdi hoc duge quy
tac stra 161 dng tir cap dit liéu “16i sai — ma dung”. Didu nay gitip giam thiéu viéc lap
lai 16i & cac 1an sinh ma tiép theo va nang cao dd chinh xac cia mo hinh trong cing
mot du 4n kiém tht.

2
@& TC1_DANG_NHAP_THANH_CONG.robot:24

Poc file
TC1_DANG_NHAP THANH_CONG.robot
sifa ham Dang_nhap_thanh_cong|

Ham Dang_nhap_thanh_cong

${SITE} ${USERNAME} ${PASSWORD}
sinh thiéu tham s6 ${BROWSER}

Ham ding phai la
Dang_nhap_thanh_cong ${SITE}
${BROWSER} ${USERNAME}
${PASSWORD}

Agent~ GPT-4ov {8

Hinh 4.8. Vi du phan tich va chinh sira ma
4.1.7. Luwu trit va quan ly ma:
Sau md hinh LLM sinh m3 kiém tht chic nang, cac doan ma khong luu truc
tiép vao cac tép ma luu dudi dang cho xac nhan, kiém thir vién s& vao phan tich va

chinh stra ma sau d6 méi luu lai cac ma.



o1

& XPATH_SO_DIEM_TONG_HOP.robot [#] X @&
{} Variables

${input_khoi hoc} xpath=
${input_lop hoc} xpath=
${input_hoc_ky} xpath=

${button_cong cu} xpath=
${button_ket chuyen_sang_ho_so} xpath=
${button_ ket chuyen} xpath=

${button ok} xpath=//button[.

${cell folder tpl} xpath=

& XPATH SO _DIEM TONG HOP.robot
& KET_CHUYEN_SO_DIEM_TONG_HOP_THCS.robot

B Bx

Hinh 4.10. Xdc nhdn tép truwdc khi luu
Toan bo dau vao va dau ra cia mé hinh LLM dugc luu trit va quan 1y c¢6 hé
théng nham dam bao kha ning truy xuét, bao tri, tai str dung va danh gia két qua thuc
nghi¢m dua trén cAu trac thu muc d3 duge mo hinh LLM sinh ra & téng project

~ GENERATIVE_AI_VER3
~ GENNERATION_FUNCTIOMN_TESTC...

esults
? STEP_KEYWORD
7 STEP_MAMUAL
» Tes
README.md
requirements.xt
run_tests.bat
& Testsuite.robot
» PROMPT

interac console_output.xml
log.html
output.xml

report.html
Hinh 4.11. Cau truc lwu trie va qudn ly dau vao va dau ra ciia mé hinh LLM
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4.2. Phan tich két qua thue nghiém:

Thuc nghiém duoc trién khai trong khoang thoi gian tir thang 09/2025 dén
thang 11/2025 trén méi trudng that cia hé thong VNEDU, st dung Visual Studio
Code tich hop GitHub Copilot Chat stt dung m6 hinh LLM (Chat GPT 40) va Robot
Framework dé sinh m3 kiém thtr chtrc ning ty dong cho 150 test case ciia hé thong
VNEDU trong d6 1y dai dién 75 test case tir nam nhoém tinh ning chinh (CRUD, tra
ctru, thdng ké béo cdo, ciu hinh hé thdng va phan quyén ngudi dung) phén tich va
danh gia thuc nghiém.

Két qua cta quy trinh sinh ma kiém thir chirc ning ty dong sir dung LLM la
ma kiém tht duoc st dung truc tiép vao hoat dong kiém thtr chirc nang tu dong. Do
d6 dé dam bao quy trinh dé xuat mang lai hiéu qua thyc tién, ma kiém thtr can dap
g mot sd yéu cau sau:

e Yéu cau vé do chinh x4c (Accuracy): Ma kiém thtr sinh ra can thuc hién
dung hanh dong dugc mo ta trong testcase, twong tac ding phan tir giao dién twong
ng trong HTML, thtr ty cac budc kiém thir dung voi ludng nghiép vu

e Yéu ciu vé do bao phu (Test Coverage): ma kiém thir chtra day du cac ddi
tuong giao dién, khong bo sét cac bude nghié¢p vu

e Yéu ciu vé thoi gian sinh mé (Generation Time): M3 kiém thir sinh ra can
dugc tao ra trong khoang thoi gian phu hop dé c6 thé ap dung trong mé hinh phat
trién phﬁn mém nhanh nhu Agile/Scrum, dac bi¢t khi can tao mo1 hodc cdp nhat nhanh
b kiém thtr chirc ning ty dong hdi quy sau mdi thay doi.

e Yéu cau vé kha niang thuc thi (Execution Time): M4 kiém thir sinh ra can
c¢6 kha nang thyc thi ma khong phat sinh 16i ¢t phap khién kich ban khong thé chay

e Yéu cau vé thoi gian thuc thi (Pass Rate): M3 kiém thtr sinh ra can c6 thoi
gian chay hop 1y, tranh du thira thao tac 1ap lai, han ché chd khong can thiét

Trong d6, Accuracy va Test Coverage dugc kiém thir vién tryc tiép dbi chiéu
giira bude kiém thir thi cong, giao dién thuc té va ma kiém thir chte ning do mé hinh
sinh ra, sau do6 tu danh gia va ghi nhan vao file Excel. Hai chi ) phu thudc vao muc

d6 hiéu ding nghiép vu va kha ning chuyén héa budc kiém thir thii cong thanh ma ty
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dong, vi vay phuong phap danh gia thu cong hién van 1a lva chon phu hop va chinh
xé4c nhat.
S$6 Xpath dung

Accurac = — — - X 1009
Yxpath Téng s6 Xpath sinh ra %

4 S0 buéc dung 100%
ccurac = — Y X 0
YKeyword Téng s6 budc sinh ra

| B S$6 keyword dung % 100%
CCUTACYTestcase — Tong s6 keyword sinh ra 0

- _ S0 Xpath sinh ra % 100%
estcoveragexpain = Tong so Xpath phai sinh ra 0

Test S6 budc sinh ra 100%
estcoverage = —= R . X 0
§Ckeyword Téng s6 bwGc phai sinh ra

Testcoveragerestcase

S0 keyword trong testcase sinh ra
= — _ — X 100%
Tong s6 keyword trong testcase phai sinh ra

Chi s6 Generation Time duoc do bang cong cu md rong (extension) trong
Visual Studio Code do kiém thir vién tu viét, ghi nhan thoi gian tir luc kiém thir vién
bat dau nhap yéu cau vao gui yéu cau cho moé hinh LLM thong qua giao dién cia
Github Copilot Chat cho dén thoi diém mot tép trong du an dugc tao méi hodc bi thay
d6i bdi mo hinh LLM. Hai chi sb con lai, Execution Time va Pass Rate, duoc léy truc
tiép tir bao cdo kiém thir ciia Robot Framework ghi nhan thoi gian thyc thi cua timg
test case va s6 lugng test case chay thanh cong.

Quy trinh sinh ma kiém thur chuc nang ty dong sir dung LLM dugc danh gid ¢

6 loai thuc nghiém tuong ing véi 6 loai loai dir liéu can sinh ma di trinh bay trong
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chuong 4.1.5. Riéng loai sinh cdu tric du 4n khéng dugc dwa vao pham vi danh gia

vi ddy 13 phan c6 tinh chat thiét 1ap ban dau, chi dugc mé hinh tao mot 1an dé khoi

tao cau truc thu muc cua du an Robot Framework:

Bdng 4.6. Cac loai thuc nghiém

Loai thuc

Dic diém thuc nhiém

thao tac giao

dién

nghiém
Sinh XPath ¢6 dinh tir cu trac DOM. Mb hinh LLM xac dinh phﬁn
XPath tinh  |tir cAn tao XPath thong qua ky hiéu [] trong file STEP. KEYWORD.
XPath duoc tao hoan toan c¢b dinh, khong dung tham sb
Sinh XPath c6 tham sé héa bang () cho cac phan tir c6 gia trj thay
XPath dong |d6i. Van nhan dién phan tr tir [] nhung mo hinh LLM sinh XPath ¢
chtra tham sb dong trong ()
Keyword dugc sinh dya trén ndi dung cac budce kiém thir thu cong
Keyword

dé xac dinh hanh dong can thuc hién (click, nhap, chon...). Mdi
keyword s& anh xa cac phan tir trong [] sang bién XPath twong tng

trong Repository

Keyword

kiém tra giao

Sinh keyword kiém tra trang thai hoac gia tri hién thi trén giao di¢én
(verify text, verify element visible...). Tap trung vao viéc ddi chiéu

giao dién voi két qua mong doi. Cac phan tir trong [] dugc anh xa

nhiéu tinh

nang

dién ]

sang bién XPath tuong ung trong Repository
Test case Sinh test case cho mot tinh nang. Sinh ma dua trén cac keyword
tinh chuc trong mot file trong tng v4i mot tinh ning. Gom cac bude chay tuan
nang tu va khong chén budc cho.

Sinh test case cho nhiéu tinh nang. Sinh ma dya trén cac keyword
Test case

trong nhiéu file twong g véi nhiéu tinh nang. Gém cac bude chay
tudn tu va khong cheén budc cho, ty dong thém bude cho 3s dé 6n

dinh giao di¢n
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Accuracy Xpath tinh
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Hinh 4.12. Accuracy Xpath Tinh

Test Coverage Xpath tinh
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Hinh 4.13. Test Coverage Xpath tinh

Két qua thuc nghiém cho théy viéc sinh XPath tinh dat mrc Accuracy va Test
Coverage tuong ddi cao. Accuracy ctia XPath tinh chu yéu nam trong khoang 75—
90%, mot so test case nhu dat 100%. Test Coverage cua XPath tinh dao dong & miic
60—-85%. Viéc khong sinh dugc ma hodc sinh sai ma chu yéu Xuét phat tir cac dac thu
clia cdu trac giao dién hé théng VNEDU. Nhiéu phan tir c6 cac nhan gidng nhau
nhung lai nam & hai khung (panel) khac nhau, khién mé hinh sinh ra sinh XPath dtung
¢t phap nhung khong tré dén mot phan tir duy nhét trén giao dién. Cac phan tir khong
chtra text hién thi (nhu icon, hinh anh) hodc nam trong céu tric DOM chtra nhiéu thé
16ng nhau khién mé hinh kho xéac dinh phan tir cha thich hop khién mé hinh khong
sinh dugc Xpath.
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Accuracy Xpath déng

100,00%

75,00%
50,00%
25,00%
0,00% L]

Hinh 4.14. Accuracy Xpath dong

Test Coverage Xpath dong
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Hinh 4.15. Test Coverage Xpath dong

Két qua thyc nghiém cho théiy viéc sinh XPath dong c6 do chinh xac va mirc
bao phu thip hon dang ké so v6i XPath tinh. Accuracy ciia XPath dong chu yéu dao
dong trong khoang 55—75%, mot sb test case dat gan 80%. Test Coverage nam trong
khoang 50—70%, hiém trudng hop vuot qua 75%. Nguyén nhin chil yéu xudt phat tir
nhitng dic thu sau ciia XPath dong. Thir nhat, cac phan tir dong thudng xuét hién
trong bang, danh sach noi vi tri hang cot thay d6i lién tuc tuy theo dit liéu thyc té. Khi
d6, mo hinh dé sinh XPath dua trén chi sd vi tri ¢d dinh nhu cot 1 (tr[1]) va dan dén
sai 1&ch khi thém hodic x6a hang. Thtr hai, phan gia tri can tham s6 hoa ndm trong dau
() do1 khi khong dugc mo hinh nhan dién chinh x4c hodc dugc gén sai vi tri trong
XPath, khién XPath dung ct phap nhung khong khép phan tir thuc té. Bén canh do,

mot sd ph?m tr chi xuét hién sau cac thao tic cu thé (nhu chon bo loc, ddi tab) nén
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HTML dugc thu thap khong chita ddy di cac phan tir nay tai thoi diém kiém thir vién
thu thap HTML. Khi mé hinh LLM khéng nhin thay cac phan tir 6 trong dit liéu dau
vao, test coverage giam vi khong thé sinh XPath cho cac phan tir chua hién thi trong
cac tép HTML. Pay 12 mot nguyén nhan dic thu chi xdy ra véi XPath 13 phan tir phu

thudc manh vao trang thai giao di¢n.

Accuracy Keyword thao tac giao dién
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Hinh 4.16. Accuracy Keyword thao tdc giao dién

Test Coverage Keyword thao tac véi giao dién
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Hinh 4.17. Test Coverage Keyword thao tdac vdi giao dién
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Test Coverage Keyword kiém tra giao dién
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Hinh 4.18. Accuracy Keyword kiém tra giao di¢n

Test Coverage Keyword kiém tra giao dién
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Hinh 4.19. Test Coverage Keyword kiém tra giao dién

Két qua thyc nghiém cho thiy Accuracy dao dong 75-100% dbi véi keyword
thao tac giao dién va 85-100% ddi véi keyword kiém tra giao dién, cac keyword sinh
sai chti yéu do viéc ca hai loai keyword chira Xpath dong c6 tham sé nhung mé hinh
LLM sinh thiéu tham sd. Bén canh d6, Accuracy giam con xut phat tir viéc mé hinh
sinh sai loai thao tac, vi du thay vi sinh Click Element lai sinh cac 1¢énh khong phu
hop nhu Run Keyword And Ignore Error khién hanh dong khong dung ngir nghia.
Ngoai ra, Test Coverage dao dong 70 - 85% vdi keyword thao tac va 80 - 100% voi
keyword kiém tra, chi s6 Test Coverage bi kéo xudng do mé hinh sinh thira keyword
khong xut hién trong mo ta test case nhur cac hanh dong chd phan tir xuat hién sau
d6 moi click vao phﬁn ttr, lam 1éch s6 lugng budc so véi cac bude kiém thir thu cong

khién Test Coverage giam do mo hinh thém hanh dong khac.
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Accuracy Test case mét tinh nang
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Hinh 4.20. Accuracy Test case m

Accuracy Test case nhiéu tinh ning
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Hinh 4.21. Accuracy Test case nhiéu tinh nang

Test Coverage Test case 1 tinh nang
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Hinh 4.22. Test Coverage Test case m
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Test Coverage Test case nhiéu tinh nang
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Hinh 4.23. Test Coverage Test case nhiéu tinh ning

Két qua thuc nghiém cho thdy nhom test case mot tinh nang c¢6 Accuracy va
Test Coverage tuong d6i cao (80—100%), nhom nhiéu tinh ning chi con khoang 70—
80%. Cac sai 1éch nay chil yéu xudt phat tir mot s6 nguyén nhan. Thir nhét, nhiéu test
case str dung keyword chita Xpath dong nhung mé hinh sinh thiéu tham s6, dan dén
test case goi ding tén keyword nhung khong truyén du dit lidu dau vao. Vai céc test
case dai chtra nhiéu keyword nhu céc test case vé& nghiép vu nhap diém téng két phai
thao tac qua nhiéu bude tur tao 16p, tao hoc sinh, cAu hinh mén hoc, nhép diém theo
ting mén timg hoc ky, mé hinh d6i khi sinh thiéu mét vai budc con do d6 dai mé ta
va khi thong tin can xir Iy viot qua kha ning ghi nhé cia cira s6 ngir canh. Mic du
GitHub d3 cong bd rang Copilot Chat khi sir dung GPT-40 hd tro cira sd ngit canh
1én toi 64k token, mirc dung lugng nay van co thé khéng du dbi véi nhiing test case
¢6 nhiéu budc sir dung nhiéu keyword thudc nhidu ludng nghiép vu khac nhau. Khi
luong thong tin dau vao vuot ngudng, mo hinh ¢6 xu hudng rat gon, bé sot bude hodc
khong sinh déy du chudi thao tac, dan dén viéc sinh thiéu mot sd bude so vdi cac
budc kiém thir thu cong. Thir ba, & nhom test case nhiéu tinh ning, ciing mot test case
thuong goi dén nhiéu keyword c6 tén giéng nhau nhung thudc vé 2 ludng nghiép vu
khac nhau (vi du cling 1a “Chon khéi” nhung 13 Chon khdi khi Tao 16p va Chon khéi
khi Xem s6 hoc ba), mé hinh d& 4nh xa nham sang keyword c6 tén gidng nhung thudc

nghi¢p vu khac khién nhi€u budc trong test case nhi€u tinh nang bi sai méc du cau
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triic tong thé cua test case van dling.

Generation Time
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Hinh 4.24. Generation time

Biéu d6 Generation Time cho thiy thoi gian mé hinh sinh ma kiém thir chtrc
ning gitta cac 1an thuc thi dao dong trong khoang tir 10s dén 50s, nguyén nhén cta
su dao dong do nhirng yéu cau ngan, it budc va it thong tin (vi du Xpath tinh, Keyword
kiém tra giao dién, Test case mot tinh nang) thi mod hinh LLM xir 1y nhanh hon, trong
khi céc yéu cAu dai, cha nhiéu buéc hoic mo ta phuc tap (vi du Xpath dong,
Keyword thao tac giao dién, Test case nhiéu tinh niang) khién mé hinh phai phan tich
nhiéu hon nén thoi gian sinh ma tang 1én. Bén canh d6, thoi gian phan hoi khong chi
phu thudc vao ndi dung dau vao ma con bi chi phéi béi cach thirc van hanh cua mo
hinh LLM trén nén tang cloud. Do mé hinh phai phuc vu dong thoi luong 16n ngudi
dung, nhitng thoi diém hé thdng qua tai ¢ thé lam tang thoi gian sinh ma ngay ca khi
yéu cau dau vao khong thay doi. Bén canh do, thoi gian phan hdi ciing chiu tic dong
tir chét lugng két ndi mang ciia ngudi ding trong qua trinh trao d6i dit liéu v6i may

chu, dan dén viéc thoi gian sinh ma doi khi cham hon hoac khong 6n dinh.
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€ > Q@ (@ Tép  E:/GENERATIVE_AI_VER3/GENNERATION_FUNCTION_TESTCASE/results/report_20251209101448.html

S 3 Thu muc méi :t: Céng cu dém ky tu... & ChatGFT @ Miro ﬁ YOPmail render em... %z Napkin render pptx i Céngng -!

Status: 20 tests failed
Start Time: 20251209 10:14:49.231
End Time: 20251209 11:04:30.765
Elapsed Time: 00:49:41.534
Log File: log_20251209101448 html
Total Statistics + Total + Pass =+ Fail + Skip + Elapsed+ Pass/ Fail/ Skip

All Tests 75 55 20 0 00:49:32 | e —

Statistics by Tag 4+ Total + Pass ¢+ Fail + Skip + Elapsed+ Pass/ Fail/ Skip
Mo Tags

Statistics by Suite 4+ Total + Pass ¢+ Fail + Skip + Elapsed+ Pass/ Fail/ Skip
Testcases 75 55 20 0 00:49:42 | P —
Testeases. TC10 THEM NHAN SU THANH CONG 1 1 0 0 00:00:39 | me—
Testeases. TC11 SUA NHAN SU THANH CONG 1 1 0 0 00:00:48 | w—
Testeases. TC12 XOA NHAN SU THANH CONG 1 1 0 0 00:00:36 | m—
Testeases. TC13 DANG XUAT THANH CONG 1 1 0 0 00:00:19
Testeases. TC14 THAY DOI MAT KHAU THANH CONG 1 1 0 0 00:00:41 | momm—
Testeases. TC15 SUA THONG TIN TRUONG THANH CONG 1 1 0 0 00:00:21 | s

Hinh 4.25. Pass Rate va Execution Time

Biéu dd thé hién ty 18 Pass Rate v&i 73% twong ung voi 55/75 test case chay
thanh cong, thoi gian thuc thi 75 test case trung binh 1a gan 50s. Khi phén tich cac
truong hop 151, nguyén nhan xuat phat tir viéc mé ta cac budc kiém thir thu cong
khong bao gdm cac bude chd hodc didu kién dé tai xong giao dién. Trong méi trudng
web, nhiéu thao tdc nhu mé chirc nang, hién thi bang, hodc cap nhat truong nhép li¢u
can c6 thoi gian dé hoan tat, trong khi mé hinh chi duya trén mé ta cac budc kiém thir
thii cong nén khong thé ty suy ra chinh xac cac diém can cho, thoi gian chd 1a bao
lau. Hau qua la ma kiém thir chtc nang sinh ra thuong thuc thi nhanh hon téc d6 phan
hdi cua giao dién, ddn dén 16i nhu khong tim thdy phan ti, thao tac sai thoi diém hodc
kiém tra giao dién khi dir liéu chua dwoc hién thi day du. Mot han ché khac phat sinh
trong qué trinh thuc thi kiém thtr ty dong 12 mot sé kich ban dugc chay trén cac thiét
bi c6 do phan giai tha”ip hodc cira sd trinh duyét chua dugc mé toan man hinh, dan dén
viéc giao dién khong hién thi ddy dii cac phan tir can tuong tac, cac keyword nhu

Click Element, Input Text hodc Element Should Be Visible ¢ thé b 16i do khong tim
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duge dbi trong, can phai bd sung budc Maximize Browser Window & ddu mdi test
case nham dam bao giao dién dugc hién thi déy dua va déng nhét trude khi thuc hién
cac thao tac.

Trong hoat dong kiém thir chtrc nang ty dong thong thudng, ma kiém thir dugc
kiém thir vién tu xay dung duya trén viéc phan tich chi tiét test case va giao dién hé
théng. Cac thao tac kiém thir, phan tir giao dién va thir tw nghiép vu duoc kiém soat
chit ché thong qua kinh nghiém ciia ngudi viét ma, thyc nghiém trén 75 test script
duogc viét boi 5 kiém thir vién cho két qua vé d6 chinh xac 1a 90-100%. Khi 4p dung
quy trinh sinh ma kiém thir chtrc niang ty dong str dung LLM cho két qua vé d6 chinh
xac 1a 70-100%, kiém thir vién khong can tu viét ma kiém thar ma chuyén sang vai
tro kiém tra ma kiém thir do mé hinh LLM sinh ra va huéng ddn mé hinh diéu chinh
lai ma kiém thir sinh ra khi ma kiém tht sinh ra ¢6 18i. V§i quy trinh kiém thir tu dong
thong thuong, thoi gian trung binh dé xay dung hoan chinh mét test case chirc ning
dao dong tir 30 dén 45 phut, bao gom viét XPath, keyword va test case, dong thoi yéu
cau kiém thir vién c6 k¥ nang 1ap trinh twong ddi cao. Piéu nay gy kho khan khi s6
luong test case 10n hodc khi hé thdng thuong xuyén thay doi theo chinh sach va
nghiép vu moi. Trong khi d6, v&i quy trinh sinh ma kiém thir chirc nang tu dong st
dung LLM, thoi gian sinh ma va hoan thi€én mdt test case gidm Xuéng con khoang 10
dén 30 phut, bao gdm ca thoi gian kiém thir vién kiém tra va tinh chinh m3 sinh ra.
Nhu vay, quy trinh dé xuat cho phép kiém thtr vién tap trung vao viéc danh gia nghiép
vu va xac nhan két qua thay vi viét ma chi tiét, qua d6 giam dang ké cong strc va sy
phu thudc vao nhan luc c6 chuyén mon cao, dong thoi ting kha ning mé rong bod
kiém thtr trong thoi gian ngin.

Qua thuc nghiém quy trinh sinh ma kiém thir chtrc nang tu dong str dung LLM
trén 150 test case hé thing VNEDU, quy trinh di duoc Gng dung truc tiép vao hoat
dong xay dung va bao tri b kiém thir chirc nang ty dong cua hé thong VNEDU.
Trong hoat dong kiém thir chtic nang ty dong thong thudng, kiém thir vién thuong
phai thyc hién thi cong cac cong viéc nhu phan tich giao di¢n dé xac dinh XPath, viét

keyword thao tac/kiém tra va ghép ndi thanh kich ban kiém thir theo luéng nghiép vu,
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ddng thoi khi hé théng thay doi, viéc cap nhat test script thuong doi hoi ra soat va
chinh sira trén nhiéu tép. Quy trinh sinh ma kiém thr chtrc ning ty dong s dung
LLM hd trg sinh mi theo céu trac, giam thao tac viét ma thu cong. Nho viée tach
bach gilta giao dién (XPath), hanh dong (keyword) va nghi€p vu (test case), khi h¢
théng VNEDU thay doi giao dién hodc diéu chinh nghiép vu, kiém thtr vién c6 thé
cap nhat nhanh & ting phu hop (XPath/keyword) hoic tao test case ma khong phai
viét lai toan bo kich ban, qua d6 thé hién rd tinh tmg dung cta quy trinh trong bdi
canh van hanh thuc té ctia hé thé)ng VNEDU.

Sau khi tién hanh thyc nghiém va danh gia két qua, d6i chiéu lai cac van dé da
néu trong Chuong 1.3 dé xem mirc d6 ma quy trinh c6 thé xt 1y. Két qua cho thay
bay van dé dau tién bao gém viéc thu thap va t6 chirc ddu vao chua tap trung, kiém
thir vién phai tu viét Xpath, Keyword, test case, su khac biét giita cau tric test case
va test script, tinh da dang cua XPath - keyword - test case, su phu thudc vao kinh
nghi¢m cé nhén, chua c6 co ché danh diu lién két dit licu trong cac budc mo ta kiém
thtr, sy trung 13p thao tac gilta cac test case, viéc kiém thir vién phai tu luu trlt ma
kiém thtr déu duoc giai quyét dang ké thong qua quy trinh. Van dé tht tim lién quan
dén viéc phan tich két qua kiém thir sau mdi lan chay van chua thé giai quyét do ban
chat cta két qua kiém thir phu thudc vao nhiéu yéu td ngoai pham vi sinh ma nhu
trang thai moi trudong, dir liéu thoi diém chay, do 6n dinh cua giao dién va nglr canh
16i nén mo6 hinh LLM kho dwa ra danh gia chinh xac chi dya trén két qua kiém thir.

KET LUAN CHUONG
Chuong IV d trinh bay thuc nghiém quy trinh sinh ma kiém thtr ty dong st dung
md hinh LLM cho hé théng VNEDU va danh gia két qua thuc nghiém trong mot
khoang thoi gian.
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KET LUAN VA HUONG PHAT TRIEN

Chuong nay sé& trinh bay két qua thu duoc sau qua trinh st dung va hudng phat
trién quy trinh sinh ma kiém thir tr dong sir dung LLM trong tuong lai

Két qua khi 4p dung quy trinh sinh mi kiém thir chirc ning tu dong sir dung
LLM so véi kiém tht ty dong thong thuong: kiém thir vién khong phai tu viét ma
kiém thir, m6 hinh LLM dya trén prompt mau, cac budc kiém thir tha cong va cac tép
HTML chira cu tric giao dién tu dong sinh ma kiém thir chirc ning bao goém 6 loai
dir liéu (Xpath tinh, XPath dong, Keyword thao tac giao dién, Keyword kiém tra giao
dién, Test case mQt tinh nang, Test case nhiéu tinh nang) va cau trac du an kiém thu
tu dong.

Két qua khi ap dung quy trinh sinh mé kiém thir tu dong st dung LLM trong
mo hinh phat trién phan mém Agile/Scrum: Khi dua quy trinh vao béi canh phat trién
phan mém theo mo hinh Agile/Scrum, kiém thtr vién c6 thé st dung mo hinh LLM
sinh ma kiém thir chitc nang ty dong ngay khi c6 mé ta cac bude kiém thir va giao
dién HTML méi, rt ngan thoi gian xay dung kich ban kiém thir ty dong trong mdi
Sprint

Hudng phat trién twong lai:

e Tu dong kiém tra lai (validate) ma kiém thir sau khi sinh: Mot huéng phat trién
thue té cia quy trinh 14 bd sung prompt tu dong phan tich va dé xuét sira 16i
cho ma kiém thir chirc ning ma mo hinh LLM d4 sinh ra. Trong twong lai, c¢6
thé yéu cdu mo hinh LLM phan tich lai doan ma kiém thir chtrc ning di sinh
ra theo céc tiéu chi cu thé nhu tinh hop 1€ cta cu phap, su ton tai cua cac bién,
cAu tric tham sb ctia keyword hodc nhimg 15i thuong gip trong test case.

e Tu dong sinh Test Data: M¢ rong kha nang sinh ma kiém thir chtic ning sang
pham vi ty dong sinh dir liéu kiém tra (test data). Hién tai quy trinh chi sinh
bién khai bao dit liéu kiém tra (test data). Trong twong lai, mé hinh c6 thé dugc
sir dung dé tu dong dé xuét gia tri phit hop cho timg truong dit liéu dua trén

quy luét dit liéu phd bién hoic label cua phan tu.
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(Ky va ghi r0 ho tén)
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