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Loi dau tién, hoc vién xin gui 101 cdm on chan thanh t61 Hoc vién Cong nghé
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thanh dé an.
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MO DAU

Trong thoi dai chuyén ddi sé d va dang tré 1én manh mé trong linh vuc nganh
ngan hang, viéc nang cap, hién dai hoa ha tang cong nghé thong tin dong vai tro vo
cling quan trong nham tang cudng kha niang canh tranh, tinh linh hoat va dam bao
hiéu qua van hanh. Mot trong nhitng nén tang tich hgp pho bién dugc cic ngan hang
su dung nhiéu nim qua la kién trac dinh hudng dich vu (SOA — Service-Oriented
Architecture), cho phép cac dich vu nghi¢p vu dugc xay dung, trién khai va tich hop
mot cach linh hoat.

Tuy nhién, thyc té trién khai SOA trén cc nén tang truyén thong nhu TIBCO
BusinessWorks 5 (BW5) dang bdc 10 nhiéu han ché. Viéc trién khai tha cong, khé
md rong, thiéu sy linh hoat trong vi¢c cap nhat va bao tri hé théng, cting nhu khong
phtl hop véi mé hinh DevOps hién dai, di dit ra yéu cau cap thiét phai co giai phap
t6i uu hon. Trong khi dé, su ra doi cia TIBCO BW6 véi kha niang tich hop sin Docker
va hd tro trién khai trén nén tang Kubernetes da m¢ ra mot hudng tiép can mai trong
viéc xay dung céac hé théng SOA linh hoat, hién dai, dé quan 1y va phu hop véi xu
hudng cloud-native hi¢n nay.

Viéc nghién ciru ng dung Kubernetes vao trién khai SOA trong hé thong ngan
hang 13 can thiét va c6 tinh thoi su, vira 6 ¥ nghia 1y ludn trong bdi canh phat trién
cong nghé tich hop phén tén, vira co y nghia thuc tién khi gitp céc t6 chirc tai chinh
nang cao hi¢u suét, tiét kiém tai nguyén va gia tang tinh 6n dinh cua hé théng.

Chinh vi vay, hoc vién chon dé tai “Ung dung cong nghé Kubernetes cho
viéc trién khai h¢ thong SOA trong hé thong ngin hang” dé thuc hién dé an tot
nghiép thac si chuyén nganh Hé thong thong tin.

Pé tai nham lam rd vai tro ciia SOA trong ngan hang va hé thong hoéa kién
thirc vé TIBCO BW5, BW6 cung cong nghé Kubernetes. Nghién ctru phan tich loi
ich, thach thirc va kha ning ung dung Kubernetes trong trién khai SOA, ddng thoi so
sanh gitta mo hinh BWS5 truyén thong va BW6 container hoa. Trén co s¢ do, dé tai
dé xuat mo hinh trién khai BW6 trén Kubernetes va danh gia tinh hi¢u qua, kha thi

khi 4p dung vao thuc tién nganh ngan hang.



Pé tai tap trung nghién ctru hé thong tich hop SOA trong méi trudng ngan
hang, dic biét 1a nén ting TIBCO BusinessWorks BW6 ciing cic cong nghé container
hoéa va diéu phdi Kubernetes. Pham vi nghién ciru dugc xac dinh trong khong gian
ctia hé théng ngan hang hodc méi truong moé phong co ciu tric twong dwong, thuc
hién trong giai doan 2024-2025 nham phan anh bdi canh cong nghé hién tai va xu
huéng phét trién trong thoi gian tdi. Vé ki thuat, nghién ciru chu yéu tap trung vio
trién khai, quan tri va danh gia hiéu qua cua hé thong SOA khi chuyén dbi tir BW5
sang BW6 két hop Kubernetes

No6i dung dé an duoc trinh bay thanh ba chuong theo ciu tric sau:

Chuong 1: Tong quan vé hé thong SOA va cac cong nghé lién quan

Chuong nay trinh bay co s& 1y ludn va cac khai niém nén tang lién quan dén
dé tai nhu SOA, TIBCO BusinessWorks, Docker va Kubernetes.

Chuong 2: Nghién ctru trién khai hé thong SOA trong ngin hang

Chuong nay trinh bay tong quan thyc trang trién khai hé SOA trong céc ngan
hang, véi trong tdm 14 phan tich hai mé hinh trién khai pho bién hién nay: TIBCO
BusinessWorks 5 (BW5) va TIBCO BusinessWorks 6 (BW6). Trén co s& 1y thuyét
va khao sat thuc té, chuong nay danh gia nhirng han ché ciia mo hinh cii va phén tich
tiém nang cua vi¢c ung dung cong nghé Kubernetes vao trién khai hé théng SOA, tir
d6 1am rd tinh cap thiét ctia hudng tiép can mai trong bdi canh hién dai hoa ha ting
cong nghé ngan hang.

Chuong 3: Trién khai hé thong SOA trén nén ting Kubernetes tai ngin
hang BIDV

Chuong nay dé xuat mo hinh trién khai hé thong SOA str dung TIBCO BW6
trén nén tang Kubernetes, dong thoi trinh bay két qua mé phong hodc thir nghiém dé

ching minh tinh kha thi.



CHUONG I: TONG QUAN VE HE THONG SOA VA CAC

CONG NGHE LIEN QUAN
1.1 H¢ thong SOA
1.1.1 Khdi niém

Kién trac hudng dich vu (SOA) 1a mot phuong phap phat trién phan mém trong
d6 céc chiic nang dugce dong goi thanh cac “dich vu” doc 1ap, sau d6 dugc st dung
dé xdy dung cac ung dung doanh nghiép. Mdi dich vu ddm nhiém mot nghiép vu cu
thé va c6 kha ning giao tiép, phdi hop véi cac dich vu khac, bit ké chung duoc trién
khai trén nén tang hay ngdn ngit 1ap trinh nao. Nhd SOA, nha phat trién ¢ thé tai st
dung cting mot dich vu cho nhiéu hé thdng hoic két hop nhiéu dich vu nho 1& dé xur
1y nhitng tac vu phuc tap hon.

Chang han, néu nhiéu quy trinh nghiép vu trong doanh nghiép déu can chirc
nang xac thyc nguoi ding, thay vi phai trién khai lai ma ngudn cho timg quy trinh, to
chirc chi can xay dung mdt dich vy xdc thyc chung va tai st dung n6 cho moi tng
dung. Tuong ty, trong linh vuc y té, cac hé thong nhu quan 1y bénh nhan hay hd so'y
té dién tir (EHR) déu can chire ning dang ky bénh nhan; thay vi ty xir Iy riéng 1¢, cac
hé théng nay co thé goi té1 mot dich vu dang ky dung chung dé thuc hién nghiép vu
do.

1.1.2. Pic diém

Hé thdng SOA (Kién triac hudng dich vu) 1 mot mo hinh thiét ké phan mém,
trong do6 cac thanh phél’l ung dung dugc td chtrc thanh cac dich vu roi rac, co thé tai
st dung va doc l1ap voi nhau. Nhitng dac diém ndi bat cua hé théng SOA bao gém:

a) Phan tach long 1éo (Loose coupling):

Céc dich vu trong SOA c6 thé hoat dong va giao tiép vi nhau ma khong can
biét chi tiét vé cach thuc trién khai ctia nhau.

Uu diém: Khi mot dich vy thay d6i hodc dugc cap nhat, cac dich vu khac sir

dung no s& khong bi anh hudng, gitp giam thiéu rui ro va ting tinh linh hoat.



Vi du: Mot ing dung thuong mai dién tir c6 dich vu xtr 1y thanh toan. Néu dich
vu nay dugc nang cip, cac dich vu khic nhu quan 1y gié hang van hoat dong binh
thudng ma khong can thay doi gi.

b) Kha nang tai sir dung (Reusability)

Céc dich vu duoc thiét ké dé thuc hién mot chirc nang kinh doanh cu thé va co
thé duoc st dung lai trong nhiéu ung dung khéac nhau.

Uu diém: Tiét kiém thoi gian va chi phi phat trién, vi cac nha phat trién khong
can phai xay dung lai cac chirc ning da co san.

Vi du: Dich vu xac thuc ngudi ding c6 thé duoc str dung lai cho nhiéu tng
dung khac nhau cta cong ty, tir ing dung web dén tng dung di dong.

¢) Kha nang tuong tac (Interoperability)

Céc dich vu trong SOA c6 thé giao tiép v6i nhau du dugc phat trién bang cac
ngdn ngit 1ap trinh hodc trén cac nén tang khac nhau.

Co ché: Cac dich vu sir dung cac giao thtc truyén thong chuan nhu HTTP,
SOAP, hoic REST dé trao doi dir liéu.

Vi dy: Mot dich vu duoc xay dung bang Java c6 thé d& dang trao d6i dir liéu
v6i mot dich vu khac duoc viét bang NET, cho phép tich hop cac hé thong cil (legacy
systems) voi cac cong ngh¢ maoi.

d) Tinh trtru twong (Abstraction)

Chi tiét vé cach trién khai cua mot dich vu dwoc an di khoi nguoi dung hodc
ung dung st dung no.

Loiich: Cac nha phat trién chi can biét giao dién (interface) va chirc ning cua
dich vu dé st dung, gitip don gian héa qua trinh phat trién.

Vi du: Khi str dung dich vu kiém tra tin dung, nha phat trién chi can guri thong
tin khach hang va nhan két qua, ma khong can biét bén trong dich vu d6 xir Iy dit liéu
nhu thé nao.

¢) Kha nang mo rdng (Scalability)
Céac dich vu c6 thé duoc md rong doc 1ap véi nhau, cho phép hé théng tang

hodc giam hi¢u suat tuy theo nhu cau.



Céch thtc: Khi mdt dich vu gdp phai tai 1on, nha quan tri co thé khoi chay
thém cac phién ban (instance) cua dich vu d6 dé dap ung nhu cau ma khong anh
hudng dén cac dich vu khéc.

f) Duogc dong goi (Self-contained)

Mbi dich vu 1a mot don vi chirc nang doc 1ap, chira tat ca logic va dir liéu can
thiét dé thuc hién cong viéc ctia no.

Uu diém: Cho phép cac dich vu dugc phat trién, trién khai va bao tri mot cach
doc lap, giup co lap 15i va ting tinh 6n dinh cta hé thong
1.1.3. Thanh phén co béin

Céac thanh phan co ban caa hé thong SOA bao gdm: nha cung cap dich vu,
nguoi tiéu dung dich vy, hop déng dich vu va kho luu trir dich vu.

Nha cung cép dich vu (Service Provider): 1a mot rng dung hodc hé théng tao
ra va cung cép mét dich vu cu thé. Viéc nay tao, quan ly va bao tri dich vu, déng thoi
cong bd dich vu d6 1én kho lwu trit dé cac ung dung khéc co thé sir dung.

Nguoi tiéu dung dich vu (Service Consumer): 13 mot tng dung, hé thdng hoic
ngudi ding khac tim kiém va goi cac dich vu do nha cung cép cung cap. Tim kiém
dich vu phtt hop trong kho luu trit, roi két ndi voi nha cung cap dé str dung chirc ning
cua dich vu.

Hop déng dich vu (Service Contract): 1a mot thoa thuan chinh thirc xac dinh
cach thirc nha cung cap va nguoi tiéu ding twong tic v6i nhau. Hop dong co thé duoc
dinh nghia bang mot tai liéu ngdén ngit nhu WSDL (Web Services Description
Language), xac dinh cac yéu cau va phan hoi can thiét dé giao tiép voi dich vu.

Kho luu trlr dich vu (Service Registry): hay con goi 1a kho chtra dich vu
(Service Repository), 1a mot danh ba trung tdm luu trir thong tin vé tit ca cc dich vu
c6 san trong hé théng SOA. Kho cho phép ngudi tiéu dung dich vu kham pha va tim
kiém céc dich vu dua trén nhu ciu cta ho.

1.2. TIBCO BusinessWorks 5

TIBCO BusinessWorks 5 (hay con goi 1a TIBCO BW 5.x) 1 mot nén tang tich

hop va ty dong héa quy trinh kinh doanh manh mé&, duoc phat trién boi TIBCO



Software Inc. Pay la mdt cong cu co6 lich su lau doi, da duoc nhiéu doanh nghiép st
dung rong rai trong hang thap ky dé xay dung céc giai phap tich hop da dang.
1.2.1. Dic diém néi bit

Phat trién dya trén giao dién d6 hoa (GUI): TIBCO BusinessWorks 5 cho phép
ngudi dung thiét ké va phat trién cac quy trinh tich hgp mét cach tryc quan, sir dung
céc thao tac kéo-va-tha ma khong can viét nhiéu ma lap trinh.

Hb trg SOA va ESB: Pay 1a mot cong cu 1y tuong dé trién khai Kién tric
hudéng dich vu (SOA) va xay dung Enterprise Service Bus (ESB), giup cac img dung
va hé théng khac nhau trong doanh nghiép giao tiép véi nhau mot cach hiéu qua

Tich hop da dang: BW 5 cung cép mét thu vién phong phu cac "két ndi"
(connector) va "khdi" (palette) dé két ndi véi nhiéu loai hé thong khac nhau, bao gobm
cac ung dung tai chd (on-premise), co s& dir liéu, dich vu web (SOAP va REST), va
nhiéu cong nghé khac.

Quan Iy va giam sat: Nén tang ndy cung cap cac cong cu quan 1y va giam sat,
cho phép ngudi dung theo ddi va quan 1y hiéu sudt ciia cac quy trinh d3 duoc trién
khai
1.2.2. Kién tric hoat djpng

TIBCO BW 5 hoat dong dya trén mot s6 thanh phﬁn chinh, bao gém:

TIBCO Designer: Mot mdi trudng phat trién dua trén Eclipse, noi nguoi ding
tao ra cac quy trinh tich hop bang cach st dung giao dién d6 hoa.

TIBCO Engine: Cong cu thyc thi cic quy trinh di duoc thiét ké va trién khai.

TIBCO Administrator: Giao dién quan tri trén nén web, dung dé trién khai,
quan ly, va gidm sat cac ung dung BW da dugc dua vao van hanh.

TIBCO Runtime Agent (TRA): Méi truong dé trién khai cac tng dung BW
trén tirng may chu.

1.2.3. Han ché ciia TIBCO BusinessWorks 5
Khi trién khai trén nén tang TIBCO BusinessWorks 5 (BW5), doanh nghiép

c6 thé gap mot sd han ché déng ké, dic biét khi so sanh vai cac nén tang tich hop hién



dai hon nhu TIBCO BusinessWorks 6 (BW6) hoic cac giai phap ma ngudén mé. Cac
han ché chinh bao gdm:
a) Phtc tap trong quén 1y va trién khai

Quan tri mién (Domain Administration): BW5 yéu cau sir dung mot cong cu
riéng biét 1a Domain Utility dé tao va quan 1y cac mién (domain), khong tich hop truc
tiép vao mdi truong phat trién nhu BW6. Diéu nay 1am ting do phic tap trong khau
quan tri.

Phy thudc vao TRA: Cac may chu chay ung dung BW5 can phai cai dat
TIBCO Runtime Agent (TRA), mdt thanh phéan riéng biét dé trién khai va chay cac
ung dung. Trong khi do6, cac phi€én ban mai hon da tich hgp hodc don gian héa qua
trinh nay.

Trién khai tha céng va khé tu dong hoa: BW5 thiéu cac cong cu va plugin tich
hop san dé hd tro quy trinh Tich hop va Trién khai lién tuc (CI/CD) mét cach hiéu
qua. Nhiéu quy trinh trién khai phai thuc hién thi cong hodc théng qua cic cong cu
kich ban cii nhu Apache Ant, gay ton thoi gian va d& xay ra 16i.

b) Thiéu kha ning hd trg cac kién tric hién dai

Khong phu hop cho Microservices: BW5 duge thiét ké theo kién triic nguyén
khdi (monolithic) ctia ESB truyén thong. Mdi tng dung BW5 1a mot tap hop cac quy
trinh 16n, diéu nay khong phu hop véi xu hudng kién triic microservices hién nay, noi
cac ung dung dugc xay dung tir cac dich vu nho, doc lap.

Trién khai trén Cloud va Container khé khian: Miac du TIBCO di cung cap giai
phap dé chay céc tmg dung BWS5 trén container, nhung ban chét thiét ké cia BW5
khong hudng dén kién triic container. Cac ing dung BW5 thudng c6 kich thudce 16n
va khong phai lic nao ciing t6i wu cho méi trudng container.

Quan ly trang thai phuc tap: Trong cac kién trac hién dai, cac dich vu thuong
1a khong trang thai (stateless). BW5 c¢6 thé quan 1y trang thai, nhung viéc nay phirc
tap hon va khong twong thich vdi cac nguyén tic phét trién Gmg dung trén dam may

(cloud-native).



¢) Han ché vé mit cong nghé va hiéu ning

Quan 1y ludng xir ly HTTP: Viéc xur Iy cac luong HTTP (REST hoic
SOAP/HTTP) c6 thé giy ra cac van dé vé hi¢u suat va 16i "out-of-memory" néu khong
dugc cau hinh ding cach, dic biét khi c6 luu luong truy cép cao.

Giao dién phat trién 161 thoi: Moi truong thiét ké TIBCO Designer trong BW5
c¢6 giao dién ngudi dung cii k¥, khong tryc quan va dé gay nham 1an. So véi BW6
dua trén Eclipse véi cac tinh nang hién dai hon, trai nghiém phat trién trén BW5 kém
hon dang ké.

1.3. TIBCO BusinessWorks 6

TIBCO BusinessWorks 6 (BW6) 1a phién ban tiép theo cia TIBCO
BusinessWorks 5 (BWS5), dugc thiét ké lai hoan toan dé dap tng cac yéu cau cua kién
tric tich hop hién dai. BW6 khong chi ké thira cac kha nang tich hgp manh m¢ cua
BWS5 ma con tap trung vao viéc hd tro cac cong nghé méi nhu dién toan dam may
(cloud computing), kién tric microservices va tu dong hoa quy trinh
1.3.1. Diic diém néi bit ciia TIBCO BW6 so véi BWS

a) Ho tro kién trac hién dai:

Microservices: Khac véi kién trac nguyén khoi cia BW5, BW6 duoc thiét ké
dé tao ra cac dich vu nho, doc 1ap (microservices). Cac dich vy nay co thé duoc trién
khai va quan ly mot cach riéng bi€t, gitip tang tinh linh hoat va kha nang mo rong.

API-first: BW6 hd tro cach tiép can phat trién API-first, gitip cac doanh nghiép
xay dung cac tng dung hién dai va d& dang két ni voi cac thiét bi di dong, web va
IoT.

b) Sin sang cho méi trudng dam may va container:

Trién khai linh hoat: BW6 cho phép trién khai ing dung trén nhiéu moéi truong
khac nhau, tir may chu tai chd (on-premise) cho dén cac nén tang dam may nhu
Docker, Kubernetes va TIBCO Cloud Integration.

Hb tro CI/CD: Véi cac plugin Maven tich hop, BW6 giup tu dong hoa quy
trinh Tich hop va Trién khai lién tuc (CI/CD), giup giam thiéu cac thao tic thu cong

va tang toc do trién khai.



Quan Iy don gian hon: BW6 st dung TIBCO Enterprise Administrator (TEA)
va tién ich bwadmin dé quan Iy cac mién (domain), khong con phu thudc vao Domain
Utility nhu BWS5. Viéc nay giup quan ly tap trung va hi¢u qua hon.

Pon gian hoa trién khai: BW6 khong yéu ciu cai dat TIBCO Runtime Agent
(TRA) trén mdi may chu, gitp don gian héa quy trinh trién khai va giam thiéu céc rai
ro lién quan dén phién ban.

1.3.2. So sanh BW5 va BW6

Dic diém TIBCO BusinessWorks 5|TIBCO BusinessWorks 6 (BW6)
(BW5)

Moi truong phat TIBCO Designer (Eclipse cti) ' TIBCO Business Studio (Eclipse

trién hién dai)

Kién trac ESB truyén théng, nguyén HO tro microservices, API-first
khéi

Trién khai Phu thudc vao TRA, phtic tap [Pon gidn hoa, hd trg container

(Docker, Kubernetes)

Quén ly Str dung Domain Utility, phirc|Str dung TEA va bwadmin, quan
tap ly tap trung

Tu dong hoa HO tro han ché, chu yéu thu Tich hop Maven plugin, hd tro
cong C1/CD
HO trg REST Co6 thé trién khai, nhung phtrc Ho trg REST framework tich hop,

tap hon don gidan hon

Béang 1.1: So sanh giira TIBCO BWS5 va TIBCO BWé6

1.4. Docker va Kubernetes
1.4.1. Docker
a) Khai niém
Docker 13 mdt nén tang 4o hoa ¢ cép d6 hé diéu hanh (OS-level
virtualization) cho phép dong géi, trién khai va van hanh ung dung trong céc
“container” — nhitng moi truong doc 1ap chura toan by ma nguén, thu vién va cac ciu

hinh can thiét. Muc tiéu ctia Docker 13 dam bao ung dung co thé hoat dong 6n dinh



10

va nhat quan trén moi moi trudng, tir may phat trién, may kiém thir cho dén hé thong
trién khai thuc té (production)
b) Nguyén 1y va cdu tric

Docker hoat dong dwa trén co ché chia sé nhan hé diéu hanh (kernel sharing),
trong do nhiéu container c6 thé cung st dung mdt hé diéu hanh chu (host OS) nhung
van duoc cach ly hoan toan nho cac cong nghé nhu Namespaces va Control Groups
(cgroups) cua Linux.

Céu tric ciia Docker bao gdm ba thanh phan chinh:

Docker Client: giao di¢n dong 1énh hoac API cho phép nguoi dung tuong tac
v6i Docker.

Docker Daemon (dockerd): dich vu nén chiu trach nhiém xay dung, chay va
quan ly container.

Docker Image & Container: image 1a khudén mau (template) dugc tao tur
Dockerfile, con container 1a thé hién (instance) dang chay cua image do.

Nho mo hinh nay, Docker cé thé tao, sao chép va trién khai cac container
nhanh chéng, giip qué trinh phat trién va van hanh tré nén linh hoat va tu dong hoa
hon.

¢) bic diém

Docker nbi bat & kha ning mé rong linh hoat, cho phép trién khai hang trim
container trén cing mot may chil hoic cum may chil ma van dam bao hiéu nang. Hé
thdng ha ting cua Docker hd tro viéc tich hop dé dang véi cac cong cu quan Iy
container nhu Kubernetes hoic Openshift, gitup tur dong phan phdi tai, giam sat va mo
rong quy md theo nhu cau. Ngoai ra, Docker con tdi uu viée sir dung tai nguyén, giam
chi phi van hanh va rat ngin thoi gian trién khai tng dung so v6i mé hinh may 4o
truyén thong.

Céc yéu t6 anh huong dén viéc trién khai: ha ting, kha nang tich hop, ning luc

d6i ngii, chi phi chuyén doi.
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1.4.2. Kubernetes
a) Khai niém

Kubernetes (thuong dugc viét tat 1a K8s) 1a mot hé théng ma ngudn mé do
Google phat trién va hién duoc duy tri boi Cloud Native Computing
Foundation (CNCF), dung dé tu dong hoa viéc trién khai, mo rong va quan 1y cac
tmg dung container. Kubernetes doéng vai trd nhu mot nén tang didu phdi
(orchestration platform) giup quan ly hang loat container Docker hoac cac container
runtime khac, dam bao tinh sin sang cao, kha ning mé rong va can bang tai cho ting
dung trong moi truong phan tan

b) Nguyén 1y va céu trac

Kubernetes hoat ddng theo mé hinh kién triic chu—t& (master—node). Trong do,
Control Plane (Master) chiu trach nhiém diéu phéi toan by hé théng, con Worker
Nodes la noi thuc thi cac container.

Céc thanh phan chinh cua Kubernetes bao gdm:

API Server: cong giao tiép trung tdm cho phép nguoi dung va cac thanh phan
khac tuong tac voi hé thong.

Scheduler: dam nhan viéc phan bd container dén cac node phu hop.

Controller Manager: giam sat va duy tri trang thai mong muén ctia hé thong.

Kubelet: tién trinh chay trén mdi node dé quan 1y container.

Kube Proxy: thyc hién dinh tuyén va can béng tai trong mang ndi bd cua
cluster.

Kubernetes sur dung Pod lam don vi trién khai nho nhat — mdi pod co thé chtra
mot hodc nhiéu container hoat dong cung nhau. Thong qua cic khai niém nhu
Deployment, Service, ReplicaSet, va Namespace, Kubernetes cung cip kha ning

quan ly vong doi trng dung mét cach ty dong, on dinh va c6 kha nang phuc hoi cao.

¢) DPic diém
Kubernetes n6i bat véi kha ning mo rong quy md dong (auto-scaling), can

bang tai (load balancing) va tu phuc hdi (self-healing), giup dam bao tmg dung ludn
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hoat dong 6n dinh trong diéu kién thay ddi tai nguyén hodc sy cd. Hé théng cho phép
trién khai da nén tang trén ha tang vat 1y, may ao hodc dam may (Cloud/Hybrid
Cloud), dong thoi dé dang tich hop véi cac cong cu CI/CD dé ty dong hoa quy trinh
trién khai phdn mém. Nho kha ning quan 1y hang nghin container va hd tro da méi
truong, Kubernetes da tré thanh tiéu chuan cong nghé cho viéce trién khai tng dung
theo kién trac microservices hién nay.
1.5. Két luan chwong 1

Trong kién triic huéng dich vu (SOA — Service-Oriented Architecture), cac
ung dung dugc chia nho thanh nhiéu dich vu doc lap, mdi dich vu dam nhan mét chirc
nang cu thé va giao tiép v4i nhau thong qua cac giao thire chuan (thudong 1a HTTP
hodc gRPC). Pé dam bao cac dich vy nay co thé trién khai, van hanh va mo rong mot
cach hi€u qua, viéc ap dung cac cong nghé container hda nhu Docker va Kubernetes
dong vai tro dac biét quan trong

Docker gitp dong goi tung dich vu cia SOA thanh mdt container riéng biét,
chtra toan bd ma nguén, cAu hinh va thu vién can thiét. Nho d6, mdi dich vu c6 thé
duoc trién khai mot cach doc lap, déng nhét va dé tai su dung trén cdc moi truong
khac nhau. Viéc container hoa con gitip giam thiéu xung dot moi truong, rat ngin
thoi gian trién khai, dong thoi hd tro tu dong hoa trong qua trinh phat trién va kiém
thr

Trong khi d6, Kubernetes dong vai tro 13 nén tang diéu phdi va quan 1y cac
dich vu container héa trong toan bo hé théng SOA. V¢i kha nang tw dong can bang
tai, md rong quy mo, tu phuc hoi khi xay ra 16i va quan ly vong doi dich vu,
Kubernetes dam bao cac thanh phan SOA ludn duy tri tinh sin sang, kha ning mo
rong va do tin cdy cao. Bén canh d6, Kubernetes con hd trg trién khai theo mo hinh
microservices, von 1a su phat trién ty nhién va hién dai hoa caa SOA, giup t chirc d&
dang tich hop, cap nhat hoac thay thé cac dich vu ma khong anh huong dén toan bo
hé thong

Téng hop lai, su két hop giita Docker va Kubernetes dd tao nén mot ha tang

trién khai linh hoat, ty dong héa va tdi uvu hoa cho kién tric SOA. Docker dam bao
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tinh di dong va doc lap cua tirng dich vy, con Kubernetes dam bao kha nang quan ly,
ma rong va duy tri hé thong & quy mo 16n. Pay chinh 13 nén tang k¥ thuat quan trong
giap SOA van hanh hi¢u qua trong mdi truong cong ngh¢ hién dai, dac biét 1a trong

cac mo hinh DevOps va Cloud Computing.
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CHUONG II: NGHIEN CUU TRIEN KHAI HE THONG SOA
TRONG NGAN HANG

Trong bbi canh nganh ngan hang dang day manh chuyén dbi s6 va hién dai
hoa ha téng cong nghé thong tin, kién trac dinh hudng dich vu (Service-Oriented
Architecture — SOA) déng vai trd quan trong trong viéc xay dung cac hé thong linh
hoat, c6 kha ning mé rong va dé dang tich hop véi cac nén tang méi. Chuong nay
tap trung nghién ctru thyc trang trién khai hé théng SOA trong cic ngan hang Viét
Nam, véi trong tdm phan tich hai mé hinh trién khai phd bién 1a TIBCO
BusinessWorks 5 (BWS5) va TIBCO BusinessWorks 6 (BW6).

Trén co so tong hop 1y thuyét va két qua khao sat thyuc té, chuong nay danh
gi4 toan dién wu diém, han ché va cac van dé ton tai trong mo hinh BWS5, dong thoi
lam rd nhing cai tién n6i bat cia BW6 trong viéc hd trg phat trién, quan 1y va van
hanh cac dich vu SOA. Tiép d6, d& an xem xét tiém niang tmg dung cong nghé
container héa va nén tang Kubernetes trong trién khai SOA, nhu mot hudng tiép can
mdi gitip nang cao hi¢u qua str dung tai nguyén, kha nang mé rong va do tin cdy cia
hé thong.

Thong qua qua trinh phén tich, chuong ndy huéng dén viéc 1am 3 tinh cap
thiét cua viéc chuyén doi sang md hinh trién khai SOA hién dai, dua trén nén tang
cong nghé tién tién, nham dap tmg yéu cau ngdy cang cao vé toc do, an toan va tinh
linh hoat trong hoat dong cua cac ngan hang hién nay.

2.1. Tong quan vé mé hinh SOA trong ngin hang

Trong mdi truong ngan hang hién dai, noi cac hé théng nghiép vu ngay cang
da dang va khdi lugng giao dich tang nhanh, viéc xay dung mat kién trac cong nghé
linh hoat, c6 kha ning tich hop cao 1a yéu cau tat yéu. Kién triic huéng dich vu (SOA)
dugc xem la giai phap hiéu qua gifip cac ngan hang chuan héa quy trinh trao doi dir
liéu, tach biét cac chirc nang nghi€p vu va nang cao kha nang tai st dung dich vu.

SOA cho phép cac hé théng 15i cia ngin hang (nhu Core Banking,
Customer360, Core Card) hoat dong doc l1ap nhung van co thé két ndi v4i nhau thong

qua mot 16p trung gian tich hgp. Nho do, cac ing dung phuc vu ngudi dung — bao
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gdm ung dung ngan hang dién tir, phan mém tai quay giao dich, hay cac cong cu truy
xuat dir liéu ndi bo — déu co thé truy cap dich vu mot cach théng nhét va an toan, ma

khong can quan tam dén sy khac biét vé nén tang k¥ thuat phia dudi ...

X

Ngudi dung pho thong Nhan viénjnganhd

Phan mém tai
quay giao dich

Ung dung ngan hang

) N1

( SOA

CoreBanking

(fng dung truy xuat
dir liéu

Customer360

CoreCard

Hinh 2.1: Tong quan vé hé thong SOA trong ngin hang

Hinh trén minh hoa ciu tric tong thé ciia hé thong ngan hang hién nay. Trong
mo hinh nay, SOA déng vai trd nhu 16p trung gian tich hop (Integration Layer), két
ndi gitta cac Gmg dung nghiép vu & ting nguodi dung va cac hé thdng 18i (Core
Systems) & tang ha ting.

O tang trén cung, nguoi dung bao gébm khach hang va nhan vién ngan hang
tuong tac v6i hé théng thong qua nhiéu kénh khac nhau nhu tng dung ngan hang dién
ttr, phdn mém tai quay giao dich, hay ing dung truy xuit dit liéu ndi bo. Cac tng
dung nay giri yéu cau nghiép vu dén 16p SOA dé truy cap thong tin va dich vu dugc

cung cap boi hé thong 16i.
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Bén trong khu vuc duoc bao vé boi Firewall, 16p SOA dam nhan chiric nang
diéu phdi, chuyén ddi va dinh tuyén dir liéu gitta cac thanh phan, dam bao viéc giao
tiép dién ra an toan, 6n dinh va tudn thu cac chinh sach bao mat ciia ngan hang. Lép
nay giup chudn hoa cach thuc tich hop, giam thiéu sy phu thudc giita cac hé thong va
tao diéu kién cho viéc mé rong, bao tri hoac thay thé thanh phén ma khong anh hudng
dén toan bo hé théng.

Tang dudi cling bao gdm cac hé thong 16i nhu Core Banking, Customer360,
Core Card, ... 1 noi xtt Iy cac nghiép vu trong yéu nhu quén 1y tai khoan, giao dich,
thong tin khach hang va dit liéu thé. Thong qua 16p SOA, cac hé thdng nay co thé
chia sé va cung cép dir liéu cho nhiéu kénh tng dung khac nhau mot cach nhét quan.

Nho co ché hoat dong nay, SOA gitp ngan hang hinh thanh mdt hé sinh théi
dich vu théng nhét, linh hoat va d& m& rong, déng thoi nang cao kha nang két ndi voi
cac nén tang cong nghé hién dai nhu microservices, API Gateway, cloud-native hay
Open Banking, gop phan thiic ddy qua trinh chuyén ddi sé toan dién trong nganh ngan
hang.

2.2. Thue trang trién khai truc tich hgp bing TIBCO BW5
2.2.1 Thuc trang

Quy trinh trién khai dich vy trong méi trudng TIBCO BusinessWorks 5 (BW5)
dugc van hanh theo co ché thu cong nhidu bude va doi hoi sy phdi hop giita nhidu
vai tro khac nhau, bao gdm nha phat trién (Dev), ngudi duy tri hé théng (Maintainer),
bd phan kiém thir (Tester) va moi truong quan tri TEA (TIBCO Enterprise
Administrator). Toan bd qua trinh trién khai, kiém thir, va chuyén d6i méi truong déu
duoc thyuc hién tuan tu, khong c6 kha nang tu dong hoa.

Cu thé, quy trinh bat ddu khi 1ap trinh vién tao Merge Request (MR) dé yéu
cau hop nhit ma nguén. Maintainer thuc hién review, merge va build code trén h¢
thdng quan 1y ma ngudn (thudng 1a GitLab hodc SVN). Sau khi build thanh cong, ma
ngudn duoc trién khai (deploy) 1én méi trudng UAT (User Acceptance Test) thong

qua cong cu quan tri TEA.
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Tai moi trudng UAT, kiém thir vién (Tester) tién hanh hai cip d6 kiém thir
gém test case phé thong (kiém tra tinh 6n dinh, giao dién, va két ndi dich vu) va test
case nghiép vu (kiém tra logic xu 1y, dit liéu va ludng giao dich thuc t&). Néu phat
hién 16i, két qua duoc phan hdi lai cho nhom phat trién dé chinh sira va gui lai MR
méi. Quy trinh nay cé thé phai lip lai nhiéu 1an cho dén khi tit ca cac trudong hop
kiém thtr dat yéu cau.

Khi dich vu duoc kiém thir thanh céng, Maintainer tién hanh cdu hinh méi
truong production, thong bao ding dich vu bao tri, sau do trién khai ma nguén chinh
thirc (deploy code prod). Cudi ciing, hé thdng dugc cap nhat phién ban méi va khoi

dong lai dé dua dich vu vao van hanh.
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Prod Dev Maintainer Source Code TEA Tester
. | | [ | [
| | | | |
| TaoMR _ | | | |
[ = | | |
: Review MR : : :
| | | |
| | | |
| . | |
| | |
| Merge | | |
| > | |
: Két qua tra vé : :
I [* | |
| Bao G | |
| (néuco) | |
T | |
| . | | |
I Build code | | |
| | | |
| | | |
| | |
| | |
: deploy code UAT :
|
I F 2 3 ' Py I
| Két qua tra vé |
| I | | |
| Bao I6i | | |
| (néuco) | | |
| | |
| b | |
| Théng bao test | |
| | | "

| | |

| | |

| | |

| | |

| | |

| | |

| | |

| L. . |

| < Test thanh cong |
| | | |
: Céu hinh production : : :
| | | |
| | | |
| | | |
T M I | |
Tt}on‘g bqo dirng dich vu | | |
| débaotri | | |
| | | |
| | deploy code prod |
| | T » |
l | RO |
| | Két qua tra vé |
l | b | | |
| Update phién ban méi | I |
| vakhsi dong lai | I |
el T | | |
u | | | |
| - | | |

Test case phé thong

Test case nghiép vu

Hinh 1.2: Hién trang trién khai dich vu khi sir dung TIBCO BW5
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2.2.2. Han ché

Mic du quy trinh ndy ddm bao tinh kiém soat chat ché va gitp giam rai ro
trong ting giai doan trién khai, song trong thuc té van hanh tai cac ngan hang, mo
hinh nay boc 10 nhiéu han ché o rét:

Thir nhat, quy trinh trién khai hoan toan phy thudc vio thao tac thi cong ctia
con ngudi, tir budc merge, build, deploy dén ciu hinh méi truong. Diéu nay khién
thoi gian trién khai kéo dai, d& phat sinh 151 van hanh va khong dam bao tinh nhat
quan gitra cac moi truong.

Thir hai, thiéu tich hop CI/CD khién quy trinh khong thé tu dong hoa kiém thir
hay trién khai. Mdi thay doi du nho ciing phai qua nhiéu budc xac nhan, lam cham
tién do phat hanh dich vu va khong phii hop v6i mé hinh phat trién Agile/DevOps.

Thir ba, viéc kiém tha UAT phu thudc hoan toan vao thao tac cua tester, khong
c6 pipeline tu dong ghi nhan két qua hodc rollback khi that bai. Piéu nay lam giam
tinh chi dong trong quan 1y rai ro va ting khoi lwong cong viée thii cong cho ca doi
phat trién 1an van hanh.

Cudi cung, trong moi truong production, BW5 khong c6 kha ning auto-scaling
hodc auto-recovery. Khi xay ra 16i, dich vu phai dugc dirng thu cong, khéi dong lai
hodc cap nhat phién ban mdi, gy gian doan dich vu (downtime) va tang 4p luc lén
do1 van hanh.

Nhirng bat tién nay cho thiy TIBCO BW5 khong con phit hop véi yéu cau tich
hop hién dai, dic biét trong bdi canh cac ngan hang dang chuyén dich manh sang mo
hinh container hoa, CI/CD, va microservices. Viéc chuyén doi sang TIBCO BW6
hodc kién trac trién khai dua trén Kubernetes va Docker 13 budc di can thiét nham
nang cao tinh linh hoat, tu dong hoa va kha nang mé rong dong cho hé théng SOA

ngan hang.
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2.3. Pé xuit md hinh trién khai truc tich hop bang TIBCO BW6 két hop
Kubernetes

2.3.1. M6 hinh dé xuit

| Dev

| "Source Code"

| Maintainer | | Registry | | "K8S UAT" | | Tester

| "K8S Prod" |

I i I T I I

| | | | | | |

| TaoMR _ | | | | | |

l Lg | | | | |

| e | | | | |

| Thong bao MR méi | | | | |

I e I [ I I

| Review MR | | | |

| | | | |

| | | | |

| | | | |

| | | | |

: Yéu cu chinh stra : : : :

¢ (néu c6) | | | |

| | | | |

| Approve MR | | | |

| | | | |

| . | | | |

| Trigger pipeline el | | |

I | " | I I

| . Checkout source code | | |

| T | | |

| ) | | |

| Maven build | | |
& unit test

| | | |

| | | |

| | | |

! Build/Test thét bail I I I

I (néu co) : : {

| | |

| | |

| | |

| | |

| | |

- | |

| |

| |

| |

| |

L |

|

|

|

|

|

|

|

|

|

|

|

|

|

1

i
I~ T
| |
| | Build Docker image BW6
| |
| |
| | :
| | Push image o
| | .
| | Tra vé Image ID
| | T

1
: : Deploy image méi '
»

| | i |
| | b Két qua deploy
| | i
: L6i deploy UAT : :
i (néu cd) | |
<
| | |
| | Théng bao test trén UAT =
| | T »]
: : : Test tw dong
| | | (AP test)
| | |
| | |
| | | Test nghiép vu
: : : manual
| | |
| | |
| | Test UAT dat
| | I | | |
! I I Deploy image méi !
! | | (rolling update) !
| | t T 1 P,
| | | " | |
| | |  Kétqua deploy |
| | i | | |
! L5i deploy Prod ! ! ! !
:4 (rollback néu can) : : :
| | i | | |
| | Release production | | |
| L | _thanh cong | | |
I | I~ | I I I |
| | | | | | | |
| | | | | | | |

Hinh 2.2: Mé hinh trién khai dich vy khi sir dung TIBCO BW6
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Sau giai doan van hanh truc SOA béng TIBCO BWS5 véi nhiéu han ché vé kha
ning ty dong héa va mé rong, cac ngan hang da timg budce chuyén doi sang TIBCO
BusinessWorks 6 (BW6) — nén tang thé hé mai duoc thiét ké phu hop v6i xu hudng
container hoa, DevOps va CI/CD. Mb hinh trién khai BW6 thé hién trong hinh duéi
day cho thdy sy thay ddi toan dién tir cach quan 1y ma ngudn, quy trinh build, kiém
thir cho dén trién khai va gidm sat dich vu.

Trong md hinh nay, toan bd quy trinh phat trién va trién khai dich vu dugc tu
dong hoa thong qua pipeline CI/CD. Khi nha phat trién (Dev) tao yéu cau hop nhat
ma ngudn (Merge Request — MR) trén hé théng quan 1y ma ngudn (nhu GitLab hoic
Bitbucket), Maintainer s& tién hanh review va approve MR. Ngay sau khi MR dugc
chép thuan, pipeline CI/CD duoc ty dong kich hoat dé thuc hién chudi tic vu bao
gdm: checkout source code, build va unit test bang Maven, dong goi ing dung TIBCO
BW6 dudi dang Docker image, va ddy image 1én Registry trung tam.

Tur Registry, pipeline tiép tuc trién khai image méi 1én méi truong UAT (User
Acceptance Test) trong cum Kubernetes (K8S UAT). Tai day, cac bai kiém thu tu
dong (API test) va kiém thir nghiép vu thii cong (manual test) duoc thuc hién nham
dam bao chat lugng dich vu trude khi phat hanh. Khi toan bd kiém thir dat yéu cau,
pipeline s& tu dong trién khai image mdi sang méi truong san xuat (K8S Prod) bang
co ché rolling update, dam bao khong gian doan dich vu trong qué trinh nang cap.
2.3.2. Pdc diém néi bit

So véi thé hé BW5, mé hinh trién khai BW6 mang lai nhiéu wu diém vuot troi:

Tu dong héa toan bd quy trinh phat trién — kiém thir — trién khai, rat ngén thoi
gian release va giam thiéu 16i do thao tac thi1 cong.

D0 phu thudc vao maintainer giam di dang ké

Tich hop chit ché véi cong cu DevOps nhu Jenkins, GitLab CI,... gitup thiét
1ap pipeline CI/CD chuén hoa.

HO trg containerization véi Docker va Kubernetes, cho phép mé rong linh hoat

(auto-scaling), tw phuc hdi (auto-recovery), va tbi wu tai nguyén hé thong.
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Co ché logging va monitoring tip trung thong qua cic coéng cu nhu
Prometheus, Grafana hoac ELK stack, gitip giam sat toan b vong doi dich vu.

Nho cac cai tién nay, TIBCO BW6 tr¢ thanh nén tang tich hop trung tim
(integration backbone) trong kién triic SOA hién dai ctia ngan hang, dap tng tot yéu
cAu vé toc dd, linh hoat, tinh sin sang cao va kha nang mo rong dong — nhiing yéu tb
cbt 13i trong tién trinh chuyén do6i s6 va hién dai hoa ha ting cong nghé ngan hang.
2.3.3. Khé khan va han ché

Mic dit mé hinh trién khai tryc tich hop bang TIBCO BusinessWorks 6 (BW6)
mang lai nhiéu lo1 ich rd rét vé mat ky thuat va van hanh, song trong giai doan thi
diém chuyén do6i tir BW5 sang BW6, cac ngan hang van phai d6i mat voi nhicu kho
khén va thach thirc thyc té.

Tht nhét, thiéu nhan luc co chuyén moén vé container va Kubernetes 13 tr&
ngai 16n nhét trong qu4 trinh trién khai. Do ha ting m&i dya hoan toan trén cong nghé
container hoa, viéc thiét lap, cdu hinh va giam sat h¢ théng doi hoi doi ngii ki thuat
c6 kién thirc sau vé DevOps, CI/CD, va van hanh cum Kubernetes. Tuy nhién, nguén
nhan lyc nay tai nhiéu ngan hang hién con han ché, dan dén tién do trién khai cham
va phu thudc nhiéu vao don vi tu vin bén ngoai.

Thir hai, chi phi dau tu ban dau 16n ciing 1a yéu t6 gy can trd cho viée ap
dung rong rii. Viéc chuyén d6i sang BW6 khong chi doi hoi dau tu vao phan mém
ban quyén, ma con can nang cp ha ting may chu, thiét bi luu tri¥, va hé thong giam
sat mdi. Bén canh do, do hé théng BWS5 hién tai van van hanh 6n dinh, nhiéu ngan
hang con tAm 1y e ngai thay d6i, lo ngai rui ro khi di chuyén cac dich vu nghiép vu
quan trong sang nén tang méi.

Thi ba, thiéu mé hinh chuan va quy trinh trién khai rd rang khién viéc chuyén
d6i gap khé khan trong giai doan dau. Mdi don vi trién khai thuong phai ty thiét ké
pipeline, quy trinh dong géi va chién lugc migrate riéng, dan dén thiéu tinh ddng nhat
va kho khan trong viéc quan 1y, bao tri l1au dai.

Nhin chung, duo m6 hinh BW6 mang lai nén tang k¥ thuat hién dai hon, qua

trinh chuyén doi tr BW5 sang BW6 van can dugc thyc hién tung budc, c6 10 trinh va
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hd tro dao tao bai ban, nham dam bao tinh dn dinh cua hé théng ngan hang trong qua
trinh hién dai hoa truc tich hgp SOA.
2.4. Két luan chwong 2

Chuong da hé thong hoa cac khai niém cbt 161 vé SOA trong ngan hang, chi ra
val tro quan trong cua truc tich hop trong viéc két ndi cac hé théng nghi¢p vu, chuan
hoa giao tiép, nang cao kha ning tai sir dung dich vu va hd trg chién luoc chuyén
ddi sb. Trén co s& do, dé an di sau phan tich thyc trang trién khai truc tich hop dua
trén TIBCO BusinessWorks 5, 1am 1 nhirng diém manh nhung dong thoi ciing nhan
dién nhiing han ché con ton tai nhu kién trac don khéi, kho mé rong, kho giam sat,
chi phi van hanh cao va chua dap ung tét yéu cau linh hoat trong béi canh sé lwong
giao dich tdng nhanh.

Tir cc van dé thuc tién, chuong tiép tuc dé xuat mo hinh trién khai truc tich
hop méi dya trén TIBCO BusinessWorks 6 két hop nén tang Kubernetes. M6 hinh
nay thé hién nhiéu wu diém ndi bat nhu kha nang trién khai dang container, ty dong
m& rong, CI/CD, cai thién hiéu ning, ting tinh linh hoat va ddm béo tinh sin sang
cao cua hé théng. Tuy nhién, chuong ciing chi ra nhitng kho khan va thach thirc can
can nhac khi trién khai, bao gom yéu cau dau tu ha ting, ning luc doi ngii, thay doi
quy trinh van hanh va céc rai ro chuyén d6i hé théng.

Téng thé, Chuong I d3 xay dung duoc birc tranh toan dién vé hién trang va
dinh huéng phat trién hé thong SOA tai ngan hang. Pay 1a co sé quan trong dé
Chuong 111 tiép tuc phén tich, danh gia va dé xuét giai phap trién khai chi tiét, hoan
thién kién trac truc tich hop theo dinh huéng ctia BIDV, linh hoat va bén viing trong
tuong lai.
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CHUONG III: TRIEN KHAI HE THONG SOA TREN
NEN TANG KUBERNETES TAI NGAN HANG BIDV

Sau khi nghién ciru tong quan kién trac SOA trong linh vuc ngan hang va
phan tich m hinh trién khai truc tich hop bang TIBCO BusinessWorks 5 (BW5) va
TIBCO BusinessWorks 6 (BW6), chuong nay tap trung trinh bay mé hinh trién khai
thuc té hé théng SOA trén nén tang Kubernetes tai Ngan hang TMCP PAu tu va Phat
trién Viét Nam (BIDV). Day la mot bude tién quan trong trong qua trinh hién dai hoa
ha tang tich hgp va chuyén d6i sang kién tric dién toan dam méy cua ngan hang.

Viéc ap dung Kubernetes khong chi giup BIDV tu dong héa quy trinh trién
khai va quan 1y dich vu, ma con mang lai kha ning mo rong linh hoat, t6i wu tai
nguyén, va ting tinh sin sang (high availability) cho toan bo hé théng SOA. Bang
cach két hop nén tang container hoa (Docker) va pipeline CI/CD tu dong, BIDV
huéng dén muc tiéu xay dung mot hé sinh thai tich hop hién dai, thong nhat va cé
kha niang phuc hdi cao — dap g yéu cau van hanh 24/7 va khi lugng giao dich ngay
cang lon.

Chuong nay sé& trinh bay chi tiét kién tric tong thé ciia hé théng SOA trén
Kubernetes, bao gdm cau tric ha ting, co ché trién khai, quan 1y tai nguyén, va giam
sat dich vu. Tiép do, ndi dung s€ di sdu vao quy trinh trién khai thue té tai BIDV,
danh gia hiéu qua dat duogc cling nhu nhiitng kho khan, thach thic va kinh nghiém
thyc tién rit ra trong qua trinh trién khai hé théng.

3.1. Tong quan kién tric

Hinh dudi ddy mé ta kién trc tong thé cuia hé thdng tich hop SOA dugc trién
khai trén nén tang OpenShift (Kubernetes) tai Ngan hang BIDV, véi trong tim 13 viéc
mg dung TIBCO BusinessWorks 6 (BW6) trong mdi truong container hoa dé dam
bao kha nang mé rong, linh hoat va quan 1y tip trung.

Toan by hé théng dugc chia thanh nhiéu namespace doc lap trong cum
OpenShift, trong d6 Namespace SOA chiu trach nhi€ém xtt 1y cac dich vu nghi¢p vu
chung, con Namespace SOA 2.0 — CDE (Cardholder Data Environment) dugc tach
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biét dé phuc vu cac nghiép vu lién quan dén thé quéc té, dam bao tinh bao mat va
tuan thu cac chuin an toan dit lidu.

O tang giao tiép, cac tng dung dau cudi (Request Application) nhu Customer
App, Teller App, CRM, DKTT,... gri yéu cau thong qua céc giao thirc SOAP/IMS
hoic HTTP/HTTPS dén hang doi tin nhin (TIBCO EMS Queue). Queue niy dong
vai tro trung gian truyén thong bat dong bo, gitip can bang tai va giam do phu thudc
truc tiép gitta cac ung dung va dich vu xir 1y.

Bén trong namespace SOA, hé théng duoc chia thanh hai nhém chinh:

Core Module — bao gdm cac dich vu 16i nhu Core Profile Request/Reply RO
va Core Profile Request/Reply RW, dam nhén viéc truy xudt va cap nhat thong tin hd
so khach hang, dong thoi két ndi truc tiép v6i hé thdng Core Banking thong qua cac
may chu Primary Server va Report Server.

Business Domain Service — bao gé)m cac dich vu nghi¢p vu nhu Account
Service, Payment Service, Contract Service, va cac dich vu khac. Cac dich vu nay
duoc trién khai dudi dang container doc 1ap, sir dung TIBCO BW6 CE lam cong cu
xur 1y va tich hop dit lidu tir nhiéu hé théng backend (Noti, Hé thong thé, DB Config
v.v.) qua cac giao thitc SOAP, IMS, HTTP/HTTPS hoac JDBC.

Mot thanh phan quan trong trong kién tréic 1a hé thong giam sat va ghi log tap
trung (LOG SYSTEM) duogc xdy dung trén nén tang ELK Stack (Elasticsearch —
Logstash — Kibana). Thanh phan nay cho phép thu thap, phan tich va tryc quan hoa
log tir tit ca cac container trong cum Kubernetes, gitip bd phan van hanh d& dang theo
doi, giam sat va xir 1y su ¢6 trong thoi gian thuc.

Ngoai ra, namespace SOA 2.0 — CDE duoc trién khai riéng biét d¢ dam bao
an toan dir liéu thé (PCI DSS compliance). Tai day, cac dich vu thé qubc té
(International Cards Service) cling hoat dong thong qua TIBCO EMS Queue tuong
tu nhu namespace SOA, nhung duoc co 14p hoan toan vé mit tai nguyén va mang dé
tang tinh bao mat.

Nho cau tric phéan tach 1 rang giita cac ting va dich vy, mo hinh nay mang

lai tinh linh hoat, kha ning mé rong dong va do san sang cao, dong thoi cho phép
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doan, va quan ly tap trung toan bg h¢ théng SOA trén mot nén tang théng nhét.
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i
.
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Hinh 3.1: Tong quan Kién tricc SOA
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STT|Ngudn Giao bich Mo ta
thire/Chuan
két ndi
1  [Request SOAP JIMS [SOA Céc ung dung tich hop SOA qua giao
Application thirc SOAP over IMS
2 |Request |RESTful API|SOA Két ndi t6i SOA theo chuan RESTful
Application API, xac thuc qua hé théng QLToken
3 |Request SOAP JMS |[SOA Céc tng dung CDE tich hop SOA qua
Application giao thirc SOAP over JMS. Phuc vu céc
chuong trinh, nghiép vu xir Iy yéu cau
sO thé tuong minh
4  |Request RESTful API|SOA Céc ung dung CDE tich hop SOA. Phuc
Application vu cac chuong trinh, nghié¢p vu xur 1y
yéu cau sd thé tudng minh theo chuén|
RESTful API, xac thuc qua hé théng
QLToken
5 |SOA SOAP JMS |Core B1. Push dit liéu dé guri vao queue xuy
JDBC/MRPC|Primary  [ly RW khi goi vao Core Profile
B2. Pull dir liéu dé thuc hién goi vao
Primary Server cua Core Profile
6 |SOA SOAP JMS |Core B1. Push dit liéu dé guri vao queue xu
JDBC/MRPC|Report 1y RO khi goi vao Core Profile
B2. Pull dir liéu dé thuc hién goi vao
Report Server cua Core Profile
7 |SOA SOAP Backend  [SOA tich hop dén cac tng dung noi bo
JMS/HTTP |Application|BIDV theo phuong thirc ng dung cung
RESTful API cap
JDBC
8 |SOA JDBC Config DB [Két nbi Database
9 |SOA TCP/IP Log tap|[Forwarding log tir hé thong SOA vao
(Kafka trung Kafka vao hé thong log tap trung ELK
Queue)

Bang 3.1: Bang mo ta cac két noi giira SOA 2.0 va cac hé thong lién quan
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3.2. Mo hinh CI/CD

(K8s Manifests / Helm)

update S

‘ GitOps Config Repo ‘

g Git changes
‘ Quality-check - ‘
5 o | - artifact-scan i
Dev Git Repository. Build 7 Publish Openshift / Kubernetes
(Commit/MR) (Source Code) - artifact-build » SOEe ORIy stan dotoiin AIGOCD o/ Deploy Cluster
\ \ - dependancy-scan - Son K008 Carmrotes) (SOA Services Pods)
_ unit-test (Atifact / Image Regisiry) ‘

Hinh 3.2: M6 hinh CI/CD don giin

°Wamlng Lé Quang Thanh created pipeline for commit 25b74be8 [y 20 hours ago, finished 4 minutes ago
For 'develop

€010 jobs @ 2 minutes 7 seconds, queued for 4 seconds

Pipeline  Jobs @ Failed Jobs e Tests Q

Group jobs by Job dependencies

—— quality-check —— publish
@ artifact-scan (Z) artifact-publish argocd-deploy
@ code-quality-scan

compliance-scan
N

@ dependency-scan

v ) secret-scan

unit-test

Hinh 3.3: Quy trinh CI/CD trén Gitlab
3.2.1. Quy trinh CI
Pha CI (Continuous Integration) bat dau tir thoi diém 1ap trinh vién (Dev) thuc
hién commit hodc tao Merge Request (MR) 1én Git Repository chira ma ngudn dich
vu SOA. Mbi thay ddi trén nhanh duoc ciu hinh sé& tu dong kich hoat pipeline CI, bao
dam rang moi phién ban ma déu phai di qua cing mdt quy trinh kiém tra trudc khi

dugc chap nhan.
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build —— quality-check —— publish

C/) artifact-build @ artifact-scan (::, artifact-publish

@ code-quality-scan
( H

\\Z/) compliance-scan
@ dependency-scan
(v) secret-scan

(v) unit-test

Hinh 3.4: Quy trinh CI trén Gitlab
Sau khi nhan tin hiéu tir Git, pipeline chuyén sang giai doan Build — artifact-
build. O budc nay, hé thong CI (GitLab Cl/Jenkins) tu dong bién dich ma ngudn,
chay cac budc dong goi can thiét (vi du: Maven/Gradle build ddi voi Java, build BW6
app, tao Docker image, v.v.) va sinh ra mot artifact trién khai dugc. Artifact nay mang
phién ban (tag) cu thé, gitip truy vét chinh xac gitra ma ngudn va goi trién khai sau
nay. Giai doan build gitp phat hién sém cac 16i cu phap, 16i phu thudc (missing

dependency) va dam bao mi c6 thé bién dich thanh cong trén moi trudong chuan.

ef podLabel = "freeops-7_0_build_maven—-image—build"
podTemplate(label: podLabel, yaml: POD_YAML) {
node(podLabel) {
ws('/home/jenkins/agent/builds’
stage('Init') {
}

stage('Warnup') {
3

stage('Execute — Maven Build') {

}

stage('Execute — Build & Push Image') {
}

Hinh 3.5: Logic code trong quy trinh CI
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Tiép theo, artifact duoc dua vao khdi Quality-check, noi tap hop nhiéu job
kiém tra chat lugng dugc thuc thi tu dong. Cac budc nhu artifact-scan, code-quality-
scan, dependency-scan gitup quét 156 hong bao mat trong ban build va cac thu vién phy
thudc, kiém tra chat lugng ma (code smell, bug, duplication), cting nhu muc do tuan
thii chuan coding va quy dinh ndi bo (compliance-scan). Song song do, secret-scan
duoc st dung dé phat hién nguy co ro ri thong tin nhay cdm (mat khau, khoa truy
cap...) trong repo, con unit-test chay bo kiém thir don vi nham xac nhéan cac chirc
nang cbt 161 van hoat dong ding sau mdi thay d6i. Chi khi toan bo kiém tra quan trong
dat yéu cau, pipeline méi duoc phép chuyén sang budc ké tiép.

O cubi pha CI 1a giai doan Publish — artifact-publish, noi artifact da “qua kiém
dinh” dugc day 1én kho luu trir trung tim (artifact registry hodc container registry).
Viéc chi publish cac artifact d3 vuot qua day di cac budc build va quality-check giup
bao dam rang moi phién ban duoc str dung cho trién khai (CD) déu di duogc kiém
ching vé chat lwong va bao mat. Pong thoi, kho artifact dong vai tro nén tang dé cac
mai truong sau nay (UAT, Production) co thé sir dung cting mot géi trién khai, dam

bao tinh nhit quan xuyén sudt toan bd vong doi dich vu SOA.
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v podTemplate(label: podLabel, yaml: POD_YAML) {
node(podLabel) {
ws('/home/jenkins/agent/builds

stage('Init') {
}

stage('Warnup') {

}

stage('Execute') {

Jef commit = env.IMAGE_COMMIT ?: env.GIT_COMMIT ?: env.CI_COMMIT_SHA ?: 'dev'
def shortCommit = commit.take(8)
ef tag = env.IMAGE_TAG ?: "dev-${shortCommit}"

def srcImage }:${tag}"
b:${tag}"

echo "Source image:
echo "Destinatio

container('oras') {
withCredentials([
string(credentialsId: REGISTRY_PASS_CRED, variable:
]
shi8¥
set -e
echo "Login to registry ${REGISTRY}..."
oras login --insecure -u nexus_user -p "$PASS" ${REGISTRY

echo "Copy image from ${srcImage} to ${destImage}...'
oras cp --from-insecure --to-insecure \\
${srcImage} \\
${destImage
i

Hinh 3.6: Logic code tii image 1én dam may

3.2.2. Quy trinh CD

Pha CD (Continuous Deployment) bit dau ngay sau khi artifact di duoc
publish thanh c6ng 1én kho luu trir trung tam. Thay vi trién khai truc tiép artifact vao
moi trudng chay, hé théng sir dung moé hinh GitOps, trong d6 toan bd cau hinh trién
khai Kubernetes (Helm chart) dugc quan ly trong GitOps Config Repository. Khi
pipeline hoan tat budc publish, hé thé)ng s€ tuy dong cap nhat thong tin phién ban
artifact méi (vi du: tag cia Docker image) vao repo cau hinh nay. Moi thay d6i tai
day déu duogc kiém soat béng Git, bdo dam tinh minh bach, kha nang truy vét va phuc

vu kiém toan.
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Hinh 3.7: Pha CD trén Gitlab

Ngay khi GitOps repository dugc cap nhat, cong cu Argo CD — hoat dong nhu
mot GitOps Controller — lién tuc theo doi su thay ddi tai kho cu hinh. Argo CD phat
hién phién ban méi cuia cAu hinh trién khai va so sanh véi trang thai thuc té dang chay
trong cum OpenShift/Kubernetes. Néu phat hién su chénh léch, Argo CD s€ ty dong
kich hoat qua trinh ddng bo (sync) dé trién khai phién ban méi vao cum. Qua trinh
nay bao gdm cip nhat Deployment, StatefulSet, ConfigMap, Secret... tiiy theo thay
d6i, dong thoi hd tro chién lugce rolling update dé bao dam qua trinh nang cap dién ra

muot ma, khong gian doan dich vu.
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¥

stage('Execute

fileUrl = buildGitlabFileUrl(DEPLOY_PROJECT, VALUES_FILE_PATH, DEPLOY_BRANCH,

payload
branch EPLOY_BRANCH,
commit_messa Up newTag} o
content pdatedYanl,
encoding

GITLAB_BASE_URL}/${DEPLOY_PROJECT
DEPLOY_BRANCH,
filePath: VALUES_FILE_PATH

echo [ I gs ch: ${argsMap}"
jsonBody = JsonOutput.toJson(payload)

projectId ncoder . encode(DEPLOY_PROJECT, ‘UTF
argsMap.url = GITLAB_BASE_URL
argsMap. projectId = projectId

withCredentials([string(credentialsId: GITLAB_TOKEN_CRED, variable:

putRes| httpRequest

httpMode: 'PUT',

url: filelrl,

customHeader: [ , value: env.GITLAB_TOKEN]],

contentTyp LT

requestBody: jsonBody,

validResponseCodes: '200"

itlabInfo: ${argsMap}"

rawUrl = buildGitlabFileUrl(DEPLOY_PROJECT, VALUES_FILE_PATH, DEPLOY_BRANCH,

rue)
rawYaml

withCredentials([string(credentialsId: GITLAB_TOKEN_CRED, variable: 'GITLAB_TOKEN')]) {
echo "[DEBUG] P ming GET to: ${rawUrl}"

£ res
httpMode

putResp. status

putResp. content
echo "[D ilt: ${respson}"
customHeaders: [[name: ' OKEN', value: env.GITLAB_TOKEN]],
validResponseCodes : ;

resp.status}”

resp.content?.size() ?: 0}"
rawYaml = resp.content container!

withCredentials([
usernamePassword
credentialsId: ARGOCD_CRED_ID,
usernameVariable: '
passwordVariable: '

echo “[ =—— EXIT get

values = readvaml text: rawYaml

resolveImageTag()
5: ${newTag}'

ARGOCD_SERVER} \\
ARGOCD_USER" \\
ARGOCD_PASS" \\

if (values.
values. = newTag
if (values.'

Valieelis = e ARGOCD_APP_NAME} \\

updatedYaml = writeYaml returnText: , data: values

Hinh 3.8: Logic ciia pha CD Hinh 3.9: Logic ciia pha CD (tiép)
Trong qué trinh trién khai, Argo CD lién tuc giam sat trang thai Pod, tai nguyén
va cac diéu kién sin sang (readiness/liveness). Néu trién khai gap 161 hoac Pod khai
chay khong thanh céng, Argo CD c6 kha ning ty dong rollback vé phién ban 6n dinh
trudc d6 dya trén trang thai dugc ghi nhan trong GitOps repository. Diéu nay giup

giam thiéu rai ro khi trién khai va ting muc do tin cay cta hé thong.



34

Applications

+ NEW APP w Q Search applications... / Lo

0 e rf-request-reply B v
Project

Labels

Status ® Healthy @ Synced

Repository /devsecops/deploymen
Target Rev develop

Path prf-request-reply

Destination: Unknown

Created At: 11/13/2025 19:43:44 (20 hours ago)

Last Sync 11/14/2025 15:03:36 (an hour ago)

&= 0=

Hinh 3.10: Giao dién ArgoCD

Nho str dung mo6 hinh GitOps va Argo CD, quy trinh CD dat dugc mutc do tu
dong hoa rat cao, bao dam rﬁng moi phién ban duogc trién khai ra méi truong thuce thi
déu 1a phién ban da duoc kiém duyét trong Git, déng thoi han ché tdi da su can thiép
thu cong. Didu nay gop phan ning cao d6 6n dinh, kha ning kiém soat va hiéu qua
van hanh cua cac dich vu SOA trién khai trén nén tang OpenShift/Kubernetes.

3.3. Thure nghiém trién khai services
3.3.1. So do concept OpenShift két hop Kubernetes

Hinh duéi day mo ta kién tric tong quan cta hé théng tng dung duoc trién
khai trén nén tang Kubernetes trong méi trudng dién toan dam may. Kién trac nay
thé hién day du cac 10p chirc ning tir phia ngudi ding, 16p diéu phdi tai nguyén, cho
dén cac dich vu hd trg van hanh va luu trix dit liéu. Muc tiéu ciia m6 hinh 13 dam bao
kha nang trién khai linh hoat, tw dong hoa qué trinh quan 1y vong doi ing dung va tdi
uu hiéu ning trong diéu kién hé théng 6 s6 lugng dich vu 16n va tai bién dong lién

tuc.
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O tang trén cung, ngudi ding hodc cac tmg dung bén ngoai truy cap vao hé
théng thong qua Internet. Cac yéu cau nay dugc chuyén t6i hé thong thong qua céac
thanh phan diéu huéng nhu Ingress Controller hoic API Gateway. Pay 1a 16p trung
gian thyc hién chirc ning diéu phdi luu lugng, can bang tai va kiém soat bao mat dau

vao trude khi yéu cau duge chuyén vao cum Kubernetes.

Internet

ImageStream ?Route

Docker \ :

registry i \@ %Sewlce @CI’OHJOb

Deployment
ReplicaSet (ﬁ@) Pod @JOb
Volume (PVC) Oj
Empty dir @
Config map @

Secret @

Hinh 3.11: Tong quan vé Openshift

BuildConfig ¢ )

Phia trong cum, ung dung dugc trién khai duéi dang cac container — don vi
dong goi nhe, doc 1ap va dé mé rong. Kubernetes quan 1y cac container thong qua cac
ddi tugng nhu Pod, ReplicaSet, Deployment, ddm bao kha nang m¢ rong dong (auto-
scaling), khoi phuc khi xay ra 13i (self-healing), va phan phdi tai nguyén hop 1y giita
cac node trong cum. Nho do, hé théng dat dugc tinh linh hoat va sin sang cao trong
mdi truong van hanh thuc té.

Bao quanh khdi xtr 1y trung tdm 1a cac dich vu hd trg ctia Kubernetes, bao
gom:

- Service (ClusterIP/NodePort/LoadBalancer): dinh tuyén yéu cau dén cac Pod
phu hop.

- ConfigMap va Secret: quan 1y cau hinh tng dung va thong tin nhay cam.
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- Persistent Volume va Persistent Volume Claim: cung cip co ché luu trix dix
lidu bén virng.

- Job va CronJob: thuc thi céc tic vu theo lich hodc tic vu nén.
Céc thanh phan nay hoat dong phdi hop nhim dam bao méi trudng van hanh

thdng nhét, chuin héa va d& quan 1y.

| Components 0.0
.-.
OPENSHIFT
Container Registry (OCR) Deployments &
_6 Services

Images .e .

et .

| i | i ]

P ] | i : 1

OPEMSHIFT Lk ; @ '

ciGD a0 |

SCM |

L% ¢ POD |
etcd |
Containars s '

R '

= l:.'serf. Project
CPENSHIFT
Web Console

Hinh 3.12: Téng quan céu tric Openshift

Cudi cung, tang luu trir va tich hop backend dong vai tro xtr Iy dir liéu va cung

cap dich vu cho cac thanh phan phia trén. Pay c6 thé 1a co s¢ dir liéu quan hé, hé

thdng message queue hodc cac tng dung 15i khic. Kubernetes cho phép két nbi linh

hoat t6i cac hé thong nay thong qua co ché service hodc két ndi truc tiép thong qua

APL
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3.3.2. Service goi dén 16i ngin hang

OpenShift

Core Banking

Report Server
Core Module

@ Core Profile

Resquest/Reply RO
Primary Server

TIBC2
BWCE

% Core Profile
Resquest/Reply RW

Backend Application

Bai toan:

Day la service dung chung, 70%
dich vu ctia ngan hang déu di qua service
nay dé goi vao CoreBanking nén nguén
tai nguyén can phai téi wu, tap trung cho
dich vy nay.

Queue Vay, bai toan duoc giai quyét bang

Business Domain Service \ 0 ~ \

] A ah hiA 1% A 2 TYA
—@+ @ : viéc ¢o nhiéu pod d¢ ho trg can tai. Pong
= . A 1A b . £-
= tho1 ma ngudn bén trong déu phai dugc toi

uu mot cach hop 1y

(A
(]

Hinh 3.14: Toan bd hé thong SOA
pho thong

Dung vé phia ha ting, dich vu nay ¢ nhimng thanh phan nhu sau:
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HorizontalPodAutoscalers

Search by name...

Hinh 3.15: Vi du vé HPA

HorizontalPodAutoscaler 1 co ché trong Kubernetes tu dong ting hodc giam
$6 lugng Pod dya trén mirc st dung tai nguyén nhu CPU hoac RAM. Nho do, hé
thdng ludn duy tri hiéu nang on dinh va tdi wu tai nguyén khi tai bién dong.

Deployment: ding dé quan 1y vong doi cta cac Pod trong OpenShift. Ching
gitp thyc hién trién khai, cap nhat phién ban (rolling update), m¢ rong hoac thu nho
s6 lugng Pod mot cach tu dong. Pong thoi tai ddy khai bao nhiing tham sé duoc dung
vi du nhu ConfigMaps va Secrets

ConfigMaps: dung dé luu trit cic cau hinh khong nhay cam nhu tham sé Ung
dung, URL két ndi, bién moi truong. Tai day s€ luu lai nhitng tham ) goi dén dich
vu 101 ngan hang.

Services: cung cap diém truy cap on dinh (stable endpoint) cho cic Pod phia
sau, bat ké Pod c6 thay doi hay duoc khoi dong lai. Chiing dam nhiém chirc ning
dinh myén luu lugng va can bﬁng tai, ddm bao cac Pod nhan dugc request ding cach
trong hé théng phan tan.

Routes cho phép cac ung dung trong OpenShift phoi bay dich vu ra bén ngoai
cum Kubernetes ra mang noi bo. Day la co ché diéu hudng luu lugng tir bén ngoai
vao tng dung théng qua HTTP/HTTPS, dong thoi hd trg cac chinh sach bao mat va

can bang tai nang cao.
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Details esou Release notes

Deployments

D

ConfigMaps

CM

Services

D) |

Routes

RT

Hinh 3.16: Tai nguyén cia 1 service
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spec:
scaleTargetRef:
kind: Deployment
name: prf-req-rep-ro
apiVersion: apps/vl
minReplicas: 1
maxReplicas: 5
metrics:
- type: Resource
resource:
name: cpu
target:

type: Utilization

averageUtilization: 70

Hinh 3.17: N¢i dung HorizontalPodAutoscaler
- minReplicas, maxReplicas: s lugng pod tdi thiéu va t6i da cho deployment
- Khi CPU > 70% — tu dong scale thém Pod
Noi dung Deployment
- Name: Tén container trong pod
- Env: Dinh nghia bién méi truong cho container
- Ports: Thong tin ports dugc phoi ra ctua dich vu
- VolumeMounts: Danh sach cac volume dugc gin vao container.
- EnvFrom: Dung dé import ConfigMap hodc Secret vao container duéi dang
bién méi trudng.

- Image: Docker image dé chay dich vu BW6



Project: uat-soa ¥

Deployment details

D prf-rep-rep-ro

Details Metrics YAML ReplicaSets Pods Environment Events

containers:

- resources: {}
terminationMessagePath: /dev/termination-log
name: prf-rep-rep-ro
env:

- name:
value:
- name:
value:
ports:
- name: http
containerPort: 8686
protocol: TCP
imagePullPolicy: Always
volumeMounts:
- name: logback-config
readOnly: true
mountPath:
subPath: logback.xml
name: ssl-data
readOnly: true
mountPath: /tmp/key
name: redis-config
readOnly: true
mountPath: /tmp/redisconfig
name: msg-code-convert
readOnly: true
mountPath: /tmp/msgcodeconvert
terminationMessagePolicy: File
envFrom:
- configMapRef:
name: soa-common
- configMapRef:
name: soa-logback
- configMapRef:
name: prf-rep-rep-ro
image: '‘prf-req-rep:20251114"
volumes:
- name: logback-config
configMap:
name: soa-logback-xml
defaultMode: 420

name: ssl-data

secret:
secretName: soa-prf-ssl-keys
defaultMode: 420

name: redis-config

secret:

Hinh 3.18: N§i dung Deployment
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Noi dung ConfigMaps, Services, Routes

Route details

el RD prf-req-rep-ro o acepted
cM prf-rep-rep-ro

; Detail:
Details

Hinh 3.19: ConfigMaps Hinh 3.20: Routes

Service details

S prf-rep-rep-ro

Details L Pods

192.168.2.16

ports:
internalTrafficPolicy: Cluster
clusterIPs:
ClusterIP
Policy: SingleStack
ffinity: None

Hinh 3.21: Services

Nhin chung, cac tai nguyén nhu Deployment, Service, Route, ConfigMap va
Secret dong vai tro nén tang trong vi¢c trién khai va van hanh cac dich vu SOA trén
OpenShift/Kubernetes. Sy phdi hop giita cac thianh phan nay gitip hé théng dat duoc
tinh linh hoat trong c4u hinh, kha ning mé rong dong, tinh sin sang cao va kha ning
tach biét méi trudng van hanh khoéi cdu tric tng dung. Viée quan 1y dung chuén céc
tai nguyén nay khong chi bao dam dich vu hoat dong 6n dinh, ma con 14 tién dé quan
trong dé trién khai cac co ché giam sat va van hanh ning cao.

Trén co so do, mot thanh phén khong thé thiéu trong h¢ théng phan tan hién

dai 1a co ché ghi log va giam sat tap trung. Pay 1a yéu t gitip cac nhom phat trién va
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van hanh ndm bat dugc hanh vi cla tng dung, phat hién sém 15i phat sinh va danh
gia hiéu suat theo thoi gian thyc. Phén tiép theo s& trinh bay chi tiét phuong phap doc
log tir Pod, co ché thu thap log tu dong va mo hinh tich hgp hé thong log tap trung
trong moi truong Kubernetes.
3.3.3. Doc log va ghi log vao log tdp trung

Trong qué trinh hoat dong, Pod sinh ra cac ban ghi (log) phan &nh trang thai
va hanh vi ctia tng dung. Céc log nay duogc luu truc tiép tai container dudi dang dong
xudt chuan (stdout/stderr) va dugc Kubernetes thu thap tap trung. Co ché ghi log ctia
Pod cho phép ddi ngii van hanh dé dang theo ddi, phan tich 16i va danh gia hiéu ning
g dung, dong thoi hd tro tich hop véi cac hé thong giam sat tap trung nhu ELK dé

nang cao kha ning quan sat toan hé thong.

Pod details

P prf-rep-rep-ro-7b9c5bd5d6-kn9pv & running

{"@timestamp”:"2025-11-15T11:39:58.532+07:00", "

{"@timestamp" :"2025-11-15T11:39:58.534+07:00", "gversion”:"1",

Hinh 3.22: Vi du log cia 1 service
Trong kién trac trién khai SOA trén Kubernetes, viéc thu thap va phén tich log
tir cac dich vu phan tan 1a yéu cau thiét yéu nham bao dam kha ning quan sit van
hanh, gidm sat 15i va tdi uu hiéu ning hé thong. Dé dap tng yéu cau nay, hé thdng sir
dung mé hinh ghi log tap trung thong qua su két hop giita Kafka va nén tang ELK
(Elasticsearch — Logstash — Kibana).
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LO& SYSTEM

5':"'13""

Elasticsearch Logstash Kibana

Hinh 3.23: M6 hinh ELK

Trong mé hinh ndy, cac Pod cta dich vu SOA xuét log dudi dang stdout/stderr
va log dugc thu thap boi Fluentd/Sidecar hodc co ché logging tich hop ciia OpenShift.
Thay vi gui truc tiép vao Logstash, cac ban ghi trude tién dugc dua vao Kafka, dong
vai tro 1a hang doi thong di¢p c6 kha nang chiu tai cao. Kafka gitp hé théng dém log,
tranh tinh trang mat log trong trudng hop Logstash hoic Elasticsearch qué tai, dong
thoi ho trg kha ning md rong linh hoat cho céc tac vu xir 1y log theo thoi gian thuc.

Tir Kafka, cac ludng log duoc Logstash tiéu thy, xir Iy va chudn hoa theo mot
schema théng nhét, giup loai bo dir liéu du thura va bd sung thong tin vé thoi gian,
ngudn dich vu hodc nhin méi trudng. Sau bude xir Iy ndy, Logstash chuyén log vao
Elasticsearch, noi dit li¢u dugc luu trir dudi dang chi muc va co thé truy van hiéu qua
v6i quy mo 16n. Nguoi van hanh truy cap vao Kibana dé tryc quan hoa cac ban ghi,
phan tich 18i, xdy dung bang diéu khién (dashboard) va theo ddi tinh trang hé thong

theo thoi gian thyc.
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29930930 11/8/2025, 11:37:49

29930931 11/8/2025, 11:37:49

29930932 11/8/2025, 11:37:49

29930933 11/8/2025, 11:37:49

Hinh 3.24: Giao dién Kafka
Viéc bd sung Kafka vao pipeline log khong chi ting kha nang chiu tai va chong
mat log, ma con tao nén tang cho cac tinh ning ning cao nhu phan tich sy kién theo
thoi gian thyre, giam sat an ninh hodc canh bao tu dong. Nho d6, hé théng ghi log tap
trung tré nén on dinh, linh hoat va phu hop véi dac diém vén hanh cia hé théng SOA
hién dai trién khai trén Kubernetes.

= @ (o

Hinh 3.25: Giao dién Elasticsearch
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3.3.4. Bang diéu khién gidam sdt kiém sodt (Control Monitoring Dashboard)

Trong mdi truong trién khai tmg dung phén tan trén Kubernetes/OpenShift,
viéc theo ddi trang thai hoat dong ctia cc tai nguyén va dich vu 14 yéu té quan trong
nham dam bao tinh 6n dinh, kha ning mo rong va hiéu ning cta hé théng. Dé dap
g yéu cau nay, OpenShift cung cap Control Monitoring Dashboard — mét bang diéu
khién tap trung cho phép d6i ngii van hanh giam sat toan dién cac thanh phan cia
cum, bao gém Pod, Deployment, Service, Route, tai nguyén CPU/RAM, trang thai
node, cling nhu cac canh béo lién quan dén tai hé théng va sy cb phét sinh.

Bang diéu khién nay dong vai tro nhu “trung tim diéu phdi truc quan” cia
cum OpenShift, cung cap dit liéu theo thoi gian thue thong qua cac biéu do, chi sb va
canh bao ty dong. Nho d6, ngudi van hanh c6 thé nhanh chong phat hién bat thuong,
danh gia muc d6 sir dung tai nguyén, xac dinh bottleneck, va dua ra quyét dinh diéu
chinh cau hinh hodc mé rong hé thong mot cach kip thoi. Day 1a thanh phan then chét
gitip nang cao hiéu qua van hanh va ddm bdo tinh sén sang cao cho cic dich vu SOA

trién khai trén nén tang OpenShift.
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Project:uat-soa ¥

Observe

CPU Utisation (from requests) Memory Utllsation (from requests) Memory Utiisation (from limits)

15.02% 308.89% 50.32%

Hinh 3.26: Dashboard ciia Openshift

Tai day, hé théng hién thi téng hop nhiéu chi sd quan trong, bao gém muc su
dung CPU va bd nh¢ so véi gia tri “requests” va “limits” dugc khai bao trong cAu
hinh. Céc chi s6 ndy cho phép ngudi van hanh danh gia nhanh tinh trang tai hién tai
cua cum, phat hién cac Pod dang su dung vuogt ngudng tai nguyén hodc khong dat
murc hi€u nang mong doi.

Phén biéu d6 “CPU Usage” cung cap dir liéu theo thoi gian thuc dudi dang
cac duong biéu dién mirc tiéu thu CPU cuia tirg Pod trong namespace. Nho cach hién
thi dang chudi thoi gian (time series), ngudi van hanh ¢ thé quan sat xu hudng tiéu
thu tai nguyén, nhan dién cac dinh tai (spikes) bat thuong hoac mo hinh st dung lap
lai theo thoi gian. Cac Pod véi mau sic khac nhau gitip phan biét va theo doi d& dang
ting dich vu trong hé thong SOA.

Bén dudi, bang “CPU Quota” trinh bay chi tiét murc st dung CPU ciia ting
Pod, bao gém: gia tri CPU thuc té, yéu cau CPU (CPU Requests), gi¢i han CPU (CPU

Limits) va ty 1¢ phan tram sir dung so voi yéu cau va gii han. Bang dit liéu nay giup
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viéc so sanh giita cdu hinh va thuc té tré nén minh bach, hd trg quyét dinh t6i wu tai
nguyén hoac diéu chinh cdu hinh HPA dé mé rong tu dong.

Nhin chung, dashboard nay dong vai tro nhu mot cong cu theo doi trung tam
cho toan bo namespace, gitip doi van hanh nhanh chéng nam bat trang thai hoat dong
ctia hé thong, kip thoi phat hién van dé, va dam bao cac dich vu chay trén nén tang
OpenShift luon duy tri hiéu ndng on dinh va dat yéu cAu van hanh.

3.4. Panh gia hiéu qua cia sir dung TIBCO BW6 két hop véi Openshift va
Kubernetes
3.4.1. Kha nang Auto Scaling

Trong md hinh BW5, hé thong trién khai theo dang may chu vat Iy hoac may
a0 ¢ dinh, ddn dén tai nguyén cip phat khong thé ty dong mo rong theo tai. Moi khi
khéi luong giao dich ting cao, cac tién trinh BWS5 chi c6 thé scale bang cach ting
CPU/RAM cua server hodc nhan ban thém BW engine theo cach thu cong. Diéu nay
lam ting d6 tré xir 1y, giam kha ning dap tng theo thoi gian thyuc va tao ap luc 1én

d6i van hanh. Viéc thiéu co ché auto scaling thyuc chat khién BW5 khong phu hop véi

moi truong giao dich bién dong 16n trong ngan hang.

Search (use * for ildcerd) | Show All Group by | Non
ﬂ__ __
04 I o W standing by o AcctDetail-1 AcctDetail2€par TIBCO ActiveMatrix BusinessWorks 5.15.0
[‘t‘_A;gD_u -1 D Running o} -ﬁmb tail-1.AcctDetail2Epar I TIBCO ActiveMatrix BusinessWorks 5.15.0

Hinh 3.27: Dashboard cua 1 service TIBCO BW5
Nguoc lai, BW6 khi trién khai trén nén tang Kubernetes/OpenShift hd trg day
du co ché Horizontal Pod Autoscaling (HPA), cho phép dich vu tu dong mé rong theo
CPU, RAM hodc tham chi theo sb lugng request. Khi tai ting, Kubernetes chu dong
tao thém Pod cta dich vu BW6 dé duy tri hiéu ning on dinh; khi tai giam, hé thong
thu nho lai giup tiét kiém tai nguyén. Cach thirc van hanh nay mang lai tinh dan hoi
cao, phu hop véi dic thu giao dich theo phién (payday, cudi thang, batch xur 1y...).

Day 1a cai tién quan trong gitip nang cao do tin cay cho cac dich vu SOA.
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spec:
scaleTargetRef:

kind: Deployment

name: prf-reg-rep-ro

apiVersion: apps/vl
minReplicas: 1
maxReplicas: 5
metrics:

Status - type: Resource

resource:

P prf-re £ Running

p-rep-ro-

name: cpu

P £ Running

target:
type: Utilization

< Running . .
averageUtilization:

Hinh 3.28: Danh sich node cia 1 service Hinh 3.29: HPA cia 1 service
TIBCO BW6

3.4.2. Quadn ly log tdp trung

Trong BW5, log dugc ghi truc tiép vao file hé théng cua ting server. Khi s6
lugng BW engines 16n hodc trai dai trén nhiéu node, viéc thu thap log tré nén phan
tan, gdy kho khian trong truy vét sy cd, tim nguyén nhéan giao dich thét bai hoic theo
ddi hiéu nang. Hé thong BWS5 thiéu tich hop san véi cac nén tang logging chuan nhu
ELK/Kafka, ddn dén phai xir Iy bang cac script thi cong hodc agent cai dit ngoai.
Diéu niy khong chi 1am ting chi phi van hanh ma con khién viéc quan tri log trd nén
thiéu ddng bo va kho mé rong.

My

Done

General | Tracing

Search Configure Tracing
File is AcctDetail1268-AcctDetail-1.log
Lines to fetch less than 1000 v

Add Search Condition

Search|

Items| 1 - 20 v | of 1000 12>

I = = = R —
[ 15-Nov-25 13:46:02 ICT Asia/Ho_Chi_Minh Debug = Job-3800276 - Service - Trackingld 1763189162612 - : Start details
[T 15-Nov-25 12:59:00 ICT Asia/Ho_Chi_Minh Debug - Job-3800274 - Service - Trackingld - : End details
7] 15-Nov-25 12:59:00 ICT Asia/Ho_Chi_Minh Debug - Job-3800271 - Service - Trackingld 1763186340325 - : Start details
[T 15-Nov-25 12:56:00 ICT Asia/Ho_Chi_Minh Debug £ Job-3800269 - Service - Trackingld - : End details
[ 15-Nov-25 12:56:00 ICT Asia/Ho_Chi_Minh Debug - Job-3800266 - Service - Trackingld - : Start details
[T 15-Nov-25 10:38:27 ICT Asia/Ho_Chi_Minh Debug E Job-3800264 - Service - Trackingld - : End details
[ 15-Nov-25 10:38:27 ICT Asia/Ho_Chi_Minh Debug = Job-3800261 - Service - Trackingld 17631779072219DFUfui - : Start details
[ 15-Nov-25 00:20:00 ICT Asia/Ho_Chi_Minh Debug E Job-3800259 - Service - Trackingld - : End details
[ 15-Nov-25 00:20:00 ICT Asia/Ho_Chi_Minh Debug - Job-3800256 - Service - Trackingld - : Start details
[T 14-Nov-25 23:52:16 ICT Asia/Ho_Chi_Minh Debug r Job-3800254 - Service - Trackingld - : End details
[ 14-Nov-25 23:52:16 ICT Asia/Ho_Chi_Minh Debug - Job-3800251 - Service - Trackingld - : Start details
[T 14-Nov-25 22:30:01 ICT Asia/Ho_Chi_Minh Debug - Job-3800249 - Service - Trackingld - : End details
[ 14-Nov-25 22:30:01 ICT Asia/Ho_Chi_Minh Debug - Job-3800246 - Service - Trackingld - : Start details
[T 14-Nov-25 22:30:00 ICT Asia/Ho_Chi_Minh Debug ~ Job-3800244 - Service - Trackingld - : End details
[T 14-Nov-25 22:30:00 ICT Asia/Ho_Chi_Minh Debug b Job-3800241 - Service - Trackingld - : Start details
[T 14-Nov-25 21:00:05 ICT Asia/Ho_Chi_Minh Debug r Job-3800239 - Service - Trackingld - : End details
[T 14-Nov-25 21:00:05 ICT Asia/Ho_Chi_Minh Debug - Job-3800236 - Service - Trackingld - : Start details
[T 14-Nov-25 21:00:04 ICT Asia/Ho_Chi_Minh Debug = Job-3800234 - Service - Trackingld - : End details
[ 14-Nov-25 21:00:04 ICT Asia/Ho_Chi_Minh Debug - Job-3800231 - Service - Trackingld - : Start details
[T 14-Nov-25 21:00:01 ICT Asia/Ho_Chi_Minh Debug - Job-3800229 - Service - Trackingld - : End details

Hinh 3.30: Log phan tan trén TIBCO BW5
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BW6 hd trg logging theo chuin container va tich hop lién mach voi hé sinh
thai Kubernetes. M&i Pod ty dong xuat log theo chudn stdout/stderr, va OpenShift
cho phép giri log vao hé thong Kafka — Logstash — Elasticsearch — Kibana d¢ hién
thi tap trung. Nho do, toan b log c6 thé truy vén theo dich vu, theo Pod, theo thoi
gian hodc theo trace ID cua giao dich. Kha nang phan tich log theo real-time,
dashboard log va canh bao log bét thuong 14 nhitng diém vuot trdi cia BW6 so véi
BWS5.

3.4.3. Dashboard monitoring

BWS5 str dung cong cu quan ly TEA (TIBCO Enterprise Administrator), tuy
cung cip cac thong tin co ban vé trang thai BW engine nhung con nhiéu han ché:
khong do tai & mirc container, khong theo ddi tai nguyén chi tiét theo thoi gian thuc,
thiéu biéu @6 CPU/RAM theo pod va khong hd trg canh bao chii dong. Diéu nay gay
kho khan cho vi¢c gidm sat hi€u nang, do tai, hodc phan tich nguyén nhan nghén hé

théng.

|

Hinh 3.31: Thong tin so sai ctia service trén TIBCO BWS5
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Con ddi véi BW6, khi trién khai trén OpenShift/Kubernetes, engine duogc
hudng toan bo kha nang giam sat tir nén tang;

- Dashboard CPU Utilization theo tirng Pod/dich vu
- Dashboard Memory Utilization

- Event log monitoring

- Pod health / restart count

- Deployment status & rolling update status

- Node metrics va cluster capacity

Ngoai ra, BW6 c6 thé tich hgp Prometheus va Grafana ¢é mo rong kha ning
quan sat. Kha ning theo ddi tai nguyén truc quan theo thoi gian thyc hd tro dang ké
cho viéc phan tich bottleneck va t8i wu hiéu nang dich vu SOA.

3.4.4. Nang luc CI/CD

O m6 hinh BWS5 truyén théng, quy trinh CI/CD con nhiéu han ché do phu
thudc manh vao cac thao tac thu cong va thiéu sy chuan hoa. Viéc build, dong goi va
deploy tng dung thuong dugc thuc hién trén moéi truong may chu vat Iy hodc 4o hoa,
trong d6 TEA chi hd tro quan 1y runtime ma khong ho tro pipeline tu dong. Cac budc
review MR, build code, ddy code 1én UAT/Prod déu do con ngudi van hanh. Piéu
nay khién thoi gian trién khai lau, d& phat sinh sai st thi cong va kho duy tri tinh
nhit quan gitra cdc méi truong. Ngoai ra, BWS5 thiéu kha ning dong géi theo chuin
container, khién viée tich hop voi cac hé théng CI/CD hién dai (GitLab CI, Jenkins
pipeline, GitOps) gap nhiéu try ngai.

Trai lai, BW6 khi chay trén nén tang OpenShift/Kubernetes dugc thiét ké dé
hoat dong hi¢u qua voi hé théng CI/CD tu dong hoa hoan chinh. Ma nguén dugc quan
Iy tap trung trén Git; m&i commit hodc Merge Request s& kich hoat pipeline CI gém
build BW6 application, build Docker image, kiém tra cac tiéu chi chat lugng va
publish artifact 1én registry. Giai doan CD st dung mo hinh GitOps, trong d6 toan bd
c4u hinh trién khai dugc quan 1y trong GitOps repository. Argo CD lién tuc dong bd
giita repo va moi trudng trién khai thyc té, bao dam moi phién ban BW6 chay trong

cum déu 13 phién ban da qua kiém duyét. Cach tiép can nay loai bo hoan toan sy phy
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thudc vao thao tac thu cong, tang do tin cdy, tdng tbe do trién khai va bao dam tinh
nhit quan gitta DEV-UAT-PROD. Ngoai ra, BW6 hd tro day du rolling update,
rollback tu dong, kiém tra readiness/liveness va trién khai song song nhiéu phién ban
dich vu (blue—green hodc canary). Pay 1a budc tién vuot troi so véi BW5 vén chi

deploy duoc theo kiéu tinh trén server.

3.5. Thir nghiém test tai trén Openshift

3.5.1. Ciu hinh

- May day tai
0 2 may windows
O 2 may linux

- May chiu tai

May a0 VM IP méy d0 VM Céu hinh may 40 VM |May vat Iy (sau khi bé sung ha tang) | Céu hinh méy vat ly
CPU: 32
RAM: 47.14 GiB
CPU: 32
RAM: 47.14 GiB
CPU: 32
RAM: 47.14 GiB

CPU: 16
RAM: 31.39 GiB

Linux

CPU: 16 . Intel® Xeon® gold 5218 CPU @ 2.30GHz
RAM: 31.39 GiB Ram: 1TB
CPU: 16 CPU: 128
RAM: 31.39 GiB
Linux
Intel® Xeon® gold 5218 CPU @ 2.30GHz
Ram: 1TB
CPU: 112 CPU: 128
RAM: 251.9 GiB
Linux
Intel® Xeon® gold 5218 CPU @ 2.30GHz
CPU: 112 Ram: 1TB
RAM: 2519 GiB CPU: 128
Linux
Intel® Xeon® gold 5218 CPU @ 2.30GHz
CPU: 64 Ram: 178
RAM: 251.9 GiB CPU: 128

Hinh 3.32: Thong tin may chiu tai

- Cong cu kiém thir
o Apache JMeter: Kiém thir hiéu ning
o Grafana + influxDB+ Telegraf: Cong cu monitor cac thong s6 RT, TPS
clia ting transaction trong qua trinh day tai

3.5.2. Cdc tiéu chuin SLA/PAC

Céc tiéu chi danh gia hiéu nang da dugc théng nhat bao gom:
Thong luong (throughput): don vi tinh sé luong giao dich/gidy (tps), thé hién
nang lyc xtr 1y giao dich dong thoi ciia hé thdng. Gia tri tps cang cao thi hé thong

cang xur 1y dugc nhiéu giao dich dong thoi.
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Thoi gian phan hoi: don vi tinh (mili-gidy hodc gidy), thé hién thoi gian xir Iy
hoan tat mot giao dich cia nguoi dung tir khi giri yéu cau thuc hién to1 khi nhan duoc
két qua phan hoi thanh cong ctia timg dung. Gia tri cang thap thi trai nghiém dich vu
clia nguoi ding cang t6t va nguoc lai.

Cac mdc hiéu nang duge ghi nhan bao gdm 1 mdc chinh:

Mde 100% ky vong: bao gdom bd tiéu chi danh gia hiéu ning (tps va response
time) ...

Két qua kiém thtr hiéu ning dugc ghi nhan sau mdi lan thyc hién kiém thir
hiéu ning va chi c6 gia tri phan anh hiéu ning cia cac hé thdng lién quan trén moi
truong va tai thoi diém cu thé d6. Sau mdi hoat dong thay ddi cAu hinh, thong s6 moi
truong, cac hoat dong toi uu hiéu ning cia ting hé thong (mot phan hay toan bo),

thuc hién kiém thir hiéu nang s& cho ra két qua khac nhau.

3.5.3. Kich bén kiém thir

Kiém thir doc 1ap ngudng Peak TPS - chay cho ting service doc lap

Target TPS (100%) | Target peak TPS |Target RT (ms) | peak TPS ghinhdn _|RT ghinhan PE Note o 7
160 208 200 426,08 219.1 4

6 15 200 42591 21454 P
10 15 200 149 75.09 P

76 968 200 [T
15 200 1
1 156 200 7

P Riéng sv nay k kiém soat tps

DEV can sira lai code

5
> (2o
| [o|ofo

Hinh 3.34: Man hinh monitor tong quat
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Hinh 3.35: Man hinh monitor tirng service

Phan tich két qua: Hé théng dap tng tt & ngudng 100% va ngudng peak TPS
ky vong trong diéu kién ha tang hoat dong 6n dinh, cac két ndi duoc duy tri dung quy
cach. Thoi gian phan hdi 6n dinh thip hon 200ms, riéng mot sé service c6 thoi gian
phan héi vuot qua ky vong (302,11ms).

Nhu vy, ta da c6 thé két luan hé thong chay trén Openshift on dinh va c6 phan

nhinh hon hé thdng cil.

3.6. So sanh thoi gian phan hoi
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So véi TIBCO 6 (Bén phai) thi ta c6 thé thay thoi gian phan hoi duoc cai thién

0 rét so voi TIBCO 5 (bén trai)
3.7. Két luan chwong 3

Két qua phan tich va thir nghiém trong chuong nay cho thiy mé hinh trién
khai SOA dya trén TIBCO BW6 két hop nén tang Kubernetes/OpenShift va quy trinh
CI/CD theo hudng GitOps mang lai nhitng cai thién rd rét so voi mé hinh truyén
thdng sir dung BW5. Hé thong khong chi rit ngan dang ké thoi gian trién khai thong
qua tr dong hoa toan by vong doi dich vy, ma con nang cao kha nang mé rong dong
nh¢ co ché autoscaling linh hoat ciia Kubernetes. Bén canh d6, viéc tich hop logging
tap trung va dashboard giam sat thoi gian thuc giup tang cuong kha ndng quan sat,
hd tro phat hién va xir Iy sy ¢6 nhanh chong hon, tir d6 giam dang ké khoi luong cong
viéc ctuia doi ngili van hanh.

Nhin chung, cac két qua thuc nghiém di ching minh rang mo hinh dé xuat
dap Ung tdt cac yéu cau veé téc do, do tin cdy, tinh an toan va kha nang m¢ rong —
nhitng tiéu chi c¢bt 18i ctia qué trinh chuyén ddi s6 trong nganh ngan hang. Pay 14 co
sO quan trong dé hudng toi viée trién khai rong rai kién tric SOA hién dai trén toan
bo hé théng, gop phan nang cao hiéu qua van hanh va chét luong dich vu cua ngin

hang trong boi canh canh tranh va s6 hda ngay cang manh mé.
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KET LUAN
1. Cac két qua dat dwore ciia dé an

Pé 4n da dat duoc nhiéu két qua quan trong ca vé mat 1y luan va thyuc tién.
Trude hét, dé an da xay dung duoc nén tang kién thirc vitng chéc vé kién triic huéng
dich vu (SOA) va vai trd cuia containerization trong hién dai hoa ha tang tich hop.
Viéc phan tich mdi quan hé giita SOA — Docker — Kubernetes trong Chuong I di cho
théy su can thiét cua viée chuyén dich sang mé hinh trién khai dich vu linh hoat, doc
1ap, c6 kha niang tu dong hoa va tdi wu hoa trong bdi canh cac hé thong ngan hang
ngay cang mo rong va phc tap.

Tiép theo, Chuong II da danh gia chi tiét thyc trang truc tich hop tai ngan hang
thong qua nén tang TIBCO BusinessWorks 5, dong thoi nhan dién nhiing giéi han
ctia md hinh kién tric don khéi trong viéc dap tng yéu cau vé hiéu ning, kha ning
mo rong va chi phi van hanh. Trén co s¢ do, dé an da dé xuit mo hinh méi dua trén
TIBCO BusinessWorks 6 két hop Kubernetes, thé hién rd wu diém vé kha ning trién
khai dang container, ty dong mo rong, ap dung CI/CD va tang cudng tinh linh hoat
cua hé théng. bac biét, dé an cling chi ra cac thach thirc hién hiru, tao tién dé quan
trong cho viéc hoach dinh chién lugc chuyén doi phu hop.

O Chuong III, cac thir nghiém va danh gia thuc té da chimg minh hiéu qua cia
mo hinh dé xuat: thoi gian trién khai duoc rat ngin dang ké nho ty dong hoa theo
hudng GitOps, kha ndang m¢ rong dong dugc cai thién manh mé véi autoscaling, va
do tin cdy hé thong dugc nang cao thong qua co ché giam sat — logging tap trung.
Nhitng két qua nay khing dinh mé hinh SOA hién dai dyua trén BW6 va Kubernetes
hoan toan phil hop voi yéu cau van hanh 24/7, khdi lugng giao dich 16n va nhu cau
chuyén dbi s6 ciia nganh ngan hang.

Tong hop lai, dé an da dong goép mot mo hinh kién tric kha thi, hién dai, c6
tinh mg dung cao, gitp t6i wu hoa van hanh hé thdng tich hop SOA ciia ngan hang.
Céc két qua nghién ctru va thuc nghiém 14 co s¢ quan trong dé mé rong trién khai
trong tuwong lai, huéng t6i ha tang tich hop linh hoat, bén viing va dap tmg tt chién

lugc phat trién dai han ctia BIDV trong ky nguyén s.
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Qua trinh phén tich va thir nghiém cho thiy viéc chuyén ddi tir mo hinh BW5
truyén thong sang BW6 két hop container hoa va Kubernetes 1a xu thé tat yéu dé nang
cao nang lyc cong nghé cua cic ngan hang hién dai. Tuy nhién, dé trién khai thanh
cong, cac ngan hang can xy dung 16 trinh ning cip rd rang, bao dam su chuyén doi
khong anh huong dén cac dich vu dang van hanh. Bén canh dau tu vé ha te‘ing cloud-
native, cac ngan hang ciing can chii trong dao tao ngudn nhéan lyc vé Kubernetes,
CI/CD, containerization va cac mo hinh van hanh DevOps/GitOps nham bao dam
tinh chu dong va bén vitng trong van hanh. Ngoai ra, cin sém chuin héa quy trinh
trién khai, giam sat va bao mat dé he théng dat duge tinh 6n dinh, an toan va hiéu qua
lau dai.

2. Huéng nghién ciru tiép theo

Trong twong lai, d& 4n c6 thé mo rong theo cac hudng nghién ciru chuyén sau
hon nhu:

Tich hop céc giai phap API Gateway (Kong, Apigee, Tyk, v.v.) nham hoan
thién kién trac téng thé phuc vu cac ing dung da kénh.

Tang cuong nghién ciru vé bao mat trong méi trudng Kubernetes, bao gdm
network policy, service mesh, zero-trust, va quan ly khoa/bi mat.

Pénh gia kha ning trién khai trén cac nén tang cloud cong cong nhu AWS,
Azure, GCP nham tin dung céc dich vu managed Kubernetes.

Nghién ctru va so sanh chi phi van hanh, hiéu ning thyc té giita cdc md hinh
trién khai on-premise, hybrid cloud va full cloud-native.

MG rong phan tich hiéu ning gitta BW6 va cac nén tang tich hop khac (Camel,
WS02, MuleSoft) dé c6 goc nhin da chiéu hon.
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