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MO DAU

1. Ly do chon deé tai

Sy phat trién bung nd ctia nganh cong nghiép tro choi dién tir toan cau dang d6i
mat voi thach thirc nghiém trong tur vAn nan gian 1an, dac biét 1a k¥ thuat tAn cong bod
nhé cho phép can thiép truc tiép vao RAM dé thay ddi céc chi s6 quan trong nhu mau,
toa do hay tdc dd nham tao loi thé bat cong. Trudce thyuc trang cac hé théng phong thu
truyén thong dwa trén chit ky hay checksum d tré nén lac hau va d& bi qua mit boi cac
k¥ thuét tinh vi nhu 1am ri ma hay tiém DLL, viéc phat trién mot giai phap bao vé
chuyén biét 14 vo cing cap thiét. Xuat phat tir sy khac biét can ban gitta tin cong game
s0 voi tn cong phan mém thong thudng, dé tai tap trung nghién ctru va xay dung mot
hé théng giam sat doc 1ap hoat dong song song voi trd choi trén nén tang Windows.
Giai phap nay umg dung k¥ thuat Hook API dé chu dong theo ddi, danh chin va phan
tich cac hanh vi truy cap bo nhé dang ngo trong thoi gian thuce, gitip phat hién sém cac
gian lan ma khong phu thudc vao cac mau nhan dién ¢b dinh, qua d6 dam bao tinh cong
bang va on dinh cho méi trudng game.
2. Tong quan vé van d@ nghién ctru

Tan cong bo nhd trong trd choi dién tir 13 k¥ thuat gian 1an pho bién, cho phép
ké tAn cong can thiép truc tiép vao ving nhé cua tién trinh game dé thay doi cac théng
s6 quan trong nhu mau, toa do hay diém s, gy anh hudng tiéu cuc dén tinh cong bang
va trai nghiém nguoi choi. Mic du cac hé théng chong gian 1an hién nay da 4p dung
nhiéu bién phap nhu kiém tra chit ky hay giam sat tai nguyén, chung van boc 16 han
ché dang keé trude cac ky thuat che giau tinh vi nhu 1am ri ma hay thay doi hanh vi tai
thoi diém chay. Trude thuc trang ndy, dé tai tap trung nghién ctru va xay dung mot giai
phap giam sat chii dong nham phat hién hanh vi tdn cong bd nhd theo thoi gian thuc
bang cach ung dung ky thuat phan tich hanh vi hé théng, cu thé 1a Hook APIL. Hé thong
dugce thiét ké nhu mot chuong trinh doc 1ap hoat dong song song vo1 tro choi trén nén
tang Windows, cho phép theo ddi cac 1énh goi ham va truy cap bd nhé bat thuong tir
bén ngoai ma khong can can thiép truc tiép vao ma ngudn goc, qua d6 dam bao tinh

linh hoat va kha nang ing dung rong rai.
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3. Muc dich nghién ctruMuc tiéu ¢t 151 ctia dé tai 1a thiét ké va xay dung mot
hé théng giam sat thoi gian thue nham phét hién cac hanh vi tAn cong bd nhé trong trd
choi dién tir, qua d6 hd tro nha phat trién trong cong tac kiém thir va bao vé san pham.
Pé dat dugc diéu nay, nghién curu tip trung vao bon nhiém vu chinh: tha nhét 1a phan
tich sau cac k¥ thuét can thiép bo nhd phd bién nhu sira doi gia tri hay chén ma thuc
thi dé xac dinh du hiéu nhan biét; thi hai 1 phat trién hé théng giam sat st dung k¥
thuat Hook API dé theo ddi cac hanh vi truy cap nhay cam; thtr ba 1a xay dung co ché
phat hién bat thuong dua trén mau hanh vi nham dam bao do chinh x4c cao va giam
thiéu canh bao sai; va cudi clng 1a tién hanh thuc nghiém trén cac kich ban tan cong
gia lap (nhu thay doi thong s6 mau, toc do hay tiém DLL) dé danh gia toan dién hiéu
nang, do tré va tinh 6n dinh ctia giai phap trong méi trudng thuc té.

4. P6i twong va pham vi nghién ciru

Péi twong nghién ciu: Cac hanh vi tan céng bd nhé vao trd choi dién tir trén
nén tang Windows.

Pham vi nghién ciu: Tap trung vao game client-side c¢6 thé kiém soat moi
truong chay c6 két ndi dén server. Nghién ctru str dung twa game CS:GO 1am ddi tuong
thir nghiém.

5. Phwong phap nghién ciru

Pé giai quyét bai toan dat ra, dé tai van dung linh hoat ba phuong phép nghién
ctru chii dao. Pau tién, phuong phéap thu thap tai lidu duoc tién hanh thong qua viéc
tim hiéu cac cong trinh khoa hoc, sach chuyén nganh va tai liéu k¥ thuat lién quan dé
xay dung co s& 1y thuyét viing chac. Ké dén, phuong phap phan tich va tong hop duoc
ap dung dé so sanh, danh gia cac mo hinh va giai phap hién c6, tir 46 nhan dién nhiing
wu nhuge diém nham dé xuit hudng tiép can phu hop nhit cho hé thdng. Cudi cung,
phuong phép thuc nghiém dong vai tro then chdt trong viéc kiém chtng tinh kha thi
ctia giai phap bang cach trién khai hé thdng trén moi trudng gia 1ap hoic thuc té, voi
két qua thu dugc 1a thudce do chinh xac dé danh gia hiéu qua phat hién hanh vi tin cong
bo nhé so véi cac muc tiéu ban dau.

6. Noi dung chinh ciia dé an

Noi dung chinh cua dé an duoc ciu tric thanh 3 chuong:
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« Chuong 1: Téng quan vé tin cong bo nhé va hé théng bao vé trong trd choi
dién tur
« Chuong 2: Thiét ké va xay dung hé théng phat hién tan cong bd nhé.
« Chuwong 3: Thtr nghiém va danh gia hé thong
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CHUONG 1: TONG QUAN VE TAN CONG BQ NHO VA HE THONG BAO
VE TRONG TRO CHOI PIEN TU

1.1. Giéi thi¢u chwong
Chuong nay thiét 1ap co s¢ ly luan cho toan bo dé tai. Trong bdi canh nganh cong
nghiép game phat trién véi doanh thu hang tram ty USD, trd choi dién tir trd thanh muc
tiéu hap dan cua tin tic. Chuong nay khang dinh rang dé xay dung giai phap phong th
hiéu qua, bat budc phai nim viing kién tric b nhé va cac ki thuat tin cong (nhu sira
doi gia tri, tiém ma). Bong thoi, chuong cling phan tich thyc trang cac hé théng chéng
gian 1an hién hanh (VAC, BattlEye) d¢ chi ra nhu cau vé mot giai phap giam sat nhe
nhang hon ¢ ting nguoi dung (user-mode).
1.2. Tong quan vé tro choi dién tir va kién trac bé nhé
1.2.1. Khai quét vé tro choi dién tir:

o Khéc biét cét I8i cia game so véi phan mém thong thuong 14 *"Vong lap tro
choi" (Game Loop). Game lién tuc cap nhat trang thai thé gisi 4o (vi tri, vat 1Y) véi
tan suat cao (60 lan/giay) dé dam bao tinh thoi gian thuc (Real-time).

o Do y&u cau xt Iy nhanh, bo nhd RAM trg thanh noi luu trir va bién déi dir
liéu quan trong nhat. Bat ky su can thiép ndo vao day déu anh huong truc tiép dén

trang thai game.

1. DAU VAO
(XU ly sy kién
nguwoi dung)

2. CAP NHAT LOGIC
(Vat ly, Al, Luat choi)

X ly cwe nhanh
(Yéu cau thei gian thuwc)

4. DAU RA
(Hién thj & Am thanh)
3. KET XUAT
(Vé khung hinh)

Hinh Error! No text of specified style in document..1: M6 hinh vong lap tro choi




1.2.2. Cdu trtc bg nhé trong game:

o Bo nhd game chura dir liéu nhan vat, vat pham, ban d6. Céc bién sé quan
trong (mau, dan, toa o) thudng nam trong viing Heap hoic cac viing cap phat dong.

o Do str dung co ché cap phat dong (Dynamic Allocation), dia chi cia cac bién
thay doi lién tuc sau mdi lan khai dong. Ké tan cong phai sir dung k¥ thuat quét con
tré (Pointer Scanning) dé tim ra dija chi thuc té.

1.2.3. Kién trac bé nhé Windows:

o Windows c6 co ché cach ly tién trinh, nhung lai cung cap cac API giao tiép
lién tién trinh (IPC) phuc vu g& 15i. Ké tan cong lam dung chinh cac tinh nang hop
phap nay.

o Cac ham API nguy hiém bi khai thac:

- OpenProcess: L4y quyén diéu khién (Handle) tién trinh game.

= Read/WriteProcessMemory: Poc/Ghi de gia tri trong RAM.

- VirtualAllocEx & CreateRemoteThread: Cap phét nhé va tao ludng dé tiém
ma doc.

o K&t luan: Tan cong bo nhé khdng phai do 16i hé diéu hanh, ma 1a su lam

dung tinh ning c6 san.

Kernel Mode (System)

System Code

Secure Internal
Communication

Kemél Data System
Structures Services

(Ranh gidi bao vé) ; Interface

Protection Boundary ¥,.. System Call _\i s

_:;'V User Mode (App/Game) (8

7Application Game Asseg
& Data

Internal Process I '
Communication

User Stack Libraries

| & Heap ! 1

« Hinh Error! No text of specified style in document..2: So dé khéng gian dia

ch? ao

1.3. Céc ky thuat tan cong b nhé



1.3.1. Céc hinh thikc tin cong phé bién:

o Hiéu chinh bién sé (Variable Modification): Dung cdng cu quét tim dia
chi bién (mau, dan) va ghi dé gia tri méi (vi du: gan mau = 9999).

o Chén ma (Code/DLL Injection): Tiém thu vién dong (.dll) vao tién trinh
game. Ma doc chay trong cung khong gian dia chi, cho phép thuc hién céac tinh nang
phuc tap nhu Aimbot, Wallhack.

o Can thiép ma Iénh dong (Runtime Patching): Stir dung k¥ thuat Inline
Hooking dé ghi d¢ ma méy ngay khi game dang chay, nham vé hiéu héa cac ham
kiém tra hoac thay doi logic game.

« 1.3.2. Cong cu tan cong bd nhé:

o Cheat Engine: Cong cu pho bién nhat dé quét bo nhg, tim con trd va chinh
sua gia tri. Co kha nang scan da dang (chinh xac, tang/giam, khong xac dinh).

o DLL Injector (Xenos, GH Injector): Chuyén dung dé tiém DLL vao game
thong qua CreateRemoteThread hoac Manual Mapping.

o Debugger/Disassembler (x64dbg, IDA Pro): Dung dé phan tich nguoc

(Reverse Engineering), tim dia chi ham va logic game dé viét hack.

e Cheat Engine 7.4 o x
File Edit Scans View Help
== Cheat . GameClient.exe (32-bit)
Process: 7
Process Status First Scan Next Scan Fifst Sca Next Scap Engine
00001A4C - GameClient exe (32-bit) T W
00001A4C - GameClient.exe (32-bit) Ty
00001A48 - GameClient exe (32-bit) e
Scan Type: Exact Value
Value Type: 4 Bytes

Feld Scannution [l Canto process

Tupe ["]Save nva-treation

Vrnnt: (] Bliow roonmad

[ Firot scan wit mmar

N Remila orogas
Found: 1245 %) Value line Crreewary

S B8 e ———
Pots Address Value Description — >
[0 ox12345678 1500 (Mau) ~
[ ox12345678 1500
[ 0x12345678 1500
[ 0x1234567C 1500
[ 0x1234567D 1500
[ 0x1234567€ 1500
[ ox1234567€ 1500
[0 0x12345677 1500
| ox1234567F 1500
[ ox12345678 1500
[[J 0x1234568C 1500
[ 0x1234568D 1500

Hinh Error! No text of specified style in document..3: Céng cu Cheat Engine
1.3.3. Quy trinh thwc hién memory hacking:
o B1 - Xac dinh muc tiéu: Quét bo nhg dé tim dija chi bién hoic cau tric di

liéu can hack.
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o B2 - Truy xuét: Dung API (OpenProcess) dé lay quyén truy cip vao tién
trinh game.

o B3 - Can thiép: Dung API (WriteProcessMemory, CreateRemoteThread) dé
ghi d¢ dit liéu hodc chén ma thay ddi ludng thuc thi.

1.4. Tong quan vé cac hé thong chéng gian 1an hién nay
1.4.1. Cac phwong phap chong gian lan:

o Kiém tra tinh toan ven (Integrity Check), Nhan dién chix ky (Signature
Scanning), Giam séat hanh vi (Behavior Monitoring) va Kiém tra di liéu phia may chu
(Server-side Validation).

o Xu huéng hién dai 1a sir dung Driver tang nhan (Kernel-mode) dé c6
quyén han cao nhat.

1.4.2. Mét sb hé thong pho bién:

o VAC (Valve): Hoat dong tang User-mode, dya trén chit ky, cam cham
(delayed ban). On dinh nhung yéu trudc hack cap thap.

o BattlEye: Hoat dong tang Kernel, chan chii dong cac API truy cap bo nhd.
Hiéu qua cao nhung xam 14n sau.

o EAC (Easy Anti-Cheat): Mé hinh lai (Hybrid), tap trung chong tiém ma va
driver khong ky so.

1.4.3. Han ché:

o Quyén riéng tu: Can thiép qua sdu vao may ngudi ding.

o Hiéu ning: Gay giat lag hoiac man hinh xanh (BSOD) néu driver 15i.

o Ky thuat qua mat: Bi vo hiéu hoa bai phan ciing (DMA Attack) hoac a0
hoa.

1.5. So sanh tan cong game va tan cong wng dung
1.5.1. Muc tiéu tan cong:

o Ung dung: Nhiam vao CIA (Bi mat, Toan ven, San sang) dé danh cip dir
liéu hoac pha hoai.

o Game: Nham vao lgi thé canh tranh (bat tir, nhin xuyén tuong). Ké tan cong
can game hoat dong 6n dinh dé "tan huong" lgi thé d6 (tinh chat ky sinh).

1.5.2. Pic diém mai truong:



8

o Game hoat dong theo thoi gian thuc, bién dong dit liéu cuc nhanh va nhay
cam véi do tré. Cac giai phap bao mat truyén thdng (quét sau, tam dirng tién trinh)
khong kha thi vi gay lag.

1.5.3. Bac thu nhan dién hanh vi:

o Bao mat game phai hiéu ngir nghia va logic tro choi (vi dy: téc do di
chuyén c6 hop ly khéng?) va phan biét hanh vi nguoi vs may (théng ké do tré, sai s6
con nguoi).

1.6. Két luan chwong 1

Chuong 1 tong két rang bo nhd RAM Ia chién truong chinh caa cac hanh vi gian
lan. Cac k§ thuat tAn cong déu dya trén viéc khai thac API hé diéu hanh. Tt nhitng han
ché cua céc giai phap hién tai (qua xam lan hoiac kém hiéu qua), chuong nay dinh
huéng giai phap cia dé tai 1a xay dung hé thong giam sat tai tang User-mode, sir dung
ki thuat Hook API dé kiém soét cac hanh vi truy cap bo nhé, 1am tién dé cho thiét ké

chi tiét & Chuong 2.
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CHUONG 2: THIET KE VA XAY DUNG HE THONG PHAT HIEN TAN
CONG BQ NHO

2.1. Giéi thiéu chwong

Chuong 2 tap trung hién thyc hoa cic muc tiéu nghién ctiru bang viéce thiét ké va
xay dung mot hé théng giam sat an ninh hoat dong tai ting ngudi ding (User-mode).
Thay vi can thi¢p vao nhan hé diéu hanh (Kernel-mode) déy rui ro, hé théng lwa chon
cach tiép can "dung gitra" (Man-in-the-middle) théng qua k¥ thuat Hook API. Hé théng
duoc phat trién bang ngon ngit C/C++ (chuan C++17) dé dam bao tdi wu hoa hiéu
nang, giam thiéu do tré xtr Iy xuéng murc micro-gidy va tuong tac truc tiép voi cac API
cap thap cia Windows.
2.2. Co s& ly thuyét va cong nghé nén tang

Hé thong dugc xay dung dua trén sy am hiéu sau sic vé kién trac ndi tai ciia
Windows va cac dinh dang tap tin thuc thi:
2.2.1. Cau triic tap tin thue thi PE (Portable Executable):

o Header & Sections: Phan tich cau tric file .exe va .dll. Quan trong nhét la
NT Headers (chira Entry Point) va Section Table.

o Vung .text (Code Segment): Day 1a noi chirta ma may thyc thi cua tro choi.
Hé thng xé4c dinh ving nay 1a "bat kha xdm pham". Moi hanh vi ghi dit liéu vao day
déu bi coi 1a dau hiéu cia Code Patching (v mi) hoic Inline Hook trai phép nham
thay doi logic game.

o Bang dia chi nhap (IAT): Noi luu dia chi thuc ciia cac ham API. Viéc hiéu
18 IAT gitp hé thong bao vé chdng lai cac k¥ thuat IAT Hooking cb dién.
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@ DOS Header (DAu trang DOS)

A 4

PE Header (Pau trang PE)

A 4

Section Table (Bang phéan vlng)

X

olono
{54 text (M lénh - Code Executable) .data (D@ liéu - Data)
Giai thich: Noi chira mé Iénh thyc
thi chinh ctia chwong trinh.

Hinh Error! No text of specified style in document..4: Cdu tric tép tin PE
(Portable Executable)
2.2.2. Ky thuat Hook API:

o Inline Hooking: K§ thuat ghi d¢ 5 byte dau tién (trén x86) hodc nhiéu hon
(trén x64) ctia ham API goc bang mdt 1énh nhay khong diéu kién (JMP) dé chuyén
huéng ludng thyc thi sang ham giam sat cta hé thong.

o Thuw vién MinHook: Pugc Iira chon 1am nong cbt k¥ thuat nho kha ning hd
tro kién trac x64 vuot troi, tu dong tinh toan dia chi nhdy tuong ddi va dam bao tinh
nguyén tir (atomic) khi ghi de bo nhd, tranh gay treo trng dung.

o Co ché Trampoline: Dé khong pha v chirc ning ctia game, hé thong tao mot
ving nhé dém (Trampoline) chtra cac 1énh gdc da bi ghi dé kém theo 1énh nhay quay
vé than ham géc. Néu hanh vi hop 1€, hé théng s€ goi Trampoline dé thuc thi tac vu

nhu binh thuong.
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(Game Call Function)

Gap Iénh JMP Ham Géc

Game goi ham = .
o —| (Encounter JMP Instruction) —{ (Original Function)

- tai dau ham gbc - Thue thi tiép tuc
A
Ham Detour Ham Trampoline
(Detour Function) > (Trampoline Function)

- Chira ma tuy chinh cla
Hacker

- Thyc thi 18nh bj ghi dé va |
va JMP vé ham géc

Hinh Error! No text of specified style in document..5: Co ché Inline Hooking va

Trampoline

2.2.3. Cac ham API Windows nhay ciam can giam sat: Hé thong tap trung vao 3

nhoém ham chinh la "ctra ngd" cua moi cudc tan cong:

@)

Nhém Truy cip: OpenProcess, OpenThread (Budc dau tién dé hacker ly

quyén dicu khién).

o

@)

hai).

Nhom Thao tiac by nhé:

ReadProcessMemory: Dung cho hack nhin xuyén tuong (ESP), radar.
WriteProcessMemory: Dung dé stra mau, dan, do giat.

VirtualProtect: Dung dé doi quyén truy cép ving nhé (nhim chén ma).

Nhém Tiém mi: CreateRemoteThread, LoadLibrary (Dung dé tiém DLL ddc

2.3. Phin tich yéu cau va kién tric hé thong

2.3.1. Phén tich yéu céu bai toan:

o

Chirc ning: Giam sat thoi gian thuc (Real-time), dinh danh chinh xac tién

trinh goi (Caller ID), phat hién dya trén ngir canh (Context-aware), va c6 co ché phan

hdi cha dong (Block/Log).

o

Phi chirc ning: Hiéu ning cao (d6 tré < 1ms), on dinh (Thread-safe), tuong

thich tot (hd tro x86/x64 va cac phan mém Overlay nhu Discord).

2.3.2. M6 hinh kién tric tong thé: Hé thong ap dung mo hinh Huéng tac tir

(Agent-based) hoat dong ngay trong khong gian dia chi cua game:

o

Game Process (Host): Moi truong chira.
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o Monitor Agent (Interceptor): Cam bién thu thap dit liéu tir cac diém Hook.

o Analysis Core (Analyzer): Bo ndo xur 1y logic trung tam.

Game Process
(Quy trinh tro choi)

Injector Analyzer

(Tiém ma) (B6 phan tich)
Monitor DLL
(Thw vién giam sat)

Hinh Error! No text of specified style in document..6: Md hinh kién tric tong thé

hé thong

2.3.3. Cac thanh phan chirc niing chinh:

o Module Injector: Ung dung chay doc 1ap bén ngoai, nhiém vu tim va tiém
hé thdng bao vé vao game.

o Module Interceptor: Thu vién DLL gidm sat, chiu trach nhiém thiét lap cac
bay (Hooks).

o Module Analyzer: Chira cac luat bao mat (Security Rules) dé phan tich
hanh wvi.
2.4. Xay dung cac phan hé chirc ning

2.4.1. Thiét ké va cai dit co ché tiém (Injector):

o Quy trinh tiém 5 buwéc (Remote Thread Injection):

1. CreateToolhelp32Snapshot: Tim PID ciia tién trinh game.

2. OpenProcess: Mé quyén truy cap.

3. VirtualAllocEx: Cip phat ving nhé trong game dé chira dudong dan DLL.

4. WriteProcessMemory: Ghi dudng dan DLL giam sat vao ving nhé do.

5. CreateRemoteThread: Tao ludng tir xa budc game goi LoadLibrary.

o KY¥ thuat tang hinh (Stealth): Sau khi nap, thuc hién PEB Unlinking (thao
tac truc tiép cau triic danh sach lién két InLoadOrderModuleList) dé x6a node ctia DLL

giam sat khoi PEB, giup an minh trudc cic cong cu quét module.
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2.4.2. Xy dung co ché Hook va giam sat API (Interceptor):

o Khoi tao moi truong MinHook (MH_ Initialize).

o Tao Hook cho timg ham muc tiéu (MH_CreateHook): Lién két ham gdc

(Target) voi ham giam sat (Detour Function) va luu dia chi Trampoline.

o Kich hoat déng loat (MH_EnableHook) dé bt dau ché do bao vé.

Previous Node
(Module A)

Flink
> Target DLL Node

¢ )( (HiddenModule.dll)

Flink
> Next Node

¢ )( (Module B)

Target DLL Node
(HiddenModule.dll)

Hinh Error! No text of specified style in document..7: So' d6 danh sach lién két

PEB

Start
(B4t diu)

FindProcess
(Tim tién trinh myc tidu)

End
(K&t thac)

OpenProcess
(MG tién trinh vol quyén truy cép)

VirtualAliocEx
(Cép phat bd nhé tir xa)

WriteProcessMemory
(Ghi dudng dén DLL vao b nhd)

CreateRemoteThread
{Tao ludng tir xa dé 13i DLL)

WaitForSingleObject
{Chér ludng két thiic)

CloseHandle
(E6ng cac handle)

End
(Két thae)

Hinh Error! No text of specified style in document..8: Luu dé thugt toan injection

2.4.3. Xay dung thuit toan phat hién bat thuwong (Analyzer):
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o Kiém soat quyén truy cip (Access Control): Tai Detour OpenProcess, hé
théng kiém tra tham sb dwDesiredAccess. Néu yéu cau cic quyén nguy hiém
(PROCESS ALL ACCESS, PROCESS VM_WRITE) va PID nguén khong nim
trong Whitelist (Danh séach tin cdy) — Tra vé ACCESS_DENIED.

o Phat hién hanh vi (Behavioral Analysis): Tai Detour WriteProcessMemory,
hé théng kiém tra dia chi dich. Néu dia chi ndm trong pham vi ving .text — Xéc dinh
1a tan cong Code Injection — Chan.

o Kiém tra toan ven (Integrity Check): Mot ludng ngam dinh ky tinh
Checksum (CRC32) cta ving code va so sanh véi gia tri goc dé phat hién cac thay
d6i 1én lut khong qua AP
2.5. Quy trinh hoat ddng ciia hé thong
2.5.1. Quy trinh khéi tao:

o Injector chay — Quét tim Game — Tiém DLL gidm sat —» DLL dugc
nap, ham DIIMain chay — Cai dat Hook — Thuc hién PEB Unlinking — H¢ théng
chuyén sang trang thai thuong truc (Idle).

2.5.2. Ludng xir ly su kién khi phat hién can thiép:

o Sw kién: Hacker/Tool goi API nhay cam.

o Panh chiin: Inline Hook kich hoat, ludng thuc thi bi chuyén sang ham
Detour.

o Phan tich: Analyzer trich xuat thong tin: Ai goi (Caller PID)? Goi ham gi?
Tham sé 1a gi (Pia chi, Quyén)?

o Quyét dinh:

- Néu Vi pham: Khong goi Trampoline, tra vé ma 18i gia l4p (danh lira Tool
hack), ghi log canh bao.

- Néu Hop 1é: Goi Trampoline dé thyc thi ham goc cia Windows, tra két qua

cho game nhu binh thuong.
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Sv kién goi API
(API Call Event)

y

Hook chan
(Hook Interception)

Cho qua
(Allow Execution)

Kiém tra quyén?
Check Permission?

Tra vé& 16i
(Return Error)

Hinh Error! No text of specified style in document..9: Luéng xi Iy sw kién

2.6. Két luan chwong 2

Chuong 2 d3 hoan thanh viéc x4y dung tron ven hé thong giam sat tai ting User-
mode. Viéc két hop strc manh kiém soat b nhé ciia C++ va thu vién MinHook gitp hé¢
thong dat duoc su can bang toi vru gitta hiéu nang va kha nang bao mat. Cac thuat toan
phan tich duogc thiét ké da 16p (Quyén han - Hanh vi - Toan ven) tao nén mot 14 chin
chu dong, c6 kha nang vé hiéu hoa cac cong cu gian 1an phd bién ngay tir bude xam

nhap dau tién ma khong lam anh hudéng dén trai nghi¢m cua nguoi choi chan chinh.
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CHUONG 3: THU NGHIEM VA PANH GIA HE THONG

3.1. Gidi thiéu chuwong

Chuong 3 tap trung vao viéc kiém chimg tinh kha thi va hiéu qua cta hé théng
da thiét ké trong Chuong 2 thong qua méi truong thuce té. Muyc tiéu cdt 18i 12 tra 101 ba
cau hoi 1on: Hé théng co trién khai thanh cong vao tién trinh game khong? Co6 ngan
chin duoc cic cong cu tin cong pho bién khong? Va cé gdy anh hudng tiéu cuc dén
hiéu nang (FPS) cua tro choi hay khong?
3.2. Moi trwong va cong cu thir nghiém

Pé dam bao tinh khach quan, méi truong thir nghiém dugc thiét 1ap sat véi
diéu kién thuc té cua ngudi choi game.
3.2.1. Céu hinh thir nghiém:

o Phan cirng: CPU Intel Core i7 (da nhan dé test da luong), RAM 16GB,
GPU RTX 2060 Super (dé game chay & FPS cao >144, giup dé nhén biét d6 tré néu
co).

o Phan mém: Windows 10/11 64-bit, Visual Studio 2019/2022.
3.2.2. Poi twong thir nghiém:

o Twa game: Counter-Strike: Global Offensive (CS:GO).

o Ly do chon: Pay 1a game ban stng nhay cam véi do tré, sir dung kién tric
x86 tiéu biéu (Source Engine), va hd tro ché d6 -insecure cho phép thir nghiém an

toan ma khong bi hé thong VAC ban nick.

/

Hinh Error! No text of specified style in document..10: Giao di¢n game CS:GO

va Console Debug

3.2.3. B cong cu tin cong gia lap:
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o Cheat Engine: Dai dién cho nhom cong cu quét bo nho, stra gia tri va tim
con tro.

o Xenos Injector: Pai di¢n cho nhom cong cu tiém ma doc (DLL Injection).

o Custom Exploit Tool: Tool tu viét dé spam 1€nh doc/ghi bd nhéd tan suét cao
(Stress test).
3.3. Cac kich ban thir nghiém

Hé thdng duoc kiém tra qua 5 kich ban mé phong cac giai doan tdn cong khéc
nhau va kiém tra do 6n dinh.
3.3.1. Kich ban 1: Tan céng truy cip tién trinh (Access Attack)

o Muc tiéu: Kiém tra kha ning bao vé cia Hook OpenProcess.

o Thure hién: Dung Cheat Engine ¢6 gang md tién trinh csgo.exe.

o Két qua ky vong: Hé thong phat hién tién trinh la, tra vé ma 16i
ACCESS DENIED, Cheat Engine khong thé doc duoc danh sach bd nhd.
3.3.2. Kich ban 2: Tén cong sira doi gia tri (Memory Tampering)

o Muc tiéu: Kiém tra Hook WriteProcessMemory.

o Thure hién: Dung tool spam 1énh ghi gia tri 9999 véo dia chi bién Mau
(Health) va Pan (Ammo).

o Két qua ky vong: Lénh ghi bi chin dung, chi s6 mau trong game van
giam binh thuong khi nhén sat thuong, log hé thdng ghi nhan canh bao.
3.3.3. Kich ban 3: Tan cong tiém mi (Code Injection)

o Muc tiéu: Kiém tra Hook CreateRemoteThread va LoadLibrary.

o Thure hién: Dung Xenos Injector c6 gang tiém file Hack.dll vao game.

o Két qua ky vong: Ludng tir xa khong dugc tao, DLL hack khong duoc
nap vao bo nhé game.
3.3.4. Kich ban 4: Kiém thir tinh twong thich (Compatibility)

o Muc tiéu: Dam bao hé thong khong chin nham ("giét nhdm hon bo s6t") cac
phan mém hop phap.

o Thuce hién: Chay game cung vdi Discord (Overlay), OBS (Quay man hinh),
Unikey (B6 g0).
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o Két qua ky vong: Hé thong nhan dién duogc chir ky/tén cua cac phan mém

nay trong Whitelist va cho phép ching hoat dong binh thuong.
3.3.5. Kich ban 5: Kiém thir 9 bén (Stability)

o Muc tiéu: Bam bao khong gay 1o ri bd nhé (Memory Leak).

o Thure hién: Treo game lién tuc trong 4 gio.

o Két qua ky vong: Mirc RAM va CPU 6n dinh, khong ting dan theo thoi
gian.
3.4. Két qua thyuc nghiém va Phén tich
3.4.1. Két qua vé chirc niing an ninh:

o Ty 1€ phat hién: Dat 100% v&i cac cong cu User-mode thur nghiém.

o Chi tiét:

Cheat Engine bi v6 hi€u héa ngay budc truy cap (OpenProcess).

Tool ghi bo nhd bi chdn, bao v¢ toan ven dit li¢u gameplay.

Injector bao 151, khong thé dwa ma doc vao game.
3.4.2. Panh gia hiéu ning va tinh 6n dinh:

o Tac dong lén FPS: Sut giam trung binh khoang 1.65% (twong duong mét ~4
FPS trén tong s6 240 FPS). Mtic giam nay 1a khong dang ké va kho nhan biét bang mat
thuong.

o Tai nguyén: CPU ting thém < 0.5%, RAM chiém dung thém 4-8 MB.

o P9 on dinh: Game hoat dong muot ma sudt 4 gio test, khong xay ra hién

tuong crash hay giat lag (stuttering).
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Hinh Error! No text of specified style in document..11: Biéu dé so sanh FPS

(Hiéu nang)

3.5. Thao ludn vé cac han ché

Mic du két qua kha quan, chuong nay ciing thang than nhin nhan 3 han ché k¥ thuat
con ton tai:

3.5.1. Han ché d6i véi tan cong mirc nhan (Kernel Level):

o Hé thong hoat dong & User-mode (Ring 3), nén hoan toan bat luc trudce
cac cong cu hack st dung Driver Kernel-mode (Ring 0) dé truy cap truc tiép bo nhé
vat ly. Pay 1a gi6i han kién truc.

3.5.2. Nguy co bi phat hién ngwoec:

o Do st dung phuong phap tiém DLL, mi cta hé thong giam sat nim
trong bd nhé game. Cac tool hack tinh vi c6 thé quét chit ky (Signature Scanning) dé
phat hién ra Anti-cheat va tu dong tit hack hoic tim cach g& bo Hook (Unhooking).
3.5.3. Han ché vé co ché khéi tao (Race Condition):

o Vén dé "Tranh chép thoi gian": Néu Hacker md Tool Hack truéc khi Anti-
cheat kip khoi chay va cai dat Hook, Tool Hack co thé da léy dugc mot Handle hop
phap. Khi do, cac Hook cai sau s€ khong chan dugc cac két ndi da thiét lap tur trudc.
3.6. Két luan chwong 3

Chuong 3 di hoan tit quy trinh kiém chtng. Két qua thuc nghiém khing dinh
hé théng dap mg t6t cac yéu cau dé ra: bao vé hiéu qua trudc cac tan cong User-mode

pho bién, tuong thich tot véi phan mém bo trg va té1 uu hoda hi€u nang xuat sac. Cac
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han ché duoc chi ra 1a co s& quan trong dé dinh hudéng nang cap hé théng 1én mé hinh

Launcher (khoi chay trudc game) hodc phat trién Driver trong tuong lai.
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KET LUAN

Dé tai “Nghién ctru va xay dung hé thdng phat hién hanh vi tdn cong bd nhd
trong tro choi dién tt” xuét phat tir nhu cau cip thiét trong viéc dam bao tinh cong bang
va toan ven cho méi trudng giai tri sb, trudc su gia ting phirc tap cia cac ki thuat gian
1an hién dai. Qua qua trinh nghién ctru tir Iy thuyét dén thuc nghiém, dé tai da hoan
thanh cac muc tiéu dé ra va dat duoc nhiing két qua cu thé sau:

Pé tai d3 hé théng hoa duogc cac dac thu k¥ thuat ctia tAn cong bo nho (co ché
truy cap, sira d6i gia tri, tiém ma). Nghién ciru di chi ra rang céc giai phap chéng gian
lan thuong mai hién hanh (nhu BattlEye, EAC) du hi€u qua nhung lai phu thudc qua
nhiéu vao dic quyén Kernel-mode, gy ra nhiing rao can 16n vé quyén riéng tu, chi phi
trién khai va kho tiép can d6i véi cac du an nghién ctru doc lap.

Pé tai da xay dung thanh cong hé thong giam sat va phat hién tin cong hoat dong
& tang User-mode. Pong gop cbt 161 cua giai phap 1a viéc tng dung k¥ thuat Inline
Hooking dé chuyén hoa cac tuong tac hé théng tho so (API Calls) thanh cac ngir canh
bao mat c6 ¥ nghia. Co ché nay cho phép hé thong chuyén tir thé "quét chir ky thu
dong" sang "ngan chan hanh vi chu dong", gitp nhan dién va v6 hi¢u hoa céac nd luc
can thiép ngay tai thoi diém chiing khai phat.

Qua trinh kiém thir trén moi truong thuc té voi tua game Counter-Strike: Global
Offensive (CS:GO) di cung cip nhiing bang chung dinh luong thuyét phuc. Hé théng
da chirg minh kha ning ngin chin hoan toan céc kich ban tan cong gia lap tir cac cong
cu pho bién (nhu Cheat Engine, Xenos Injector) ma van duy tri mtc do 6n dinh cao
v6i do tré xir Iy khong dang ké (anh hudng chua téi 2% FPS).

Két qua cua dé tai khrfmg dinh rﬁng viéc ap dung cac k¥ thuat 1ap trinh hé théng
va giam sat API 13 hudng di dung dan dé giai quyét bai toan bao mat game ma khong
can can thiép sau vao nhan hé diéu hanh. Giai phap khong chi khic phuc duoc han ché
vé tinh twong thich cta cac giai phap cii ma con dap ung tbt cac yéu cau khat khe vé
hiéu nang trai nghiém nguoi dung.

Giai phap nay co6 y nghia thyc tién cao, dic biét ddi voi cac nha phat trién game
doc 1ap (Indie) hodc cac moi truong kiém thtr bao méat, noi can mét cong cu giam sat

nhe nhang, dé tich hop va chi phi thap.
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Mic du d3 ¢6 nhiéu nd lyc, song véi khuon kho 2161 han cia mdt dé an tbt nghiép
va nang luc con han ché, dé tai khé tranh khoi nhirng thiéu sét (nhu kha ning phong
thi trude tin cong Kernel-mode hay van dé vé diéu kién tranh chap khi khéi tao). Tac
gia rit mong nhan duoc nhitng ¥ kién dong gop chan thanh tir cac thiy c6 va anh chi

dé dé tai duoc hoan thién hon trong tuong lai.



