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LOI MO DAU
1. Ly do chon d@ tai

Nganh cong nghiép tro choi dién tir dang phat trién manh mé& véi quy mo toan
cau, thu hat hang trim triéu nguoi choi va mang lai doanh thu hang ty d6 la mdi nam
[2]. Su phé bién cua céc tro choi truc tuyén, dac biét 1a nhiing tro choi c6 tinh canh
tranh cao, dd kéo theo nhiéu van dé lién quan dén gian lan, trong d6 nodi bat 13 cac
hinh thirc can thiép vao tién trinh trd choi dé thay d6i trang thai hoat dong theo hudng
¢6 1oi cho nguoi choi gian 1an. Mot trong nhimng k¥ thuat pho bién va nguy hiém nhat
hién nay 14 tdn céng bd nhé (memory hacking), cho phép ngudi choi chinh sira truc
tiép cac ving nhé cua tro choi dé thay doi gia tri cac bién nhu mau, toa do, vii khi,
tdc do, hodc hanh vi cua dbi tuong trong game [5], [15].

Céc hanh vi nay khong nhiing lam suy giam trai nghiém cong bang cho ngudi
choi ma con anh hudng nghiém trong dén uy tin ctia nha phat hanh va gay ton that vé
mat kinh té. Nhiéu hé théng chéng gian 1an hién nay van con phu thudc vao cic
phuong phap phat hién truyén thong nhu kiém tra chit ky hodc so sanh checksum,
von d& bi qua mit boi cac ky thuat thay d6i ma tai thoi diém chay, DLL injection
hoac obfuscation.

Trude thuc trang trén, viéc nghién ctru va phat trién mot hé thong giam sat
hanh vi truy cap va chinh sira b¢ nhé trong qua trinh thuc thi tro chei, st dung
cac k¥ thuat nhu hook API, phan tich truy cap bo nhé, 1la mdt hudng di co gia tri
thuc tién cao. Hé thong nhu vay khong chi giup phat hién sém cac hanh vi gian lan
ma con ¢ thé tich hop vao cac cong cu kiém thtr tro choi, cong cu hd tro QA, hoic
1am nén tang cho cac hé théng chdng gian 1an.

Tan cong bd nhé 1a van dé nghiém trong trong an toan thong tin, nhung céac
cudc tin cong nham vao trd choi dién tir o nhitng diém khac biét so véi tAn cong
phan mém thong thuong. Trong khi tin cong phan mém thudng nham vao viée leo
thang dic quyén hay danh cap dit liéu, thi tdn cong trong trd choi dién tir lai tap trung
vao vi¢c thay ddi cac gia tri nhu diém sb, tién t&, mau hodc vi tri ciia nhan vat véi

muc dich tao loi thé so v6i nhitng ngudi choi khac. Su khac biét nay doi hoi mot



phuong phap tiép can chuyén biét, va d6 chinh 1a 1y do dé tai nay tap trung vao viéc
xay dung mot hé thong phét hién danh riéng cho nhiing tro choi dién tir.

Dé tai nay huéng dén viéc nghién ciru va trién khai mot hé thong nham phat
hién hanh vi tan cong bg nh¢ trong tro choi dién tir. Muc tiéu la hd trg qua trinh giam
sat va kiém thir bao mat cho trd choi, dong thoi gop phan ning cao tinh 6n dinh va
cong bang trong trai nghiém cua nguoi choi.

2. Toéng quan vé van dé nghién ciru.

Tan cong bd nhé trong tro choi dién tir 14 ki thuat khai thac kha ning truy cap
vao ving nhé cua tién trinh tro choi dé thay d6i cac gia tri diéu khién trang thai bén
trong hé thong. Nhirng hanh vi nay c6 thé tac dong truc tiép dén két qua va trai nghiém
choi game, dién hinh nhu thay dbi gi4 tri diém s, dich chuyén tic thoi nhan vat, ty
dong thuc hién thao tac tan cong, diéu chinh tc do hodc vi tri, mé khoa vat phém bi
gidi han va nhiéu thao tac khac. Cac hinh thirc tn cong nay thuong duge thuc hién
thong qua cac cong cu c6 kha nang doc va ghi dir li¢u vao vung nhé hodc can thi¢p
vao qua trinh thyc thi cia chuong trinh dudi dang cac doan ma tuy chinh hodc trinh
diéu khién cap thap.

Pé giam thiéu rui ro tir cac hanh vi gian 1an ké trén, nhiéu hé thdng chéng gian
1an d3 duoc xdy dung nham kiém tra, giam sat va ngin chin cac hanh vi bat thuong
X4y ra trong qua trinh van hanh tro choi. Cac hé thong nay chu yéu dua vao cac ky
thuat nhu phat hién theo mau chit ky, giam sat hanh vi truy cip tai nguyén hé thong,
hozc kiém tra tinh toan ven ctia ma chwong trinh. Tuy nhién, nhitng phuong phap nay
van gap nhiéu thach thirc trong viéc phat hién cac hinh thirc tin cong dugc che gidu
k¥ ludng. Cac k¥ thuat nhu 1am réi ma, thay doi hanh vi khi chay, hodc khai thac co
ché hoat dong ciia h¢ diéu hanh khién cho mot s6 hanh vi gian 1an khong bi phét hién
kip thot, tir d6 1am giam hi¢u qua cua cac co ché bao vé hién co.

Trude thuc trang d6, dé tai tap trung vio viéc xay dung mot hé thong gidm sat va phat
hién hanh vi tn cong bd nhé trong qua trinh thyc thi tro choi. Giai phap duoc 1a ap
dung céac ky thuat phan tich hanh vi & mac hé thdng, nhu hook API dé quan sat cac

hanh vi truy cap va chinh stra by nhdo.



Dir liéu tin cong bo nhé 1a tip hop cac thong tin duoc thu thap trong thoi gian
thye. Cac thong tin nay bao gdm cac 1énh ghi bt thudng vao ving nhd ciia game, cac
1énh doc bat thudng, cac 1énh goi ham (API calls) dang ngd tir cac tién trinh bén ngoai,
va nhitng thay doi gié tri trong bo nhd game (nhu HP, toc d6) khong tuan theo logic.

Heé théng phat hién tAn céng bo nhé s& duogc trién khai nhu mot chuong trinh gidm
sat doc lap, hoat dong song song véi tién trinh tro choi trén hé diéu hanh Windows. Hé
thong nay khong tich hop truc tiép vao ma ngudn ciia game ma sir dung cac ky thuat
hook API dé theo ddi cac hanh vi dang ngo tir bén ngoai. Cach tiép can nay gitip dam
bao tinh linh hoat, cho phép hé théng 4p dung cho nhiéu trd choi khéc nhau

Viéc trién khai hé thong theo huéng nay giup ting tinh chu dong trong viéc
phat hién sém cac hanh vi gian 1an ma khong phu thudc vao mau ¢b dinh hay thuat
toan phirc tap, dong thdi vin dam bao phu hop véi dinh hudng tng dung cua dé tai.
3. Muc dich nghién ciru

Muc tiéu cua dé tai 13 thiét ké va xay dung mot hé thong c6 kha ning giam sat
va phat hién hanh vi tan cong bd nhé trong qua trinh thyc thi tro choi dién ti. HE
théng nham hd tro cac nha phat trién trong viéc kiém thir, bao vé va nang cao tinh
bao mat cho san pham trd choi, dong thoi cung cap mot cong cu ki thuat cé thé ung
dung thuc tién trong moi trudng phat trién game hodc nghién ctru vé an toan phan
mém. Cu thé, dé tai huong dén cac muc tiéu sau:

« Nghién ciru k¥ thuit tan cong bd nhé trong game: Tim hiéu, phan tich
va phan loai cac phuong phap can thiép vao viing nhd cta tro choi, bao gdm cac hinh
thirc pho bién nhu stra gia tri bién, ghi dé bo nhé, chén ma thyc thi, hodc diéu khién
hanh vi d6i tuong trong tro choi thong qua truy cap bo nhd trai phép. Trén co so do,
xac dinh cac diu hiéu dic trung dé phuc vu cho viéc phat hién.

« Xay dung hé thdng giam sat bd nhé: Phat trién mot hé thdng c6 kha ning
theo ddi hanh vi truy cép va ghi dit liéu vao ving nhé nhay cam cua tién trinh game
trong thoi gian thye. Hé thong s& sir dung céc k¥ thuat nhu hook API dé ghi nhén cac

hanh vi nghi van.



« Thiét ké co ché phat hi¢n hanh vi bat thwong: Dé xuat va trién khai mot
co ché phat hién cac hanh vi khong hop 1€ dya trén mau truy cap bg nhd, thu ty céac
161 goi APL, hoic thay d6i dit liéu tai cac ving nhé quan trong. Co ché nay phai dam
bao tinh hiéu qua trong viéc phat hién, dong thoi han ché ti da cac canh bao sai.

« Danh gia hi¢u qua h¢ théng trong méi trwomg thir nghiém: Tién hanh
kiém thtr hé théng trén mot hodc mot sd trd choi miu, mod phéng cac tinh huéng tn
cong bd nhd phd bién dé danh gia kha ning phat hién, do tré xtr Iy va tinh on dinh cta
hé thdng. Cac kich ban ndy bao gdm: thay d6i gia tri don gian (gia 1ap viéc sir dung
cong cu can thi€p bd nhd dé chinh stra gia tri cua bién nhu mau hoic toc do), tan cong
bang cach tiém ma doc (DLL injection), va tAn cong bang cach ghi dé bd nhd (gia 1ap
viéc loi dung céc 16 hong dé ghi dé dit liéu vao ving nhd quan trong). Tir d6, dua ra
cac nhan dinh vé kha ning tng dung va dé xuat cai tién trong twong lai.

4. Po6i twong va pham vi nghién ciru

P6i twong nghién ciru: Cac hanh vi tin cong b nhd vao tro choi dién tir trén
nén tang Windows.

Pham vi nghién cru: Tép trung vao game client-side c6 thé kiém soat moi
truong chay co két ndi dén server. Nghién ciru str dung twa game CS:GO lam ddi
tuong thir nghiém.

5. Phwong phap nghién ctru

e Phuwong phap thu thap tai liéu: Nghién ctru va tim hiéu cac tai lidu lién
quan da duoc cong bd trude d6 nham thu thip théng tin va kién thic phuc vu cho dé
tai. Cac nguodn tai liéu bao gdbm sach chuyén nganh, bao khoa hoc, tap chi chuyén dé,
tai liéu k¥ thuat va cac cong trinh nghién ctru ¢ lién quan.

e Phuwong phap phan tich va tong hop: Thuc hién so sanh, danh gia cac giai
phdp, mo hinh va trng dung da thu thap dugc tir qué trinh nghién ctru tai licu. Qua do
rit ra cac dac diém, wu diém va han ché dé 1am co s¢ dé xuat hudng tiép can phu hop
cho hé théng duogc xdy dung trong dé tai.

e Phuwong phap thwe nghiém: Trién khai thr nghiém hé théng trén phan
mém nham kiém tra tinh kha thi, hiéu qua va kha nang phat hién hanh vi tin cong bo
nhé trong moi trudng gia 1ap hodc thyc té. Két qua thyc nghiém sé& 13 co sé dé danh

gid muc d¢ dap tng cua hé thong so véi muc tiéu ban dau.



CHUONG 1: TONG QUAN VE TAN CONG BQ NHO VA HE THONG
BAO VE TRONG TRO CHOI PIEN TU
1.1. Gi6i thiéu chwong

Chuong 1 trinh bay co s& 1y thuyét va bdi canh tong quan vé van dé tin cong
bd nhé trong trd choi dién tir — ki thuat gian 14n phd bién nhat hién nay. Su bung nd
cua nganh cong nghi¢p game vdi hon 3 ty ngudi choi va doanh thu hang tram ty USD
(Newzoo, 2023) di bién trd choi dién tir thanh muc tiéu hap dan cho cac hanh vi can
thi¢p trai phép. Do do, viéc nam viing kién triic bo nhé va co ché hoat dong cua cac
k¥ thuat tin cong (nhu stra d6i gia tri HP/toa do, tiém ma doc) 1a tién dé bat budc dé
xay dung cac giai phap phong thu hiéu qua.

Bén canh viéc phén tich k¥ thuat, chuong nay ciing khao sat cac hé thong chéng
gian lan tiéu chuan cong nghiép nhu VAC, BattlEye va Easy Anti-Cheat. Mic du dat
hiéu qua cao, cac hé théng nay chu yéu hoat dong ¢ tang nhan (kernel-mode) véi do
can thiép sau, gay kho khan cho viéc nghién ctru va trién khai doc 1ap [12]. Thuc té cho
théy, nhiéu ky thuat gian lan van ¢c6 thé duoc phat hién hi¢u qua ngay tai téng nguoi
dung (user-mode) néu ap dung ding co ché giam sat API va truy cap bo nhd.

Toém lai, ndi dung Chuong 1 cung cdp nén tang 1y thuyét viing chic bao gdm:
téng quan vé game, kién triic bd nhd Windows, phan loai cac hinh thirc tin cong va
cong cu hd tro. Nhiing kién thirc nay khong chi dinh vi pham vi nghién ctru ma con tao
co s& logic cho viéc thiét ké va trién khai hé thong giam sat trong cac chuong tiép theo.
1.2. Tong quan vé tro choi dién tir va kién tric bd nho
1.2.1. Khdi qudt vé tro choi dién tir

Tro choi dién tir 13 mot dang phan mém tuwong tac cho phép ngudi choi diéu
khién cac dbi twong trong moi truong 4o mé phong. Trai qua qua trinh phat trién cing
cong nghé phan ctimg va mang Internet, trd choi dién tir hién nay di tré thanh nhiing
hé thong phan mém c6 quy mé 16n va do phic tap cao, tich hgp da dang cac thanh
phém tir 46 hoa, Am thanh dén tri tué nhan tao va xu 1y mang.

Vé mit ky thuat, dac diém cbt 15i phan biét tro choi véi cac ung dung thong

thudng ndm & co ché van hanh dya trén "vong lap tro choi" (Game Loop). Khac véi



mo hinh hudng su kién thu dong (event-driven), game loop lién tuc cap nhat trang
thai cua thé gi61 do0—bao g6m vi trf nhan vat, chi sd vat 1y, thong s6 moi truong—
v6i tan sudt rat cao (thudng 13 60 1an/gidy hoic hon) dé dam bao tinh thoi gian thuc
(real-time).

Chinh yéu cau khit khe vé tbc do xtr Iy nay khién cho bo nhd RAM tré thanh
noi luu trit va bién d6i dir liéu quan trong nhit trong qua trinh van hanh. Déng thoi,
tinh tho1 gian thuc cling lam cho cac tro choi, dic biét 1a game tryc tuyén nhiéu nguoi
choi, tr& nén cuc ky nhay cam vai do tré (latency). Bat ky su can thiép nao vao bd
nh¢ khong chi anh huong dén tinh toan ven dir liéu ma con ¢6 nguy co phé v su on
dinh cua vong 1ap xu 1y, dat ra thach thirc 16n cho viéc xay dung céc giai phap bao

mat vira hiéu qua vira khong gdy anh hudng dén hiéu ning trai nghiém.

1. DAU VAO
(X ly su kién
nguoi dung)

2. CAP NHAT LOGIC
(Vatly, Al, Luat choi)

X ly cwe nhanh
(Yéu cau thei gian thwc)

4. DAU RA
(Hién thi & Am thanh)

3. KET XUAT
(Vé khung hinh)

Hinh 2.1: M6 hinh vong lap tro choei
1.2.2. Céu triic bé nhé trong game
B6 nho cua tro choi dién tir 1a noi luu trir toan bd trang thai hoat dong cua
game trong qua trinh thyc thi, bao gém dit liéu vé nhan vat, vat phém, ban dd, quy
tic xir Iy va nhiéu thanh phan khac. Khac véi cic tmg dung thong thuong, game yéu
cau xir 1y lién tuc theo thoi gian thuc, do dé cac bién, dbi tuong va cau trac dir lidu

trong by nhd luon thay ddi véi tde do cao. Diéu nay khién bo nhé game tr¢ thanh muc



tiéu hap din cho cac k¥ thuat gian 14n, béi chi can thay ddi mot phan nho dit liéu ciing
c6 thé anh huodng truc tiép dén trang thai cta trd choi.

V& co ban, ciu trac bo nhé cua game duoc xay dung dua trén mo hinh by nho
ctia hé dicu hanh, trong d6 mdi tién trinh ctia game c6 mot khong gian dia chi ao
riéng. Khong gian nay duoc chia thanh nhiéu ving chirc ning nhu text/code segment,
data segment, heap, stack, va cac ving bo nhé dugc cap phat dong cho ddi tuong
game. Cac bién lién quan dén gameplay — chrflng han nhu diém sd, mau, vi tri, toc do,
trang thai dan, hodc cac thong sb cua cac ddi twong — thudng duoc luu trong ving
nhé heap hoic cac ving cip phat dong do engine quan 1y. Nhiing gia tri ndy thay doi
lién tuc theo hanh vi cua nguoi choi va logic cia tro choi, vi vay luén dugc ghi nhén
tryc tiép trong RAM.

Trong game, cac d6i tuong va thanh phan thuong duoc quan 1y thong qua co
ché cap phat bo nhé dong bang con trd. Game engine nhu Unity, Unreal Engine hay
Source Engine luu trit cac d6i tuong theo ciu trac hudng di twong, véi cac con tro
lién két dén nhiéu vung dir liéu khac nhau. Vi Iy do nay, rat nhiéu cong cu gian lan
dua vao vi¢c quét bo nhé dé tim ra dia chi cta céc bién quan trong dya trén kiéu dit
liéu hodc gia tri dic trung. Khi dia chi dugc xac dinh, ké tin cong c6 thé ghi de gia
tri moi dé thay doi truc tiép trang thai cua game.

Ngoai ra, mot s6 tro choi str dung bang dia chi dong hodc co ché sinh dija chi
theo phién choi nham gay kho khan cho viéc quét bo nhé. Tuy nhién, véi cac ki thuat
nhu pointer scanning, module base address hoic signature scanning, ké gian van cé
thé 1an theo cau tric bd nhé dé tim ra vi tri ctia bién can thay doi. Diéu nay cho thay
cAu triac bd nhé cua game, du phirc tap, van d& b khai thac néu khéng c6 bién phap
giam sat va bao v¢ phu hop.

Tom lai, ciu trac bd nhé trong game 13 yéu td trung tAm ctia co ché van hanh
trd choi, dong thoi 1a diém yéu ma cac cong cu gian 1an thuong nham dén. Viée hiéu
1& cach dit liéu game duoc to chic va quan 1y trong bd nhé 13 co s& quan trong dé
phan tich cac k¥ thuat tin cong bd nhé ciing nhu phat trién cac giai phap giam sat va

phat hién hanh vi bat thuong trong nhiing chuong tiép theo.



1.2.3. Kién triic b nhé Windows

Mic du Windows ap dung co ché cach ly khong gian dia chi (Virtual Address
Space Isolation) dé bao vé céc tién trinh doc 14p, hé diéu hanh nay van cung cip mot
bo giao dién 1ap trinh (API) manh mé& cho phép twong tac lién tién trinh (Inter-process
Communication) nham phuc vu muc dich g& 16i va quan trj hé théng. Chinh cac co ché
hop phap nay di tré thanh vector tAn cong chinh ma cac céng cu gian 14n khai thac.

Cu thé, Windows cho phép mot tién trinh c6 thé thao tac truc tiép 1én bd nhd
ctia tién trinh khac thong qua viéc nim giit mot tién trinh diéu khién (Handle).

« Quyén truy cip: Ham OpenProcess cho phép ké tan cong lay duoc Handle
ctia tién trinh game v6i cac quyén han nguy hiém nhu PROCESS_VM_WRITE (ghi
bd nhd) hay PROCESS VM OPERATION.

o Thao tac dir li€u: Sau khi c6 Handle, cic ham ReadProcessMemory va
WriteProcessMemory cho phép doc/ghi gia tri tai bat ky dia chi nao trong game, tao
tién dé cho cac hanh vi hack mau, dan hay toa do.

o Can thiép ma Iénh: Cac ham VirtualAllocEx va CreateRemoteThread cho
phép cap phat bo nhd va tao ludng thuc thi tir xa, 12 co s¢ cua k¥ thuat tiém ma doc.

Nhu vdy, ban chét cua tan cong bo nhd trén Windows khong phai 1a khai thac
16 hong ciia hé diéu hanh, ma la sy lam dung cac tinh ning thiét ké sin. Do do, giai
phap phong thu hiéu qua khong phai 1a va 16i Windows, ma 14 gidm sat va kiém soat

chat ch€ viéc goi cac API nhay cam nay.

Kernel Mode (System)

System Code

Secure Internal
Communication

Kernel Data System
Structures Services

1

Protection Boundary Sraver Cal : | Yéu cu System Call
PP A Y! S
(Ranh glal bio Ve) —— ; - inetac 1— \troll

_Z’“ User Mode (App/Gamg) m

Application Game Asseg
Code & Data
Internal Process .
Communication
User Stack |
& Heap

Libraries
iy |

Hinh 2.2: So @0 khong gian dia chi do



1.3. Céc k¥ thuit tan cong b nhé

Tan cong bd nhd trong trd choi dién tir 1a nhom k§ thuat cho phép ké tan cong
can thiép truc tiép vao trang thai cua tién trinh game bang cach doc, stra doi hoic
chén ma vao bo nhé dang duoc str dung. Pay 13 hinh thic gian 14n phd bién nhat hién
nay do trién khai don gian, hiéu qua tirc thoi va kho bi phat hién néu game khong co
co ché giam sat phu hop. Céc hinh thirc tin cong phd bién c6 thé chia thanh ba nhém
chinh: stra d6i gi4 tri, chén ma va v4 ma tai thoi diém chay.
1.3.1. Cdc hinh thirc tin cong phé bién

a) K§ thuat hiéu chinh bién s tré choi

Stra d6i gia tri 13 hinh thirc tAn cong co ban nhat, trong d6 ké tin cong tim va
ghi de gia tri ctia cac bién quan trong trong bd nh¢ game, chéng han nhu mau, dan, toc
d6 di chuyén, toa do hodc diém s6. Phuong phap pho bién nhat 1a st dung ki thuat quét
bd nhd dé xac dinh dia chi chira dit liéu can thay d6i. Khi im dugc dia chi muc tiéu,
ké tan cong sir dung API nhu WriteProcessMemory dé ghi gia tri mdi vao RAM.

Mot vi du dién hinh trong cac tro choi ban sung, viéc thay doi gia tri dan tir 30
1€n 999 gitip ngudi choi c6 luong dan vo han; hodc trong tro choi nhap vai, chinh stra
gia tri HP gitp nhan vat trd nén bat tir. Hinh thirc tn cong nay thuong duogc thyc hién
bang cac cong cu nhu Cheat Engine hodc cac céng cu chinh stra khac. Mic du don
gian, k¥ thuat nay gay anh hudng truc tiép va nghiém trong dén tinh cong bang cia
tro choi.

b) Cac ky thuat Code Injection va DLL Injection

Chén ma 13 hinh thtic tAn cong ning cao hon, cho phép ké tin cong dua doan
mi cua ho vao tién trinh game nham thyc thi cic chitc nang khong co trong thiét ké
ban dau. Pho bién nhat 1a DLL injection, trong d6 mét file thu vién (.dll) duoc nap
vao tién trinh game thong qua cic ham nhu CreateRemoteThread,
LoadLibraryA/W hodc SetWindowsHookEx.

Khi mot DLL doc hai dugc chén thanh cong, ma trong DLL d6 s€ chay véi
cing quyén truy cap nhu tién trinh game, cho phép ké tin cong tao thém tinh ning

nhu aim-bot, wall-hack, auto-shoot, hoac can thi¢p vao logic xur Iy va cham va tuong
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tac ciia nhan vat. Code injection 1 nén tang cho nhiéu cheat engine phirc tap, vi n6
cho phép thao tac truc tiép véi cac cu tric ndi bd cla game, doc dir li¢u trong thoi
gian thyc va thuc thi ma ngoai tim kiém soat cta 1ap trinh vién game.

¢) K§ thuit can thiép va sira d6i ma I¢nh dong

Runtime patching 1a k¥ thuat thay d6i ndi dung ma may ngay trong bd nhé cua
tién trinh khi game dang chay. Ké tin cong c6 thé thay ddi cac 1énh may dé vo hiéu
hoa mét co ché trong game, bo qua mot diéu kién kiém tra hodc chuyén huong 1u6ng
thuc thi. Mot dang pho bién cua k¥ thuat nay 1a inline hooking, trong d6 ké tin cong
ghi dé mot sb byte dau tién ctia ham muc tiéu dé chuyén hudng ludng thuc thi sang
doan ma khac do ho viét.

Vi duy, néu game c6 mdt ham kiém tra tinh hop 1€ cua toa do nhan vat, ké tan
cong c6 thé patch ma dé ludn tra vé gia tri “hop 16, tir d6 cho phép dich chuyén tirc
thoi ma khong bi hé thong phat hién. Runtime patching nguy hiém vi n6 thay déi truc
tiép hanh vi ctia chuwong trinh, gy kho khin cho qua trinh phat hién khi game khong
kiém tra tinh toan ven ctia ma dang thuc thi.

d) Cac hinh thirc tin cong khac lién quan

Ngoai ba nhém chinh néu trén, con nhiéu k¥ thuat tin cong khac duoc sir dung
trong thuc té, chéng han nhu:

« Pointer modification: thay d6i dia chi con tro nham truy xuét dir liéu trai
phép.

« Memory freezing: giir nguyén gid tri ctia bién bang cach lién tuc ghi de theo
chu ky nhanh.

« Thread injection: tao thread méi trong tién trinh game dé thuc thi ma tuy .

« External overlay va memory reading: doc dir liéu game tir bén ngoai dé
hién thi thong tin khong duoc phép.

Nhitng k¥ thuat nay thudng duoc két hop dé tao thanh cac cong cu gian 1an

hoan chinh va tinh vi hon.
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1.3.2. Cong cu tin cong bé nhé

Trong moi truong tro choi dién tir, cac cong cu tan cong bo nhé dong vai tro
1a phuong tién trong yéu gitip ngudi sir dung hoic ké tin cong can thiép vao tién trinh
ctia game ma khong can tac dong t6i tép thuc thi gdc. Ching tan dung co ché quan Iy
bd nhd cuia Windows cling v6i cac APT hop phap cua hé diéu hanh dé truy xuét, phan
tich hodc chinh stra dit li€u trong RAM. Céc cong cu nay khac nhau vé muc dich,
murc d6 tinh vi va pham vi anh huéng, nhung déu c6 chung dic diém 1a hoat dong
hoan toan ¢ tang user-mode, phil hop v6i hudng nghién ctru cia dé tai. Viéc phan
tich chi tiét tirng nhém cong cu khong chi giup nhan dién cach chung khai thac bo
nhé ma con 1a co s¢ dé xay dung hé thong phat hién hanh vi bat thuong mot cach
chinh xac.

« Cheat Engine 13 cong cu chinh sira bd nhd manh mé& va pho bién nhat,
thuong xuyén duge st dung boi ca ngudi choi pho théng 1dn nhimng ddi tugng am
hiéu k¥ thuat. Cong cu nay cung cip kha ning quét bd nhé theo nhiéu phwong phap
khac nhau, bao gém quét gia tri chinh xac, quét gia tri khong xac dinh, quét gia tri
tdng/giam theo thoi gian hodc thuc hién fuzzy scan dé tim bién 4n. Bén canh d6, Cheat
Engine hd trg chirc ning pointer scan nham xac dinh chudi con tré lién két véi mot
bién nhit dinh — diéu rit quan trong vi trong nhiéu tro choi, dia chi dit liéu thay dbi
sau mdi lan khdi dong do str dung co ché cap phat dong. Cong cu ciing tich hop
debugger giup theo ddi hanh vi doc/ghi bién, dat breakpoint, theo ddi call stack va
hiéu 13 logic xir Iy cta trd choi. Pic biét, tinh ning Auto Assembler cho phép chén
ma truc tiép vao bo nhé game thong qua injection hoic inline patching, tir d6 thuc thi
nhiing 1énh may thay thé cho logic ban dau. Nhiing chirc ning nay két hop lai tao ra
mot cong cu c6 kha ning phan tich sau va thay doi hiu nhu moi khia canh cua tro

chol & muc tién trinh.
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Hinh 2.3: Cong cu Cheat Engine

« DLL Injector 12 nhom coéng cu chuyén chén thu vién dong vao tién trinh
clia game dé thyc thi ma tiy ¥ bén trong khong gian bo nhé. Céc injector nhu Xenos,
GH Injector hodc Extreme Injector thuong ap dung k¥ thuat CreateRemoteThread két
hop voi LoadLibrary dé yéu cau hé diéu hanh nap mot DLL vao tién trinh. Nhiing
phuong phap niang cao hon nhu manual mapping thdm chi cho phép nap DLL ma
khong can sir dung API nap thu vién ciia Windows, qua d6 giam kha nang bi hé thong
chdng gian 1an phat hién. Khi DLL duoc nap thanh cong, nguoi tan cong c¢6 thé hook
vao cac ham noi bg, thay doi luéng thuc thi, doc va ghi dir li¢u truc tiép hoac chén
logic méi nham thyc hién nhimg hanh vi gian 1an. Do DLL injection cho phép ma
chay trong cing khong gian dia chi v6i game, mirc do can thiép ctia n6 sau hon rat
nhiéu so véi cac cong cu chinh stra gia tri don thuan va thuong duge xem la mot trong

nhiing k¥ thuat nguy hiém nhét trong tin cong user-mode.
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Process A Process B
(Injector - Ké tan cong) [_—:‘l> (Target Game/App - Muc tiéu)
2. VirtualAllocEx
1. OpenProcess
(L&y quyén ""» ﬂl] (Ca'p phét nhé tir xa

truycap) | | - cho duong dan)

"ﬂ: (Ghl autmg dén DLL

doc hai)
: ¥
oC 4. CreateRemoteThread LoadLibraryA(DLL Path)
i =>(Tao ludng tir xa & tai Dli) -> DLL Main executes

Hinh 2.4: Quy trinh DLL Injection

o Debugger va Disassembler nhu x64dbg, OllyDbg, IDA Pro va Ghidra dong
vai tro quan trong trong viéc phén tich cau triic ndi bo cia trd choi va xay dung nén
tang k¥ thudt cho cac cong cu gian 1an khac. Nhitng cong cu nay cho phép nguoi dung
xem ma may cua game, xac dinh vi tri ciia cadc ham quan trong, quan sat qua trinh xir
Iy dit liéu va dat breakpoint 1én cac diém truy cdp bo nhé. Vi debugger, ngudi phan
tich c6 thé kiém tra xem gi tri ndo duoc thay d6i boi ham nao, & thoi diém nao, ciing
nhu theo ddi toan bd ludng thuc thi cta chuong trinh théng qua call stack va register.
Trong khi d0, cac cong cu disassembler nhur IDA Pro hodic Ghidra hd tro dich nguoc
mi may sang dang biéu dién muc cao hon, giup viéc tim kiém ciu trac dit liéu, ham
logic gameplay hodc ham kiém tra chdng gian lan tré nén d& dang hon. Nhiing kién
thirc va dit li€u thu thap dugc tir debugger va disassembler thuong duoc st dung dé tao
ra ma chén, patch inline hodc xay dung trainer chuyén biét. Do do, dii khong tryc tiép
stra d6i gia tri bd nhé nhu Cheat Engine, nhém cong cu nay lai dong vai tro nén tang
trong viéc hinh thanh cac tdn cong bd nhé tinh vi va chuyén nghiép.
1.3.3. Quy trinh thwc hién memory hacking

Quy trinh tin céng bd nhé dbi voi tro choi dién tir thudng tuan theo mot chudi
cac budc co6 tinh hé théng, nham xéc dinh, truy cap va can thi€p vao dir li€u trong bo
nhé RAM cua tién trinh game. Mic du cach thirc thue hién c6 thé thay ddi tuy theo

cong cu hoac murc d6 tinh vi cua ké tan cong, da s6 cac cudc tan cong déu tuan thu
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mot cdu trac chung gdm ba giai doan chinh: phan tich gia tri muyc tiéu, truy xuit bo
nhd tién trinh va can thiép vao dit liéu hodc ludng thuc thi. Viéc ndm bét quy trinh
nay giup hiéu rd co ché hoat dong cua tirng hinh thtrc gian 14n, tir 46 hd tro xay dung
mo hinh phat hién hiéu qua & tang user-mode.

Giai doan dau tién 13 x4c dinh gia tri hodc cAu tric dit liéu muc tiéu trong
b nhé game. K¢ tin cong can phan biét dau 1a nhitng gia tri anh hudng truc tiép dén
trang thai gameplay, chéng han nhu s lugng mau, dan, tdc do di chuyén, v1 tri nhan
vét hodc thong tin lién quan dén d6i thu. Thong thudng, nguoi tan cong sir dung cac
cong cu nhu Cheat Engine dé quét toan bo khong gian dia chi 40 cua tién trinh game
va tim céac gia tri phu hop véi diéu kién quan sat dugc tir giao dién trd choi. Trong
truong hop gia tri khong rd rang hodc c6 co ché ma hoa, ho c6 thé ap dung k¥ thuat
quét gia tri khong xac dinh, quét gia tri tang hodc giam theo thoi gian, hoac phan tich
bién thong qua breakpoint. Giai doan nay ton tai lp lai nhiéu lan dé nguoi tin cong
tinh loc duoc dung vi tri bién trong bo nhd.

Giai doan tiép theo 13 truy xuit vao bd nhé ciia tién trinh game biang cac
API hop phap ciaa Windows. Khi dia chi hodc vung dir li¢u muyc ti€u da duogc xac
dinh, ké tan cong str dung cac ham nhu OpenProcess dé md dén tién trinh game, sau
d6 dung ReadProcessMemory dé doc dit lidu tir cac dia chi twong tng. Néu mudn can
thiép hodc stra ddi, ho str dung WriteProcessMemory dé ghi d¢ gié tri hodc thay do6i
dir liéu trong RAM. Trong cac tin cong nang cao, ké tdn cong c6 thé thay ddi quyén
truy cdp cua ving nhd théng qua VirtualProtectEx hodc cdp phat thém bd nhé méi
bang VirtualAllocEx nham tao khong gian cho ma chén. Pay 1a budc gitp ké tan
cong chuyén doi tir viéc chi quan sat dit liéu sang kha ning can thiép truc tiép vao
trang thai ndi by cua game.

Giai doan cudi cting 13 thwe hién chinh sira dir liéu hoic thay déi ludng thuc
thi ciia tro choi, tiy thudc vao muc tiéu cta ké tdn cong. Pdi voi cac tan cong don
gian, ho chi can ghi d&¢ mot gia tri — vi du nhu dat lvong mau vé mic t6i da hoic
khoa gia tri khong giam — va dé cong cu tu dong ghi lai theo chu ky dé duy tri hiéu

lyc. Cac dang tan cong phirc tap hon lién quan dén patching mi 1énh, chang han nhu



15

thay d6i mot phan mi trong bd nhd dé bo qua diéu kién kiém tra hoic dao nguoc
logic cua ham xur 1y sy kién. Trong truong hop st dung DLL injection, ma doc hai
duoc chén vao tién trinh game cO thé hook vao cac ham noi bd, chin hodc thay thé
dir liéu trude khi game xur 1y, tir 6 tao ra cac chirc nang gian lan.

Téng thé, quy trinh tan cong bd nhé 1a mot chudi hanh dong cé t6 chire, duoc
ho tro boi cac cong cu manh mé va khai thac truc tiép cac API cua hé diéu hanh. Du
hoat dong hoan toan & tang user-mode, quy trinh ndy van da kha ning tao ra nhimg
hanh vi gian 1an nghiém trong néu khong dugc giam sat. Vi vay, viéc phan tich sau
cac budc cta quy trinh nay dong vai trd quan trong trong viéc xay dung hé thong phat
hién tan cong bd nhd ma luan van hudng téi.

1.4. Tong quan vé cic hé théng chdng gian 14an hién nay

Trong bdi canh céc trd choi dién tir ngay cang phat trién vé quy mé, tinh canh
tranh va gia tri kinh té, van dé gian 1an trong game trd thanh thach thirc 16n d6i véi
ca nha phat trién 14n cong dong ngudi choi. P& ddi pho véi cac hanh vi can thiép trai
phép, dac biét 1a cac k¥ thuat chinh stra bd nhd & tﬁng user-mode, nhiéu hé théng
chdng gian 1an di dugc xay dung va trién khai nham giam sat, phat hién va ngin chin
hoat dong gian 1an trong qua trinh van hanh trd choi. Cac hé thong nay hoat dong
theo nhiéu co ché khac nhau, tir kiém tra tinh toan ven cia tién trinh, phan tich hanh
vi APL theo ddi bat thuong trong bo nhé cho dén trién khai cac mé-dun bao vé ¢ ting
kernel. Viéc tim hiéu tong quan vé cac hé thong chdng gian 1an hién nay khong chi
gitip danh gia mirc d6 hiéu qua va han ché cua ting phuong phap ma con 13 co s
quan trong dé xac dinh van dé nghién ctru, tor d6 dinh hudng cho viéc xay dung hé
thdng phat hién tin cong bd nhé ma ludn vin dé xuét.

1.4.1. Cdic phwong phdp chéng gian lgn

Céc hé théng chdng gian 14n trong trd choi dién tir hién nay van hanh dua trén
nhiéu phuong phap khic nhau, tiy thudc vao mé hinh tro choi, mic d6 quan trong
cua dir licu gameplay va kha nang can thiép cia nguoi choi vao qua trinh thyc thi.
Nhin chung, cdc phuong phap chdng gian 1an c6 thé dugc phan thanh nhitng nhém

chinh nhu ki€ém tra tinh toan ven, nhéan di¢n dua trén chit ky, gidm sat hanh vi, kiém
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tra dit liéu tir phia may chu va st dung mé-dun bao vé ¢ tang kernel. Mbi phuwong
phap c¢6 muc tiéu, wu diém va pham vi tng dung khic nhau, nhung déu huéng téi
muc tiéu chung 13 ngin chin sy can thiép trai phép vao tién trinh game va dam bao
tinh cong bang cho ngudi choi.

Phuong phap dau tién thudong duoc sir dung 13 kiém tra tinh toan ven ciia
tién trinh. Hé théng chéng gian 1an so sanh ma 1€nh, cAu trac bd nhé hodc chit ky
ctia cac module dang duoc nap vao tién trinh game véi phién ban gbc. Néu phat hién
su thay d6i bat thuong nhu patching ma 1énh, thay thé DLL hoic chén module la, hé
thdng s& canh béo hodc chin ngay lap tirc ngudi choi khoi phién choi. Pay 1a phuong
phap hiéu qua trong viéc phat hién nhitng hinh thtrc tn cong don gian, dic biét 1a cac
cong cu sira doi code hodc injection co ban, tuy nhién kha niang ddi pho véi cac ki
thuat tinh vi nhu manual mapping hoic code obfuscation con han ché.

Phuong phap tiép theo 12 nhan dién dwa trén chir Ky, twong ty mé hinh hoat
dong ctia phan mém chéng virus. Hé thdng so sanh dit liéu trong bd nhd, ma 1énh
hodc hanh vi cu thé véi mot co sd dit lidu chir ky da duoc xac dinh trudc. Khi phat
hién su tring khép voi mau gian 14n da biét, hé thong co thé xir 1y ngay lap tirc. Mic
du dé trién khai va hiéu qua ddi véi cac dang cheat phd bién, phwong phap nay kho
chéng lai cac cong cu gian lan dugc tuy bién lién tuc, von khong dé lai diu hiéu cd
dinh hodc tu thay d6i ma mdi khi chay dé né tranh viéc quét chir ky.

Nhom phuong phép quan trong tiép theo 12 giam sat hanh vi ciia tién trinh,
trong d6 hé thng tap trung vao viéc theo ddi cac hanh vi bat thuong thay vi chi dua
trén dau hiéu tinh. Vi dy, hé théng c6 thé giam sat tin suat goi cac API nhu
ReadProcessMemory, WriteProcessMemory, VirtualProtectEx hoac
CreateRemoteThread. Nhiing hanh vi can thiép thudng xuyén vao bo nhg cia tién
trinh hodc chén ludng bén ngoai thudng duoc xem 1a dau hiéu cua tin cong bd nhd.
Mot s6 hé thng con phan tich hanh vi gameplay, chang han nhu toc d di chuyén bat
thuong, d6 chinh x4c vuot ngudng hodc thao tac khong thé xay ra theo logic vat 1y.

Day 1a phuong phap cho phép phat hién cac k¥ thudt gian lan méi chua c6 chir ky.
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Nhiéu tro choi truc tuyén hién dai 4p dung phuong phéap kiém tra dix liéu tir
phia may chu, tirc 1a cic gia tri quan trong khong dugc tin cay ¢ phia client. Thay vi
xur 1y toan bd logic gameplay & may nguoi choi, may chu sé tinh toan hoac xac nhan
lai cac gia tri nhu sat thuong, vi tri, tdc d6 hodc thoi gian hdi chiéu, .... Cach tiép can
nay lam giam dang ké nguy co bi chinh stra bo nhd vi client chi dong vai tro hién thi,
khong c6 quyén thay ddi dit liéu cot 18i. Tuy nhién, phuong phap ndy ting tai cho
may cht va khong pht hop véi nhiing trd choi co yéu cau xir 1y thoi gian thuc cao
hodc gameplay phu thudc vao logic client-side.

Cubi cung, cac hé thong chéng gian 1an nang cao sir dung mé-dun Kernel-
mode dé giam sat hoat dong cua hé théng ¢ muc do sau hon. Cac driver nay c6 kha
nang theo ddi truy cap bd nhd, kiém tra hanh vi cta tién trinh va ngan chan cac thao
tac khong hop 18 trude khi chung anh hudng dén tro choi. Pay 1a phuong phap manh
nhat trong viéc chéng lai cac cong cu gian lan tinh vi, dac bi¢t 1a cac cheat c6 kha
nang che giéu tién trinh hodc thao tac truc tiép vao bd nho hé théng. Tuy nhién, viéc
sir dung driver kernel thuong gy tranh cii do nguy co anh huéng dén quyén riéng
tu, hiéu ning may tinh va d6 6n dinh hé thong.

Tém lai, mdi phuong phép chéng gian 1an déu co vai tro va mic do hidu qua
riéng, dong thoi mang theo nhitng han ché nhat dinh. Trong khi cac phuong phap
truyén théng nhu kiém tra tinh toan ven va nhan dién chit ky phu hop véi cac dang
gian 1an phd bién, nhitng k¥ thuat hién dai nhu gidm sat hanh vi va bao vé & tang
kernel dugc thiét ké dé dbi phé véi cac hinh thirc tAn cong phirc tap hon. Viéc danh
gia tong thé nhimg phuong phap nay gitp tao nén tang cho viéc xay dung giai phap
phat hién hanh vi tin cong bo nhé ma ludn van hudng dén.

1.4.2. Mt sé hé théng pho bién

Thi trudng chdng gian 1an hién nay bi chi phdi boi cac giai phap 16n, trai dai
tir phuong phap quét chit ky truyén thong dén giam sat ting nhan (kernel-mode). Ba
hé thong tiéu biéu nhat bao gom:

Valve Anti-Cheat (VAC) VAC 1a giai phap doc quyén cua Valve, hoat dong
cha yéu ¢ ting ngudi ding dya trén co ché phat hién chit ky [10]. Khi nguoi choi két
n6i, VAC quét bd nhé dé tim chudi byte khép véi co so dit lidu gian 14n da biét. Chién

lugc dac trung cua VAC la cAm cham, thuc thi 1énh cAm theo dot ngﬁu nhién dé gay
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kho khin cho viéc phat trién hack. Tuy nhién, do wu tién sy 6n dinh va quyén riéng tu,
kha ning chdng lai cac tAn cong cap thap cia VAC bj danh gia thip hon cac dbi thu.

BattlEye 14 hé thong bén thir ba ndi tiéng vé6i co ché bao vé chu dong théng qua
trinh diéu khién tang nhan (kernel-mode driver) [11]. Co ché c6t 16i ctia BE 1 sir dung
céc callback hé didu hanh (nhu ObRegisterCallbacks) dé chin quyén truy cip b nhd,
v6 hi¢u hoa cac API nhu OpenProcess hay ReadProcessMemory tir cong cu gian lan.
Ngoai ra, BE thuc hién quét bd nhd dong va giam sat mang. Du hiéu qua cao, viéc can
thiép sau ciia BE doi khi gdy ra van dé vé hiéu nang va xung dot phan mém.

Easy Anti-Cheat (EAC) Thudc sé hitu ciia Epic Games, EAC str dung m6 hinh
lai (hybrid model) két hop giita dich vy user-mode va driver kernel-mode. EAC tap
trung ngan chin viéc tiém ma (code injection) va tai cac thu vién dong khong ky sb
(unsigned drivers/DLLs) vao kernel. Hé thong nay ap dung k¥ thuat 4o héa ma va
x40 tron (obfuscation) dé chong phén tich nguoc. EAC duoc wa chudng nho kha ning
hd tro da nén tang, nhung ciing vip phai cac tranh luin vé quyén kiém soat thiét bi
twong ty nhu BattlEye.

Toém lai, trong khi VAC dai dién cho trudng phai truyén thong (dwa trén chir ky,
do tré), thi BattlEye va EAC dai dién cho xu hudéng hién dai (giam sét thoi gian thuc tai
kernel), tao ra 16p phong thii chu dong hon trude cac ky thuat tin cong tinh vi.

VAC (User-mode Anti-cheat)

BattlEye (Kernel-mode Driver)

User Mode
(Gidi han quyén) Giam sat toan dién
(Full System Monitoring

- Highest Privileges)

Giam sat (rng dung
(Limited Monitoring)
Ranh gidi bao vé

(Protection Boundary)

-

Kernel Mode
(Hé théng 16i) L} ;
Driver S
) (BattlEye.sys)
Quyeén han thap, chi quét trong khdng gian " Quyén han cao nhat (Ring 0), giam sat
ngudi dung, dé bi qua mat. toan bd hé thdng, bd nhd, phan ciing.

Hinh 2.5: So sanh kién tric Anti-cheat (Kernel va User)
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1.4.3. Han ché

Mic du cac hé thong chong gian 1an hién dai nhu BattlEye, Easy Anti-Cheat
hay Vanguard d3 nang cao dang ké rao can k¥ thuat ddi véi viée can thiép vao trd
choi, chung van ton tai nhiing han ché c6t 16i vé khia canh k¥ thuat, van hanh va trai
nghiém ngudi dung. Nhitng han ché nay khéng chi tao ra cac 16 hong méi ma ké tan
cong co thé khai thac, ma con dit ra thach thtrc 16n cho viée ap dung rong rii trong
cac moi truong phat trién da dang.

Vén dé xam pham quyén riéng tu va rii ro an toan hé thong. Xu huéng chuyén
dich sang sir dung trinh diéu khién kernel-mode trao cho cac phdn mém chdng gian
1an quyén truy cép cao nhat vao hé diéu hanh. Piéu nay dong nghia véi viéc chung
c6 kha ning giam sat toan bd céc tién trinh dang chay, truy cip moi tip tin va thu
thap dir liéu phan cing chi tiét cia nguoi ding. Sy can thiép sau nay gay ra lo ngai
16n vé quyén riéng tu dir liéu. Nghiém trong hon, néu chinh trinh diéu khién chéng
gian 14n ton tai 16 hong bao mat, ké tin cong c6 thé khai thac né dé chiém quyén kiém
soat toan bd may tinh nan nhan, bién cong cu bao vé thanh mot vector tin cong nguy
hiém vao hé théng.

Anh hudng tiéu cuc dén hiéu ning va tinh 6n dinh. Cac co ché bao vé chu
dong nhu quét by nhd lién tyc, giai ma thoi gian thyc va kiém tra tinh toan ven hé
thong tiéu ton tai nguyén CPU va bd nhd dang ké. Trong méi trudng trd choi dién tir
doi hoi do tré thap va toc do khung hinh cao, viéc tiéu tén tai nguyén nay c6 thé gay
ra hién tuong giat lag hodc sut gidm hiéu ndng. Ngoai ra, do hoat dong & téng nhan,
bat ky 15i 1ap trinh nao trong driver chong gian 1an ciing ¢6 thé din dén 16i man hinh
xanh, gdy treo hé thong va lam gian doan trai nghiém ngudi dung nghiém trong hon
nhiéu so vdi cac ing dung user-mode thong thuong.

Kha ning bi vuot qua bdi cac ky thuit tin cong phan cing va ao héa. Cudce
dua gitta bao mat va tan cong ludn 1a qué trinh phat trién song song. Khi cac bién
phap bao vé phan mém tré nén chit ché, cong dong phat trién céng cu gian 1an da
chuyén huéng sang cac giai phap phan ctg nhu card Direct Memory Access. Céc

thiét bi nay cho phép doc va ghi tryc tiép vao bd nhé vat 1y thong qua cong PCle ma
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khéng can sy can thiép cia CPU hay hé diéu hanh, giup qua mit hoan toan sy giam
sat cua cac anti-cheat hién hanh. Bén canh do, su phé bién cua cac ky thuét a0 hoa
cho phép ¢6 14p hé diéu hanh khach va danh lira phian mém chdng gian 14n vé trang
thai thuc cua hé théng.

Rao can vé chi phi va tinh phtc tap trong trién khai. Cac giai phap chéng gian
14n thuong mai hang dau thuong di kém véi chi phi cip phép cao, khong phu hop voi
ngan sach cta cic nha phat trién game doc 1ap hodc cac du an nghién ctru quy mo
nho. Viéc tu phat trién mot giai phap kernel-mode lai doi hoi trinh do k¥ thuat chuyén
sdu va quy trinh ky sb nghiém ngit tir Microsoft. Do d6, ton tai mot nhu cau thuc té
vé cac giai phap giam sat nhe nhang hon, hoat dong ¢ ting user-mode, dé trién khai
va tich hop nhung van dam bao kha ning phat hién cac hanh vi tin cong co ban. Day
chinh 14 khoang trong ma dé tai nghién ctru hudng t6i giai quyét.

1.5. Cac nghién ctru lién quan
Trong linh vyc an toan thong tin n61 chung va bao mat tro choi dién tir noi riéng, cac
nghién ctru trude day da dé xuat nhiéu mo hinh phat hién gian l1an da dang. Dua trén
muirc do can thiép vao hé thdng va phuong thirc phén tich, cac nghién ctru nay co thé
duogc chia thanh ba nhém chinh: (1) Nhan dién dua trén chit ky, (2) Gidm sat hanh vi
thoi gian thuc va (3) Co ché bao vé dic quyén cao (Kernel-mode).
1.5.1. Phwong phdp nhdn dién dwa trén chir ky
Pay 1a phuong phap tiép can truyén thong nhat, dugc ap dung rong rai trong cac hé
thdng chéng gian 1an thé hé dau nhu Valve Anti-Cheat (VAC).

« Co ché hoat dong: Cac hé théng nay hoat dong dwa trén viéc xdy dung mot co

s& dir liéu cac mau nhan dang (signatures) cua cac cong cu gian lan da biét.

Khi tién trinh trd choi khoi chay, hé thong thyc hién quét b nhé RAM va céac

tép tin lién quan dé tim kiém cac chudi byte khép véi co s dit lidu.

o Uu diém: Phuong phap niy dam bao tinh on dinh cao cho hé thdng va it gy
ra bao dong gia (False Positives), do viéc so khop dua trén cac mau ma doc

chinh x4c.
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« Han ché: Cac nghién ctru di chi ra ring phuong phap ndy mang tinh chit "thu
dong". N6 hoan toan bt luc trude cac ky thuat tan cong méi chua duge cap
nhat trong co s¢ dit liéu (Zero-day exploits) hoac cac ky thuat da hinh
(polymorphism) cho phép ma doc tir thay ddi cdu triic sau mdi lan chay dé né
tranh viéc quét chit ky. Ngoai ra, chién lugc "cdm cham" (delayed ban) cua

VAC tuy gy kho khin cho viéc phat trién hack nhung lai khéng ngan chin

duoc hanh vi gian 14n ngay tc thi.

OFOESY. ... s
Extracted :

Patterns

CLIENT PC DETECTION

SIGNATURES (Flag Account)
DATABASE
(Server/Local)

Hinh 2.6 Kién tric hoat déng ciia phwong phap nhan dién dwa trén ky so

1.5.2. Phwong phdp bdo vé cip dé nhin
Dé khic phuc nhuoc diém cua viée hoat dong & tang ngudi dung (User-mode), xu
huéng hién dai cta cac hé thong nhu BattlEye (BE) va Easy Anti-Cheat (EAC) 1a
chuyén dich xudng hoat dong ¢ ting nhan hé diéu hanh (Kernel-mode/Ring 0).
« Co ché hoat dong:
o BattlEye: Sir dung céc trinh diéu khién (drivers) dé dang ky cac ham
callback hé thdng (nhu ObRegisterCallbacks). Co ché nay cho phép
BattlEye chu dong chin cac yéu cau truy cdp bd nhd tir tién trinh la

ngay khi ching dugc giri dén hé diéu hanh, vo hiéu héa cac ham API
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nhu OpenProcess hay ReadProcessMemory trudce khi chung c6 thé tac
dong dén game.

o Easy Anti-Cheat: Str dung mé hinh lai (hybrid model), két hop giira
dich vy User-mode va Driver Kernel-mode. EAC tap trung vao viéc
ngin chin viéce tai cac trinh diéu khién khong ky sb (unsigned drivers)
va kiém soat chit ché viéc nap thu vién dong (DLL injection) vao khong
gian nhan.

« Han ché: Mic du dat hiéu qua bao mat cao, phuong phap nay vap phai cac rao
can 16n vé quyén riéng tu dit liéu khi yéu cau quyén kiém soat toan dién thiét
bi nguoi dung. Bén canh doé, viéc can thiép sau vao nhan h¢ diéu hanh tiém an
rii ro gdy mat on dinh hé théng (man hinh xanh - BSOD) va sut giam hiéu
nang may tinh. Chi phi trién khai va d6 phuc tap k¥ thuét ciing khién phuong
phap nay kho tiép can ddi v6i cac dy an nghién ctru hodc phét trién game quy

mo vua va nho.
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0S Kernel
API Call (.6.g), OpenProcess)

CHEAT
TOOL

3. Anti-Cheet Driver
@ (Callbook/Hook)

Game Process T @
——— NO

NO

Is
Is. APl Hooked/Blacklisted)

«NO> @

4a. DETECT/BLOCK Action 5b. Flag Account /

Terminate Game

Legitimate
Call to OS

Hinh 2.7: Kién tric hoat dong ciia phwong phap bao vé mirc d4 nhan

1.5.3. Phwong phdp gidm sdt hanh vi tai ting trng dung
Pay 13 hudng tiép can can bang giira hiéu qua bao mat va tinh kha thi trong trién khai,
d6ng thoi 13 hudng nghién ctru chinh cia dé tai nay.
« Co ché hoat dong: Thay vi quét toan bo hé théng hay can thiép vao nhan,
phuong phap nay tap trung giam sat cac "hanh vi" cu thé thong qua k¥ thuat
API Hooking. H¢ thng sé& theo di tan suat va ngit canh ciia cac 10i goi ham
nhay cam nhu WriteProcessMemory hay CreateRemoteThread. B4t ky hanh
vi nao c¢d ging thay d6i quyén thuc thi ctia ving nhé ma 1énh (Code Section)
thong qua VirtualProtect déu duoc danh diu 14 bat thuong.
« So sanh véi cac phuong phap khac: Khac véi kiém tra chir ky, giam sat hanh
vi c6 kha niang phat hién cac cudc tan cong chua biét trudc (unknown attacks)

dua trén sy bat thuong cua logic truy cap. So véi giai phap Kernel-mode,
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phuong phap nay nhe nhang hon, d& tich hop, giam thiéu rai ro xung dot hé
thdng va phul hop v6i mo hinh bao mat huéng tmg dung ma khong xam pham

quyén riéng tu qua muc cia ngudi dung.

GAME CLIENT ANTI-CHEAIT SERVER
(User's PC) (Cloud/Backend)

Cheat Tool Detection Engine
(mjects/Hocks)

Behavioral
Data Lake
e < Behavioral
Sends Behavior Data Lake

‘_ ‘“ ons, Events, Stati) Heustics Module

Machine Leaming

| Observes Actions & Teleimery Modlel
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Hinh 2.8 Kién triic hoat déng ciia phwong phap giam sat hanh vi tai ing dung

1.6. So sanh tin cong game va tin cong ing dung

Trong linh vuc an toan thong tin, mic du cac k¥ thudt tin cong vao trd choi
dién tir va tan cong vao cac tmg dung phian mém doanh nghiép déu chia sé nhiéu nén
tang k¥ thuat chung—nhu khai thac 16i tran bd dém, tiém ma hay dich nguoc ma
ngudn—song ban chat, dong co va dbi tugng tac dong ciia chung lai ton tai nhiing
khac biét cin ban. Viéc phan dinh 1 ranh gii nay 1a v6 cing quan trong dé hiéu
dugc tai sao cac giai phap bao mat truyén théng nhu tuong lira hay phan mém diét
virus thuong khong phat huy hiéu qua trong viéc ngan chdn gian lan tro choi.

Déi véi cac tmg dung truyén thong va hé thdng thong tin, cac cudc tin cong
thuong tuan theo mo hinh de doa nhim vao ba tru cot bao mat CIA (Confidentiality
- Tinh bi mét, Integrity - Tinh toan ven, Availability - Tinh sin sang) [16]. Ké tan
cong thudng tim cach leo thang dic quyén dé danh cap dit liéu nhay cam, ma hoa di

liéu téng tién hodc lam gian doan dich vu. Nguoc lai, trong méi truong tro choi dién
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tir, muc tiéu cia ké tin céng hiém khi 1a pha hoai hé théng hay danh cip thong tin
ngudi dung. Thay vao dé, trong tdm cua ching nam ¢ viéc vi pham tinh toan ven
logic cua trd choi nhim tao ra loi thé canh tranh khong cong bang.

Sy khéc biét vé muc tiéu nay din dén su thay d6i hoan toan vé chién luoc
phong thu. Mot hanh vi "ghi dit liéu vao bd nhd" co thé bi coi 1a doc hai trong Ung
dung ngan hang, nhung lai 1a mdt thao tac hoan toan binh thuong trong qua trinh van
hanh cua mot engine game phtrc tap. Do do, viéc so sanh céac dac diém gifra hai loai
hinh tin cong ndy s& cung cp co s¢ 1y luan viing chic cho viéc thiét ké cac co ché
phat hi¢n chuyén biét, tap trung vao hanh vi thay vi chi dua vao cac d4u hiéu ma doc
truyén thong.

1.6.1. Muc tiéu tin cong

Sy khac biét can ban nhét giita tan cong vao tro choi dién tir va tn cong vao
cac mg dung phan mém truyén thong ndm & dong co va muc dich cudi ciing ciia ké
tan cong. Pdi v6i cac tmg dung truyén thong (nhu hé théng ngan hang, co so dit liéu
doanh nghiép hay céac dich vu web), muc tiéu cta ké tan cong thudng xoay quanh
viéc pha vd ba try cdt bado mat: tinh bi mat, tinh toan ven va tinh san sang. Cu thé, cac
cudc tin cong nay thudng hudng ti vie chiém quyén diéu khién hé thong, danh cap
dir liéu nhay cam, ma hoa dir lidu dé tong tién hodc gay tir chdi dich vu nham pha
hoai hoat dong kinh doanh. Trong bdi canh nay, su thanh cong ciia cudc tin cong
thuong déng nghia voi su ton that hodc ngung tré cua hé théng muc tiéu.

Nguoc lai, trong moi truong tro choi dién tur, ké tan cong (thuong la nguoi
choi gian 1an) khéng c6 muc dich pha huy hé thong hay dénh cip thong tin ngudi
dung. Muc ti€u tdi thuong cua ho 1a dat duoc lgi thé canh tranh khong cong béng SO
v6i nhitng ngudi choi khic. Dé dat duoc diéu nay, ké tan cong tim cach thay do6i trang
thai cua tro choi dang luu trong bd nhé theo hudng c6 191 cho ban than, chéng han
nhu tang lugng mau, nhin xuyén vat thé, hodc tu dong ngém ban.

Diém dang luu ¥ 13 tn cong game mang tinh chat "ky sinh": ké gian lan can
trd choi hoat dong 6n dinh dé c6 thé thu hudng loi thé ma ho vira tao ra. Ho khong

muon lam sip mdy chu hay giy 15i tmg dung, vi diéu d6 s& lam gian doan qua trinh
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choi cta chinh ho. Do d6, thay vi phé hoai, tdn cong game tap trung vao viéc thao
tang logic va dit liéu trong thoi gian thuc mot cach tinh vi dé hé thdng van van hanh
binh thuong nhung két qua dau ra da bi sai léch theo y d6 cua ké tin cong.

1.6.2. Pic diém méi truwong

Yéu t6 thr hai tao nén su khac biét giira tin cong game va tdn cong tng dung
truyén thong ndm & dic thi cia méi trudng van hanh. Trong khi cac tng dung phan
mém thong thuong (nhu trinh xir 1y vin ban, trinh duyét web hay ng dung quan 1y)
hoat dong chu yéu dua trén kién tric huong su kién, thi tro choi dién tur lai van hanh
dua trén mot vong 1dp vo han dugc goi 1a "vong 1ap tro choi". Su khac biét vé kién
tric ndy dan dén nhimg dic diém mai trudng riéng biét, anh hudng truc tiép dén ca
phuong thirc tin cong 13n chién luoc phong thu.

Thir nhét 1a tinh thoi gian thuc va sy lién tuc cua logic. Trong cac ing dung
truyén thong, chuong trinh thudng ¢ trang thai chd va chi xir Iy dir liéu khi c6 tac
dong tir ngudi dung (nhan phim, click chudt). Nguoc lai, tro choi dién tir phai lién
tuc cap nhat trang thai ctia thé gi61 do—tinh toan vat ly, xu Iy Al cdp nhat dd hoa—
v6i tan sudt rat cao (thudng 1a 60 1an/gidy hodc cao hon). Do d6, cac hanh vi tin cong
vao game thudng phai dugc thuc hién déng bo vai toc do xur 1y nay. Ké tdn cong
khong thé chi don thuan stra ddi mot gia tri va dé do; ho phai lién tuc "déng bang"
hodc ghi d¢é gia tri d6 sau mdi khung hinh dé chéng lai co ché cap nhat lai cia game
engine.

Th hai 13 sy bién dong dir liéu tdc d6 cao. BO nhé ciia mot ung dung van
phong thuong kha tinh tai; dir li€u chi thay d6i khi co thao tac cu thé. Trong game,
hang nghin bién s6 thay ddi lién tuc trong mdi tich tic ngay ca khi ngudi choi khong
thuc hién hanh dong nao (vi du: toa dg cua cac vat thé chuyén dong, thoi gian hoi
chiéu, trang thai moi truong). Diéu nay tao ra mot moi trudng dy "nhidu" ddi voi
céc hé thong giam sat. Viéc phan biét giita mot sy thay doi gia tri hop 1¢ (do logic
game tao ra) va mot sy thay doi bat thuong do hack tré nén kho khian hon nhiéu so

v6i viée phat hién sy thay d6i file hé thdng trong méi trudng Windows truyén thong.
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Tht ba 13 yéu cau khit khe vé d6 tré. Mdi trudng game doi hoi phan hoi tirc
thi. Bat ky sy cham tré ndo trong qua trinh xur 1y ciing anh hudng tiéu cuc dén trai
nghiém nguoi choi (gay ra hién twong giat, lag). Diéu nay dit ra thach thirc 16n cho
cac giai phap bao mat: ching khong thé st dung cac phuong phap quét sau hay tam
dirng tién trinh dé kiém tra nhu cac phan mém diét virus truyén théng thudong lam.
Hé thong phat hién tdn céng trong game budc phai hoat dong cuc ky nhe nhang, t6i
uu hoa dé giam sat trong thoi gian thuc ma khong tiéu ton qua nhiéu tai nguyén CPU.
1.6.3. Dic thit nhin dién hanh vi bit thwong

T su khac biét vé muc tiéu va mdi truong hoat dong, bai toan nhan dién hanh
vi bat thudng trong trd choi dién tir mang nhitng dic thu riéng biét, phtic tap hon
nhiéu so v6i viéc phat hién ma doc trong cac tng dung truyén thdng. Trong khi bao
mat truyén théng tap trung vao viéc xac dinh "ai" dang thuc hién hanh dong (xac thuc
quyén truy cép), bao mat game lai phai tap trung vao viéc phan tich "cai gi" va "nhu
thé nao" hanh dong do dugc thuc hién (xac thyuc tinh hop 1y cua hanh vi).

Thir nhét 1a sy phu thudc vao ngit nghia va logic trd choi. P6i vdi mot phan
mém diét virus thong thuong, viéc mat tién trinh ghi dir 1iéu vao mot vung nhé da
dugc cap quyén 1a hanh vi hop 1&. Tuy nhién, trong game, hanh vi nay phai duoc d6i
chiéu véi logic cua tro choi. Vi du: Viéc thay ddi toa d6 nhan vat tir diém A sang
diém B 13 hop 1¢ vé mit hé thong (1énh ghi bo nhd thanh cong), nhung néu khoang
cach giita A va B qua 16n so voi toc d6 di chuyén téi da cho phép trong khoang thoi
gian gitra hai khung hinh, d6 13 hanh vi bat thuong. Do d6, hé thdng phat hién khong
thé hoat dong doc 1ap ma phai "hiéu" dugc cac quy tic vat Iy va logic cua trd choi dé
phan biét giita mot thao tac choi game xudt sic va mot hanh vi gian lan.

Thir hai 1a thach thirc trong viéc phan biét hanh vi nguoi va may. Nhiéu cong
cu gian 14n hién nay khong can thiép tho bao vao bé nhé ma mé phong thao tac dau
vao, vi du nhu cac phan mém ty dong ngam ban hodc giam do giat. Bé phat hién cac
hanh vi ndy, hé théng phai phén tich cac dic trung thong ké ctia dir liéu dau vao. Hanh
vi ctia con ngudi ludn cé d6 tré, sai sd ngiu nhién va dudng cong di chuyén chudt

khong hoan hao. Ngugc lai, hanh vi cia may moéc thudng c6 do chinh xéac tuyét doi,
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phan xa trc thoi va tinh 1ap lai cao. Viéc nhan dién doi hoi cac thuat toan phan tich
heuristic hodc hoc may dé tim ra cdc mau phi nhan vin, diéu ma cac giai phap bao
mat truyén thdng hiém khi phai xir 1y.

Thir ba 14 van dé vé do nhiéu va ty 1¢ duong tinh gia. M6i truong mang cua trd
choi tryc tuyén thuong khong 6n dinh, dan dén cac hién twong nhu mat géi tin hodc
d6 tré mang. Nhirng hién tuong nay c6 thé khién nhan vat di chuyén giat cuc hoac
dich chuyén ttrc thoi, tao ra cac ddu hiéu rat giéng v6i hanh vi gian 1an. Ngoai ra,
nhirng ngudi choi chuyén nghiép c6 k¥ ning rat cao d6i khi thuc hién nhiing thao tac
¢6 do chinh x4c va phan xa vugt xa ngudi binh thuong, dé bi hé thong nhan nham la
may. Do d6, ngudng phat hién trong game phai dugc tinh chinh cuc ky can than dé
can bang gitra viéc bat ké gian 14n va khong lam anh huéng dén nguoi choi chin
chinh—mdt thach thic 16n hon nhiéu so véi viée cach ly mét file ma doc ro rang
trong moi truong doanh nghiép.

1.7. Két luan chwong 1

Chuong 1 d4 trinh bay mot cai nhin tong quan va hé thong vé béi canh an ninh
trong tro choi dién tir, vdi trong tam la cac ki thuat tan cong bd nhd. Qua viéc phan
tich kién triic bd nhé cua hé diéu hanh Windows va co ché van hanh cua céc tro choi,
c6 thé thay rang bo nhé RAM chinh 14 noi dién ra cac hoat dong gian 1an. Cac k¥
thuat tn cong tir don gian nhu sira doi gia tri bién dén phtic tap nhu tiém ma hay va
mi tai thoi diém chay déu khai thac truc tiép cac quyén truy cip va API ma hé diéu
hanh cung cap, tao ra nhitng thach thirc 16n ddi véi tinh toan ven cia tro choi.

Nhitng phén tich trén di chi ra mot 156 hong trong cc giai phap hién tai: nhu
cAu v& mot co ché giam sat, hoat dong hiéu qua & tang user-mode ma khong truy
capsau vao hé thong, nhung van du kha nang phét hién cac hanh vi can thigp bat
thuong. Pay chinh 1 tién dé dé luan vin di siu vao nghién ctru cac co sd 1y thuyét
va k¥ thuat cy thé nham x4y dung hé thong phat hién trong cic chuong tiép theo.
Chuong 2 s& trinh bay chi tiét vé cac ki thuat giam sat hanh vi, bao gébm co ché Hook
APL ciu tric tap tin thuc thi PE va cac phuong phap phan tich bd nhé, lam co sé nén

tang cho viéc thiét ké giai phap cia dé tai.
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CHUONG 2: THIET KE VA XAY DUNG HE THONG PHAT HIEN TAN
CONG BQ NHO
2.1. Giéi thiéu chwong

Tiép ndi cac phan tich nén tang tai Chuong 1 vé thyc trang tan cong bd nhé va
nhirng han ché cua cac giai phap chdng gian 14n hién hanh, Chuong 2 tip trung vao
viéc hién thuc hoa cac muc ti€u nghién ctru thong qua viéc thiét ké va xay dung mot
hé théng giam sat cu thé. Néu nhu Chuong 1 d3 khang dinh nhu cau vé mét giai phap
bao mat hoat dong hiéu qua & ting user-mode nhung van dam bao kha niang phat hién
cac hanh vi can thiép sau, thi Chuong 2 s& trinh bay chi tiét phwong phép luan va cac
k¥ thuat cong nghé dé giai quyét bai toan do.

Muc tiéu cdt 18i ctia chuong nay 1a xay dung mot hé thong phong thi chu dong
c6 kha nang gidm sat thoi gian thuc cac hanh vi truy cap vao khong gian dia chi cua
tién trinh tro choi. Dé dat dugc diéu nay, dé tai lya chon huong tiép can dua trén k¥
thuat ngin chan 101 goi ham va phan tich cdu trac tap tin thuc thi. Py 1a cac ki thuat
cho phép hé thong "ding gitra" tién trinh tan cong va tién trinh game, tir 46 kiém soat
va ngan chin cac hanh vi doc/ghi bd nhd trai phép hodc tiém ma doc ngay tu khi
chung duoc khai tao.

V& mit cong nghé, hé thong duoc thiét ké va phat trién trén nén tang ngdn ngir
lap trinh C/C++ két hop chat ché voi cac thu vién 1ap trinh hé théng Windows. Viéc
Ira chon C/C++ 14 yéu t6 then chét dé dam bao hiéu niang t6i wu va do tré thap nhat
— mot yéu cau bat budc ddi véi cac phan mém hoat dong song song véi trd choi dién
tr. Dong thoi, chuong cling s& di su vao viéc ung dung cac thu vién hd tro hook
chuyén dung (nhu Microsoft Detours hoic MinHook) dé dam bao tinh 6n dinh va kha
nang tuong thich cao trén moi truong Windows.

CAu tric ndi dung ctua chuong dugc bd cuc theo trinh ty logic tur 1y thuyét dén
thuc tién. Trudc tién, phan co s¢ 1y thuyét s& trinh bay chi tiét vé cau triac by nhd
Windows, dinh dang tap tin PE va nguyén ly hoat dong cua cac ky thuat Hooking.
Tiép theo, phan phan tich thiét ké s& mo ta kién trac tong thé cta hé théng, bao gdm

so d0 luong dir liéu va co ché tuong tac gitra cac thanh phan. Cudi cung, phan xay
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dung s& di sau vao viéc cai dat chi tiét cac mo-dun chirc ning nhu Injector (tiém
module giam sat) va Core Monitor (gidm sat va phat hién), 1am tién dé cho viéc thir
nghi¢m va danh gia hi¢u qua trong Chuong 3.
2.2. Co s6 Iy thuyét va cong nghé nén tang.

Viéc xdy dung hé théng gidm sat an ninh hoat déng song song véi trd choi
dién tir doi héi sy can thi€p sau vao lué)ng thuc thi va cdu trac bo nhé cia tién trinh.
Dé hién thyc hda muc tidu nay, dé tai str dung hai nén tang k¥ thuat cét 15i: phan tich
cAu tric tap tin thuc thi (PE) va k¥ thuat danh chan 16i goi ham (API Hooking).
2.2.1. Céu triic tp tin thuwe thi PE

Pé xay dung mot hé thong giam sat va can thiép vao tién trinh trd choi trén hé
diéu hanh Windows, viéc nam vitng ciu triic tap tin thyc thi PE 1a yéu cau tién quyét.
PE 14 dinh dang chuan cho cac tap tin thuc thi (.exe), thu vién lién két dong (.dll), va
trinh diéu khién hé thong (.sys) trén cac phién ban Windows 32-bit va 64-bit [3]. Moi
ma 1énh va dit liéu cia tro choi déu duoc td chire theo dinh dang nay trude khi dugce
hé diéu hanh nap vao bo nh¢ RAM. Hiéu rd cau truc PE giup hé théng xac dinh duoc
dau la vung chira ma 1énh dé bao vé tinh toan ven, dau la vung chtra dit li¢u dé thuc
hién Hooking.

a) Cu triic Header va cac Section

Vé mit téng thé, mot tap tin PE khong phai 1a mot khéi dir liéu 16n x6n ma
dugc to chitc tuyén tinh thanh cac phan riéng biét, bat dau bang cac Header chua
thong tin quan 1y va theo sau 1a cac Section chtra ndi dung thuc té[14].

DOS Header va MS-DOS Stub: Day 12 phan dau tién cua file, ton tai chii yéu
dé dam bao tinh tuong thich ngugc. Khi mot file PE duoc chay, 64 byte dau tién DOS
Header dugc kiém tra. Néu file dugc chay trén hé diéu hanh khong hé trg, phan Stub
s& in ra théng bao "This program cannot be run in DOS mode". D6i voi hé thong giam
sat, gia tri quan trong nhat & day 1a truong e_Ifanew tai offset 0x3C, chira dia chi tro
dén PE Header thyc su.

NT Headers (PE Header): Day 1a noi chira cic thong tin dé hé diéu hanh nap

chuong trinh. N6 bao gom:
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e File Header: Chtra thong tin vé kién triic mdy tinh (x86 hay x64), s6 luong
section, va thot gian bién dich.

e Optional Header: 13 phan bat budc ddi véi file thuc thi. No chta
AddressOfEntryPoint (OEP) — dia chi cua I¢énh déu tién s& duge CPU thuc thi khi
chuong trinh khdi chay. Trong cac k¥ thuat tin cong, ké gian thudng stra d6i OEP dé
chuyén huéng ludng thyuc thi sang ma doc trude khi quay lai game gdc. Hé thng
giam sat can kiém tra tinh toan ven ciia OEP dé phat hién cac hanh vi tiém ma tinh.

Section Table va cac Section: Sau phan Header 13 bang chi muc md ta céc
phan doan cua chuong trinh. Mdi Section c6 vai tro riéng biét:

e .text (hoac .code): Chira ma may (machine code) cta tro choi. Pay 1a vung
nhé ¢6 quyén "Thyc thi" va "Poc". Bat ky hanh vi nao c¢d gang ghi vao ving nay
thuong la dAu hiéu cta viéc vA ma hodc Inline Hook trai pheép.

e .data va .rdata: Chira cac bién toan cuc va hang so.

e .reloc: Chura thong tin tai dinh vi, cho phép file thuc thi dugc nap vao cac
dia chi b nh¢ khac nhau nhd co ché ASLR - Address Space Layout Randomization
nham chdng lai cac cudc tin cong tran bo dém.

b) Bang dia chi nhap va vai tro trong giam st

Mot trong nhitng thanh phan quan trong nhat cta ciu tric PE ddi voi dé tai
nay la Bang dia chi nhap, thuong nam trong section .rdata.

Co ché lién két dong: Hau hét cac tro choi khong tu minh thuc hién céc tac
vu cap thap (nhu doc file, v& d6 hoa, xir Iy mang) ma goi cac ham tir thu vién lién két
dong DLL cua Windows (nhu kernel32.dl1l, user32.dll, d3d9.dll). Tuy nhién, khi bién
dich game, trinh bién dich khong thé biét chinh x4ac dia chi ctia cac ham nay trong bo
nhé may ngudi choi vi chung thay doi theo timg 1an khoi dong.

Vai tro cia IAT: IAT dong vai trdo nhu mot danh ba dién thoai. Khi chuong
trinh duoc nap, Windows Loader sé& tim dia chi thuc té cta cac ham API can thiét (vi
du: WriteProcessMemory) va dién vao bang IAT. Khi game can goi ham API, nd

khong goi truc tiép ma sé tra ctru dia chi trong bang IAT rdi nhay dén do.
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Ung dung trong giam sat: Dy chinh 13 diém yéu kién trac ma hé théng giam
sat cua d¢é tai khai thac. Thay vi dé IAT tré dén ham API gdc cia Windows, hé thong
giam sat s& ghi d¢ dia chi trong IAT bang dia chi cia ham gidm sat do chung ta tu
viét.

Vi dy: Néu ta thay dja chi cua OpenProcess trong IAT bing ham
My_OpenProcess, thi mdi khi game (hodc module la trong game) goi OpenProcess,
ludng thuc thi s& chay qua ham cua ta trude. Tai day, ta co thé kiém tra xem ai dang
goi, muc dich 1a gi, va quyét dinh cho phép hay chan lai. K§ thuat nay an toan va it
gay 161 hon so véi viée sira doi truc tiép ma may, do d6 dugc uu tién str dung trong

cac tinh huong gidm sét ti€éu chuan.

s N

@ DOS Header (P4u trang DOS)

. J

\ 4

& =N

PE Header (Dau trang PE)

Y

Section Table (Bang phan vlng)

X

{@'t’ﬁ text (M4 lénh - Code Executable) .data (D liéu - Data)

Giai thich: Noi chira mé Iénh thyc
thi chinh ctia chwrong trinh.

Hinh 2.1: Céu tric tép tin PE (Portable Executable)

2.2.2. Ky thudt Hook API

Trong linh vuc 14p trinh hé théng va bao mat phan mém, k§ thuat Hook API
dugc dinh nghia la phuong phap can thiép va thay d6i ludng thyc thi cia chuong trinh
nham giam sat, g& 16i hodc mo rong chirc ning cia hé diéu hanh. Doi véi dé tai nay,
Hook API déng vai trod 1a co ché cdt 18i ciia hé thng giam sat, cho phép thiét 1ap cac
diém kiém soat ngay tai giao dién 1ap trinh cia Windows. Thay vi dé tién trinh trd
choi twong tac tryc tiép voi nhan hé diéu hanh thong qua cac ham API tiéu chuan, hé

thong s& diéu hudng cac 10i goi nay qua mot ting trung gian do ngudi quan tri kiém
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soat. Tai day, cac thuat toan phan tich hanh vi s€ duoc kich hoat dé x4c minh tinh hop
1é ctia yéu cau truy cap trude khi quyét dinh chuyén tiép hodc tir chdi thyc thi.

a) Nguyén 1y hoat dong cua Inline Hooking va IAT Hooking

Viéc lya chon ky thuat Hook phu hop phu thude vao kién trc cta ung dung
muc tiéu va mire do can thiép mong mudn. Hai phwong phap phé bién nhat hién nay
1a IAT Hooking va Inline Hooking, mdi phuong phap sé hitu nhitng dic trung ky
thuat riéng biét.

IAT Hooking: Phuong phap nay dua trén viéc thao tadc voi Bang dia chi nhép
trong cau truc tap tin PE. IAT 13 bang tham chiéu chira dia chi thuc cta cic ham API
duoc nap tir cac thu vién lién két dong.

e Co ché hoat ddng: V& ban chat, IAT Hooking thay thé dja chi ciia ham API
dich (vi du: kernel32!OpenProcess) trong bang IAT bang dia chi ctia ham giam sat.
Khi trng dung thuc hi¢n 101 goi ham, trinh bién dich s€ tra ctru bang IAT va vo6 tinh
chuyén huong luéng thuc thi dén ham cta hé théng bao vé.

e DPdnh gia: Uu diém 16n nhat cia phuong phap nay 13 tinh an toan va dé trién
khai, do khong yéu cau stra d6i ma may tai ving nhd thue thi. Tuy nhién, IAT Hooking
boc 16 han ché 16n vé kha nang bao quat; n6 hoan toan bat lyc trude cac ky thuat tAn
cong sir dung nap dong thong qua GetProcAddress hodc cac hanh vi goi ham cap thap
Syscall, do d6 thuong chi dong vai tro b tro trong cac hé thong hién dai.

Inline Hooking: Pay 1a k¥ thuat tién tién hon, can thiép truc tiép vao ma may
ctia ham API trong bo nhd, cho phép giam sat toan dién moi 10i goi ham bat ké
phuong thire tri€u goi.

o Co ché JMP Patching: Hé théng thuc hién ghi d¢ mot sb byte dau tién tai
diém nhap Entry Point cia ham API géc béng mot 1énh nhay khong diéu kién. Lénh
nay c6 nhiém vu chuyén hudng con tré 1énh dén dia chi cia ham giam sat.

e Co ché Trampoline: Mot thach thirc k¥ thuat cta Inline Hooking 13 viéc ghi
d¢ 1énh JMP sé& pha huy céc chi 1énh gdc cia ham API. Dé bao toan tinh toan ven

chtic nang, hé thong sir dung k¥ thuat "Trampoline". Trampoline 1a mot ving nhd
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dém chira cac chi 1énh géc da bi ghi d¢, theo sau 1a mét Iénh nhay quay tré lai dia chi
ké tiép trong ham API gbc. Quy trinh thuc thi khép kin dién ra nhu sau:

- Ung dung goi API - Lénh JMP chuyén huéng dén Ham giam sat.

- Ham giam sat thuc hién phan tich an ninh.

Néu hop 1€, goi ham Trampoline dé thuc thi céac 1énh géc.

Trampoline nhay vé phan than con lai cia API dé hoan tit tac vu.

b) Lua chon thu vién hd trg k¥ thuat

Viéc trién khai Inline Hooking thil cong tiém an nhiéu rii ro vé tinh on dinh,
dic biét trong moi truong da ludng va trén cac kién tric vi xir 1y x64 sir dung dia chi
tuong ddi. Do do, viéc st dung céc thu vién chuyén dung da duoc kiém ching 1a giai
phap t6i wu dé dam bao do tin cdy cta hé thong.

Microsoft Detours: La bo thu vién chuin cong nghiép do Microsoft Research
phat trién, Detours noi tiéng voi do 6n dinh cao va kha nang xur 1y xuat sic cac tinh
huéng bién. Tuy nhién, do cac rio can vé gidy phép thuong mai va han ché hd tro
kién tric x64 trong phién ban mién phi, thu vién nay khong dugc lwa chon lam giai
phap chinh cho dé tai.

MinHook (Minimalistic x86/x64 API Hooking Library): Dé tai lya chon
MinHook lam nén tang k¥ thuat chinh nhd su can bang giira hiéu ning va tinh nang.
Thu vién nay giai quyét triét dé cac thach thirc k§ thuat phuc tap:

- Twong thich kién triic x64: Ty dong tinh toan va tai cau tric cac 1énh nhay
tuong ddi, dam bao ma 1énh hoat dong chinh xac trén nén tang Windows 64-bit.

- Téi wu héa tai nguyén: Véi kich thudc nhé gon, MinHook dé dang tich
hop vao module giam sat DLL ma khong gay anh hudng dang ké dén hiéu ning cua
tro choi.

- Co ché Transactional Hooking: HJ trg viéc kich hoat hoic vo hiéu hoa dong
loat cac diém Hook trong mét thao tac nguyén tir, giup ngan chin tinh trang xung dot

bo nhé khi tién trinh game dang van hanh véi cudng do cao.
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Gap lénh JMP Ham Géc
(Encounter JMP Instruction) —»  (Original Fur:ction)
- tai dau ham goc - Thye thi tiep tuc

Game goi ham ;
(Game Call Function)

v

Ham Detour ’ Ham Trampoline

(Detour Function) > (Trampoline Function) |

- Ch(ra ma tuy chinh ctia - Thire thi Iénh bi ghi dé va |
Hacker va JMP vé ham gbc

Hinh 2.2: Co ché Inline Hooking va Trampoline

2.2.3. Cic ham API Windows nhay cim cdn gidm sdt

Dé thyc hién cac hanh vi can thi¢p vao tro choi nhu doc dir liéu ESP, stra doi
gia tri hay tiém ma doc, cac cong cu gian 1an du tinh vi dén dau ciing budc phai twong
tac v6i hé diéu hanh Windows thong qua cac ham API tiéu chuan. Nhing ham nay
dong vai trd nhu nhiing "cong giao tiép" duy nhét cho phép mot tién trinh bén ngoai
tac dong vao khong gian bd nhd cua tién trinh tro choi. Do dé, viée xac dinh va giam
sat chat ché cac nhom ham API nhay cam chinh la chia khoa dé xay dung mot hé
thdng phong thil hidu qua. Dya trén phan tich hanh vi ciia cac cong cu tan cong phd
bién, dé tai tap trung vao ba nhom ham trong yéu sau:

a) Nhom ham truy cép va dinh danh tién trinh

Pay 1a budc dau tién va quan trong nhat trong chudi tin cong. Trudc khi c6
thé doc hay ghi bat ky dit liéu ndo, cong cu tan cong bat budc phai gianh duoc quyén
truy cap hop 18 ti tién trinh tro choi.

OpenProcess: Ham nay dugc st dung dé md mot dbi twong tién trinh hién co.
Céac cong cu nhu Cheat Engine thuong goi ham nay véi cd quyén han cao nhét
(PROCESS _ALL ACCESS hodc PROCESS VM_WRITE |
PROCESS VM_OPERATION) dé gianh toan quyén kiém soat game.Chién ligc
gidm sdt: Bang cach Hook ham nay, hé théng c6 thé kiém tra danh tinh cua tién trinh
dang yéu cau truy cap. Néu phat hién yéu cau dén tir mot tién trinh la hoic khong

duogc ky s6, hé théng co thé bo cac quyén han nguy hiém (nhu quyén ghi b nhé)
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hodc tra vé mi 16i ACCESS DENIED, qua d6 v6 hiéu hoa cudc tin cong ngay tir
budc "md cua".

OpenThread: Tuong tu nhu OpenProcess, nhung ham nay tac dong 1én cac
ludng cu thé trong game. Ké tin cong c6 thé st dung ham nay dé tam dirng ludng xir
1y chinh ctia game nham thyc hién céc stra d6i ma khong bi phat hién.

b) Nhom ham thao tac bd nhd

Sau khi da co quyén truy cap, ké tdn cong str dung nhom ham nay dé truc tiép
thay doi trang thai cua tro choi. Pay 13 noi dién ra cac hanh vi gian 1an cy thé nhu
"bat tir", "vo han dan" hay "nhin xuyén tuong".

ReadProcessMemory: Cho phép doc dit liéu tir mot ving dia chi cu thé trong
khong gian bd nhd ciia game. Ham nay 13 nén tang cta cac loai hack thong tin nhu
ESP (hién thi thong tin d6i thu), Radar Hack hodc Bot ty dong tim quai. Vai tro gidm
sat: Viéc giam sat ham nay gitip phat hién cac mau hanh vi quét bo nhé bat thudng, vi
du nhu mot tién trinh lién tuc doc hang loat dia chi bo nhé ma khong c6 1y do hop €.

WriteProcessMemory: Cho phép ghi dit liéu vao khong gian bo nhé cua
game. Day la ham nguy hiém nhat, chiu trach nhiém truc tiép cho viéc thay doi gia
tri bién hodc ghi dé ma may. Vai tro gidm sat: Hé thong can kiém tra dia chi dich cua
lénh ghi. Néu Iénh ghi nhdm vao viing ma Iénh (.text section) hodc cac cdu trac dir
liéu nhay cam, do la d4u hiéu rd rang cua hanh vi tan cong.

VirtualProtect / VirtualProtectEx: Ham nay cho phép thay dbi thudc tinh
bdo v¢ cua céac trang nhd. Mac dinh, vung chira ma Iénh cua game dugc thiét 1ap
quyén PAGE EXECUTE_READ (chi thuc thi va doc). Pé thuc hién hanh vi tiém ma
hoic Hook trai phép, ké tin cong bit budc phai goi ham nay dé dbi quyén sang
PAGE _EXECUTE READWRITE. Viéc phat hi¢n mét 101 goi VirtualProtect nham
vao vung ma Iénh la chi bdo tin cay cua mdt cudc tAn cong.

¢) Nhém ham ti€ém ma va tai thu vién

Nhém ham nay phuc vu cho k¥ thuat DLL Injection, cho phép ké tin cong dua
ma ddc (thuong dong goéi dudi dang file .dll) vao chay ngay bén trong khong gian dia

chi cua game.
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CreateRemoteThread: Ham nay cho phép tao mot ludng méi chay trong
khong gian dia chi cua tién trinh khac. Day 1a k¥ thuat "kinh dién" dé kich hoat ma
doc sau khi d3 duoc chép vao bo nhé game.Co ché chdan: Giam sat ham nay cho phép
hé théng ngan chan viéc khoi chay céac luéng la khong xuét phat tr module chinh cua
tro choi.

LoadLibrary / LdrLoadDIl: Cac ham nay chiu trach nhi¢m nap céac thu vién
lién két dong vao tién trinh. Ké tin cong thudng ép tién trinh game goi ham nay dé
nap file DLL gian 14n cta chiing. Bang cach kiém soat danh sach cac thu vién dugc
nap, h¢ théng ¢ thé chan dimg cac DLL khong nam trong danh sach tréng hoac
khong co chit ky s6 hop 18.

Viéc giam sat toan dién ba nhom API nay tao nén mot 16p phong thi da tang,
dam bao rang moi nd luc can thiép tir bén ngoai—du 13 truy cap, sira doi hay tiém
nhiém—déu bi phat hién va ngan chan kip thoi.

2.3. Phin tich yéu ciu va kién tric hé thong

Sau khi da thiét 1ap nén tang 1y thuyét viing chac vé cac k¥ thuat can thiép hé
thdng nhu phén tich ciu tric PE va Hook API, budc tiép theo 1a chuyén hoa céc
nguyén 1y nay thanh mot thiét ké hé thong cu thé, kha thi va hiéu qua. Viéc xdy dung
mot gidi phap an ninh hoat dong trong moi trudng thoi gian thuc cua tro choi dién tir
dit ra nhitng thach thc kién tric dic thu ma cac phan mém tmg dung thong thudng
it khi phai d6i mat. Hé thong khong chi phai dam bao kha ning phét hién chinh xac
cac hanh vi tan cong ma con phai duy tri d6 tré t6i thiéu va tinh 6n dinh cao dé khong
lam gidn doan trai nghiém ngudi dung.

Muc nay s& di sdu vao phan tich cac yéu cau k¥ thuat cdt 161 ctia bai toan, tir
d6 dé xuat mot mo hinh kién trac tong thé phu hop. Kién tric nay duoc thiét ké theo
m6 hinh tac tir, tach biét rd rang giita thanh phan tiém nhiém chiu trach nhiém trién
khai va thanh phan 156i giam sat chiu trach nhiém phén tich logic. Pong thoi, cac
ludng dir lidu va co ché tuong tac giira hé thong bao vé va tién trinh trd choi ciing
s& duoc mo ta chi tiét, tao tién dé cho viéc hién thue hoa cac chic nang trong giai

doan tiép theo.
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2.3.1. Phén tich yéu cdu bai todn

Pé dam bao hé théng phat hién tin cong bo nhé hoat dong hiéu qua va kha thi
trong mdi trudng thuc té, viée xac dinh rd rang cac yéu cau k¥ thuit 13 budc tién
quyét. Cac yéu cau ndy dong vai trd nhu bo dic ta ki thuat, dinh huéng cho toan b
qua trinh thiét ké kién trac va lua chon gidi thuat & cac giai doan sau.

a) Yéu cau chutc ning

Nhém yéu cau nay xac dinh cac hanh vi va chirc ning cu thé ma hé thong bat
budc phai thuc hién dé ddi pho hiéu qua véi cac ky thuat tin cong da duoc phan tich
¢ Chuong 1.

Giam sat thoi gian thwe: Hé thong phai c¢6 kha nang thiét 1ap cac diém kiém
soat ngay tai thoi diém khoi chay trd choi. Cu thé:

- Ngéan chén thanh cong céc 161 goi ham API nhay cam thu¢c nhém truy cép
tién trinh (OpenProcess, OpenThread), thao tic bd nhd (WriteProcessMemory,
VirtualProtect) va tiém ma (LoadLibrary, CreateRemoteThread).

- Thu thap day du thong tin ngit canh ctia mdi 10i goi, bao gom: Ma dinh danh
tién trinh goi, dia chi bo nh¢ dich, kich thudc dit libu va cic cd quyén han (Access Flags).

Phat hién hanh vi bat thwong: Hé thong can tich hop bd quy tic phan tich
dé phan biét gitra cac hoat dong hop phap cta hé diéu hanh va hanh vi can thiép trai
phép. Co ché phat hién can dap tng:

- Xdc thuc nguon géc: Phan biét dugce tién trinh goi 1a module ndi bd cua
game hay 1a mdt cong cu bén ngoai (nhu Cheat Engine, Debugger).

- Phdn tich mdu hanh vi: Phat hién cac miu dang ngd, vi du: nd lyc thay doi
quyén thuc thi tai ving nhé .text (ddu hiéu cua code patching) hoic mé quyén truy
cap toan phan (PROCESS_ALL_ACCESS) tir mot tién trinh khong dugce ky s6.

Co ché canh bao va ngin chin: Khi phat hién vi pham, hé thong phai thuc
hién céc tac vu phan hoi tic thoi:

- Ngdn chdn chii dong: Vo6 hiéu hoa hanh vi tan cong bang cach tra vé ma 15i
gia 1ap (vi du: ACCESS DENIED hoic INVALID HANDLE) cho tién trinh tin

cong, dam bao I¢nh ghi by nhd hoac tiém ma khong thé thuc thi.
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- Ghi nhdt ky: Luu trit vét cta cudc tin cong bao gdm thoi gian, loai hanh vi
va dbi tuong thuc hién vao tép nhat ky hodc giri vé may chu giam sat dé phuc vu cong
tac hau kiém.

b) Yéu cau phi chtic ning

Trong bdi canh dic thu cua tro choi dién tir, cic yéu cau phi chic ning vé hiéu
ning va do 6n dinh dong vai trd quan trong twong duong véi yéu cau bao mét, boi mot
giai phap an ninh 1am gian doan trdi nghiém ngudi dung s& khong co gid tri thuc tién.

Hiéu niing va Po tré toi thiu: Tro choi dién tir hién dai thuong van hanh véi
téc do khung hinh cao (tir 60 dén 144 FPS trd 1én), dong nghia voi viée chu ky xur 1y
chi dién ra trong vai mili-gidy.

- Heé théng giam sat phai dam bao d6 tré do qua trinh Hook gy ra 1a khong
dang keé (tinh bang micro-giay).

- Céc thuat toan phan tich trong ham callback phai duoc toi uu hoa téi da,
tranh cac tac vu I/0 ndng (nhu ghi dia lién tyc) lam sut gidm FPS (Frames Per Second)
hodc gay hién tugng giat cuc (stuttering).

Tinh 6n dinh va An toan ludng (Stability & Thread Safety): Do hoat dong
dudi dang mot thu vién lién két dong DLL duogc tiém tryuc tiép vao khong gian dia chi
ctia tro choi, bat ky 15 1ap trinh nao cta hé thdng giam sat (nhu ro ri bd nhd, truy cap
con trd null) déu c6 thé khién tro choi bi dong dot ngot.

- Heé thong phai dam bao tinh an toan ludng, xir 1y triét dé cac van dé xung
d6t dir liéu khi nhiéu ludng ctia game cung goi mot ham API tai mot thoi diém.

- Co ché Hook phai c¢6 kha nang tu phuc hoi hodc thao g0 an toan khi can
thiét.

Tinh twong thich hé thong: Hé thong can hoat dong 6n dinh trén cac phién
ban hé diéu hanh Windows phé bién (Windows 10, Windows 11) va hd trg day du
cho kién tric vi xir Iy x64 — chuan kién tric ctia hdu hét cac tya game AAA hién nay.
Ngoai ra, giai phap can giam thiéu xung dot v6i cac phan mém hop phap khac nhu

phan mém diét virus hodc cac 16p phu ctia Steam/Discord.
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2.3.2. M6 hinh kién tric tong thé

Dua trén cac yéu cu phan tich, kién triic cua hé théng dugc thiét ké theo mo
hinh hudng tac tir (Agent-based Model), hoat dong truc tiép trong khong gian ngudi
dung. M6 hinh nay chia h¢ thdng thanh ba thanh phan logic chinh twong tac chit ché
v6i nhau: Game Process (Tién trinh trd choi), Monitor Agent (TAc tir gidm sat) va
Analysis Core (L06i phan tich). Sy phan chia nay ddm bao tinh module hoéa, cho phép
tach biét gitra nhiém vu thu thap dit li¢u va nhiém vu xir 1y logic.

So d6 khoi trén minh hoa ludng dit lidu va co ché kiém soat giira cac thanh
phan. Chirc ning cu thé cua timg khéi duge mé ta nhu sau:

Game Process (Tién trinh tré choi - Host Environment): Day 1a moi truong
muc tiéu can duoc bao vé. Trong kién trac nay, Game Process dong vai tro la "dbi
tugng" (Host). Moi hoat dong ctia tro choi, tir viéc tai tai nguyén, xir Iy d6 hoa dén cap
nhat logic, déu dién ra tai day. Hé thong bao vé khong chay nhu mét tién trinh riéng
biét bén ngoai ma duoc nhing tryc tiép vao khong gian dia chi cia Game Process dudi
dang mot thu vién lién két dong (Dynamic Link Library - DLL). Diéu nay cho phép hé
thong truy cap cing mot khong gian bd nhd va quyén han nhu trd choi.

Monitor Agent (Tac tir giaAm sat - Interceptor): Monitor Agent dong vai tro
1a "cam bién" dau vao cua hé théng. Thanh phan nay chiu trach nhiém thiét 1ap cac
diém Hook tai cdac ham API nhay cam (nhu OpenProcess, WriteProcessMemory)
ngay khi hé thong duoc khoi tao.

- Nhiém vu: Nhiém vy chinh ctia Agent la "dung gac" tai cac céng giao tiép
API. Khi mot 101 goi ham xay ra, Agent s¢ chan luéng thue thi trede khi ndé cham téi
nhan h¢ diéu hanh.

- Thu thdp: Tai day, Agent trich xuat toan b thong tin ngit canh: Ung dung
nao dang goi? (Caller ID), Goi ham gi? (API Name), va Tham s6 14 gi? Dit liéu tho
nay sau d6 duoc chuyén tiép ngay lap tirc dén Analysis Core.

Analysis Core (Lo6i phan tich - Decision Maker): Day 1a "bo ndo" xu ly trung
tam cua hé thong. Analysis Core tiép nhan dit liéu tir Monitor Agent va thuc hién quy

trinh tham dinh dya trén céc tap luat da duoc dinh nghia trude.
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- Xir Iy: Core so sanh thong tin 101 goi voi danh sach tring Whitelist cac tién
trinh tin cdy hodc cac mau hanh vi hop 1&. Vi du: Néu phat hi¢n mot tién trinh la cd
gang ghi vao ving nhd .text cia game, Core s& danh ddu day 1a hanh vi vi pham.

- Phdn héi: Dya trén két qua phan tich, Core tra vé quyét dinh cho Monitor
Agent: "Cho phép" hodc "Tir chdi". Néu tir chdi, Core ciing kich hoat mo-dun ghi
nhat ky (Logger) dé luu lai bang ching tan cong.

M6 hinh Game Process < Monitor Agent < Analysis Core tao ra mdt vong
khép kin. Uu diém 16n nhét ciia kién trc nay 1a kha nang phan tng tirc thoi. Do tat
ca cac thanh phan déu nim trong cung mot khong gian dia chi, viéc chuyén giao di
lidu giira Agent va Core dién ra truc tiép qua bo nhd ma khéng can co ché giao tiép
lién tién trinh (IPC) phirc tap va tén kém tai nguyén, dap ung t6t yéu cau vé hiéu ning

cua tro choi dién tu.

Game Process
(Quy trinh tro choi)

Injector Analyzer
(Tiém ma) (Bo phan tich)
Monitor DLL
(Thw vién giam sat)

Hinh 2.3: M6 hinh kién tric tong thé hé thong

2.3.3. Cdc thanh phdn chirc néing chinh

Pé hién thyc héa kién triic tong thé da dé xuét, hé théng dugc chia nho thanh
ba phan hé chirc ning modules chuyén biét. Mdi module dam nhan mot nhiém vu cu
thé trong quy trinh bao vé, tir viéc trién khai thanh phan gidm sat, thu thap dir liéu
cho dén phan tich va ra quyét dinh. Sy phan chia nay tuan thu nguyén tic "Single
Responsibility" (Pon nhiém) trong thiét ké phan mém, gitp hé théng dé dang bao tri
va mo rong.

a) Module Injector
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Module Injector 1a thanh phan khéi dau cua hé thong, duoc thiét ké dudi dang
mot ing dung thyc thi doc 1ap (Standalone Executable). Nhiém vy ¢t 16 cua Injector
13 dua thu vién lién két dong chira mi giam sat vao bén trong khong gian dia chi 4o
clia tién trinh tro choi. Do hé diéu hanh Windows thuc hién co ché cach ly tién trinh
dé bao vé bo nhd, Module Injector phai st dung cac k¥ thuat lap trinh hé théng nang
cao dé vuot qua rao can nay [4].

Céc chirc nang cy thé bao gom:

« Pinh danh muc tiéu: St dung API CreateToolhelp32Snapshot dé quét
danh sach céc tién trinh dang hoat dong va xac dinh M3 dinh danh (PID) cta trd choi
dua trén tén tap tin thuc thi.

« Cip phat bd nhé tir xa (Remote Memory Allocation): Sir dung
VirtualAllocEx dé xin cip phat mot ving nhd trong bén trong tién trinh tro choi, di
16n dé chira duong dan dén file DLL giam sat.

« Ghi dir liéu va Kich hoat (Injection & Execution): Ghi dudng dan file
DLL vio ving nhd vira cip phat thong qua WriteProcessMemory, sau d6 sir dung
CreateRemoteThread dé budc tién trinh trd choi tao ra mot ludng méi. Ludng ndy s&
goi ham LoadLibrary, nap Module Interceptor vao bd nhé va kich hoat co ché bao vé
tr bén trong.

b) Module Interceptor

Module Interceptor 1a thanh phan hoat dong truc tiép trong tién trinh tro choi
(In-process Component). Pay 1a 16p v6 boc k¥ thuat chiu trach nhiém thiét 1ap cac
diém kiém soat trén cac ham API nhay cam.

Co ché hoat dong ctia module nay dya trén k¥ thuat Inline Hooking voi su hd
tro cua thu vién MinHook:

o Khéi tao Hook: Ngay khi dugc nap vao, Interceptor s€ xac dinh dia chi b
nh¢ cua cac ham muc tiéu nhu  kernel32!OpenProcess  hay

kernel32!WriteProcessMemory.
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« Cai dit ving nhé riéng: Module thyuc hién sao luu cac byte dau tién cua
ham gdc ra mot ving nhé riéng, sau d6 ghi d¢ 1énh nhay (JMP) tai dau ham gbc dé
chuyén huéng ludng thue thi vé ham xtr 1 cua hé thng.

« Thu thip thong tin: Khi mot 10i goi ham bi chan, Interceptor sé& trich xuat
toan bo tham sb dau vao (nhu Handle, Address, Buffer Size) va thong tin vé tmg dung
goi. Module nay dong vai trdo nhu mot "cong gac", dam bao khéng mot 1énh goi nhay
cam nao c6 thé di qua ma khong bi kiém tra.

¢) Phan tich hanh vi

Module Analyzer 13 "bd ndo" ctia hé thdng, chira cac thuat toan logic dé quyét
dinh tinh hop 1€ cia hanh vi. Module nay nhan dit liéu dau vao tir Interceptor va tra
vé két qua quyét dinh (Cho phép hodc Chin).

Chtrc nang phan tich dugc chia thanh cac 16p logic:

« Kiém tra quyén truy cip: Phan tich cd truy cap trong ham OpenProcess.
Néu phat hién yéu cau PROCESS ALL ACCESS hoic PROCESS VM WRITE tir
mot tién trinh khong nam trong danh sach tring, Analyzer sé ra 1énh chan.

« Biao vé vung nhé ma Iénh: D6i véi ham WriteProcessMemory va
VirtualProtect, Analyzer kiém tra dia chi dich. Néu dia chi ndy ndm trong ving .text
(ving chra m3 may cua game), hé thong lap tic xac dinh ddy 1a hanh vi Code
Patching va kich hoat co ché ngan chin.

« Phan hoi va Ghi nhit ky:

o Co ché chan: Néu phat hién vi pham, Analyzer chi dao Interceptor khong
goi ham Trampoline (ham gdc) ma tra vé ma 16i ACCESS_DENIED ngay lap tirc, vo
hiéu hoa tac dong cuia cudc tn cong.

o Co ché log: Ghi lai chi tiét thong tin vu viéc (Timestamp, Attacker PID,
Target API) ra t€p nhat ky cuc b hodc giao dién diéu khién (Console) dé phuc vu
qua trinh g 16i va phan tich mau tan cong.

2.3.4. Kién triic hé théng

a) Kién triic tong thé
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Hé thong duoc thiét ké theo md Agent-based Model hoat dong tai ting ngudi dung.
Khac véi cac giai phap truyén thong hoat dong doc 1ap bén ngoai, hé théng dé xuat
nhung truc tiép mot mo-dun gidm sat vao khong gian dia chi ao (Virtual Address
Space) ctia tién trinh tro choi. Kién tric ndy loai bé nhu cau giao tiép lién tién trinh
(IPC) phirc tap, cho phép giam sat va phan hoi thoi gian thuc véi do tré t6i thiéu.
Mo hinh bao gdm ba thanh phan chtic ning tuwong tac chit ché: (1) Injector chiu trach
nhiém trién khai, (2) Interceptor chiu trach nhiém thu thap dir liéu va (3) Analyzer
dong vai tro 1a 161 phan tich logic.

b) Co ché trién khai va Tang hinh
Dé dua mo-dun giam sat vao tién trinh dich ma khong can sira d6i ma ngudn tro choi,
hé théng st dung k¥ thuat Remote Thread Injection. Quy trinh bao gom viéc cap phat
b6 nhd tir xa va tao ludng thuc thi méi dé nap thu vién lién két dong (DLL) chira ma
giam sat.
Nham d6i pho véi cac ki thuat phat hién nguoc (Anti-Anti-Cheat), hé théng tich hop
co ché PEB Unlinking. Ngay sau khi khoi tao, mo-dun giam sat tu dong ngat lién két
node dir liéu cta chinh né khoi danh sach InLoadOrderModuleList trong Cu triic
Khéi M6i truong Tién trinh (PEB). K§ thuat nay giup mo-dun trd nén "vo hinh" trude
cic ham API liét ké danh sach mo-dun tiéu chuin cua Windows.

¢) Co ché thu thap dit liéu
Hé théng st dung k¥ thuat Inline Hooking lam phuong thic thu thap dit liéu chu dao.
Théng qua thu vién MinHook, hé thong ghi dé 5 byte dau tién (trén kién triic x86)
hodc sir dung 1énh nhay gian tiép (trén x64) tai diém nhap (Entry Point) ciia cdc ham
API nhay cam.
Dé dam bao tinh toan ven chirc ning cua trd choi, co ché Trampoline duoc 4p dung.
Trampoline luu trit cc chi 1énh gbc bi ghi d¢ va cung cap cau ndi dé ludng thuc thi
quay trd lai ham gdc néu hanh vi dugc x4c dinh 13 an toan. Piéu nay dam bao hé
thdng chi can thiép khi phat hién bt thudng, khong lam gian doan ludng xir 1y nghiép

vu cua tro choi.
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d) Thuét toan phat hién da tang
L5i phan tich (Analyzer) ap dung chién luoc phong thu theo chiéu sau (Defense in
Depth) véi ba 16p loc tuan tu:

 Lop 1: Kiém soat quyén truy cap (Access Control Layer) Hé thong giam sat
ham OpenProcess dé phan tich ngit canh ngudi goi. Dya trén Ma dinh danh
tién trinh (PID) va Co quyén han (Access Flags), hé thong ngin chin cac tién
trinh  khéng tin cdy yéu cAu quyén truy cdp nhay cam nhu
PROCESS VM_WRITE hoic PROCESS ALL ACCESS. Pay la chdt chin
dau tién ngan ké tan cong gianh quyén diéu khién (Handle) tdi tro choi.

« L6p 2: Phan tich hanh vi bt thuong (Behavioral Heuristics Layer) Hé thong
tdp trung vao cac ham thao tdc by nhd nhu WriteProcessMemory va
VirtualProtect. Thuat toan kiém tra dja chi dich cua 1énh ghi: néu dia chi nam
trong phan viing ma 1énh (.text section), hé thong xac dinh day 1a hanh vi va
mi (Code Patching) hodc tiém ma trai phép va lap tirc ngan chian. Pong thoi,
cic yéu cau thay d6i quyén bao vé bO nhé sang
PAGE _EXECUTE READWRITE ciing bi tir chdi dé ngan ngira viéc thyc thi
ma doc.

« L6p 3: Kiém tra tinh toan ven (Integrity Assurance Layer) Dé phat hién céc
thay doi tinh vi khong thong qua API, mot ludng quét ngam thuc hién tinh toan
dinh ky gia tri bdm (Checksum CRC32) cua ving nhé ma Iénh. Két qua duoc
so sanh véi chir ky gbc cua tro choi; bat ky sy sai 1éch nao ciing kich hoat co

ché canh bao vi pham tinh toan ven.
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GAME PROCESS
(Virtual Address Space - User Mode)

Interepeted API Call ANALYZER
Game Logic Flow L1: Access Control
(OpenProcess Check)

INJECTOR INTERCEPTOR

(Inline Hooking, L1: Behavioal Heuristics
(WriteProcessMemory/
VirtualProtect Analysis

(Remote Thread 3
Injection, Tramopine
(PEB Unlirking) Mechanism)

Déclstan L3: Integrity Check
(Allow/Block) (Background CRC32 Scanning)

Hinh 2.4: Kién triic hé thong

2.4. Xay dung cac phan h¢ chirc ning

Sau khi d3 hoan tit viéc thiét ké kién truc tong thé va xac dinh rd cac thanh
phan logic, budc tiép theo 1a hién thuc hoa thiét ké nay thanh cic mo-dun phan mém
cu thé. Qua trinh xay dung hé théng doi hoi sy am hiéu siu sic vé 1ap trinh hé théng
trén nén tang Windows, dac biét 1a viéc thao tac vdi cac cau trac dit liéu cép thép va
quan 1y by nhé thu cong.

Pé dam bao cac yéu cau khit khe vé hiéu ning va tinh tuong thich di dé ra,
toan bo mi ngudn cta hé théng dugce phat trién bang ngdn ngit C++ (tiéu chuan
C++17). Viéc lya chon C++ cho phép kiém soét toi da tai nguyén phan clng, giam
thiéu do tré trong qua trinh xur 1y su kién va tao diéu kién thuén loi cho viée tuong tac
truc tiép v6i cac ham API cua Windows. Bén canh do, thu vién MinHook duoc tich
hop dé giai quyét bai toan ky thuat phirc tap vé Inline Hooking trén kién triic x64.

Muc nay sé trinh bay chi tiét quy trinh cai dit k§ thuat cho ba phan hé chirc
nang cbt 16i: Module Injector (co ché trién khai), Module Interceptor (co ché thu thip)

va Module Analyzer (co ché phan tich). Mdi phan hé s& dugc mo ta thong qua céc
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doan m3 gia hodc luu do thut toan nhim minh hoa rd nét logic xtr 1y bén trong, tir
lac khoi tao tién trinh cho dén khi phat hién va ngin chin hanh vi tan cong.
2.4.1. Thiét ké va cai dit co ché tiém

Module Injector dong vai tro 1a thanh phﬁn khé1i tao cua hé théng, chiu trach
nhiém trién khai thu vién giam sat vao bén trong tién trinh muc tiéu. Do kién trac bao
vé bd nhd cua hé diéu hanh Windows ngan can viéc mot tién trinh truy cap truc tiép
vao khong gian dia chi cia tién trinh khac, hé thong phai sir dung cac k¥ thuat 1ap
trinh hé thong dé vuot qua rao can nay.

a) K¥ thuat DLL Injection dé nap module giam sat

Trong sd cac phuong phap tiém ma pho bién (nhu SetWindowsHookEx,
Manual Mapping, Applnit DLLs), dé tai Iya chon phuong phap Remote Thread
Injection két hop véi ham LoadLibrary. Pay 1a phuong phap cin bang t6t nhét gitra
tinh 6n dinh (it gdy crash game) va kha ning twong thich trén cac phién ban Windows
khéc nhau.

Quy trinh k¥ thuat duoc thuc hién qua 05 budc tuan ty nhu sau:

1. Pinh danh va Mé quyén truy cip:

- Str dung API CreateToolhelp32Snapshot dé chup anh toan bd danh sach
tién trinh dang chay. Hé thong duyét qua danh sach nay (Process32Next), so sanh tén
tép thuc thi (vi du: csgo.exe) dé tim ra Ma dinh danh tién trinh (Process ID - PID).

- Sau khi c6 PID, goi ham OpenProcess dé lay handle diéu khién tién trinh.
Quyén truy cip yéu cau t6i thiéu bao gom: PROCESS CREATE_THREAD (d¢é tao
luong), PROCESS VM OPERATION (d¢ thao tic may 4o), va
PROCESS_VM_WRITE (d¢ ghi dir liéu).

2. Cap phat b nhé (Remote Memory Allocation):

- Tién trinh game khong thé doc duong dan file DLL nam trong bd nhd cia
Injector. Do d9, ta phai sao chép chudi ky tu duong dan nay sang by nh¢ clia game.

- St dung ham VirtualAllocEx dé xin cap phat mot ving nhd trong khong

gian dia chi cua game.
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- Tham sé quan trong: flAllocationType phai 13 MEM COMMIT |
MEM_RESERVE va flProtect phai la PAGE READWRITE.

3. Ghi dir liéu (Writing Payload):

- St dung WriteProcessMemory dé ghi dudong dan tuyét dbi cua file
Monitor.dll vao ving nhd vira cip phat & budc 2.

4. Pia chi ham nap (Address Resolution):

- Can xac dinh dia chi ctia ham LoadLibraryA (hodc LoadLibraryW) trong
thu vién kernel32.dll.

- Luu y ky thudt: Trén Windows, dia chi co so ctia kernel32.d1l thuong giéng
nhau ¢ moi tién trinh trong cting mot phién lam viéc. Do d, ta c6 thé 1ay dia chi
LoadLibraryA ngay trong tién trinh Injector bang GetProcAddress va str dung dia chi
d6 cho tién trinh game.

5. Thuec thi ludng (Remote Execution):

Goi ham CreateRemoteThread. Ham nay sé& tao mot ludong méi trong game.

Piém bat dau (Start Routine) ciia ludng chinh 1a dia chi LoadLibraryA.

Tham sé truyén vao (Parameter) chinh 1a dia chi ving nhé chtra dudng dan

DLL.
- Két qua: Tién trinh game s& thyc thi Iénh LoadLibrary(
"path/to/monitor.dll"), tw dong nap module giam sat vao khong gian bd nhé cia no.

BOOL InjectDLL(DWORD processID, const char* dlIPath) {

// Budc 1: M tién trinh v6i quyén truy cap day du

HANDLE hProcess = OpenProcess(PROCESS ALL ACCESS, FALSE,
processID);

if (!hProcess) return FALSE;

// Budc 2: Cap phat bo nhé trong tién trinh dich

LPVOID pRemotePath = Virtual AllocEx(hProcess, NULL, strlen(dllPath) + 1,

MEM COMMIT, PAGE READWRITE);
// Buéc 3: Ghi duong dan DLL vao bd nhé dich
WriteProcessMemory(hProcess, pRemotePath, (LPVOID)dIPath,
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strlen(dllPath) + 1, NULL);
// Bubc 4: Lay dia chi ham LoadLibraryA
LPVOID pLoadLibrary =
(LPVOID)GetProcAddress(GetModuleHandle("kernel32.d11"),
"LoadLibraryA");
// Budc 5: Tao ludng tir xa dé chay LoadLibraryA
HANDLE hThread = CreateRemoteThread(hProcess, NULL, 0,
(LPTHREAD START ROUTINE)pLoadLibrary,
pRemotePath, 0, NULL);
WaitForSingleObject(hThread, INFINITE); // Dogi ludng chay xong
VirtualFreeEx(hProcess, pRemotePath, 0, MEM RELEASE); // Don dep bo nhé
CloseHandle(hThread);
CloseHandle(hProcess);
return TRUE;

Bang 2.1: K¥ thuit DLL Injection dé nap module giam sat

Flink Flink
Previous Node > Target DLL Node > Next Node

(Module A) ¢ )( (HiddenModule.dIl) ¢ )( (Module B)

Target DLL Node
(HiddenModule.dll)

Hinh 2.5: So' @6 danh sach lién két PEB
b) An tién trinh gidm sat
Sau khi thu vién gidm sat dugc nap thanh cong, no s€ xuét hién trong danh

sach module PEB cua tién trinh trd choi. Cac cong cu gian 1an tinh vi c6 thé quét danh
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sach nay dé phat hién sy hién dién cua Anti-cheat. bé nang cao kha nang ty bao v¢,
hé thng cai dit ky thuat PEB Unlinking (Ngit lién két khoi PEB).

« Co s& 1y thuyét: Windows quan 1y danh sach cac DLL di nap thong qua
mot danh séch lién két d6i nam trong cau traic PEB_ LDR_DATA. Mdi phan tir trong
danh sach nay 13 mét cAu trac LDR DATA TABLE ENTRY, chta thong tin vé
DLL (tén, dia chi nap, kich thudc).

o Thuat toan thuec hién:

1. Truy cép vao thanh ghi doan GS (trén x64) hodc FS (trén x86) dé lay dia
chi cua PEB.

2. Pi sau vao cau trac PEB -> Ldr -> InLoadOrderModuleList.

3. Duyét qua danh sach dé tim node twong tmg v&i Monitor.dll.

Thuec hién thao tac ngat lién két node nay bang cach thay d6i con tro ctia node
lién truéce (Blink) va node lién sau (Flink), sao cho chung tré truc tiép vao nhau va
bo qua node hién tai.
void HideModuleFromPEB(HMODULE hModule) {

// Ly dia chi PEB
PEB* pPEB = (PEB*) readgsqword(0x60);
PEB LDR DATA* pLdr = pPEB->Ldr;

// Duyét danh sach module theo thir tu nap

LIST ENTRY* pListHead = &pLdr->InLoadOrderModuleList;
LIST ENTRY* pCurrent = pListHead->Flink;

while (pCurrent != pListHead) {

// Lay dit liéu ctia module hién tai

LDR DATA TABLE ENTRY* pEntry =
CONTAINING RECORD(pCurrent, LDR DATA TABLE ENTRY,
InLoadOrderLinks);

// Kiém tra néu day 1a module gidm sat ctia chung ta
if (pEntry->DIlIBase == hModule) {

// Thuc hién Unlink: Node trude tro thang dén node sau
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pCurrent->Blink->Flink = pCurrent->Flink;
// Node sau tré nguoc vé node trudc
pCurrent->Flink->Blink = pCurrent->Blink;
break;

b
pCurrent = pCurrent->Flink;

Bang 2.2: Logic thao tac con tré
K¥ thuat nay khién cho thu vién giam sat van hoat dong binh thudng trong bd
nhd, nhung trd nén "vé hinh" dbi voi cac ham API liét ké module thong thudng (nhu
EnumProcessModules hay CreateToolhelp32Snapshot), tao ra 16p bao vé viing chic

trude cac no luc phat hién ngugce tir phia cong cu tan cong.

Start
(B4t diu)

FindProcess
(Tim tién trinh myc tiéu)
Found? End
Tim thay? (K&t thac)
Yes

OpenProcess
(M@ tién trinh vo1 quyén truy cép)

VirtualAliocEx
(Cép phat bd nhé tir xa)

WriteProcessMemory
(Ghi duong dén DLL véo b nhd)

CreateRemoteThread
{Tao ludng tir xa dé 13i DLL)

WaitFerSingleObject
{Chér ludng két thiic)

CloseHandle
(B6ng cac handle)

End
(Két thae)

Hinh 2.6: Lwu dd thuit toan injection
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2.4.2. Xdy dwng co ché Hook va gidm sdt API

Sau khi Module Interceptor (DLL giam sat) da dugc nap thanh cong vao khong
gian dia chi ciia tién trinh trd choi, nhiém vu tiép theo 1a thiét 1ap cac diém kiém soat
(Hook Points) trén cdc ham API myc tiéu. Pay 13 budc quan trong nhat dé chuyén
trang thai ctia hé thong tir "thu dong" sang "chu dong giam sat".

a) Cai dat Hook trén cac ham muc tiéu (Target Functions)

Qua trinh cai dat Hook duogc thyc hién ngay trong ham khai tao (DlIMain) ctia
thu vién giam sat. Dé dam bao tinh 6n dinh va kha ning tuong thich cao trén kién
trac x64, hé théng st dung thu vién ma nguén m¢ MinHook [9]. Quy trinh cai dit
bao gdom 03 budc ky thuat chinh:

1. Khéi tao mdi treong Hook: Goi ham MH_Initialize() dé thiét 1ap cac cau
tric dir liéu noi bd can thiét cho viéc quan ly Hook.

2. Tao Hook: Sir dung ham MH_CreateHook dé dang ky cac ham can giam
sat. Him nay nhan vao ba tham s quan trong:

- Target: Dia chi ciia ham API goc (vi du: &OpenProcess).

- Detour: Pia chi cia ham thay thé do ching ta tr viét (vi du:
&Detour OpenProcess).

- Original: Con tro d¢ luu dia chi ciia ham Trampoline (dung dé goi lai ham
géc sau nay).

3. Kich hoat Hook: Sau khi di tao cac diém Hook thanh cong, goi
MH_EnableHook(MH_ALL HOOKS) dé thyc sy ghi d¢ ma may va bat dau qué trinh
giam séat. Viéc kich hoat hang loat ndy giup dam bao tinh nguyén tir, tranh 18i xay ra

néu game goi ham trong luc ta dang ghi dé do dang.

// Khai bao con tré6 ham cho ham gbc (Trampoline)

typedef HANDLE (WINAPI *tOpenProcess)(DWORD, BOOL, DWORD);
tOpenProcess fpOpenProcess = NULL;

// Ham Detour (Ham giam sat)

HANDLE WINAPI Detour OpenProcesstDWORD dwDesiredAccess, BOOL
bInheritHandle, DWORD dwProcessld) {
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// Logic phan tich s& nam ¢ ddy (s& trinh bay & phan sau)

// Goi lai ham gdc thong qua con tré Trampoline

return fpOpenProcess(dwDesiredAccess, blnheritHandle, dwProcessld);
b
// Ham thiét 1ap Hook
void SetupHooks() {

// Budc 1: Khoi tao thu vién MinHook

if (MH_ Initialize() = MH_OK) return;

// Budce 2: Tao Hook cho ham OpenProcess

// &OpenProcess: Dia chi ham gdc trong kernel32

/I &Detour OpenProcess: Ham cua ching ta

// &fpOpenProcess: Noi luu dia chi dé goi lai ham gbc

MH_CreateHook(&OpenProcess, &Detour OpenProcess,
(LPVOID*)&fpOpenProcess);

// C6 thé tao thém Hook cho cac ham khac tai day

// MH_ CreateHook(& WriteProcessMemory, ...);

// Bude 3: Kich hoat tat ca cac Hook d tao

MH_EnableHook(MH_ALL HOOKS);}

Bang 2.3: Doan ma cai dat

b) Xir Iy ham gdc

Mot trong nhitng nguyén tic cot 16i cta viéc phat trién Anti-Cheat 1a khong
dwoc 1am héng logic nghiép vu ciia tro choi. Hé thong giam sat chi dong vai tro 1a
"ngudi gac cong" kiém tra gidy to, chir khong dwoc ngin can nhirng ngudi khach hop
1¢ di vao. Co ché Trampoline chinh 14 gidi phap cho van dé nay.

Vai trd ciia Trampoline: Khi ham MH CreateHook thanh cong, bién
fpOpenProcess (trong vi du trén) s& khong tré vé dau ham OpenProcess nita (vi dau
ham nay da bi ghi de boi I€énh nhay JMP), ma né s€ trd dén mot vung nhd dém dac
biét goi 1a Trampoline. Ving nhé nay chira cac chi 1énh gbc da bi di doi, theo sau 1a

lénh nhay quay trd lai phan than con lai cia ham goc.
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Quy trinh xwr ly:

- Khi Game goi OpenProcess, ludng thuc thi nhay vao Detour OpenProcess.

- Hé théng thyc hién kiém tra an ninh (vi dy: kiém tra PID ngudi goi).

- Néu phat hién vi pham: Hé théng tra vé NULL hoic mi 14
ACCESS DENIED ngay lap tirc. Ludng thyc thi két thic tai day, ham gbc khong
bao gio' dwoc goi. Day 1a cach hé théng ngin chin tin cong.

- Néu hop 18: Hé thong goi fpOpenProcess(...). Lic nay, ludng thuc thi di qua
Trampoline va chay vao ham OpenProcess thuc su cia Windows, tra vé két qua
HANDLE hgp 1€ cho Game nhu binh thuong.

Co ché nay dam bao rr?mg dbi v6i cac hanh vi hop I¢, sy hién dién cua h¢ théng
giam sat 1a gan nhu trong sudt (transparent), chi gdy ra mot do tré rat nho micro-
seconds do viéc chuyén hudng ludng thuc thi, hoan toan dap tng yéu cau phi chirc
nang vé hiéu ning da deé ra.

2.4.3. Xdy dwng thudt todn phdt hién bét thuwong

Sau khi Module Interceptor di danh chin thanh cong céac 1oi goi API, ludng
thuc thi duoc chuyén dén Module Analyzer. Tai day, cac thuat toan phat hién s€ phan
tich ngir canh cua 10i goi dé dua ra quyét dinh: cho phép hodc ngin chin. Dé tai ap
dung phuong phéap phan tich da ting, két hop giita kiém soat quyén truy cap, nhan
dién chir ky hanh vi va kiém tra tinh toan ven bo nhé.

a) Phat hién dua trén quyén truy cap

Day 13 16p phong thu dau tién, tip trung giam sat ham OpenProcess. Trong mé
hinh bao mat cia Windows, mot tién trinh mudn thao tac 1én tién trinh khac phai xin
mot handle v6i cac quyén han cu thé [6]. Cac cong cu gian 14n thudng yéu cau quyén
han t6i da (PROCESS ALL ACCESS) hoic quyén ghi bd nhd
(PROCESS VM_WRITE) dé hoat dong.

Thuat toan:

- Khi OpenProcess dugc goi, hé thong kiém tra tham sd
dwDesiredAccess.

- Hé thong xac dinh danh tinh cia tién trinh goi thong qua PID.
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Néu tién trinh goi khong nim trong danh sach tin ciy (Whitelist - vi du: cac
tién trinh hé thong hodc module ctia chinh game) va dang yéu cu cac quyén nhay
cam, hé thong sé& tir chdi.

HANDLE WINAPI Detour OpenProcess(tDWORD dwDesiredAccess, BOOL
blnheritHandle, DWORD dwProcessld) {

// 1. Kiém tra xem muc tiéu c6 phai la Game ctia chung ta khong?
if (dwProcessld == GetCurrentProcessld())
// 2. Pinh nghia cac quyén nguy hiém
DWORD dangerousFlags = PROCESS VM READ |
PROCESS VM_WRITE |
PROCESS_VM_OPERATION |
PROCESS _CREATE THREAD;
// 3. Kiém tra xem Caller c6 yéu cau quyén nguy hiém khong
if (dwDesiredAccess & dangerousFlags) {
// 4. (Tuy chon) Kiém tra xem Caller c6 phai la Trusted Process khong
if (!IsTrustedProcess(GetCallerProcessID())) {
// Ghi log canh bao
LogWarning("Blocked OpenProcess with dangerous flags from PID:
%d", GetCallerProcessID());
// CO CHE CHAN: Tra vé ma 15i "Access Denied"
SetLastError(ERROR_ACCESS _DENIED);
return NULL;
S
// Néu hop 18, goi ham gbc thong qua Trampoline
return fpOpenProcess(dwDesiredAccess, blnheritHandle, dwProcessld);

Bang 2.4: Doan ma phat hién dua trén truy cap

b) Phat hién dya trén chit ky hanh vi (Behavior Signature)
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Lop phong thu thtr hai tap trung vao "ndi dung" cua hanh dong, 4p dung cho
cac ham WriteProcessMemory va VirtualProtect. Ké tin cong c6 thé da vuot qua
budc OpenProcess (vi du: bang cach leo thang dic quyén driver), nhung hanh dong
cu thé cua ching thudng dé lai dau vét dic trung.

Chir ky 1: Code Patching (Va ma): Hanh vi ghi di li¢u vao vung nh¢é .text
(ving chtra ma 1énh thyc thi) 13 ddu hiéu 13 rang nhit cua viée thay ddi logic game
hoic Inline Hook trai phép.Logic: Kiém tra dia chi dich (IpBaseAddress) cua 1énh
ghi. Néu dia chi ndy ndm trong pham vi cia .text section — Chin.

Chir ky 2: Thay d6i thudc tinh bao vé (Protection Flag): Dé ghi vao ving
text, hacker budc phai ding VirtualProtect dé d6i quyén tir EXECUTE_READ sang
EXECUTE READWRITE. Logic: Giam sat VirtualProtect. Néu tham sd
fINewProtect chura c0 PAGE_EXECUTE_READWRITE va dia chi muyc tiéu la ving
ma 1énh — Chan.

BOOL WINAPI Detour WriteProcessMemory(HANDLE hProcess, LPVOID
IpBaseAddress,

LPCVOID IpBuffer, SIZE T nSize,
SIZE T *IpNumberOfBytesWritten) {
// Lay thong tin vé ving nhd dang dinh ghi
MEMORY BASIC INFORMATION mbi;
VirtualQuery(IpBaseAddress, &mbi, sizeof(mbi))
// Kiém tra: Néu vung nhé ndy c¢6 quyén thuc thi (Executable)
// Bay thuong 1a viung code (.text section)
if (mbi.Protect & (PAGE_EXECUTE | PAGE _EXECUTE READ))
LogWarning("Blocked WriteProcessMemory attempt on Executable Code at:
0x%p", IpBaseAddress);
// Gia v&r ghi thanh céng nhung thuc té khong 1am gi (Silent Block)
// Diéu nay khién Tool Hack tudng di hack duoc nhung game khong doi
if (IpNumberOfBytesWritten) *IpNumberOfBytesWritten = nSize;
return TRUE;
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}

return fpWriteProcessMemory(hProcess, lpBaseAddress, lpBuffer, nSize,
IpNumberOfBytes Written);

}

Bang 2.5: Poan mi kiém tra vang nhé
¢) Kiém tra tinh toan ven ving nhd
Céc phuong phap trén 1a giam sat thoi gian thuc. Tuy nhién, dé phat hién cac
thay doi da xdy ra trudc khi hé thong giam sat khoi chay (hodc bi bo lot), dé tai ap
dung k¥ thuét quét toan ven dinh ky (Periodic Integrity Scan).
Nguyén ly: Hé thong tinh toan gia tri bam (Checksum - vi dy CRC32 hoic
MDS5) cua toan b vung .text section trong bo nhé hién tai va so sanh n6 véi gia tri

bam chuan cia file game gbc trén dia cting (hodc gia tri dugc luu cing trong code).

Thuat toan:

Lay dia chi bat dau va kich thudc cia .text section tir PE Header.

Thuc hién thuat toan CRC32 trén vung nh¢ nay.
So sanh két qua CurrentCRC véi Original CRC.

Néu khac biét - Ma game da bi thay d6i — Canh bao hodc dong game.
DWORD CalculateChecksum(LPVOID startAddress, SIZE T size) {
DWORD crc = OxFFFFFFFF;
BYTE* pData = (BYTE*)startAddress;
for (SIZE T i=0;1<size; i++) {
// Logic tinh CRC32 tiéu chuan
crc = CRC32Table[(crc * pData[i]) & OxFF] * (crc >> 8);
b

return ~crc;

h
void IntegrityCheckLoop() {

while (true) {
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// Lay thong tin Section .text

Sectionlnfo textSection = GetSectionInfo(".text");

// Tinh toan Checksum hién tai

DWORD currentHash = CalculateChecksum(textSection.address,

textSection.size);

// So sanh véi Checksum gdc (d3 tinh trude khi build)

if (currentHash != ORIGINAL TEXT HASH) {
TriggerDetection("Code Integrity Violation detected!");
TerminateProcess(GetCurrentProcess(), 0);}

// Ngu 5 gidy roi quét lai (giam tai CPU)

Sleep(5000);

i3

Bang 2.6: Poan mi Kkiém tra tinh toan ven viing nhé

Su két hop cua ba co ché nay tao nén mot ludi loc day dac: Access Rights
ngan chan truy cap tho bao, Behavior Signature ngan chédn cac ky thuat tinh vi, va
Integrity Check dam bao khong c6 sy thay d6i ngam nao bj bo sot.

2.5. Quy trinh hoat dong ciia hé thong

Sau khi cac phan hé chirc ning riéng biét da duoc xay dung va kiém thir don
vi, budc cudi ciing trong giai doan thiét ké 1a tich hop chiing thanh mét quy trinh van
hanh théng nhat. Quy trinh nay mé ta vong doi cua hé théng bao vé, bt dau tir thoi
diém nguoi quan tri kich hoat cong cu giam sat cho dén khi tién trinh trd choi két
thuc.

Viéc x4c dinh 16 ludng hoat dong 14 vo ciing quan trong dé dam bao tinh dong
bd gilra cac thanh phﬁn. Do hé théng hoat dong dya trén co ché tiém ma va can thiép
ludng thuec thi, bat ky su sai 16ch nao vé thir ti khoi tao (vi du: cai dat Hook trude khi
cac thu vién hé théng duoc nap dﬁy du) déu co thé dan dén 15i xung dot bo nhé hodc
lam treo Ung dung.

Quy trinh hoat dong cua h¢ théng duoc chia thanh hai giai doan chinh: giai

doan Khoi tao & Attachment va giai doan Gidm sat & Phan hoi su kién. Dudi day la
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mo ta chi tiét cac budce thyc thi trong timg giai doan, minh hoa su tuwong tac giira
Module Injector bén ngoai va Module Interceptor bén trong long tro choi.
2.5.1. Quy trinh khdoi tao

Day 1a giai doan thiét 1ap moi truong, dién ra ngay khi ngudi quan tri khoi
chay Module Injector. Muc ti€u cua giai doan nay la dua thu vién giam sat vao trang
thai "sdn sang chién ddu" bén trong tién trinh trd choi mot cach an toan va bi mat.
Quy trinh bao gom 04 budc ki thuat tuan tu:

Budc 1: Pinh vi muc tiéu Module Injector khoi dong va thuc hién quét danh
sach cac tién trinh dang hoat dong trong hé thong. Hé thdng so sanh tén tép thuc thi
v6i cau hinh dinh trude (vi du: csgo.exe). Piéu kién chuyén tiép: Néu tim thay tién
trinh muc ti€u, Injector léy dugoc Ma dinh danh (PID) va chuyén sang Budc 2. Néu
khong, hé thong hién thi thong bao "Waiting for game..." va tiép tuc quét dinh ky.

Budc 2: Trién khai tiém nhiém Sau khi c6 PID, Injector thuc hién quy trinh
tiém DLL nhu da mo ta chi tiét tai muc 2.4.1.

- Mo Handle truy cép tién trinh game. Cap phat bd nhé va ghi dudng dan cia
Monitor.dll.

- Kich hoat ludng (CreateRemoteThread) dé budc game thuc thi
LoadLibrary. Két qua: Hé diéu hanh Windows nap Monitor.dll vao khéng gian dia
chi ctia game. Tai thoi diém nay, quyén diéu khién duoc chuyén giao tir Injector (bén
ngoai) sang Interceptor (bén trong).

Budc 3: Khéi chay ndi bo Khi DLL dugc nap, ham nhdp DIlIMain dugc hé
diéu hanh tu dong kich hoat voi sy kién DLL PROCESS ATTACH. Tai day, mot
lu?)ng khéi tao riéng biét dugce tao ra dé thuc hién céc tac vu thiét lap ma khong lam
gian doan ludng chinh ciia game:

- Khoi tao thu vién Hook: Goi MH_Initialize() dé chuén bi cac cu trac dit
liéu cho MinHook.

- Pang ky diém Hook: Xac dinh dia chi thuc té cua cac ham API muc tiéu
(OpenProcess, WriteProcessMemory, VirtualProtect) va dang ky ham Detour tuong

ung.
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- An minh: Goi ham HideModuleFromPEB() dé ngit lién két DLL khoi danh
sach module cua tién trinh, x6a ddu vét sy hién dién caa hé théng bao vé.

Buéc 4: Kich hoat toan dién sau khi moi cAu hinh di hoan tat, hé théng goi
MH_EnableHook(MH_ALL HOOKS). Trang thdi hé thong: Ké tir mili-gidy nay,
moi 11 goi API nhay cam tir bat ky dau trong tién trinh game s& bi chuyén huéng qua
bo loc cua hé théng. Giai doan khoi tao két thuc thanh cong, h¢ théng chuyén sang
trang thai giam sat thu dong.

2.5.2. Ludng xir ly sw kién khi phdt hién can thiép

Sau khi giai doan khoi tao hoan tat, hé thong chuyén sang trang thai hoat dong
thuong tryc. Pay 1a giai doan dai nhat va quan trong nhat trong vong doi cia hé thong,
noi cac thuat toan phat hién duoc ap dung lién tuc ddi véi hang nghin 101 goi ham
API dién ra trong qud trinh van hanh trd choi.

Luong xu 1y su kién khong hoat dong theo co ché thim do gay ton tai nguyén,
ma hoat dong theo co ché diéu hudng su kién. Quy trinh xtr Iy mdt sy kién tan cong
dién hinh dugc mod ta qua 04 bude logic nhu sau:

Buée 1: Kich hoat su kién su kién bat dau khi mot tién trinh bén ngoai (vi du:
cong cu Cheat Engine) hoac mdt mo-dun la bén trong game thuc hién 101 goi dén cac
ham API nhay cam da bi giam sat (nhu OpenProcess hoac WriteProcessMemory).
Hanh vi: Thay vi di thang vao nhan hé diéu hanh, ludng thuc thi bi 1énh JMP tai dau
ham chuyén huéng ngay lap tirc sang ham giam sat (Detour Function) ctia Module
Interceptor.

Budc 2: Trich xut va Chuyén giao ngit canh Tai ham giam sat, hé thong tam
dirng ludng xir Iy ctia ngudi goi va tién hanh thu thap dir liéu hién truong.

- Dir liéu thu thdp: Bao gdbm M3 dinh danh ngudi goi (Caller PID), Dia chi
bd nhé muc tiéu (Target Address), Kich thuée dir liéu va cac CO quyén han (Access
Flags).

- Chuyén giao: Toan bo géi dit lidu nay duoc chuyén dén Module Analyzer
dé tham dinh. Qua trinh nay dién ra hoan toan trén bd nhé RAM, dam bao tc do xur

1y tirc thoi.
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Budc 3: Phan tich va Ra quyét dinh (Analysis & Decision) Module Analyzer
d6i chiéu dir liéu thu thap dugc voi cac tap luat bao mat (Security Rulesets) da dinh
nghia @ muc 2.4.3:

- Kiém tra 1 (Blacklist/Whitelist): Ngudi goi c6 phai 1a tién trinh tin cay
khong?

- Kiém tra 2 (Behavior): Hanh vi c6 vi pham nguyén tic bao vé bo nhé (vi
du: ghi vao vung Code Section) khong?

- Két qua: Analyzer tra vé mot trong hai quyét dinh: cho phép (allow) hoic
chan (deny).

Budc 4: Thuc thi phan hoi hé théng thuc hién hanh dong dua trén két qua phan
tich:

- Truong hop Hop 1é (ALLOW): Hé théng goi ham Trampoline. Ludng thuc
thi di qua cau nhay, thuc hién cac 1énh gbc cia ham API va tra két qua vé cho game
nhu binh thuong. Trai nghiém nguoi choi khong bi gidn doan.

- Truong hop Vi pham (DENY):

1. Ngit ludng: Hé thong khong goi ham Trampoline, cit dit hoan toan kha
nang tiép can cua ké tin cong toi hé diéu hanh.

2. Gia 1ap phan hoi: Hé thdng tra vé ma 13i tiéu chudn cia Windows (nhu
NULL, INVALID HANDLE VALUE hoic ERROR_ACCESS DENIED) cho tién
trinh goi. Piéu nay khién cong cu tin cong tin rang yéu cau da that bai do 16i hé thong
hozc thiéu quyén han, thay vi biét ring minh d2 bi phat hién.

3. Ghi nhat ky: Thong tin chi tiét vé vu tin cong duogc ghi lai dé phuc vu bao
cao.

Quy trinh khép kin ndy dam bao hé théng ludn duy tri thé chii dong, bién moi
truong bo nhd cua tro choi thanh mdt "phao dai" dugce canh gac nghiém ngat, noi moi
hanh vi bat thuong déu bi sang loc va vo hiéu hoa trude khi kip gy ra tic dong tiéu

cuc.
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S kién goi API
(API Call Event)
y

Hook chan
(Hook Interception)

Cho qua
(Allow Execution)

Kiém tra quyén?
Check Permission?

Tré vé I3
(Return Error)

Hinh 2.7: Ludng xir Iy sy kién
2.6. Két luan chwong 2

Chuong 2 di trinh bay chi tiét quy trinh thiét ké va xay dung mot hé thong
phat hién tin cong bd nhd hoan chinh, chuyén hoa céc co sa 1y thuyét nén tang thanh
mot giai phap cong nghé kha thi. Thong qua viéc phén tich siu cau trac tap tin thuc
thi PE va co ché quan ly bd nhé cua Windows, dé tai da xac dinh duoc cac diém yéu
¢t 16i ma ké tan cong thuong khai thac, tir do lua chon k¥ thuat Hook API lam
phuong phap tiép can chu dao dé xdy dung 16p phong thu.

Vé mit kién triic, hé thong duoc thiét ké theo mo hinh hudng tac tir (Agent-
based) v6i su phan tach rd rang gitra thanh phan trién khai (Injector) va thanh phan
giam sat (Monitor DLL). Cac phan hé chirc ning dd duoc cai dit thanh cong bang
ngdn ngir C++ két hop voi thu vién MinHook, dam bao kha nang danh chin thoi gian
thue d6i v6i cac ham API nhay cam nhu OpenProcess, WriteProcessMemory va
VirtualProtect. Dac biét, cac thuat toan phat hi¢n dua trén quyén truy cap va chir ky
hanh vi da dugc tich hop sdu vao quy trinh xir Iy su kién, cho phép hé théng cha dong
nhan dién va vo hiéu héa cac nd luc can thiép ngay tir giai doan khéi tao ma khong
1am anh huong dén trai nghiém ngudi choi.

Két qua cua chuong nay 1a mot san pham phan mém giam sat hoat dong 6n

dinh ¢ tang ngudi dung (user-mode), dap ing dugc cac yéu cau khat khe vé hi¢u nang



64

va tinh twong thich da dé ra ban dau. Day 14 tién dé virng chéc dé tién hanh cac budc
kiém chimg thuc té trong chuong tiép theo. Chuong 3 s& tip trung vao viéc trién khai
hé théng trong moi trudong thir nghiém vai tya game CS:GO, thuc hién cac kich ban
tan cong gia lap dé do luong d6 chinh xac, d6 tré va kha ning ngin chin cua giai

phap, tir 46 dwa ra nhirng danh gia khach quan vé hiéu qua cua dé tai.
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CHUONG 3: THU NGHIEM VA PANH GIA HE THONG
3.1. Giéi thiéu chuwong

Trong Chuong 2, ludn vin di trinh bay chi tiét quy trinh thiét ké kién truc va
hién thue hoa céc ciu phén ky thudt cua h¢ théng phat hién tan cong bd nha, bao gém
co ché tiém ma, co ché danh chin API va 15i phan tich hanh vi. Tuy nhién, dé mot
giai phap bao mat c6 gia tri khoa hoc va thuc tién, viéc chi ding lai & muc d6 cai dat
ma nguon 1a chua du. Hé thdng can phai trai qua qué trinh kiém chimg nghiém ngat
trong moi trudng van hanh thyc té dé danh gia tinh kha thi, 6 chinh xac va hiéu ning
hoat dong.

Muc tiéu chinh ctia Chuong 3 la thiét lap mdt moi trudong thuc nghiém tiéu
chuan nham kiém tra kha ning twong tac va phdi hop giita cac mo-dun chirc ning da
xay dung. Cu the, chuong nay tap trung vao viéc tra 10 ba cau hoi nghién ciru cot 15i:
Thir nhét, hé thong c6 kha nang tiém va kich hoat thanh cong module gidm sat vao
tién trinh tro choi muc tiéu ma khong giy xung dot hé théng hay khong? Thi hai, cac
thuat toan Hook API c6 phat hién va ngin chin chinh x4c cac hanh vi tin cong gia
1ap (nhu doc/ghi bo nhé trai phép, tiém ma doc) tir cac cong cu gian 14n phd bién hay
khong? Thir ba, su hién dién ctia hé théng bao vé c6 gdy anh hudng tiéu cuc dén hiéu
nang (FPS) va trai nghiém nguoi dung trong qua trinh choi game hay khong?

Pé giai quyét cac van dé trén, chuong nay sé& trinh bay chi tiét ciu hinh moi
truong thir nghiém, kich ban tdn cong moé phong dua trén tya game Counter-Strike:
Global Offensive (CS:GO) va phan tich cac sb liéu thu duge. Két qua thuc nghiém s&
la co s¢ khach quan dé danh gia muc do hoan thién cua dé tai cling nhu nhan di¢én
nhirng han ché k¥ thuat con ton tai can khéc phuc trong tuong lai.

3.2. Méi truwong va cong cu thir nghiém

Dé dam bao tinh khach quan va kha ning tai 1ap (reproducibility) cta cac két
qua nghién ciru, qua trinh thir nghiém dugc tién hanh trén mot méi trudng phan cing
va phan mém tiéu chuan, md phong sat nhat véi diéu kién sir dung thyc té ciia ngudi

choi game thong thuong. Viéc Iya chon cau hinh thir nghiém ciing cin nhac dén cac
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yéu t6 vé hiéu ning nhdm danh gia chinh x4c tac dong cua hé thdng giam sat ddi véi
tai nguyén may tinh.
3.2.1. Céu hinh thir nghiém

Hé théng thir nghiém bao gdm mot may tram dong vai tro vira 1a may chu chay
game, vira 13 méi trudng phat trién va debug.

Céu hinh phén cing:

e B vi xir ly (CPU): Intel Core i7-10700K @ 3.80GHz (8 cores, 16 threads).
Viéc st dung CPU da nhan giup kiém tra tinh 6n dinh ciia co ché Hook trong méi
truong da ludng va do luong mire tiéu thu CPU cta module giam sat mot cach chinh
Xac.

¢ B0 nhé trong (RAM): 16GB DDR4 Bus 3200MHz. Dung lugng nay dam
bao game va cac cong cu phan tich (Visual Studio, Debugger) c6 thé hoat dong song
song ma khong xdy ra hién tuong nghén bg nho.

e Card @6 hoa (GPU): NVIDIA GeForce RTX 2060 Super 8GB. Pam bao
game CS:GO chay 6n dinh & muc FPS cao (>144 FPS), gitip viéc do dac do tré gay
ra boi hé théng bao v¢ trd nén rd rang hon (néu c6 sut giam FPS, n6 s& dé nhan biét
¢ muc khung hinh cao).

O cirng: SSD NVMe M.2 512GB (Téc do doc/ghi cao giup loai bo d6 tré do
I/O dia).

MGéi truong ph?m mém (Software Environment):

e H¢ didu hanh: Microsoft Windows 10 Pro 64-bit (Build 19045) va
Windows 11 (Build 22621). Viéc thir nghiém trén ca hai phién ban Windows phd
bién nhat hién nay gitip kiém chung tinh tuong thich cta cic ham API Hooking.

e Méi trwong phat trién tich hop (IDE): Microsoft Visual Studio
2019/2022 (v6i bd cong cu C++ Desktop Development).

e Thu vién hd trg: Microsoft DirectX SDK (cho game), MinHook Library
v1.3.3 (cho co ché Hook), Windows SDK 10.0.
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3.2.2. Déi twong thir nghiém

Pé tai la chon tira game ban sung goéc nhin thir nhat Counter-Strike: Global
Offensive (CS:GO) 1am d6i twong thir nghiém chinh. Day 14 lwa chon mang tinh
chién luge dya trén cac 1y do k¥ thuat sau:

« Kién tric tiéu biéu: CS:GO sir dung Source Engine, mot engine game kinh
dién dai dién cho kién trac game 32-bit (x86). Hau hét cac game online hién nay van
st dung céc cau tric quan Iy bo nhé twong tu.

« Do nhay cam véi dd tré: La mot game ban sung canh tranh, CS:GO cyc ky
nhay cam véi bat ky su sut giam hi€u nang nao. Néu hé théng bao v€ giy ra do tré du
chi vai mili-gidy, n6 s& phan anh ngay lap tirc qua chi sé FPS va d6 muot cta chudt.

« Cong ddng modding 16m: CS:GO c6 cau trac dit liéu dugc cong dong phan
tich k¥, giap dé dang xac dinh cac dia chi bo nhé cua bién mau, dan dé phuc vu cho
viéc viét cac tool tan cong gia lap chinh xéc.

« Ché @9 thir nghiém an toan: Game hd trg ché d6 choi Offline véi Bot va
tham sd khoi dong -insecure (cho phép tit VAC chinh chit), tao diéu kién an toan dé
thir nghiém cac ma doc ma khong lo ngai rui ro phap ly hay bi khoa tai khoan vinh

vién.

Hinh 3.1: Giao dién game CS:GO va Console Debug

3.2.3. B§ céng cu tin cong gid ldp
Dé kiém chtng kha ning phong tha, dé tai sir dung mot bd cong cu dai dién

cho cac k¥ thuat tn cong pho bién nhat hién nay:
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« Cheat Engine: Cong cuy tiéu chuan cong nghiép dung dé quét bo nhé, tim
con trd va stra doi gia tri (memory editing). Cheat Engine s& dugc dung dé mo phong
cac hanh vi hack mau, hack dan va speed hack.

« Xenos Injector: Mot trinh tiém DLL ma ngudn mé manh mé, hd trg nhiéu
ky thuét tiém nhu Standard Injection va Manual Map. Cong cu nay dung dé kiém tra
kha ning ngin chin hanh vi tiém ma doc cua hé thong.

o Mi khai thac tw viét: Mot chuong trinh C++ nho dugc viét riéng dé thuc
hién cac 101 goi API OpenProcess va ReadProcessMemory lién tuc véi tbc do cao,
nham stress-test kha nang chiu tai va do 6n dinh cta co ché Hook.

3.3. Cac kich ban thir nghiém

Duya trén cac phan tich vé vector tn cong da trinh bay & Chwong 1, hé thong
giam sat s& dugc kiém thir thong qua ba kich ban chinh. Cac kich ban nay dugc thiét
ké dé mo phong tron ven vong doi ciia mot cude tin cong b nhé dién hinh: tir giai
doan tham do (Truy cép), giai doan khai thac chinh stra dén giai doan xam nhép sau
tiém ma.
3.3.1. Tin céng truy cp tién trinh

Kich ban nay kiém tra 16p phong thu dau tién va quan trong nhat ctia hé thong:
kha ning ngin chin mot tién trinh la gianh quyén diéu khién ddi véi trd choi. Néu
budc ndy bi chin, ké tin cong sé khong thé thuc hién bat ky thao tac doc/ghi ndo sau
do.

Muc tiéu thir nghiém: Kiém ching hiéu qua cua co ché Hook déi voi ham
API OpenProcess.

Cong cu sir dung: Cheat Engine (phién ban 7.4) - cong cu tiéu chuan dé quét
va thao tac b0 nho.

Quy trinh thue hién:

- Khéi chay tro choi CS:GO & ché do Offline véi Bot.

- Kich hoat h¢ thong gidm sat.

- M6 cong cu Cheat Engine voi quyén Administrator.

- Str dung churc nang "Open Process' trén giao di¢n Cheat Engine.
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- Tim va chon tién trinh csgo.exe trong danh sach tién trinh dang chay.

- Nhan nat Open dé yéu ciu truy cap.

Ky vong két qua:

e V& phia hé théng: Module Analyzer phat hién mot 16i goi OpenProcess
dén tir tién trinh Cheat Engine. Hé thong tir chdi yéu cau va tra vé ma 15i
ACCESS_DENIED (0x5).

e V& phia cong cu tin cong: Cheat Engine hién thi thong bao 18i "Error
opening process" hodc khong thé hién thi danh sach dia chi bd nhd cta game. Cac
chtrc ndng quét b1 vo hi¢u hoa.

e V& phia tro choi: Game vin hoat dong binh thudng, khong bi dong dot
ngdt hay treo may.

3.3.2. Tin cong siva doi gid tri

Kich ban nay gia lap tinh hubng ké tin cong da vuot qua 16p bao vé dau tién
(hodc sir dung mot handle c6 san tir trudc) va c¢b gang thay doi truc tiép cac gid tri
quan trong trong bd nhd dé gian 1an.

Muc tiéu thir nghiém: Kiém ching kha ning phan tich hanh vi ctia ham
WriteProcessMemory, dic bi¢t 1a viéc bao v¢ cac vung nhé chira dit li¢u gameplay.

Cong cu sir dung: Tool tin cong gia 1ap (Custom Exploit Tool) duogc viét
bang C++, ¢6 chirc niang ghi lién tuc vao dia chi bo nhd chira bién Mau (Health) va
Pan (Ammo).

Quy trinh thue hién:

eXac dinh trudc dia chi bd nhé cua bién Méau thong qua viéc phan tich offset
tinh.

eChay Tool tin cong gia 1ap. Tool nay thyc hién vong lip goi ham
WriteProcessMemory véi tan suat cao (100 lan/gidy) nham ghi d¢ gi4 tri Mau thanh
9999.

eTrong game, diéu khién nhan vat nhan sat thuong tir Bot hodc nga tur trén
cao.

eQuan sat sy thay d6i cia thanh mau va kiém tra log ctia hé thong giam sat.
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Ky vong két qua:
e V& phia h¢ thong: Hé thong phat hién cac 1énh ghi bat thudng hudng vio
vung dit liéu ciia game. Module Analyzer kich hoat co ché chin (Block) va
ghi nhat ky canh bdo: "Blocked Write Attempt from PID [ExploitID] to
Address [TargetAddress]".
e V& phia tro choi: Gia trj mau cta nhan vt khéng bi thay déi thanh 9999.
Khi nhan sat thuong, mau van giam theo ding logic game, chimg té hanh vi
gian lan da bi vo hi€u hoa hoan toan.
3.3.3. Tin cong tiéem ma

Pay 1a kich ban kiém tra kha nang phong thu trudc cac ki thuat tin cong nang
cao, noi ké tan cong cd gang dua mot thu vién ma doc DLL vao chay ngay trong long
tién trinh game dé thyc hién cac chtic ning phirc tap nhu Aimbot hay Wallhack.

Muc tiéu thir nghiém: Kiém chtng kha ning giam sat cac ham API tiém ma
nhu CreateRemoteThread va LoadLibrary.

Cong cu sir dung: Xenos Injector (hoac Extreme Injector) va mot file Hack.dll
(c6 chirc nang hién thi hop thoai "Hacked" khi nap thanh cong).

Quy trinh thue hién:

1. M Xenos Injector v6i quyén Administrator.

2. Trong muc Process, chon tién trinh CsSgo.exe.

3. Trong muc Images, chon dudng din dén file Hack.dll.

4. CAu hinh phuong thtc tiém 1a "Standard Injection" (st dung k¥ thuét
Native Windows API).

5. Nhan nut Inject va quan sat phan hoi.

Ky vong két qua:

e V& phia h¢ thong: Hé thong phat hién 15i goi CreateRemoteThread khoi
tao tir mot tién trinh khong tin cay.

e V& phia cong cu tin cong: Injector bao 18i "Injection Failed” hoic "Remote

thread creation failed".
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e V& phia tro choi: Hop thoai cua Hack.dll khéng xuét hién, ching to ma
doc chua dugce nap vao b nhg. Tro choi tiép tuc van hanh 6n dinh ma khong b1 gian
doan.

3.3.4. Kich ban kiém thir tinh twong thich

Trong linh vyc an toan thong tin, bén canh kha nang phat hién tin cong chinh
xéac, mot chi sd quan trong khac danh gia chét luong cua h¢ théng 1a ty 1¢ nhan dién
tan cong bo nhd sai. Péi v6i moi truong tro choi dién tur, viéc hé théng chéng gian
1an nhan dién nham cac phan mém hop phap (nhu cong cu giao tiép, phan mém quay
man hinh hay trinh diéu khién thiét bi) 12 hanh vi tdn cong s& gay ra trai nghiém toi
té cho nguoi dung, thim chi dan dén viéc khoa tai khoan oan sai.

Muc tiéu thir nghiém: Kiém ching kha ning phan loai va nhan dién ngit canh
ciia Module Analyzer. Hé thong can phén biét dugc sy khac nhau giira hanh vi tiém
mi (Injection) ciia mot cong cu hack va hanh vi Hook hop phap cuia cac phan mém
16p phu (Overlay) hodc cong cu hé théng.

Cong cu va Poi twong thir nghiém: Pé mo phong mdi truong may tinh cia
mot game thu théng thuong, kich ban nay sir dung cac phan mém phd bién thuong
chay song song véi tro choi:

« Discord (Overlay Mode): Sir dung k¥ thuat Hook API dé hién thi tin nhan
va trang thai giong noi 1€n trén man hinh game.

o OBS Studio (Game Capture): Str dung k¥ thuat tiém DLL vao tién trinh
game dé sao chép bo dém khung hinh (Frame Buffer) phuc vu viéc quay video hoic
livestream.

« Unikey: Phin mém bd gd tiéng Viét, thuong xuyén st dung
SetWindowsHookEx dé bt sy kién ban phim.

Quy trinh thye hién:

1. Khoi dong hé thong giam sat va nap vao tién trinh csgo.exe.

2. Lan luot khoi chay Discord va kich hoat ché d6 "In-game Overlay".

3. Khoi chay OBS Studio, thiét 1ap ngudn quay 13 "Game Capture" va chon
ctra s6 CS:GO.
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4. Thuc hién thao tac gd tiéng Viét trong khung chat ctia game bang Unikey.

5. Theo ddi tép nhat ky (Log) cua hé théng va trang thai hoat dong cua céac
phan mém trén.

Két qua va Phan tich:

« V& phia hé théng: Module Analyzer s& ghi nhan cac 11 goi API tir Discord
va OBS (vi du: OpenProcess hodc VirtualProtect). Tuy nhién, dya trén co ché Danh
sach tin ciy (Whitelist) da thiét ké tai muc 2.4.3, hé thong phai xac thuc dugc chir
ky s6 hodc tén tién trinh cta cac tmg dung nay 1a hop 18.

o Két qua xir ly: Hé thdng tra vé quyét dinh CHO PHEP (ALLOW).

« Trang thai Game: LSp phil Discord hién thi binh thuong, OBS quay duoc
hinh anh game muot ma va ngudi choi c6 thé gd tiéng Viét. Khong c6 canh bao gian
lan nao duogc kich hoat.

« Y nghia: Két qua nay chimg minh thuat toan phan tich hanh vi khong hoat
dong mot cach may modc (chan tat cd), ma co6 kha nang loc nhiéu, dam bao tinh tuong
thich cao véi hé sinh thai phadn mém gaming hién dai.

3.3.5. Kich ban kiém thir d¢ bén va tinh on dinh hé théng

Mot phién choi game thong thudng c6 thé kéo dai tir vai gio dén ca ngay. Do
d6, hé théng chdng gian 14n khong chi cin nhanh ma con phai 6n dinh. M6t 16i nho
trong quan 1y bd nhé (nhu quén giai phong con tré) co thé tich tu theo thoi gian, din
dén 15i tran bo nhd (Memory Leak) va lam treo hé thong.

Muc tiéu thir nghiém: Panh gid muc tiéu thy tai nguyén va do on dinh cia
Module Interceptor khi hoat dong lién tuc trong thoi gian dai dudi cuong do xur 1y
cao.

Cong cu giam sat:

« MSI Afterburner & RivaTuner: Dé theo ddi FPS va nhiét do phan cing
theo thoi gian thuc.

« Performance Monitor (PerfMon) ciia Windows: Dé ghi lai biéu d6 sir
dung RAM (Private Bytes) va CPU Usage cta tién trinh csgo.exe.

Quy trinh thye hién:
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1. Thiét 14p méi trudng game CS:GO & ché do Deathmatch véi sé lwgng Bot
t6i da (tao tai xtr Iy CPU cao).

2. Kich hoat hé théng Anti-cheat.

3. Treo may (Idle) hodc cho nhan vt ty dong di chuyén trong vong 04 gié lién
tuc.

4. Ghi lai s6 liéu tai nguyén tai cac mdc thoi gian: Bat dau, 1 gid, 2 gio, 3 gio
va 4 gio.

Két qua:

« Mirc tiéu thu RAM: Biéu do tiéu thu bo nhd phai 1a mot duong thang nam
ngang hodc dao dong nhe trong bién do cho phép (khoang 4 - 8 MB nhu da du tinh ).
Khong duoc xut hién hién tuong dung lvong RAM ting dan déu theo thoi gian (ddu
hiéu cua Memory Leak).

« Mikc tiéu thu CPU: Duy tri 6n dinh & mic thap (< 0.5% ), khong c6 hién
tuong ting dot bién (Spike) gy giat lag (Stuttering) sau thoi gian dai choi game.

e Tinh toan ven: Sau 4 gio, thuc hién lai kich ban tan cong béng Cheat
Engine dé dam bao rﬁng co ché bao vé van hoat dong tdt, khong b1 v6 hiéu hoa do 16i
tran bo dém hay 15i logic sinh ra trong qua trinh chay lau dai.

3.4. Két qua thwe nghiém va Phén tich

Sau khi tién hanh thir nghiém theo ba kich ban da thiét lap, cac di liéu vé trang
thai an ninh, log hé thong va chi sé hiéu ning duoc thu thap va tong hop dé danh gia
murc d6 hoan thién cua giai phap. Két qua thuc nghiém duoc phan tich trén hai khia
canh chinh: kha nang dam bao an ninh va hiéu nang van hanh.

3.4.1. Két qua vé chikc ning an ninh

Duya trén dit liéu tir cac kich ban tin cong gia 1ap, hé thong giam sat da thé hién

kha ndng phan trng chinh xac va tirc thoi trudce cac hanh vi xam nhép. Bang dudi day

téng hop két qua chi tiét clia timg truong hop thir nghiém:
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Thoi
Kich gian
Cong .
ban Hanh vi bi hé thong phat Trang thai | phan
STT i cu s s
tan hién ngan chan hoi
dung
cong trung
binh
Truy . ' Thanh cong
Cheat Goi ham OpenProcess voi co o
cap . (Tra vé¢ ma < 0.01
1 , Engine | PROCESS_ALL ACCESS  tu| _
tién , _ 161  Access | ms
7.4 tién trinh khong tin cdy. ‘
trinh Denied)
Thanh coéng
Sira Custom | Goi ham WriteProcessMemory | (Ngit  1énh 0.05
2 ddi bo | PoC lién tuc vao ving nhé chira bién | ghi, gia tri '
ms
nhé Tool Mau (Health). game khong
ddi)
Thanh coéng
Tiém ) (Luéng moi
Xenos Goi ham CreateRemoteThread dé
3 ma . khong duoc | <0.1 ms
Injector | nap Hack.dll.
doc tao, DLL
khong nap)

Bang 3.1: Tong hop két qua thir nghiém chirc ning an ninh
Phén tich két qua:

« Do chinh xic: Hé thong dat ty 16 phat hién 100% dbi v6i cac cong cu tin

cong tiéu chuin hoat dong & ting User-mode. Co ché kiém tra quyén truy cép hoat

dong hi€u qua, v6 hiéu hoa Cheat Engine ngay tir budc dau tién.

« Tinh toan ven: Trong kich ban sé 2, mic du tool tin cong cb ging ghi dé

véi tan suat cao, co ché Hook van chan dirmg moi yéu cau, dam bao bién so trong

game khong bi sai 1éch.

« Minh chirng thye té: Hinh anh dudi day cho thay thong bao 13i tir Cheat

Engine khi ¢ géng truy cap vao tién trinh game da dugc bao vé.
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3.4.2. Ddnh gid hiéu ning va tinh én dinh

Mot thach thirc 16n d6i véi cac hé théng Anti-cheat 13 vin dé dénh d6i hiéu
ning. Dé chirng minh giai phap cta dé tai 1a t6i wu va khong gy anh huong tiéu cuc
dén trai nghiém nguoi choi, dé tai da tién hanh do dac chi s6 FPS va muc tiéu thu tai
nguyén hé thong trong 30 phut choi lién tuc.

a) Panh gia tac dong 1€n FPS

Thtr nghiém dugc thyc hién trén ban dd "Dust II" véi 10 Bot hoat dong. FPS

dugc ghi lai bang cong cu MSI Afterburner.

FPS Thap
Trang thai , FPS Trung FPS Cao D0 sut giam
i nhat (1% i
hé thong binh (Avg) nhat (Max) (Drop Rate)
Low)
Khong bat
185 FPS 242 FPS 290 FPS -
Anti-cheat
C6 bat Anti-
182 FPS 238 FPS 288 FPS ~1.65%
cheat

Bang 3.2: So sanh chi s6 FPS trung binh
Nhan xét: Viéc kich hoat hé thong giam sat chi lam giam FPS trung binh
khoang 1.65% (tuong dwong mét khoang 4 khung hinh/gidy). Pay 1a mirc syt giam
khong dang ké va rat kho nhan biét bang mat thuong, ching to cac ham Hook duoc
cai dat ti vu, thoi gian xtr 1y trong ham callback 1a cuc nhanh va khong gay nghén

ludng xtr 1y chinh cia tro choi.
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Hinh 3.2: Bi¢u d6 so sanh FPS (Hiéu niing)

b) Muc ti€u thu tai nguyén

Do hé théng hoat dong dudi dang mdét thu vién DLL nho gon (kich thudc <
500KB) dugc tiém vao game, mirc tiéu thu tai nguyén 1a rat thap so véi tong thé cua
tro choi.

« CPU Usage: Muc ting thém trung binh 1a < 0.5% trén tong so tai nguyén
CPU. Hé¢ thong chi thuc su tiéu tén CPU khi c6 su kién goi API xay ra (Event-driven),
& trang thai nghi, mirc tiéu thu gan nhu bang 0.

« RAM Usage: Module giam sat chiém dung khoang 4 - 8 MB bo nhé RAM
dé luu trit cac cau trac dir liéu Hook va bd dém log. Con s nay 1a khong dang ké so
vo1 dung lugng hang GB cua cac tya game hién dai.

« Tinh 6n dinh: Trong su6t qua trinh thir nghiém kéo dai, khong ghi nhan
hién tugng ro ri by nhé hay 16i thoat dot ngot, khéng dinh tinh an toan luéng cla ma
nguodn di xay dung.

3.5. Thao ludn vé cac han ché

Mic du cac két qua thyc nghiém di chirg minh hiéu qua cia hé théng trong
viéc phat hién va ngan chin cac k¥ thuat tin cong pho bién ¢ ting ung dung, nhung
voi tu cach 1a mat giai phap bao mat hoat dong dua trén co ché Hook API, hé théng
van ton tai nhitng han ché c6t 161 vé mat kién trac. Viéc nhan dién rd cac gidi han nay

1a can thiét dé dinh hudng cho cc nghién ciru va cai tién trong tuong lai.
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3.5.1. Han ché déi véi tin cong mikc nhén

Pay 1a gi6i han 16n nhat cua dé tai. Hé théng giam sat duoc xay dung hoat
d6ng hoan toan trong User Level cua hé diéu hanh Windows. Trong khi dé, cac cong
cu gian lan hién dai dang c6 xu hudng chuyén dich Xuéng Kernel Level dudi dang
cac trinh diéu khién thiét bi (Drivers).

« Vin dé phan cip quyén han: Theo mé hinh bao vé cia Windows, mi chay
& Kernel Level c6 quyén truy cap truc tiép vao phan cting va toan bd khong gian bd
nhd vat 1y, voi mic uu tién cao hon ma chay & User Level. Do d6, mot cong cu hack
stt dung Kernel Driver c6 thé doc/ghi bd nhé game ma khong can goi cac API User-
mode nhu ReadProcessMemory, qua d6 cong cu khong phat hién gian lan.

« Kha niing bi v hiéu héa: Mot tién trinh & Ring 0 c6 thé dé dang g& bo
nhing cong cu ciia hé théng hodc tham chi c6 thé dong tién trinh gidm sat ma khong
gip trd ngai nao. Pé khic phuc triét dé van dé nay, giai phap chong gian 1an can phai
dugc nang cap dé hoat dong ¢ tang Kernel (twong tu nhu BattlEye hay Vanguard),
tuy nhién diéu nay doi hoi chi phi phat trién 16n va chimg chi s tir Microsoft.

3.5.2. Nguy co bi phat hién nguwoc

Do co ché hoat dong cua cong cu la tiém mot thu vién DLL vao bén trong
khong gian dia chi bd nhd cia tro chot, ban than mo-dun gidm sat cling trd thanh mot
d6i twong co6 thé bi phat hién boi cac cong cu gian 1an tinh vi. Cudc chién gitta Anti-
cheat va Cheat thuc chit 1a cudc dua "méo von chudt" khong hoi két.

« Déu hiéu nhén biét (Signature Scanning): Mic du hé thdng di ap dung
k¥ thuat 4n modul, nhung ma méy cua thu vién giam sat van ton tai trong bo nhd
RAM. Ké tin cong c6 thé quét bo nhé dé tim cac chudi byte dic trung cua Anti-cheat
va ty dong tat tool hack khi phét hién mdi de doa.

o Phat hién Hook: Cac cong cu hack co thé kiém tra tinh toan ven cua céc
ham API hé théng. Néu chung phat hién 5 byte dau tién ctia ham OpenProcess bi thay
d6i thanh 1énh nhay JMP, chiing c6 thé khang dinh rang may dang bi giam sét va thyc

hién khoi phuc lai ma gbc dé vo hiéu hoa hé thong bao vé.
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Tuy nhién, trong pham vi ctia mdt do an thac si dinh huéng tng dung, viéc
xdy dung thanh cong mot hé théng phong thu User-mode 6n dinh da dap ung duoc
muc tiéu ngin chin phan 16n cac céng cu gian 1an phd théng va tao tién dé co sé cho
cac nghién ctru chuyén sau hon.

3.5.3. Han ché vé co ché khéi tao

Bén canh céc han ché vé quyén han hé théng, kién trac hién tai ctia dé tai con
t6n tai mot diém yéu lién quan dén thoi diém kich hoat bao vé. Do hé théng duoc
thiét ké dudi dang mdt cong cu tiém ma hoat dong theo co ché gén vao mot tién trinh
tro choi da khéi chay san, n6 vé tinh tao ra mot rii ro trong giai doan khéi dong.

« Vén dé tranh chip thoi gian: Trong kich ban thuc té, néu mot cong cu gian
l1an dugc kich hoat va thyc hién 161 goi OpenProcess dé léy quyén diéu khién (Handle)
t6i tro choi trude thoi diém hé théng giam sat hoan tat viéc tiém DLL va cai dat Hook,
thi két ndi gian 1an d6 s& duoc hé diéu hanh coi 13 hop 1¢. Khi hé thong giam sat duoc
kich hoat sau d6, cac ham Hook OpenProcess chi c6 thé bat duoc cac yéu cau truy
cap mdi trong twong lai, nhung hoan toan bét lyc trudc cac két ndi da duogc thiét lap
thanh cong trong qua kht.

« Hé qua: Ké tin cong c6 thé khai thac kich ban nay bang cach md Tool Hack
trude, sau do mo1 mo Anti-cheat (hoac md Anti-cheat cham hon). Khi d6, Tool Hack
d3 nim gitt mot HANDLE hop 18 va c6 thé tiép tuc doc/ghi bd nhd thong qua
WriteProcessMemory ma khong can goi lai OpenProcess, qua d6 di vong qua 16p
kiém so4t danh tinh ban dau.

« Hwémg khic phuc trong twong lai: Dé giai quyét triét dé van dé nay, giai
phéap can chuyén d6i tir mo hinh "Injector” sang mo hinh "Launcher" (Trinh khéi
chay). Trong mé hinh Launcher, h¢ théng bao vé sé& chiu trach nhiém khoi tao tién
trinh tro choi ¢ trang thai treo (CREATE SUSPENDED), thuc hién tiém ma va cai
dat Hook hoan tat, sau d6 mai cho phép ludng chinh cua tro choi bat dau hoat dong
(ResumeThread). Piéu nay dam bao tinh toan ven cua hé théng dugc bao vé ngay tir

chi 1énh dau tién (First Instruction) cta tro choi. Tuy nhién, trong pham vi hién tai
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cta luan vin, hé thdng chip nhan han ché nay va yéu cau quy trinh van hanh tuan tha
nguyén tic kich hoat bao vé ngay lap tirc khi trd choi khéi dong.
3.6. Két luan chwong 3

Chuong 3 da hoan thanh viéc trién khai thur nghiém va danh gia toan dién hé
théng phat hién tin cong bo nhé trong méi trudng thuc té véi twa game Counter-
Strike: Global Offensive. Qua trinh thuc nghiém duoc tién hanh dua trén mot quy
trinh kiém thir nghiém ngt, bao gém viéc thiét 1ap moi trudng phan ctirng/phan mém
tiéu chuan va xay dung céac kich ban tin cong gia lap dai dién cho cac k¥ thuat gian
1an pho bién hién nay.

Két qua thu duoc tir cac kich ban thir nghiém da chiig minh tinh kha thi va
hiéu qua cua giai phap dé xuat. Hé théng di ngan chan thanh céng 100% céc nd luc
truy cap trai phép tir Cheat Engine, vo hiéu hoa cac hanh vi ghi d¢ gia tri bién game
tor ma khai thac ty dong va chan diang ky thuat tiém ma doc DLL Injection. Quan
trong hon, cac sb licu do dac vé hiéu nang cho théy hé théng hoat dong on dinh véi
murc tiéu thu tai nguyén thap va do sut giam FPS khong dang ké (~1.65%), dam bao
duy tri trdi nghiém mugt ma cho nguoi choi.

Tuy nhién, chuong niy ciing da thang than nhin nhan nhiing han ché con ton
tai cia hé théng, dac biét 1a kha ndng phong thu trude cac cudc tan cong cép thép
(Kernel-mode) va nguy co bi phat hién nguoc boi cac cong cu gian lan tinh vi. Nhirng
két qua va phén tich nay khong chi khang dinh gia tri thuc tién ctia dé tai ma con 1a
co s& quan trong dé dé xuit cac hudng nghién ctru va phat trién tiép theo, s& duoc

trinh bay chi tiét trong phan két luan chung cua luan vin.
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KET LUAN

Pé tai “Nghién ciru va xay dung hé thong phat hién hanh vi tan céng bo nhé
trong trd choi dién tir” xut phat tir nhu cau cip thiét trong viéc dam bao tinh cong
bang va toan ven cho méi truong giai tri s, trudc sy gia ting phic tap cua cac ky
thuat gian 14n hién dai. Qua qua trinh nghién ctru tir Iy thuyét dén thue nghiém, dé tai
da hoan thanh cac muc tiéu dé ra va dat duoc nhirng két qua cy thé sau:

Pé tai da hé théng hoa dugc cac dac thu k¥ thuat cua tan cong bd nhd (co ché
truy cap, stra doi gid tri, tiém ma). Nghién ctru da chi ra rang céc giai phap chong gian
1an thuong mai hién hanh (nhu BattlEye, EAC) du hi€¢u qua nhung lai phu thudc qué
nhiéu vao dic quyén Kernel-mode, gdy ra nhiing rao can 16n vé quyén riéng tu, chi
phi trién khai va kho tiép can ddi véi cac du an nghién ctru doc lap.

Pé tai da xay dung thanh cong hé thong giam sat va phat hién tin cong hoat
dong ¢ tang User-mode. Pong gop cbt 16i cua giai phap 1a viéc tng dung ki thuat
Inline Hooking dé chuyén hoa céc tuong tac hé théng tho so (API Calls) thanh cac
ngir canh bao mat co y nghia. Co ché nay cho phép hé théng chuyén tir thé "quét chir
ky thy dong" sang "ngan chan hanh vi chi dong", gitp nhan dién va v6 hi¢u hoa cac
nd luc can thiép ngay tai thoi diém chung khdi phat.

Qua trinh kiém thir trén moi truong thuc té véi tya game Counter-Strike:
Global Offensive (CS:GO) d3 cung cap nhitng bang ching dinh lwgng thuyét phuyc.
Hé théng da chimg minh kha ning ngan chin hoan toan cac kich ban tin cong gia lap
tir cac cong cu pho bién (nhu Cheat Engine, Xenos Injector) ma van duy tri mic do
6n dinh cao v6i d6 tré xtr Iy khong dang ké (anh hudng chua ti 2% FPS).

Két qua cua dé tai khang dinh rang viéc ap dung céac k¥ thuat 1ap trinh hé thong
va giam sat API 1a huéng di dung dan dé giai quyét bai toan bao mat game ma khong
can can thiép sau vao nhan hé diéu hanh. Giai phap khong chi khic phuc dugc han
ché vé tinh tuong thich cua céac giai phap cii ma con dap ung tot cac yéu cau khat khe

v€ hi¢u nang trai nghiém nguoi dung.
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Giai phap nay c6 ¥ nghia thuc tién cao, dic biét d6i véi cic nha phat trién
game doc 1ap (Indie) hodc cdc mdi trudong kiém thir bdo mat, noi can mot cong cu
giam sat nhe nhang, d& tich hop va chi phi thap.

Mic du di c¢6 nhiéu nd luc, song v&i khudn kho gi61 han cua mat dé an tot
nghiép va ning lyc con han ché, dé tai khé tranh khéi nhitng thiéu sot (nhu kha ning
phong thu trude tin cong Kernel-mode hay van dé vé diéu kién tranh chip khi khai
tao). Tac gia rit mong nhan dugc nhitng ¥ kién dong goép chan thanh tir cac thiy co

va anh chi dé dé tai duoc hoan thién hon trong tuong lai.
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