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MO DAU
Béi canh va dit van dé

e Bdicanh: Su phat trién nhanh chong cta Tai chinh Phi tap trung (DeFi) trén blockchain
(Ethereum) d hinh thanh mot ha ting tai chinh méi, khong can cip phép va c kha
nang lap trinh cao.

e Van dé: Tinh mé va phi tap trung khién DeFi trd thanh muyc tiéu hap din cta cac hoat
dong gian lan va tdn cong c6 chu dich (vay chép nhoang, rug pull, khai thac 16 hong...),
gay thiét hai lon.

e Thach thirc dir liéu: DAu vét giao dich gian 14n trén chudi khdi c6 ddc diém léch, nhiéu
cao, phu thudc thoi gian va thiéu nhin day du, 1am cac phuong phap giam sat truyén
thong trd nén kém hiéu qua.

e Tinh cép thiét: Viéc nghién ctru va ing dung cac phuong phap Hoc may va Hoc sau
dé phat hién sém giao dich bt thudng 1a quan trong dé hd tro cac giao thirc DeFi va

don vi quan 1y rai ro giam thiéu thiét hai, ning cao an toan hé sinh thai.
Muc tiéu

e D¢ tai: "Phat hién su bat thuong trong hoat dong cua mang blockchain dua trén hoc
may", tap trung vao giao dich DeFi trén Ethereum véi dit 1iéu BCCC-DeFiFraudTrans-
2025.

e Muc tiéu tong quat: Khao sat va danh gia hiéu qua cia cac mo hinh tiéu biéu trong
phat hién bat thudng/gian 1an giao dich DeFi, tir d6 dé xuét cach tiép can phu hop cho

hé théng giam sat.
Phwong phap va pham vi

e Phuong phap: Két hop nghién ctru 1y thuyét, phéan tich dit liéu thuc nghiém, thiét ké
hai tuyén tién xir Iy, xdy dung pipeline huan luyén théng nhét va phan tich, so sanh két
qua da chiéu.

e Pham vi: Bai toan phat hién bat thuong/gian 1an trong giao dich DeFi trén Ethereum,
tap trung vao bd dir licu BCCC-DeFiFraudTrans-2025 véi hai dang biéu dién. Luan

van chu yéu xem xét cac mo hinh khong gidm sat hodac ban gidm sat.

Pong gop chinh
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e DG xuit quy trinh tién xtr 1y va huan luyén c6 thé tai lap, v6i hai tuyén dir liéu riéng
biét, tudn thui nguyén tac tach tap theo trat tu khdi dé han ché ro ri thong tin.

e Thuyc hién so sanh thuc nghiém c6 hé¢ théng gilta cac mo6 hinh hoc may va hoc sau trén
cung mot bo dit li€u va hé thudce do.

e Chira sy phan hoa vai tro gitra mo hinh trén dir li€éu bang (phu hop lam 16p loc vu tién)
va md hinh trén dit liéu chudi (pht hop ting d6 bao phu), tir d6 goi ¥ hudng tiép can

phan tang cho hé thdng phat hién gian 1an thuc té.
B6 cuc luin viin

e Chuong 1: Co so ly thuyét.
e Chuong 2: Phuong phap nghién ctru va thiét ké thuc nghiém.

e Chuong 3: Trién khai thyc nghiém va dénh gia két qua.
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CHUONG 1. CO SO LY THUYET
1.1. Gi6i thi¢u chung
e Thiét 1ap co s& Iy thuyét, chuan hoa thuat ngit va xac dinh pham vi nghién ctru cho bai
toan phat hién bat thuong trén blockchain.
e Diém qua cac cong trinh lién quan dé dinh vi déng gép méi, tao tién dé cho thiét ké

thuc nghiém ¢ cac chuong sau.

1.2. Tong quan vé Blockchain
1.2.1. Khdi niém cua Blockchain
e SO cai phan tan dang chi ghi, gdm cac block lién két bang hash pointer.

e Hash pointer gitip phat hién moi chinh sira qua khu; dugc bao vé thém béi dong thuan
P2P.

e Mirc bét bién tiy co ché.
e Blockchain cong khai minh bach toan b lich sir; blockchain cap phép c6 kiém soat

truy cap.

1.2.2. Pic diém ciia Blockchain
1.2.2.1. Phi tap trung

e Khong c6 mdy chu trung tim; nhiéu nat duy tri s6 ci, ting kha ning chong kiém duyét.
e Giao dich lan truyén da tuyén qua mempool, tao dong su kién phong phu cho phat hién
bét thuong.

1.2.2.2. Bt bién

e Block tham chiéu bam block trudc, ngan sira d6i qué kh.
e Bit bién giup dinh danh 6n dinh cho giao dich/khéi; hitu ich cho gan nhén va trich dic

trung.
1.2.2.3. Minh bach
e Lich str giao dich hoan toan quan sat dugc, du dia chi chi 1a bat danh.

e Cho phép trich dac trung hanh vi: tan suit, kich thuéc giao dich, gas, muc két ndi, mau

tuong tac hop dong, rat hitu ich cho bai toan anomalous detection.



1.2.2.4. Pong thuan

e Xac dinh thir tr block va trang thai s6 cai.
e Dong lyc PoW/PoS anh hudng mempool, gia gas, do tic nghén, ngudn tin hiéu manh

cho m6 hinh xép hang bét thuong, nhat 1a trong bdi canh MEV.

1.2.3. Céu triic dir liéu ciia Blockchain

1.2.3.1. Tiéu dé khbi

e Bam khoi trudce dé lién két chudi.
e Ba gbc baim Merkle-Patricia trie: Transactions root, Receipts root, State root.

e Céc tham sb nhu sd khéi, thoi diém, gas limit, gas used, base fee.
1.2.3.2. Than khéi

e Chura danh sach giao dich theo thtr tyr do block producer quyét dinh.
e MGdi giao dich sinh mét bién nhan (receipt) ghi lai két qua va sy kién.

e Languon dit liéu truc tiép cho ddc trung va nhan trong bai toan phat hién bat thuong.

1.2.4. Giao dich va vong doi cua giao dich

1.2.4.1. Khai niém va ciu trac giao dich

e Pon vi thay doi trang thai s6 cai, duoc ky bang khoa riéng va phat tan P2P.

e CAu trac giao dich Ethereum.
1.2.4.2. Vong do1 giao dich

e Tao va ky giao dich, phat tdn vao mempool, dugc chon vao block theo phi va MEV.
e Thuec thi trong EVM, cap nhat trang thai hoac that bai khi 16i/hét gas.

e Dat dg tin cay sau nhiéu xac nhan hoic theo co ché finality.
1.2.4.3. Két qua thyc thi, bién nhan va sy kién

e Bién nhan ghi trang thai thanh céng/thét bai, gas used, logs su kién, dia chi hop dé)ng
moi.

e Logs/su kién (transfer, swap, mint/burn, borrow/repay...) 1 ngudn tin hiéu quan trong
trong DeFi.

e Giao dich ndi bo (internal tx) xudt hién trong traces, hd tro phan tich hanh vi sdu hon.



1.3. Tong quan vé DeFi
1.3.1. Khdi niém cua DeFi

e DecFi (Decentralized Finance) 1a 16p dich vu tai chinh van hanh tryc tiép trén
blockchain thong qua smart contract.
e Dic trung cbt 16i:
o Khong can cip phép: bat ky ai ciing c6 thé truy cip va st dung giao thic.
o Khong luu ky: nguot dung tu gilr tai san, khong phu thudc bén thur ba.
o Kha ning lip ghép: cac giao thirc c6 thé két hop tu do dé tao thanh chudi hoat
dong phtc tap.

1.3.2. Muc tiéu cua DeFi
e Mo rong tiép can dich vu tai chinh véi rao can gia nhap thap trén ha tang cong khai.
e Tbi uu hiéu qua von thong qua tu dong hoa khdp 1énh, cho vay co thé chap va luan
chuyén thanh khoan giira giao thirc.
e Giam nhu cau tin cdy tap trung bang ma nguodn cong khai va co ché thyc thi minh bach
trén chudi.
e Lap trinh dugc san pham tai chinh méi thong qua kha ning két hop nhiéu khéi xay

dung.

1.3.3. Ung dung phé bién ciia DeFi
e Hoan d6i tai san (AMM DEX).
e Vay, cho vay thé chép.
e Cung cip thanh khoan, khai thac loi suat.
e Phai sinh phi tip trung.

e Cau ndi va tai san tong hop.

1.4. Hoat dong bat thuong trong Blockchain
1.4.1. Khdi niém vé hoat dpng bit thuong
e Hoat dong bat thuong 14 hanh vi 1éch khoi mau binh thudng, xuat hién & cap giao dich,
dia chi, hop déng hodc co ché DeFi.
e Bt thuong rong hon gian 14n (khong phai moi bat thuong déu ac ¥).

e GOom4 dang chinh: diém, ngir canh, tap thé, thay ddi ché do.
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e Bai toan kho do: it nhén, dit liéu nhiéu, tréi khai niém, tac nhan d6i khéng, dir li¢u da
ngudn va gan thoi gian thue.
e Nhan dién hiéu qua dya trén: dic trung thong ké, do thi, thuc thi, dic trung kinh té, két

hop mo hinh khong giam sat/ban giam sat theo hudng xép hang nguy co.

1.4.2. Cac hinh thirc gian ldn giao dich trong DeFi
e Vay chop nhoang thao ting gia.
e Khai thac 16i hop dong thong minh.
e MEYV, d6n dau va kep gia.
e Rut thanh khoan va thoat du an.
e Tan cong cau ndi xuyén chudi.
e Tan cong quan tri dung vay chp nhoang.
e Lira ddo cap quyén chi tiéu, chiém doat vi.

e Thao tang thi trudng va tai san thé chap.

1.5. Phwong phap phat hién bat thuwong
1.5.1. Bai todn phdt hién bdt thuwong trong dit liéu giao dich
e Muc tiéu: gan diém rui ro cho mdi thyc thé dé xép hang hodc phan loai theo ngudng.
e Dit liéu gobm bang dic trung giao dich va chudi thoi gian theo dia chi/phién.
e Nhian gian 14n rat it, nén mo hinh thuong hoc hanh vi binh thuong roi phat hién sai
1éch.
e Thach thic: mat can bang 16p, troi khai niém, phu thudc chudi, phan phdi niang dudi,
va tin hiéu gian lan d& bi che gidu.
e Can két hop nhiéu loai dic trung (thdng ké, ngit canh, hanh vi).

e Ba hudng chinh: khong giam sat, ban giam sat, va c6 gidm sat qua nhi¢m vu phu.

1.5.2. M6 hinh hoc mady
1.5.2.1. K-Means

e Co ché: Phan cum dit liéu thanh K nhém; diém nam xa cac tim cum dugc xac dinh 1a
bét thuong.

e Uu diém: Phu hop cho dir liéu bang (tabular) c6 cau tric rd rang, khong yéu cau nhan.
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e Han ché: Gia dinh cac cum c6 dang cau va nhay cam véi thang do (can chuan hoa dir

liéu k§).
1.5.2.2. Isolation Forest

e Co ché: Dua trén nguyén 1y co 1ap; cac diém bat thuong (hiém) thudng c6 duong di
ngin hon trén cy nhi phan ngiu nhién.

e Uudiém: Tdc @6 xir Iy nhanh, mo rong tét véi dir liéu nhiéu chiéu.

e Han ché: Hiéu qua giam khi phan phdi dit liéu giita 16p binh thudng va bat thuong bi

chdng 14n manh.
1.5.2.3. Histogram-Based Outlier Score

e Co ché: Tinh toan diém bét thuong dya trén mat do tan suét (histogram) cua tung dac
trung riéng biét.

e Uudiém: Tdc d6 rat nhanh, chi phi tinh toan thap.

e Han ché: Gia dinh cac dic trung doc 1ap manh (bé qua méi twong quan giita cac bién),

két qua phu thudc vao sé lugng bin.

1.5.3. M6 hinh hoc sdu

1.5.3.1. Dense Autoencoder

e Coché: Sr dung mang no-ron dé nén va tai tao dit liéu binh thuong; mau c6 16i tai tao
16n dugc xem 12 bat thuong.

e Uudiém: Linh hoat, xir 1y tot dit liéu bang nhiéu chiéu.

e Han ché: D& bi qua khép (overfitting), can ap dung k§ thuat didu chuan

(regularization).
1.5.3.2. Long Short-term Memory Autoencoder

e Co ché: Két hop kién triic Encoder-Decoder véi cac l6p LSTM dé hoc su phu thudc
va dong hoc theo thoi gian.

e Uu diém: Chuyén biét cho dit liéu chudi; phat hién hiéu qua cac hanh vi la hodc trinh
tir bt thuong.

e Dic diém: Phu hop khi yéu t6 thoi gian/ngit canh dong vai trod trong yéu.

1.5.3.3. Transformer Variational Autoencoder
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Co ché: Két hop Self-Attention (Transformer) va mo hinh xéc suat (VAE) dé hoc phu
thudc dai han va mé hinh héa khong gian an.

Tiéu chi: Xac dinh bat thuong dua trén 181 tai tao cao hodc xac suit xuét hién thép
trong khong gian an.

Danh gia: Manh mé véi chudi da bién phtic tap nhung yéu cau dit liéu 16n va chi phi

tinh toan cao.

1.6. Cac cong trinh lién quan

1.6.1. Tong quan cdc cong trinh

Nghién ctru bat dau tir Bitcoin, sau mé rong sang Ethereum va dic biét 1a DeFi voi
hanh vi hop dong phtc tap.

Céc phuong phap khong giam sat phd bién: phan cum, mé hinh cay, mat do, one-class.
Nhiéu nghién ctu xac nhan hiéu qua cua K-means, Isolation Forest, HBOS,
Autoencoder trén dir liéu thuec.

Mot sb hudng tap trung vao siéu dit liéu va kién trac blockchain dé phat hién gan thoi
gian thuec.

Céac md hinh sau gin day (dic biét Transformer + Autoencoder) cho thiy tiém ning

mo hinh héa chudi su kién DeFi.

1.6.2. Khodng tréng nghién ciru

Pa s6 nghién ciru van nghiéng vé Bitcoin, trong khi rii ro DeFi da dang nhung it duoc
khao sat bang mo hinh khong giam sat.

Céc nghién ctru hoc sau cho DeFi con roi rac, thuong dung mdt mo hinh duy nhét,
thiéu d6i sanh hé thng.

Chua c6 chuan danh gia thong nhat dat mo hinh ¢6 dién va mé hinh sau 1én cing dir
liéu, tach thoi gian, véi thude do phu hop dir 1iéu 1éch nhan.

Do d6 kho danh gia day da vu—nhuoc diém tirmg nhém mé hinh.

1.6.3. Dong gop cua luan vin

Xay dung chuén so sanh théng nhat cho sau mé hinh tir ¢6 dién dén hoc sau trén cing
pipeline.
Ap dung tach dir liéu theo thoi gian dé phan anh tréi khai niém va dong hoc giao dich

DeFi.



9

e Thuec hién so sanh c6 hé thdng giita hai ho mé hinh: hoc may va hoc sau.
e Lam rd vai tro ctia cac md hinh chudi (LSTM-AE, Transformer-VAE) trong viéc nim

bét phu thudc thoi gian va tuong tac hop dong.

1.7. Két luan chwong

e Trinh bay nén tang 1y thuyét: ban chat blockchain, cau tric giao dich, co ché van hanh
cua blockchain cong khai va khai niém DeFi.

e Lam rd khai niém hoat dong bat thuong, cac dang gian 1an phd bién va cac tin hiéu
quan sat dugc trong dir liu.

e Gidi thiéu cac hudng tiép cin phat hién bat thudong bang hoc may va hoc sdu, kém
nguyén ly cua tirng mo hinh lién quan.

e Xac dinh huéng thuc nghiém dua trén hai dang dit liéu: dir liéu bang (tabular) va chudi
giao dich theo dia chi.

e Danh sich sau m6 hinh s& trién khai & céc chuong sau: K-Means, Isolation Forest,

HBOS, Dense Autoencoder, LSTM-AE, Transformer-VAE.
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CHUONG 2. PHUONG PHAP NGHIEN CUU VA THIET KE THUC

NGHIEM

2.1. Giéi thiéu chung

Muc tiéu: Chuyén hoa co so 1y thuyét thanh mot quy trinh thuc nghiém thong nhét, c6
tinh tai 1ap cao.

Xt 1y dir liéu: Xéac dinh ngudn, cach biéu dién dir liéu va chuan hoa pipeline tién xtr Iy
nhdm bao toan tin hiéu hanh vi, han ché nhiéu.

Thiét ké thuc nghi¢m: Xay dung kién trac moé hinh va chién luoc tdi wu dam bao viéc
danh gia 1a khach quan va khong thién 1éch.

Nguyén tic ki thuat: Bam sat cac dic thu dir liéu (mét can bang, phu thudc thoi gian,
tr6i khai niém) va uu tién sy so sanh cong bang giita hai nhém phuong phap: Hoc may

va Hoc sau.

2.2. Dit liéu

2.2.1.

2.2.2,

2.2.3.

B¢ dit liéu

Str dung b dir lieu BCCC-DeFiFraudTrans-2025 gdm hon mét triéu giao dich
Ethereum.

Dir liéu két hop dac trung & mirc vi va muce giao dich, da duoc thdm dinh nhan va kiém
tra trung lap.

Khai pha dir liéu

Dt li€u ¢6 94 cot véi ty 1€ giao dich gian 1an 1a 8,65%.

Phan b theo block number hd trg viée tach tap theo trat tu thoi gian.

Tién xir Iy dit liéu

2.2.3.1. Tuyén bang dic trung cho hoc may

Gitlr 30 dac trung quan trong nhét, chuan hoéa chi theo tap huén luyén va xuat CSV va

Parquet phuc vu K-Means, Isolation Forest, HBOS va Dense AE.

2.2.3.2. Tuyén chudi thoi gian cho hoc sau theo trinh tu

Nhom theo address, sip xép theo block number, tao chudi d6 dai 20 v6i nhan c6 fraud.

Xuat NPZ gom X, y, features, addresses va end_block.
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2.2.4. Kiém sodt chit lwong
Kiém tra kich thuéc, tinh hiru han, tinh hop 1¢ cua nhan va su on dinh ty 1€ duong tinh.

Moi bién d6i déu cd dinh seed va chi khép trén tap huan luyén dé tranh ro ri tuong lai.

2.3. Thiét ké mé hinh huén luyén
2.3.1. Pipeline hudn luyén chung
e Muc tiéu: Thiét 1ap quy trinh nhit quan, 4p dung dong bd cho ca sdu mo hinh (tir nap
dir liéu dén bao cio két qua).
e Nguyén tic: Tat cA md hinh déu tra vé diém bat thuong cung chiéu, toi uu trén tap
kiém dinh va danh gia mu trén tap kiém tra.
e Cac budc chinh:
o Nap dir liéu & Kiém tra chat luong.
o Tach tap dir li¢u theo thoi gian.
o Lam sach & Chuan héa thang do dic trung.
o Sinh diém bat thudng va quy udc cing chiéu.
o Téi uu siéu tham s6 (dung Optuna).

o Huan luyén toan cuc, Chon ngudng va Banh gia.

2.3.2. Thiét ké huén luyén mé hinh hoc mdy
2.3.2.1. K-Means

e Dit liéu CSV di chuan hoa RobustScaler, tich theo thoi gian 60-20-20.
e TéiuwuK €[1,500], n_init € [8, 40], init {k-means++, random}, va PCA 8-32 chiéu.
e Optuna (TPE) t6i vu ham J; c¢6 budc tinh chinh cuc bd quanh ciu hinh tot nhat.

e Huin luyén lai toan bo véi PCA néu duoc chon; ngudng 14y theo F1 Validation.
2.3.2.2. Isolation Forest

e Dir liéu CSV theo pipeline chung, chuan hoa RobustScaler.

e Tbi vu n_estimators 200-800, max_samples 0.3—1.0, max_features 0.3—1.0, PCA 8-
32.

e Contamination ding dé ndi chuan hoa, khong dit ngudng.

e Huén luyén full-train, chon ngudng theo F1 Validation.

2.3.2.3. Histogram-Based Outlier Score
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e Dit liéu CSV, chuin héa RobustScaler, tach theo thoi gian.

e Tbiwun bins 20-200, alpha 0.05-0.999, tol 0.001-0.5, kém PCA 8-32 dé khir twong
quan.

e Optuna + refinement tinh chinh cuc bd.

e Huén luyén lai full-train, ngudng theo F1 Validation.

2.3.3. Thiét ké huén luyén mé hinh hoc siu

2.3.3.1. Dense Autoencoder

e Huén luyén chi trén Train-Legit; dung Parquet va RobustScaler (fit trén legit).

e Kién trac dbi xtmg, c6 GaussianNoise + BatchNorm + Dropout.

e Optuna tim kién trac (wl, w2, bottleneck), dropout, L2, LR, activation.

e Huén luyén lai full Train-Legit voi EarlyStopping; tinh median/MAD trén Val-Legit.
e Ngudng ldy theo F1 Validation va ap dung cho Test.

2.3.3.2. Long Short-term Memory Autoencoder

e Dit liéu NPZ chudi; tich theo end block; impute-median — clip — RobustScaler.

e Encoder-Decoder dung LSTM (c6 thé Bidirectional) + RepeatVector -+
TimeDistributed.

e Optuna tim units, dropout, LR, batch size, Bidirectional.

e Huén luyén lai full Train-Legit; chon ngudng F1 Validation.

e Panh gia Test bang cac chi s6 chuan.
2.3.3.3. Transformer Variational Autoencoder

e Chuan héa nhu LSTM-AE; c6 tily chon bo scaler ngoai va dung LayerNorm néi bo.

e Time2Vec + PositionalEmbedding; Transformer Encoder—Decoder + 16p VAE (u, o).

e Optuna tdi wu embed dim, num_heads, sb khoi, FF-expansion, latent-size, dropout,
LR.

e Huén luyén full; diém Test 1y trung binh nhiéu 1an Monte Carlo.

e Ngudng cb dinh theo F1 Validation.
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2.4. Cac thuwée do danh gia hi€éu nang
2.4.1. Ma trin nham lin
Moi chi sé quyét dinh déu duoc din xuat tir ma tran nham 13n, bao gém 4 thanh phan

co ban khi so sanh nhan du doan véi nhan thuec té:

e True Positive (TP - Duong tinh that): Phat hién chinh xac gian lan.
e False Positive (FP - Duong tinh gid): Bdo dong gia.

e True Negative (TN - Am tinh that): Phan loai dung hop phap.

e False Negative (FN - Am tinh gia): Bo lot gian lan.

2.4.2. Nhém chi so dinh gid xép hang
2.4.2.1. Precision-Recall Curve (PR-AUC / AP)

e (Quan trong nhét cho dit liéu 1éch.
e Tom tat trade-off giita Precision — Recall & moi ngudng.

e AP cang cao thi md hinh cang dua giao dich gian 1an 1én dau danh sach.
2.4.2.2. ROC Curve (ROC-AUC)

e Do muc phan tach gitra hai 16p qua TPR—FPR.

e Phan anh d6 6n dinh téng quat.
2.4.2.3. Precision@1%

e Dinh hudng van hanh: wu tién top giao dich nghi nhat.
e Ty 1¢ gian 1an thuc sy nam trong top 1% diém cao nhat.

e Precision@]1% cao thi giam tai diéu tra tha cong.

2.4.3. Nhém chi sé dinh gid quyét dinh
2.4.3.1. Precision (D9 chinh x4ac duong tinh)

Cho biét d6 tin cdy cta canh bao; Precision thap thi nhiéu bao dong gia.
2.4.3.2. Recall (B9 nhay / B6 phu)
Cho biét mirc d6 bao phu rai ro; Recall thap thi nhiéu gian 14n bi lot..

2.4.3.3. F1-Score
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e Trung binh diéu hoa ctia Precision & Recall.

e Dung lam tiéu chi chon ngudng tdi wu trén Validation.
2.4.3.4. Balanced Accuracy (D0 chinh x4c can bang)
Gitip danh gia cong bang khi 16p thiéu s6 rat nho.
2.4.4. Chién lwoc toi wu héa téng hop
Tinh chinh siéu tham sb bang ham muc tiéu lai:
J =05 x AP + 0.3 X ROC — AUC + 0.2 X Precision@1%

2.5. Két luan chwong
Chuong 2 da thiét 1ap hoan chinh khung phuong phap luan va quy trinh thyc nghiém

cho bai toan phat hién gian 1an DeFi. Cac dong gop chinh bao gom:

e Quy trinh x1r Iy dit li€u chat ché.
e Thiét ké mo hinh da dang.

e Chién lugc tdi wu va danh gia dinh hudng van hanh.
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CHUONG 3. TRIEN KHAI THUC NGHIEM VA PANH GIA KET
QUA
3.1. Gi6i thi¢u chung
e Chuyén hoa thiét ké phuong phap luan (Chwong 2) thanh quy trinh thyc nghiém cu
thé.
e Thyc hién huin luyén, tdi wu hoa va danh gid sau mo hinh dé xuét trén bo dir licu
BCCC-DeFiFraudTrans-2025.
3.2. Mo6i truomg va cong cu
3.2.1. Céu hinh phin cirng
e CPU: Dual Intel Xeon Gold 6148 (Pam bao kha nang xtr 1y song song).
e RAM: 256 GB DDR4 (H5 tro xtr 1y b6 dir liéu 16n).
e GPU: NVIDIA GeForce RTX 4090 (T6i wu huin luyén mé hinh hoc sau).
e Luu trr: SSD NVMe 1TB (Tang tdc d6 doc/ ghi dir li¢u).
3.2.2. Cong cu va thuw vién phan mém
Nén tang: Python 3.10.
Quin ly/Tién xir Iy di liéu:
e NumPy, Pandas, PyArrow (hd tro dinh dang Parquet).
e Scikit-learn (chuan héa, giam chiéu PCA, chia tap).

Mo hinh hgc may:

e Scikit-learn (K-Means).
e PyOD (Isolation Forest, HBOS - chuyén biét cho phat hién bat thuong).

M6 hinh hogc sau:

e TensorFlow 2.10+ / Keras.
e T4i vu hda GPU: Kich hoat Mixed Precision (float16) va trinh bién dich XLA dé ting

toc do huan luyén.
Toi wu va Panh gia:

e Optuna: Ty dong hoa qué trinh tim kiém siéu tham s (stir dung chién lugc TPE).
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e Matplotlib, Seaborn: Truc quan hoa két qua danh gia (ROC/PR Curve).
3.3. Két qua huin luyén mé hinh

3.3.1. M6 hinh hoc mady
3.3.1.1. K-Means

e PR-AUC =0.7801, ROC-AUC = 0.9146, Precision@ 1% = 1.0000.
e Fl-score =~ 0.6657, Precision = 0.5707, Recall = 0.7987.

3.3.1.2. Isolation Forest

e PR-AUC =0.1902, ROC-AUC = 0.7168, Precision@1% = 0.2065.
e Fl-score = 0.3215, Precision = 0.2464, Recall = 0.4623.

3.3.1.3. Histogram-Based Outlier Score

e PR-AUC =0.2213, ROC-AUC = 0.7642, Precision@1% ~ 0.3877.
e Fl-score =~ 0.3366, Precision = 0.2347, Recall = 0.5944.

3.3.2. Mo hinh hoc sau
3.3.2.1. Dense Autoencoder

e PR-AUC =0.6574, ROC-AUC = 0.8395, Precision@ 1% = 1.0000.
e Fl-score = 0.5509, Precision = 0.4479, Recall = 0.7152.

3.3.2.2. Long Short-term Memory Autoencoder

e PR-AUC=0.5137, ROC-AUC = 0.7514, Precision@1% = 0.6765.
e Fl-score = 0.6419, Precision = 0.4944, Recall = 0.9149.

3.3.2.3. Transformer Variational Autoencoder

e PR-AUC =0.4258, ROC-AUC = 0.6768, Precision@1% ~ 0.7332.
e Fl-score = 0.6632, Precision = 0.5273, Recall = 0.8936.

3.4. Panh gia va so sanh két qua mé hinh

Bang tong hop cho thiy su phan héa rd rét gitra hai nhém mo hinh.

Bang 3. 1: Téng hop hiéu nding chi tiét ciia cdc mé hinh
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PR- ROC- F1-
M6 hinh P@1% | Precision | Recall TP FP FN TN
AUC AUC Score
K-
0.7801 | 0.9146 | 1.0000 | 0.5707 0.7987 | 0.6657 | 35,399 | 26,627 | 8,923 134,424
Means
DAE 0.6574 | 0.8395 | 1.0000 | 0.4479 0.7152 | 0.5509 | 31,699 | 39,068 | 12,623 | 121,983
LSTM-
AR 0.5137 | 0.7514 | 0.6765 | 0.4944 0.9149 | 0.6419 | 57,295 | 58,593 | 5,330 74,877
Trans-
VAE 0.4258 | 0.6768 | 0.7332 | 0.5273 0.8936 | 0.6632 | 55,962 | 50,177 | 6,663 83,293

HBOS 0.2213 | 0.7642 | 0.3877 | 0.2347 0.5944 | 0.3366 | 10,556 | 34,415 | 7,203 153,200

Isolation
. 0.1902 | 0.7168 | 0.2065 | 0.2464 0.4623 | 0.3215 | 8,210 25,106 | 9,549 162,509
orest

3.4.1. Chit lwong xép hang
e K-Means va DAE c6 PR-AUC cao nhit (= 0.78 va 0.66).
e LSTM-AE va Transformer-VAE dat muc trung binh (= 0.51 va 0.43).
e HBOS va Isolation Forest thap nhat (= 0.22 va 0.19).

3.4.2. Khd ning phén tich tong quat
e K-Means dan dau (ROC-AUC =~ 0.91); DAE xép thir hai (= 0.84).
e LSTM-AE va Transformer-VAE dat 0.75 va 0.68.
e HBOS (= 0.76) kha 6n; Isolation Forest thip nhét (= 0.72).

3.4.3. Hiéu qua tai viing cdnh bdo trong diém
e K-Means va DAE dat tuyét di 1.0.
e Transformer-VAE va LSTM-AE dat kha (= 0.73 va = 0.68).
e HBOS va Isolation Forest thap (= 0.39 va 0.21).

3.4.4. Ning lwc bao phii va cin bang phdt hién
3.4.4.1. So sanh Recall

e LSTM-AE (= 0.915): Recall cao nhét, bao phu gian l4n tot, phtt hop hé théng uu tién
han ché bo sot.

e Transformer-VAE (= 0.894): Gan twong duong LSTM-AE, diém s6 on dinh hon nho
attention.

e Dense Autoencoder (= 0.715): Khong ding chudi nhung van nhan dién t6t, chirg minh

AE tabular da manh.
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K-Means (= 0.799): Hiéu qua dang ké du chi phan cum va khong dung thong tin thoi
gian.

HBOS (= 0.594): Chi bit tét cac outlier don gian, bo sot trudng hop phirc tap.
Isolation Forest (= 0.462): Thap nhét, do phan phdi diém hai 16p chdng l4n manh.

3.4.4.2. So sanh F1-score

K-Means (~ 0.666) va Transformer-VAE (= 0.663): Hai mo hinh cin bang t6t nhét
gitra Precision va Recall.

LSTM-AE (= 0.642): F1 kha cao, uu tién bao phu hon dd chinh xac.

Dense Autoencoder (= 0.551): Recall t6t nhung Precision thap lam giam F1.

HBOS (= 0.33) va Isolation Forest (= 0.32): Hiéu ning thap ca & phét hién 14n d6 chinh

Xac.

3.4.5. Ddnh gid hiéu ning tinh todn va khd nang trién khai thwce té

Bang 3. 2: Tong hop hiéu ndng tinh todn ciia cdc mé hinh

Mo hinh D tré don 1& Thong lugng Thoi gian xit ly | Kich thuée
(ms/mau) (mau/gidy) Batch (s) (MB)
HBOS 0,29 1.277.705 0,039 9,42
K-Means 0,53 262.249 0,192 2,39
Isolation Forest | 25,07 25.774 1,941 1.448,07
DAE 119,42 264.592 0,193 3,63
LSTM-AE 131,00 15.496 0,653 32,40
Trans-VAE 120,00 20.076 0,500 0,59

Do tré thap nhat: HBOS va K-Means (<1 ms).
Thong luong cao: HBOS (= 1.28M mau/s), DAE va K-Means ~ 260k mau/s.
M6 hinh nhe: Transformer-VAE (0.59 MB), K-Means va DAE (<4 MB).
Isolation Forest rat nang (=~ 1.45 GB) va thong lugng thap.
Pé xuat trién khai:

o Tang 1 — Loc nhanh: HBOS hoic K-Means.

o Tang 2 — Phan tich sau: LSTM-AE hodc Transformer-VAE.

o Han ché Isolation Forest trong thuc té.
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3.5. Két luin chuong
e Tbng két thuc nghiém: D3 hoan thanh quy trinh hun luyén va danh gia toan dién 6
mo hinh trén bd dir liéu BCCC-DeFiFraudTrans-2025.
e Phan hoa hi¢u nang:
o Nhém Tabular (K-Means, DAE): Vuot trdi vé kha nang xép hang rai ro (PR-
AUC, ROC-AUC, Precision@]1% cao). Phit hop 1am 16p loc so cap (16p 1).
o Nhom Chudi (LSTM-AE, Transformer-VAE): Dat Recall (46 pht) cao nhat.
Phu hop 1am 16p phan tich chuyén sau (16p 2) dé han ché bo sot gian lan.
o Nhom Baseline (HBOS, Isolation Forest): Boc 10 nhiéu han ché va kém hiéu
qua trén dir liéu DeF1 phuc tap.
e Kién nghi: Khang dinh khong c6 mé hinh don 1é nao tdi uu toan dién; dé xuat hudéng
tiép can hiéu qua nhat 1 kién trac phéan ting, két hop vu diém ctia ca mo hinh tabular

(téc do, xép hang) va mo hinh chudi (46 phir).
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KET LUAN VA KIEN NGHI

Tong két két qua nghién ciru

e Thuyc nghiém: Trién khai toan dién 6 mé hinh hoc may/hoc sau trén bo dit ligu BCCC-
DeFiFraudTrans-2025 véi hai pipeline xir 1y riéng biét (bang va chudi).
e Phan hoa vai tro mo hinh:
o Nhom Tabular (K-Means, DAE): Té6i wu cho nhiém wvu xép hang
(Precision@1% tuyét d6i), phu hop loc wu tién.
o Nhom Sequence (LSTM-AE, Transformer-VAE): Téi vu cho d6 phu (Recall
cao), gitip giam thiéu bo sot gian 1an.
o Nhom Baseline (HBOS, Isolation Forest): Hiéu qua thip hon, chii yéu ding dé
tham chiéu.
e D¢ xuit giai phap: Kién nghi 4p dung kién triic phan ting, két hop sirc manh cia ca

mo hinh tabular va mé hinh chudi dé dat hiéu qua tdi uu.
Huwéng phat trién va déng gop

e Hudng mo rong:
o Tich hop thém ngudn dit lidu (bién dong gia, thanh khoan, cross-chain).
o Ung dung kién trtc tién tién hon (GNN, Transformer cho chudi dai).
o Tang cudng co ché giai thich mo hinh (Explainability) va duy tri kiém dinh dinh
ky.
e Gia tri thyc tién: Luan van cung cip mot danh gia thyc nghiém c6 hé thong va dé xuat

khung giai phap kha thi cho hé théng giam sat an ninh trong DeFi.



