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MO DAU

Trong nhitng nim gan diy, sy phat trién nhanh chong cua tai chinh phi tip trung
(Decentralized Finance — DeFi) trén nén tang Blockchain, dac biét 1a Ethereum, da hinh
thanh mot 16p ha tang tai chinh méi véi cac dic trung khong can cip phép, khong luu
ky va c6 kha nang 1ap trinh cao. Ngudi ding ¢ thé truc tiép tham gia hoan doi tai san,
vay, cho vay, cung cap thanh khoan, giao dich phai sinh hay sir dung cau n6i xuyén chudi
chi voi mot vi va két ndi Internet. Tuy nhién, chinh tinh mé va phi tap trung nay ciing
khién DeFi tré thanh muc tiéu hap din cta nhiéu hoat dong gian l4n va tan cong c6 chu
dich, gay thiét hai 16n vé tai san va anh hudng toi niém tin cia nguoi dung.

Céc hanh vi gian 1an trong DeFi xuat hién dudi nhiéu hinh thitc nhu vay chép
nhoang thao ting nguon gia, khai thac 16 hong hop dong thong minh, rat thanh khoan va
thoat du an (rug pull), tdn cong ciu ndi hay loi dung co ché quan tri. Piém chung 14 moi
thao tac déu dé lai dau vét trén chudi khdi dudi dang giao dich, sy kién va trang thai hop
d6ng, nhung phan phdi dir liéu lai rat 1éch, nhifu cao, phu thudc thoi gian va thudng
thiéu nhan day du. Trong bdi canh d6, cac phuong phap gidm sat truyén thong dya trén
luat tinh hoac cac mo hinh don gian kho theo kip tdc do bién d6i va murc do tinh vi cia

cac chién thudt tan cong moi.

Viéc nghién ctru va ing dung cac phuong phap hoc may va hoc sau cho bai toan
phat hién bat thudng trén dit liéu giao dich DeFi vi vay c6 y nghia quan trong ca vé mit
khoa hoc 1an thyc tidn. V& mat khoa hoc, ddy 1 bai toan dién hinh ctia phéat hién bat
thuong trén dit li¢u tai chinh phan tén, mét can béng va co trat tu thoi gian, doi hoi mot
quy trinh xtr 1y va danh gia chat ché. V& mit ing dung, mot hé théng c6 kha niang phat
hién sém céc giao dich hoac chudi giao dich bat thuong co thé hd tro san giao dich, giao
thirc DeFi va cac don vi quan 1y rii ro giam thiéu thiét hai, nang cao an toan cho nguoi

dung va tang dg tin cdy cua toan bg h¢ sinh thai.



Xuét phat ttr nhitng 1y do trén, luan van Iya chon dé tai “Phat hién sy bat thuong
trong hoat dong ctia mang Blockchain dya trén hoc may”, tap trung vao bdi canh giao
dich DeFi trén Ethereum véi dit liéu chudn BCCC-DeFiFraudTrans-2025. Thay vi trinh
dién mot mo hinh don 18, luan vin hudng té1 xay dung mot chuin so sanh thyc nghiém
nhat quan giita hai nhém tiép can: cac mo hinh hoc may trén dir liéu bang dic trung, va
cac mo hinh hoc sdu trén dit liéu chudi thoi gian, tat ca cing van hanh trén mét pipeline

dir liéu thong nhat.

Muc tiéu tong quat cta ludn vin 1a khao sat va danh gia hiéu qua ctia mot sé mod
hinh tiéu biéu trong phét hién bat thuong/gian 1an giao dich DeFi duéi diéu kién dit liu
thuc té, tir d6 dé xuat cach tiép can phu hop dé hd tro cac hé théng giam sat. Cac muc

tiéu cu thé gom:

Xay dung co s& 1y thuyét vé Blockchain, DeFi, khai niém hoat dong bat thuong
va gian 1an giao dich, cing cac huéng tiép can phat hién bat thuong dua trén hoc may va

hoc sau.

Thiét ké quy trinh tién xu 1y dir liéu cho hai dang dau vao (bang dic trung va
chudi thoi gian), bao dam han ché 10 ri théng tin, xtr Iy phan phdi ning dudi va giir duoc
cAu tric thoi gian.

Trién khai, t6i vu va so sanh mot nhdém mo hinh hoc may va mgt nhém mo hinh

hoc sau dai dién trén bd dir licu BCCC-DeFiFraudTrans-2025 trong mdt khung thuc
nghiém thong nhat.

X4y dung va ap dung hé thude do danh gia phu hop véi dit liéu mat cin bang, tip
trung vao chit luong xép hang va hiéu qua ra quyét dinh (nhw PR-AUC, ROC-AUC,
Precision@1%, F1 va Recall).



Xi

Phén tich wu diém, han ché cua timg nhém mo hinh trong béi canh DeFi va thao
luan kha ning két hop phan tang gitra mo hinh tabular va mé hinh chudi dé nang cao
hiéu qua phat hién.

Dbi tugng nghién ctru ciia luan van 1a bai toan phat hién bat thuong/gian 14n trong
giao dich DeFi trén Blockchain Ethereum duya trén dir li¢u giao dich da dugc gan nhan
hop phap/gian 1an. Pham vi nghién ctru tap trung vao b dit liéu BCCC-DeFiFraudTrans-
2025, v6i hai dang biéu dién chinh: bang dic trung & mirc giao dich va chudi giao dich
theo dija chi vai cira s6 thoi gian ¢ dinh. Luén van chu yéu xem x¢ét cac moO hinh khong
giam sat hoac ban giam sat dua trén viéc hoc hanh vi binh thudng va phat hién sai 1éch,

chua di sau vao céc kién truc do thi hodc cdc mo hinh c6 gidm sat thuan tay.

Vé phuong phap, luan van két hop giita: nghién ctru 1y thuyét dé hé thong hoa cac
khai niém vé Blockchain, DeFi, phat hién bat thudng va cac mé hinh tiéu biéu; phén tich
dir liéu thuc nghiém trén b BCCC-DeFiFraudTrans-2025, thiét ké hai tuyén tién xur ly
cho dit liéu bang va dir liéu chudi; xay dung pipeline huan luyén thong nhit cho ca hai
nhém mé hinh, st dung toi wu héa siéu tham sb tu dong va tach bach rd rang giita tap
huén luyén, kiém dinh, kiém tra; va phan tich, so sanh két qua theo nhiéu g6c nhin dé rat

ra nhan xét va kién nghi.
Nhirng déng gop chinh ctia luan vin c6 thé tom tat nhu sau:

Dé xuit mot quy trinh tién x{r Iy va huan luyén co thé tai 1ap cho bai toan phat
hién bat thudng trong giao dich DeFi, véi hai tuyén dit liéu riéng cho bang dic trung va
chudi thoi gian, tuan thi nghiém ngat nguyén tac tach tap theo trat tu khéi dé han ché ro

ri thong tin.

Thuc hién mot so sanh thuc nghiém c6 hé théng giita cac md hinh hoc may va
hoc sau trén cung mot bg dir 1iéu DeFi1 va cung bd thudc do danh gia, qua dé 1am rd dac

diém vén hanh cua tirng nhom trong boi canh dir li€éu mat can bang.



Xii

Chi ra su phan hoéa vai tro gitta caic mo hinh trén dir 1li€u bang (phu hop lam 16p
loc wu tién, tap trung vao xép hang rui ro) va cac mé hinh trén dir liéu chudi (phu hop
tang d6 bao phu nhd khai thac dong hoc theo thoi gian), tir 46 goi ¥ hudng tiép can phan
tang khi trién khai hé thong phat hién gian 1an trong thuc té.

V& bd cuc, luan van duoc td chire thanh ba chuong:

Chuong 1. Co sé 1y thuyét: Trinh bay tong quan vé Blockchain va DeFi, khai
niém hoat dong bat thuong va cac hinh thtrc gian 14n dién hinh trong DeFi, phat biéu bai
toan phat hién bat thuong va gidi thiéu cac huéng mé hinh sir dung, ciing tong quan cong

trinh lién quan va khoang trong nghién ciru.

Chuong 2. Phuong phap nghién ctru va thiét ké thuc nghiém: Giéi thiéu bo dir
liu BCCC-DeFiFraudTrans-2025, mé ta chi tiét quy trinh tién xir Iy cho dit liéu bang
va chudi thoi gian, thiét ké pipeline huan luyén chung, cu hinh va chién lugc t6i wu cho

tirng mo hinh, ciing hé chi s6 danh gia.

Chuong 3. Trién khai thuc nghiém va danh gia két qua: Trinh bay mdi truong
thue nghiém, két qua toi uu va danh gia chi tiét cho tirng moé hinh, so sanh hiéu ning
giita cac nhom tiép can va thao luan y nghia thyc tién, lam co sd cho cac dé xuat va kién

nghi & phan két luan.

Thoéng qua cAu truc nay, luan van ky vong cung cép mot cai nhin mach lac va toan
dién vé viéc ap dung céc k¥ thuat hoc may va hoc sau cho bai toan phat hi¢n bat thuong
trong giao dich DeFi, dong thoi dua ra cac goi ¥ thiét thuc cho viéc thiét ké va trién khai

hé théng giam sat gian 14n trén nén tang Blockchain.



CHUONG 1.COSOLY THUYET

1.1. Giéi thi¢u chung

Chuong 1 thiét 1ap co so 1y thuyét va khung khai niém cho bai toan phat hién bat
thudng trong giao dich Blockchain. Trong tim gém: chuin héa thuit ngi, xac 1ap boi
canh dit liéu va pham vi nghién ctru, trinh bay nén tang vé Blockchain va DeFi & mtic
can thiét, 1am ro khai niém hoat dong bat thudng cung cac dic trung dit liéu lién quan,
phat biéu khung bai toan va nhém phuong phap dua trén hoc may, hoc siu, dong thoi
diém qua cac cong trinh lién quan dé dinh vi dong gop. Muc tiéu 1a c6 dinh hé thuét ngi,

tao nén cho thiét ké thuc nghiém va phan tich két qua ¢ cac chuong tiép theo.

1.2. Tong quan vé Blockchain

1.2.1. Khdai niém cua Blockchain

Blockchain 14 s6 cai phan tan theo mé hinh chi ghi t6 chirc thanh cac khéi (block)
lién két bang con tré bam (hash pointer) theo trat ty thoi gian [20], [22]. Mbi khdi chta
tap giao dich va siéu dit liéu; bam ctia khoi hién tai tham chiéu khéi trudc nén moi thay
d6i qua khtr 1am sai 1éch day bam va bj co ché dong thuin bac bo. Cac ban sao s cai
dugc duy tri trén mang ngang hang (P2P) va duoc thong nhat thr ty khdi cung trang thai
thong qua co ché dong thuan [11]. Tinh bét bién dat dugc khi khéi dat tinh hoan tat:
mang tinh xac suit trong co ché dong thuan kiéu Nakamoto va gan quyét dinh voi cac
giao thirc chiu 16i Byzantine (BFT). Mtrc @6 minh bach phy thudc mo hinh: chudi cong
khai cho phép kiém chimg toan bo lich str, con chudi cip phép ap dung kiém soat truy

cap [27].

1.2.2. Pic diém ciia Blockchain
1.2.2.1. Phi tap trung

Trong chudi khéi cong khai, khong ton tai may cha trung tim. Nhiéu niit ngang

hang cung duy tri va x4c thuc s6 cai theo quy tic giao thirc, loai bo diém 16i don (SPOF),



tang kha ning chong kiém duyét va ning do sin sang [20]. O tang dir liéu, giao dich lan
truyén qua bd nhd cho giao dich (mempool) theo nhiéu tuyén, hinh thanh dong sy kién
da nguén, bdi canh thuén loi dé nhan dién cac mau hanh vi léch chuén theo thoi gian va

theo dia chi [29].
1.2.2.2. Bét bién

Moi khéi tham chiéu bam cua khéi trude, nén moi sira doi qua khir s& pha vo
chudi bam vé sau va bi co ché dong thuan bac bo dudi gia dinh da sé trung thue [22].
Mtic d6 hoan tat phu thudc giao thurc; cé thé can sd xac nhan nhat dinh hodc dat hoan tat
& tang giao thire. Tinh bat bién h trg dinh danh sy kién bang s khéi va bam giao dich,
gitip gan nhan va trich xuat dic trung 6n dinh, giam rai ro tréi nhin theo thoi gian. Can
Iuu y kha nang ti t6 chitc chudi trong cira sO ngan, vi vdy tap huan luyén nén bo qua

mot s6 khoi gan nhat dé tranh di liéu chua 6n dinh [6].
1.2.2.3. Minh bach

Pa s6 chudi cong khai cho phép kiém chimg toan b lich str, ddng thoi duy tri 4n
danh bt danh: dia chi khong gan dinh danh thyc, nhung ludng gié tri van quan sat duoc.
Tir d6 c6 thé xay dung dic trung hanh vi nhu tan suat va kich thudc giao dich, gas da
dung, tong gas (phi) tich liy, s6 tht ty giao dich, mirc do két ndi di tac, cling nhu mau
tuong tac hop dong thong minh. Céc tin hiéu nay hitu ich cho mé hinh phat hién bat
thudng trong bdi canh DeFi [16], [19].

1.2.2.4. Bong thuan

Pong thuan xac 1ap thir ty khoi va trang thai ding cua s6 cai. Vi bang ching
cong viéc, cong sudt tinh toan quyét dinh quyén dé xuat khoi; v6i bang chimg cb phan,
¢ phan cuing quy tic hoan tat chi phdi an toan va tinh hoan tit. Pong hoc dong thuan
anh huong truc tiép t6i bd nhé cho giao dich va chi phi giao dich: khi tic nghén, canh

tranh chén giao dich lam gi4 gas va phi uu tién bién dong theo thoi gian [11]. Pay la



ngudn tin hiéu quan trong cho xép hang bat thudng, dic biét trong cac pha bién dong cuc

bd hodc khi xuat hién khai thac gia tri boi ngudi san xuat khdi (MEV) [7].

1.2.3. Céu triic dir ligu ciia Blockchain

Blockchain 1 chudi cac khdi nbi tiép bang con tré bam; mdi khdi 12 mot cu trac
dir liéu gom tiéu dé khéi (block header) dé rang budc toan ven va than khéi (block body)
dé chira danh sach giao dich cung dir lidu lién quan. Phan nay s dung ngit canh

Ethereum vi phu hgp vi dit liéu DeFi cua luén van.
1.2.3.1. Tiéu dé khéi

Tiéu dé khbi tap trung cic cam két mat ma va tham s van hanh, cho phép xac

minh doc 1ap ndi dung khéi va rang budc toan ven chudi [32].

Lién keét chuoi: badm cua khoi trudec bado ddm moi chinh stra qua khir s€ lam doi

bam va lam mat hi€u luc cac khoi phia sau.
Ba goc bam chinh ciia cAdy Merkle-Patricia trie:

e Gbc giao dich (Transactions root): cam két danh sach giao dich cua khéi.

e Gbc bién nhan (Receipts root): cam két tap bi€n nhan thyc thi, gSm trang thai két
qua, lugng gas ti€u thu va nhat ky su kién.

e Gbc trang thai (State root): cam két trang thai toan cuc sau khi 4p dung toan bo

giao dich.

Tham sb van hanh: s6 khéi, thoi diém tao, han mirc gas, lugng gas da dung, phi

co s& theo EIP-1559; cac trudng ndy chi phdi ning luc chira giao dich va dong hoc phi.

Y nghia do6i véi ludn van: cac cam két trong tiéu dé khoi cung cap dinh danh bén
vitng d¢ gin nhan va trich chon dic trung; dong thoi can luu ¥ cira s6 tai to chic chudi

ngan han khi xay dung tap dit liéu huan luyén va danh gia [12].



1.2.3.2. Than khéi

Thén khdi chira danh sach giao dich duoc sa"lp theo quyét dinh cta thyc thé tao
khéi; thir tu nay chi phdi trinh ty thyc thi va tiéu thy tai nguyén. Mdi giao dich sau khi
thuc thi tao mdt bién nhan phan anh két qua, luong gas sur dung va cac ban ghi sy kién
dé phuc vu truy vét. Ty phién ban giao thirc, than khdi c6 thé kém thém dir liéu mé rong
nhu danh sach rat phén thudng hodc cac doi tuong lién quan dén co ché mo rong dir ligu,
nhung hat nhan van 13 chudi giao dich va cac bién nhan twong tng, vén cung cap nén

tang cho viéc trich chon dic trung va gin nhén trong bai toan phat hién bat thuong [1].

1.2.4. Giao dich va vong doi cua giao dich

1.2.4.1. Khai niém va ciu tric giao dich

Giao dich la don vi thao tac co ban lIam thay doi trang thai s6 cai blockchain, nhu
chuyén tai san, trién khai hodc goi hop ddong thong minh. Mdi giao dich 1a mot thong
diép duoc ky bang khoa riéng ctia ngudi giri va phat tan trén mang dé dugc xac thuc va
ghi vao khdi.

Trong Ethereum, giao dich thuong gom cac thanh phan chinh: dia chi giri va nhan,
gia tri chuyén (value), dit liéu goi hop dong (data), nonce, cac tham s phi gas theo EIP-
1559 (maxFeePerGas, maxPriorityFeePerGas, gas limit), cung chainld va chit ky s dé

xac thuc giao dich.
1.2.4.2. Vong doi giao dich
Tao va ky: vi tao giao dich, udc lugng gas va ky bang khoa riéng.

Phat tan: giao dich duogc guri 1én mang va vao mempool, noi cac nat kiém tra chix

ky, s6 du va nonce [13].

Lua chon: ngudi xac thyc chon giao dich tir mempool va Sép thir tu wu tién dua

trén phi va diéu kién mang [7].



Thuc thi: giao dich dugc thuc thi trong EVM, cap nhat trang thai; néu 18i hodc

hét gas thi van mat phi da tiéu thy.

X4c nhan: khéi chaa giao dich dugc lan truyén va thém vao blockchain, dat do

tin cdy sau mot s6 xac nhan.
1.2.4.3. Két qua thyc thi, bién nhan va sy kién

Sau khi thuc thi, giao dich tao bién nhan (receipt) ghi lai trang thai thanh céng/thét
bai, lugng gas da dung va cac su kién (events) phat sinh. Céc sy kién 12 nguon dit liéu
quan trong dé theo ddi hoat dong DeFi nhu chuyén token, hoan d6i, vay hodc cung cap
thanh khoan. Ngoai ra con c6 giao dich ndi bd (internal transactions) phat sinh tir 161 got

giita cac hop dong, duoc ghi lai trong logs va traces dé phuc vu phén tich [16], [21].

1.3. Tong quan vé DeFi

1.3.1. Khdai niém cua DeFi

Tai chinh phi tap trung (DeFi) 14 16p dich vu tai chinh trién khai truc tiép trén
chudi khéi thong qua hop dong thong minh (smart contract) [20]. Thay vi phu thudc vao
t6 chuc trung gian, cac quy tic xir 1y gia tri dwoc ma hoa va thyc thi quyét dinh trén may
trang thai cta chudi. Pic trung van hanh ctia DeFi gdm khong can cip phép cho phép
bat ky dia chi vi hop 18 twong tac giao thirc; khong luu ky bao toan quyén kiém soat khoa
riéng va tai san; va kha nang lap ghép gitip nhiéu giao thirc lién két tao thanh chudi thao

tac trong mot hoac vai khoi.

Dt liéu trong DeFi hinh thanh tr giao dich & 16p thyc thi, bién nhan va sy kién
hop dong, ciing vai trang thai sau mdi khdi. Tir d6 hinh thanh cac bé mat quan sat giau
tin hiéu cho mo hinh: tin suét tuong tac, 1u6ng tai san gitra dia chi, cAu tric goi hop déng
16ng nhau, cung cac tham sd thi truong nhu trugt gia hay mic phi. Trong pham vi luan
van, DeFi duoc coi la nguén dit liéu co céu tric, xac thue duoc, phuc vu xay dung dac

trung va gan nhan hanh vi [16].



1.3.2. Muc tiéu cua DeFi

DeFi huéng t6i bon muyc tiéu ¢t 18i. Thir nhat 1a mo rong tiép can dich vy tai
chinh véi rao can gia nhap thip trén ha ting cong khai. Thir hai 1a t6i wu hiéu qua vén
thong qua tu dong hoa quy tic khép 1énh, cho vay c6 thé chap, va luan chuyén thanh
khoan giita giao thirc. Thir ba 1a giam nhu cdu tin cy tip trung bang cach thay thé quy
trinh van hanh thii cong bang ma ngudn cong khai, ¢6 thé kiém chimg trén chudi [22].
Thi tu 13 1ap trinh dugc cac san pham tai chinh méi bang cach két hop nhiéu khoi xay

dung.

1.3.3. Ung dung phé bién ciia DeFi
Nhitng nhém tng dung dudi day vira chiém ty trong 16n trong hoat dong DeFi,

vira cung cap nhiéu tin hiéu riii ro phuc vu phét hién bat thuong [16], [27]:

e Hoan doi tai sain (AMM DEX).

e Vay, cho vay thé chép.

e Cung cip thanh khoan, khai thac loi suat.
e Phai sinh phi tap trung.

e (Cau ndi va tai san tong hop.

Téng hop lai, cac tmg dung niy tao ra khong gian dic trung giau tin hiéu ¢ ba
16p: théng ké giao dich theo thoi gian, d6 thi ludng tai san giita dia chi, hop dong va ngi
nghia sy kién hop dong; ddy 12 nén tang cho thiét ké dic trung va lya chon mé hinh trong
cac chuong tiép theo.

1.4. Hoat dong bat thuwong trong Blockchain
1.4.1. Khdi niém vé hoat dpng bit thuong

Hoat dong bat thuong duoc hiéu 1a céc hanh vi, chudi hanh vi hodc ciu trac dit

liéu 1éch dang ké khoi mo hinh van hanh théng thudng ctia mang luéi [3], [11]. Trong

bdi canh Blockchain va DeFi, bt thuong co thé xuét hién & nhiéu cép do: tai mdt giao



dich riéng 1¢, tai mot dja chi qua thoi gian, tai mot hop dong thong minh, & cAp khéi hodc
& cAp mot co ché giao thirc nhu bé thanh khoan hay cau ndi xuyén chudi. Bat thuong
khong dong nghia vé6i gian 14n; day 1a khai niém bao tram, trong dé gian 1an 13 mét tap

con mang tinh chu y nham chiém doat loi ich hoac lam sai Iéch trang thai.

V& hinh théi, c6 thé phan biét bat thudong diém (mot giao dich hodc mot khdi 1éch
chuan), bat thudng theo ngit canh (hanh vi chi tré nén bat thuong trong mot dicu kién
nhat dinh nhu giai doan tic ngh&n mang), bat thuong tap thé (mot chudi 11 goi hop dong
phéi hop tao hiéu tng) va thay doi ché do (su chuyén pha hanh vi kéo dai trong mot
khoang thoi gian) [3]. Cac dic thu cua dit liéu chudi khéi lam cho bai toan trd nén kho:
phan phdi nang dudi, nhan khan hiém va cuc mat can bang, troi khai niém theo thoi gian,
tac nhan d6i khang c6 kha nang thich nghi, dir liéu da ngudn va dang dong thoi gian gan
thoi gian thyuce [12], [23]. Ngoai ra con ¢ cac yéu td ha ting nhu hang doi giao dich, tai
t6 chirc chudi trong ctra sd ngdn, va cac co ché t6i wu thir ty khép 1énh c6 thé 1am méo
tin hiéu.

Dé nhan dién hiéu qua, can két hop cdc nhoém dac trung bd tro nhau: dic trung
théng ké giao dich theo thoi gian, dac trung dd thi dong gia tri va quan hé dia chi, dac
trung thuc thi hop dong tir nhat ky sy kién, cing trang thai kinh té cta giao thirc nhu
thanh khoan, thé chap va bién dong chi phi giao dich [6]. Phuong phap tiép can phu hop
thuong 13 hoc khong giam sat hodc ban giam sat, vu tién xép hang nguy co dé phuc vu

ra soat theo ngudng hoic theo ti 18 wu tién c6 dinh.

1.4.2. Cac hinh thirc gian ldn giao dich trong DeFi
Gian 1an trong DeFi 1a cac kich ban ¢ chii dich nham tryc 1oi tir co ché hop dong
thong minh, ngudn gi4, thanh khoan hodc quan tri. Mot sé nhom dién hinh gdém [19],

[29]:

e Vay chdép nhodng thao ting gia.



e Khai thic 161 hop dong théng minh.

e MEV, d6n dau va kep gia.

e Rut thanh khoan va thoat du an.

e Tan cong cau ndi xuyén chudi.

e Tan cong quan tri dung vay chp nhoang.
e Lira dao cip quyeén chi tiéu, chiém doat vi.

e Thao ting thi truong va tai san thé chap.

Tuy co ché khac nhau, cac hinh thire trén déu dé lai nhitng mau hinh chung nhu:
cudng do giao dich ting dot bién trong cira s6 ngan, chudi goi hop dong sau bat thudng,
truot gia va chi phi gas thay doi manh, dong tai san di chuyén nhanh qua nhiéu vi, su
kién rat thanh khoan 16n hodc chuyén quyén quén tri gan thoi diém bién dong gia, va
quyén biéu quyét ting dot ngot [29]. Cac mau hinh nay 1a co s dé thiét ké dic trung &

cap giao dich, dia chi va giao thirc trong mé hinh phat hién bat thudng.

1.5. Phwong phap phat hién bat thuwong
1.5.1. Bai todn phdt hién bit thuwong trong dir lidu giao dich

Muc tiéu ctia bai toan 1a gan cho mdi thuc thé quan sat mot diém rui ro dé xép
hang uu tién hodc ra quyét dinh theo mot ngudng da hiéu chinh [3]. Thyc thé c6 thé 1a
giao dich don 1&, mot chudi giao dich theo thoi gian cia mot dia chi, mot phién twong
tac voi hop déng, hoac mot cum su kién gén vo1 mat giao thirc DeFi. Paura mong mudn
la thang diém lién tuc phan anh muc d6 bat thuong; viéc phan loai nhi phan dugc suy ra

bang cach chon ngudng phi hop véi chi phi sai sot va nang luc xtr Iy hau kiém.

Dir lidu dau vao thudng c6 hai dang: bang dic trung & muc giao dich va chudi
thoi gian & mire dia chi hodc phién twrong tac. Nhan gian 14n khan hiém hodc khéng sin

c6, do d6 quy trinh thuc nghiém wu tién hoc biéu dién hanh vi binh thudng va phat hién



sai 1€ch so véi chuan nay, két hgp hiéu chinh ngudng bang mdt phan nho nhan néu co

[6].
Pic thu cua dir liéu trén chudi dit ra cac rang budc ki thuat:

e MAt can bang 16p: ti 18 duong tinh rit nhd, can cac d6 do dua trén xép hang thay
vi d6 chinh xac tong quat.

e Trbi khai niém theo thoi gian: hanh vi va chién thuat tin cong thay d6i, yéu cau
tach tap theo thoi gian, tranh ro ri twong lai va cho phép tai hiéu chinh dinh ky.

e Phu thudc theo chudi: nhiéu bat thudng hinh thanh qua mét diy hanh dong, can
moO hinh héa theo trinh tu hoac gop theo cua $0.

e Nhiéu va cwe tri: phan phéi ning dudi do bién dong phi va thanh khoan, doi hoi
chuan hoa va quy tic cit ngudng on dinh.

e Poi khang: ké tn cong co thé che gidu tin hiéu don 1é, nén uu tién diém s6 bén

viing dya trén nhiéu dic trung va nglt canh.

Theo ché d nhén, c6 ba hudng chinh: khong giam sat (hoc trén dit lidu duoc gia
dinh cha yéu 13 binh thudng), ban giam sat (dung it nhan dé hiéu chinh ngudng va wu
tién), va co giam sat (tao nhiém vu phu nhu che, khéi phuc dé hoc biéu dién bén viing)

[6], [12].

1.5.2. M6 hinh hoc may
1.5.2.1. K-Means

Puoc lya chon lam phuong phap co so (baseline) nho kha ndng phan cum hi¢u
qua trén céc tap dir liéu 16n khong nhan. Gia dinh rang hanh vi giao dich binh thuong s&
tap trung thanh cac cum dam déc, trong khi gian 1an 1a cac diém nam xa tAm cum [18].
Mo hinh nay gitip nhan dién nhanh céc giao dich c6 dic trung théng ké léch chuan rd

rét.
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1.5.2.2. Isolation Forest

Puoc lvya chon nho kha nang xtr 1y tdt dit liéu nhiéu chiéu va nhidu ma khong can
tinh toan khoang cach phtrc tap. Thuat toan hoat dong dya trén nguyén ly "c6 lap": cac
giao dich gian 14n thudng "it va khac biét", do d6 d& bi co 1ap & d6 siu thap cua ciy quyét
dinh hon so véi giao dich binh thuong [17]. Pay 1a phuong phap manh (robust) dé xir 1y

cac ngoai lai trong dir liéu DeFi.
1.5.2.3. Histogram-Based Outlier Score

Pugc lwa chon vi toc dd tinh toan cuc nhanh va phu hop véi gia dinh céc dac
trung doc lap cuc bd. HBOS hiéu qua trong vi¢c phat hién céc bat thuong cuc bo trén
cac phan phdi ning dudi (heavy-tailed) cta dit liéu tai chinh ma cac mé hinh dya trén
khoang cach (nhu K-Means) c6 thé bo sot [8].

1.5.3. M6 hinh hoc sdu
1.5.3.1. Dense Autoencoder

Khic phuc han ché ciia cac mé hinh tuyén tinh bang cach hoc cic biéu dién phi
tuyén cua di liéu thong qua mang no-ron nhiéu 16p. DAE phat hién bat thuong dya trén
16i tai tao (Reconstruction Error): mo hinh duoc huéan luyén dé tai tao tot cac giao dich
binh thuong, do do céc giao dich gian 1an voi cAu tric la sé sinh ra 13i tai tao 1én [9].
1.5.3.2. Long Short-term Memory Autoencoder

Puoc Iya chon dé giai quyét bai toan chudi thoi gian. Khac vi DAE chi nhin vao
timng giao dich, LSTM-AE c6 kha ning ghi nhé trang thai qua kh thong qua cic cong
nhd, tir d6 phat hién cac bat thuong vé mat trinh tu (vi du: mot chudi 1énh nap - rut -

hoan dbi dién ra véi tbc do bat thuong) ma cic mo hinh tinh khong thé nhin thay [21].

1.5.3.3. Transformer Variational Autoencoder
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La mo hinh tién tién nhit dugc 4p dung trong luan vin. Co ché Self-Attention
gitip mo hinh nam bat cac phy thudc dai han tét hon LSTM, dong thoi khong gian tiém
an bién phan (Variational Latent Space) gitp tang tinh bén viing trudc nhidu dit liéu on-
chain. M6 hinh nay duoc ky vong phat hién cac mau tin cong phirc tap kéo dai qua nhiéu

khéi [16].

1.6. Cac cong trinh lién quan

1.6.1. Tong quan cdc céng trinh

Nghién ciru phat hién bat thuong trén Blockchain khéi dau tir bbi canh Bitcoin,
sau d6 mo rong sang Ethereum va dic biét 1a DeFi véi mtc do twong tac hop dong va
dong hoc thi truong phirc tap hon. Mot khao sat gan day tong hop hé phuong phap khong
giam sat thudng gdp trong bdi canh thiéu nhan, bao gém céc k¥ thuat phan cum nhu K-
means, cadc phuong phap dua trén cdy nhu Isolation Forest, cdc phwong phap dya trén
mat do, va cac tiép can mot 16p (vi du One-Class SVM) [6]. Khao sat nay dong thoi néu
bat cac thach thirc thuc nghi¢m dac thu cua dir li¢u trén chudi nhu mat can béng nghiém
trong, troi khai niém theo thoi gian, va nhu cau danh gia bang cac thudc do phu hop xép
hang wu tién. Nhitng két luan nay dinh hinh nén tang phuong phép cho cic nghién ctru

sau d6 [5], [27].

Bén canh 16p phuong phap tong quat, nhidu cong trinh di kiém chung tinh kha
thi ciia hoc khong giam sat trén dir liéu giao dich thuc té. Shafiq thuc hi€én mot nghién
cuu so sanh trén dit li¢u Bitcoin, 4p dung K-means, Isolation Forest, Histogram-based
Outlier Score va cac bién thé autoencoder dé nhan dién mau hanh vi 1éch chuan & cép
giao dich hoic dia chi, qua d6 khang dinh hiéu lyc ctia cac mé hinh ndy trong mdi trudng
thiéu nhan [26]. Mot huéng tiép can dong thoi khac dé xuat khung ap dung K-means va
Isolation Forest, nhan manh vai trd cua trich xuét dic trung tur dau vét giao dich nhu kich
thudce, ddu thoi gian va dia chi, xem ddy 1a ddu vao thiét yéu cho mo hinh khong giam

sat [28].
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Ngoai khai thac truc tiép dic trung giao dich, mot s6 cong trinh tip trung vao siéu
dir lidu va kién tric mang Blockchain. Giai phap BAD (Blockchain Anomaly Detection)
mo ta mot hé thong phan tan thu thap, d6i chiéu va phén tich siéu dit liéu trén chudi (bao
g6m ca hién tuong phan nhanh chudi), tir d6 xay dyung kho tri thitrc phuc vu phét hién bat
thuong theo thoi gian thuc [29]. Cong trinh nhan manh kha ning tich hop cac k§y thuat

hoc may va tri tu¢ nhan tao dé tinh chinh hiéu qua nhan dién trong tuong lai.

Khi DeFi tré thanh bdi canh trung tam, yéu cau mod hinh hoa phu thudc dai han
va twong tac hop dong ting manh. Mot nghién ciru tiéu biéu dé xuat két hop bo ma hoa
tu dong bién thién véi kién trac Transformer dé vira hoc biéu dién tiém an, vira nim bt
phu thudc dai han trong chudi sy kién ctia mot giao thirc DeFi cu thé, qua do xép hang
bat thudng gin voi cum giao dich hodc phién tuong tic hop dong [16]. Két qua cho thay
tiém ning cta cac mo hinh hoc sau chudi trong nhan dién sy kién bat thuong ndi sinh

cua DeFi.

1.6.2. Khodng tréng nghién ciru

Tong hop cac cong trinh cho thay con ba khoang trong ndi bat. Thit nhét, phan
16n so sanh mo hinh hoc méy cb dién tap trung vao Bitcoin [26], trong khi DeFi ¢ ciu
tric tuong tac da hgp dong, thanh khoan bién dong va nhiéu co ché sinh rui ro (vi du vay
chép nhoang, thao ting ngudn gia) chua duge khao sat toan dién bang cac mo hinh khong
giam sat hoc may ¢ dién. Thir hai, cac nghién ciru hoc sau trong DeFi con méi va thudong
trinh dién mot kién trac don 1¢ c6 dd phtrc tap cao (nhu Transformer-VAE), thiéu cac so
sanh hé thong gitra nhidu bién thé autoencoder dé lwong hoa rd rang loi ich theo chudi
thoi gian va theo ngit canh sy kién hop déng. Tht ba, hién chua c6 mét chuén so sanh
déng nhét dit cac md hinh hoc may ¢d dién canh cac m6 hinh hoc sau trén cung mot bo
dir liéu DeFi v6i quy trinh tach theo thoi gian va bo chi s6 danh gid phi hop tinh mét can
bang [12].
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1.6.3. Dong gop cua ludn van

Luan vin nay hudng tdi lap day cac khoang tréng trén bang mot nghién ciru thyc
nghi¢m nhét quan va tai 1ap. Cu thé, luan van xay dung mot chuén so sanh trén dit liéu
DeFi, trién khai sau mo hinh gém K-means, Isolation Forest, Histogram-based Outlier
Score, Dense Autoencoder, LSTM-AE va Transformer-VAE trén ciing mot pipeline tién
xir ly va ddc trung, bao dam tach theo thoi gian dé phan anh troi khai niém, va danh gia
bang cac thudc do phut hop dir liéu cuc mat can bang. Thiét ké nay vira mo rong hudng
tong quan phuong phap khong giam sat dugc néu trén, vira ddi chiéu c6 hé thong hai ho
mo hinh (hoc mdy va hoc siu) trong bdi canh DeFi von chua duoc chuan hoa so sanh &
cac cong trinh trude. Ngoai ra, luan van nhan manh mé hinh hoc sau theo chudi (LSTM
va Transformer) nhu mot duong huéng phit hop dé ndm bat phu thudc theo thoi gian va
cAu triic 101 goi hop dong, diém da duoc goi md nhung chua dugc so sanh rong trong tai
liéu hién co.
1.7. Két luan chwong

Chuong 1 da dat nén tang 1y thuyét cho dé tai: trinh bay ban chat chudi khdi, cau
trac khoi, co ché van hanh dic thu ciia méi trudng cong khai, ciing nhu khai niém va
muc ti€u cua tai chinh phi tap trung. Trén co s& do, chuong da l1am rd khai niém hoat
dong bat thuong trong dir liéu chudi khoi, cac hinh thirc gian 1an dién hinh trong hé sinh
thai DeFi va nhimng tin hiéu c6 thé quan sat dé nhan dién rui ro. Phian phuong phap da
gidi thiéu cac hudng tiép can phat hién bat thuong theo ca hoc may va hoc sau, kém

nguyén 1y van hanh cbt 18i cia timg mé hinh.

Tur céc phan tich trén, luan van xac dinh cach tiép can thuc nghiém cho cac
chuong tiép theo nhu sau: sir dung hai géc nhin dit liéu bo trg nhau gdm bang dic trung
tabular va chudi thoi gian giao dich theo dia chi; 4p dung nhém mé hinh hoc may khong

giam sat; &p dung nhom mo hinh hoc sau tai tao dé 1am thuc nghiém.
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CHUONG 2. PHUONG PHAP NGHIEN CUU VA THIET KE
THUC NGHIEM

2.1. Gidi thiéu chung

Chuong 2 chuyén hoa khung 1y thuyét & Chuong 1 thanh mot quy trinh thyc
nghiém c6 thé tai 1ap nham phat hién bat thudng trong giao dich DeFi. Trong tim la xac
dinh rd ngudn dit liéu va cach biéu dién phu hop voi muyc tiéu phét hién, chuan héa céac
bude xir Iy dé bao toan tin hiéu hanh vi, va xay dung kién trac mé hinh cing chién luoc
t61 wu bao dam tinh khach quan. Cac quyét dinh thiét ké déu bam sat dic thu dit liéu mat
can bang, phu thudc thoi gian va c6 troi khai niém, dong thoi wu tién kha ning so sanh

cong bang giira cic phuong phap.

2.2. Dit lidu
2.2.1. B$ dir ligu

Luan van st dung bd dir li¢u chuan BCCC-DeFiFraudTrans-2025 trén nén tang
Ethereum. D li€u tap trung vao cac dac trung hanh vi & cép do giao dich (Gas, Nonce,
dong Token, trang thai 16i) thay vi lich st vi, cho phép phat hién hiéu qua cac kich ban
tan cong moi (zero-day). Nhan gian 1an dugc xéac thuc qua thé Etherscan va trai qua quy

trinh kiém tra chéo nghiém ngit dé dam bao tinh nhat quan va loai bo trung lip.

2.2.2. Khai pha dit liéu

Ban dir liéu dung trong nghién ciru duge gop tir hai tép CSV do BCCC cong bd:
DeFiTransLyzer fraud.csv va DeFiTransLyzer legitimate.csv. Sau gdp, tap dir li¢u c6
1.026.867 dong va 94 cot, trong d6 16p gian 1an chiém khoang 8,65%. Phan b6 nhin &
mirc mat can bang vira phai, pht hop véi cac thude do dua trén xép hang nhu PR-AUC
va cac chi sb tai ngudng uu tién c6 dinh. Mot sb ban ghi tiéu biéu tir bo dit lidu duoc

minh hoa trong bang 2.1 nhu sau:
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Badng 2. 1: Céc ban ghi dit liéu minh hoa do BCCC céng bo

address block nonce_med | cumuGas_avg ... | gasUsed_sum | cumuGas_sum | label
0x3bc...2b04e | 2,279,473 | 1,196.5 1,158,476 .. | 58,856,326 2,905,457,455 0
0x38a...76e3a | 5,046,713 | 161,815.5 2,054,311 . | 26,436,938 1,992,681,231 0
0x2d3...5b098 | 2,311,909 | 347,050.0 864,696 .. | 43,497,586 1,429,341,801 0
0x32E...d180E | 5,750,367 | 7.0 2,357,627 .. | 735,000 82,516,931 1
0x5be...A3986 | 5,329,061 | 512.5 1,943,765 .. | 1,218,000 112,738,394 1

Vé thoi gian, di liéu bao phul dai block number tir 46.468 dén 14.999.970, cho
phép tach theo trat tur khdi dé han ché ro ri twong lai. Cau tric trudng gom 88 cot sd va
5 cot phan loai/chudi (khong tinh cot nhn), phan anh cac théng ké tong hop theo nhidu
cap (vi du nhom nonce.*, cumulativeGasUsed. *). Kiém dinh Kolmogorov—Smirnov cho
thiy nhiéu dic trung c6 khac biét phan phdi rd gitra hai 16p (ddc biét & nhém nonce va
cumulativeGasUsed). Mot s6 trudng mang tinh k¥ thut hodc ¢ nguy co 1o ri nhin nhu

flag hay Unnamed: 0 dugc ghi nhan dé loai bo & muc tién xtr ly.

Phan bé dir liéu

938,074
1,000,000 (91.35%)
800,000
=
=
i
o
B
© 600,000
o
c
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2
°
Y 400,000
200,000 88,793
(8.65%)
! ]
Hop phap (Legitimate) Gian lan (Fraud)

Hinh 2. 1: Phdn bé dir liéu
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2.2.3. Tién xi¢ ly div liéu
Quy trinh tién xtr 1y chuén hoéa dit liéu dau vao cho hai nhém mé hinh (Dit liéu
bang va Dit liéu chudi), tuan thi nguyén tic bao toan trat ty thoi gian cua cac khoi. Cac

budc thuc hién chinh bao gém:

e Lam sach va chgn lgc: Loai bo cac truong gay ro ri dir licu (leakage) hodc khong
mang thong tin du bao. Ddi voi dit 1iéu chudi, truong address duoc gitr lai dé gom
nhom giao dich nhung khong dua vao lam dic trung huan luyén.

e Xirly gia tri: Dién gia trj khuyét bang trung vi (v6i bién s6) hoic gia tri phd bién
nhat (v6i bién phan loai); cac bién dinh tinh dwoc mi hoa s6 hoc (LabelEncoder).

e Chuin héa phan phdi: X 1y dit liéu ning dudi bang phuong phap cat ngoai lai
(Clipping) trong khoang phan vi [0,1%; 99,9%]. Pong thoi, loai bo cac dic trung

hang s6 hodc c6 d6 twong quan du thira (> 0,95) dé giam chiéu dif lidu.
2.2.3.1. Tuyén bang dic trung cho hoc may

Tuyén nay cap dit liéu cho nhdém mé hinh hoc méy, dong thoi ciing 1a dau vao
thuan tién cho Dense Autoencoder. Sau budc lam sach, tap dac trung ban dau duoc lua
chon lai bang mot md hinh rimg ngau nhién (Random Forest) huan luyén trén mau con
phan ting nham xép hang tim quan trong. Danh muyc cudi cung giit lai ba muoi dic trung
c6 déng gop cao nhat, trong d6 ndi bat 1a cic théng ké cua nonce.*,
cumulativeGasUsed.*, cac thudc do gas used.*, bién thoi gian block number va mot s6
dic trung mo ta do phan tan nhu values.* va gas prices.*. Danh sach nay duoc ¢ dinh

cho toan bg thuc nghi¢m dé bao dam tinh nhat quan giira cac mo hinh.

Chuén hoéa duogc ap dung & giai doan huin luyén bing bd chuin hoa bén ving véi
ngoai lai (RobustScaler), bd chuan héa nay chi duoc khdp trén phan huan luyén rdi suy
rong sang kiém dinh va kiém thir. Cach 1am nay phan 4nh dang kich ban phat hién bat

thuong khong giam sat, tranh lan truyén thong tin tir twong lai vé& qua khu.
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Pinh dang xuét cho tuyén bang dac trung. Dir liéu dugc Xuét déng thoi ¢ hai dinh
dang. Pinh dang van ban phan cach ¢t (CSV) bdo dam tinh twong thich rong vé1 moi
thu vién hoc may cd dién, thun tién cho viéc tai tao thi nghi¢m hoac kiém tra chéo trén
cc nén tang khac nhau. Bén canh do, dir li¢u cling dugc xuat dudi dang cot theo chuan
Parquet. DPinh dang Parquet luu trit theo ¢t va nén hiéu qua nén giam kich thuédce, tang
tdc doc chon loc cot, gitr chic kiéu dit liéu va han ché troi kiéu khi chuyén ddi gilta cac
moi truong.

Top 30 dac trung quan trong nhat
0.1552

block_number
nonce.nonce_median 0.1176

0.0935

nonce.nonce_summation
0.0862

cumulativeGasUsed.cumulativeGasUsed_standard_deviation
0.0459

nonce.nonce_coefficient_of_variation

0.0447

cumulativeGasUsed.cumulativeGasUsed_average

0.0386

num_transaction

cumulativeGasUsed.cumulativeGasUsed_maximum_val 0.0323

gas_used.gas_used_summation 0.0321

cumulativeGasUsed.cumulativeGasUsed_summation 0.0284

0.0245

number_of_unique_from_address

number_of_unique_to_address 0.0228

nonce.nonce_maximum_val 0.0225

0.0214

nonce.nonce_average

0.0198

gas_prices.gas_prices_skewness

Used.cumulativeGasUsed_: 0.0183

0.0168

Tén dac trung

nonce.nonce_mode

0.0150

cumulativeGasUsed.cumulativeGasUsed_mode

cumulativeGasUsed.cumulativeGasUsed_coefficient_of variation -0 0138

values.values_skewness 0.0120

gas_used.gas_used_skewness - 0.0119

nonce.nonce_skewness .o 0102
nonce.nonce_standard_deviation . 0.0100
gas_used.gas_used_average j 0.0097
nonce.nonce_variance 0.0088
values.values_coefficient_of_variation 0.0084
gas_used.gas_used_standard_deviation 0.0082
gas_prices.gas_prices_coefficient_of_variation 0.0082
gas_used.gas_used_variance 0.0082
0.0079

cumulativeGasUsed.cumulativeGasUsed_variance

0.
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Diém quan trong

o

Hinh 2. 2: Top 30 ddc trung quan trong nhdt
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2.2.3.2. Tuyén chudi thoi gian cho hoc sau theo trinh tu

Tuyén nay cép dit liéu cho LSTM-AE va Transformer-VAE, noi cdu tric thoi
gian va ngit canh theo dia chi la trong yéu. Dir li€u duoc nhom theo dia chi, sép xép theo
block number va truot ctra s6 d6 dai hai muoi bude dé tao cac mau chudi. Nhdn ctia mot
chudi béng mét néu trong ctra s6 ¢o it nhat mot giao dich gan nhan gian 1an, cach dinh
nghia nay gitp mo hinh hoc duoc tin hiéu bdi canh trude khi sy kién xay ra. Truong
block number chi dung cho viéc sip xép va tach theo thoi gian, khong dugc dua vao
danh muc dic trung dé tranh mo hinh dya may moc vao xu hudng thoi gian. Sau lam

sach, so dic trung dura vao mdi bude thdi gian 1a bdy muoi siu.

Chuan héa khong duoc thuc hién & budc tién xur 1y ma dugc doi sang notebook
huan luyén dé khop trén phan hudn luyén chi gdm cac chudi hop 18, roi ap dung cho kiém
dinh va kiém thir. Cach bd tri nay tranh 6 nhiém théng ké do tron 14n cac cira sb co su

kién nghi van vao qua trinh udc luwgng tham s6 chuan hoa.

Dinh dang xuat cho tuyén chudi thoi gian. Dit lidu duoc dong goi dudi dang NPZ
ciia NumPy, bao gdm mang X c¢6 hinh dang N x L x F, trong d6 N 1a s6 chudi, L 1a d6
dai ctra s6 va F 1a s dic trung, kém theo mang y chira nhin chudi, mang features ghi
danh sach tén dic trung, mang addresses luu dinh danh dia chi cia mdi chudi va mang
end_block chi mbc khéi két thuc cira s6. Dinh dang NPZ dic biét pht hop v6i mé hinh
hoc sau vi loai bo budc trung gian chuyén doi dir liéu khung dir liéu sang mang s, tai
nhanh truc tiép vao bd nhé cua thu vién huan luyén, bao toan thir tu thoi gian va siéu
thong tin can thiét cho tach theo thoi gian ciing nhur phan tich sau huan luyén. Viéc chuan
hoa kiéu s6 thong nhat ngay tir luc xuat (vi du dung float32) con giup giam déu chan bo

nhd va tang thong luong khi huan luyén trén thiét bi tang tdc.
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2.2.4. Kiém sodt chit lwong

Sau khi xuét, dit liéu duoc kiém tra vé tinh toan ven: tép ton tai va khong rong,
gia tri s6 hitu han, nhn nhij phan hop I¢, s6 cot khép voi1 danh muc dac trung da dinh, ti
1¢ duong tinh 6n dinh quanh mirc quan séat & dit liéu gdc. Toan bd phép bién d6i nhu ma
héa nhin, chuin hoa va lua chon dic trung déu duoc cb dinh hat giéng ngau nhién, chi
khép trén phan huin luyén, sau d6 ap dung nguyén ven cho kiém dinh va kiém thir. Cac
budc nay bao dam két qua danh gia phan anh ding nang luc mé hinh trong bdi canh dir

liéu co trat tu thoi gian va han ché rui ro ro ri thong tin.

2.3. Thiét ké mé hinh huin luyén
2.3.1. Pipeline hudn luyén chung

Muc tiéu cta pipeline 13 thiét 1ap mot quy trinh nhat quan, ap dung dong bd cho
ca sau mo hinh, tir khau nap dit lidu dén béo cao két qua. Tat ca md hinh déu tra vé diém
bat thudng cung chiéu (diém cang 16n cang dang nghi), dugc t6i wu siéu tham s trén tap

kiém dinh va dénh gia mu trén tap kiém tra.
Buwéc 1: Nap dir liéu va kiém tra chit luong

Nhom hoc méy st dung dir liéu bang & dinh dang CSV da qua chon dac trung.
Dense Autoencoder sir dung cung cau tric dit liéu bang nhung & Parquet dé 6n dinh kiéu
va tbc 46 I/O. LSTM-AE va Transformer-VAE sir dung NPZ tudn tu: mang X kich thudc
(sé) chudi, d6 dai chudi, sd dac trung), mang nhan, danh sich tén dac trung va cot

end block cho tach theo thoi gian.
Budc 2: Tach tap dir li¢u

e Phuong phap chia theo thoi gian: D6i voi dir liéu c6 mbe thoi gian tin cay
(end_block), 4p dung phan chia theo trat ty khéi: 60% dau cho huan luyén (Train),
20% tiép theo cho kiém dinh (Validation), va 20% cudi ciing cho kiém tra (Test).
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Céch ndy mé phong chinh xac kich ban trién khai thuc té: mé hinh hoc tir qua khir
dé du bao tuong lai.

e Phuong phap chia ngiu nhién: Trong trudng hop khong c6 mdc thoi gian, ap
dung ti 1& 60/20/20 c6 phan tang dé duy tri ti 16 nhin gian 1an. Moi théng tin vé

ranh gi6i tach déu duoc ghi lai ¢é dam bao tinh tai lap.
Budée 3: Lam sach va 6n dinh phan phdi

Cac quy tic xur ly gia tri thiéu, vo han va ngoai lai dugc mo ta chi tiét tai muc
2.2.3. Tai budc nay, diéu quan trong 13 moi thong ké phuc vu lam sach (nhu trung vi,
phan vi cat bién, gia tri thay thé) déu chi dugc udc lugng trén tap Train (hodc Train-
Legit), sau d6 gitr c¢b dinh va 4p dung nguyén ven cho Validation va Test nham ngin ro

ri thong tin va bao toan kich ban trién khai thuc té.
Budéc 4: Chuin hoa thang do dic trung

e Dirliéu bang: Str dung RobustScaler (dua trén trung vi va khoang tir phan vi) dé
giam thiéu tac dong cua nhidu. Scaler dugc khép trén Train va bién d6i cho
Validation/Test.

e Dirliéu chudi: Scaler duoc khép trén tap Train-Legit (chi cac chudi binh thuong)
bang cach lam phang dit liéu theo thoi gian, sau d6 4p dung dong nhat cho céc tap
con lai. Didu nay gitip cdac md hinh Autoencoder hoc chinh xac phan phdi cua

hanh vi binh thuong.
Buwéc 5: Sinh diém bit thwong va quy wéc cung chiéu

Moi mo6 hinh déu dugc chuan hoa dau ra theo quy ude: Biém cang l6n, kha nang

gian 1an cang cao.

e Nhom hgc may: Chuyén ddi cac diém géc (khoang cach cum, do c6 l1ap, mat do)

veé chiéu duong quy udc.
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e Nhém hoc sdu: Sir dung 15i tai tao (Reconstruction Error). Béi v6i Transformer-
VAE, diém s6 c6 thé két hop thém thanh phan ning luong tir khong gian an
(Latent Energy) dé ting do nhay.

Luu ¥: C6 thé ap dung phép bién dbi don diéu (nhu Z-score) trén tap Validation
dé dua diém sb cua cac mo hinh vé cung mét thang do phuc vu truc quan hoa, nhung
dam bao khong 1am thay d6i tht hang va két qua danh gia.

Bwoce 6: Toi wu siéu tham so

Str dyng thu vién Optuna (v6i thuat toan TPE va Median Pruner) dé tim cu hinh
t6i vu trén tap Validation. Him muc tiéu tong hop J dugc thiét ké dé can bang cac yéu

tb:
J =05 X AP + 0.3 X ROC — AUC + 0.2 X Precision@1%
Trong do:

e AP (Average Precision): Uu tién kha ning xép hang trén dit liéu mat can bang.
e ROC-AUC: Panh gia kha ning phan tach tong quat giita hai 16p.
e Precision@1%: Bam bao dd chinh xac cao & dinh danh sach canh bao (quan trong

cho van hanh thuc té).

Pé tang tdc, qua trinh nay st dung tap con (Subsample): toi da 300.000 mau cho
dir liéu bang va 100.000 chudi cho dit liéu tudn ty.

Budc 7: Huan luyén toan cuc

Sau khi xac dinh bo tham s6 t6i wu, mo hinh dugc hudn luyén lai trén toan bo tap
Train (hodc Train-Legit). Cac k¥ thuat kiém soat qua khép (Overfitting) nhu Early
Stopping va ReduceLROnPlateau dugc 4p dung nghiém ngat.

Budc 8: Chon ngudéng
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Ngudng quyét dinh (Threshold) dugc c¢b dinh tai diém cho chi s6 F1 cao nhit trén
tap Validation.

Budc 9: Danh gia

Ngudng nay duoc ap dung truc tiép 1én tip Test (chua tirng duoc mé hinh nhin

thay) dé tinh toan cac chi so cudi cung:

e Nhom khong phu thude ngudng: AP, ROC-AUC, Precision@1%.

e Nhom phu thudc ngudng: F1, Precision, Recall, Accuracy, Confusion Matrix.
Budc 10: Luu va tai 1ap thuc nghiém

Toan bo thanh phﬁn thuc nghiém bao gém: Scaler, mé hinh, cau hinh tham sé t6t
nhat va céc théng ké tham chiéu déu dugc luu trir dé phuc vu vigce tai lap két qua hoac

trién khai sau nay.

2.3.2. Thiét ké huén luyén mé hinh hoc mdy
2.3.2.1. K-Means
Thiét 1ap dir liu va khong gian tim kiém
Dir liéu dau vao 1a bang dic trung (CSV) di qua xtr 1y, dugc chia tap theo thoi
gian (60-20-20) va chuan héa bang RobustScaler (khdp trén tap huin luyén). Khong gian

siéu tham sd duoc thiét ké mo rong dé thuét toan Optuna tu dong kham pha cAu trac dir
liéu:
e S6 cum (K): Khao st trong khoang [1, 500]. Khoang tim kiém rong cho phép
mo hinh ty can bang giita d6 phan giai cum va chi phi tinh toan.
e Khéi tao (n_init, init): S5 1an khoi tao lai trong khoang [8, 40] v6i cac phuong

phap k-means++ hoic random nham giam thiéu rui ro roi vao cyc tri dia phuong.
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e Tich hop PCA (Principal Component Analysis): DAy 1a diém nhén trong thiét
ké. Optuna s& quyét dinh c6 ap dung PCA hay khong (use_pca), va néu c6 thi sd
chiéu (n_components) nam trong khoang [8, 32]. Viéc nay gitp cai thién diéu
kién s6 va loai bo nhiéu trude khi tinh khoang cach Euclid.

e Thuit toan: Sir dung bién thé Elkan dé tang toc do tinh toan khoang cach trén
tap dir liéu 1on.

T6i wu va huin luyén

Qua trinh ti vu str dung bo 14y mau TPE (Tree-structured Parzen Estimator) cua
Optuna v&i ham muc tiéu tong hop J (43 mo ta tai muc 2.3.1). Piém dic biét trong quy
trinh ndy 1a budc tinh chinh cuc bd (Local Refinement): sau khi Optuna tim ra c4u hinh
t6t nhat, mot vong lap nho s& thir thay d6i nhe cac tham s (K, n_init) xung quanh diém
t6i wu va chi cap nhat néu ham muc tiéu J tang 1€n ro rét.

Panh gia

CAu hinh tdi vu cubi cung duoc huin luyén lai trén toan bd tap huin luyén (bao

gdm ca budc PCA néu duoc chon). Ngudng quyét dinh dugc cb dinh dya trén F1-score

cao nhét trén tap kiém dinh. Céc thanh phén thuc nghiém (Scaler, PCA model, K-Means

model) duoc luu trir diy du dé phuc vu danh gia mu trén tap kiém tra va tai 1ap két qua.
2.3.2.2. Isolation Forest
Thiét 14p dir liéu va khong gian tim kiém

Dit liéu dau vao tuan thu quy trinh chung (CSV, tach tip theo thoi gian 60-20-20,

chuan hoa RobustScaler). Qua trinh toi vu si€u tham so tip trung vao vi¢c can bang gitra

d6 on dinh va kha ning phat hién mau hiém:

e S0 cay (n_estimators): Khao sat trong khoang [200, 800]. S6 luong ciy 16n gitip

diém so6 hoi tu 6n dinh hon.
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e Ty 1é miu con (max_samples): Tir 0.3 dén 1.0. Viéc 14y miu con (subsampling)
1a yéu t6 then chdt dé tao sy da dang cho cac cdy va tranh hién tuong che lap
(swamping).

e Ty I¢ diic trung (max_features): Tir 0.3 dén 1.0.

e PCA (Tuy chon): Optuna ty dong quyét dinh c6 ap dung giam chiéu dir liéu
(xudng 8-32 chiéu) trude khi dwa vao rimg cay hay khong, nham loai bo nhidu va

tdng toc do tinh toan.
Toi wu va huan luyén

St dung Optuna véi chién lugc 1dy mau TPE dé t6i da hoa ham muyc tiéu J trén
tap kiém dinh. Tham sb contamination dugc thiét lap béng ty 1€ gian 1an thuc nghiém
(fraud_ratio) chi dé phuc vu viéc chun hoa diém sb noi bo, khong dung dé cit ngudng

cung (hard threshold).
Panh gia

Sau khi x4c dinh cdu hinh tdi uu, md hinh duoc huin luyén lai toan cuc trén tap
huén luyén. Ngudng van hanh dugc xac dinh dua trén F1-score tdt nhat trén tap kiém

dinh va ap dung cho tap kiém tra. Toan bé mo hinh va b tham sb duoc luu trit dé dam
bao tinh tai lap.
2.3.2.3. Histogram-Based Outlier Score
Thiét 14p dir liéu va khong gian tim kiém
Dit liéu dau vao tuan thu quy trinh chung (CSV, tach tip theo thoi gian 60-20-20,

chuan hoa RobustScaler). Khong gian siéu tham s tap trung vao viéc kiém soat do min

cua histogram va xu ly twong quan dac trung:

¢ S6 lwgng thung (n_bins): Khao sat trong khoang [20, 200]. S6 thung quyét dinh

dd phan giai cua moé hinh hoa mat do.
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e Hé s6 1am tron (alpha): Tir [0.05, 0.999]. Tham sb nay gitp diéu hoa phan phdi,
tranh hién tugng zero-probability cho cac gia tri hiém gap.

e Ngudng cit (tol): Tir [0.001, 0.5] dé loai bo anh huéng cua cac bin c6 mat do
qua thip (nhiéu).

e PCA (Tuy chon): Do HBOS gia dinh céac dac trung doc 1ap, viéc tich hgp PCA
(tim kiém 8-32 chiéu) 1a budc xir Iy quan trong dé khir tvong quan (decorrelation)

gifra cac bién dau vao, gitip thoa man gia dinh 1y thuyét cuia mé hinh.
Toi wu va huan luyén

Str dung Optuna véi chién lugc TPE dé t6i da hda ham muc tiéu J trén tap kiém
dinh. Mt budce tinh chinh cuc b (local refinement) dugc 4p dung sau khi tim dugc vung

tham s6 htra hen dé dat hiéu nang cao nhat.
Panh gia

Céu hinh t6i wu dugc huan luyén lai trén toan bo tap huin luyén. Ngudng quyét
dinh duoc xac dinh dua trén Fl-score tdt nhit trén tap kiém dinh. Toan bd mé hinh, bd
tham sd va scaler duoc luu trit. Két qua danh gia bao gém ca cac chi s6 phu thudc va
khong phu thudc ngudng, ddm bao tinh khach quan khi so sanh v&i cac phuong phéap
phurc tap hon.

2.3.3. Thiét ké huén luyén mé hinh hoc séu
2.3.3.1. Dense Autoencoder
Thiét 1ap dir liéu va kién tric mang

e Dirliéu: Khac vdi cadc mo hinh trude, Dense Autoencoder chi stir dung tap Train-
Legit (cic mau nhan 0) dé huan luyén va khép RobustScaler. Dit liéu Parquet

dugc uu tién str dung dé tang tdc do.
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e Kién triic: Mang fully-connected ddi xtmg qua nait ¢d chai. Dé ting tinh bén viing
(robustness), mot 16p GaussianNoise(0.01) duoc dit ngay dau vao (Denoising
Autoencoder). Sau mdi 16p an déu 4p dung BatchNormalization va Dropout.

e Ham mit mat (Loss): Sir dung Huber Loss thay vi MSE dé giam tac dong cua

cac gia tri ngoai lai trong qua trinh cap nhat trong so.
To0i wu va huan luyén

Qua trinh t6i wu sir dung Optuna véi 40 thr nghiém trén tip con Train-Legit.

Khong gian tim kiém siéu tham so dugc thiét ké nhu sau:

e Kién tric (wy, w,, bottleneck): S6 no-ron 16p mi héa lan lugt chon trong cac
tap {256, 384, 512}, {128, 192, 256} va nut co chai {8, 16, 32}.

e Ty I¢€ Dropout: Khao sat lién tuc trong khoang [0.08, 0.25].

e Hé s6 L2 Regularization: Tim kiém theo thang logarit tir 1077 dén 10~

e Toc d) hoc (Learning Rate): Tir 2 x 10™* dén 2 x 1073,

e Ham kich hoat: Lya chon gitra ReLU va GELU.

Panh gia

Céu hinh tot nhat duoc huan luyén lai (refit) trén toan bo tip Train-Legit trong 80
epochs vé6i co ché EarlyStopping. Cac théng ké tham chiéu (median, MAD) duoc tinh
toan lai trén tap Val-Legit va luu trit. Ngudng quyét dinh dugc chon theo Fl-score tdi

da trén Validation va ap dung mu cho Test.
2.3.3.2. Long Short-term Memory Autoencoder
Thiét 1ap dir liéu va chuan héa

e Dir liéu: Sir dung file NPZ chira cac chudi thoi gian tuan tu.
e Tach tap: Tuan thu phan chia theo thoi gian (60-20-20) dua trén end_block.

e Chuén héa: Quy trinh chuin hoa phirc tap hon so véi dit liéu bang:
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1. Thay thé vo cuc/thiéu bang trung vi hoc tir Train-Legit.
2. Cit bién (clipping) theo phan vi [0.1%-99.9%].
3. Ap dung RobustScaler (dugc khép trén dit liéu Train-Legit d3 1am phing)

cho toan b cac tap dir liéu dé dam bao tinh nhat quéan.
Kién tric mang

e Encoder: Sir dung 1-2 16p LSTM (tity chon Bidirectional do Optuna quyét dinh)
dé nén chudi dau vao thanh mot vector an (latent vector) tai budc thoi gian cudi
cung.

e Decoder: St dung 16p RepeatVector dé lap lai vector an L 1an, lam dau vao cho
céc 10p LSTM d6i xtg nham khoi phuc lai trinh ty thoi gian.

e Output: Lép TimeDistributed (Dense) dugc sir dung & tang cudi ciing dé tai tao
lai khong gian dic trung ban dau F tai mdi budc thoi gian. Pau ra dugc ép kiéu

tuong minh vé float32 dé dam bao tinh 6n dinh sb hoc.
T6i wu héa va huin luyén

Str dung Huber Loss dé bén viing v&i nhidu ngoai lai. Pé 6n dinh qua trinh huan
luyén voi d6 chinh xac hdn hop (mixed precision fp16), dau ra cudi cung duoc ép kiéu

vé float32.

Optuna tim kiém cau hinh t6i vu trén tap con 100.000 chudi voi khong gian tham

e S6 don vi an (Units): L6p LSTM thir nhat thuoc {64, 128, 256}, 16p thir hai
thudc {32, 64, 128}.

e CAu tric: Tuy chon st dung LSTM hai chiéu (Bidirectional) hodc mot chiéu.

e Ty I€ Dropout: Khao sat trong khoang [0.1, 0.4].

e Téc d6 hoc: Tim kiém thang logarit tir 107 dén 3 x 1073.
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e Kich thuéce Batch: Lya chon giira cac mirc 16n {256, 512, 1024} dé tan dung kha

nang tinh toan song song cua GPU.
Panh gia
M hinh t6i vu duoc huin luyén lai trén toan bd tap Train-Legit. Ngudng van

hanh duoc xac dinh dya trén Fl-score tot nhét trén tip Validation va gilt nguyén khi

danh gi4 trén tap Test. Két qua duoc bao cdo diy di theo bd chi s6 chuan da dinh nghia.
2.3.3.3. Transformer Variational Autoencoder
Thiét 1ap dir liéu va chuédn héa

Tuwong tu cac mo hinh chudi khac, dit liéu duogc chuan héa nghiém ngat trén tap
Train-Legit (impute median, clip outliers, RobustScaler). Tuy nhién, Transformer-VAE
c6 tiy chon sir dung co ché tu chuan hoa noi b (LayerNorm) va bo qua scaler bén ngoai
(EXTERNAL SCALED=False) néu cu hinh téi vu yéu cau, gitip mé hinh hoc truc tiép

tr dir liéu tho da lam sach.
Kién tric mang chuyén biét
Mo hinh duoc thiét ké véi cac khdi dac thu cho dit liéu chudi thoi gian tai chinh:

e Embedding: Sir dung 16p Time2Vec dé hoc cac dic trung chudi thoi gian (tinh
chu ky) két hop véi LearnablePositionalEmbedding dé ma hoa vi tri trong chudi.

e Encoder & Decoder: Sir dung cac khbi Transformer (Multi-Head Attention +
Feed Forward) thay vi RNN, cho phép xtr Iy song song va bt cac phu thudc dai
han hi¢u qua hon.

e Khong gian an (Latent Space): Tang giita s dung co ché VAE
(Reparameterization Trick) dé 1y mau vector an z = u + 0 © € v6i € ~

N(0,1).
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Toi wu va huan luyén

Tbi wu héa (Optuna): Tim kiém sb luong Attention Heads, s6 khéi Transformer,

kich thude vector 4n, ty 1¢ Dropout va tdc d6 hoc trén tap con 100.000 chudi.
Khong gian tim kiém cho kién trac Transformer bao gom:

e Kich thuwéc nhing (embed dim): Chon trong tap {64, 96, 128}.

e S0 dau chii y (num_heads): {4, 8} (dam béo chia hét cho kich thudc nhung).

e CAu tric khoi: S6 khdi Transformer (1 hoac 2) va h¢ s6 m& rong Feed-Forward
(2% hoac 4x).

e Khong gian an (latent): Kich thudc vector bién phan thudc {8, 12, 16, 24}.

Huén luyén: Ty 1¢ Dropout [0.15, 0.35] va téc do hoc tir 10™* dén 2 x 1073,
Panh gia

Diém sb cudi ciing trén tap Test duoc tinh toan bang cach ldy trung binh qua nhiéu
1an chay (Monte Carlo sampling) v6i cac mit na che ngiu nhién khac nhau (repeats=3)

dé tang do tin cay. Ngudng quyét dinh F1 trén Validation duogc dung dé danh gia hiéu

nang cudi cung.

2.4. Cac thudc do danh gia hi¢u nang

Viéc danh giad mo hinh phat hién gian 1an trén dir li€u tai chinh ddi mat voi thach
thire 10n vé sy mat can bang dir liéu (16p gian 1an chi chiém khoang 8,65%). Trong boi
canh nay, cac chi s6 truyén théng nhu do chinh xac toan cuc (Accuracy) tré nén sai léch
va thiéu ¥ nghia (mot mo hinh dy doan tat ca giao dich 1a hop phéap van dat d6 chinh xéac

>91% nhung thit bai hoan toan trong viéc phat hién gian 1an).

Do d6, nghién ciru xdy dung mot hé thong dénh gia da chiéu, tap trung vao hai
khia canh: ning lyc xép hang rii ro (Ranking Quality) va hiéu qua ra quyét dinh

(Decision Quality).
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2.4.1. Ma trdn nham lin
Moi chi s quyét dinh déu duoc dan xuét tir ma trin nham 1an, bao gém 4 thanh

phr:in co ban khi so sanh nhin dy doan v&i nhin thuc té:

e True Positive (TP - Duong tinh that): Giao dich gian 1an dugc phat hi¢n chinh
xac.

e False Positive (FP - Duong tinh gia): Giao dich hop phap bi bao nham 1a gian lan
(B4o dong gia). S& gy phién toai cho nguoi dung, lang phi chi phi diéu tra.

e True Negative (TN - Am tinh that): Giao dich hop phap duoc phan loai ding.

e False Negative (FN - Am tinh gid): Giao dich gian 1an bi bé lot. S€ gay thi¢t hai

tai chinh truc tiép.

2.4.2. Nhém chi sé dinh gid xép hang
Nhom chi s6 ndy danh gia chat lugng cta diém sb bat thuong (anomaly score) ma
khong phu thudc vao viéc chon ngudng cat cu thé. Pay 1a co s¢ dé so sanh kha nang xép

hang gitra cdc mo hinh.
2.4.2.1. Precision-Recall Curve (PR-AUC / AP)

Pay 1a thude do quan trong nhat dbi v4i dir liéu mét can bang. PR-AUC tom tat

su danh d6i gitta d6 chinh xac (Precision) va d6 phul (Recall) tai moi ngudng cét co thé.

e (Cong thuc: AP = Y,,,(R, — Ry_1)B,

e Y nghia: Gia tri AP cang gan 1.0 chting to mé hinh c¢6 kha nang day cac giao dich
gian 1an 1én dau danh sach xép hang ma khong tao ra qua nhiéu bao dong gia.
Khac véi ROC, duong PR khong bi sai I¢ch boi sb lugng 16n cac mau True

Negative.

2.4.2.2. ROC Curve (ROC-AUC)
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Dénh gia kha ning phan tach tong quat giita hai phan phdi diém sd cua 16p Gian
lan va Hop phap.

e (Cong thuc: Dién tich dudi dudng cong biéu dién mbi quan hé giita Ty 1& duong
tinh that (TPR) va Ty 1€ duong tinh gia (FPR).

e Y nghia: ROC-AUC = 0.5 tuong dwong voi doan ngau nhién; ROC-AUC = 1.0
1a phan tach hoan hao. Chi sb nay gitp danh gia do on dinh tong quat ctia mo

hinh.
2.4.2.3. Precision@1%

bay la chi s6 dinh hudng van hanh thuc té. Trong thuc té, nguén luc (nhan su,

thoi gian) dé kiém tra thil cong cac canh bao 1a hitu han.

e Dinh nghia: Ty 1€ gian lan thyc su nam trong top k% cac giao dich co diém bat

thudng cao nhat.

S6 lwong mau gian lan trong top k%

e (Cong thirc: Precision@1% = —
Tong s6 mau trong top k%

e Y nghia: Vi k=1%, chi sd nay cho biét: Néu chi diéu tra 1% sb giao dich nghi
ngd nhét, thi bao nhiéu phan trim trong d6 1a bat ding. Precision@]1%cao giup
t6i wu hoa chi phi van hanh.
2.4.3. Nhém chi sé dinh gid quyét dinh

Dé trién khai hé théng, mot ngudng quyét dinh cu thé dugc xac dinh dua trén viéc
tdi da hoa diém F1-Score trén tap kiém dinh. Tai ngudng nay, cac chi s6 sau duoc tinh
toan:
2.4.3.1. Precision (D9 chinh x4ac duong tinh)

TP
TP + FP

e (Cong thuc: Precision =
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e Y nghia: Phan 4nh d6 tin cdy cua canh bao. Precision thip ddng nghia véi ty 16
bao dong gia (False Alarm Rate) cao, gay ra hi¢n tuong qua tai canh bao cho hé

thng giam sat.

2.4.3.2. Recall (b6 nhay / B6 phu)

TP
TP+ FN

e (Cong thuc: Recall =
e Y nghia: Phan anh kha ning bao quat rai ro. Recall thip dong nghia vai viée bo

lot to1 pham (False Negatives), dan dén rui ro tai chinh.

2.4.3.3. F1-Score

Precision X Recall

e (Cong thic: F1 — Score = 2 X

Precision + Recall
e Y nghia: La trung binh diéu hoa gitra Precision va Recall. F1-Score dugc chon
lam ti€u chi chinh dé tim diém cat t61 vu, ddm bao su can bang gitra vi¢c bat dugc

nhi€u gian 1an va gitt do tin cdy cua canh bao ¢ muc chap nhéan dugc.

2.4.3.4. Balanced Accuracy (D6 chinh x4c can bang)

Recall + Specificity
2

e (Cong thirc: Balanced Accuracy =
e Y nghia: La trung binh cdng ctia d6 nhay trén timg 16p. Chi sé nay khic phuc
nhugc diém ciia Accuracy truyén thong, gitp danh gia cong bang ngay ca khi 16p
gian 14n rat thiéu sd.
2.4.4. Chién lwoc toi wu héa tong hop
Trong giai doan tinh chinh siéu tham sé (Hyperparameter Tuning) biang Optuna,
nghién ctru khéng dwa vao mot chi sé don 1¢ ma st dung Ham muc tiéu lai ghép

(Composite Objective Function) dé dinh huéng mé hinh hoi tu vé diém t6i wu toan dién:

J] = 05 X AP + 0.3 X ROC_AUC + 0.2 X Precision@1%
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Trong so:

e w,p = 0.5 (Trong sb cao nhat): Uu tién tdi da cho chit luong xép hang trén dir
liéu 1éch, dam bao md hinh manh mé & moi diém cét.

® Wgoc auc = 0.3: Dam bdo kha nang phén tach téng quat, tranh viéc mé hinh bj
qua khép vao mdt vung cuc bo cua dir liu.

®  Wprecision@1% — 0-2: Cudng buc mo hinh phéi c6 do chinh xac cao & phan dinh
cua danh sach canh bao, phuc vu truc tiép cho kich ban phat hién sém trong van

hanh.

2.5. Két luan chuwong
Chuong 2 di thiét 1ap hoan chinh khung phuwong phap luan va quy trinh thuc

nghiém cho bai toan phat hién gian 1an DeFi. Cac dong gbp chinh bao gom:

e Quy trinh xir Iy dir liéu: Xay dung pipeline tién x 1y theo nguyén tic phan chia
theo thoi gian va chuan hoa trén tap hudn luyén, gitp tranh ro ri dit lidu va xt Iy
cac dic trung phan phdi 1éch.

e Thiét ké md hinh: Xay dung va chuan hoa kién tric, co ché sinh diém va khong
gian siéu tham s cho 6 mé hinh hoc may va hoc sau, bao dam kha ning so sanh
tryc tiép.

e Chién lwgec tdi wu va danh gia: Viéc sir dung ham muc tiéu lai ghép trong Optuna
va chon ngudng dua trén Fl-score gitip mé hinh khéng chi tot vé mit 1y thuyét
(xép hang) ma con ti wu cho kich ban trién khai thuc té (ra quyét dinh).

Nhitng thiét ké ndy tao nén tang viing chic dé tién hanh thuc nghiém. Chuong 3

tiép theo sé& trinh bay chi tiét cac két qua thuc nghiém, so sanh hiéu ning giita cac md

hinh va phan tich sdu vé cac trudong hop phat hién thanh cong cling nhu sai s6t dién hinh.
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CHUONG 3. TRIEN KHAI THU'C NGHIEM VA PANH GIA
KET QUA

3.1. Gidi thiéu chung

Chuong 3 chuyén hoa céc thiét ké phuong phap luan tai Chwong 2 thanh quy trinh
thyc nghiém cu thé nham kiém chirng hi€u qua cia cac mo hinh phat hién gian lan. Muc
tiéu cbt 15 1a thuc hién huin luyén, tdi wu hoa va danh gia sau mo hinh dé xuét trén bo
dir ligu BCCC-DeFiFraudTrans-2025. No1 dung chuong dugc trién khai theo trinh tu

logic cua quy trinh thuc nghiém:

e Thiét 1ap moi trudng: Cong bd chi tiét ciu hinh phan cimg va cac thu vién phan
mém dé dam bao tinh minh bach va kha nang tai lap két qua.

e Thyc nghiém moé hinh: Trinh bdy qua trinh tim kiém siéu tham s
(Hyperparameter Tuning) bang thuat toan TPE (Optuna) va két qua huan luyén
cho hai nhém mé hinh: Hoc may va hoc sau.

e Danh gia va So sdnh: Phan tich hi¢u nang dya trén hé théng thude do da chiéu da
dinh nghia (nhu PR-AUC, F1-Score, Precision@1%, v.v.), tir d6 1am rd vu nhugc

diém cia tirmg phuong phap trong bbi canh phat hién gian 1an giao dich tai chinh.

3.2. Moi truwong va cong cu

Dé dam bao tinh nhat quan, hiéu qua tinh toan va kha ning tai 1ap cta cac két qua
thuc nghiém, toan bd quy trinh tir tién xir Iy dén danh gid mé hinh dugc thyuc hién trén
mot hé théng méy tram hiéu ning cao (Workstation) véi cdu hinh phan cting va méi

truong phan mém thong nhat.
3.2.1. Ciu hinh phan cirng
Qua trinh thyc nghiém doi hoi tai nguyén tinh toan 16n dé xir 1y bo dir liéu bang

va hudn luyén cac mo hinh hoc sau vai kién trac phtrc tap. H¢ théng thuc nghiém duogc
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trang bi bd nhd RAM 16n dé giam thiéu do tré /O va GPU manh mé hd tro cac k¥ thuat

tang toc hién dai. Chi tiét ciu hinh duoc trinh bay trong bang dudi day:

Bdng 3. 1: Cdu hinh phan cirng

Thanh phan | Thong s6 ky thuat | Vai tré chinh
Chiu trach nhiém chinh cho cac tac vu tién xir
Dual Intel Xeon ' . , .
CPU 1y dir li¢u da luong, tinh toan thong ké va huan
Gold 6148
luyén song song cadc m6 hinh hoc may
Pam bao kha ning nap toan bo dir liéu huin
RAM 256 GB DDR4 luyén vao bd nhd, tranh hién tugong nghén )
chai khi truy xuét di lidu.
Tang toc huan luyén cac mé hinh hoc sau. Dung
NVIDIA GeForce ~
GPU lugng VRAM 16n cho phép thiét 1ap kich thude
RTX 4090 . L. . .
Batch 16n dé t61 vu hoa toc do hoi tu.
Luu trit bd dit lidu dé toi uu téc do doc tuan tu
Luu triv SSD NVMe 1TB ,
va luu trir cac trong s6 mo hinh.

3.2.2. Cong cu va thuw vién phian mém

Thuc nghiém dugc trién khai hoan toan trén nén tang Python 3.10, tan dung hé

sinh thai ma nguén mé& manh mé cho khoa hoc dir li¢u.

Quan Iy va xir Iy dit lidu:

e NumPy, Pandas: Thao tac trén ma tran va khung dir li¢u.

e PyArrow: Hb trg doc/ghi dinh dang Parquet toc do cao.

e Scikit-learn: Cung cdp céc cong cu chuan héa (RobustScaler), giam chiéu (PCA)

va chia tap dir lidu.

Mo hinh hgc may:
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e Scikit-learn: Trién khai thu4t toAn K-Means va cic metric danh gia co ban.
e PyOD (Python Outlier Detection): Trién khai cac thuat toan chuyén biét Isolation
Forest va HBOS.

M6 hinh hoc sau:

e TensorFlow 2.10+ / Keras: Xay dung va huén luyén céc kién tric mang no-ron.
e Tbi vu hoa: Kich hoat ché d6 Mixed Precision (float16) va trinh bién dich XLA
(Accelerated Linear Algebra) dé khai thac t6i da stitc manh ctia GPU.

T6i wu siéu tham s6 va danh gia:
e Optuna: Ty dong hoa qua trinh tim kiém siéu tham s6 véi chién lugc TPE.

e Matplotlib, Seaborn: Truc quan héa két qua, biéu dd Loss va cic dudng cong

danh gia (ROC/PR).

3.3. Két qua huén luyén mé hinh
3.3.1. Mo hinh hoc may
3.3.1.1. K-Means

a) Phan tich két qua t6i wu héa tham sb

Qua trinh téi vu Optuna héi tu vé cdu hinh phan anh sy phan manh manh trong

hanh vi giao dich DeFi. Bang duéi trinh bay cac tham s va y nghia:

Bang 3. 2: Cau hinh siéu tham sé cia K-Means

Tham s Gié tri t6i wu | Phéan tich

S6 cum 483 Gan sat can trén (500), cho thay khong gian

(n_clusters) hanh vi rit phan manh, doi hoi nhiéu cyum nho
dé mo ta.
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S 1an khéi tao 34 Giam kha ning roi vao cuc tiéu dja phuong

(n_init) trong khong gian nhiéu chiéu.

Str dung PCA True Loai b6t nhiu va twong quan, giup khoang

(use_pca) cach Euclid phan anh mutc d6 bat thuong tét
hon.

S6 chiéu PCA 10 C6 dong thong tin tir 30 ddc trung xudng 10

(n_components) thanh phan chinh hiéu qua.

b) Phén tich hiéu ning trén tap kiém tra

e PR-AUC, ROC-AUC, Precision@1%
o PR-AUC =0.7801, ROC-AUC = 0.9146, Precision@ 1% = 1.0000.

o Céc chi s6 nay cho thdy K-Means xép hang va phan tach giao dich gian

1an rat tot; dic biét trong nhom 1% giao dich nghi ngo nhét, toan bo déu 1a

gian lan that, nén mé hinh cuc ky hitu ich cho budc uu tién kiém tra thu

cong.

Precision-Recall Curve (K-Means)

Precision
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o Giao dich hop 1& tap trung chu yéu ¢ ving diém thap, trong khi gian lan
trai rong vé phia diém cao, voi mot ving chong 14n & phan dudi phan phdi
1€ch phai cua 16p hop 1€.

o biéu nay phan anh mo6 hinh nhan dién khé r6 cac hanh vi gian lan 1 liéu,
nhung van c6 mot ) giao dich hop 1€ hiém nam & bién cum bi gan nham
1a bat thuong.

e Ma trin nham 1an tai ngudng tdi wu (threshold ~ 0.5529)

o Fl-score = 0.6657, Precision =~ 0.5707, Recall = 0.7987.

o TN=134424,FP =26 627, FN =8 923, TP =35 399.

o Nhu vy, mé hinh phat hién duoc phan 16n giao dich gian lan v6i F1 tuong

doi cao, nhung doi lai van tao ra mot luong dang ké canh bao gia.

Anomaly Score Distribution (K-Means) - Log Scale Confusion Matrix (KfMeans)
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Hinh 3. 2: Phédn phéi diém bdt thiwong va ma trdn nham lan ciia K-Means
¢) Nhén xét

e Uu diém
o PR-AUC va ROC-AUC cao, thé hién kha ning xép hang va phan biét gian

1an tét trén toan dai ngudng.
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o Precision@1% = 1.0000, gitip mo hinh dac bi¢t phu hop cho viéc khoanh
ving mot tip rat nho giao dich rui ro cao dé phan tich sau.
e Han ché
o Precision chung chi khoang 0.57, s6 lugng false positive con 16n, nhat 1a
& cac giao dich hop 1¢ nhung hiém.
o MO6 hinh phu thudéc manh vao khoang cach Euclid trong khong gian PCA,

nén kho phan biét gitta hop 18 hiém gip va gian lan.
3.3.1.2. Isolation Forest
a) Phan tich két qua ti wu héa tham s6

Qua trinh t6i wu bang Optuna da chon ra cau hinh pht hop véi ban chat roi rac,
nhiéu nhiéu va phan phdi léch cta giao dich DeFi. Bang dudi tom tit cac siéu tham s6

va y nghia cta chung:

Bdng 3. 3: Cau hinh siéu tham s6 cia Isolation Forest

Tham s6 Gia tri téi wvu | Phén tich

Str dung PCA True Giam nhiéu va gitp rung phan tach khong gian hiéu
(use pca) qua hon.

S6 chitu PCA |9 Giir cu trac tong quat, loai bo nhiéu.

(n_components)

S6 cay 606 S cay 16n ting d6 on dinh khi phat hién bat thudng.
(n_estimators)

max_samples 0.8125 Moi cay dung = 81% dit liéu, ting tinh ngiu nhién.
max_features 0.7244 Méi cay dung 72% dac trung, tranh 1¢ thudc vao

feature manh.

b) Phan tich hiéu ning trén tap kiém tra
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PR-AUC, ROC-AUC, Precision@1%

(@)

(@)

-
/'/
"”
-
0.2 L
4 /’
r/'
— AP =019 0o & AUC = 0.72

PR-AUC = 0.1902, ROC-AUC = 0.7168, Precision@1% =~ 0.2065.
B chi s6 cho thdy mo hinh tdt hon ngau nhién nhung kha ning uvu tién
dung cac giao dich gian 14n trong top diém cao con yéu, nén kém phu hop

cho muc tiéu xép hang dé kiém tra thl cong.

Precision-Recall Curve {Isolation Forest) ROC Curve (Isolation Forest)
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Hinh 3. 3: PR Curve va ROC Curve cua Isolation Forest

e Phan phdi diém bat thuong

(@)

(@)

Phan phdi diém cua hai 16p gan nhu chdng lan; ca giao dich hop 1& hiém
va gian lan déu c6 thé xuat hién & vung diém rat cao.

Diéu nay din dén viéc mot sd lugng 16n giao dich hgp 1€ bi gadn nhan bat
thudng, trong khi khong phai tat ca gian 1an déu dugc dy 1én ving diém

cao.

e Ma trin nham lan tai ngudng t6i wu (threshold =~ —0.0299)

@)

(@)

@)

F1-score = 0.3215, Precision = 0.2464, Recall = 0.4623.

TN =162 509, FP =25 106, FN =9 549, TP = 8 210.

Mo hinh bd so6t hon mot nira giao dich gian 1an va déng thoi tao kha nhiéu
canh bao gia, cho thdy ranh gidi duogc hoc chua phi hop véi céu tric dit

liéu DeFi.
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Anomaly Score Distribution {Isolation Farest} - Log Scale Confusion Matrix (Isolation Forest)
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Hinh 3. 4: Phén phéi diém bdt thuong va ma trdn nham lan ciia Isolation Forest
¢) Nhan xét

e Uudiém
o Khong yéu cau gia dinh phan phdi, van hanh dugc trén dit liéu nhiu va
nhiéu chiéu.
o ROC-AUC trén 0.7 cho thiy van c6 mirc phan tach nhat dinh giira hai 16p.
e Han ché
o PR-AUC va Precision@1% thap, chat luong xép hang top giao dich nghi
ngd khong dép ung yéu cau cho tic vy wu tién kiém tra.
o Fl1 thép va Recall = 0.46 khién mo hinh vira bo sot nhiéu gian lan, vira tao

ra nhiéu false positive do phan phdi diém chong 1an manh.
3.3.1.3. Histogram-Based Outlier Score
a) Phan tich két qua t6i wu héa tham sb

Qua trinh t&i vru siéu tham sé bang Optuna di tim dugc ciu hinh phi hop véi ban
chét phan phéi mot chidu cia HBOS — vén gia dinh cac dic trung doc 14p va danh gia

diém bat thudng theo histogram. Bang dudi day trinh bay chi tiét:
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Bang 3. 4: Cau hinh siéu tham sé ciia HBOS

Tham so

Gia tri to1 vu

Phan tich

(n_bins)

S6 lugng bins 92

Bins 16n mo ta phan phdi bién chi tiét hon, hiru ich

voi1 dac trung heavy-tailed.

(alpha)

Hé s6 smoothing | 0.2091

Lam tron vira phdi, giam nhiéu & tail nhung khong

che mét outlier that.

(use_pca)

Str dung PCA True

Giam tuong quan gitra ddc trung phu hop véi gia

dinh doc lap cua HBOS.

(n_components)

S6 chiéu PCA 10

Giam chiéu gitip histogram hoat dong 6n dinh va do

overfit.

b) Phén tich hiéu ning trén tap kiém tra

e PR-AUC, ROC-AUC, Precision@1%
PR-AUC =0.2213, ROC-AUC = 0.7642, Precision@1% = 0.3877.

(@)

(@)
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Precision

&
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0.2 1

—— AP =022

Mo hinh xép hang tot hon ngiu nhién va nhan dién duoc mot phan céc

diém outlier rd rét, nhung van kém cac mé hinh phtrc tap hon vé chét luong

xép hang tong thé.

Precision-Recall Curve (HBOS)

ROC Curve (HBOS)
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Hinh 3. 5: PR Curve va ROC Curve cua HBOS
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e Phén phdi diém bét thuong

o Hai 16p c6 tach biét nhat dinh ¢ ving diém cao, nhung chong 14n nhiéu ¢
vung diém trung binh.

o Do chi mé hinh héa timg dic trung doc 1ap, HBOS dé coi cac giao dich
hop 1€ nhung co6 gié tri cuc tri la bat thuong, dan dén sb lugng canh bao
gia lon.

e Ma trin nham 1an tai ngudng tdi wu (threshold ~ 5.5533)

o Fl-score = 0.3366, Precision = 0.2347, Recall = 0.5944.

o TN=153200, FP =34 415, FN =7 203, TP =10 556.

o Mo hinh phat hién dugc khoang 59% gian 1an nhung dong thoi sinh ra
nhiéu false positive, phan anh truc tiép han ché tir gia dinh doc lap giita

cac dic trung.

Anamaly Score Distribution (HBOS) - Log Scale

Cenfusion Matrix (HBOS)
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Hinh 3. 6: Phdn phéi diém bdt thuong va ma trdn nham lan ciia HBOS
¢) Nhan xét

e Uu diém

o Cau trac md hinh don gian, suy luan nhanh, dé trién khai.
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o ROC-AUC (= 0.76) va PR-AUC (= 0.22) ¢ mirc chap nhin dugc dbi véi

mot phuong phap histogram mot chiéu, ddc biét khi c6 budc PCA hd tro.

e Han ché

o Precision va Precision@]1% con thap, sé canh bao gia 16n (FP = 34 nghin).

o Khong nim bat dugce quan hé gitra cac dic trung giao dich, trong khi day

1a yéu t6 quan trong trong phat hién gian 1an DeFi.

3.3.2. Mo hinh hoc sdu

3.3.2.1. Dense Autoencoder

a) Phan tich két qua t6i wu héa tham sé

Qua trinh ti vu siéu tham sé bang Optuna da tim ra cau hinh phan anh ding ban

chat phi tuyén va phan phdi phuc tap cua dir lidu giao dich DeFi. Dense Autoencoder,

von hoc biéu dién nén thong qua tai tao, dic biét nhay voi cach chon kich thudc tang an,

ham kich hoat va murc regularization. Bang dudi ddy tong hop cau hinh téi uu va y nghia:

Badng 3. 5: Cdu hinh siéu tham s6 ciia DAE

Tham soO

Gia tr1 to1 vu

Phan tich

Kich thuéc ting 1
(wl)

512

Cho phép mang hoc céc biéu dién bac cao &
khong gian dau tién, phu hop véi dir liéu da

chiéu va nhiéu.

(bott)

Kich thudc t?mg 21256 Giam dan chiéu médt cach muot, tranh nghén
(wW2) cb chai qua som gdy mat thong tin.
Kich thudc bottleneck | 24 Biéu dién nén xudng 24 chiéu 1a vira du dé tach

biét hanh vi hop 1€ — gian 1an ma khong lam

mat cau tric quan trong.
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Dropout (drop) ~0.111 Tao nhidu c6 kiém soat giup mo hinh hoc
robust hon, han ché overfitting vao giao dich

hop €.

Regularization L2 (12) | 6.6e-7 Mitrc phat nhd, phu hop vi reconstruction-

based model can tranh rang budc qua manh.

Learning Rate (Ir) ~ 1.8e-3 LR tuong d6i cao, giam thoi gian hoi tu va on

dinh tt vai batch rat 16m.

b) Phén tich hiéu ning trén tap kiém tra

e PR-AUC, ROC-AUC, Precision@1%
o PR-AUC =0.6574, ROC-AUC = 0.8395, Precision@1% = 1.0000.
o Diéu nay cho thdy DAE xép hang va phan tich gian 1an rét tét, diac biét
trong top 1% giao dich c6 diém bét thudng cao nhit thi toan bd déu 1a gian

1an that, cuc ky pht hop cho bude uu tién kiém tra thii cong.

Precision-Recall Curve (Dense AE} ROC Curve (Dense AE)
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Hinh 3. 7: PR Curve va ROC Curve cua DAE

e Phan phdi diém bat thuong
o Giao dich hop 1¢ tap trung manh & ving diém thap (khoang 0-800), trong

khi giao dich gian 1an tao thanh mot dai diém rong kéo dai td1 hang nghin.
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o Khoang tach biét 16n giita hai phan phdi phan 4anh viéc mé hinh tai tao t6t
cAu tric giao dich hop I¢, nhung that bai 16 rét véi cac miu gian lan, ding
ky vong ctia mot md hinh autoencoder dya trén 16i tai tao.

e Ma trin nham lan tai ngudng t6i vu (threshold = 16.2069)

o Fl-score = 0.5509, Precision = 0.4479, Recall = 0.7152.

o TN=121983, FP =39 068, FN =12 623, TP =31 699.

o Mo hinh gitt lai dugc phan 16n gian 1an v6i F1 twong dbi cao, nhung van
tao ra mot luong dang ké canh bao gid do mat ) giao dich hop 1€ hiém

cling co6 101 tai tao 16n.

Anomaly Score Distribution {Dense AE) - Log Scale Confusion Matrix (Dense AE)
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Hinh 3. 8: Phén phéi diém bdt thuong va ma trdn nham lan ciia DAE
¢) Nhan xét

e Uu diém
o PR-AUC va ROC-AUC cao, thé hién kha ning phan tach manh gitra giao
dich hop 1€ va gian 1an trén dit li¢u tabular.
o Precision@1% = 1.0000, giip DAE dac biét hi¢u qua cho viéc khoanh
ving mot tip rat nhé giao dich rui ro nhat dé kiém tra siu.

o Recall >0.71, giam nguy co bo sot gian 1an trén tap kiém tra.
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Precision chung (= 0.45) va sé FP (= 39 nghin) cho thay van con nhiéu

canh bao gia, nhit 1a véi cac giao dich hop 18 nhung hiém hoic bién thién

manbh.

Chi phi huan luyén va suy luan cao hon cac mé hinh hoc may truyén thong.

3.3.2.2. Long Short-term Memory Autoencoder

a) Phan tich két qua t6i wu héa tham sé

Qua trinh tdi vu bang Optuna d3 lya chon mdt ciu hinh phan 4nh dung dic trung

chudi giao dich va tinh phy thudc thoi gian cua dir liéu DeFi. Céc siéu tham sé t6i vu

dugc tom tat trong bang sau:

Bang 3. 6: Cdau hinh siéu tham so ciia LSTM-AE

Tham s6 Gia tri téi vu | Phan tich

units1 256 Pay 1a s6 don vi LSTM ¢ tng encoder dau tién. Gia
tri 16n gitip md hinh nam bat duoc cac phu thudc dai
han trong chudi giao dich.

units2 128 S6 don vi & téng encoder thir hai nhé hon unitsl, tao
ciu trac nén dan dic trung thoi gian trude khi vao
latent.

drop 0.288 Dropout gitp giam overfitting vi dit liéu chudi thudng
c6 nhidu va cac pattern ngan han khong 6n dinh.

bidirectional | True St dung LSTM hai chiéu cho phép mo hinh hoc ca

quan hé trudc va sau trong chudi — rat quan trong

trong phan tich hanh vi giao dich.

b) Phan tich hiéu ning trén tap kiém tra
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PR-AUC, ROC-AUC, Precision@1%

(@)

(@)

—— AP=1051

PR-AUC =0.5137, ROC-AUC = 0.7514, Precision@1% = 0.6765.
Céc chi sb nay cho thly LSTM-AE xép hang gian 14n trén dit liéu chudi
tdt hon rd rét so v&i cdc mo hinh thuéan tabular, ddc biét & nhém chudi co

diém bét thuong cao nhat.

Precision-Recall Curve (LSTM AE) ROC Curve (LSTM AE)
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Hinh 3. 9: PR Curve va ROC Curve cua LSTM-AE

e Phan phdi diém bat thuong

(@)

(@)

Chudi hop 1& chii yéu nam & ving diém thap, trong khi chudi gian lan tap
trung & cac gia tri rat cao (t6i khoang 1e10 do tong residual theo chudi).

Diéu nay cho thiy 15i tai tao theo thoi gian phan anh t6t mirc d6 1éch chuan
trong chudi hanh vi giao dich, di van c6 mét s6 chudi hop 1é hiém mang

diém cao.

e Ma trin nham lan tai ngudng t6i wu (threshold =~ 145.3797)

@)

(@)

@)

Fl-score = 0.6419, Precision =~ 0.4944, Recall = 0.9149.
TN =74 877, FP =58 593, FN =5 330, TP = 57 295.
Mo hinh phat hién dugc hon 91% chudi gian 1an, uu tién do phu rt cao

nhung di kém s6 luong false positive dang ké.
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Anemaly Score Distribution (LSTM AE} - Log Scale Confusion Matrix (LSTM AE)

N 7l F1=0.64

H
=
Actual

Loai giao dich

0.0 02 04 06 0.8 10 12
score le10

Lég it Fraud
Predicted

Hinh 3. 10: Phdn phéi diém bat thuong va ma trdn nham lan ciia LSTM-AE
¢) Nhan xét

e Uudiém
o Recall rit cao (= 0.91), phit hgp v6i muc tiéu han ché bo sot cac chudi gian
lan.
o F1=0.64 véi Precision gan 0.5 1a mic can bang tot trong bdi canh dir lidu
chudi bién dong manh.
o Khai thic dugc dong hoc thoi gian ma cac mo hinh tabular khong nam bat
duoc.
e Han ché
o Precision chung (= 0.49) va FP (= 58 nghin) cho thay ty 1é canh bao gia
con 16n, dic biét véi cac chudi hop 18 nhung hiém gip.
o Bién d6 diém bat thuong rat rong (t6i 1e10), doi hoi budce chuan héa va
dién giai can trong khi trién khai.
o Chi phi tinh toan cho huin luyén va suy luin cao hon déng ké so voi mo

hinh tabular.

3.3.2.3. Transformer Variational Autoencoder
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a) Phan tich két qua t6i wu héa tham s

Qua trinh tdi uwu siéu tham s béng Optuna da chon dugc mot cAu hinh
Transformer VAE khé gon nhung du kha ning mo hinh hoa chudi giao dich DeFi. Bang

dudi tom tat cac tham so chinh:

Bdng 3. 7: Céu hinh siéu tham sé cua Transformer-VAE

Tham s6 Gia trj toi wu | Phan tich
Kich thuéc embedding | 64 M3 héa mdi budc thoi gian vao vector 64
(embed_dim) chiéu, du giau thong tin nhung van giit chi

phi tinh toan va nguy co overfitting & muc

chap nhan duoc.

S dau attention 8 Multi-head self-attention vé1 8 heads cho
(num_heads) phép mé hinh hoc song song nhiéu kiéu phu

thudc khac nhau trong chudi.

S6 block Transformer | 1 Cau hinh gon, tranh du thwra; thém nhiéu
(num_blocks) block khong cai thién 1o rét ma chi tang thoi

gian huan luyén.

Ty 1€ dropout ~ (.33 Dropout kha cao gitp regularization manh,
(dropout) han ché overfitting khi s6 chiéu latent 16n va

phan phdi giao dich rat da dang.

Kich thudce latent 24 Khong gian latent 24 chiéu cho phép VAE
(latent) nén chudi giao dich thanh biéu dién gon
nhung van giit cau tric bat thudng can thiét

dé tinh diém bat thuong.

b) Phan tich hi¢u niing trén tip kiém tra

e PR-AUC, ROC-AUC, Precision@1%
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PR-AUC = 0.4258, ROC-AUC = 0.6768, Precision@1% = 0.7332.
PR-AUC ¢ mtrc kha trong bdi canh dit liéu chudi nhiéu nhiéu, con P@1%
cho thdy mé hinh uu tién twong d6i chinh xac nhom 1% chudi riii ro nhat,

du ROC-AUC chi ¢ mure trung binh.

Precision-Recall Curve (Transformer VAE) ROC Curve (Transformer VAE)
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Hinh 3. 11: PR Curve va ROC Curve cua Transformer-VAE

e Phén phdi diém bét thuong

(@)

(@)

Phén phdi diém ctia chudi gian 14n dich r& sang bén phai so véi chudi hop
1¢, nhung vén ton tai ving chong lan ¢ khoang diém trung binh.

Diéu nay cho théy md hinh di hoc duoc mot s mau latent dic trung cho
hanh vi tn cong, song vai cac chudi gian 1an tinh vi hoac chudi hop 1€

hiém, diém bat thuong doi khi chua du tach bach.

e Ma trin nham 13n tai ngudng toi wu (threshold ~ 0.0007)

@)

(@)

(@)

F1-score = 0.6632, Precision = 0.5273, Recall = 0.8936.

TN =83 293, FP =50 177, FN = 6 663, TP = 55 962.

Mo hinh phat hién gan 90% chudi gian 1an véi hon mot nira canh bao la
gian 1an that, nhung s6 lugng false positive van 1én do ving chong lan

phan phdi.
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i Anomaly Score Distribution (Transformer VAE) - Log Scale Confusion Matrix (Tra nsformer VAE)
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Hinh 3. 12: Phdn phéi diém bat thieong va ma trdn nham lan cia Transformer-VAE
¢) Nhan xét

e Uudiém
o F1=0.66 va Recall ~ 0.89 cho thdy Transformer VAE c6 kha ning bao
phii tt cac chudi gian lan.
o Precision@]1% = 0.73, pht hop dé wu tién twong ddi chinh xac danh sach
nho cac chudi nghi ngd nhat.
o Kién triic Transformer cho phép mé hinh hoa tét cac phu thudc dai han va
phtrc tap trong chudi giao dich.
e Han ché
o ROC-AUC chi khoang 0.68, kha ning phan tach tong thé gitta hai 16p chua
that su ndi bat.
o FP khoang 50 nghin, phan 4anh ving chong lan diém bat thuong giira chudi
hop 1¢ hiém va chudi gian 1an tinh vi.

o Kién trac phtrc tap, yéu cau tai nguyén tinh toan va trién khai cao.
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3.4. Panh gia va so sanh két qua mé hinh

Trude khi di vao phén tich chi tiét ting khia canh, bang 3.8 tong hop céac chi sd
danh gia chinh cta sdu mé hinh trén tip kiém tra, bao gdbm PR-AUC, ROC-AUC,
Precision@1%, Precision, Recall, F1-score va cac phén tir clia ma tran nham 13n (TN,
FP, FN, TP) tai ngudng t6i uvu. Cac muc 3.4.1-3.4.4 phia sau s& lan luot phan tich sau

hon tirng nhom chi s6 nay.

Badng 3. 8: Tong hop hiéu néng chi tiét ciia cdc mé hinh

PR- ROC- F1-
Mo hinh P@1% | Precision | Recall TP FP FN TN
AUC AUC Score
K-
0.7801 | 0.9146 | 1.0000 | 0.5707 0.7987 | 0.6657 | 35,399 | 26,627 | 8,923 134,424
Means
DAE 0.6574 | 0.8395 | 1.0000 | 0.4479 0.7152 | 0.5509 | 31,699 | 39,068 | 12,623 | 121,983
LSTM-
AR 0.5137 | 0.7514 | 0.6765 | 0.4944 0.9149 | 0.6419 | 57,295 | 58,593 | 5,330 | 74,877
Trans-
VAE 0.4258 | 0.6768 | 0.7332 | 0.5273 0.8936 | 0.6632 | 55,962 | 50,177 | 6,663 83,293

HBOS 0.2213 | 0.7642 | 0.3877 | 0.2347 0.5944 | 0.3366 | 10,556 | 34,415 | 7,203 | 153,200

Isolation
F 0.1902 | 0.7168 | 0.2065 | 0.2464 0.4623 | 0.3215 | 8,210 25,106 | 9,549 162,509
orest
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3.4.1. Chit lwong xép hang

So sanh dudng cong Precision-Recall gitta cdc md hinh

1.01
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927 Dense AE (AP=0.66)
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— Transformer VAE (AP=0.43) \
—— HBOS (AP=0.22)
—— |solation Forest (AP=0.19)
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0.
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Hinh 3. 13: So sanh dwong cong Precision—Recall giita cac mo hinh

Chi s6 PR-AUC phan anh kha ning xép hang diing cac giao dich gian 1an trong
bbi canh dir liéu mat can bang manh, vén 14 dic trung phd bién cua dir liéu DeFi. Gia tri
PR-AUC cao ddong nghia v&i viéc mé hinh ¢ thé dua phan 16n giao dich gian 1an 1én

cac vi tri uu tién cao, di€u dac bi¢t quan trong trong cac hé thong canh bao sém.

Két qua cho thdy K-Means (PR-AUC = 0,78) va Dense Autoencoder — DAE (PR-
AUC = 0,66) 1a hai m6 hinh vuot troi nhat. Diéu nay cho thay, trong khong gian dic
trung da duoc tién xtr 1y va giam chiéu, khoang cach dén tm cum va 15i tai tao 14 hai tin

hiéu rat manh dé nhan dién hanh vi bat thuong.
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Cac md hinh chudi dat két qua trung binh: LSTM-AE (= 0,51) va Transformer-
VAE (= 0,43). Du PR-AUC chua cao bang cac mé hinh tabular, két qua nay phan anh
rang thong tin dong hoc theo thoi gian gitip mo hinh phat hién dwoc cac gian 1an kéo dai,
nhung ciing 1am ting d6 chong lan diém giira hai 16p.

Nguoc lai, HBOS va Isolation Forest c6 PR-AUC thap (= 0,22 va = 0,19), cho
thiy cac phuong phap duwa trén gia dinh thong ké don gian hodc phan tach ngiu nhién
khé nam bat dugc cau trac phtec tap, da chiéu va nhiéu nhiéu cua giao dich DeFi.

3.4.2. Khd ning phan tich tong quit

So sanh dudng cong ROC gilta cdc mé hinh

0.8 1
2 0.6
(]
o
Q
2z
E=
O
o
g
= 0.4 1
0-21 K-Means (AUC=0.91)
Dense AE (AUC=0.84)
LSTM AE (AUC=0.75)
Transformer VAE (AUC=0.68)
HBOS (AUC=0.76)
0.01 Isolation Forest (AUC=0.72)

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

Hinh 3. 14: So sanh dwong cong ROC giita cac mo hinh



56

ROC-AUC danh gia ning lyc phan biét hai 16p trén toan bo mién ngudng, khong
tap trung riéng vao 16p thiéu sd. Do d6, chi s6 nay phan anh kha ning hoc cau tric tong
quat cua dir liéu.

K-Means dat ROC-AUC cao nhét (= 0,91), cho thdy viéc phan cum trong khong
gian PCA da tao ra bién phan tach rat rd giita giao dich hop 1& va gian 1an. Dense

Autoencoder (= 0,84) xép thir hai, xac nhan kha ning hoc biéu dién phi tuyén hiéu qua.

Nhom md hinh chudi dat ROC-AUC thap hon (LSTM-AE = 0,75, Transformer-
VAE = 0,68), phan anh su danh doi gitra viéc hoc phu thudc thoi gian va kha nang phan
tach rach roi hai 16p.

Pang cha y, HBOS dat ROC-AUC = 0,76, trong duong LSTM-AE, cho thiy mé
hinh nay vin c6 kha niang phan tach tong quat kha tt, du hiéu qua xép hang & ving gian
14n lai han ché. Isolation Forest (= 0,72) cho két qua khiém ton, phu hop v6i nhan dinh

rang md hinh nay kho thich nghi véi dit lidu co cau tric phirc tap.

3.4.3. Hiéu quad tai viing cdnh bdo trong diém

So sanh Precision@1% gilta cAc mé hinh
1.00 1.00

1.01

0.8

Precision@1%
o
o

o
kS
|

0.2 1

0.0 -

K-Means Dense AE Transformer VAE LSTM AE HBOS Isolation Forest
Mé hinh

Hinh 3. 15: So sanh Precision@1% gitta cac moé hinh
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Trong trién khai thuc té, hé théng thuong chi cé thé xir 1y hoac diéu tra mot ty 1€
nho cac giao dich c6 diém bét thudng cao nhat. Do d6, Precision@1% la chi s6 phan anh
tryc tiép gid tri tng dung cia mé hinh.

Két qua cho thdy K-Means va DAE dat P@1% = 1,0, tirc toan bd giao dich nam
trong top 1% nguy hiém nhat déu 1a gian lan. Day 1a két qua dic biét quan trong, ching
minh hai m6 hinh nay co thé dong vai tro bo loc tuyén dau voi d6 tin cay rat cao.

Transformer-VAE (= 0,73) va LSTM-AE (= 0,68) dat murc kha, cho thiy cac md
hinh chudi c6 kha ning tap trung vao cac hanh vi bat thuong manh, nhung vin ton tai
mot s& chudi hop 16 hiém bi xép nham vao top.

Trong khi d6, HBOS va Isolation Forest c6 Precision@]1% thap (< 0,4), cho thdy
hai mé hinh nay khé xac dinh chinh x4c ving rui ro cao, han ché kha ning st dung 1am
bo canh bao uu tién.

3.4.4. Néiing luc bao phii va cin bang phdt hién

So s&nh Recall va Fl-score tai ngudng téi uu

H Recall
B Fl-Score

K-Means Dense AE Transformer VAE LSTM AE HBOS Isolation Forest
M6 hinh

Hinh 3. 16: So sanh Recall va Fl-score tai nguéng toi uu

3.4.4.1. So sanh Recall
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LSTM-AE dat Recall = 0.915, cao nhit trong toan bd sau mé hinh: Diéu nay cho
thdy m6 hinh chudi nay c6 kha ning bao phi gian lan rét tdt, it bé sét, phu hop cho céc

hé thong uu tién do an toan cao.

Transformer-VAE dat Recall = 0.894, gan twong dwong LSTM-AE nhung véi
phan phdi diém tap trung hon: M6 hinh hoc sau dya trén attention tuy chua dat do sic
sdo cao nhat & top-tier, nhung lai rdt manh trong viéc gom dugc phan 16n gian 1an vao
dai diém cao.

Dense Autoencoder dat Recall = 0.715: Tuy khong dat murc bao phti nhu mé hinh
chudi, DAE van phat hién duoc phan 16n gian 1an ma khong can cdu tric thoi gian, ching

minh tinh manh m& ctia mé hinh tai tao phi tuyén trén dir liéu tabular.

K-Means dat Recall = 0.799, thuéc nhém kha manh: Pay 1a muc hiéu qua tdt voi
mo hinh phan cum, dic biét khi khong sir dung thong tin thoi gian va khong duoc huan

luyén phan biét hai 16p.
HBOS dat Recall = 0.594: m6 hinh histogram mot chiéu chi nhan dién tét cac

outlier 1 rét nhung bo sot nhiéu giao dich gian 1an ¢6 ciu trac phirc tap.

Isolation Forest chi dat Recall = 0.462, thép nhét trong nhom: Phan anh sy han
ché cta thuat toan khi phan phdi diém ctia 16p hop 18 va 16p gian 1an bi chong l1an qua

16n.
3.4.4.2. So sanh F1-score

K-Means va Transformer-VAE 13 hai mé hinh c¢6 F1 cao nhét (lan luot = 0.666

va = (0.663), trong d6 K-Means nhinh hon nhe du 1a m6 hinh phén cum don gian.

LSTM-AE dat F1 = 0.642: phu hop cho kich ban wu tién han ché bo sot, du

Precision chua cao.
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DAE dat F1 =~ 0.551: Precision thap kéo F1 xudng, du Recall van kha t6t. M6

hinh phu hop cho viéce loc wu tién hon 14 t6i vu F1.

HBOS va Isolation Forest déu c6 F1 thap (= 0.33 va = 0.32): cho thay hiéu ning

han ché trong ca bao phu 1an d6 chinh xAc.

3.4.5. Pdnh gid hi¢u nang tinh todn va kha ndng trién khai thuwe té

Pé danh gia tinh kha thi khi trién khai trong méi truong san xuat (production),
luan van tién hanh do luong ba nhom chi s6 hiéu nang ¢t 161 cho sau md hinh: HBOS,
Isolation Forest, K-Means, Dense Autoencoder (DAE), LSTM Autoencoder va
Transformer-VAE. Cac thuc nghiém dugc thuc hién théng nhét trén cung mot cu hinh
phan ctg (nhu da trinh bay & phan 3.2.1.) véi dit lidu da tién xu 1y & chuong 3. Két qua

dugc tom tat trong bang 3.9 nhu sau:

Bang 3. 9: Téng hop hiéu ndng tinh todn ciia cdc mé hinh

M6 hinh P tré don 1é Thong luwgng Thoi gian xirly | Kich thuéc
(ms/miu) (mau/gidy) Batch (s) (MB)
HBOS 0,29 1.277.705 0,039 9,42
K-Means 0,53 262.249 0,192 2,39
Isolation Forest | 25,07 25.774 1,941 1.448,07
DAE 119,42 264.592 0,193 3,63
LSTM-AE 131,00 15.496 0,653 32,40
Trans-VAE 120,00 20.076 0,500 0,59

3.4.5.1. Do tré suy luan don 1&

Chi s6 nay mo phong kich ban xir 1y thoi gian thyuc, noi mdi giao dich méi phat

sinh can dugc danh gia ngay lap tuc.

e Nhom siéu tdc (Ultra-low Latency): HBOS va K-Means dat hi¢u nang vuot troi

v6i d6 tré dudi 1 ms (0,29 ms va 0,53 ms). Pay la mirc gan nhu khong déng ké,
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dap Gmg tot yéu cau cia hé théng chin gian 1an thoi gian thuc (thudng yéu cu <
50 ms). Ca hai mé6 hinh déu hoat dong hi¢u qua trén CPU ma khong can GPU.

e Nhom trung binh: Isolation Forest dat khoang 25 ms/mau. Mirc ndy van dung
dugc cho hé thong thoi gian thuc, nhung bién an toan thap. Khi cong thém do tré
mang va truy van co so dir liéu, tong thoi gian phan hdi dé vuot ngudng 50 ms.

e Nhom do tré cao: DAE, LSTM-AE va Transformer-VAE déu ¢6 d tré > 100 ms
do chi phi tinh todn 16n khi batch size = 1. Nhom nay khong phu hgp cho xur ly

chan truc tiép.
3.4.5.2. Thong lugng xtr ly

Chi sb nay danh gid kha nang xu ly khoi lugng dir li¢u 16n, phuc vu cho céc tac

vu phan tich dinh ky hodc hau kiém.

e HBOS dan dau tuyét dbi voi ~ 1,28 triéu mau/gidy, cho phép quét toan bo dit liéu
lich sir trong thoi gian rat ngan.
e Dense Autoencoder dat ~ 264.000 mau/gidy — cho thay mé hinh tan dung GPU
cuc tot khi suy luan theo batch, tham chi nhanh hon han Isolation Forest.
e K-Means dat = 262.000 mau/gidy, tuong duong DAE.
e Isolation Forest thip nhét (= 25.000 miu/gidy) do phai duyét nhiéu cay quyét dinh
tuan tu, khé song song hoa trén GPU.
e V&i mo hinh chudi:
o Transformer-VAE: =~ 20.000 chudi/giay,
o LSTM-AE: = 15.500 chudi/giay.

Thong luong nay 1a tot d6i v6i dit liéu chudi 20 bude/giao dich.
3.4.5.3. Dung luong mo hinh va yéu cau bd nhé

e Nhe va toi vu:
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o Transformer-VAE gy 4n turong khi chi chiém 0,59 MB — rat nh6 cho mét
mo hinh xir Iy chudi ¢6 encoder—decoder va tai tham s6 hoa.
o DAE va K-Means ciing nhe (< 4 MB), pht hop dé trién khai trén container
hogc thiét bi bién.
e Kich thuéc 16n: Isolation Forest c6 dung lwong t6i 1,45 GB, gy ton bo nhd dia
1Ain RAM khi nap mo hinh (cold-start). Diéu nay bat loi trong moi trudng

microservice cO yéu cau scale nhanh hodc serverless.
3.4.5.4. K&t luan kha nang trién khai

Tur céc phan tich da chi€u trén, ludn van dé xuat kién tric trién khai da tang dé

tan dung uu diém cua ting nhém mo hinh:

e Tang loc nhanh (Real-time Layer): HBOS hoic K-Means nén duoc dung & tuyén
dau dé kiém tra 100% giao dich. Véi do tré < 1 ms va thong luong cao, hai mo
hinh nay gift vai trd chin ban dau.

e Tang phan tich sdu (Near Real-time/Offline Layer): Cac giao dich nghi ngd duoc
chuyén sang bd phan tich chuyén sau gom Transformer-VAE hoic LSTM-AE.
Nhom nay c¢6 do chinh x4c cao va thich hop dé phat hién cac hanh vi bt thuong
tinh vi ma mo hinh tuyén dau c6 thé bo sot.

e Han ché su dung Isolation Forest: Mac du hiéu qua ¢ mot s6 kich ban, kich thude
16n va thong lugng thap khién mo hinh nay kém hap dan khi so sanh véi HBOS

(nhanh, nhe) va Autoencoder (chinh xéc cao).

3.5. Két luan chwong
Chuong 3 da trinh bay quy trinh thuc nghi¢m 4p dung cho sdu mé hinh phat hi¢n
gian lan trén bd dir liéu BCCC-DeFiFraudTrans-2025, bao gém tdi vu siéu tham sd, huan

luyén va danh gia theo bo thudc do da thiét ké. Muc tiéu 1a so sanh twong quan gitta cac
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mo hinh va xac dinh vai trd phi hop cua tirng nhom trong bai toan phat hién bét thuong

trén DeFi.

Két qua cho thiy nhém mé hinh tabular (dic biét 13 K-Means va Dense
Autoencoder) dat hi¢u ndng ndi bat vé chét lugng xép hang, vé1 PR-AUC, ROC-AUC
va Precision@]1% & mirc cao, pht hop dong vai trd 16p loc wu tién dé khoanh ving tap
giao dich ruai ro nhat. Nguoc lai, nhém md hinh chudi (LSTM-AE, Transformer-VAE)
t6 ra vu thé vé kha nang bao phu, dat Recall cao nho khai thac dong hoc theo chudi giao
dich, thich hop 1am 16p b trg nham giam bo sot gian 1an. HBOS va Isolation Forest chu
yéu giir vai tro baseline tham chiéu, phan anh han ché ciia cac phwong phéap duya trén gia

dinh phan phéi don gian trong bdi canh dit liéu DeFi nhiéu nhidu va da chiéu.

Tir cac quan sat ndy, chuong 3 cho thdy khong c6 mot mé hinh don 1é nao ti uu
cho moi tiéu chi, ma cau hinh hop 1y hon 14 tiép c4n phén ting: 16p tabular wu tién xép
hang va 16p chudi ting d6 bao phil. Pay 13 co s dé chuong két luan dé xuat kién triic hé

thdng phat hién gian 1an tong thé va cac hudng mo rong trong trién khai thyc té.
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KET LUAN VA KIEN NGHI

Lu4n vin d3 tién hanh nghién ctru toan dién bai toan phat hién bt thudng trong
giao dich DeFi1 dya trén cdc mo hinh hoc may va hoc sau, két hop bo dir ligu BCCC-
DeFiFraudTrans-2025 véi quy mé 16n, ciu tric phirc tap va phan phdi 1éch manh theo
thoi gian. Trén co s& quy trinh tién xir Iy duoc thiét ké riéng cho hai dang dit liéu bang
va chudi, luan vian da trién khai, t6i vu va danh gia sdu mo hinh dai dién gém K-Means,
Isolation Forest, HBOS, Dense Autoencoder, LSTM-AE va Transformer-VAE. H¢
théng thude do da chiéu (PR-AUC, ROC-AUC, Precision@1%, F1 va Recall) dugc su
dung nham phan 4nh day du kha nang xép hang, muc do bao phu va do tin cdy canh bao

cua tirng mo hinh trong béi canh dir li€u c¢o ti 1¢ gian 1an thap va nhiéu cao.

Két qua thuc nghiém cho thay cac mé hinh tabular va mé hinh chudi thé hién thé
manh & nhitng khia canh khac nhau. K-Means va Dense Autoencoder 1a hai phuong phap
ndi bat nhat trong nhiém vu xép hang wuu tién, khi déu dat Precision@1% ¢ muc tuyét
d6i va kha ning phan tach tong quat tot. Nguoc lai, LSTM-AE va Transformer-VAE cho
théy hiéu qua vuot troi vé mirc do bao phu, véi Recall xép xi hodc trén 0.9, phu hop cho
viéc phat hién cac hanh vi gian lan dién tién theo thoi gian. Hai m6 hinh HBOS va
Isolation Forest thé hién nang luc han ché va chu yéu phu hop cho muc dich tham chiéu
hoic so sanh co sa. Tl sy phan hoa hiéu nang nay ¢ thé thay rang khong ton tai mot mo
hinh duy nhét t6i vu cho moi tiéu chi, va cach tiép cin phan ting giita mé hinh tabular
(uu tién xép hang) va mo hinh chudi (wu tién do pht) mang lai gia tri thyc tién cao hon

khi trién khai trong cac hé théng giam sat DeFi.

Bén canh cac két qua dat duoc, luan van cling dua ra nhirng kién nghi cho hudéng
phat trién tiép theo. MOt mat, hé théng phat hién gian 1an c6 thé duoc nang cao bé“mg viéc
mo rong dir liéu theo thoi gian, bo sung dit liéu ngudn gia, thanh khoan hoic thong tin
cross-chain nham mo ta dﬁy du hon bdi canh giao dich. Mat khac, cac mé hinh hi¢n dai

nhu mang no-ron do thi (GNNs) hoidc cac kién trac Transformer danh cho chudi dai co
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tiém nang cai thién kha ning hoc quan hé va phat hién cac hanh vi tin cong da budec.
Viée két hop cac mo hinh hoc may vai ludt nghi€p vy, cling nhu xay dung co ché phan
hdi tir phia ngudi phan tich, co thé giam thiéu canh bao gia va duy tri hiéu ning khi hanh
vi gian 1an thay doi theo thoi gian. Cubi cing, qua trinh trién khai thyc té can duoc hd
trg boi co ché giai thich mé hinh va kiém danh dinh ky dé dam bao hé thdng duy tri d6
tin cay lau dai.

Nhin chung, luan vin d3 cung cip mot danh gia thuc nghiém co6 hé thong, lam rd
dic diém van hanh cua cic mo hinh trong bdi canh DeFi va dé xuat hudng trién khai co
tinh thyc tién cao. Cac két qua thu duoc khong chi gop phan cing c6 hiéu biét vé phat
hién bat thuong trén dir liéu Blockchain, ma con tao nén tang cho cic nghién ciru va tng

dung tiép theo trong linh vyc tai chinh phi tap trung.
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