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MO DAU

Tinh cip thiét cia dé tai

Trong bbi canh van hanh cac Trung tdm Diéu hanh An ninh mang (SOC)
hién dai, mdt thach thirc hién hitu l1a sy bung nd vé sb luong canh bao (alert
fatigue). Cac chuyén gia phan tich thudng xuyén ddi mit véi ap luc xur Iy hang
nghin log mdi ngay, trong khi cac thong tin ngit canh can thiét dé ra quyét dinh lai
nam rai rac va thiéu tinh lién két. Hon nita, cac phwong phéap phét hién dya trén
luat (rule-based) truyén théng dang boc 16 diém yéu trude cac ki thuat tn cong
tinh vi, an danh hoic chwa timg biét dén.

Su xuét hién va phat trién tri tué nhan tao tao sinh (Generative Al), dac biét
1a su két hop giita mo hinh ngdn ngit 16n (LLM) ciing v6i m hinh tao sinh dya
trén truy xuat tang cuong (Retrieval-Augmented Generation - RAG) d3 md ra mot
cach tiép can mdi trong viée xtr 1y log, phan tich ngir canh va ty dong hoa phan
loai rui ro. Viéc tich hop LLM vao RAG khong chi gitip phan tich canh bao véi
ngir canh cy thé ma con c6 thé truy xuat thong tin tir nhiéu ngudn (Threat
Intelligence, IOC feeds, MITRE ATT&CK...) dé dua ra danh gia va giai thich
danh gia.

Xuat phat tir thyc tién d6, dé tai ndy tap trung nghién ctru giai phap tich hop
cac cong cu mi ngudn mé nham tu dong hoéa quy trinh phan tich, danh gia canh
béo, gitip ning cao téc dd va do chinh x4c trong phan Ung su ¢d an ninh mang.
Cic két qua dat dugre

Cac két qua du kién bao gdm: Nam duoc khai quat vé hé thong giam sat an
ninh mang va mé hinh tao sinh dya trén truy xuét ting cudong (RAG); Ap dung hé
théng RAG vao phan tich canh bao an ninh mang; Cong cu thir nghiém cho phép
nhap canh bao va nhan phan hoi phan tich tir mé hinh.

Muc tiéu nghién ciru ciia dé tai

Muc tiéu chinh ctia dé tai 1a nghién ctru hé théng giam sat an ninh mang va
mo hinh tao sinh da trén truy xuat ting cudng (RAG). Ung dung md hinh tao sinh
dua trén truy xut ting cuong (RAG) vao phan tich canh bao an ninh mang.

Céu tric dé an

Pé an gém 3 chuong:



Chuong 1 tong quan vé hé thong giam sat an ninh mang va mo hinh RAG;

Chuong 2 nghién ctru va img dung mo hinh RAG trong phan tich canh bao
an ninh mang;

Chuong 3 thtr nghiém va danh gia mo6 hinh.



CHUONG 1: TONG QUAN VE HE THONG GIAM SAT AN NINH
MANG VA MO HINH RAG

1.1. Tong quan vé SOC va hé thong canh bao an ninh mang

Trung tim Diéu hanh An ninh mang (SOC) déng vai tro nhu trung tam than kinh
ctia hé thong bao mat doanh nghiép. Khac v6i cac phong IT truyén théng, don vi nay
dugce t6i uu hoa riéng cho viéc phat hién, phan tich va phan ing véi cac mdi de doa an
ninh. Theo dinh nghia tir Vién SANS, hi¢u quéa cia SOC phu thudc vao sy can béng gitra
ba tru c¢dt chién luge: Con nguoi, Quy trinh va Cong nghé.

Chtrc nang ctia SOC bao goém chu trinh khép kin: giam sét lién tuc toan bo ha ting
IT; phat hién mdi de doa két hop giira luat canh bao va thuat toan hoc méy; phan tich va
diéu tra dé phan loai canh bao; phan tmg su ¢d voi cac bién phap ngin chin va co lap; va
phuc hdi hé théng cung danh gia sau sy cb.

Hé théng canh bao an ninh mang hoat dong theo quy trinh nhiéu tang: Thu thap
log tir cac ngudn; Chuan hoa vé dinh dang chung; Twong quan cac sy kién thanh chudi
hanh vi; va Canh bao khi thoa diéu kién lut. Thach thirc 1én nhét hién nay la "Qua tai
canh bao" (Alert Fatigue) do s6 lwong dwong tinh gia cao, dan dén nguy co bo sot cac
mdi de doa thuc su.

1.2. Khdo sat cac phwong phap phan tich canh bao

Phuong phap phan tich d3 trai qua nhiéu giai doan tién hoa. Phuong phéap thu cong
dua hoan toan vao con ngudi, ¢6 vu diém 1a tin dung duoc truc giac va kinh nghiém
nhung han ché vé téc d6 va kha ning mé rong. Phuong phap dua trén thong ké va hoc
may c6 thé phat hién méi de doa chua biét nhung gip van dé vé ty 18 duong tinh gia cao
va thiéu kha nang giai thich. Phuong phap dua trén luat c6 d6 chinh xac cao v6i cac moi
de doa da biét nhung bat luc trude cac cudc tin cong moi.

Xu huéng hién dai 1a két hop cac phuong phép va sir dung cong nghé Al tao sinh,
dic biét 1a mo hinh ngon ngir 16n duoc ting cudng bdi co ché truy xuat thong tin, mo ra
chiéu huéng méi c6 kha ning tu dong hoa, giai thich va dé xuat hanh dong cu thé.

1.3. Kién trac va dac trung cia mo hinh LLM

Mo hinh ngon ngit 16n 1a mé hinh hoc sau dugc huin luyén trén tap dir licu khéng
16, hoat dong nhu mo6 hinh xéc suat du doan token tiép theo dya trén ngit canh. Khac voi
mo hinh NLP truyén thong, LLM thudc nhom "M hinh nén tang" c6 thé fine-tune cho
nhiéu tac vu khac nhau.



Hau hét LLM duogc xay dung trén kién trac Transformer véi co ché Self-Attention
cho phép mé hinh danh trong sé tim quan trong cta cdc tir trong cau. Cac dic trung quan
trong bao gdm: Kha nang hoc theo ngit canh (zero-shot va few-shot learning); Cira s6
ngit canh dinh nghia luong token cé thé xir Iy; Kha nang suy luan chudi chia nhé van dé
phure tap thanh cac bude logic; va Hién tugng 4o gidc - rui ro khi mo hinh tu tin dua ra
thong tin khong chinh xéc.

1.4. Kién tric va nguyén Iy hoat dong ciia mé hinh RAG

RAG 12 kién tric lai cho phép LLM truy xuat va két hop thong tin méi, két hop
strc manh tao sinh ngdn ngir v6i kha nang truy xuat thong tin chinh xac tir nguén bén
ngoai. Hé théng RAG bao gdm ba thanh phan: B truy xuit (Retriever) tim kiém thong
tin lién quan tur co sé dir liéu; Bo sinh (Generator) 1a LLM tao cau tra 101; va Co sé dir
lidu kién thuc chira thong tin chuyén nganh.
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Hinh 1: So do kién tric RAG

Quy trinh hoat dong gém hai giai doan: Giai doan nap dit liéu (Thu thap, Chia
nhd, Ma hoa Vector, Luu trit); va Giai doan truy van (Nhan cau hoi, Ma hoa, Tim kiém
trong dong, Tang cuong ngit canh, Tao ciu tra 11). Co ché nay gitp giai quyét bai toan
cap nhat kién thire cho LLM ma khong can huan luyén lai.

1.5. Ung dung mé hinh RAG trong SOC

RAG giai quyét hai thach thirc then chdt: qua tai canh bao va thiéu hyt nhan luc.
Theo Ponemon Institute (2022), SOC trung binh xtr Iy hon 4.484 canh bao mdi ngay
nhung chi diéu tra dugc 46%. Ung dung chinh bao gom: Ty dong phén tich va phén loai
canh béo, loai bd 30-50% duong tinh gia; Hd tro diéu tra tong hop thong tin tir nhidu
nguén, rut ngén thoi gian 25-40%; va Dé xuit quy trinh xtr Iy cu thé tir tai liéu ndi bo.

1.6. Khao sat cac giai phap va nghién ctru lién quan

Nghién ciru ctia Deng va cong su (2024) cho thay RAG cai thién d¢ chinh xac
23% nhung chua di sau tich hop nhiéu nguén dir liéu. Rapid7 dat d6 chinh xac 99,93% va



xtr 1y 4,8 nghin ty canh bao/tuan. IBM (2025) chi ra AI giam chi phi vi pham 2 triéu USD
va rut ngan phan tmg 80 ngay. Self-RAG giam 4o giac nhung yéu cau tai nguyén 1on.
NVIDIA Morpheus manh nhung doi hoi phan cting dat. Cac du 4n ma ngudén mo hién
con thiéu kha nang tich hop thyc té.

Khoang tréng: Cac nghién ctru thiéu chi tiét trién khai thyc té, giai phap thuong
mai chi phi cao va kho tiy bién, du 4n ma ngudn mé chua truong thanh. Dé tai lap day
bang kién trac hoan chinh, tich hgp SIEM, sir dung c6éng nghé ma ngudn mé, van hanh
trén ha tﬁng han ché v6i LLM cuc bo.



CHUONG 2: NGHIEN CUU VA UNG DUNG MO HINH RAG
2.1. Thiét ké Kkién triic md hinh RAG

Yéu cau kién triac bao gom: Tinh bao mat dit liéu wu tién LLM cuc bo; Tinh thoi
gian thyc do tré ~60 gidy/canh bao; Tinh chinh xac dya trén tai li¢u thyc té han ché ao
giac; va Kha ning mé rong thiét ké module hoa.
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Hinh 2: So d6 tong thé kién trac hé théng RAG
Kién trac gom 4 ting:

- Tang 1 - Giam sat voi Linux Server va Splunk Enterprise thu thap log, phat
hién tin cong, glri webhook.

- Tang 2 — Piéu phéi véi RAG Controller (Python/FastAPI) tiép nhan,
parsing, xtr Iy song song bat dong bo.

- Té”mg 3 - Dir liéu & Al véi Qdrant luu trir vector tir tai liéu no1 by va threat
intelligence; LLM (Ollama/Llama 3) téng hop va sinh bao co; AlienVault
OTX cung cip I0C.

- Tang 4 - Tuong tac v6i Splunk Dashboard hién thi két qua qua HTTP Event
Collector.
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Hinh 3: M6 t4 hoat dong cua Splunk

2.2. M6 ta ludng dir liéu va chirc niing

May nan nhan
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4. Tong hap &
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Hinh 4: So d6 mo ta ludng dit liéu



Ludng xtr Iy 5 budc:

(1) Nhéan canh bao tir SIEM qua webhook JSON;

(2) Parsing va chuan hoa trich xuat IOC;

(3) Lam giau di liéu tir OTX vé reputation;

(4) Xtr Iy RAG: embedding, similarity search trong Qdrant, LLM tong hop;
(5) Tra két qua bao céo va khuyén nghi.

Céc chuc nang module: Thu thap va lam giau IOC qua API OTX; Xt ly va nhiing
dir liéu bang sentence-transformers; Luu trit va truy xuat trong Qdrant; Phan tich va sinh
bao cdo qua Llamalndex/LangChain v4i Ollama.

2.3. Trién khai trong méi trwomg thir nghiém

Phan 1: Thu thap dir liéu

Budc 1: Thu thap 10C
(10C Ingestion)

Raw [Data

Vectors

Phan 2:Phan tich canh bao

Budc 6: Nhan Canh bao

: Budc 4: Vector Database
tr SIEM (Splunk)

{Luu trir & Indexing)

Retrieval: _.-=-="
-

Alert Coptext s o .
Tim ki€m LQGtucng dong

Budc 5: Phan tich RAG
{Retrieval & Generation)

Analysi( Result

Budc 7: Phan hdi vE SIEM
(Feedback Loop)

Hinh 5: So dd cac budc trién khai md hinh



MBoi trudng gdm 3 may chi: May nan nhan (Ubuntu Server véi auditd, Splunk
Forwarder); May SIEM (Splunk Enterprise 9.4.1); May RAG (Python/FastAPI, Ollama,
Qdrant, RAM >16GB).

Cac budc trién khai:
Budc 1: Thu thap dit liéu chi bao tin cong (IOC Ingestion)

Giai doan dau tién tap trung vao viéc thiét lap két noi voi cac ngudn Threat Intelligence
uy tin nham xay dung co s& dit liu vé cac moi de doa hién hitu.

e Muc dich: Ty dong hoa viéc cap nhat danh sach cac dia chi IP, ma bam (Hash) tép
tin va tén mién doc hai tir nén tang AlienVault OTX hoac MISP.

« Phuong phap thuc hién: Str dung module Python dé goi API RESTful ctia nha cung
cép dich vu. Dir liéu tho tra vé (dinh dang JSON hoac CSV) s¢ dugc luu trit tam
thoi dé phuc vu xur 1y.

Budc 2: Chuan héa va Phén tich ca phéap dit liéu (Data Parsing & Normalization)

Dit liéu thé sau khi thu thap cin duoc chuyén ddi vé dinh dang cau trac thdng nhit dé
hé théng c6 thé xtr Iy dong bo.

« Muc dich: Trich xuat cac trudng thong tin cot 18i bao gdbm: Loai chi bao (Type), Gia
tri (Value), Mo ta (Description) va Thoi diém phat hién (Timestamp).

e Phuong phép thyc hién: Sir dung céc thu vién xur ly chudi va dinh dang dir li¢u (csv,
json) dé chuyén d6i dir liéu tho thanh danh sach cac ddi twong (List of Dictionaries).

Budc 3: Ma hoa ngir nghia (Semantic Embedding)

Pay 1a budc quan trong dé chuyén doi dit liéu vin ban sang dang vector sd hoc, cho
phép thyc hién cac phép toan tim kiém tuong dong vé sau.
« Muc dich: Biéu dién ngir nghia cta cic chi bao tdn cong va mo ta di kém duéi dang

vector da chiéu.

« Phuong phap thuc hién: Sir dung cac mé hinh Transformer d3 dugc huan luyén trude
(Pre-trained Models) nhu all-MiniLM-L6-v2. M6 hinh ndy can bang tét giira tbc do
va dd chinh x4c.

Budc 4: Danh chi muc vao Co s¢ dit liéu Vector (Vector Indexing)

Céc vector sau khi tao ra can dugc luu trit vao moét co s¢ dir liéu chuyén dung dé t6i uvu
hoéa toc do truy van.



« Muc dich: Xay dung kho dir liéu s6 (Knowledge Base) c6 kha ning truy xuét thong
tin trong thoi gian thuc (mili-gidy).

« Phuong phép thuc hién: Str dung Qdrant lam Vector Database. Quy trinh bao gém
viéc khoi tao bd suu tap (Collection), dinh nghia kich thudc vector va thuc hién thao
tac chen (Upsert) dit licu.

Budc 5: Phan tich canh bdo st dung RAG (RAG-based Analysis)

bay 1a budc cdt 161 cua hé théng, noi strc manh ctia LLM va co s& dit liéu duoge két
hop.

« Muyc dich: Ty dong phén tich ndi dung canh bao tir SIEM, ddi chiéu véi co sé dir
lidu vector dé tim thong tin lién quan, va tong hop thanh bao céo hoan chinh.

e Phuong phdp thuc hién: Khi nhan dugc canh bao, hé théng sé: (1) Vector hoa noi
dung canh bao, (2) Truy van Qdrant dé liy ngit canh (Context), (3) Giri Prompt chira
ngi canh téi Ollama dé sinh cau tra 10i

Budc 6: Tich hop co ché canh bao tir SIEM (Splunk Alert Integration)
Thiét 1ap co ché tu dong chuyén tiép thong tin tir ting giam sat sang tang phan tich.

« Muc dich: Pam bao moi canh bao murc do cao (High Severity) déu duoc tu dong
guri di phan tich ngay lap tuec.

« Phuong phap thuc hién: Cau hinh Webhook trén Splunk Enterprise.
Budc 7: Phan hoi két qua vé SIEM (Feedback Loop Integration)

Khép kin quy trinh bang cich giri nguoc két qua phan tich vé lai giao dién giam sat
trung tam.

« Muc dich: Gitip chuyén gia SOC xem duoc két qua phan tich ciia Al ngay trén
Dashboard cta Splunk ma khong can chuyén d6i cong cu.

Phuong phap thuc hién: St dung dich vu Splunk HTTP Event Collector (HEC).



CHUONG 3: THU NGHIEM VA PANH GIA MO HINH

3.1. M6 ta mo6 hinh thir nghiém

@ Kol Linux (Attocker) & M3y ran han (Victim) © Splurk (STEM) RAG Server (Andlysis) & Knowledge Base (OTX/Qdrent)

Giai doan I: 6i lip Tén céng (Simulation)

1. Thee hién f2n cong (Hydra, SQLMap)

Sinh log hé thang (auth.log, sysiog) & By vé Forwarder
-

Giai dozn 2: Pt hién & Cinh bdo (Detection)

3. Search Head chay it (Real-time)
L 2

4. Thia mén Rule -> 6 Alert (TSON Payload)

Giai doan 3: Phén tich iz dong (Anclysis)

5. Trich xuit TOC & Truy vén thérg tin

6. Tré vé Playbook & Threat Intel

7. Oliama tong hop & T20 béo céo

v

Giai doan 4: Ghi rhin két qui (Recording)

8. 64 bdo cdo phén fich béng HEC
P — - 3
9. Luu trir & Barh gid két qu2

@ Kali Linux (Attacker) & MGy ran than (Victim) © Splurk (STEM) % RAG Server (Analysis) & Krowledge Base (OTX/Qarent)

Hinh 6: so d6 mé hinh thir nghiém

Méi truong trén VMware ESXi gdm: Ké tan cong (Kali Linux), M4y nan nhan
(Ubuntu Server 22.04), SIEM Server (Splunk Enterprise), RAG Analysis Server
(Python/Ollama/Qdrant).

1. Giai doan 1: Gia 1ap tan cong (Simulation)

o St dung cac cong cu trén Kali Linux (Hydra, SQLMap, Metasploit) dé thuc

hién hanh vi tan cong vao may nan nhan.

o Muc tiéu: Tao ra cac diu hiéu (signatures) trong log hé théng (auth.log,

syslog, access.log).
2. Giai doan 2: Phat hién va Canh bao (Detection)

o Splunk Forwarder diy log vé Indexer.

o Splunk Search Head chay cac luat tim kiém thoi gian thuc (Real-time

searches).

o Khi diéu kién luat théa man (vi du: > 10 1an ding nhap sai), Splunk kich hoat

Alert va guri payload JSON sang RAG Server.



3. Giai doan 3: Phan tich ty dong (Automated Analysis)

o RAG Server nhan canh béo, trich xuit IOC (IP, User).

o Thyc hién truy van lam giau dir licu tr OTX va tim kiém Playbook tir Qdrant.

o Ollama tong hop thong tin va sinh ra bao cdo phan tich.

4. Giai doan 4: Ghi nhan két qua (Recording)

o Két qua phan tich dugc giri nguoc lai Splunk (qua HEC) va lwu trit tai Splunk.

o Panh gia két qua.

Céc chi s6 danh gia: Hiéu ning (MTTR theo NIST, tai nguyén CPU/RAM); Chat
luong theo RAGAS (Retrieval Precision, Faithfulness chdng 4o giac, Actionability).

3.2. Kich béan thir nghiém

Kich ban 1: SSH Brute Force - St dung Hydra tan cong SSH véi tir dién mat
khau. Dau vét: chudi "Failed password" lién tiép trong auth.log. Splunk rule kich hoat khi
>10 1an thét bai/60s. RAG truy xuét I0C tir OTX, playbook tir Qdrant, dé xuat: chan IP,
tat PermitRootLogin, MFA.

i Time

> 1512/2025
21:02:29.000

Event

{2

abuseipdb_score: AbuseIPDB Score: 100%. ISP: UCLOUD INFORMATION TECHNOLOGY (HK) LIMITED. Usage: Content Delivery Network. Total
Reports: 7426.

data_source: external_abuseipdb

detected_ioc: 152.32.171.99

original_question: Phan tich Alert sau duoc phat hien boi Splunk: Analyze this IOC: IP 152.32.171.99 performed 49 failed SSH login
attempts targeting users [admin, deploy, postgres, root, test, ubuntul between 2025-12-15 28:56:55 and 2825-12-15 20:57:05.

rag_answer: *xPhan tich hanh vi:sx

% Loal tan cbng: SSH Brute Force

% Bang ching: IP 152.32.171.99 d3 thyc hién 49 1an dang nhdp that bai targeting users [admin, deploy, postgres, root, test, ubuntul
trong khoang th&i gian 2025-12-15 20:56:55 dén 2025-12-15 20:57:05.

* Danh gia mic do nghiém trong: Cao

*+xD81 chidu Threat Intel:x

* Trang thai AbuseIPDB/Internal DB: Score 100%, ISP UCLOUD INFORMATION TECHNOLOGY (HK) LIMITED, Usage Content Delivery Network, Total
Reports 7426. Nhan dinh uy tin IP 1a thdp.
* Nhan dinh cudi cung: IP 152.32.171.99 cé thé dugc sl dung cho cac hoat dong tdn céng khac nhau, bao gdm Brute Force SSH.

#xKhuy&n nghi x{ 1y (Actionable):#=

% xxHanh dong ngay:** Chan IP trén Network Firewall/IPtables dé ngan chdn cic cudc tdn cong tiép theo
% #*Hanh dong dai han/Hardening:#x Cai dat Fail2Ban/CrowdSec dé giam sat va chan cac cudc tan céng Brute Force. Kiém tra cdu hinh SSH
(Khuyén dit "PermitRootlLogin no', tit xac thuc Password, chuyén sang dung Key)
rag_context_count: 1
3

Show as raw text

host = 192168.69.213:8088 | source = rag_api = sourcetype = rag_analysis

Hinh 7: Két qua phan tich canh bao Brute Force

Kich ban 2: SQL Injection - SQLMap khai thac 16 hong UNION-based injection.
Dau vét: cac ky tu SQL dic biét (UNION, SELECT, OR 1=1) trong access.log, User-
Agent "sqlmap". Rule phat hi¢n pattern va high error rate. RAG nhan dién cong cu, giai



thich co ché UNION-based, dé xuit: chan IP, ra soat ma nguén, prepared statements, tune
WAF.

i Time Event
> 1512/ 5 {0
21:19:07.000 abuseipdb_score P: Vietnam Posts and Telecommunications Group otal
data_source:

detected_foc: 113.161.22
original_guestion: P

login. phy

han tich hanh viiss

dows NT 19.9; Wins4; x64) Chros

ng 48 SQU Injection at

ed high-risk and requires immediate action to block the IP and prevent further

Hinh 8: Két qua phan tich canh bao SQLi

Kich ban 3: Privilege Escalation - Lam dung sudo misconfiguration (user
backup c6 thé chay /bin/bash voi NOPASSWD). Dau vét: audit log ghi "sudo /bin/bash",
theo sau doc /etc/shadow, tao user méi. Rule phat hién unusual sudo usage + suspicious
post-escalation activities. RAG anh xa MITRE T1548.003, phan tich bdi canh user, dé

xuat: disable account, fix sudoers, reset passwords, forensic investigation.

i Time Event
> 15/12/2025 {01
2114:26.000 abuseipdb_score: N/A

data_source: local_db

detected_ioc: None

original_question: Phan tich Alert sau duoc phat hien boi Splunk: Analyze this IOC: User 'backup' on host 'aio' successfully executed dangerous commands with
ROOT privileges via sudo. Commands: [/usr/bin/find / -exec /bin/sh \;]. Timestamp: 2025-12-15 21:02:51

rag_answer: *xPhan tich hanh vi:xx

* Loai tdn cdng: Privilege Escalation

* Bang chimg: User 'backup' on host 'aio' successfully executed dangerous commands with ROOT privileges via sudo. Commands: [/usr/bin/find / -exec /bin/sh \;1.
Timestamp: 2025-12-15 21:02:51

* Danh gia mic d0 nghiém trong: Cao

**DG1 chi€u Threat Intel:sx

* Trang thai AbuseIPDB/Internal DB: Khéng co théng tin ve IP 'aio’ trén AbuseIPDB. Tuy nhién, cic Indicator clia OSINT Volley 2025-12-09 cho thay su hién dién
clia malware Unknown Stealer/DCRat/Phorpiex

* Nhan dinh cudi cing: C6 thé cé m3i 1ién hé gilta hanh vi tan cong va malware dugc phat hién trong OSINT Volley.
wxKhuyén nghi xir 1§ (Actionable):#*

* wHanh dong ngay:#x C6 1ap méy chi 'aio’ (Isolate Host), Kill process nghi ngd, Khéa tai khoan User 'backup’.
* wHanh dong dai hgn/Hardening:#* Ra scat quyén Sude/Admin, Patch 15 héng 0S/Kernel.

Luu y: Can phai thue hién cac hanh ddng ngay d€ cb 18p may chll va ngan chan tiép tuc t&n céng. Sau d6, can phdi thuc hidn cac hanh ddng dai han &€ harden hé
théng va phéng ngira tuang lai

rag_context_count: 5
3

Show as raw text

host=192.168.69.213:8088 = source = rag_api = sourcetype = rag_analysis

Hinh 9: Két qua phan tich canh bao Privilege Escalation



3.3. Nhin xét, phan tich két qua
Bang 1:Gia tri hiéu niang khi chay hé thong RAG

2 CPU

) . Thaoi gian truy||Thai gian sinh||[Tong thoi gian RAM

Kich ban at (Qdrant) ||(Ollama) (MTTR) Usage Usage
Xu
(Max) g
SSH Brute Force 26s 14.5s 40,5s 85% 14.2 GB
SQL Injection 23s 15.1s 38,1s 90% 15.5GB
Privilege
: 27s 16.4s 43.4s 92% 14.7 GB

Escalation

Hiéu niang: MTTR ~40s chp nhan dugc (so voi 10-15 phut tha cong). Ollama yéu
ciu RAM tbi thiéu 16GB.

Chét luong: Kha ning ngir canh tot (tong hop alert + OTX score 0% — két luan
chinh xac dya hanh vi khong phai reputation). Nhan dién cong cu sqlmap qua User-
Agent. Tinh minh bach véi c4u triic Chain-of-Thought logic. Actionability cao vai
khuyén nghi cu thé (Input Validation, Tune WAF). Khong 4o gic - dit liéu IOC chinh xac
tir AbuseIPDB va tir log gdc.

Bang 2: So sanh SOC truyén théng v6i SOC tich hop RAG

T. e h’ A A e
le‘sléihl 50 SOC Truyén théng SOC tich hop RAG
Thong tin ro1i rac (chi c6 IP, ma A s ~
o N .. | Tu dong lam giau ngir canh:
.o . | Hash, Log tho). Chuyén gia phai N o A ~ %
Kha nang ngir , w Ao 1A H¢ thong ty dong truy xuat
, , ty tra ctru thi cong tr nhiéu SR . e
canh hoa A 1A NSO thong tin lién quan tu co sé dir
ngudn bén ngoai dé hi¢u boi A 2R 4 A . X
- liéu dé ghép noi voi log su co
canh.
Phu thudc hoan toan vao toc d0 | Rat ngan dang ké nho kha
. ) . h 4 2 \ '. Th \ ~ A hf\ 4 h \ A
Thoi gian phan t 120 t?.c cua con ngudi. Thuong | nang tu’ Fion,g phan tl‘C. va de
o kéo dai tir vai chuc phit dén xuat giai phap tirc thoi.
hang gio d6i vaoi cac sy ¢6 phic | Chuyén gia chi can xac nhan
tap. quyét dinh cudi cung.
| Hanché Cdc canh bao thudng 1\ rip o va d3 hidu: LLM
Kha nang gidi | chi hién thi ma 161 hodc tén luat : S A N
, . P 2. 1.1 nm. . | sSinhrabao cdo bang ngdn ngir
thich vi pham ma khong giai thich "tai A a2
WoaA Tx A tu nhién, giai thich rd rang
sao" day la mdi de doa




chudi dién bién tan cong va Iy
do dua ra két ludn
Linh hoat: Kién thirc moi
, LAl A e 1oan I 51 inh mai) chi
Clrng nhéc. Viéc cap nhat luat ( QC mot, quy tr‘1 n mo} ) C~ !
R N Lo : s et can dugc nap vao co s¢ dir
Céap nhat kién | mdi hoac quy trinh xtr 1y doi hoi | .. A A A
\ PR A N liéu Vector 1a hé thong c6 thé
thire cau hinh thua cong va mat nhiéu , A s
o i , st dung ngay 1ap torc ma
thot gian kiém tha A A X A 1ot o A
khong can huan luyén lai mo
hinh

3.4. Thir nghiém mé rong
- Thir nghiém thay thé mé hinh LLM (Ollama vs Google Gemini)

rag_context_count.

Hinh 10: Két qua phan tich canh bao SQLI sir dung Gemini
Nhan xét: Gemini nhanh hon, thé hién ngdn ngit tw nhién t6t hon nhung rui ro bao
mat (gui Internet)

- Thir nghiém thay d6i ngudn Threat Intelligence (OTX vs VirusTotal)



i Time Event

> 16/12/2025 {r-1
23:39:45.000 abuseipdb_score: N/A
data_source: local_db
detected_ioc: None
original_question: Phan tich m3 hash: 84c8283535d21bbcf75a61706d3ab549
rag_answer: **Phan tich hanh vi:xx

* Logi tdn cong: Malware
Bang ching:

+ M3 hash 84c82835a5d21bbcf75a61706d8ab548 dugc phan tich va két luan 1a m3 dge.

+ Indicator 24d004a104d4d54034dbcffc2a4b19a11139008a575aa6142a04703480b1022c (sha256) dugc tim thdy trong DB/External Intel, cd lién quan dén malware lhdfrgui.exe.
* Banh gia mitc do nghiém trong: Cao

*

**861 chiu Threat Intel:x*

* Trang thai AbuseIPDB/Internal DB: Khong co théng tin v& IP uy tin trén AbuseIPDB/Internal DB.
* Nhan dinh cudi cing: Malware duoc phat hign, khéng c6 théng tin v& IP uy tin

*+khuyén nghi xir 1y (Actionable):#=

= #xHanh déng ngay:x= Ngay 13p tifc thu thdp miu m3 ddc va ngat mang mdy chi (Isolation)
* #%Hanh dng dai han/Hardening:** Quét Full Scan bing EDR, Re-image lai may n&u c3n thi&t. €O 13p méy chi (Isolate Host), Kill process nghi ngd, Khoa tai khodn User bi khai thac.

Note: Since the malware is detected and there's no information about IP reputation on AbuseIPDB/Internal DB, we prioritize isolating the machine and collecting malware samples.
rag_context_count: 2

T

Show as raw text

Bang 3: Két qua phan tich ma hash sir dung dit liéu VirusTotal

Nhén xét: VirusTotal thay OTX hoat dong tbt, kiém ching dugc kha nang tich hop
da ngudn dit liéu tri thirc



KET LUAN

1. Noi dung da thue hién

Pé an d3 tap trung giai quyét bai todn qua tai canh béo tai cac trung tim SOC bang
cach ing dung cong nghé RAG. Sau thoi gian nghién ciru va trién khai, dé an da dat duoc
cac két qua cu thé nhu sau:

e V& mit ly thuyét:

o Heé théng hoa dugc co sd 1y luan vé& quy trinh van hanh SOC, cac phuong
phap phén tich canh bao truyén théng va han ché ciia chiing.

o MO0 ta kién trac va nguyén 1y hoat dong ciia LLM va k¥ thuat RAG.
o V& mit thyc tién:
o Xay dung thanh cong kién trac hé thong giam sat va phan tich canh bao tu

dong gdm 3 thanh phan chinh: May nan nhan, Hé thong giam sat (Splunk
SIEM) va Hé thong phan tich RAG bang cac cong nghé ma nguén mo:
= Ollama: Van hanh mé hinh ngén ngt Llama 3 cuc bd, ddm bao an
toan dir liéu.
- Qdrant: Luu trit va truy xuit vector dit liéu.
= AlienVault OTX: Ty dong lam giau dir li€u canh bao.
Thuc hién kiém thtr thanh cong trén 03 kich ban tin cong phd bién (SSH Brute
Force, SQL Injection, Privilege Escalation). Két qua cho thdy hé théng giup rat ngin thoi
gian phén tich trung binh xubng con dudi 60 gidy/canh bao, dong thoi cung cip céc
huéng dan xir Iy chinh x4c, c6 cin cur.
2. Ton tai, han ché
Bén canh nhiing két qua dat duoc, dé 4n van con ton tai mot sd han ché can khic
phuc trong céc giai doan phat trién tiép theo:
e Yéu cau tai nguyén phan cimg: Viéc van hanh cdc mé hinh LLM cuc bo (nhu Llama
3) doi hoi tai nguyén tinh toan 1on (RAM > 16GB, khuyén nghi c6 GPU). Diéu nay
c6 thé gay kho khan khi trién khai trén dién rong hodc trén cic may cha cdu hinh
thap.
« Do tré trong truong hop cao tai: Mic du thoi gian phan hdi ~40 gidy 1 chap nhan
duoc cho phan tich sau, nhung trong truong hop hé thdng chiu cac cudc tin cong



don dap (nhu DDoS hoidc quét cong quy mo 16m), hang doi xtr Iy ctia RAG c6 thé bi
qua tai, ddn dén d6 tré ting cao.

Kha ning xt Iy cac tAn cong phirc tap: Vi cac ki thuat tan cong tinh vi st dung
mi hoa (Obfuscation) hodc cac bién thé Zero-day hoan toan méi chua cé trong co so dit
liéu OTX/MITRE, kha ning phan tich ctia mo6 hinh van con han ché va phu thudc nhiéu
vao chat lugng cua dit liéu huan luyén.

3. Huéng phat trién
Dua trén két qua nghién ctru va cac han ché da nhan dién, huéng phat trién tiép theo
ctia dé tai s& tap trung vao cc ndi dung:

o Tbi uu hda mé hinh: Nghién ctru ap dung cac k¥ thuat luong tir hoa (Quantization)
dé giam kich thudc va yéu cau tai nguyén cua mo hinh LLM, giup hé thong hoat
dong nhe nhang hon ma khong lam gidm d¢ chinh xac.

o Tich hop co ché phan héi (Feedback Loop): XAy dung tinh ning cho phép chuyén
gia SOC danh gia chat luong cau tra 10i cta Al (Like/Dislike). Dir liéu nay sé& duoc
dung dé tinh chinh lai co s¢ dit liéu vector, gitip hé théng "thong minh" hon theo
thot gian.

Mo rong sang Tu dong hoa phan ing (SOAR): Hién tai hé thong méi ding lai &
mtrc "Dé xuét xir 1y". Huéng phat trién tiép theo 1a cho phép RAG tuong tac truc tiép véi
tuong lra hodc Active Directory dé thuc thi cac hanh dong ngan chan (nhu chén IP, khoa
tai khoan) khi d¢ tin ciy cta canh bao dat ngudng an toan, tién t&i mo hinh SOC tu hanh
(Autonomous SOC).



