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LOI CAM POAN

Téi xin khéng dinh réing toan bd ndi dung trong dé én nay dugc hinh thanh tir
qué trinh nghién ctru va thye hién ctia chinh t6i. Cong trinh nay chua timg dugc ndp,
str dung hodc trinh bay dé xét nhan bit ky hoc vi ndo tai céc co s& dao tao dai hoc
hay sau dai hoc.

Moi ngudn tai lidu duge toi sit dung trong qué trinh nghién ctru déu da dugc
trich din & rang va tuan thii ddy di cac quy dinh vé trich dan hoc thuat.

Céc két qua phan tich, thir nghiém va dit lidu dugc trinh bay trong dé 4n 1a do
t61 truc tiép thuce hién dudi sy hudng dn ctia TS. Quan Trong Thé. Nhiing thong tin
va sd lidu nay dugc thu thap tir qua trinh trién khai thuc t& va duoc xir Iy doc 1ap nhim
bao dam tinh khach quan.

Trong qué trinh x4y dung dé 4n, t6i c6 st dung mot s6 cong cy hd trg dya trén
trf tué nhan tao dé tra ctru thong tin, rd soat ngdn ngfr va nang cao chét lugng dién
dat. Tuy nhién, moi ndi dung dénh gia, phén tich va két luan déu do toi tw nghién clru
va hoan toan chiu trach nhiém.

T6i xin hoan toan chiu trach nhiém trude phép ludt va truée nha truong v tinh

trung thuec, nguyén ban va tinh chinh xéc ctia toan bd dé 4n nay.

Tac gia

i

—

Nguyén Tuén Higp
Ha Noi, ngay 29 thang 11 ndm 2025
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LOI CAM ON

T6i xin bay té long biét on chan thanh t6i TS. Quan Trong Thé, Khoa An toan
théng tin, ngudi da tan tinh hudéng dan va hd tro i trong sudt qua trinh thyc hién dé
4n. Nhiing nhén xét chuyén mdn, dinh hudng nghién ciru cling nhu sy theo sat trong
timg giai doan - tir viéc lya chon tén dé tai, trién khai cdc ndi dung dén hoan thién
ban thao bo céo - déu 1a ngudn dong luc quan trong gitp téi hoan thanh cong trinh
nay.

T6i cling xin trin trong glri 101 cdm on dén céc thiy, ¢b gido ctia Khoa Sau dai
hoc. Nhitng kién thire, su tan tim va nd luc giang day cia quy thdy ¢6 trong sudt thoi
gian toi hoc tdp da tao nén tang viing chic cho qué trinh nghién ctru va phat trién clia
ban thén.

Xin chan thanh cam on tit ca sy ddng hanh va hd trg quy béau do.

Tdc gid

Nguyén Tudn Hiép
Ha Nbi, ngay 29 thang 11 ndm 2025
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MO PAU
1. Ly do chon dé tai

Trong thap ky qua, dién todn dam may da tr¢ thanh ha tAng mac dinh cta hiu
hét dich vy s6. Quy md trién khai mé rong nhanh, cdu trac lién ving, da tang dich vu
khién hé théng ngay cac khé quan st toan dién. Khi mot mat xich - du chi 1a mt nut
mang hay mot dich vu vi mo gép su ¢b - ¢6 thé 1a mit két ndi mang, qua tai tai nguyén,
16i g dung nglrng hoat dong - thi hi¢u tng day chuyén c6 thé 1am nglng tré cé hé
théng, kéo theo tén that kinh t& va uy tin nghiém trong.

Béo cdo ctia ITIC cho thiy 90% doanh nghiép mat trén 300.000 USD mbi gio
nging dich vu [1], con Gartner uée tinh muc trung binh 5.600 USD mdi phut [2][3].
Nim 2024 — 2025 ching kién nhiéu sy ¢ 16n: ChatGPT sap dich vy hon bén gid lién
tiép [4][5] va Google Cloud lam gian doan 33 dich vy toan cAu trong gin ba gid
[6][7].

Chc su kién nay da boc 16 han ché cia quy trinh khic phuc sy c6 thi cong:
Tén thoi gian khoanh ving nguyén nhén, phu thudc vao chuyén gia, kho khén trong
viée dép ung céc thoa thuan muic dd dich vu (Service Level Agreement - SLA) khét
khe. Vi vdy, nhu cau cép thiét 1a phat trién mot hé thé‘mg hé tro phén tich, suy luén va
d& xuét phuong an khéc phuc sy ¢b, riit ngén thoi gian trung binh dé khéi phuc (Mean
Time to Recovery - MTTR) va dam bdo tinh lién tuc cta dich vy. D6 chinh la 1y do
dé tac gia thuc hién d& 4n nghién ctru “Trién khai hé thdng phan tich, hé trg khic
phuc su ¢ gidn doan trong méi truong dién todn ddam may”.

2. Tong quan vé vin dé nghién ciru

Hién nay, cac hé thdng giam sat, nhat ky va cdnh bdo da duge ap dung rong
rai dé hd tro gidm sat hoat dong clia hé thdng, nhung cic giai phdp nay chu yéu cung
cAp tin hiéu hodc canh bdo chir chua c6 kha ning phan tich nguyén nhan gbe ré hodc
dé xudt hanh dong khdi phuc mot cach thong minh. Viée phan tich va xiy dung
phuong 4n khic phuc sy ¢b van phu thudce nhiéu vao kinh nghiém cta k¥ su vén hanh,

din dén MTTR kéo dai va anh hudng dén cac cam két SLA cta dich vu.



Trude thuc trang d6, d& an ndy dé xuét xdy dung va trién khai mot hé théng
hd tro phén tich va ggi y phuong 4n khéc phuc sy ¢ gidn doan trong mdi truong dam
may.

Cu thé, hé thong dé xuét dugce xdy dyng dua trén mo hinh kién trac da tac tir
(multi-Agent), trong dé mdi tac tir ddm nhiém maot vai trd chuyén biét nhu tong hop
canh bao, phan tich canh béo, truy xudt tri thre, tdng hop ngit canh, dé xudt giai phap.

Cbt 18i cta hé théng 1a viée tich hgp v6i md hinh ngdn nglt 16n (Large
Language Model - LLM) nham ting cudng kha ning hiéu ngfr nghia ctia canh béo va
céc thong sb giam sat, tir d6 hd trg phan tich nguyén nhan su ¢6 theo c4ch gan giéng
v6i chuyén gia. Ngudn dit liéu dugc sir dung 1a cac dit liéu nhat ky (Log), chi sb gidm
sat (Metric), cdc tin hiéu canh béo (Alert) dugc phat sinh trong qué trinh vén hanh
thuc té. Cac du liéu nay sé& dugc tong hop, trich xuét céc thong tin quan trong sau do
giri t6i LLM dé thyc hién qua trinh phén tich.

K§ thuét tao sinh dya trén truy xuit ting cuong (Retrieval-Augmented
Generation - RAG) s& dugc tich hgp dé cho phép truy xuét tri thire tir céc ngudn dit
liéu ban cAu trac nhu tai liéu ky thuat noi by, cdc tai liéu hudng dan van hanh, khic
phuc su cb.

Hé théng s& duge thiét ké va trién khai dé tich hop v6i cac hé thng gidm sét
truyén thdng, nhim tén dung céc thong sO gidm sat sin c6. Ngoai ra, cac kénh giao
tiép cling dugc tich hop dé cung cép giao dién tuong tac v6i k§ su van hanh, giap
hién thi cac két qua phén tich, dé xuét duge truc quan.

Téng thé, dé 4n khong chi tép trung vao khia canh ly thuyét ma con dit trong
tAm vao viée thiét ké, xay dung va trién khai mot hé théng hoan chinh, ¢6 kha ning
vén hanh thuc té trong moi truong dam may. Két qua dau ra ky vong cua dé 4n 1a mot
hé théng nguyén miu (Prototype) ¢6 thé tiép nhén canh béo, phén tich sy cb theo thoi
gian thuc, guii bao cdo phén tich va cic dé xudt phuong an khic phuc téi ngudi van
hanh.



3. Muc tiéu nghién ciru

Muc tiéu chinh ctiia dé an nay 1a tin dung céc k¥ thuét Al dé nang cao dang ké
kha nang phén tich va giai quyét cac su ¢b gian doan trong moi trudong dién todn ddm
may. Cu thé, nghién ctru nham dat dugc cac muyc tiéu sau:

- Muc tiéu Iy thuyét: Xay dung khung phuong phap ludn két hop da tac tir, LLM
va RAG trong phan tich sy cd; xac 1ap mo hinh tri thirc va danh gia hi¢u qua suy luén
so véi phuong phéap truyén thong.

- Muec tiéu thuc tién: Trién khai nguyén mau hé théng hd trg phan tich va dé
xuat giai phap khic phuc sy ¢6 cho céc Gng dyung trén nén tang ddm may c6 khé ning
rit ngéin thoi gian khoanh ving sy cb, ap dung thir nghiém trén moi truong ddm may
cong cong.

4. Poi twong va pham vi nghién ciru

Dé 4n nghién ctru nay tap trung vao thiét ké, phat trién, trién khai mot hé théng
thong minh dé phan tinh, d& xuit phuong an khic phuc sy cd trong céc gidi han cu
thé nhdm dam béo tinh kha thi va chiéu su.

Déi twong

D4i tugng chinh cua nghién cu nay 1a cdc su ¢ gidn doan (Interruption
Incidents) anh hudng truc tiép dén kha ning san sang, hiéu suét va chirc niing clia cac
tng dung dugc trién khai trong moi truong dién todn dam may. Didu ndy bao gdbm
cc vén dé din dén ngimg hoat dong hogc suy giam hiéu suét dang ké.

Ha théng s& dic biét nhdm muc tiéu vao céc giai doan phén tich va gidi quyét
vong doi quan ly su cb.

Pham vi

Pé 4an nay sé tap trung vao céc tng dung duge xdy dung bang kién tric
Microservice va Container hoa dugc trién khai trong moi truong dam may. Lua chon
nay dugc thiic ddy béi sy phuc tap v6n ¢6 va ban chit phén tan cia céc kién tric hién

dai nay, vén dit ra thach thire déng ké cho viée quan 1y su ¢6 truyén thong.



Hé théng s& dugc thiét ké ma thir nghiém trong méi truong dam mdy cong
cdng Public Cloud. Céc cong nghé¢ Al tién tién ciing s& dugc str dung dé phan tich dit
liéu hoat dong nhu nhat ky, s6 liéu, hay céc tai liéu ndi bo dugc viét dé van hanh cac
hé théng dic thu.

5. Phuong phap nghién ciru

Pé dat duge muc tiéu nghién ctru da néu, dé 4n nay sé& st dung mdt phuong
phap luan da dién két hop cac phuong phép sau:

- Nghién citu tong quan tai liéu: Tim hiéu c4c tri thire v& Dién toan ddm may,
giam sat hé théng (Observability), AIOps, cac cong nghé¢ LLM, multi-Agent, RAG,
cling nhu céc giai phap khéc phuc sy ¢d hién c6 va cdc tai liéu v& cac sy ¢b 1on dé
xdy dung co s& Iy thuyét va yéu ciu hé thong.

- Phdn tich va thiét ké hé thong: Xac dinh yéu cAu chirc ning va phi chirc ning
ctia hé théng. Thiét ké kién trac tbng thé theo mo hinh multi-Agent, phat trién cac
modules hd trg, tich hop véi cac hé thdng giam sat va phat trién giao dién tuong tac
qua céc kénh giao tiép, tin nhén.

- Trién khai va thir nghiém nguyén mau.: Phat trién nguyén mau hé théng bang
cach str dung ngdn ngit 1ap trinh va cac cong cu phu hop. Trién khai cac thanh phan
giam sat va dit lidu mau. Thyuc nghiém hé théng véi cace kich ban gian doan gia 14p
hodc dit ligu tir thyc té.

- Ddnh gid két qua: Déanh gia hiéu sudt ctia hé théng thong qua cic chi s6 nhu
MTTR, dd chinh x4c trong viéc phén tich nguyén nhén, muc do hoan thién giai phap
d& xuét so v6i phuong phép truyén théng. Phan tich va so sanh két qua véi cac muc
tidu dit ra dé rat ra két luan vé tinh hiéu qua va kha nang ang dung cua giai phap dé
XUét.

6. NOi dung
CHUONG 1: CO SO LY LUAN
Trinh bay ly do va vai trd cua viée xdy dung co s¢ Iy luan cho dé 4n, 1am tién

dé cho céc phén tich va thiet ké hé thng trong cac chuong sau. Bao gbm céc nodi



dung: (i) Céc khai niém co ban lién quan dén dién toan dam may, dich vu tng dung,
va cac yéu cau dam bao d tin ciy trong hé théng phén tan; (ii) Téng quan vé sy ¢b
trong céc hé théng hién tai, dién hinh 1a sy ¢ gian doan; (iii) Téng quan ly thuyét va
cong nghé lién quan dén giam sat he théng, tu dong hod van hanh, LLM, multi-Agent,
RAG; (iv) Xéc dinh cdc nhén t6 anh huong dén hidu qua phan tich va ggi y khéc phuc
sur ¢d trong moi truong dién toan dam mady, bao gdm tinh phirc tap ciia hé théng, su
phén tan, do tré; (v) Gia thiét nghién ctru: Viéc két hop céac k¥ thuét hoc siu, truy Xuét
thong tin va kién tric tng dung da téc tir ¢6 thé hd tro rat ngén thoi gian khéc phuc
su cb, tang do chinh xé4c trong khoanh ving nguyén nhén va tir d6 céi thién do tin
cdy, d6 6n dinh ctia hé thdng trong moi trudng dién toan dam may.

CHUONG 2: THIET KE HE THONG

Trinh bay dinh huéng va nguyén 1y thiét ké hé thong. Bao gdm céc ndi dung:
(i) Tong quan thue trang van hanh cac hé théng dam may hién nay va nhiing kh6 khan
khi xay ra sy ¢d (ca vé phat hién, khoanh viing va khéc phuc); (i) Phan tich s liéu,
béo cdo va su cb gian doan ndi bat nhu ChatGPT, Google Cloud, v.v., dé chiing minh
tinh cép thiét ctia d& 4n; (iii) M6 hinh ho4 bai toan nghién cru: Dau vao (Alert,
Metrics, Log), yéu ciu phan tich, dau ra 14 céc d& xuét, phuong 4n khic phuc cho k¥
str van hanh; (iv) D4anh gia cdc cong cu va phuong phap hién ¢ (Truyén thong hodc
béan tu dong) cling céac didm con han ché; (v) Xac dinh 13 yéu cAu dit ra ddi voi hé
théng can nghién ctru: Tinh chinh x4c, thoi gian phéan hdi, kha nang tich hgp; (vi)
Thiét ké kién tric tdng thé cho hé théng phan tich va hd trg khic phuc su ¢b sit dung
LLM, kién trc multi-Agent va RAG; (vii) Phan tach vai tro céc tic tir trong kién triic
multi-Agent; (viii) Thiét ké ludng dit lidu, giao tiép giita cdc hé thong v6i céc thanh
phan khéc ciia hé théng gidm sat; (ix) Xy dung so dd, biéu dd ludng thong tin, so do
trinh tw mo phéng hoat dong hé thong.

CHUONG 3: TRIEN KHAI, THU NGHIEM VA PANH GIA

Mb ta qué trinh trién khai hé théng nguyén mau trén madi truong thir nghiém,
thuc hién thir nghiém, phén tich va dénh gia két qua. Bao gdm cac ndi dung: (i) Moi

truong trién khai: Moi truong ddm may thir nghiém, cong cu phat trién, tap dir liéu



canh béo st dung dé md phong; (i) Thiét 1ap cdc Agent va tich hop LLM vao pipeline
xir 1y; (iii) Trién khai module RAG cho truy xudt tri thire tir kho tai liéu k¥ thudt miu;
(iv) Trién khai co ché giao tiép gita cac Agent; (v) Xy dung giao di¢n tuong téc cho
k¥ su thong qua céc kénh giao tiép; (vi) Mo phéng céc kich ban sy cb trong tdp miu
va thyc hién thir nghiém; (vii) Céc phuong phép duge sir dung dé danh gia két qué;
(viii) X4y dung bo tiéu chi danh gia: MTTR, d¢ chinh xé4c khi phén tich nguyén nhan,
dd phu hop cua d@ xuét khic phuc; (ix) Dt liéu thir nghiém, két qua thu dugc qua cac
tinh hudng gia 1ap; (x) Phan tich hiéu qua hé théng dudi nhiéu goc do: Tinh Gng dung,
kha ning mé rong, do 6n dinh, tinh tu dong; (xi) So sanh v6i cac phuong phdp thu
cong hodc céc cong cu hién cé; (xii) Nhan xét cac diém manh, diém yéu va nhimng

didu chinh cén thiét.



CHUONG 1 - CO SO LY LUAN

1.1. Tbng quan vé dién toan ddm may

Trong béi canh chuyén ddi s6 dién ra manh mé, dién toan dam may (Cloud
Computing) da tr& thanh nén tang ha tAng cbt 15i cho hau hét cée hé thong thong tin
va dich vu s6 hién dai. Dién todn dam may dugc hiéu 1a md hinh cung c4p tai nguyén
tinh toan — bao gdbm mdy chu, luu trit, co s¢ dir liéu, mang, phé‘in mém va céc dich vu
khac — thong qua mang Internet, cho phép nguoi dung truy cép va sir dung tai nguyén
mot cach linh hoat, tu dong va dugc tinh phi dva trén mic d6 ti€u thy thuc té.

Theo dinh nghia cua Vién tiéu chuén va Cong nghg Quéc gia Hoa Ky (NIST
— Nation Institute of Standards and Technology), dién toan dam may dugc dac trung
béi nam thuoc tinh c¢dt 15i: (i) Kha ning ty phuc vu theo nhu cau (On-demand self-
service); (ii) Kha ning truy cap rong qua mang (Broad network access); (iii) GOp tai
nguyén linh hoat (Resource pooling); (iv) Khd ning m¢ rong nhanh chéng (Rapid
elasticity) va (v) Dich vu duge do ludng, gidm sat (measured service). Nhitng déc
tinh nay cho phép nguoi dung trién khai ing dung nhanh chéng ma khong can dau tu
16n vao co so ha tAng vat 1y, dong thoi nang cao kha ning md rong va tinh san sang
cta dich vu [8][9].

V& md hinh cung chp, dién toan dam may dugc chia thanh ba 16p dich vu
chinh, bao gdm: Co sé ha tAng nhu mot dich vy (Infrastructure as a Service - laaS),
cung cdp tai nguyén do hod nhu méy chi, lvu trlt va mang. Mire trung gian 1a nén
tang nhu mot dich vu (Platform as a Service - PaaS), cho phép cac nha phat trién trién
khai va quan ly ing dung ma khong cAn xtt Iy céc vin d& ha ting. Mic cao nhét 13
Phin mém nhu mot dich vu (Software as a Service - SaaS), cung cAp cac mg dung
hoan chinh cho ngudi dung cudi thong qua Internet. Bén canh cdc md hinh dich vy,
chc t chirc ¢6 thé Iya chon md hinh trién khai khdc nhau tuy theo nhu cu bao mat,
chi phi va khé ning kiém soat, bao gdm: Dém may cong cong (Public Cloud), ddm

may riéng (Private Cloud) va dam may lai (Hybrid Cloud).



Su phat trién cta dién toan ddm may khong chi tao ra budc tién 16n vé mat
cong nghé ma con lam thay ddi cach thie céc to chic xay dung md hinh kinh doanh
va van hanh ha thng CNTT. Nh kha ning mé rong linh hoat, céch thirc phén bo tai
nguyén theo nhu cdu va giam déang ké chi phi dAu tu ban dau, cac doanh nghiép cd
thé trién khai va phat trién dich vu véi tbe do nhanh hon, higu qua hon. Tuy nhién,
chinh sy phirc tap va mire d§ phan tan ngay cang cao cia cac he théng dam may lai
dat ra nhiéu yéu cdu méi dbi vai viee dam bao do tin cdy, kha nang quan sit va ning
lue xtt 1y sy ¢b. Nhitng thach thire ndy tré thanh dong lyc thae diy cac huéng nghién
ctru vé& hé thdng gidm sat, phan tich va hd trg van hanh.

Xét vé ban chit, nén ting ddm may 12 mot hé thong phén tan quy mo 16n, noi
nhidu thanh phin doc 14p - tir méy chi, container cho dén céc dich vu tng dung -
twong tic va phéi hop dé duy tri mot dich vu théng nhét ¢ ting ngudi ding. Trong
bdi canh do, do tin cy tré thanh tiéu chi cbt 15i, phan anh kha nang h¢ thong duy tri
hoat dong én dinh va lién tuc ngay ca khi d6i mét voi nhimg diéu kién khong chéc
chén, 161 cuc b hodc céc su ¢ bét thudong trong moi trudng van hanh. Py chinh 12
nén tang ly ludn quan trong dé hudng toi cac giai phap phén tich va xir ly su cb tu
dong trong nhiing chuong tiép theo.

Theo md hinh Site Reliability Engineering (SRE) do Google phat trién, do tin
cdy ctia hé thdng duge dinh lugng thong qua céc chi s6 nhu:

- Khé: niing sén sang (Availability): phin tram thoi gian hé théng c6 thé phuc
vu binh thuong.

- Bé tré (Latency): thoi gian phan hdi ctia dich vu dbi véi yéu ciu ngudi dung.

- Tinh bén vitng (Durability): kha nang béo toan dit lidu va trang thai trong cac
tinh hubng 15i.

- Khé niing m& rdng (Scalability): nang luc mo rong tai nguyén ma khong lam
giam chét lugng dich vy,

Nhiing yéu t6 ndy thuong duge rang budc béi Thoa thugn mirc do dich vu

(Service Level Agreement — SLA) gitta nha cung cép va khach hang. Tuy nhién, d¢ tin
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cdy trong hé thong phan tdn khong thé duge dam bao tuyét ddi, do dic tinh khong
ddng nhét va bat dinh (non-determinism) ciia méi truong ddm may. Mang truyén
thong ¢6 thé gian doan, nit tinh toén c6 thé ngimg hoat dong dot ngdt, va cac thanh
phin &0 hoa c6 thé bi qua tai tai nguyén. Vi vy, thiét ké he théng can huéng dén kha
nang chiu 18i (Fault Tolerance) va ty phuc hoi (Self-Healing) - tirc 1a hé théng c6 thé
phat hién, co 1ap va khdi phuc 16i mot cach ty dong ma khong lam gidn doan toan bo
dich vu [10].

1.2. Tdng quan vé su ¢b gian doan

Trong céc hé théng dién toin ddm may, tinh phén tin, kha ning m& rong linh
hoat va mirc dd phu thudc 14n nhau gitra cac thanh phén dich vu ngay cang tr¢ thanh
dic tinh bt 161 cua kién trac. Cach tiép can nay mang lai loi ich dang ké vé kha ning
chiu tai, linh hoat va tinh sin sang, nhung dbng thoi 1am gia tang dang ké do phirc
tap ctia hoat dong van hanh. BAt ky sai 1éch nho nao & mot trong céc 16p ha téng, nén
tang hodc tmg dung déu c6 kha ning lan truyén va gly ra céc trang thai bat 6n vuot
ngoai dy doan cua hé théng. Trong bbi canh do, su ¢b gian doan duge xem 1a nhom
su ¢b nghiém trong nhét, do ¢6 kha nang 1am ngimg tré mot phén hodc toan bd chirc
nang cua dich vy, anh hudng truc tiép dén nguoi dung va hoat dong kinh doanh.

Su ¢ gian doan khong phai 1a két qua cia mdt nguyén nhan don nhét, ma
thuong hinh thanh tir sy twong tac phiic tap gitra nhiéu yéu t6 k¥ thuat. Céc bdo cdo
van hanh ctia Google SRE, AWS Well-Architected Framework va CNCF déu cho
thiy ring cdc sy cb gy gian doan c6 ban chét “da tAng” (multi-layer) va “da nhén t6”
(multi-factor). Diéu nay ham y ring 15i c6 thé khoi phat tai tng vat 1y, nhung chi
biéu hién ro rét khi tac dong 1én cac tang cao hon nhu bo diéu phdi container, co ché
can bing tai hogic chudi dich vy phy thudc. Dic tinh ndy lam tang dang ké do kho
trong viéc phat hién sém va phén tich nguyén nhén gbe r&, boi hé thdng quan st
thuong chi ghi nhan céc tri¢u ching cudi cung, trong khi ting gay ra 13i nim & sau
hon trong c4u trac hé théng.

Mot dic diém quan trong cua sy ) gian doan 1a pham vi anh hudéng rong va

mang tinh day chuyén. Khi mot thanh phan ¢t 16i nhat mét kha nang dép tmg, cac
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dich vu phia trén c6 thé ngay 1ap tirc roi vao trang thai qué tai, 16i logic hoic sai 1éch
vé ludng dit liéu. Hiéu Gng lan truyén (Cascading failure) thuong khién su ¢6 ban dau
nhanh chéng mé rong quy mo, dan dén viéc dich vu ngimg dép Gmg. Hau qué cta sy
¢d khong chi dimg lai & khia canh k§ thuét, ma con tac dong truc tiép dén chi sb kinh
doanh, cam két SLA, uy tin thwong hiéu va chi phi van hanh khic phuc.

Mac du pham vi vé céc loai su ¢b thude nhom sy ) gian doan rit da dang, tuy
nhién dé dam bao chét lugng, dé 4n s& tip trung nghién clru vao ba loai su cb, bao
gdm: (i) Sw c6 mdy chi ngitng hoat déng; (ii) Sw c6 thiéu hut tai nguyén hé thong;
(iii) Sw o phdt sinh tir 16i trong chudi dich vu phu thugc. Day 1a ba loai sy c¢b gidn
doan c6 tAn sudt xudt hién cao trong cac mdi trudng ddm may cla cac t6 chirc va la
nguyén nhan hang diu din dén céc dot gidn doan quy md 16n.

1.2.1. Sw cé mdy chii ngirng hoat djpng

Su ¢b “Server Down” dugc xem la mot trong nhitng dang gian doan co ban
nhung c6 tac dong rong nhét trong céc hé théng phén tin va ddm may. Khai niém nay
md ta tinh hubng trong d6 mét thye thé dam nhiém nhiém vy xir Iy - bao gdm méy
chii vét 1y, may 4o, node trong cum Kubernetes, container hodc pod - dot ngdt mat
kha ndng hoat dong, khong thé duy tri tién trinh thue thi hodc khong con kha nang xir
Iy céc yéu ciu giri t6i. Mic du cach goi khac nhau tiy theo nén tang, nhu NodeDown
trong Kubernetes, Instance Termination trong cac ha tang 4o hoa hay PodDown trong
hé théng didu phbi container, ban chét cia sy ¢d déu 1a su gian doan dot ngdt cia mot
thanh phén tinh toan cbt 16, din dén su ngung tré & tang dich vu.

Su ¢b may chii ngimg hoat dong thudong biéu hién dudi cac dang triéu chimg
r5 rét: thanh phin khong phan hdi yéu cAu, thoi gian chd ting cao, tién trinh gidm sat
khong thé thu thap dit lidu, hodc céc tac vu dinh ky khong thé duge thyc thi. Tuy
nhién, miic du triéu ching c6 thé d& quan sét, viéc xac dinh nguyén nhén gbc 1é lai
khoéng don gian, badi trang thai nglrg hoat dong ¢6 thé phét sinh tir nhiéu yéu td, trai
dai tir tAng vét 1y dén tang tng dung. Mot mdy chu c6 thé ngiimg hoat dong do 16i
phan ctng, hu héng thiét bi luu tri, sy ¢b ngudn dién hodc 16i mang ndi bo. Tai ting

hé diéu hanh, 18i kernel, xung ddt phién ban thu vién, 16i hé thfing tép hodc su cb
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frong qua trinh cap nhat c6 thé khién tién trinh bi dimg dot ngot. O tAng tmg dung
hodc runtime, hién tugng crash do quan ly b nhé kém, 16i logic khong dugc kiém
so4t hodc st dung tai nguyén vuot gidi han cling ¢ thé din dén viéc thuc thé trién
khai khong thé tiép tuc chay. Céc sy ¢b lién quan dén quy trinh trién khai, chang han
nhu cAu hinh sai, ban phat hanh 156i hodc pipeline trién khai bi gian doan, ciing la
ngudn gbc phd bién cua tinh hudng Server Down.

Trong mdi truong Kubernetes, su cb mdy chi nglimg hoat dong thudng biéu
hién thdng qua céc trang thai dac trung ma hé théng diéu phdi ghi nhéan. Vi du, Pod
roi vao trang thai CrashLoopBackOff khi tién trinh tng dung lién tuc khai dong that
bai, Container bj OOMKilled khi vugt qua han mirc bd nh¢ dinh trudc, Node chuyén
sang trang thai NotReady khi thanh phin kubelet khong thé duy tri két ndi véi control
plane, hodc Deployment bi danh dAu 1a khong sin sang khi s luong replica hoat dong
thép hon mic cam két. Mic diu mdi dang biéu hién mang mot nguyén nhan tryc tiép
khéc nhau, diém chung 1a ching déu khién thanh phén thyc thi bi loai khéi dong xir
ly chinh ctia hé thong, tir d6 gy anh hudng tic thoi dén cac dich vu phy thude.

Piém dang luu y 1a sy cb may chii ngling hoat dong thudong gy gian doan
hoan toan néu hé théng khong c6 cée co ché chiu 18i phit hop. Trong céc kién tric
khong c6 du phong, viéc mot thue thé ngung hoat dong co thé khién toan bd dich vu
bi té liét. Ngay ca trong céc hé théng c6 kha ning mé rong theo chiéu ngang, viéc
thiéu phan phbi tai hogc cAu hinh khong dong nhét gitta céc replica co thé khién
downtime kéo dai hon du kién. Trong mdi trudng ddm may, co ché tu phuc hdi nhu
tu dong tao lai pod, ty dong thay thé node hodc ty dong can bang tai gop phén giam
muc do nghiém trong cua su ¢b, nhung céc co ché ndy chi hiéu qua khi nguyén nhan
khong mang tinh hé théng. Khi su ¢ lap lai & nhiéu thue thé cung lac, hodc c6 ngudn
gbe tir 16i cau hinh hodc 16i trién khai dién rong, cac co ché ty dong nay c6 thé tro
nén vd hiéu hodc tham chi lam tram trong thém tinh hinh,

Téc dong cta su ¢b Server Down khong chi dung lai ¢ viéc gidn doan xu ly
yéu cau. Do hau hét c4c dich vu trong kién tric microservices déu c6 mdi lién hé phu

thudc, su ¢b tai mot thuc thé co thé dan dén tinh trang yéu cdu bi treo, gui lai nhiéu
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14n, hodc gy ap luc 1én cac thanh ph%‘m du phong. Diéu nay dé dan dén hiéu tng lan
truyén trong toan bo hé théng, khién cac dich vu trude d6 van hoat dong on dinh cling
roi vao trang thai qué tai hodc mat d4p Gng. Chinh vi vay, day 12 mot loai sy c¢b doi
hoi hé théng phai trién khai cac bién phap giam thiéu da ting, bao gdm kha ning phat
hién nhanh, ¢6 1ap thanh phan 13i, tw dong téi tao phién ban thay thé, diéu phi lai tai,
hodc chuyén viing sang cdc node hodc khu vire khéc.

Do tinh phé bién, mirc dd anh hudng 16n va kha nang lan truyén cua no, su ¢o
may chil ngimng hoat dong dugc xem la mot trong nhiing dang sy c¢b nghiém trong
nhét cin duge hé théng tu dong hoa phén tich va xtr Iy. N6 cling 12 mdt truong hop
dién hinh dé d4nh gi4 cac hé théng da tac tir va md hinh ngdn ngit 16n trong kha néng
triage, suy luén nguyén nhan va dé xuét bién phap phuc hdi phu hop.

1.2.2. Sw cé thiéu hut tai nguyén hé thong

Su ¢b gian doan do thiéu hut tai nguyén 1a mot trong nhitng nhom sy b xuét
hién phd bién nhét trong cac hé thong dam may quy mo 16n, ddc biét trong cdc moi
truong ¢ luu lugng truy cap bién dong manh va ciu tric trién khai da tAng. Khac voi
su ¢b nglng hoat dong dot ngdt ciia may chu, nhom su ¢ nay thuong dién tién theo
huéng suy giam hi¢u nang trude khi din dén mét kha ning phuc vu hoan toan. Piéu
ndy khién qua trinh phét hién sém tré nén kho khan hon va thuong kéo dai thoi gian
khic phuc su cd.

V& ban chit, su ¢b gidn doan do tai nguyén xuét hién khi ngudn lyc tinh toan
hodc truyén tai dit liéu cia hé théng khong di dé ddp Gng khéi lwgng cong viée thuce
té, hodic bi phan bd khong hop ly giita céc thanh phéan dich vy. Trong cdc moi truong
container hoa va didu phdi tu dong nhu Kubernetes, tai nguyén dugc quén ly thong
qua co ché dinh mic (resource requests/limits). Khi cdu hinh khong chinh xéc, viéc
phan b thiéu c6 thé khién g dung lién tuc roi vao trang thai can ki€t tai nguyén,
trong khi phan bd du thira lai 1am giam hiéu suét str dung tong thé va anh hudng dén
kha ndng mo rong cua hé¢ thdng. Su mét can dbi nay 1a ngudn gbe quan trong clia

nhiéu su co gidn doan lién quan dén tai nguyén.
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Ba loai tai nguyén c6 muc d anh hudng cao nhét trong nhém sy ¢b ndy bao
gém CPU, bd nhé va tai nguyén mang. Trong truong hop CPU bi qua téi, tng dung
phai canh tranh ludng xir 1y, dan dén thoi gian thyc thi bi kéo dai, do tré ting dot bién
va céc tac vu quan trong khong duge xur Iy kip thoi. Hién tuong nay thuong xay ra
khi luu luong ting dot ngot, khi tng dung thuc hién céc tién trinh nang bét thuong
hoic khi vong lip khong kiém sodt lam tiéu thu tai nguyén lién tuc. O khia canh b
nhé, thiéu hut tai nguyén khién hé théng phai kich hoat co ché loai bo tién trinh
(OOMKill) dé bao vé node, din dén viéc container hodc pod bi chdm dut dot ngot.
Day la dang 16i vira mang tinh phé v& hoat dong dich vu vira kho khéc phuc triét dé
néu tmg dung c6 hién tugng ro ri bd nhé hodc phan bd bd nhé khong hop ly. D6i véi
mang va /O, nghén bang thong, do tré ting hodc s6 lugng két nbi vuot gidi han c6
thé khién dich vu khong thé giao tiép v6i cac thanh phén phu thude, gay ra 16i két nbi
day chuyén hodc lam tic nghén céc tuyén dich vu quan trong.

Mot dic didm déng chi ¥ ciia nhém sy ¢b nay 12 qué trinh dién tién thudng bat
ddu tir nhitng thay ddi nho, kho nhén biét trong chi s6 van hanh, chang han nhu do
tr& trung binh ting nhe, ty 1& 15i phéan tan theo thoi gian hodc mire sit dung tai nguyén
tang dan theo chu ky. Nhiing tin hiéu nay d& bi bo qua néu khong c6 co ché giam sét
sAu hodc hé thdng canh bdo c6 ngudng didu chinh phi hgp. Khi sy c¢b dat dén ngudng
biéu hién ro rét, hé thdng thudng di roi vao trang thai mét 6n dinh, khién thoi gian
phuc hdi kéo dai hon nhiéu so v6i cac dang sy b khéc.

Tinh lan truyén ctia nhom sy cb nay dic biét nghiém trong trong céc kién trac
microservices, noi mdi dich vu déng vai trd trong mot chudi xtr 1y lién tyc. Khi mot
dich vu bi suy giam hiéu ning do thiéu tai nguyén, thoi gian phan hdi tang 1én, din
dén vide cac dich vu phia trén phai chdr doi 1au hon hogc giri lai yéu cdu nhiu lan.
Pidu nay 1am ting tai tdng thé, thic ddy hién tugng ngheén ¢b chai va c6 thé khién
nhidu dich vu vén hoat dong én dinh cling roi vao trang thai qua tai. Vong phan hoi
tiéu cuc nay khién hidu tmg lan truyén tré nén manh hon va dan dén su ¢b gian doan

& pham vi rong.
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Cac nguyén nhan thuong gép cua dang sy ¢b nay co thé bat ngudn tir cAu hinh
gid¢i han tai nguyén khong phu hop, tir hién tuong ting luu lugng bét thuong ngoai
du kién, hodc tir 13i trong ing dung nhu o ri bd nhd, cac vong lap tiéu thy CPU bat
thuong, hodc vide md két nbi mang ma khong duge giai phong dung cach. Vi cac diu
hiéu canh bdo thuong 4m thdm va khé quan sat tryc tiép, viée chin dodn su ¢ chu
yéu dwa vao kha ning phan tich dir liéu quan sat, tire 1a két hop thong tin tlr logs,
metrics va traces. Tuy nhién, trong nhiéu truong hop, dit liéu quan sat bi phan tan
theo dich vu ho#c bi nhiéu bdi cac chi bao khong lién quan, khién k§ su van hanh gip

khé khan trong viée x4c dinh ding nguyén nhéan gdc ré.

Chinh vi diic thu nay, nhém su ¢b gian doan do thiéu hyt tai nguyén thudng 1a
nguyén nhén truc tiép kéo dai MTTR va lam gia tang chi phi van hanh. C4c h¢ théng
phén tich ty dong, déc biét la cac mo6 hinh ¢ kha nang hoc tir dir li¢u quan sat va suy
ludn theo ngir canh, dugc xem la giai phap tiém ndng giup phat hién s6m, nhén dién
mau bét thudng theo chilu thoi gian va du bio cac tinh hudng ¢6 nguy co cao trude
khi su ¢6 lan rong. Didu nay ciing 1y giai vi sao nhom su c¢b nay 1a mot trong nhiing
dbi tuong trong tAm trong céc hé théng van hanh théng minh va c4c nghién clru tng
dung mé hinh da téc tir trong phén tich sy co.

1.2.3. Sw cé pht sinh tiv I6i trong ch uoi dich vu phu thujc

Trong cdc hé théng tng dung hién dai dugc xdy dung theo kién trac
microservices, mdi dich vy hiém khi hoat dong ddc 1ap ma thudng phu thude vao mot
hogc nhidu thanh phén khac trong chudi cung Gng dich vu. Céc thanh phin nay c6 thé
l1a API ndi b, gateway, dich vu xdc thyuc, hé théng luu trir dit liéu, message broker
hodc cac dich vu do bén thir ba cung cﬁp. Sy lién két va phu thude chit ch& nhu vay
mang lai tinh linh hoat va kha naing mé& rdng, nhung ddng thoi cling lam gia tang nguy
co xuét hién céc dang gian doan mang tinh day chuyén, trong d6 mot 15i tai mot thanh
phin phu thudc c6 kha ning gy suy giam hogc gian doan dich vy ¢ mot thuc thé
hoan toan khac. Pay dugc xem la mot trong nhitng nhom su cb phire tap nhét trong

hé thong phén tan, do co ché lan truyén kh6 dy doan va tinh &n cua nguyén nhan gdc

A

re.
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Ban chét coa su ) trong chudi phu thudc nam & viée dich vy truc tiép chiu
anh hudng khong phai la noi khoi phat 18i, ma chi 1 diém cudi cing trong chudi
truyén lan. Mot dich vu c6 thé hoat dong hoan toan binh thudng tir gée nhin ndi bo,
nhung van khong thé dép tmg yéu cau ctia nguoi dung do thanh phén ma n6 phuy thude
khong phan hdi hogc phan hdi qua cham. Piéu nay thudng khién k§ su van hanh mat
nhiéu thoi gian dé xac dinh nguyén nhan thuc sy, boi cdc trigu chiig ban diu cua su
cb thuong xuét hién tai dich vu cubi cing trong chudi, trong khi 13i gbc nim & mot
dich vu trung gian hodc & ting ha thng giao tiép.

Hién tugng nay tro nén dic biét phd bién trong céc tinh huéng ma dich vu phu
trg dong vai tro trung tdm cua nhiéu ludng xt 1y. Vi duy, sy chdm tré hodc mat dap
tng tr dich vu xdc thuc ¢o thé khién tat ca cac dich vu yéu ciu ching thuc nguoi
dung bi anh huéng, dan dén viée hé thdng khong thé xir Iy yéu cAu ngay ca khi phan
161 nghi€p vu van hoat dong binh thuong. Tuong tw, mdt co s& dir liéu bi qué tai hodc
gip 16i khoa (deadlock) co thé khién tit ca dich vu tiéu thu dif liéu bi treo, tao ra su
gian doan trén dién rong. Céc message broker nhu Kafka hofic RabbitMQ khi bi
nghén hang doi cling ¢6 thé 1am tri hodn toan bd luﬁ"mg su kién, khién cac dich vu
phan tmg chim hodc roi vao trang thai timeout. Ngay ca nhiing dich vy ha tAng tudng
nhu nho bé nhu DNS, load balancer hogic network overlay khi gap 16i cAu hinh ciing
¢6 thé lam dut gay két ndi gitta cdc microservice, gy ra sy c¢b kho truy vét vi ban
than tng dung khong gap 15i logic nao.

Mot dic diém quan trong ctia nhém sy ¢6 ndy 1a khé ning tao ra hiéu tng day
chuyén (cascading failure). Khi mét dich vu phu thu¢c chdm hogc khong phan hdi,
cac dich vu phia trén thuong kich hoat co ché tai thir mic dinh. Néu duogc cdu hinh
khong hop ly, qué trinh tai thir véi tAn suét cao c6 thé din dén hién tugng “retry
storm”, trong d6 mdt lugng 1én yéu cAu tai thtr ddng thoi dd vé dich vu gip su cd.
Thay vi gitip hé théng phuc hdi, co ché nay lam ting ap lyc 1én dich vu gbe, khién n6
cang kho dép tng va dan dén sy lan rong ciia gian doan trén nhiéu ting dich vu. Hiéu
Ging lan truyén nay thuong mé rong rAt nhanh va c6 thé anh hudng téi toan bo hé

théng chi trong thoi gian ngan.



Thach thire 16n nhat khi x( 1y nhiing sy ¢b loai nay ndm & viéc ching mang
tinh chat “4n”, khong xuét hién truc tiép & dich vu gap 18i ma thé hién thong qua céc
dAu hiéu gian tiép nhu ting do tré, ty 1¢ timeout cao hogc luu lugng bét thuong. Viée
chin doan nguyén nhéan goc ré do d6 doi hoi nang luc tdng hop tir nhidu ngudn dit
liéu quan sat khac nhau, bao gdm logs phén tén, traces lién dich vy, metrics theo thoi
gian thuc va ban dd phu thude dich vy (service dependency graph). Céc cong cu giam
séat truyén thong dua trén chi bao ddc 1ap thuong khé phat hién duge toan canh su ¢,
boi viée quan sat mot dich vu don 1€ khong du @& tai hién mdi quan hé phy thude
déng sau. Pay 1a ly do khién cac giai phap AIOps hién dai va cac h¢ théng phan tich
su ¢b dua trén mo hinh da tac tir ngdy cang chi trong t6i kha nang tuong quan gilra
cAc tin hiéu roi rac, tim kiém pattern bt thuong theo chiéu su va mo phong ludng
lan truyén ciia sy ¢b trong kién tric dich vu.

Ba nhém sy ¢b dugce trinh bay — bao gé“)m su ¢b may chi ngirng hoat dong, su
cb thiéu hut tai nguyén va sy ¢b trong chudi dich vu phu thugc — phan anh ba co ché
gi4n doan chinh trong moi trudng ddm méy hi¢n dai. Chung khong chi khac nhau vé
ngudn gbc va dic tinh k¥ thuft, ma con khac bi¢t ding ké vé& biéu hién quan sét, tbe
d6 lan truyén va phuong phép xir Iy phtt hop. Viée nghién ctru sdu ba nhom sy cb nay
khong chi gitip 1am rd tinh da dang cua céc kich ban gidn doan trong h¢ théng phan
tan, ma con tao co s& quan trong cho viéc thiét ké mot hé thdng hd trg phén tich, suy
luan va dé xuit giai phép khiic phuc dya trén mo hinh da tac tr — ding véi myc tiéu
nghién ctru trong tdm cia d& 4n
1.3. Téng quan vé cac cong nghé

Trong bbi canh cac hé théng dién todn ddm may ngay cang phue tap, viéc dam
bao kha ning gidm sat, phan tich va hd trg khic phuc sy ¢b doi hoi sy két hop ctia
nhiéu cong nghé tién tién. Phin ndy trinh bay téng quan vé cac cong nghé trong tim
lién quan truc tiép dén huéng nghién clru cia dé an: (1) Gidm sdt hé thong va tur dong
hod van hanh, (2) Kién tric da tde tit, (3) M6 hinh ngon ngit l6n, (4) Ky thudt tao
sinh tang cuwong truy xudt.

(1) Hé thong gidm sdt va tw dpng hod vin hanh
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Gi4m sét hé thdng 1a nén tang dé danh gia tinh trang, hiéu nang va do 6n dinh
ctia hé théng. Muc tiéu clia giam sét 1a thu thap, phan tich va hién thj dit ligu van hanh
(Nhu log, metric, trace) nham phét hién sém cic bét thuong va canh béo kip thoi cho
doi ngli van hanh.

Theo triét ly Site Reliability Engineering (SRE) cua Google, quan sat 1a yéu
t6 cbt 151 dé dat duoc cac chi tidu do tin cdy (SLO/SLA). Ba try ¢t chinh cia gidm
sét hé théng gdm: (i) Logging - Ghi lai cac sy kién chi tiét trong qué trinh hoat dong;
(ii) Metrics - Po luong hi¢u ning hé thdng theo thoi gian; va (iii) Tracing - Theo doi
ludng yéu cau gitra cac dich vu phén tan [7].

Ciing v6i gidm sat hé thdng, tu dong hoa van hanh dong vai tro then chét trong
viéc giam phu thude vao thao téc thu cdng va rii ro con ngudi. Céc cong cy hién dai
cho phép gidm sat, cdu hinh va trién khai ha tdng du6i dang ma (Infrastructure as
Code - 1aC), tir d6 rut ngin thoi gian phéan héi khi xay ra sy co.

Su két hop gitta giam sat hé thdng va ty dong hod van hanh da din dén hinh
thanh khai niém AlIOps (4rtificial Intelligence for IT Operations) — Hudng tiép can
trng dung hoc mdy va xir Iy ngdn ngit ty nhién dé phan tich log, dy doén sy cb va tu
dong dua ra céc goiy khéc phuc [8]

(2) H¢ thong da tic tiv

Tac tir (Agent) trong ngdn ngi cla tri tu¢ nhén tao dugc hidu 12 mot thue thé
phin mém ¢6 khé niing cdm nhan madi trudng, xir ly thong tin va thyc hi¢n hanh dong
nham huéng téi mot myc tiéu xac dinh. Theo quan niém kinh dién cta Russell va
Norvig, tac tir 1a “mdt hé théng c6 tinh ty chu, hoat dong dua trén viéc quan sat va
tuong tac voi moi truong dé toi wu hoa hanh vi theo muc tiéu” [1]. Kha ning chu
dong ra quyét dinh, thich (g va duy tri trang thai hoat dong la nhiing diém khac biét
cin ban cua téc tir so véi cac chuong trinh diéu khién truyén théng.

Heé théng da tac tir (Multi-Agent System — MAS) 1 m{t chu trac gdbm nhiéu
tac tir cing hoat dong trong mot moi trudng chung, cd thé phdi hop hoic canh tranh

nhim dat duge muc tidu chung hodic muc tidu cuc bd cia timg tc tir. MAS ké thura
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tu tudng duy nhét chiu trach nhiém diéu phdi toan bo hoat dong, nhiéu tac tir ddm
nhiém cac vai trd chuyén biét, twong tac véi nhau théng qua kha ning phan tach
nhiém vu, xi 1y song song va tAn dung tri thire phan tan ca timg tac tir dé giai quyét
nhitng vin dé phirc tap vuot ngoai nang lyc ciia mot tac tir don 1¢ [2].

Céc nghién ciru nén tang trong linh vue [2][3][4] thdng nhét ring mot tac tir
thong minh thudng dugce dic trung bai bdn thude tinh cdt 16:i.

1. Tw chii (Autonomy): Téc tir ¢6 khéa nang kiém soét hanh vi va trang thai ndi
tai, khong phu thudc vao chi thi lién tuc tir bén ngoai. Tinh tu chi cho phép tac tir van
hanh bén viing trong moi trudng phtrc tap.

2. Kha nang xa hoi (Social Ability): Téc tir co thé tuong tac véi céc tac tir khac
hodc voi con ngudi thong qua cac giao thirc chuén ho4, dam bao viéc trao ddi tri thue
va phdi hop hanh dong.

3. Phan itng (Reactivity): Day la kha nang cua tdc tir nhan biét nhitng thay dbi
trong moi trudng va phan tng kip thoi va thich hop. Kha néng thich ing theo thoi
gian thuc ndy rit quan trong dé hoat dong trong cdc moi trudng nhiéu bién dong va
khé du doan.

4. Chi déng (Proactiviness): Trong khi phan ng la vé viée dap lai céc thay
dbi, cht dong lién quan t6i viée dy doan nhu cAu va thuc hién cic hanh dong hudng
dén muc tiéu. Céc tac tir chit dong khong chi cho doi moi thir xay ra; ching chu dong
dé dat duoc muc tiéu ctia minh.

Ngoai bén dic tinh cbt 181, cac hé thdng hién dai thuong yéu cAu thém nhitng
thudc tinh nhu kha ndng thich nghi, ndng lyc xir ly d6ng thoi, tinh phan tdn va tinh di
dong. Nhitng dac tinh nay ting cudong ban chét linh hoat va phu hop cua tac tir db6i
vGi cdc moi truong ¢6 mue do phirc tap cao, dién hinh nhu ha tdng dién toan dam
may.

(3) M6 hinh ngon ngir lon

M6 hinh Ngdn ngit 16n (Large Language Model — LLM) 1a loai m6 hinh hoc

sau duoc huin luyén trén khéi luong vin ban khéng 16 nham hoc céc quy luét ngit
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nghfa, ct phap va kién thire tong quat ctia ngdn ngfr ty nhién. Cac LLM Nhu GPT
(OpenAl), Gemini (Google DeepMind) hay Claude (Anthropic) c6 kha nang hiéu va
sinh ngdn ngft tw nhién véi mic do chinh xac va linh hoat vuot trdi, gitp ching co
thé tham gia vao céc tac vu phirc tap nhu tém t4t viin ban, phan tich dit liéu hodc dé
xuét cac giai phap ky thuat.

V& miit kién trtc, hau hét cdc md hinh ngdn ngit 16n hién nay dugc xdy dung
trén md hinh Transformer [9], trong d6 c6 co ché self-attention cho phép md hinh
ném bit dugc mdi quan hé ngit canh gitra cac tir trong chudi dai. Ning luc nay dic
biét hitu ich trong mdi truong van hanh hé thdng, noi cdc chudi log, canh bio va tai
liéu k¥ thuat déu mang tinh ngit canh lién két cao.

Mb hinh ngdn ngit 16n dang dugc tng dung ngay cang rong rai trong linh vire
AIOps va DevOps, hd trg phén tich nguyén nhan su cb, goi ¥ khic vu va sinh tai liéu
huéng din k¥ thuat. Tuy nhién, nhugc diém ctia LLM la thidu kha nang truy xuat
thong tin thoi gian thuc va d€ “4o giac” ndi dung (hallucination), din t6i nhu cau két
hop véi co ché tao sinh ting cuong truy xuét dé dam bao do chinh xéc.

(4) Tao sinh ting cwong truy xudt

Tao sinh ting cuong truy xuét (Retrieval-Augmented Generation — RAG) 1ak§
thuat két hop gitta mo hinh truy xuét théng tin (Information Retrieval) va m6 hinh
ngobn ngft tao sinh (Generative Model) nhim nang cao d chinh xé4c va tinh cép nhit
ctia ddu ra (Lewis et al., 2020). Trong quy trinh RAG, khi ngudi diing hogic hé théng
giri truy vAn, module retriever s& tim kiém céc doan thong tin lién quan trong kho tri
thue, sau d6 generator (thudong la LLM) s& tdng hop va sinh cu tra 161 dya trén ca
truy van va tai liéu dugce truy Xuét.

So v6i phuong phap tinh chinh (Fine-tuning) mo6 hinh, RAG dugc lya chon la
k¥ thuat chu dao trong d 4n vi céac ly do sau: Thir nhét, Fine-tuning khién tri thirc bi
“ddng gbi” cling trong trong sb mo hinh, kho cép nhat khi cac hé thdng dic thu thay
d6i quy trinh van hanh. Thir hai, RAG cho phép hé théng cung cp céc dan ching cu

thé tir kho tri thirc ndi bo, giup ngudi van hanh dé dang kiém chung tinh ding din
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clia d& xuit — didu ma cac md hinh tinh chinh thuén tuy thudng gap kho khan do hién
tuong “hop den” va “ao giac”.

Mot yéu t6 quan trong khéc 12 viée trién khai RAG gitp t6i uu hoa chi phi tinh
todn do khong can quy trinh huén luyén lai phitc tap, dam bao tinh kha thi cho mot
hé théng nguyén mau.

Gan day, cac framework nhu LangChain, Llamalndex, va tiéu chuin Model
Context Protocol (MCP) (LangChain, 2024) da dinh hinh céch thtrc tich hgp RAG
vao hé thong Al nhiéu tac tir, gitp tang tinh tuong téc gitta cdc mo-dun va kha ning
mé rong trong moi trudong ddm may.

1.4. Cac yéu t6 anh huéng t6i két qua ciia hé thong

Hiéu qua cia hé théng phén tich va dé xuét khiic phyc su ¢6 trong moi trudng
dam may phu thudc ddng thoi vao nén tang k¥ thuat, chét lwgng dit liéu quan sat, chu
trac tri thic, co ché phéi hop cua kién trac da tac t&r va mic do tuong tac cia con
nguoi. Céac yéu t6 nay quyét dinh tryuc tiép tinh chinh xdc, tinh kip thoi va do tin cdy
ctia hé théng.

Trude hét, sy phan tan va do phic tap cta ha tAng ddm may lam tang khoi
lwong dit lidu va do tr& truyén thong, doi hoi kién trie xtt Iy phéan tan dé gidm tai cho
thanh phan trung tdm. Hiéu qué phén tich phu thude 16n vao chét luong dit liéu quan
sét; dit 1iéu nhiu, thiéu ngit canh hodc khong dong bo s& lam giam do chinh xéc, do
d6 yéu cdu co ché chuin hoé va loc nhiéu.

Chu tric tri thic ciing giit vai trd then chdt, dic biét dbi véi hé thong két hop
LLM va RAG, nhdm dam bao truy xuéit theo ngit canh va han ché sai 1éch cia md
hinh sinh. Trong kién tric da téc i, gia tri phan tich khong dén tur ting tac tlr riéng
1¢ ma tir kha nang phdi hop, trao d6i va hop nhét thong tin; vi vay, giao thirc truyén
thong va co ché diéu phéi phéai dugc thiét ké chit ch&. Bén canh d6, LLM du manh
vé suy luan vin c6 nguy co tao ra két qua sai, nén can b6 sung co ché kiém ching

dya trén dir liéu su cb thuc té.
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Cudi cing, vai trd con ngudi vin mang tinh quyét dinh nham dam béo tinh
minh bach, kha ndng giai thich va kiém soét trong qu4 trinh vén hanh. Tém lai, hi¢u
qua hé théng 1a két qua tdng hop cuia dit 1iéu, mo hinh, tri thire, nang lyc phdi hop
cuia tac tir va su tham gia ctia con ngudi; quan tri t6t cac yéu td nay 1a nén tang dé xay
dung mot he théng phan tich va hd tro khic phuc su cb dang tin cdy trong mdi truong

dam may.

CHUONG 2 - THIET KE HE THONG

2.1. MO0 hinh ho4 bai toan nghién ciru

Su phat trién ctia kién tric Cloud-Native dua trén cdc cong nghé ao hoa nhu
Container va cac nén tang diéu phbi mang lai tinh linh hoat va kha nang mé rong vuot
troi, nhung song song vai do la sy gia tang déng ké do phtre tap van hanh. Trong céc
hé thong dam may quy mo 16n, lwgng dir liéu quan sét duge tao ra tur nhiéu ngudn,
nanh chéng vuot qué kha nang xir ly ctia k¥ su van hanh, khién cac buéde phat hién,
khoanh ving va khic phuc su ¢ van kéo dai va phu thudc vao kinh nghiém ca nhan.

Céc hé théng giam hién hitu (Prometheus, ELK, Datadog, v.v.) van chi yéu
dimng & muirc thu thap va tryc quan hoa tin higu, thiéu kha ning suy luan ngit nghia
hogc lién két da ngudn dit lidu. Giai phap Rule-based truyén théng khong con phu
hop trong mot moi truong ma cac thanh phan bén trong bién dong lién tuc. Trong khi
d6, céc nén tang AIOps hién dai méi chi dat muc ty dong hoa cyc bg, chua hinh thanh
duoc mo hinh théng nhét két hop phén tich ngir nghia, truy xuét tri thire va phéi hop
hanh dong.

Trén co s& khoang tréng ndy, bai toan nghién ciru duge md hinh hod nhu mot
hé théng nhan d4u vao 1a tap dit liéu quan sit bao gbdm Alert, Metrics va Logs tir céc
nén tang giam sat. Hé thong can thyc hién phan tich ngi nghia, suy ludn mdi tuong
quan, va khai théc tri thire qua khtr nhdm tao ra céc déu ra gom:

(1)  Béo céo phan tich nguyén nhén gbe 18

(2) D& xuét hanh dong khéc phuc
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Qué tinh xir Iy ¢6 thé dugc khai quat duéi md hinh toén hoc sau:
Output = f(Alert, Metrics, Logs, KnowledgeBase)
Trong do:
o f:1aqua trinh phén tich nglt nghfa, suy luin tir h¢ théng
o Output: Gom tip céc phan tich, d& xuét khéc phuc ¢6 do chinh xéc cao.

He¢ théng dugc ky vong rit ngan dang ké thoi gian phat hién (MTTD) va thoi
gian khoi phuc (MTTR), dong thoi gidm ganh ning van hanh cho doi ngii k¥ su van
hanh.

Tém lai, bai todn nghién clru tép trung vao viéc thiét k& mot hé théng phén
tich va hd trg khic phuc su ¢d tu dong trong moi truong ddm may, c6 kha ning hiéu
ngit nghia — hoc tir kinh nghi¢m — va ph6i hop hanh dong giita cac tac tir thong minh.
Day 1a bude tién cin thiét dé chuyén tir giai doan gidm sdt thu dong sang vdn hanh
chi dong va co tri tué, md dudong cho cac thé hé hé thdng van hanh ty trj (autonomous
operations) trong tuong lai.

2.2. Dic ta hé thong
2.2.1. Piic ti yéu ciu chirc ning

Pé dap tng muc tiéu nghién ctru, hé théng can ddm bao mot sb chire niang cot
16i. Trude hét, hé thdng phai c6 kha nang thu thap va hop nhét dit lidu tir cac ngudn
hién hitu nhu hé théng gidm sat, nhat ky hay céc hé théng van hanh. Dt liéu sau khi
thu thap dugc chuén hod theo mot chu tric thdng nhét (Unified Schema), nhim dam
bao tinh nhit quan, toan ven va kha ning truy vét gitra cdc ngudn khéc nhau.

Tiép theo, hé théng thuc hién phan tich va tong hop ngit cinh khi ¢6 cénh béo
phét sinh. Trong giai doan nay, cac dir li¢u lién quan trong cuing khoang thoi gian
duoc truy vén va dbi chiéu nham phat hién cic mdi twong quan bét thudng gifta céc
thanh phén ctia hé thdng. Két qua duge md hinh hod dudi dang d6i tuong ngit canh,
phan 4nh toan dién din bién, pham vi anh huéng va cic yéu t6 tiém an lién quan dén

su ¢O.
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Dua trén ngit canh da xay dyng, hé thdng tién hanh suy luan nguyén nhan va
d@é xuét khéc phuc. Song song véi d6, hé thdng can hd tr truy xuét tri thirc k§ thuat
tir kho tai lidu noi bo, bao gdm tai liéu van hanh, kién trac, trién khai va céu hinh.

Cubi ciing, hé théng phai hd tro tuong tac thong qua viée tich hop véi cée nén
tang giao tiép nhom. Piéu nay cho pehps ty dong giri b4o c4o phan tich, canh bao va
céc dé xudt xir 1y dudi dang théng bao tuong téc, hd trg k§ su van hanh ra quyét dinh
kip thoi.

Céc chure ndng trén hinh thanh nén néng luc cbt 161 cua hé théng va dong vai
trd 1am nén tang cho qua trinh thiét ké kién tric chi tiét.

2.2.2. Dic ti yéu cau phi chirc ning

Heé théng cin d4ap Gng céc yéu clu phi chirc ning nham dam bao kha ning vn
hanh n dinh trong moi truong ddm may phan tan. Trude hét 1a d6 tin cdy va tinh sén
sang cao, trong d6 hé théng phai c6 kha ning tu phuc hdi va duy tri hoat dong lién
tuc ngay ca khi mot s6 thanh phan hodc tac tw gip su cd.

V& hidu ning va kha nang mé rong, hé thong phai xt 1y duoc dit liéu canh béo
va nhat ky thoi gian thyc, v6i do tré thip va thong lugng di 16n. Kién tric phi tap
trung va kha ning moé rong theo chidu ngang cho phép bd sung tai nguyén ma khong
anh hudng dén hoat dong cu thé. Hé thong phai c6 kha nang chéng chiu bdo canh bao
trong tinh hubng phat sinh hang nghin cénh béao do 18i day chuyén. Ting tiép nhan
phai ddm bao thong lugng 16n va kha nang loc triing ngay tai bién dé khong lam qua
tai céc tac tir suy luan. Do tré xir 1y phéi duy tri & mirc thdp dé cung cép canh bao kip
thoi trong lac su ¢b dang leo thang.

Bén canh d6, bdo mat va an toan thong tin 13 yéu ciu trong yéu. Moi kénh trao
dbi dit lidu phai duge ma hod, két hop véi co ché xé4c thuc chit ché, ddc biét 1a trong
qua trinh tuong tac véi cdc md hinh ngdn ngit 16n nhdm han ché nguy co 10 ri thong
tin ndi bo. Hé théng phai trién khai co ché khtr dinh danh dir liéu trude khi gii thong

tin ra bén ngoai.
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Cubi cung, tinh than thién trong tuong tac gifta nguoi van hanh va hé thng
cling dugc dat ra. HE thdng phai tuan thi nghiém ngit co ché con ngudi trong vong
1#p (Human-in-the-loop), dam bao moi dé xudt khic phuc phai dugc trinh by rd rang
kém theo céc danh gié rii ro khi thye hién. Hé théng khong thé ty y can thiép vao ha
tang dam may néu chua duoc 1énh x4c nhén tir ngudi van hanh, nhim ngin chin céc
hanh dong sai s6t co thé xay ra gy gidn doan nghiém trong hon.

2.3. Thiét ké hé thong
2.3.1. Kién tric tong quan
Kién tric téng quan cta hé thong dugc trién khai nhdm hd trg phén tich va

khic phuc su cb gian doan trong moi trudong dién toan dam méy duge minh hoa trong
hinh duéi day.

| e

T8

e e

:mw|

Hinh 2.1 Kién tric tong quan ciia hé théng

Kién trac ndy dugc thiét ké theo mo hinh nhiéu ting, bio dam sy lién thong
gitta cdc ngudn dit lidu gidm sat, cac téc tir xir 1y thong minh va cdc hé théng van
hanh bén ngoai, qua d6 hinh thanh mdt chu trinh phén tich — suy ludn — phan hdi
mang tinh ty dong hoé cao.

O tang ngoai cuing 1a moi trudong ddm mdy, noi phét sinh toan b dir liéu phyc
vu cho qué trinh giam sét va phan tich. Cac thanh phén thu thap dit liéu nhu hé thong
quén 1y nhat ky, hé téng quan Iy chi s van hanh va diéu phoi canh bdo thyc hién
chire nang tiép nhan, tap hop va chuyén tiép dir liéu. Nhitng di liéu nay phéan 4nh
trung thyce trang thai ctia ha tAng va tng dung, ciing nhu 13 dAu vao tryc tiép cho toan
bd chu trinh phan tich su cb.

Dit lidu sau khi duoc tiép nhan s& di vao ting xir Iy ddu tién ctia h¢ thong, noi

thue hién chire nang tiép nhan (Ingestion) va chuin hoa. Viéc chudn hoa nhim giam
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thiu sai 1ach, tranh trung 13p va bao dam cho céc tc tir xir Iy & tng tiép theo c6 thé
truy vén va phan tich trén mot nén dit liéu nhat quan.

Trung tdm ctia kién tric 1a hé thong da tac tir (Multi-Agent System). Day la
16p x1r ly ¢6 tinh chit quyét dinh, trong d6 mdi tac tir ddm nhi¢ém mot vai trd chuyén
biét nhung phdi hop chit ché v6i nhau dudi sy didu phdi ctia tac tir giam sat. Chi tiét
vé viée thiét ké, dinh nghia cac tac tir s€ duge md ta trong phén ndi dung tiép theo.

Bén canh co ché da tac tir, hé thng con tich hop véi md hinh ngén ngit 16n dé
tang cuong kha ning hiéu ngir nghia va rat ra quan h¢ nhén — qua tir dir li¢u quan sat.
LLM duge st dung két hop véi co ché truy xuét tri thirc ting cudng, gitp vira khai
théc kha ning suy luan ctia m6 hinh, vira dam bao tinh chinh x4c cta thong tin bing
cach dua trén kho tri thire dic thi cia hé thng.

Céc két qua phan tich va dé xut duoc truyén toi cc hé thong bén ngoai, thong
qua d6 dé xay dung céc ludng tu dong tao yéu cau xir ly hay guri thong bao vé tinh
trang sy ¢b hodc dua ra cac phuong én giai quyét cu thé cho k¥ su.

Nhu vdy, vé mit tong quan, hé thong c6 tinh phan 16p rd rang, kha ning phdi
hop dit liéu, tac t&r va md hinh suy ludn, cing vé6i co ché twong tac véi moi truong
van hanh bén ngoai. Thiét ké nay cho phép hé thong khong chi phat hién va phan tich
su ¢6 nhan choéng, ma con dua ra cac phuong an khéic phuc phi hop.

2.3.2. Thiét ké hé thong da tdc tir

Thiét ké kién trc da téc ti 1a phan trong tm ctia hé thng, quyét dinh kha
ning tiép nhén tin higu canh béo, m& rong ngtt canh béng tri thirc bd sung va thuc
hién phan tich dé rat ra nguyén nhan gbe ciing nhu dé xuét giai phap khéc phuc.

Trong khudn khé cua dé an tot nghiép, cac gi6i han va rang bude da d& cap &
trén, kién trac da tac tir duge thiét ké téi gian nhung vin dam bao bao phu day du
chudi xir Iy sy c6 tir dau vao dén dau ra. Kién tric duoc t chirc theo md hinh “Phan
ta"ing chirc nang”, trong do6 mdi tac tir ddm nhiém mot vai tro doc 1ap nhung lién két
chiit ché thong qua ludng dit lidu va giao tiép ndi bo.

Viéc thiét ké tac tir trong hé théng dya trén ba nguyén tic:

(i) Mbi tac tir chi thue hién mdt nhém chire nang chuyén biét, tranh trung lap

vai tro.
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(ii) Céc tac tir phéi giao tiép bing ngit canh duge chuin hod, bam dam qué
trinh truyén thong tin din ra nhat quan.

(iii) Toan bo ludng xir Iy phai hudng t6i két qua cudi clng 1a bao cao nguyén
nhén géc va goiy khéc phuc co thé ap dung trién khai.

Céc nguyén tic nay dam bao hé thdng c6 céu tric ro rang, d& md rong khi can

tich hop thém cdc tac tir moi.

p
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Hinh 2.2 Thiét ké cdc tdc tir ciia hé thong

Hé thong duge thiét k& bao gdm ba tac tit chinh, dugc md ta nhu trén. Trong
cic phin noi dung tiép theo, dé 4n s& phan tich chi tiét vé timg tac tir.

a. Tdc tik tiép nhan va chuén hod cinh bdo — Alert Ingestion & Context
Agent (AICA)

AICA dugc thiét k& nhu diém khoi diu cta toan bd dudng éng phén tich sy
¢b. Khi mot tin hiéu canh b4o dugc sinh ra tir moi truong gidm sat, tdc tir nay tiép
nhan thong tin nguyén bén, tién hanh chun hoa dit liéu va trién khai qua trinh suy
ludn tirng bude nhim hinh thanh goéi ngit canh so cép.

Giai doan chuén hoa ctia AICA khong chi dung lai & viéc dinh dang dit ligu
ma con bao gdm bude 1am mo céc thong tin nhay cam. Cac doan ma dugc xay dyung

st dung biéu thirc chinh quy (Regex) dé nhan dién céc chudi vin ban nhay cam. Céc
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thong tin ndy s& dugc thay thé bang cdc ma dai dién (Vi du: <INTERNAL_IP>,
<USER_ID>) truée khi dugce gii t6i cac mo hinh ngdn ngit 16n dé tién hanh suy luan.
Qua4 trinh nay gitp gift lai logic dé mo hinh phén tich nhung van bao vé dugc céc

thong tin nhay cam.

Qua trinh nhén thirc, suy luan ctia AICA duge md ta nhu sau:

Alert

Raw Alert Normalization
(from (structure,
Alertmanager) labels,

annotations)

Query Logs

—Need logs?—>
|s Evidence
Sufficient? j
Need metrics?—>

Aggregate
Runtime
Evidence

Initial Hypothesis
Formation

la

Query Metrics

ynthesize
Anomalies &
Patterns

Construct
Primary Context
Package

Hinh 2.3 So d6 mé ta qud trinh suy luén ciia AICA

Khac véi cac mo hinh tiép nhén tin hiéu mang tinh bj dong, AICA chu dong
thuc hién qué trinh suy luan ndi tai theo huéng kham pha (Exploratory reasoning).
Trong sudt tién trinh nay, téc tir danh gia timg gia thuyét tiém ning vé nguyén nhan
truge khi chuyén sang giai doan thu thap bing ching.

Piém nhin quan trong ctia AICA 13 kha nang str dung céc cong cu bb tro trong
qua trinh suy ludn. Ching han, sau khi phan tich so bd thong tin canh bao, AICA c6
thé két luan rang dit liéu hién tai chua dii dé dénh gid dong murc do anh huong hodc
x4c dinh dang sy ¢ tiém niang. Khi do, tac tir chi dong goi toi cac dich vu truy vAn
log hodc metric nhdm bd sung bing chimg. Cac doan log bat thuong, su thay dbi dot
ngot vé tai nguyén, hay tri thie tlr cac su kién thoi gian thue déu duge AICA tich hop

vao phén tich.
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AICA t6 chitc hoat dong theo mot chu trinh gbm bdn giai doan chinh: chuin
hod tin hiéu dau vao, khoi tao suy luén va phan ra gia thuyét, thu thap bang chiing b
sung bing cach sir dung c4c cong cu tich hop, va cudi ciing tong hop tat ca céc chiing
oir d& hinh thanh g6 ngit canh so cAp (Chi tiét céu triic trong phan Phy luc). G6i dit
liéu nay chira toan bd thong tin da dugc chuén ho, cac bang chiing md rong va ciu
tric suy ludn ban dau, déng vai trd nén tang cho tée tir & giai doan tiép theo.

b. Tdc tir truy xudt tri thiec va ting cwong ngit canh phin tich — Knowledge
Retrieval & Enrichment Agent (KREA)

Sau khi AICA hoan tt giai doan chuin hod va thu thap bang chirg, KREA
tiép nhan goi ngilt canh so cép va trién khai qué trinh m& rong tri thire. KREA duge
thiét k& dé khai thac t6i da ngudn tri thirc tinh clia hé thong nhu tai liéu ky thudt,
runbook, bao cdo su ¢b trude day, va cac md ta chuyén mon khac thdng qua co ché
truy xuét ting cudng.

Hoat dong ndi tai cla tac tir bao gbm x4y dung khong gian tri thirc lién quan
t6i s ¢b thong qua viéc phén tich ngit canh so clp, tim kiém céc tri thirc lién quan
dua trén mtc do tuong ddng ngit nghia, va két hop tri thirc v6i bang chirng trong thoi
gian thuc. Viée két hop tri thirc ndy khong don thuan 1a bd sung thong tin ma con
nhim tao ra mot 16p suy luén ning cao, trong do cac quy tic hoat dong, mau su cb da
gap trong qué khu va cac hudng dan khéc phuc dugc chuén hod va 16ng ghép vao ngir
canh van hanh.

Két qua ctia qud trinh nay 1a gbi ngi canh ting cudng (Chi 1iét cdu triic trong
phan Phu luc) — Mot cAu trac thong tin chira toan bd béng ching tir moi trudng vén
hanh, tri thie tir RAG va su lién két logic giita hai dang thong tin nay. Day 1a dau vao
thiét yéu dé thuc hién suy ludn nguyén nhén gbe & mire do sau hon.

c. Tic tik tiép nhin va chuin hod cinh bdo — Root Cause Analysis &
Remediation Agent (RCARA)

RCARA 12 téc tir thuc hién giai doan phén tich c6 chiéu sau nhat, trong d6 né

xdy dyng va danh gia chudi quan hé giita triéu chiimg va céc gia thuyét nguyén nhén.
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Bang cach dua trén ca bang ching thoi gian thyc va tri thic trich xuét tir KREA,
RCARA kién tao mot chu trinh suy lugn c6 cu tric nhim x4c dinh nguyén nhan gbc
cua su cd.

Phuong phép phan tich cia RCARA thuong bao gbm déanh gid chudi nhéan qua,
dbi chiéu cac mAu hong hoc da biét, 4p dung md hinh 18i phd bién va phan tich vong
lap dan dén sy ¢d. Téc tr nay cling dam bao toan b qua trinh suy luén déu duge ghi
nhan trong dang “reasoning trace”, nham hd trg kha ning giai thich va phuc vu kiém
ching trong céc pha van hanh thyc té.

Két qua cudi cing ma RCARA tao ra 1a mdt bdo cao RCA hoan chinh, bao
gOm md ta sy c¢b, nguyén nhan gbe, dién giai 1ap luan va b giai phap khiic phuc kém
theo cdc khuyén nghj phong ngira nhim giai kha nang tai dién.

2.3.3. Luong dit ligu

Trong kién tric da tac tir duge thiét ké cho hé thong phén tich va ho trg khic
phuc su ¢b trong moi truong dién todn ddm may, dir liéu khong chi dong vai tro 1a
nguyén li¢u dau vao cho qua trinh suy luén ma con quyét dinh muc do chinh x4c cua
céc két luan duoc hinh thanh. Ludng dit ligu, vi vay, 1a yéu td trung tAm phén 4nh
céch thire thong tin dugc tiép nhan, chudn ho4, chuyén ddi, ting cudng va cubi ciing
tr& thanh tri thirc van hanh. Phin ndi dung ndy trinh bay hai goc nhin b sung cho
viéc hidu hé théng: Ludng dit lidu tdng thé tir g6c do vong ddi ciia sy ¢d va ludng dit
liéu gitra céc tac tu.

a. Ludng di liéu tong thé

Ludng dit liéu tong thé mo ta vong doi cua dit liéu tir moi treong van hanh dén
khi tri thirc dugce hoan thién va phan hoi quay trd lai ngudi van hanh. Dong chay nay
bat dau tai hé théng giam sat, noi mt tin hi¢u canh bdo duge sinh ra dudi dang sy
kién (Event) va dugc chuyén tiép théng qua API hodc webhook.

Khi tin hiéu nay dén AICA, hé théng bude vao giai doan chuén hoa va trich

xuét dic trung. Trong subt qua trinh ndy, hé théng cét gidm do nhiéu, dong thoi gt
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lai céc phin tir mang ngit nghia van hanh quan trong. Goi ngir canh so cip sau do6
duge chuyén dén KREA, noi tri thire duge ting cuong nho m6 hinh RAG.

Mot didm dic trung cia ludng dir liéu tong thé 12 viée duy tri cdu tric tudn tu
nhung khong hoan toan tuyén tinh; div liéu co thé duoc tai st dung cho nhiéu muc
dich khac nhau nhu gidm sat lich st, phén tich thdng ké, hodc huén luyén md hinh
trong twong lai. Khi RCARA hoan thanh qud trinh suy luén nguyén nhan gbc, dit liéu
dAu ra duge chuyén dén cac kénh giao tiép, tao nén vong doi phan hdi hoan chinh
gifta may va con nguoi.

b. Ludng dit li¢u gifta cdc tdc tiv

Ludng dir liéu gifta c4c tac tir duge hinh thanh theo cAu tric ting trudng ngir
canh (Context Accumulation Pipeline), trong do, mdi tac tir 12 mot mo-dun xtr 1y tri
thire doc 1ap, tiép nhan dit liu da dugc chuén ho4 tir pha trude va chuyén n6 thanh
cAu tric tri thire giau hon. Chinh sy ké tiép nay dam bao rdng céc téc tir khong chi
truyén dit liéu ma con “gia tang gid trj tri thirc” cho timg giai doan.

Qué trinh bét ddu & tac tir AICA, noi cAc tin hiéu canh bao tir h¢ théng gidm
sat dugce tiép nhan dudi dang JSON bén cAu trac. Dir liéu canh bao thuong chira céc
thong tin dinh danh (alert_id, severity), céc nhan vén hanh, cung vGi cac annotation
mb ta ngit nghia sy cb. Mot canh béo tiéu biéu c6 thé dugc hé thong nhan dign voi
cu tric:

{
"alert id": "ALRT-98231",

"severity": "critical",
"starts_at": "2025-11-20T10:32:212",
"labels": {

"service": "payment-api",

"pod": "payment-api-7c9d8f"
Ve

"annotations": {
"summary": "High memory usage",
"description": "Memory usage > 90% for 5 minutes"

Dir liéu nay dugc AICA chuén ho4 va chuyén ddi thanh géi ngit canh so cap,

mot cdu tric ¢6 dang triru tegng hon nhim thé hién nhitng dic trung c6 y nghia d6i
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v&i phan tich sy c¢b. Goi ngit canh so cap khong chi sao chép dir ligu gidm sat ma con
t4i cAu truc ching thanh cdc “ddc trung van hanh” (Operational features), nhu
“anomaly score” hay “temporal pattern”. Vi dy, mot gbi ngit canh so cép c6 thé duge
mo ta nhu sau:

{
"context id": "CTX-20251120-12301",

"affected components": { "service": "payment-api", "pod": "payment-api-7c9d8f" },
"evidence:: { "metrics": { ... }, "logs ref": ["log_ 9821"] },
"feature set": {

"anomaly score": 0.87,

"temporal pattern": "sustained spike"

}

Khi g6i ngit canh so cdp duge chuyén dén KREA, dit lidu bat dau bude sang
giai doan ting cudng tri thire. T4c tir ndy trich xuét tri thire tir runbooks, tai li¢u k¥
thuat, lich str sy ¢b va cdc mau van hanh tuong tu dugc luu trit trong co s& dir lidu
vector. KREA hop nhit nhitng doan tri thirc ndy vao goi ngit canh, hinh thanh goi
ngilt canh tang cuong.

{
"context id": "CTX-20251120-12301",
"knowledge evidence": [
{
"doc id": "runbook-23",
"relevance score": 0.81,
"snippet": "Restarting the payment-api pod resolves memory leak issues..."
)
1y
"topology context": {
"upstream": ["auth-service"],
"downstream": ["order-service"]

Cubi cing, RCARA tiép nhan géi ngit canh ting cudng va st dung LLM dé
hinh thanh luén giai nguyén nhan gbc kém theo chudi 14p luan (reasoning chain). Dau
ra cia RCARA bao gbm mdt bdo cdo suy luén vé nguyén nhén sy ¢b va danh séch

cac phuong an khic phuc dugc danh gia theo mure do rii ro va kha nang ap dyng:
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"root_cause": |
"hypothesis": "Memory leak in payment-api",
"confidence": 0.78,
"reasoning chain": [
"High memory usage detected for >5 minutes",
"Historical incidents suggest pattern matches memory leak",
"Runbook 23 indicates restart resolves similar conditions"
]
}J’
"recommended_actions": [
{ "action": "restart pod", "risk level": "low" }

]

Ludng dit lidu giita cAc téc tir, theo d6, phan anh sy tién hod tir dit liéu thd sang
tri thire giai thich duge, von 1a dic trung co ban ctia hé théng da tac tir dinh huéng tri
thirc trong méi truong phan tich sy cd.

2.3.4. Luéng tich hop LLM va RAG

a. Luéng tich hop giita h¢ thong da tdac tiv va mé hinh ngon ngiv lon

Trong kién triic da tac tir dugc dé xuét, mo hinh ngdn ngit 16n dong vai trd nhu
mot “bd xtr ly tri thirc phé quat”, hd tro céac tac tir thue hién cdc nhiém vu phén tich,
suy luén va tong hop thong tin ma cac thuat toan truyén théng khong thé dam duong
mot cach hiéu qua. Tuy nhién, cic ta tir khdng twong tac véi LLM mét cach dong
nhAt; thay vao d6, mdi tc tir dinh hinh cdc phuong thire twong tac riéng dya trén muc
tiéu van hanh va ciu trac dit liéu ma né xt 1y.

Péi vai tac tir AICA, md hinh ngdn ngit 16n gift vai trd hd trg phan tich ngén
ngi ty nhién trong phz"m “annotation” ctia canh bao, trich xuét cac thyuc thé lién quan
(Affected service, tri¢u chirng chinh, didu kién xay ra), va bd sung cac dic trung c6
tinh mo ta dit liéu metrics/log von khong thé biéu dat.

Vi dy, tir “annotation” nguyén bén:

"Memory usage > 90% for 5 minutes, possible degradation in payment-api module"

LLM gitp AICA trich xuét cac thyc thé:
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"symptom": "memory usage spike",
"component": "payment-api",

"possible impact": "service degradation",
"time window": "5 minutes"

Két qua phén tich nay dugc hop nhit vao gbi ngit canh so cAp, lam ting do séc
nét cia dit liéu dau vao trude khi chuyén t6i KREA.

KREA st dung LLM nhu mgt bd may tong hop tri thir, nhim giai thich cac
doan runbook hodc tai liu truy xuit tir RAG theo cdch phi hop véi ngit canh sy cb
dang xir ly. Vi dy, sau khi RAG tra vé doan tri thirc:

"Restarting the service resolves memory leak conditions in most cases."

KREA yéu cau LLM: (i) Dién dat lai theo ngit canh cu thé ctia payment-api;
(ii) Panh gi4 muc do twong thich gitra tri thire tim duge va dir liéu canh béo; (iii) Trir
tugng hod tri thire thanh dang cé thé gin voi biéu dién feature-level.

LLM Tra vé:
{

"interpretation": "The memory spike in payment-api is consistent with known memory
leak patterns.",
"relevance": 0.82,

"recommended probe": "Check GC activity or memory allocation patterns."

DAu ra ny gitp hinh thanh géi ngfr canh ting cudng, tao nén nén tang tri thirc
vitng chéc cho tac tir suy ludn phia sau.

DPbi v6i RCARA, md hinh ngdn ngir 16n dong vai trd quan trong nhét, gitip
tbng hop toan bo ngit canh, chuyén chiing thanh mot reasoning prompt ¢6 chu tric k¥
thuét cao va yéu cdu md hinh ngdn ngir 16n:

- Xdy dung gid thuyét nguyén nhén goc
- Hinh thanh chuéi lgp ludn (Reasoning Chain)
- Ddnh gia d¢ tin cdy
- Dé xudt phwong dn khéic phuc kha thi.
PAu ra sau d6 duge sir dung dé bao céo, guri dén cho cic k¥ su van hanh qua

céc kénh giao tiép.
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b. Luéng tich hop giita hé thong da tdc tiv va RAG

Viée tich hgp RAG vao hé thong da tdc tir gilf vai trd quan trong trong viée
dam béao ring qué trinh suy luan nguyén nhan gbe dwa trén tri thore chinh xac, bbi
canh hao va phu hop véi hé thdng thuc té. RAG duge sir dung béi tic tir KREA, vbn
I3 chu nbi gitta tri thire tinh (runbooks, tai ligu ky thuat, lich sir sy ¢6) va dit ligu dong
(metrics, logs, alert).

Khi g6i ngit canh so cip dugc AICA cung cép, KREA tién hanh trich xuét cac
thanh phén thong tin c6 gia tri tim kiém nhu tén dich vu, loai bit thuong, mau hanh
vi (temporal pattern) va déc trung do lech chuén (anomaly score). Tir nhitng tin hi¢u
nay, KREA hinh thinh mot truy vén tim kiém ngit nghia dé giri dén hé thong RAG.
Mot truy van tiéu bidu c6 dang:

{
"query": "memory spike sustained for 5 minutes in payment-api pod",
"context features": |
"anomaiy_score": 0.87,
"temporal pattern": "sustained spike"
}
}

Heé théng RAG tiép nhan truy van va thuc hién hai nhiém vu: (i) Truy xuét tri
thire tir co s& dit liéu vector bing co ché “nearest-neighbor seach”, va (ii) Khdi phuc
cac doan vin, runbook hodc mau sy ¢d co d6 tuong df’ing cao nhat. C4c tai liéu tra vé
co dang:

{
"doc id": "runbook-23",
"relevance score": 0.81,
"snippet": "Restarting the payment-api pod resolves memory leak issues..."

}

KREA sau dé thuc hién bude ting cuong ngit canh béang cach hop nhét tri thirc
ndy vao gbi ngit canh, tao nén go6i nglr canh ting cuong. Tac tir nay danh gia muc lién
quan gitta dir liéu thyc va tri thire, dam bao rang chi ¢6 nhitng tai liéu c6 gia tri thuc
tién cao mai duge dua vao qua trinh suy luén cia RCARA.

Ludng tich hop giita hé théng da tac tir v RAG duge md ta bing so do trinh

tu dudi day:
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Hinh 2.4 Luéng tich hop gifta hé thong da tdc tir vie RAG

Co ché tich hop RAG gitp hé théng vuot qua giéi han ciia cac md hinh hoc
sau thudn tuy, vén thudng thiéu tri thire dic th cla timg moi trudng trién khai. Nho
d6, qua trinh phan tich khong chi dya trén dit ligu quan sét hién tai ma con c6 sy cliing
¢ boi kinh nghiém véan hanh duge tich luy tir trude. Piéu ndy nang cao do chinh x4c
clia suy ludn va tranh viéc LLM dua ra céc giai phdp sai 1éch do thiéu tri thire k§ thuét

nén tang.
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CHUONG 3 - TRIEN KHAI, THU NGHIEM VA PANH GIA

3.1. MB&i trudng va diéu kién trién khai h¢ thong

Viée trién khai hé théng nguyén miu trong pham vi nghién ctru yéu cau mot
mdi trudng kiém thir c6 tinh dai dién cao cho céc h¢ thong dam may hién dai. Muc
tiéu 1a dam bao kha ning tai hién cac didu kién hoat dong thyc té, dong thoi duy tri
tinh kiém soat can thiét dé danh gi4 hiéu nang cta tirng thanh phén trong hé thdng da
téc tir. Trong cac phin ndi dung tiép theo, d& n s& mé ta chi tiét cde thanh phan bao
gdm: Mai trudng ddm may thir nghiém, cong cu phét trién va van hanh, dir liéu canh
bao md phong va bo tai liéu ky thuat phuc vu md-dun RAG.
3.1.1. Moi truong thir nghiém

Kién trac trién khai thir nghiém ctia hé théng dugc thiét ké theo mé hinh da
16p, mo phéng dé‘iy dt mot moi trudng van hanh dich vu vi mo trén moi trudng dién
todn ddm may. Céc 16p nay bao gbm: (i) Ha tang Kubernetes chay trén Google
Kubernetes Engine; (ii) HE thdng giam sat va thu thap dit liéu van hanh; (iii) Lop hé
théng phan tich va dé xuét khic phuc sy ¢ dua trén kién tric da tac ti; (iv) Lop giao

tiép hd tro qua nén tang Telegram.
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Hinh 3.1 M6 hinh trién khai hé théng thir nghiém
Lép ha ting Kubernetes
L6p ha ting duoc trién khai bang Google Kubernetes Engine (GKE), cung cap
ba node vat 1y 4o hoa véi cdu hinh ddng nhit. GKE chiju trach nhiém quan Iy hoan
toan control-plane, trong khi cdc node worker dam nhén viéc chay cac pod dich vu
thir nghiém. Viéc lya chon GKE nhim dam bao: (i) Kha ndng tai 1ap méi truong thir
nghiém; (i) HO tro auto-scaling va quan 1y tai nguyén ty dong; (iii) kha néng tich hop

lién mach véi bd cong cu gidm sat gbe clia hé sinh thdi CNCF. Céu hinh ndy md
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phong sat thyuc té hoat dong cia mot cum Kubernetes trong san xudt, noi céc su ¢b
lién quan dén tai nguyén, mang, hodc 16i dich vu ¢6 thé dugc tai hién chinh xac.

Lop hé thong gidm sdt

LGp quan sat va giam sat duge trién khai truc tiép trong cum GKE thong qua
namespace riéng, bao gdm bdn thanh phan chinh: (i) Prometheus — thu thap metric
tir kubelet, node exporter va cic Gng dung; (i) Alertmanager — xir 1y va phén tich
canh bao; cdu hinh webhook giii truc tiép t6i MAS API, (iii) Grafana — cung cép
dashboard truc quan hoa cho metric va log; (iv) Loki — thu thép log dya trén mo hinh
Ty trdy t6i wu, 1am nguf‘m dir liéu cho MAS.

Lop hé thong phén tich va dé xudt khic phuc sw c6

L6p ndy trién khai toan b hé théng ma dé 4n xdy dung, bao gdm hé théng da
thc tr, céic thanh phin giao dién, API hd trg cho h¢ théng. Lép hé théng dé xuét nay
duoc trién khai doc 1ap dé khong bi anh hudng boi cac su cb xay ra & 16p ha ting.

Lop giao tiép ho tro

L6p giao tiép hd trg k§ su van hanh duge trién khai bing Telegram Bot API,
két nbi truc tiép voi MAS API thong qua webhook. Lép giao tiép nay dong vai trd
nhu giao dién ChatOps cta hé thong, gop phdn mo6 phéng thuc té cach doi ngi
SRE/DevOps nhan thong tin va xit 1y sy cd.

Kién trGc thir nghiém dugc t& chirc theo md hinh nhiéu 16p, tir ha tng
Kubernetes cho dén hé théng phén tich da tac tir va 16p giao tiép dua trén Telegram.
Céch thiét ké ndy dam bao kha ning mod phong ddy du cac tinh huéng gian doan xay
ra trong mdi truong ddm mdy, ddng thoi duy tri tinh linh hoat, ¢6 18p va khé néng téi
14p cho céc thi nghi¢ém cta luén van.

3.1.2. Cong cu va cong nghé trién khai

Céc cong cu va framework dugc lya chon dé phu hop v6i muyc tiéu nghién ctru
va kha ning trién khai thuc t&. Cu the nhu sau:

- Ngén ngit lgp trinh: St dung Python 3.10, phuc vy phét trién cac Agent va
dich vu tich hop.
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- Framework xdy dung Agent: Google Agent Developer Kit (ADK) — Hb tro
dinh nghia, diéu phdi va két ndi nhidu tac tir trong ludng xr 1y.

- Mé hinh ngén ngit Ion: Gemini 1.5 Flash/Pro

- RAG Framework: ChromaDB — Co s& dit liéu vector ding dé luu trit

embeddings tri thirc k¥ thudt va truy xut theo vector similarity.

- ChatOps: TelegramBot API
3.1.3. Tap dit ligu canh bdo va tai li¢u kj thu@t miu

Pé dénh gia mot cach toan dién kha ning phan tich va dé xuét phuong n khic
phuc su ¢b ctia hé théng, cAn xay dung mot tap dir lidu thir nghiém bao gom dit ligu
canh bao va b tri thire k§ thudt. Céc tap dir liéu nay dugc thiét ké dua trén nhiing
tinh huéng su ¢& phd bién trong moi truong Kubernetes, dong thoi c6 tinh dai dién
dt cao dé phan anh nhiéu dang bat thudng co thé xay ra trong thyuc té.

Téap dit liéu canh béo dugce thu thap tir hai nguf‘m chinh:

1. Cac canh bao sinh tu dong trong qua trinh md phong sy b, bao gdm cac
trudng hop nhu gi6i han tai nguyén bi vuot ngudng, container roi vao trang thai
CrashLoopBackOff, d¢ tré mang ting bét thuong hodc 16i HTTP 5xx kéo dai.

2. Tap canh bao mau duge xay dyng dya trén céc sy ¢b thue té. Cac canh bao
nay dugc chuén ho4 vé dinh dang JSON dé phuc vu thir nghiém hé théng.

Bén canh dit liéu canh bao, b tai liéu ky thuat phuc vu RAG bao gbm tai liéu
van hanh, huéng din cAu hinh, tai liéu xir Iy 13i, ciing nhu cac ghi cha tir thyc tién
van hanh. Céc tai liéu ndy dugc chia nhé theo don vi tri thiec, chuyén dbi thanh
embedding va luu trit trong co s& dit liéu Vector.

3.2. Két qua trién khai

Do gi6i han cia dé an t6t nghiép, cac thao tac trién khai s& khong dugc trinh
bay chi tiét. Duéi day 1a két qua sau khi trién khai hé théng dé phuc vu cho cac kich
ban thir nghiém ¢ sau.

Pau tién, mot cum Kubernetes gdm nhiéu nut dugc trién khai trén nén ting

Google Kubernetes Engine (GKE).
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Tiép theo, hé thong gidm st s& dugc trién khai bén trong cum Kubernetes gitip

giam sat cac thong so cia cum. Giao dién gidm sét trén cong cu Grafana nhu sau:

Hinh 3.3 Giao dién gidm sdt trang thdi trén Grafana

Mot s6 canh bdo xuét hién trén giao dién cong cu Alertmanager:
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Hinh 3.4 Giao dién Alertmanager v6i mét sé canh bdo

Giao dién hé théng hd tro phan tich va xt Iy sy cb:
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Hinh 3.5 Giao dién hé théng phan tich vé hé tro xie Iy sw ¢é

Giao dién canh béo hién thi trén Telegram:
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Hinh 3.6 Giao dién cdnh cdo trén Telegram

Sau khi hé théng dugc trién khai diy du cac thanh phan dya trén mo hinh da
md ta, cac phan noi dung tiép theo s& tién hanh md phong, thir nghi¢m céc sy ¢b nhim
chirng minh kha nang giai quyét bai toAn ma dé 4n dit ra.
3.3. Tiéu chi danh gia

Phén nay trinh bay céc tiéu chi do luong duge st dung dé kiém chimg kha
nang phén tich — suy luin — d& xuét giai phdp cia hé théng khi d6i dién véi céc kich
ban sy ¢b md phong.

(1) P§ chinh xdc phan tich nguyén nhin (RCA Accuracy)

P§ chinh xéc phén tich nguyén nhan gitp do luong kha ning ma hé thong
nhan dién ding nguyén nhan su ¢b dua trén dir liéu canh bao va tri thire tinh tir kho

tri thirc. Cach danh gi4 tidu chi ndy 13 so sénh két qua phén tich ciia hé thong Vi
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“ground truth” tlr cac ngudn ngu: Tai liéu 16i mod phong, cic két qua da dugc chuyén
gia phén tich sau d6 tinh ty 1¢ chinh xac theo (%) hodc mirc do twong quan.

(2) Time-to-insight (TTI)

Mean Time to Recovery (MTTR) 1a chi s6 kinh dién trong quan 1y sy ¢6. Tuy
nhién, vi hé théng nguyén mau chi hd tro phan tich va dé xudt, khong truc tiép tu
dong khoi phuc. Do do, dé an d& xudt st dung mot chi s khac 1a Time to Insight
(TTI) — La khoéng thoi gian tir khi h¢ théng tiép nhan webhook canh béo dén khi giri
béo cho RCA hoan chinh t6i cc kénh giao tiép. TTI cang thip thé hién hé thong cang
hidu qua trong viéc hd trg k§ su rat ngéin thoi gian khoanh viing su cb. Viéc chon TTI
thay vi MTTR 1a vi hé théng dong vai trd quyét dinh, rat ngén giai doan khoanh viing
— bude tén thoi gian nhat trong van hanh thu cong.

(3) PP phit hop ciia @é xuit

Chi s nay dénh gia mic d6 hop ly va kha nang 4p dung clia céc giai phap
dugc dé xuét. Do phu hgp nay dugc tinh todn dya trén mire d§ chinh xdc vé mit k§
thudt, tinh kha thi khi trién khai thyc té, mtc do anh huéng t6i h¢ thong. Chi s6 ndy
sau do s& dugc tinh diém dya trén thang do Likert 1-5. Cu thé:

- 5 diém: D2 xuit hoan toan chinh x4c, c6 thé thuc thi ngay dé stra 15i.
- 3 didm: D& xuét c6 lién quan nhung cin k§ su diéu chinh thong sb.
- 1 diém: Pé xuit khong lién quan hodc gy ri ro cho hé théng.

(4) Chi phi tinh todn

Heé thdng sir dung md hinh ngdn ngit 16n (LLM), do d6 chi phi tinh toan la mot
yéu t6 quan trong khi ddnh gid tinh kha thi trién khai & quy md san xuét. Chi phi duge
uée luong théng qua tong sb token tiéu thy trén mdi tac vy. Chi sb ny gitip danh gia
kha ning md rong cia hé thdng. Mot hé thdng c6 chi phi van hanh qué cao s&é kho ap
dung trong mdi trudng doanh nghiép c6 s6 lugng canh bao 1on.

Két hop céc tiéu chi trén, ta c6 di cac cong cu dé do ludng, thAm dinh hé thong
nguyén mau, tao thanh nén tang dé phan tich két qua thir nghiém & cac phan tiép theo

va dé dbi chiéu v&i muc tiu nghién clru ban dau cua dé an.
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3.4. Thir nghiém hé thong

Trong phin ndi dung nay, d@ 4n s@ trinh bay qua trinh thye hién céc kich ban
kiém thir nhim danh gia hiéu qua cia hé théng nguyén mau trong viéc phan tich va
hd tro khic phuc cc su ¢b gidn doan trong mdi trudong dam méy. Céc kich ban duge
thiét k& c6 chii dich theo muc do ting din vé do phirc tap, dua trén céc sy ) phé bién
thudc nhom su ) gian doan da dé cap ¢ chuong dau tién. P6 chinh x4c duge tinh
toan bang cach d6i chiéu két luan ctia hé thong véi kich ban da biét trude duoc thiét
14p trong qua trinh gia 1ap. Mot két qua dugc coi 14 chinh x4c khi nhan dién ding: (1)
Dich vu gbc gay 15i va (2) Ban chét k¥ thuét cua 16i.
3.4.1. Kich ban 1 — Sw co don gian: Pod CrashLoopBackOff

MG ta kich ban

Kich ban m6 phéng mot dang sy c¢b gian doan phd bién trong van hanh hé
thdng ddm may st dung Kubernetes. Khi Pod lién tyc khoi dong that bai va roi vao
trang thai CrashLoopBackOff. Pé tao gia 1ap kich ban nay mdt cach ¢o kiém so4t, dé
4n chu dong cdu hinh sai mot bién mdi trudng quan trong trong cAu hinh trién khai
ctia dich vu. Sai 16ch nay khién g dung khong thé khi tao dung cach, dan dén tién
trinh bén trong container ngay lap tirc thoat ra véi ma 18i. Sau khi ban c4u hinh chta
13i duoc trién khai, hé théng sé lién tuc cb ging khoi dong lai theo co ché tw phuc hoi
mic dinh. Tuy nhién, mdi 1an khai chay déu sé thit bai, khién Pod chuyén sang trang
thai CrashLoopBackOff sau mot s6 vong lap. Hé théng gidm sat ghi nhén céc tin higu
bit thudng v& trang thdi cia Pod. Khi diéu kién canh béo thoa méan ngudng da dinh
nghia, hé théng giam sit giri canh béo t6i hé thdng phan tich. Tai déy, hé théng s&

phén tich nguyén nhén, tién hanh suy luan va dé xuét hudéng xir ly phu hop.
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Hinh 3.7 Minh hoa kich ban sw c6 1
Muc tiéu danh gia
Kich ban nay nhim kiém tra ning luc xit ly ctia hé thong trong truong hop don
gian, xay ra trén pham vi nho vé ¢6 ddu hiéu rd rang. Pay 1a kich ban “baseline”,
ding dé xac nhén ring pipeline phan tich hoat dong chinh x4c trude khi thir nghi¢m
céc tinh hudng phirc tap hon.
Két qua ky vong
Nhan dién chinh xac loai 16i: CrashLoopBackOff. Khoanh ving nguyén nhan:
bién moi trudng sai hodc thiéu gia tri. Pong thoi dua ra cic dé xut phu hop.
Két qua ky vong dugc mé ta dudi dang JSON nhu sau:

"expected root cause": "Misconfigured environment variable DATABASE_URL in

the pod deployment configuration",

"expected suggestions": [

"Validate the DATABASE URL environment variable in the deployment

manifest",

"Check the ConfigMap or Secret referenced by the deployment for correct

database connection string format",

<<:"Redeploy the pod with corrected environment variable configuration"

14
Két qud thie nghi¢m

Két qua thir nghiém hién thi trén giao dién hé théng dé xuét:
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@ Root Cause Analysis

Confidence Score 95%

The 'payment-service' pod is in a crash loop due to an invalid *DATABASE_URL" configuration, which p the application from starting up successfully.

© Recommended Remediation

Immediate Actlons

' Immediately validate the "DATABASE_URL' value in the I i ion (e.g., O ¥ YARIL, Conli or Secret) for the ' t-service " in the “praduction’
namespace.

o Corect the "DATABASE_URL to a valid PostgreSOL connection string farmat.
' Redeploy the “payment-service’ pod with the corrected "DATABASE_URL' configuration.

Long-term Improvements

1 Implement automated validation checks for critical environment variables like "DATABASE_URL" during the CHCD pipeline to prevent mi i ions from ing p

2 Enhance application startup logic to provide more specific error messages when configuration parsing fails,

3 Review and update the playbook for Pod CrashLoopBackOff to include more detailed hooting steps for ion issues.

[ Analysis Steps

1 Identify the primary alert: KubePodCrashLooping for pod | kdnm'.
2 Analyze coll 1 Logs show d *ERROR Falled to parse configuration: invalid value for key 'DATABASE_URL" and 'FATAL Application startup failed, axiting with code
1

3 Corelate logs with prefiminary analysis: The observations confirm startup lailures linked to an invalid “DATABASE_URL',

a4 ledge base: dge confirms that a misconfigured "DATABASE_URL' is a common rool cause for Pod CrashLoopBackOll scenarios.

5 | [} h The hy I5 that the "DATABASE_URL' is Incorrectly set is strongly by log ewvid and ige base.

& Determine root cause: The direct cause of the erash loop is the application's failure to initialize due to the mallormed "DATABASE_URL .

Supporting Evidence

& Aert: Pod 'p arvice- kanm' has restarted 15 times in the last 10 minutes,
(% Logs: Mulliple 'ERROR Falled 1o parse conliguration: invalid value for key 'DATABASE_URL™ messages are present.

(% Logs: Multiple "FATAL Application startup failed, exiling with code 1" messages are present,

& Base: "kb jo_1-001" Ind that a mi i d 'DATABASE_URL' is a common root cause for this type of failure,

& Playbook: 'playbook-scenatio_1-001 provides steps for fiating Pod CrashLoopBackOll due to mi ! 1 iables, specificall ioning "0 _URL".

Heé thdng xac dinh nguyén nhan gbc 12 bién mbi truong DATABASE_URL
duoc cdu hinh sai, khién ng dung khong thé khoi dong va Pod roi vao trang thai
CrashLoopBackOff.

K&t luan nay dat do chinh xac cao (95%), thé hién qua chudi suy luan: (i) 0
budc phén tich canh bao, hé thdng ghi nhén alert KubePodCrashLooping d6i véi pod
payment-service; (ii) Log dugc trich xudit cho thdy cac 15i 1ap lai: “crror Failed to
parse configuration: invalid value for key ‘DATABASE URL’~ VA "FATAL Application
startup failed.”; (iii) Hé thdng dbi chiéu véi tri thirc trong kho (kb-scenario_1-001)

vé céc truong hgp CrashLoopBackOff phd bién do bién moi trudng sai dinh dang;
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(iv) Khi d4nh gié cac gia thuyét, hé thong loai bo céc kha ning khong phi hop (CPU,
readiness probe, thiéu tai nguyén), tip trung vao nhom 18i c4u hinh.

Do day 1a mot kich ban don tuyén, khong c6 canh bdo nhiu va bing chimg
log rat ro rang, thoi gian dé hé thong hoi tu két luan duge ratn gén déng ké. TTI thép
(60,3 gidy theo ghi nhdn tir hé théng) phan anh tot vai trd ciia h¢ thong trong viée
giam thoi gian khoanh ving nguyén nhén, hd tro k¥ su tranh viéc kiém tra thi cong
tirng kha néang.

D& xuft ctia hé théng cho thdy mirc do phit hop cao, ca vé hanh dong tirc thoi
1An cai thién dai han: (i) Hanh dong ttc thoi (kiém tra, chinh sita va trién khai lai
DATABASE URL) bam sat nguyén nhan gbc, c6 tinh kha thi va ding quy trinh van
hanh chudn cta Kubernetes; (i) D& xuét dai han nhu bd sung kiém tra bién moéi
trudng trong CI/CD, cai thién thong bao 161 startup, va cip nhat playbook thé hién su
hidu bibt toan dién hon v& vong doi cAu hinh, gitip giam thiéu téi dién 16i.

Kich ban 1 cho théy hé théng dat hiéu qué cao trén ca ba tiéu chi: (i) D chinh
xéc: Két luan khép hoan toan véi su cb mb phoéng, dua trén béng chitng rd rang tlr
log va tri thire; (ii) TTT: Quy trinh suy luan nhanh, khong di vao nhanh phan tich thira,
tan dung 5t tin hidu log d& hoi tu; (iii) D& xudt phit hgp: Cy thé, kha thi, ¢6 tinh phong
nglra va nhit quén v6i best practices trong khfic phuc Pod CrashLoopBackOff.
3.4.2. Kich ban 2 — Sw c6 trung binh: Resource Exhaustion

MG td kich bin

Kich ban ndy md ta mot sy c¢b gian doan tiéu biéu lién quan dén hién tuong
can kiét tai nguyén CPU tai mérc node trong mot hé théng dam may van hanh bing
Kubernetes. Hién tugng nay dan dén viéc nhidu Pod bi throttling va gy suy giam
hiéu néng téng thé cta dich vu. Dé tao ra tinh huéng nay, dé an chu dong sinh tai
CPU ddt bién trén node worker-node-03, khién murc str dung CPU duy tri trén 95%
trong thoi gian dai. Khi node bi qua tai, co ché didu phdi CPU ctia Linux bat diu gi6i
han thoi gian CPU cép cho container, khién cac Pod chay trén node bi dinh tré va toc

do xtr Iy giam manh.
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Hé thong gidm sat ghi nhén tin hiéu bat thuong, dit liéu log thé hién 6 leo

thang ctia su ¢d, metrics di kém ghi nhdn mire d§ nghiém trong clia tinh trang qua tai.

duced CPU
Spike

(worker-node-83

»35% sustained

ode CPU

Saturation
(CFS throttling
begins)

Pod CPU

Throttling Servioe NodeHigh
(severe laten Paiforiahse CpuUsage
o Degradation puvg

slow processing) PodCpuThro

ttlingHigh

E CA Analysis emediation:
| Alertsentto Engine : Add limits / scale
analysis system (log + metric Node-level CPU node / optimize
correlation) Exhaustion workload

Hinh 3.8 Minh hoa kich ban sw cé 2

Muc tiéu danh gia

Kich ban dugc thiét ké nham kiém tra ning luc cta hé thdng trong céc tinh
hudng su ¢b doi hoi kha ning suy luén quan hé nhan qua gitta 16p ha tang va 16p ting
dung. Cu thé, hé théng can nhén dién mdi quan h¢ gitra su cb tai nguyén ciia node va
hién tuong suy gidm hiéu ning cta tmg dung. Loai bd céac thong tin gdy nhiéu va tap
trung vao viée xdc dinh nguyén nhan gbe ré.

Két qui ky vong

Két qua ky vong 1a hé théng nhén dién ding nhém 18i: Resource Exhaustion
va xéc dinh dugc nguyén nhin gde 14 tinh trang CPU tai node work-node-03 bi béo
hao, dan dén throttling pod va suy giam hiéu ning Gmg dung. Sau d6 d& xudt cac hanh
dong khac phuc hop ly.

Két qua ky vong duge md ta dudi dang JSON nhu sau:

"expected root cause": "CPU resource exhaustion on worker-node-03 due to
analytics-worker pod consuming resources without proper limits, causing node-level
performance degradation and pod throttling",

"expected suggestions": [

"Adjust CPU resource requests and limits for analytics-worker pod to
prevent resource exhaustion",
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"Enable or tune Horizontal Pod Autoscaler (HPA) for analytics-worker
deployment to distribute load across multiple pods",

"Scale the node pool to add additional worker nodes and redistribute pod
workloads",

"Investigate analytics-worker workload patterns and optimize resource-
intensive operations"

i
Két qua thir nghiém
Két qua thir nghiém hién thi trén giao dién hé thong dé xuét:

@ Root Cause Analysis

Confidence Score

90%
The analytics-worker pod is ing ive CPU due to insufficient or missing resource limits, leading to CPU exhaustion on worker-node-03. This
isa ing issue i with historical data.
© Recommended Remediation
Immediate Actions
1 Investigate and contirm the current CPU utilization of ‘work de-03" using al tools or node-level i Y.
2 Merily the of the ylics-worker' pod to ensura geting of iation elforts.
1 Check the current CPU i1 and limits configured for the ylics-worker' pod
4 Temporarily scale down the i ker' depl or i node il the issue is actively causing immediate impact and cannol be resolved quickly.
Long-term Improvements
1 tmplement or adjust CPU resource requests and lmits for the "analytics-worker* ped to prevent fulure resource exhaustion.
2 Enable or tune the Horizontal Pod Autoscaler (HPA) lor the lytics-worker' deploy o ically scale based on CPU or custom metrics.
3 Analyze the workload patterns of the "analytics-worker' pod to identify and i I i i
4 Consider scaling \he node pool to add more worker nodes, distributing the load more effectively across the cluster.
& Implement more rabust monitering and alerting for both node and pod-level CPU usage, as well as potential metric collection delays.
B Analysis Steps
1 Identified ‘NodeHighCpullsage® alert on worker-node-03 as the primary failure signal,
2 Moted a contradiction between the alert and current CPU usage metrics, suggesting potential metric reporting ssues,
3 Analyzed historical logs and events which show ing high CPU, ing, and nade i lated with the ylics-worker' pod and work de-03,
4 Correlated findings with external fge indicatl y worker' pod as a common cause of CPU resource exhaustion.
5 Concluded that the ylics-worker* pod's ion is the most likely root cause, despite potential metric reperting delays.
6 Formulated shori-term and long-term remaediation actions focused an and workload op
Supporting Evidence
(& Mert 'NodeHighCpulsage' on work fe-03 with firing ition 'CPU usage on worker-node-03 has been above 95% for 10 minutes'.
(& Historical logs showing "WARNING CPU usage ded 95% hold" and cru ing d d* for "analylics-worker' around o week prior.
(% Historical events indicating ‘NodeHiohCpulsage® and 'PodCpuT lingHigh' for “analytics-worker-5c8d9e716-hg3km’ and "worker-node-03"
(& Knowledge base excerpt: 'Common root cause; CPU resource exhaustion on worker-node-03 due to yli ker pod ing without proper limits, causing node-

tevel performance degradation and pod throttling',

(& Preliminary analysis observation: ‘The ‘analylics-worker' pod appears 1o be a recurring source of high CPU utilization historically”

Hé théng xéac dinh nguyén nhan gbc 12 pod analytics-worker tiéu thu CPU vuot
mic do thiéu/khéng c6 gidi han tai nguyén, dan dén tinh trang CPU exhaustion tai
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node worker-node-03. V&i mic tin ciy 90%, két luan ndy twong d6i chinh x4c va phu
hop v6i ban chét su c¢b duge mo phong.

Quy trinh suy ludn cho thdy hé thong da: (i) Nhan dién chinh xdc canh béo
quan trong nhit: NodeHighCpuUsage, phan anh mirc CPU ctia node duy tri trén 95%;
(if) Phén tich céc bing chimg lich sir: log cho théy nhiéu canh béo recurring vé CPU
throttling, node unreadiness va muc tiéu thu cao tir chinh analytics-worker; (iii) Péi
chiéu véi tri thire tir kho: knowledge base md ta day la nguyén nhan phé bién tai cling
node va cung workload; (iv) Giai thich hop ly v& su khong nhét quéan gitta canh bao
va s6 liéu metric hién tai béng gia dinh delayed metrics reporting, tranh suy luén sai
1&ch.

Nhin chung, du dit liéu ¢6 nhiéu (metrics hién tai chua phan dnh tinh trang qua
tai), hé théng vin dua ra két luan dung nho dwa vao chudi bang chimg lich st + chu
tric tri thire vé tic nhan gy tai. Piéu nay cho thdy kha ning suy ludn vuot qua han
ché ctia dit liéu tte thoi.

TTI ctia kich ban ndy & mirc trung binh (74 gidy theo ghi nhdn ctia hé thong),
do hé thdng phai xtt Iy tinh hudng c6 dit liéu mau thuin (alert bdo CPU cao, nhung
metric tai thoi diém truy van chua cép nhat). Mic du khong thap nhu kich ban 1
nhung van dim bao trong ngudng hiéu qua, dic biét khi hé thng phai nhéan dién quan
hé nhan—qua khong truc tiép va xt 1y nhiéu dif lidu.

Céc khuyén nghi ctia hé théng c6 mirc do phu hop cao, bao quat cé bién phap
ng‘a‘in han va dai han, bao gém: (i) Hanh dong tire thoi nhu kiém tra CPU node, x4c
minh resource limits, tam scale down hogc bd sung tai nguyén déu hop 1y va ding
quy trinh van hanh Kubernetes; (i) Giai phap dai han (thiét 1ap requests/limits chuén,
bat HPA, t6i wu workload analytics, m& rong node pool) th& hién hiéu biét sau vé
nguyén nhan hé théng va huéng phat trién bén ving; (iii) Cac d& xuat tap trung vao
resource hygiene — mot phuong phap tiép can chuén trong SRE dé giam thiéu cac su

¢0 resource exhaustion tai dién.
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Kich ban 2 phan anh néng luc xir 1y su ¢d murc do trung binh cia hé théng: (i)
Do chinh x4c cao, du c6 dit li€u nhidu; hé théng dya vao bang ching lich st va tri
thirc dé suy luan ding nguyén nhén gbe. (ii) TTI trung binh nhung hop 1y do phai xir
Iy xung dot dit liéu; hé théng vAn hoi tu insight hidu qua. (iii) P& xuat phd hop, bao
quét ca cip do tmg dung va ha tng, thé hién hiéu biét toan dién vé quéan ly tai nguyén

trong Kubernetes.

3.4.3. Kich ban 3 — Sw co phire tap: Microservice Dependency Failure

M ta kich ban

Trong kich ban nay, dé 4n chii dong tao 18i bing cach cau hinh sai Auth Service
— Cu thé 1a thiéu khod jwt_secrets trong cAu hinh. L3i nay khién Auth Service khong
thé hoat dong binh thuong. Vi Auth Service dong vai tro trung tdm trong ludng x4c
thue nguoi dung, 16i ctia nd nhanh chéng lan truyén sang céc dich vy phu thuge. Order
Service khong thé x4c minh token hop 18, trong khi Payment Service lién tuc gap 16i

khi goi Auth Service.

Mic du trong tinh hudng nay, mot “storm-alert” s& xuét hién trén hé thng
giam sat, khi nhiéu thanh phan gip su c¢b cung lac. Tuy nhién, v6i pham vi hé théng
nguyén mau, hé théng dé xuét s& chi tiép nhan mot trong s céc canh bao dé tién hanh
phén tich. Tir canh béo nay, hé théng cin tai dung bdi canh sy ¢ dya trén tri thie
phu thudc gifta cac dich vy, két hop véi cac dit liéu truy vén duge dé tim duge nguyén

nhén goc.
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Hinh 3.9 Minh hoa kich ban sw cé 3

Muc tiéu danh gid

Kich ban nay dugc thiét két nham kiém tra nang luc suy ludn cta hé théng
trong bbi canh xdy ra hién tuong lan truyén 16i — Dang su c¢b gian doan c6 do phuc
tap cao va thuong gép trong kién trac vi dich vu.

Két qud ky vong

Heé théng duoc ky vong s& nhan dién dugc tinh chét lan truyén ctia su cd, thay
thi coi day 1a 15i riéng 1€ ctia Order Service hodc Payment Service. Pdng thoi, suy
lugn duoc chinh xdc nguyén nhan gde 1a 18i céu hinh tai Auth Service (Thiéu
Jjwt_secret), sau d6 dé xuét cac giai phép khiic phuc phu hop.

Két qua ki vong nay dugc md ta dudi dang JSON nhu sau:

"expected root cause": "Configuration regression in auth-service JWT signing
key after recent deployment, causing token signature wvalidation failures and
cascading authentication errors across dependent services",

"expected suggestions": [

"Roll back auth-service to previous stable version (before JWT key rotation
change) ",

"Apply circuit breaker pattern to prevent cascading failures when auth-
service is degraded",

"Improve release validation process with pre-deployment health checks for
critical configuration changes”,

"Implement graceful degradation in dependent services to handle auth-
service outages",

"Add monitoring and alerting for JWT key rotation and validation subsystem
health"

1,
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Két qud thir nghigm
Két qua thtr nghiém hién thi trén giao dién hé théng dé xuét:

@ Root Cause Analysis

Confidence Score 95%
Configuration regression in the ‘auth-service' JWT signing key, causing invalid key format and RSA key parse errors, has {ered the token validati bsy
non-operational and led to « {ing failures in dependent services.

Q Recommended Remediation

Immediate Actions
i Immediately roll back the ‘auth-service' deployment 1o the previous stable version, which should resolve the JWT signing key configuration issue.
Verily the imegrity and correct formal of the JWT signing key secret {* Jivit-signing-key') in the Kul cluster.
I Monitor the *aulh-service' pod and its health checks closely after the roliback to ensure it becomes operational,
4 Check the status of dependent services ["order-service!, "payment-service®) to confirm they are recovering,
Long-term Improvements
1 Implement a more robust validation process tor JWT signing keys and other critical secrets before and during deploy e, § key format validation, pre-depl

health checks targeting token validation).

2 Ephance monitering and alerting specifically lor the JWT signing key rotation process and the token validation subsysiem health,

Integrate circuit breaker patterns within the *auth-service' and in dependent services 1o gracefully handle transient or prolenged outages of the ication service,
cascading failures.

Review and potentially implement strategies lor graceful degradation in dependent services, allawing them to function with limited eapabilities during ‘auth-service' downtime.

)

Establish a clear procedure for secure and validated key rotation within the ‘auth-service' and ensure proper donumentation and testing for such procedures,

@ Analysis Steps

1 Identify dominant failure signals: The primary signal is the 'ServiceDown' alert lor ‘auth-service' falling health checks, corroborated by logs showing JWT signing key rotation failed:
inwali key format’ and 'Unable to initialize token validator: RSA key parse error’. Zero CPUimemory melrics indicate a complete service failure.

2 Map evidence to known failure patterns: The observed errors {'invalid key format!, ‘RSA key parse error’, 'Failed to wverify token signature’) directly map to the ‘Conliguration regression

in auth-service JWT signing key' and 'Invalid key format in secretsfiwt-signing-key® possible causes. G ding failures {'D ailura’, "HTTF Jarea
known consequence of critical service oulages like this,

3 causal k Hypothesis 1 {'mi 1! ion or jon of JWT signing keys') is strongly supported by log Hypothesis 2 ( ation backend

poal ext Jisa dary as indi by logs, bul the primary failure appears to be teken validation. ¢ hasis 3 (‘recent or change') is

highty probable given the nature of configuration regressions.

4 Select final root cause: The g of log evi known failure patt {rom ige, and p y analysis strongly peints 1o a JWT signing key conliguration
Issue as the root cause.

5  Generate remediation plan: Based on the identified rool cause and avallable playbooks, short-term actions focus on i Lt and stabilization, while long-term actions

alm lo prevent recurrence.

Supporting Evidence

(& Logs show JWT slaning key rotation failed: invalid key format in secretsfjwi-signing-key' and "Unable to initialize loken validator: RSA key parse error'.
& Logs indicate ‘Failed Yo verily token signature: cryplofrsa: nvalid key' and 'Health check failed: loken validati net

(% Melrics show zero CPU and memory usage for the affected pod, indicating a non-operational state.

(% The 'ServiceDown' alert and related events confirm the ‘auth-service! is unresponsive and failing health checks.

@ C fing failures in dep ices ('ords wice', vice') are observed due Lo the "aulh-service' unavailability.

Hé théng xdc dinh nguyén nhan gbe 1a 18i céu hinh khoa ky JWT ctia auth-
service, dAn dén 18i RSA key parse error, khién toan b subsystem xac thyc token bi
v0 hiéu. DAy 13 nhin dinh chinh xac va phu hgp hoan toan véi sy cd mb phong, thé

hién trong murc tin cdy 95%.
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Quy trinh suy luén bao gdm: (i) Nhan dién tin hiéu chinh: ServiceDown cho
auth-service, cho thay dich vu ngimg hoat dong hoan toan; (ii) Phan tich log: 1dp lai
cac 18i invalid key format, RSA key parse error, token validator not operational.
Nhing 18i ndy twong (g truc tiép véi vige thiéu hoic sai dinh dang jwt-signing-key.
(iii) Kiém chimg qua metrics: CPU/memory bang 0, cho thay dich vu khong vén
hanh; (iv) So sanh véi tri thire trong kho: h¢ thdng xéc dinh day 1a miu 15i dc trung
cua configuration regression tai tAng x4c thue; (v) Suy ludn vé &4nh hudng lan truyén:
cac 15i HTTP 500 tai order-service va dependency failures tai payment-service cung
¢b két luan su cb xuét phat tir auth-service chir khong phai cac dich vu downstream.

Nhu vy, hé thong da st dung bing chimg log truc tiép, twong quan hanh vi
gitta dich vu phy thudc, va tri thirc da biét dé dua ra két luan chinh xac, khong b
nhiu béi hdu qué ciia sy ¢b lan truyén.

TTI ctia kich ban ndy & muc tbt, mic di day 13 su c¢d phire tap c6 tinh lan
truyén. Hé théng nhanh chéng hdi tu vao nguyén nhén gbc nho: (i) Xac dinh
ServiceDown ciia auth-service 13 tin hiéu wu tién cao nhét; (ii) Phan tich log ngay 1ap
ttrc cho thay 16i dinh dang khoa ky JWT — dang 16i ¢6 tinh phan biét manh, gitp loai
b6 cac gia thuyét khac nhu backend qua tai hay 161 mang ndi bd. (iii) Ghi nhén trang
thai CPU/memory béng 0, cing ¢ nhan dinh dich vu khong thé khéi tao dugc; (iv)
Xem xét tac dong lan truyén va két luan ring order-service va payment-service chi la
triéu chimg thir cdp, khong phai nguyén nhan; (v) Mic di chi ¢6 mot canh béo dau
vao dugc hé théng xir 1y, hé théng vAn tai dung dang bdi canh day di cta sy c6—day
1a d4u hiéu cho th?ly ning lyc suy luan dya trén tri thirc phu thudc (servibe dependency
graph) hoat dong hi¢u qua.

Céc d& xuit ma hé thong dua ra duge danh gia 1a phu hop va co chiéu sdu, bao
gf’im ¢4 viée khic phuc truée mét va cai thién 1au dai:

- Hanh dong tic thoi: rollback phién ban auth-service, kiém tra lai secret jwt-

signing-key, theo ddi health check va trang théi céc dich vu phu thudc.
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- Giai phap dai han: b6 sung kiém tra dinh dang khoa, tang cudng giam sat chu
trinh key rotation, 4p dung circuit breaker cho céc dich vu downstream, va
thiét ké co ché graceful degradation.

Nhitng dé xuit nay khong chi khéc phuc 16i cAu hinh ma con gitp giam thiéu
kha nzing tai dién sy cb lan truyén trong tuong lai. Piéu nay cho thay h¢ théng hiéu
rd ban chit sy ¢b: 16 cdu hinh tai djch vu trung tam cé thé kéo theo sup do day chuyén
néu khong cé bao vé kién triic.

Kich ban 3 thé hién d?ciy di kha ndang cua hé théng Kkhi d6i mat vé6i su b phtre
tap: (i) Do chinh xac rit cao (95%), nho st dung log lam bing ching cbt 15i va nhan
dién dng méi quan hé phu thuc gitta cac dich vy; (ii) TTI & tot, bt chép tinh chét
cascaded failure, do hé théng nhanh chéng khoanh viing auth-service la ngudn gbe
18i. (iii) D& xuét hop ly, kha thi, va co tAm nhin dai han, nhdn manh ting cudng an
toan cAu hinh va thiét ké chéng lan truyén 15i.

3.5. DPanh gia, nhan xét

Két qua thir nghiém trén ba kich ban cho thdy hé thng hd trg phan tich va xi
Iy sw ¢b dua trén kién trac da tic tir két hgp md hinh ngon ngt 16n dat higu qua cao
trong viéc nhan dién nguyén nhén gbe ré, danh gid béi canh va dé& xuét bién phép
khéc phuc. Diém ndi bat quan trong 12 hé théng khong chi tai hi¢n kha néng phén tich
ctia chuyén gia ma con mé rong thém nang lyc suy luan da chiéu dua trén dit liéu
logs, metrics, alerts va tri thirc nén. Diéu nay danh diu sy cai thién rd rét so véi
phuong phép truyén théng vén chii yéu dya trén thao tac thu cong, dé sai sot va doi
hdi su can thi€p sdu ciia con nguoi.

V& do chinh x4c, ca ba kich ban d&u dugc hé théng xéc dinh ding nhém sw ¢6
va nguyén nhan gdc ré, thé hién kha ning hoi tu thong tin va suy ludn tién—I0i dua
trén bing chimg. O kich ban 1, hé théng nhdn dién chinh xdc 16i cAu hinh
DATABASE URL, dua trén sy két hop gifta chudi thong béo 10, trang théi
CrashLoopBackOff va tri thirc trong kho su 6. Trong kich ban 2, h¢ théng xir ly
duge tinh hudng phirc tap hon v6i nhiéu tin hiéu canh bdo cung lac, cho thdy nang

lwe phén tich quan hé giita tng ha ting (node) va tang ting dung (pod). O kich ban 3,
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hé thdng suy luan dugc cAu hinh khod JWT bi 13i dinh dang — mdt loai su ¢b 6 tinh
chét sau, kho phat hién néu chi dua trén biéu hién bé mat. D0 tin cdy cua cac Kkét ludn
dugce luong hoa thong qua diém Confidence Score, thé hién tinh minh bach va kha
nang ty giai thich ctia hé thong.

Time-to-insight duge céi thién rd rét so voi quy trinh truyén thong. Thay vi
phai trai qua nhiéu budc téng hop logs, kiém tra cAu hinh, déi chiéu playbook va thir
nghiém gid dinh, hé théng dua ra két ludn trong thoi gian ngén bang cach tu dong hod
toan bd chudi phan tich: nhan dién tin hiéu chinh, dbi chiéu voi bdi canh lich sir, loai
trir cée gia thuyét khong phu hop va dua ra nguyén nhan c6 dg kha tin cao nhét. Piéu
nay dic biét quan trong trong mdi truong dam mdy, noi cac sy cb lan nhanh va gay
anh huong day chuyén.

Do phu hgp cua dé& xut khic phuc ciing cho thdy tinh thyc tién ctia hé thong.
O cé ba kich ban, céc dé xuat déu c6 cdu triac phan tang: hanh dong tic thoi nhiam on
dinh hé thong, tiép dén 1a bién phap dai han nhim ngin ngira tai dién. Viéc hé thong
tu dong trich xudt hudng dan tir playbook va tri thirc chuyén mén cho thay kha ning
hd tro thao tac van hanh mot cach toan dién, thay vi chi ding lai & viée tra vé canh

bao.

Geminl APl Usage +pesi

Hinh 3.10 Mitc dé tiéu thu token cua thie nghiém
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Duya trén biéu dd Hinh 3.10, théng ké cho thiy mirc tiéu thu tai nguyén clia hé
théng rt t5i wu. Dinh tiéu thy token (Khoang vai nghin dén 15.000 input tokens moi
phut) chi xuét hién tai cac thoi didm hé thdng thyuc hién suy luén phtc tap hodc phén
tich thong tin log c6 d6 dai rat 16n. Piéu nay phan 4nh hai dic diém quan trong.

Thit nhét, hé théng dat dugc hiéu qua phan tich cao ma khong phu thude vao
viée tiéu thu luong 16n tai nguyén mo hinh. Cc doan tang dot bién token tring véi
thoi diém hé thc’fmg thuc hién suy luén séu (nhu phén tich chudi logs dai hodc xay
dung quan hé gitra cac tin hiéu ¢ kich ban 2), cho thdy hé thong chi st dung token
khi thue sy can thiét. Th hai, kha ndng duy tri mirc tiéu thy thip dong nghia véi chi
phi van hanh md hinh LLM dugc t6i wu, giup hé thdng pht hop cho trién khai thuc
té trong moi trudng production — noi vAn dé chi phi inference 13 yéu t& quan trong.

Téng hop toan bd két qua cho thdy hé théng phén tich va hd trg khéic phyc su
c¢b da chung minh duge gia tri thyc tién trong viée ting cuong niang lyc gidm sat va
phén tich sy ¢b trong mdi trudng dién toan dam mdy. Thay vi chi phén tmg bi dong
nhu mod hinh gidm sat truyén thdng, hé théng c6 kha nang hiéu ngit cénh, suy ludn
nguyén nhan, hd trg quyét dinh va dé xuét bién phap khic phuc c6 hé théng. Diéu
nay khong chi rat ngin thoi gian xtt 1y su cb ma con nang cao tinh dy doén va tinh
on dinh cta ha t?mg. Y nghia cua dé tai vi vay khong chi nam & viéc cai thién hiéu
qua van hanh cua cta cic hé¢ théng dam mAy, ma con md ra cach tiép c4n méi cho
linh vuc quan tri, xt 1y sy ¢d, noi tri thire ty dong va suy ludn thong minh dong vai

trd trung tam.
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KET LUAN VA KIEN NGHI

Dé 4n da nghién ctru va trién khai mo hinh hd tro phan tich, xt ly sy cb gién
doan trong moi truong dién todn ddm mady dua trén kién trac da tac tir két hgp mo
hinh ngén ngft 16n va co ché truy xudt tri thie. Két qua cho thdy hé thong nguyén
mau ma dé an xay dung c6 kha ning tdng hop dit liéu sy ¢d, phan tich nguyén nhan
va dua ra goi y khéc phuc & mirc d chinh x4c twong dbi cao. Viée sir dung mo hinh
ngdn ngit 16n két hop truy xut tri thirc gitp cai thién dang ké ning luc suy ludn ngit
nghia, dic biét trong céc kich ban lién quan dén log phtrc tap hodc 15i cAu hinh. Bén
canh d6, kién tric da tic tit cho thy tinh linh hoat va kha nang mé rong t6t, cho phép
phan tach nhiém vu, gidm tai cho mot tac tir duy nhit va hd trg viée bd sung chirc
ning trong tuong lai. Cac thir nghiém véi cac kich ban gia 1ap sy cb phd bién trong
mdi truong Kubernetes cho thay thoi gian phan tich va dé xuét hudéng xir ly duoc rat
ngén so vOi thao tac thu cong, dong thoi mo hinh twong tic qua ChatOps gilip nang
cao hiéu qua hd trg k¥ su van hanh.

Tuy nhién, hé thong van tdn tai nhitng han ché nhat dinh. Hiéu qua phan tich
phu thudc vao chét lugng dit liéu trong kho tri thirc; m6 hinh van ¢6 kha ning tao ra
két luan chua chinh xac trong mot s6 tinh hudng dic thu. Pham vi thir nghiém con
han ché va chua phan 4nh toan b do phirc tap cta dir liéu van hanh thyc té. Ngoai
ra, hé théng méi dirng & mttc hd tro ra quyét dinh ma chua tridn khai co ché tu dong
héa khép kin trong qua trinh khic phuc su cd.

Tur két qua dat dugc, dé 4n kién nghi mot ) hudng phat trién tiép theo. Trudc
hét, cAn mo& rong va hoan thién kho tri thie dé nang cao chit luong truy xuit va han
ché sai 1&ch trong phén tich. Tiép theo, viéc trién khai thir nghiém trong méi trudng
thue té voi khdi luong dit lidu 16n hon sé gitp danh gia rd hon vé d6 tin cay va kha
niang m& rong cua hé théng. Ngoai ra, viée bd sung co ché hoc lién tuc va tu dong
héa timg phén trong quy trinh khiic phuc c6 thé gitip hé thong tién gan hon téi muc
tiéu van hanh tu dong thong minh. Nhitng dinh hudng nay gop phin hoan thién mo

hinh va mé rong pham vi mg dung ctia hé thdng trong tuong lai.
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