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|. MO PAU
1. Ly do chon dé tai

Trong bdi canh chuyén ddi sd, viéc trao ddi va luu
trir tai liéu dién tir ngdy cang phd bién, trong d6 dinh dang
PDF da tré thanh mot trong nhitng chuan tai liéu dugce st
dung rong rii trong céc to chirc, doanh nghiép va hé thong
thong tin.

Trén thuc té, tin tic thuong o1 dung cac dac diém
nay dé nhiing ma doc vao file PDF nham phét tan phin mém
doc hai, danh cap dir lidu hodc khai thac 16 hong cua phan
mém doc PDF. Cac phuong phap phét hién truyén thdng
dua trén chir ky hodc tap luat tinh chi hi¢u qua vai cac mau
mi doc di biét, nhung gip nhiéu kho khin trude cac bién
thé méi stir dung k¥ thuat né tranh va lam réi ma.

Xuét phat tir thuc tién d6, dé tai “Phat hién ma doc
nhiing trong file PDF” dugc lya chon nham nghién ciru va
xdy dung mo6 hinh hoc may dua trén phan tich dac trung
tinh cta file PDF, gop phan nang cao kha ning phat hién
som ma doc va ting cudng hiéu qua phong chdng tan cong
qua tai li¢u.

2. Téng quan vé van dé nghién ciru
File PDF c6 kha nang chira ma doc dudi dang ma

JavaScript hodc ndi dung nhung, gay kho khan cho viéc



2

phat hién bang cac cong cu truyén thong. Cac phuong phap
hoc may nhu Random Forest, SVM, XGBoost dugc dé xuét
nham phat hién hiéu qua cdc miu ma doc mdi. Tuy nhién,
viéc trién khai con gap han ché do thiéu dir liéu thuc
nghiém, hodc dac trung khong du phan biét. Vi vay, dé tai
tap trung nghién ctru va trién khai giai phap hoc may nham
nang cao hiéu qua phat hién ma doc PDF trong bdi canh cac
k¥ thudt tin cong ngay cang tinh vi.
3. Muc dich nghién cuu
 Tim hiéu vé cau tric tép PDF va cac k¥ thuat ma doc
thuong gap.
« Xay dyng md hinh hoc miy (Random Forest) dé
phat hién ma ddc.
« Téi vu quy trinh tién xu 1y, huin luyén va danh gia
mo hinh.
4. Poi twong va pham vi nghién ciu
Déi tuong: Cac file PDF lanh tinh va file PDF chta
ma doc.
Pham vi: Nghién ctru tdp trung vao phan tich dac
trung tinh cua file PDF, str dung dir liéu tir bo CIC-Evasive-
PDFMal2022.
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S. Phwong phap nghién cuu

« Nghién ctru 1y thuyét vé ciu trac file PDF, cac k§
thuat ma doc phé bién va thuit toan hoc may
Random Forest.

o Thu thip va tién xur 1y di lidu tir bd CIC-Evasive-
PDFMal2022, trich xuét cac dic trung tinh cua file
PDF.

« Huan luyén mé hinh Random Forest va dénh gia
hiéu suat thong qua cac chi sé Accuracy, Precision,
Recall va F1-score.

II. NOI DUNG
CHUONG 1 - TONG QUAN PHAT HIEN MA
PQC NHUNG TRONG FILE

1.1. Co sé ly thuyét vé file PDF

Tép PDF (Portable Document Format) la mot trong
nhirng dinh dang tai liéu duoc st dung phd bién trong luu
trit va chia sé thong tin nhd kha nang hién thi nhat quan trén
nhiéu nén tang va ho tro da dang ndi dung. Bén canh cac
thanh phan co ban nhu vin ban va hinh anh, file PDF con
cho phép nhung lién két, biéu mau, file dinh kém va ma
JavaScript.

Chinh dic diém nay khién PDF tré thanh muc tiéu

bi loi dung trong cac cudc tan cong mang. Tin tdc co thé



4

khai thac ciu trac phirc tap cua file PDF dé che gidu ma
doc, vuot qua cac co ché kiém tra bao mat truyén thong va
thuc thi hanh vi doc hai khi nguoi dung mo file.

1.2.  Khai niém va phan loai ma doc

1.2.1. Khai nié¢m ma déc

Malware la phén mém ddc hai duoc thiét ké nham
thuc hién cac hanh vi trai phép nhu pha hoai h¢ théng, danh
cap dir lidu hodc chiém quyén kiém soat thiét bi nguoi dung.
1.2.2. C4c logi ma déc thuwong gap trong file PDF

Céac loai ma doc dién hinh trong file PDF:

Ma dgc JavaScript: Loi dung kha ndng nhing ma
JavaScript dé thuc hién hanh vi doc hai.

Ma khai thac 16 hong (Exploit): Tan dung diém
yéu phan mém doc PDF dé thuc thi ma doc ma khong can
tuong tac nguoi dung.

Trojan: Nguy trang thanh file PDF hop 18 dé lua
ngudi ding md va chiém quyén diéu khién.

Phishing: Chtra lién két hodc biéu miu gia mao
nham danh cip thong tin ca nhan.

Tan cong qua file nhiing: Nhing céc file doc hai
bén trong PDF.
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1.2.3. Ky thudt nhiing ma déc vao file PDF

Dé tang kha ning lan tranh bi phat hién, tin tic sir
dung nhiéu k¥ thuit nhing ma doc khac nhau trong file
PDF nhu nhung JavaScript doc hai thuc thi khi mé file, khai
thac 16 héng bao mat cua trinh doc PDF, chén ma ddc vao
file dinh kém hodc che gidu mi doc trong hinh anh, font
chit va cac d6i twong PDF.

Ngoai ra, cac file PDF lira déo chira lién két hoic
biéu miu gia mao ciing duoc sir dung phd bién trong cac
chién dich tan cong.

1.3. Phuwong phap phat hién ma doc
1.3.1. Phan tich tinh (Static Analysis)

Phén tich tinh 1a phuong phap kiém tra file PDF ma
khong can thyc thi, thong qua viéc phéan tich ciu truc,
metadata va ndi dung bén trong file. Phwong phap nay cho
phép phat hién cac ddu hiéu bat thudng nhu ma JavaScript
nhung, file dinh kém, hanh dong tu dong md hodc cac d6i
tuong c6 entropy cao. Uu diém ctia phén tich tinh 13 an toan,
nhanh va dé trién khai, tuy nhién con han ché trong vi¢c
phat hién cac ma ddc sur dung k¥ thuat ma hoa hoac lam r6i
nang cao.
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1.3.2. Phén tich dong (Dynamic Analysis)

Phan tich dong dugc thuc hién bing cach chay file
PDF trong méi truong gia 14p (sandbox) nham quan sat cac
hanh vi thuc thi nhu tao tién trinh hodc thiét 1ap két ndi
mang. Phuong phap nay c6 kha nang phat hién cac hanh vi
doc hai tinh vi, nhung doi hoi nhiu tai nguyén, thoi gian
va c6 thé bi né tranh boi cac k¥ thuat chdng phan tich dong.
1.3.3. Sir dung hgoc may (Machine Learning-based

Detection)

Phuong phdp phat hién dua trén hoc may st dung
cac thuat toan phan loai dé hoc va nhan dién file PDF doc
hai dua trén cac dic trung tinh ciia ciu triic file. Céach
tiép can nay gitp phat hién hiéu qua cac bién thé ma doc
m&i va khic phuc mot phan han ché cta cac phuong phap
phat hién truyén thong.

1.4.  Théach thac trong phat hién ma déc
1.4.1. Pa dang phwong thirc tan cong

Mi doc PDF duoc trién khai théng qua nhiéu ky
thuat khac nhau nhu JavaScript doc hai, 1am rdi ma, file
dinh kém doc hai hoac khai thac 16 hong, gay kho khin cho
viéc phat hién.
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1.4.2. Ky thudt che gidu va viwet qua kiém tra bdo mat
Tin tdc thuong st dung cac k¥ thuat nhu ma hoa, nén
dir liéu, chdng phan tich dong va thay d6i hanh vi nham
vuot qua cac hé thdng phong vé nhu phan mém diét virus
va IDS/IPS.
1.4.3. Hagn ché cia cdc phwong phdp phdt hién
truyén thong
Phat hién dua trén chir ky khong hi¢u qua véi ma
doc moi. Dua trén quy tac dé bi qua mat. Phan tich dong
t6n tai nguyén va c6 thé bi né tranh.
1.4.4. Théch thirc trong #ng dung hoc mdy dé phat
hi¢n ma déc PDF
Can tap dir liéu 16n, da dang va dugc gan nhan chinh
xac, dong thoi can chon ddc trung phi hop va tranh hién
tuong qua khdp (overfitting) dé mo hinh hoat déng hiéu qua
trén dit liéu thyc té.
1.5. Két luan chwong 1
Chuong nay di trinh bay tong quan vé file PDF, cac
loai ma doc thuong gap, ky thuat nhung ma ddc, cac
phuong phap phat hi¢n cling nhu nhitng thach thuc trong
bai toan phat hién ma doc PDF. Day la co so 1y thuyét quan
trong cho viéc dé xut va trién khai mé hinh phat hién ma

doc dua trén hoc may & cac chuong tiép theo.
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CHUONG 2 - PHAT HIEN MA POC NHUNG
TRONG FILE PDF
2.1. Giai phap phat hién ma déc nhung trong file

PDF
2.1.1. Téng quan vé gidi phap si dung hoc may

Giai phap dé xuat sir dung phuong phap hoc may co
giam sat dé ty dong phan loai file PDF thanh hai nhom: file
lanh tinh va file chita ma doc. Khac véi cac phuong phap
truyén théng dua trén chit ky hodc quy tic c¢b dinh, hoc may
cho phép mo6 hinh hoc dugc cac dac trung tiém an trong dit
liéu va phat hi¢n hi¢u qua cac mau méi doc méi hodc bién
thé chua tirng xuét hién.

Trong khuon kho dé tai, giai phap tap trung vao phan
tich tinh cau truc file PDF, khong yéu cau thyc thi file, dam
bao tinh an toan va pht hop cho cac hé théng phat hién sém
trong moi truong thyc té.

2.1.2. M6 hinh téng thé phat hién ma déc nhing
« Giai doan huin luyén: Trich xuat cac dic trung tinh
tu tap dir liéu PDF da gan nhan, sau do su dung cac

dic trung nay dé huan luyén mé hinh hoc may.
« Giai doan phat hi¢n: Trich xuat dic trung tinh tir
cac file PDF méi va str dung mo hinh d4 huan luyén

dé phan loai file lanh tinh hodc chtra ma ddc.
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2.2.  Trich xuat dic trung tir file PDF

Quy trinh trich xuit dic trung tinh tir file PDF gém
4 buée chinh, nhdm chuyén d6i file PDF sang dir liéu sd
hoéa phuc vu mé hinh hoc may:

2.2.1. Tap dw ligu

Pé tai so dung bo dit liéu CIC-Evasive-
PDFMal2022 do Canadian Institute for Cybersecurity
(CIC), bai hoc New Brunswick (Canada) xay dung. Pay la
bo dir liéu chuyén dung phuc vu nghién ctru phat hién ma
ddc nhung trong file PDF dua trén phan tich tinh.

Bo6 dit liéu gom 10.025 file PDF, trong d6 ¢6 5.557
file chira ma doc va 4.468 file lanh tinh. Cac mau ma doc
trong tap dit liéu bao gom nhiéu k¥ thuét tan cong phd bién
nhu JavaScript doc hai, file nhing, hanh dong tu dong va
cac k¥ thuat né tranh phat hién.

Dt liéu dugc gén nhan 1o rang, phu hop cho cac mo
hinh hoc may ¢6 giam sat va dugc st dung dé trich xuat cac
dac trung tinh phuc vu huan luyén va danh gia mé hinh.
2.2.2. Phan tich cdu trdc ciia PDF

Xéc dinh céc dac trung co ban nhu sb trang, sb d6i
tugng, kich thuéc file bang cong cu phan tich tinh
(PyPDF2, pdfminer...).
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2.2.2. Trich xudt déc trung hanh vi tiém an

Céc dac trung mang tinh bao mat dugc trich Xuét
nham phat hién cac d4u hiéu tiém 4n cua ma doc, bao gé)m
su ton tai ctia ma J avaScript, hanh dong tu dong khi mé file
(OpenAction), file dinh kém, cac d6i twong bat thuong va
entropy cua cac vung dir liéu stream.
2.2.3. Chudn héa va ma héa dic trung

Céc dac trung dang nhi phan dugc ma hoa vé gia tri
0/1, trong khi cac dac trung s6 lién tuc duoc chuan hoa
nham giam anh hudng ciia sy chénh 1éch thang do va gitip
mo hinh hoc may hoat dong hi¢u qua hon.
2.2.4. Tong hep thanh tdp di liéu dau vao

Sau khi trich xuét va tién xt 1y, cac dic trung duoc
tong hop thanh tap dir liéu dau vao, trong d6 mdi dong
twong tmg v6i mot file PDF va mdi cot 1a mot dic trung.
Tap dit lidu nay dugc st dung dé huan luyén va danh gia
md hinh hoc may.

Bang 2.1. Cac dic trung trich xuit tir file PDF
Nhom | Pac trung Mo ta
Thong | FileName Tén file PDF (dinh danh,
tin khong dung dé huan luyén).

chung | PdfSize Kich thudc file PDF (byte).
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MetadataSize

Kich thudc phan siéu dix

liéu.

Pages Téng sb trang trong file.

TitleCharacte | Sb ky tr trong trudng tiéu

rs de.

isEncrypted | Trang thai ma hoa cua file
(0: Khodng, 1: C0).

Cau | XrefLength | P6 dai bang tham chiéu
truc file chéo.

Header Kiém tra dinh dang Header
cua PDF.

Obj S6 lugng d6i twong (object)
duoc dinh nghia.

EndObj S6 luong tir khoa két thuc
d6i twong endobj.

Stream S6 luong ludng dir liéu
stream.

Endstream S6 luong tir khoa két thuc
ludng endstream.

Xref S6 lugng bang tham chiéu
chéo.

Trailer S6 luong tir khoa trailer.

StartXref Sb lugng tir khoa startxref.
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PageNo Sb lugng tir khoa danh dau
trang.
Encrypt Sb lugng tir khoa Encrypt.
ObjStm Sb lugng Object Stream.
Noi | JS Sb lugng tir khoa JS.
dung | Javascript Sb lugng tir khoa Javascript.
dang | AA S6 lugng tir khoa AA
ngo (Additional Action).
OpenAction | S6 lugng tir khoa
OpenAction.
AcroForm S6 lugng tir khoa AcroForm.

JBIG2Decode

S6 lugng bo loc
JBIG2Decode.

RichMedia S6 lugng d6i tuong da
phuong tién.

Launch S6 lugng tir khoa Launch.

EmbeddedFil | S6 luong tir khoa

e EmbeddedFile.

EmbeddedFil | S6 luong file dugc nhung.

€s

XFA Sb lugng biéu miu XFA.

Colors Sb lugng mau sic st dung.
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Dir liéu | Images Sb lugng hinh anh trong file.
thanh | Text File c6 chtra van ban hay
phén khéng (0/1).

Nhéan | Class Nhan phan loai (0: Benign,
1: Malicious).

2.3. MO ta giai phap
2.3.1. Lwa chon phwong phdp phdt hién ma doc

Pé tai lya chon phuong phap hoc may c6 giam sat
dé phat hién ma doc nhing trong file PDF dua trén phan
tich tinh cau truc file. So véi cac phuong phap truyén théng
dua trén chir ky hodc quy tic, cach tiép can nay cho phép
phat hién hiéu qua cac mau ma doc mai, ké cakhi ma nguén
da bi lam rdi, dong thoi khong yéu cau thuc thi file nhu
phan tich dong.

Trong s céac thudt toan hoc may phd bién, Random
Forest dugc lya chon Iam mo6 hinh chinh do c6 kha nang xt
Iy tot dit liéu nhiéu chiéu, khang nhiu, giam hién tuong
qua khop va phu hgp véi dir liéu dang bang chura cac dac
trung cdu triic cua file PDF. Ngoai ra, Random Forest con
cung cap co ché danh gid muc do quan trong ctia dic trung,
giup tang kha nang giai thich va tinh minh bach cta hé
thdng phat hién ma doc.
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Bang so sanh 2.2 cho thiy so v6i cac mo hinh khac nhu
XGBoost, Naive Bayes va SVM, Random Forest thé hién
su can bang tot giita do chinh x4c, kha ning tong quat hoa

va hi¢u qua thyc té, phu hop vo1 muyc tiéu cua dé tai.

Bang 2.2. So sanh wu nhugc diém ciia cic thuit toan

Thuat toan

Déic diém chinh

Han cheé

Decision
Tree

Dé dién giai, cau
trac don gian, huan
luyén nhanh

DE bi qua khop,
hiéu suit khong on
dinh véi dir liéu

nhiéu nhiéu

SVM

Kha nang phan tach
t5t trong khong

gian nhiéu chiéu

Nhay cam véi tham
s, chi phi huan
luyén cao, kh6 md

rong voi dir ligu 1on

KNN

Cau tric don gian,
khong can huan

luyén mo6 hinh

Hiéu suat suy giam
vol dir liéu nhiéu
chi€u, chi phi suy

luan 16n

Random
Forest

Khang nhidu tt,
giam overfitting, 6n
dinh, hd trg danh
gia muc do quan

trong cua dac trung

Thoi huén

luyén ting khi sb

gian

luong cay lon
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2.4.2. Quy trinh phat hién mda déc
Quy trinh phat hién ma ddc nhing trong file PDF

bang thuat toan Random Forest bao gém cac budc:

Trich | Tién xcp | Huan | [i&pdung

Ay ax ly va luyén mé . . mo hinh

;‘:’;;;f; —~| chuan > hinh = ?nagﬂigﬁ — | dwdoan

file PDF héa dac Random file PDF
treng Forest méi

Trich xuit dic trung: Thu thap cic dic trung tinh
tir file PDF nhu metadata, kich thuéc, cdu trac va cac dau
hiéu ndi dung tiém 4n ma doc.

Tién xir Iy dir liéu: Lam sach dit liéu, ma hoa nhén,
chuén hoa dic trung va can bang dit lidu.

Huén luyén mé hinh: St dung thuat toan Random
Forest trén tap dic trung di dugc tién xu 1y.

DPanh gia mé hinh: Panh gid hiéu qua mo6 hinh
thong qua cac chi sd Accuracy, Precision, Recall va F1-
score.

Ap dung thue té: M6 hinh dy doan file PDF thudc
16p ma ddc hodc an toan, tir do h¢ théng dua ra canh bao
hodc xu ly phu hop.

2.4. Két luan chwong 2

Chuong nay di trinh bay téng quan giai phap phat

hién ma doc nhing trong file PDF dya trén phuong phap

hoc may c6 giam sat, véi mo hinh Random Forest lam trung
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tam. Quy trinh phat hién mi doc dugc xdy dung gdm cic
bude trich xuat dic trung, tién xt Iy dit liéu, huin luyén va
danh gia mé hinh, 1am co sé cho chuong tiép theo vé thuc

nghiém va danh gia két qua.
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CHUONG 3 - THU NGHIEM VA PANH GIA

3.1.
3.1.1.

Thiét 1ap maéi trudong thuc nghiém
Cong cu va framework hé trg

Qua trinh thtr nghiém mo6 hinh phat hién ma doc

trong file PDF duogc thuc hién trén méi truong sau:

3.2.
3.2.1.

H¢ diéu hanh: Windows 10

Phan cirng: Bo xir 1y Intel Core i7, RAM 16GB
Ngon ngir 1ap trinh: Python 3.10

Thu vién xir ly file PDF: PyPDF2, PDFMiner
Thw vién xi ly dir li€u va hgoc may: pandas,
numpy, scikit-learn.

Cong cu luu trirt mo hinh: pickle

M&éi truong phat trién: Visual Studio Code

Quy trinh huin luyén

Chudn bi dé liéu hudn luyén

B¢ dir liéu CIC-Evasive-PDFMal2022 do CIC — Pai

hoc New Brunswick phat trién dugc sir dung trong nghién

ctru. Pay 1a bd dir liu chuyén dung cho bai toan phat hi¢n

ma doc PDF, tap trung vao cac mau st dung k¥ thuat lan

tranh va lam roi.

Dt li¢u dugce xay dung theo phuong phap phén tich

tinh, trich xuét truc tiép cac dac trung cAu trac tir file PDF
ma khdng can thyc thi. Tap dir liéu ban dau gdm 10,023
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mau dugce tai tir kho dit liéu. Sau budc tién xir 1y va loai bo
220 mau trung lap, dir liéu sach con lai 9,803 mau, trong d6
gbm 5,369 miu ma doc (Malicious) va 4,434 miu lanh tinh
(Benign).

Ty 1& phan bd giira hai 16p tuong d6i can bang, giup
han ché hién tuong mat can bang dir liéu va dam bao két
qua danh gia mo hinh khach quan
3.2.2. Tién xa Iy va chudn hoa di ligu

Dit liéu gom 33 dic trung tinh va duoc tién xir Iy qua
cac budc sau:

e Lam sach dir li¢u, xur 1y gia tri thiéu va loai bé cac
thudc tinh khong c6 y nghia phan loai.

o Ma héa nhan véi Benign = 0 va Malicious = 1.

« Chuéin hoa cac dic trung sd bang StandardScaler
nham giam chénh léch thang do.

Sau do, dir liéu dugc chia thanh ba tap theo phuong
phap ldy mau phan ting: huin luyén (70%), kiém tra (15%)
va danh gia (15%,).

3.2.3. Hudn luyén mo hinh Random Forest

Mb hinh Random Forest dugc huin luyén trén tap
huén luyén va tdi vu siéu tham sb bang GridSearchCV véi
cac tham s chinh gdém: n_estimators, max_depth,
min_samples_split, min_samples_leaf.
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MBS hinh ti wu duoc lya chon dya trén F1-score, véi
bo tham s6 t6t nhit nhu sau:
Best Parameters: {
"n_estimators": 200,
"max_depth": 15,
"min_samples_split": 2,
"min_samples_leaf": 1

¥

Toan bo dit liéu da xtr Iy, m6 hinh t6i wu va bd chuan
hoa dugc luu lai dé phuc vu dénh gia va trién khai.
3.3. Danh gia moé hinh
3.3.1. Panh gia higu sudt md hinh

M6 hinh Random Forest dugc kiém thtr trén tap
kiém tra va tap danh gia, v6i két qua:

Két quad trén tap kiém tra (Validation Set)

Tap kiém tra gébm 1.470 mau, dugc st dung trong
qué trinh lya chon tham s6 va tinh chinh moé hinh. Két qua
thuc nghi¢ém cho théiy mo hinh dat do chinh xac 99.05%,
phan anh hiéu suét phan loai cao va 6n dinh. Két qua chi
tiét nhu sau:

Bang 3.4. Két qua thir nghiém trén tap kiém tra

Lop dir liu Precision Recall F1-Score
0 - Lanh tinh 0.9924 0.9865 0.9894
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1-Ma doc 0.9889 0.9938 0.9913
Trung binh 0.9905 0.9905 0.9905

Két qua cho thdy mé hinh duy tri sy cin bing tdt
giita Precision va Recall d6i véi ca hai 16p. Dic biét, chi sb
Recall cua 16p mi doc dat 99.38%, cho thdy mé hinh c6 kha
nang phat hién hau hét cac mau ma doc trong tap kiém tra,
dong thoi van kiém soat tot ty 1& canh bao sai.

Két qud trén tap danh gid (Test Set)

Tap danh gia gom 1.471 mau hoan toan méi, khong
tham gia vao bat ky giai doan huan luyén hay t6i wu tham
s6 nao, nham phan anh kha nang tong quat héa ciia mé hinh
trong diéu kién van hanh thue té. Két qua danh gia nhu sau:

Bang 3.5. Két qua thir nghiém trén tip danh gia

Lép dir ligu Precision | Recall F1-Score
0 - Lanh tinh 0.9940 0.9925 0.9932
1-Ma doc 0.9938 0.9950 0.9944
Trung binh 0.9939 0.9939 0.9939

béi véi 16p ma ddc, chi sb Recall dat 99.50%, phan
anh kha nang phat hién hi¢u qua cac mau tan cong va giam
thiéu nguy co bo sot. Déng thoi, Precision dat 99.38%, cho
thiy ty 1& canh béo sai ddi véi cac file PDF lanh tinh dugc
duy tri & murc thip. Tong hop céac chi sé cho thdy mo hinh
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Random Forest dat hiéu suit cao, can bang t6t giita kha
nang phat hién ma doc va han ché bao dong gia, phu hop dé
trién khai trong thuc té.

3.3.2. Truc quan hoéa két qud

Hiéu suit mé hinh dugc tryc quan hoa thong qua ma
tran nham l4n, dudng cong ROC/AUC va biéu dd murc do
quan trong cua dac trung.

Ma tran nham 1an cho thay s6 luong mau bi phan
loai sai rat thap, v&i phan 16n du doan tap trung trén dudng
chéo chinh. Budong cong ROC tiém can goéc trén bén trai
v6i gid tri AUC xap xi 0.99, thé hién kha ning phan biét
gan nhu hoan hao giira file ma doc va file lanh tinh.

Biéu d6 Feature Importance cho thiy cac dic trung
nhu kich thudc file PDF va sy hién di¢n ctua JavaScript
dong vai tro quan trong nhat, pht hop voi dic diém tin cong
pho bién cia ma doc PDF hién nay.

3.3.3. So sanh két qud gi@#a cac mo hinh

Bang 3.6. So sanh hiéu suit giira cic mé hinh

M6 hinh | Accuracy | Precision | Recall F1-score
Random 0.9912 0.9913 0.9926 0.9919
Forest
Decision 0.9864 0.9925 0.9826 0.9875
Tree
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KNN 0.9816 0.9839 0.9826 0.9832
SVM 0.9674 0.9859 0.9541 0.9697

Két qua cho thidy Random Forest dat hi¢u suét cao
nhit véi Accuracy 99.39% va Recall 99.50%.

Decision Tree va KNN cho két qua kha tot nhung
kém 6n dinh hon, trong khi SVM c6 Recall thap hon, tiém
an nguy co bo s6t ma doc. Piéu nay khang dinh Random
Forest 14 lira chon phul hop nhat cho bai toan phat hién ma
doc PDF.

3.3.4. Ddnh gid tdc déng cia tham sé hudn luyén

Phén tich d6 nhay cho thdy d6 sdu ciy (max_depth)
c6 anh huong 16n nhat dén hiéu suit mo hinh. Khi d6 sau
tang tir 2 1én 15, F1-score cai thién 10 rét va dat trang thai
6n dinh.

Viéc ting sb luong cdy (n_estimators) gitip mo hinh
6n dinh hon, du murc cai thién khong qué 1én. Cau hinh tdi
uu duogc lya chon 1a max_depth=15 van_estimators =200,
dam bao hiéu suit cao va 6n dinh.

3.4. Két luan chwong 3

Chuong 3 trinh bay qua trinh huén luyén va danh gia mo

hinh Random Forest cho bai toan phat hi¢n ma doc PDF dua trén

phan tich tinh. M6 hinh dugc t8i wu bfmg GridSearchCV va dat
Accuracy 99.39%, Recall 99.50%. Két qua cho thiy Random
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Forest cho hiéu suit va do 6n dinh cao hon cac mé hinh so sanh.
Cac dic trung cdu tric nhu kich thuée file va JavaScript dong

vai tro quan trong trong vi¢c phat hi¢n ma doc.
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I1l. KET LUAN
1.  Céc két qua dat dwgc cia dé an

Pé 4n da xady dung thanh cong giai phap phat hién
ma doc nhung trong file PDF dya trén phuong phap phan
tich tinh két hop véi thuat toan hoc may Random Forest.
M5 hinh dugc huin luyén va danh gia trén bo dir licu CIC-
Evasive-PDFMal2022, dat d0 chinh xac 99.39% va Recall
99.50% trén tap danh gia doc 1ap. Két qua cho thdy Random
Forest c6 hi¢u ndng va do on dinh vuot trdi so vai cac thuét
toan nhu Decision Tree, SVM va KNN.

Bén canh d6, dé an da hoan thién quy trinh trich xut
dic trung, tién xir 1y, huan luyén va luu trir md hinh, cho
thdy kha ning trién khai trong cac hé thong phat hién ma
doc thyc té.

2. Nhan xét, dé xuat, khuyén nghi

Két qua nghién ctru khang dinh hiéu qua ctia phuong
phap phan tich tinh két hop hoc may trong bai toan phat
hién ma déc PDF, v6i vu diém 1a tdc do xur 1y nhanh, khong
can thyc thi file va d& tich hop vao hé thong thuc té. Tuy
nhién, do dwa trén dic trung tinh, mé hinh c6 thé gip han
ché khi d6i mat véi cdc mau ma doc méi st dung k¥ thuat
lam rdi hodc che giéu nang cao, do dé can duoc cap nhat dir

liéu va dac trung thuong xuyén.
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3.  Huwdéng phat trién
Trong tuong lai, dé an c6 thé duoc mé rong theo cac
huodng:

e Mo rong va cap nhat tap dir li¢u huén luyén voi céac
mau PDF méi tir méi trudng thuc té.

« Két hop phuong phap phan tich tinh vé6i phén tich
dong theo hudng lai (hybrid analysis) dé nang cao
kha nang phat hién ma doc zero-day.

« Nghién ciru 4p dung cac moé hinh hoc siu nham tu
dong trich xuat dic trung phic tap tir cdu trac file
PDF.

o Xay dung tmg dung hodc API cho phép tich hop mo
hinh vao cac hé thong email gateway va nén tang
quét tép tin.



