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LOI CAM POAN
Téi 1a Nguyén Thu Trang, hoc vién cao hoc nganh Hé thong thong tin. Toi
xin cam doan dé an “Phét hién ma doc nhiang trong file PDF” 1 do toi nghién ciru,
tim hiéu va phat trién du6i sy huéng dan cua TS. Pham Hoang Duy, khong phai sy
sao chép tr cac tai liéu, cong trinh nghién ctru cua nguoi khac ma khong ghi rd
trong tai liéu tham khao. T61 xin chiu trach nhi€ém vé 161 cam doan nay.
Ha N¢i, ngay  thang  nam 2026

Hoc vién

Nguyén Thu Trang



LOI CAM ON

Pé hoan thanh dé an ndy, bén canh su nd lyc cua ban than, em di nhan duoc
rat nhiéu sy giup d& va hd tro quy bau tir cac thdy c¢o va nha truong.

Trude hét, em xin bay to 1ong biét on sdu sic toi thdy TS Pham Hoang Duy,
ngudi da tan tinh huéng dan, dinh hudng khoa hoc va luon dong vién, tao diéu kién
thuan loi cho em trong sudt qua trinh nghién ctru va thuc hién dé an. Nhiing ¥ kién
g6p ¥, chi din chuyén mén va kinh nghiém thuc tién cua thiy 13 nén tang quan
trong gitip em hoan thién bai viét nay.

Em ciing xin chan thanh cam on céc thay cd gido cong tac trong Hoc vién
Cong nghé Buu chinh vién thong, nhit 13 Quy thay c6, can bd, giang vién Khoa
Cong nghé thong tin va Khoa Pao tao Sau dai hoc da trang bi cho em nhiing kién
thirc quy bau, dong thoi tao diéu kién thuan loi vé co sé vat chat, tai liéu hoc tap va
moi trudng nghién ciru chuyén nghiép trong sudt thoi gian hoc tap tai Hoc vién.

Mic du di rat ¢ gang trong qua trinh nghién ciru va hoan thién dé an, nhung
do han ché vé thoi gian, kinh nghiém va kién thirc thyc tién, bai viét khé tranh khoi
nhing thiéu s6t. Em kinh mong nhan dugc nhiing y kién dong gop cua quy thay co
dé dé an duoc hoan thién hon trong twong lai.

Em xin tran trong cdm on!
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TOM TAT PE AN

Trong bdi canh cac cudc tdn cong mang ngdy cang tinh vi, viéc phat hién ma
ddc nhung trong cac tép tai li¢u, dic biét la dinh dang PDF, da tré thanh mot thach
thirc quan trong dbi véi linh vire an toan thong tin. D& an tap trung nghién ctru va
xdy dung md hinh hoc may nham phat hién ma doc nhung trong file PDF théng qua
viéc phan tich cac dic trung tinh cta cau tric tap tin.

Dé 4n tién hanh khao sat cac phuong phap phat hién mi doc hién co, lam rd
cac k¥ thuat khai thac pho bién trong tép PDF nhu JavaScript, file nhung, cac ddi
tuong an, ... Str dung tap dur liéu CIC-Evasive-PDFMal2022 dé thuc hién trich xuat
dac trung, gém cac thong tin vé clu trac tép (sé lugng doi tuong, kich thudc,
javascript, action tu dong...) va cac thanh phan nhung. Céac dic trung sau d6 dugc
xtr 1y, chuan hoa va dua vao mé hinh huan luyén.

M0 hinh dugc st dung trong dé tai 1a Random Forest, v6i viéc tdi wu tham sb
bang GridSearchCV dé nang cao hiéu qua phéan loai. Két qua thuc nghiém cho thay
mo hinh dat d6 chinh x4c cao, kha ning phan biét t6t giita cac tép PDF lanh tinh va
doc hai. Déng thoi, dé an cling so sanh v&i1 mot s6 mo hinh khac nhu Decision Tree,
SVM dé danh gia mirc do hiéu qua.

Két qua khong chi gop phan khang dinh tinh kha thi cta viéc ap dung hoc
may trong phat hién ma doc PDF, ma con 1a nén tang dé phat trién cac hé thong
giam sat va phong chong tin cong qua tai liéu trong tuwong lai.

Tu khoéa: Phat hién ma ddc, file PDF, hoc may, Random Forest, dac trung tinh, trich
xuat dic trung, CIC-Evasive-PDFMal2022..



l. MO PAU
1. Ly dochon deé tai

Véi tinh pho bién va kha niang hd trg nhiéu thanh phan nhu JavaScript, file
dinh kém, lién két 4n..., dinh dang PDF khong chi duoc st dung rong rii trong trao
d6i, luu trir thong tin ma con tré thanh muc tiéu hang dau cua cac cudc tan cong
mang. Tin tic ngdy cang khai thac nhiéu k¥ thuat tinh vi nhu ma héa, 1am réi ma
(obfuscation), da hinh (polymorphism) dé nhing ma doc vao cac file PDF, khién
viéc phat hi¢n tré nén khé khan hon.

Theo bao cao ciia Kaspersky nam 2023, s6 luong cac cudc tan cong bang file
PDF ddc hai di ting 23% so v6i nim trude, giy ra nhiéu hdu qua nghiém trong nhu
16 lot thong tin, pha hoai hé thong hodc chiém quyén kiém soat may tinh. Céc giai
phap truyén thong nhu phan tich chit ky hay hanh vi tuy c6 hiéu qua véi ma doc da
biét, nhung thuong that bai trudc cac bién thé méi hodc ma doc chua dugc cap nhat
trong co so dir liéu. Trong bdi canh dé, viéc nghién ciru va ap dung hoc may vao
phat hién ma doc nhiing trong file PDF tré thanh mot hudng di tiém nang, nhd kha
nang tu hoc, phan loai dua trén cac dac trung phtrc tap va phat hién dugc ca nhirng
méi de doa chua timg xuét hién trude do.

Dé tai "Phat hién ma doc nhing trong file PDF" khong chi dap tng yéu cau
cap thiét vé dam bao an toan thong tin, ma con mang lai gia tri nghién ctru trong
linh vuc an ninh mang, dac biét 1a phat hién mbi de doa thong minh trén nén tang
dir liéu 16n va hoc may hién dai.

2. Tong quan vé van dé nghién cieu

PDF la dinh dang tai liéu dugc sir dung rong rai va c6 kha nang tich hop
nhiéu thanh phﬁn nhu van ban, hinh anh, ma script hoac doi tuong nhung. Chinh su
linh hoat nay khién PDF tr¢ thanh muc tiéu hap dan cho cac cudc tdn cong bang ma
doc. Nhirng giai phap truyén théng dia trén chir ky hodc quy tic phat hién chi phu
hop vé6i cac mau da quen thudc, nhung lai thiéu hiéu qua trudc cac bién thé ma doc
duoc 1am méi hodc che gidu bang k¥ thuat 1am réi. Diéu nay cho thiy su can thiét

ctia nhirng phurong phap phat hién tién tién hon.



Nhiéu nghién ctru trude da ap dung phén tich tinh va phan tich dong vao viéc
phat hién ma doc trong file PDF. Tuy vay, cac phuong phap hoc may hién nay van
con d6i mat v6i khong it thach thic, chang han nhu kho xt 1y cac tép PDF c6 cau
tric phuc tap hodc gip kho khin khi phan biét nhimg miu ma doc duoc che gidu
mot cach tinh vi (evasive techniques) nhiam tranh bi hé thong phat hién.

3. Muc dich nghién ciru

Muc dich chinh cta dé an tot nghi¢p l1a xay dung mot mé hinh hoc may hi¢u
qua dé phat hién ma doc nhung trong file PDF. Dé tai tip trung vao viéc st dung
cac ky thudt hoc may, dac bi¢t 1a phan tich cac dac trung tinh (Static Analysis) cua
file PDF, nhim nang cao do chinh xac va kha nang phat hién cac ma dc méi hodc
chua dugc biét dén.

Vé mat 1y luan, nghién ctru s& gop phan mé rong kién thire vé tmg dung hoc
may trong linh vuc an ninh mang, dac biét trong vi¢c phat hién ma doc. Dé tai cling
s& phaét trién co s& 1y thuyét vé cac dic trung cua file PDF c6 thé lién quan dén ma
doc va céach st dung hoc may dé phan loai va phat hién ma doc dya trén cac dac
trung nay.

Vé mat thuce tién, két qua cta dé an nay s& giup cai thién hiéu qua phat hién
ma ddc trong cac hé théng trao doi tai liéu st dung file PDF, tir d6 nang cao an toan
thong tin cho ngudi dung. Hé thdng phat hién ma doc nay co thé Gmg dung rong rii
trong cac to chirc, cong ty va nén tang giao tiép truc tuyén, giam thiéu nguy co bi
tan cong qua cac file PDF ddc hai.

4. Poi twong va pham vi nghién cieu

boi tuong nghién cliru cua dé tai 1a cac file PDF chira ma doc nhing, cu thé
1a cac file PDF c6 thé bj tAn cong thong qua viéc nhung cac mi doc nhu virus,
trojan, hodc cac doan ma JavaScript c6 hai. Cac file PDF nay dugc sit dung trong
moi trudng trao ddi tai lidu truc tuyén va co thé duoc tai xubng tir cac ngudn khong

xéc dinh, giy nguy co 1én cho ngudi ding va hé thong.



Pham vi nghién ctru tap trung vao viéc xay dung moé hinh hoc may cé kha
nang phan loai file PDF theo mirc d¢ an toan, dya trén dic trung tinh cua cAu tric
tap tin. Trong khuon khd dé tai, bd dit liéu CIC-Evasive-PDFMal2022 dugc str
dung 1am ngudn dit liéu thuc nghiém dé huan luyén va danh gia mé hinh. Nghién
ctru chua mé rong sang cac dinh dang van ban khac nhu DOCX hoac XLSX.

S. Phwong phap nghién ciu

Thu thap dit liéu va phan tich dic trung: Xur 1y dir liéu tir b CIC-Evasive-
PDFMal2022, tién hanh tién xur ly nham loai boé nhidu va chuén hoa dit liéu, sau d6
lya chon cac dac trung lién quan nhu kich thudce file (PdfSize), ma JavaScript, cac
hanh dong ty dong (OpenAction, AA) hoic cac ddi twong nhing. Nhimng dic trung
nay s& duoc st dung dé hun luyén mé hinh hoc may va danh gia do chinh xac
thong qua céc chi s6 do ludng.

Phat trién mo hinh hoc may: Lya chon thudt toan Random Forest, chia dit
liéu thanh tap huan luyén, kiém tra va danh gia, huan luyén mo hinh bang tap huan
luyén, diéu chinh cac tham s6 (n_estimators, max_depth) bang k¥ thuat Grid Search
Cross-Validation.

Thir nghiém va danh gia: St dung cac chi s6 danh gid phd bién nhu
accuracy, precision, recall, F1-score, & so sanh hiéu qua cia mé hinh véi cac

phuong phap hién co.



I1. NOI DUNG
CHUONG 1 - TONG QUAN PHAT HIEN MA PQC NHUNG
TRONG FILE

Gidi thiéu: Chirong ndy cung cdp cdi nhin tong quan vé vin dé ma déc
nhiing trong file PDF, bao gom cdc khdi niém co ban vé dinh dang PDF, cdc logi
ma ddc thwong gdp va cdc ky thudt khai thdc lién quan. Pong thoi, chwong néu lén
nhitng han ché cia phirong phdp phdt hién ma déc truyén thong va cdc thdach thirc
can gidi quyét.

1.1. Co sé ly thuyét vé file PDF

Pinh dang tai liéu di dong ( PDF - Portable Document Format) la mot dinh
dang tai li¢u duoc phat trién bai Adobe vao nim 1993, nham muc dich duy tri dinh
dang va ndi dung cua tai liéu bat ké phan mém, phan cing hay hé diéu hanh duoc
sit dung. PDF cho phép tich hop van ban, hinh anh, d6 hoa, lién két va tham chi 1a
cac tap 1énh (script) vao cting mot file duy nhat.

Mot file PDF bao gém bon thanh phan chinh:

« Phéan diu tép (Header) chira thong tin nhan dién phién ban ctia PDF. Dong
dau tién cia file PDF ludn c6 dinh dang %PDF-x.y, trong d6 x.y 1a phién ban
cua file PDF, vi du %PDF-1.7 cho phién ban 1.7. Hién nay, cac phién ban
PDF mdi nhét (vi du: PDF 2.0) d4 bd sung thém nhiéu tinh ning bao mat nhu
hd trg chit ky s6 nang cao (PAdES) va ma hoa manh hon.

« Than tép (Body) chira ndi dung chinh cta tai liéu, bao gébm vin ban, hinh
anh, font chir, doi tuong da phuong tién nhu video, am thanh hodc hinh anh
dong, cung cac yéu td tuwong tac nhu biéu miu hodc script ¢ thé thuc thi.
Céc dbi tuong nay c6 thé duoc luu trir truc tiép trong Body hodc dugc nén va
luu trir trong cac Object Stream. Content Stream chtra céc 1€nh vé (drawing
commands) dé hién thi noi dung cua trang PDF.

« Bang tham chiéu chéo (Cross-reference Table) gitp trinh doc PDF nhanh

chong truy xuét dén cac ddi tuong trong file ma khong cin quét toan bd noi



dung. Mdi dong trong bang nay dai dién cho mot ddi twong va cung cip

thong tin vé vi tri ctia né trong file.

« Phén két (Trailer) 12 phan két thuc cua file chira thong tin can thiét dé doc
file PDF, bao gom d6i turong gdc (Root Object) — diém bat dau cia cu trac
tai liéu, sb luong ddi twong trong file, byte offset ctia bang Xref va ID cua tai
liéu dé kiém tra tinh toan
Céc stream dit liéu trong file PDF thuong dugc nén bang cac thuat toan nhu

FlateDecode hoic LZWDecode dé giam kich thuéc file. Ngoai ra, file PDF ciing c6
thé duoc ma hoa béng céc thuat toan nhu RC4 hoic AES dé bao vé noi dung khoi
viéc truy cap trai phép. Viéc giai nén va giai mi cac stream nay 1a can thiét dé phan
tich nd1 dung bén trong, nhung doi hdi cac cong cu va ky thuat chuyén biét.

Mic du PDF la mot dinh dang tai liéu an toan, nhung no6 co thé chira cac
thanh phan nguy hiém c6 thé bi khai thac dé phat tan ma doc. Mot sb thanh phan
nguy hiém pho bién bao gom:

o JavaScript 1a mot trong nhimg yéu t6 nguy hiém phd bién. PDF hd tro
JavaScript dé ting cudng tinh twong tac, nhung ké tin cong ¢ thé nhung ma
doc vao file nhim tu dong thuc thi ma khi m¢ file, thu thap dir liéu tr nguoi
dung hoidc khai thac 16 héng trinh doc PDF dé thuc thi ma doc. Cac API
JavaScript nguy hiém thuong dugc sir dung trong ma doc PDF bao gom mo
mot URL bén ngoai (app.launchURL), in dir liéu ra man hinh (util.printd) va
guri dir liéu biéu mAu (this.submitForm).

« Embedded Files ciing 1a mot rii ro dang ké. PDF c6 thé nhing cac file khac
nhu .exe, .zip, .docx dudi dang tép dinh kém. Nhitng file ndy co thé chira
phén mém doc hai va d& bi loi dung trong cac cudc tan cong phishing.

e Ngoai ra, PDF hd tro Action (hanh dong tu dong) thong qua Iénh
OpenAction, cho phép thuc hién cac hanh vi nhu chay JavaScript ngay khi
mo file, chuyén hudng nguoi dung dén mot trang web doc hai hodc tu dong

tai xudng va chay file tir internet.



1.2. Khai niém va phan loai ma doc
1.2.1. Khai niém ma déc

M3 doc (malware) xuat hién tir rat sém trong lich sir phat trién ctia may tinh.
Mot trong nhitng chuong trinh dau tién c¢6 kha ning ty di chuyén gitta cac hé thong
13 Creeper, dugc thir nghiém vao dau thip nién 1970 trén mang ARPANET.
Creeper c6 thé sao chép sang cic may khac nhau va hién thi thong bio mang tinh
thach thuc: “I’'m the Creeper, catch me if you can.” Du khong mang tinh pha hoai,
Creeper dugc xem la tién than ciia cac phan mém tu lan truyén trong nhing thap ky
tiép theo. Sau do, vao dau nhing nam 1980, Elk Cloner xuat hién trén may tinh
Apple II va 1a mot trong nhiing virus lan rong dau tién dugc ghi nhan, danh dau giai
doan phén mém doc hai bit dau tré thanh mdi de doa thuc sy ddi véi nguoi dung.

Ma ddc ndi chung duoc hiéu 1a nhitng chuong trinh hodc doan ma duogc tao
ra v6i muc dich xAm nhap trai phép, pha hoai tai nguyén, danh cip dir liéu hodc lam
gian doan hoat dong hé thdng. Tty theo cach thiic lan truyén va phuong phap gay
hai, ma doc co thé duoc phan loai thanh nhiéu nhém nhu virus, worm, trojan,
rootkit, botnet hay ransomware. Du thudc loai ndao, ma doc déu tac dong dén ba yéu
t6 ¢t 15i cua an toan thong tin: tinh bi mat, tinh toan ven, va tinh san sang.

Ma doc trong file PDF la cac doan ma hodc ndi dung doc hai dugc nhing
vao bén trong tép PDF nham khai thac 16 hong cua céc trinh doc PDF hodc lira
ngudi dung thyc thi hanh vi trai phép. Do PDF hd tro nhiéu tinh ning manh mé& nhu
nhung JavaScript, chén file dinh kém va tu dong thuc thi 1énh, tin tac co thé 1oi
dung diéu nay dé tin cong hé thng.

Mi doc PDF nguy hiém bdi né thudng duge nguy trang tinh vi, khién nguoi
dung tin ré“mg ho dang m& madt tai liéu vo hai. Vi thé, viéc phat hién va phan tich céc
mi doc an trong PDF déng vai trd quan trong trong bao mat hé théng thong tin.
1.2.2. Cac logi ma déc thuwong gap trong file PDF

File PDF khong chi don thuan 1a mot dinh dang tai liéu tinh ma con hd trg
nhiéu tinh ning manh m& nhu nhiing JavaScript, lién két tép tin va ma hoa dit liéu.

Tuy nhién, chinh nhiing dac diém nay da trd thanh cong cu dé tin tic loi dung,



nhing ma doc nham thyuc hién cac cudc tan cong tinh vi. Viéc nhan dién va phan
tich céac loai ma doc nay dong vai tro quan trong trong cong tac bao mat thong tin va
phong chéng tan cong mang. Mot s loai ma doc dién hinh trong file PDF:

Ma dgc JavaScript

M3 doc JavaScript trong file PDF 13 mot trong nhitng k¥ thuat tan cong phd
bién ma tin tic st dung dé khai thac ngudi dung. JavaScript thuong duogc tich hop
trong PDF dé tao cac chirc nang dong, nhu tu dong dién biéu mau, hién thi ndi dung
tuong tac hodc kiém tra tinh hop 18 cua dit liéu nhap vao. Tuy nhién, chinh kha ning
nay cling tr¢ thanh diém yéu dé hacker loi dung, nhing ma doc vao file PDF va
khai thac hé thong ctia nguoi dung khi ho ma tai liéu ma khong hé hay biét.

Khi mét file PDF ¢6 chira ma JavaScript doc hai dugc m¢, ma nay co thé
thuc hién hang loat hanh vi nguy hiém nhu danh cép dir liéu ca nhan, ty dong tai
xudng va chay phan mém doc hai, thu thap thong tin ding nhap hoic tham chi
chiém quyén diéu khién may tinh ciia nan nhan. Mot trong nhiing cach thirc phd
bién 1a ma doc JavaScript duoc st dung dé hién thi cac ctra sO gid mao yéu cau
ngudi ding nhap mat khau hodc thong tin tai chinh. Néu nan nhan mac biy va cung
cap thong tin, dit liéu nay s& ngay lap tirc dugc giri vé may chu cua hacker.

Ngoai ra, mot sb cudc tan cong loi dung JavaScript dé kich hoat 15 héng bao
mat trong phan mém doc PDF, khién hé théng ctia ngudi dung bi nhiém virus hoic
Trojan ma ho khong hé nhan ra. L3 hong CVE-2009-4324 13 mot trong nhitng vi du
dién hinh vé cach ma JavaScript doc hai trong file PDF c6 thé khai thac phan mém
Adobe Reader dé thuc thi ma tir xa.

Mai Kkhai thac 16 hong bao mit (Exploit)

M3 khai thac 16 hong bao mat trong file PDF 1a mot trong nhitng phuong
thirc tAn cong nguy hiém nhat, vi né ¢ thé hoat dong ngay ca khi ngudi ding khong
thuc hién bét ky thao tic nao khac ngoai viéc mo file. Exploit loi dung céc 16 hong
trong phan mém doc PDF, chang han nhu Adobe Reader, Foxit Reader, hodc cac
trinh doc PDF mic dinh trén hé diéu hanh, dé thyc thi ma doc trén may tinh nan

nhan ma khéng can su cho phép.



Thong thuong, hacker s€ tao ra mdt file PDF trong c¢6 vé v6 hai nhung thuc
chit da duoc nhing ma khai thac. Khi nan nhan m¢ file nay, ma khai thac s€ kich
hoat 15 hong trong phan mém doc PDF va cho phép hacker thyc hién nhiéu hanh vi
nguy hiém nhu cai dit phan mém gian diép, chiém quyén diéu khién hé thong tir xa,
hoac danh cép dir li€u ca nhan.

Mot sb 16 hong ting bi hacker khai thac rong rii bao gdbm CVE-2013-2729
va CVE-2018-4990, trong d6 hacker di loi dung cac diém yéu trong Adobe Reader
dé thuc thi ma tir xa va cai dit phan mém doc hai trén may tinh cia ngudi dung.
Céc cudc tdn cong kiéu nay rat nguy hiém vi ngay ca nhiing ngudi ding can than
cling c6 thé bi lira mé mot file PDF tuong ching nhu hop 1é nhung thuc chat lai
chtra ma doc.

Trojan

Trojan PDF 12 mét loai ma doc nguy hiém duoc nguy trang dudi dang mot
file PDF hop 1¢, khién nguoi dung khong nghi ngd ma mé né. Khi file nay dugc
kich hoat, ma doc bén trong s€ am tham thuc hién cac hoat dong trai phép nhu tao
cura hau (backdoor) dé hacker c6 thé truy cap tur xa vao hé théng cua nan nhan, theo
doi hoat dong ban phim dé danh cép mat khau, hodc tham chi bién may tinh ctua
ngudi dung thanh mot phan cua mang botnet phuc vu cac cudc tin cong mang 16n
hon.

Mot vi du dién hinh cta loai ma doc nay 1a Trojan.Pidief, mot trojan khai
thac 16 hong trong Adobe Reader dé chay mi doc ma khéng can su tuong tac cla
nguoi dung. Khi file PDF chita Trojan ndy duoc md, nd co thé ngay lap tic tai
xudng thém phan mém doc hai khac, 1am 1ay nhiém toan bo hé thong ma ngudi
ding khong hé hay biét. Trojan PDF c6 thé sir dung céc k¥ thuat rootkit dé che giau
su hién dién cua chung trén hé thong, khién chung kho bi phat hién bdi cac phan
mém diét virus.

Phishing

Tan cong lira dao thong qua tép PDF 1a k¥ thuat phd bién ma ké tin cong sir

dung dé chiém doat thong tin nhay cam ctia ngudi dung, dic biét 1a dir liéu dang



nhap ngan hang, email hoic tai khoan mang xa hoi. Trong kiéu tan cong nay, tin tic
tao ra cac tép PDF trong hoan toan binh thuong nhung dugc nhung céc lién két dan
dén nhirng trang web gia mao, co giao dién sao chép gan gidng trang chinh thirc
nham danh lira ngudi xem.

Khi m¢ tép va nhép vao cac lién két duoc chén bén trong, nan nhan s€ duoc
chuyén dén cac trang web lira dao, noi ho c6 thé bi yéu cau cung cp thong tin ding
nhap, s6 thé ngan hang, ma bao mat hoac OTP. Mdt ) dang PDF phishing con thiét
ké cac biéu mau truc tiép trong tai liéu, khién ngudi dung tudng ring ho dang thuc
hién thao tac hop 18 va tu nguyén cung cap dit lidu ca nhan.

Céc tép PDF dang phishing thuong xuét hién trong email gia mao c6 noi
dung khén cép, chang han nhu yéu cau xac minh tai khoan tir ngan hang, canh bao
bao mat tir dich vu thanh todn, hodc thong bao tir cac t6 churc uy tin. Diéu nay khién
nguoi ding d& mat canh giac va trd thanh myc tiéu bi danh cip thong tin..

Tén cong thong qua file nhiing (Embedded Files Attack)

Mot trong nhirng phuong thirc tan cong tinh vi khac 12 nhiing cac file doc hai
vao bén trong mot file PDF va lira nguoi dung tai xudéng hoic md cac tép nay.
Nhitng file nhiing c6 thé 1a tép thuc thi (.exe, .bat), tai liéu Office c6 macro doc hai
(.docm, .xIsm), hodac file nén (.zip, .rar) chira virus. Khi nguoi dung mé cac file nay,
mi doc s& ngay lap tic duoc kich hoat, gdy 1ay nhiém vao hé thong hoic cho phép
hacker truy cdp vao dit liéu c4 nhan cia nan nhan. Phuong thirc tan cong nay
thudng duoc st dung trong cic cude tin cong c6 cha dich nham vao doanh nghiép
hodc ca nhan c6 dir li€u quan trong.

1.2.3. Ky thudt nhung md dgc vao file PDF

Mai doc trong file PDF 1a mot mdi de doa nghiém trong vi n6 c6 thé dé dang
lay nhidm vao hé thong ma nguoi dung khong hé hay biét. Hacker str dung nhiéu k¥
thuat dé nhiing ma doc vao file PDF nham khai thac 16 hong bao mat, lira dao ngudi
dung hoic thyc thi cac hanh vi xdm nhap hé théng. Céc k§y thuat phd bién duogc tin

tic str dung dé nhiing ma doc vao file PDF.
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Nhing ma JavaScript dgc hai

Mot ky thuat thuong duogc ké tin cong st dung dé cai ma doc vao tép PDF la
loi dung kha ning hd trg JavaScript cta cac trinh doc PDF. Nhiéu phan mém nhu
Adobe Acrobat cho phép chay JavaScript nham ty dong hoa cac tac vu nhu xtr 1y
biéu mau, kiém tra dir liéu hodc twong tic v6i ngudi dung. Chinh co ché hop phap
nay lai tré thanh diém yéu ma tin tic khai thac bang cach chén cac doan script doc
hai vao trong tai li¢u.

M3 JavaScript dugce nhung cé thé hoat dong theo nhiéu cach khac nhau tiy
thudc vao muc tiéu tin céng. Chung co thé thu thap thong tin vé hé thong, mo két
nbi ra bén ngoai dé tai xuong cac tép doc hai khac hodc kich hoat 16 hong trong
trinh doc PDF dé chiém quyén diéu khién. Mot s script duoc thiét ké dé Am tham
cai dat trojan, keylogger hodc tham chi ransomware ma nguoi dung khong hé hay
biét.

Ngoai ra, ké tAn cong con c6 thé st dung JavaScript trong PDF dé tao cac
hop thoai hodc giao dién gia mao, yéu cau nguoi dung nhap thong tin nhay cam nhu
mat khiu hodc dit liéu c4 nhan. Nhing thong tin nay sau d6 dugc giri truc tiép vé
may chu cua tin tic. Nho kha ning che gidu khéo 1éo trong tép PDF, cic doan ma
JavaScript doc hai tré thanh mdi de doa nguy hiém d6i v6i ngudi dung thiéu canh
giac..

Khai thac 16 hong bao mit trong phan mém doc PDF (Exploit)

Thay vi chén ma doc tryc tiép vao ndi dung file PDF, hacker c6 thé thiét ké
mot tap tin PDF dac biét dé khai thac 15 héng bdo mat trong phﬁn mém doc PDF.
Khi nan nhan mé tai liéu, phén mém s& gip 16i va thuc thi ma doc ma hacker da
nhuing san.

Nhirng 16 héng bdo mat thuong bi khai thac la 16i tran bo dém (Buffer
Overflow), 16i thyc thi ma tir xa (Remote Code Execution), 16i xtr 1y hinh anh hoic
font chit trong PDF. Mot s6 cudc tin cong trudc ddy da loi dung 16 hong trong
Adobe Reader, cho phép hacker kiém soat hoan toan hé thdng ctia nan nhan chi

bﬁng cach mo mot file PDF doc hai.
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Céac cudc tin cong dang nay thuong khong yéu cau ngudi dung thuc hién
thém thao tac nao, chi cin mo file PDF 1a ma doc c¢6 thé duoc kich hoat ngay 1ap
tirc. Do d6, day 1a mét trong nhitng phwong phap nguy hiém nhét vi nd ¢ thé tan
cong ngay ca nhitng nguoi dung can trong.

Cheén ma doc vao file dinh kém bén trong PDF

File PDF khong chi chira vin ban va hinh anh ma con c6 thé dinh kém céc
tap tin khac nhu Word, Excel, PowerPoint, hodc té€p thuc thi (.exe, .bat, .vbs).
Hacker c6 thé nhing mét file chira ma doc vao PDF va sir dung cac thu thuat xa hoi
d¢ du d6 nan nhan mé file dinh kém.

Khi nguoi dung mo tép tin dinh kém, cdc macro ddc hai (trong file Word,
Excel) hodc phan mém ddc hai s& duoc kich hoat. Mot sé phuong thirc tin cong phd
bién bao gom:

« Sir dung macro trong file Word/Excel dé tai xuéng va cai dit ma doc tir may
chu cua hacker.

« Nhung file .exe hodc script thuc thi vao PDF dé tu dong khoi chay chuong
trinh doc hai khi nan nhan nhép Vao.

« Panh lra nguodi dung bang cach d6i dudi file (vi du: "document.pdf.exe"
nhung hién thi duéi dang "document.pdf" dé nguoi dung nham 14n).

Nhing ma doc vao hinh dnh hoac font chir trong PDF

K§ thuat nay tinh vi hon va thudng kho bi phat hién boi cac phan mém diét
virus. Hacker c6 thé sir dung Steganography (gidu ma doc trong dit lidu khac) dé
nhing mi doc vao hinh anh hoic font chit trong PDF. Khi phan mém doc PDF xu
1y hinh anh hodc font chit ndy, ma doc sé dugc giai ma va thyc thi trén h¢ théng.

Mot s6 cudc tan cong trong qua khir da khai thac 16 hong trong font chir
TrueType (TTF) hodc OpenType (OTF) trong PDE. Khi phin mém doc PDF tai
font chir nay dé hién thi noi dung, né s vo tinh kich hoat ma doc ma hacker da chen
vao. Ky thuat nay gitp mi doc qua mat dugc cic phdn mém quét virus truyén
thdng, vi n6 khong chira mé doc rd rang trong ndi dung file ma duoc gidu trong cac

phan tir khong ngo téi nhu hinh anh hoic font chit.
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PDF lwra dao (Phishing PDF)

Mot dang tan cong phé bién khac 1a st dung file PDF dé thuc hién cac cudc
tan cong lira dao (phishing). Hacker s& tao ra mot file PDF c6 chira lién két gia mao
hodc biéu mau thu thap thong tin ca nhan, sau d6 giri file ndy qua email hodc cac
nén tang nhén tin.

Tai liéu PDF c6 thé duoc thiét ké dé trong gidng nhu mot hoa don, théng bao
tir ngan hang, hodc tai liéu cong viéc quan trong, trong d6 chira mot lién két dan dén
mot trang web gia mao. Khi ngudi dung nhap vao lién két va nhdp thong tin ding
nhap, dir liéu s& bi hacker thu thap va sit dung cho cac muc dich XAu.

Mot s6 file PDF phishing con sir dung niit bAm hodc biéu mau tuwong tac
ngay trong tai liéu dé thu thip thong tin truc tiép tir nan nhan ma khong can chuyén
huéng dén trang web bén ngoai. Piéu nay 1am cho cac cudc tan cong trd nén tinh vi
va khoé phat hién hon.

1.3. Phwong phap phat hién ma doc

Trudc su gia ting nhanh chong ciia cac cudc tan cong thong qua file PDF,
nhiéu phuong phéap phét hién ma doc da dugce dé xuat va phat trién nham nang cao
kha ning bao vé hé thong thong tin. Cac phuong phap niy khac nhau vé muc do
phan tich, chi phi trién khai va hiéu qua phat hién, nhung nhin chung c6 thé phan
thanh ba nhém chinh gém phan tich tinh, phan tich dong va cac phuong phap dua
trén hoc may. Viéc khao sat cac hudng tiép can ndy cho thiy khong ton tai mot
phuong phap don 1é nao co thé giai quyét triét dé bai toan phat hién ma doc PDF,
ma mdi phuong phap chi pht hop v6i nhiing bdi canh va yéu cau cuy thé.

1.3.1. Phan tich tinh (Static Analysis)

Phan tich tinh 1a phuong phap tiép can va phan tich file PDF bang cach kiém
tra cdu truc, ma ngudn (nhu JavaScript, Action) va cac siéu dit liéu (metadata) ma
khong can thyc thi file. Nguyén 1y hoat dong dua trén viéc quét cac thanh phan bén
trong file dé tim kiém cac du hiéu bt thudng (anomalies) hodc cac doan mi nguy

hiém d3 biét.
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Céc cong cu phan tich tinh thudng thyc hién viée boc tach (parsing) cu tric
PDF dé trich xuit cac tir khoa (keywords) nhay cam nhu /JavaScript, /OpenAction,
/Launch, hodc cac d6i trong nhing dang ngd. Uu diém 16n nhit cua phwong phap
nay 1a téc do xtr Iy nhanh, an toan (do khong chay ma doc) va c6 kha ning bao quat
toan bd ma ngudn cua file. Dbi v6i bai toan phat hién mi doc quy mo 16n, phan tich
tinh thuong 13 budc loc dau tién va quan trong nhat.

Tuy nhién, phén tich tinh truyén théng (dua trén chit ky) co6 nhugc diém la
kho phat hién cac ma doc st dung ky thudt 1am rdi (obfuscation) hoic ma hoa
payload dé che gidu noi dung thuc su. Pé khic phuc diéu ndy, cic phuong phap
hién dai (nhu trong dé tai nay) két hop phan tich tinh vi Hoc may (Machine
Learning) dé nhan dién cic mau cdu tric bat thuong thay vi chi tim kiém tir khoa
don thuan.

1.3.2. Phdn tich dong (Dynamic Analysis)

Phéan tich dong tiép can bai toan bang cach thuc thi file PDF trong moi
truong cach ly va quan sat hanh vi phat sinh trong qua trinh chay. Phuong phap nay
cho phép ghi nhan cac hanh vi nhu thyc thi JavaScript, truy cap bd nhd, goi API hé
thong hodc thiét 1ap két ndi mang, tir d6 danh gia mirc d6 nguy hiém cua file.

Nhiéu cong trinh nghién ctru dd st dung cac hé thdng sandbox dé mo file
PDF va thu thap dac trung hanh vi phuc vu cho viéc phat hién ma doc. Cac két qua
thue nghiém cho thiy phén tich dong c6 kha ning phat hién hiéu qua cac exploit
khai thac 16 hong trong phdn mém doc PDF, ngay ca khi ma doc dugc che gidu
trong cau truic file.

Mic du mang lai kha ning phat hién tt hon so voi phan tich tinh, phén tich
dong ciing ton tai nhiéu han ché. Qua trinh thuc thi va giam sat hanh vi doi hoi chi
phi tinh toan 16n va thoi gian phan tich dai. Bén canh do, nhiéu ma doc hién dai
duoc thiét ké dé tri hodn hanh vi hodc né tranh méi truong sandbox, lam gidm do tin
ciy cta két qua phén tich. Do d6, phuong phap nay thuong duoc st dung nhu mot

budce phan tich chuyén sau thay vi gidi phap doc lap.
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1.3.3. Swr dung hoc may (Machine Learning-based Detection)

Trudc nhimg han ché ctia phan tich tinh va phan tich dong, cac phuong phap
dua trén hoc may da tré thanh hudng nghién ctru chu dao trong bai toan phat hi¢n
ma doc PDF. Thay vi phu thudc vao chit ky ¢d dinh hodc quan sat hanh vi don 1¢é,
hoc may cho phép moé hinh ty dong hoc cac dac trung phan biét gitra file PDF lanh
tinh va file doc hai tir dix liéu huan luyén.

Nhiéu nghién ctru da st dung cac dic trung trich xuét tir cau trac file PDF
nhu s6 luong object, su hién dién cua JavaScript, action tu dong va file nhiing dé
huén luyén cac mé hinh phan loai. Cac thuat toan nhu Naive Bayes, Support Vector
Machine, Decision Tree va Random Forest dugc ap dung rong ri va cho thay hiéu
qua vuot trdi so v6i cac phuong phap dua trén chit ky truyén théng. Trong do,
Random Forest thudng dat hiéu nang 6n dinh nho kha nang két hop nhiéu cay quyét
dinh, giam hién tuong qua khdp (overfitting va xir 1y tot dir liéu c6 chidu cao va
phan b khong dong déu.

Bén canh cac phuong phap dya trén dic trung tinh, mot s6 cong trinh con két
hop hoc may véi phan tich dong hodc st dung cdc mo hinh hoc sau dé khai thac dic
trung hanh vi. Cac hudng tiép cin nay cho thay tiém ning 16n trong viéc phat hién
cac mau ma doc méi va chua timg xuét hién trong dir li¢u huén luyén. Tuy nhién,
hiéu qua cua mo hinh hoc may phu thuéc manh vao chét luong dit li€u, su can béng
giita cc 16p va cach lya chon dic trung. Ngoai ra, yéu cau vé kha ning giai thich va
chi phi trién khai ciing 14 nhiing yéu t6 can dugc can nhic khi 4p dung mé hinh vao
cac hé thong phat hién méa doc PDF.

Tir khao sat trén c6 thé thiy rang cac phwong phap dua trén hoc may, dic
biét 1 cac mo hinh ensemble nhu Random Forest, mang lai su can bang hop 1y giita
d6 chinh x4c, tinh 6n dinh va kha nang trién khai. Day 1a hudng tiép can phu hop dé
xdy dung hé thong phat hién ma doc PDF cé hiéu qua, dong thoi tao co sé khoa hoc
cho viéc lya chon md hinh va céc ti€u chi ddnh gia dugc trinh bay trong cac chuong

tiép theo.
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1.4.  Théch thac trong phat hién ma doc

M3 doc nhing trong file PDF 1a mdi de doa phd bién trong nhiéu méi truong
ung dung khac nhau nhu hé théng trao ddi tai liéu ndi bo, nén tang chia sé file truc
tuyén, cong dich vu cong, ciing nhu cac hé théng phan phdi tai liéu qua web. Su
linh hoat cua dinh dang PDF, két hop v&i muc do tin cdy cao cia ngudi dung ddi
v6i loai tai lidu ndy, khién PDF tr¢ thanh phuong tién thuan lgi dé che gidu va phat
tan ma doc.

1.4.1. Pa dang phwong thirc tdn cong

File PDF hd tro nhiéu co ché tuong tac va ndi dung dong, cho phép ma doc
duoc trién khai dudi nhiéu hinh thirc khac nhau nhu chén JavaScript, 191 dung cac
hanh dong ty dong khi mao tai liéu, hodc nhing cac té€p va lién két tai ma doc tir xa.
Céc file PDF doc hai thuong duoc thiét ké dé hién thi ndi dung hop 18, khién nguoi
dung kho nhan biét diu hiéu bat thuong.

Vi du, trong cac hé théng chia sé tai liéu truc tuyén hoac kho Iuu trit ndi bg,
file PDF c¢6 thé chira cac doan J avaScript dugc kich hoat khi nguoi dung mé hodc
cudn trang, tir 6 tai thém ma doc hodc khai thac 16 héng cua phﬁn mém doc PDF.
Nhirng file nay thuong khong chira t€p thuc thi truc tiép, lam cho viéc phat hi¢n dya
trén cdu tric tré nén kho khan.

1.4.2. Ky thugt che gidu va virot qua kiém tra bdo mat

Céc k¥ thuat che gidu 1a yéu td then chdt gitp ma doc PDF vuot qua cac co
ché kiém tra bao mat. Noi dung doc hai thuong dugc ma hoda, nén hoac phan tach
thanh nhiéu phan dé tranh bi phat hién bdi cac cong cu phén tich tinh.

Trong nhiéu trudng hop, ma JavaScript chi dugc giai ma tai thoi diém thuc
thi va c6 thé phu thudc vao moi trudong hoac phén mém doc PDF cu thé. Piéu nay
khién cac cong cu phan tich dong gip kho khin néu thoi gian giam sat khong du dai
hodc moi trudong phan tich khong phu hop. Céac k¥ thuat nhu tri hoan thuc thi hodc
phat hién moi trudng gia lap ngay cang duoc sir dung dé lam giam hiéu qua cia

phan tich hanh vi.
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1.4.3. Han ché ciia cdc phwong phdp phdt hién truyén thong

Céc phuong phap phat hién truyén thong, bao gdm phat hién dua trén chir ky
va luat heuristic, thuong chi phu hop véi cac mau ma doc da duogc biét truge. Khi
cAu trac file hodc ma doc dugc bién ddi, cac phuong phap nay dé bi qua mit.

Trong cac hé théng xur 1y sb lwong 16n tai liéu PDF, chang han nhu cong tai
tai liéu, nén tang luu trit ddm may hodc hé thdng quan 1y tai liéu doanh nghiép, yéu
cau vé téc do xtr Iy khién viéc ap dung phén tich dong toan dién tré nén kho kha thi.
Diéu nay dan dén viéc nhiéu hé thdng chi co6 thé ap dung cac phwong phap kiém tra
nhanh, chip nhan danh d6i kha ning phat hién cac miu ma doc phic tap..

1.4.4. Théch thac trong iing dung hec mdy dé phét hién ma déc PDF

Hoc may duoc xem 13 hudng tiép can tiém niang nhim nang cao hiéu qua
phat hién ma ddc PDF, tuy nhién viéc trién khai cac mo hinh hoc may trong thuc té
van dbi mit v6i nhiéu thach thirc. Dit liéu huan luyén thuong cé sy mat can bang
dang ké gitra file PDF lanh tinh va file ddc hai, dac biét trong cac hé théng noi PDF
chu yéu duoc str dung cho muc dich hop phép.

Bén canh d6, mo hinh can dam bao kha ning tong quat tot dé phat hién cac
mau mi doc méi, dong thoi duy tri hiéu nang xtr Iy phi hop vé6i cac hé thdng yéu
cu phan hoi nhanh. Viée lya chon thuat toan, dic trung dau vao va cac tiéu chi
danh gia phu hop dong vai trd quan trong trong viéc xay dung hé thong phat hién c6
tinh tng dung cao.

1.5. Két luan chwong 1

Chuong 1 d3 trinh bay tong quan vé ma ddc nhing trong file PDF, bao gdm
ciu tric dinh dang PDF, cac k¥ thuét tan cong phd bién va cac phuong phéap phat
hién hién nay. Qua d6 cho thy file PDF, du la dinh dang tai liéu phd bién, van tiém
an nhiéu nguy co bi lgi dung dé phat tin ma doc thong qua JavaScript, khai thac 16
hé)ng phﬁn mém hodc cac tép nhung doc hai.

Viéc khdo sat cdc phuong phap phan tich tinh, phéan tich dong va cac phuong
phap dua trén hoc may cho thdy mdi hudng tiép can déu c6 nhitng wu diém riéng

nhung ciing ton tai cic han ché nhit dinh khi ap dung doc lap, dic biét trong bdi
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canh mé doc ngay cang tinh vi va c6 kha ning né tranh cac co ché phat hién truyén
théng. Cac thach thirc nhu sy da dang cua k¥ thuat tin cong, k§ thuét che gidu ma
ddc va yéu cau vé hiéu ning xir Iy dit ra bai toan can c6 nhitng phuong phap phat
hién hi¢u qua va linh hoat hon.

Trong bdi canh d6, cac phuong phap dua trén hoc may dugc xem 1a huéng
tiép can tiém ning nham nang cao kha ning phat hién ma doc PDF. Tuy nhién, hiéu
qua cua cac mo hinh nay phu thudc 16n vao dir li¢u, ddc trung va thuat toan dugc
lya chon, cling nhu céac ti€u chi danh gia phu hop.

Tu nhiing phan tich trén, vi¢éc nghién ctru va xay dung mot phuong phap
phat hién ma doc PDF dua trén hoc may két hop véi phan tich tinh 1a huéng di tiém
ning. Phuong phap nay tan dung dugc téc d6 cua phan tich tinh va kha ning phat
hién bién thé méi cta hoc may, giai quyét duoc bai toan vé hiéu nang va do chinh
xéc trong thyc té.

Pay chinh 1a co s dé Chuong 2 trinh bay phuong phap nghién ctu, trong d6 mo
hinh Random Forest dugc Iira chon dé phén tich cac dic trung cau trac tinh cia file
PDF.
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CHUONG 2 - PHAT HIEN MA PQC NHUNG TRONG FILE

PDF

Gidi thigu: Chiong nay trinh bay gidi phdp phat hién md doc bang hoc may,
bao gém téng quan vé phirong phdp, mé hinh dé xudt (Random Forest), quy trinh
trich xudt ddc trung tinh, sit dung tdp div liéu CIC-Evasive-PDFMal2022 dé hudn
luyén va danh gia mo hinh.

2.1. Giai phap phat hién ma doc nhang trong file PDF
2.1.1. Téng quan vé gidi phap si dung hec may

Giai phap duoc dé xuat dua trén viée ung dung mé hinh hoc may nham tu
dong phan loai t¢p PDF thanh hai nhom: tép hop 1€ va t&p nghi chira ma doc. Trai
v6i cac phuong phép truyén thong von phy thudc vao chir ky hay tap luat c¢b dinh,
mo hinh hoc may c6 kha ning nhin dién nhitng mau tin céng méi théng qua viéc
phat hién cac dic diém bat thudng trong dit liéu, giup ting hiéu qua phat hién cac
bién thé ma doc chua tirng xuat hién trude do.

Céc phuong phép truyén thong trong phat hién ma doc, nhu kiém tra chir ky
hodc ap dung quy tic tinh, tuy van phét huy hiéu qua ddi v6i cac miu da biét, nhung
thuong gap khé khan khi ddi dién véi nhirng k¥ thuat tan cong hién dai. Ma doc
ngay nay thuong dugc nguy trang bang cic k¥ thuat 1am réi ma va da hinh, khién
cho viéc phat hién théng qua dau hiéu quen thudc tré nén kém hiéu qua. Bén canh
d6, phwong phap dua trén quy tic chi pht hop voi nhitng hanh vi di duoc xac dinh
truéc va khong du linh hoat dé phét hién cac bién thé tin cong méi. Ngoai ra, co so
dir li€u chit ky va tap hop quy tdc can duoc cap nhat lién tuc, din dén ton kém vé
thoi gian va tai nguyén trong qua trinh van hanh.

Trong bdi canh d6, cac phuong phap hoc méay dang dan ching t6 vu thé vuot
trdi trong nhi€ém vy phat hién ma ddc. Trude hét, hoc may c6 kha nang nhéan dién
cac tép tin doc hai ngay ca khi chiing chwa tirng xuét hién trong co so dit liéu, nho
vao viéc phat hién cac mau hanh vi bat thuong thay vi dua vao mau chit ky ¢é dinh.
Bén canh d6, phuong phap niy cho phép phan tich ca dic trung tinh 1an hanh vi

dong cua file, tir d6 ning cao d6 chinh xac trong phan loai. Mot loi diém dang cha y
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1a kha ning tu hoc va thich nghi véi dit liéu méi, gitip mé hinh giam dang ké sy phu
thudc vao viéc cap nhat thu cong nhu cac hé théng truyén théng. Cubi cung, cac mo
hinh hoc may hién dai c6 thé xir Iy hiéu qua khdi luong 16n file PDF trong thoi gian
ngan, gop phan tang cuong hiéu qua tong thé cho hé théng phong chdng ma doc.

Véi nhiing 1y do trén, tng dung hoc may tr¢ thanh hudéng di phu hop va hiéu
qua cho bai todn phat hién ma doc nhung trong file PDF.

2.1.2. M6 hinh téng thé phat hign ma déc nhing

Quy trinh phat hién ma doc nhung trong file PDF bang hoc may bao gdm hai
giai doan quan trong: Giai doan huan luyén va Giai doan phat hi¢n.

Giai doan huan luyén mé hinh: tir tip céc file PDF da dugc gan nhan, hé
thong tién hanh trich xuat cac dic trung tinh quan trong va thuc hién tién xu 1y dir
liéu. Tap dic trung sau d6 dugce str dung dé huan luyén mo hinh hoc may.

Giai doan phat hién mi ddc: khi nhan mot file PDF méi, hé thong trich
xuét cac dic trung tuong tu va &p dung moé hinh da duogc huan luyén dé du doan, tir

d6 xac dinh file PDF 1a ma doc hodac khong ma doc.

Huan luyén Phat hién
= Ficeor
~ Trich xuét'dac trung Trich xuét'dac trung
Tién xtr fy dir liéu Ap dung'mo hinh
Huén Iuyén mé hinh Dw doér; két qua

Ma ddc /

Khéng ma
déc

Hinh 2.1. Quy trinh phat hi¢n ma ddc trong file PDF bing hoc may.
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2.2.  Trich xuat dic trung tir file PDF

Quy trinh trich xuét dic trung tinh tir file PDF bao gém bén budc chinh,
nhim chuyén d6i thong tin tir dinh dang PDF sang dang bang dit liéu sé hoa, phuc
vu cho m6 hinh hoc may. MJdi bude déu dong gop mat loai dac trung quan trong,
gitp mod hinh phan biét file hop 1€ (benign) va doc hai (malicious).

2.2.1. Tap diz ligu

Tap dir liéu CIC-Evasive-PDFMal2022 1a mét b dir liéu chuyén dung trong
linh vuc an ninh mang, dugc phat trién va cong bd boi Canadian Institute for
Cybersecurity (CIC) thuoc Pai hoc New Brunswick (UNB), Canada. Bo dir li¢u
dugc xay dung nham phuc vu nghién ciru bai toan phéat hién ma doéc nhung trong
file PDF, vo1 trong tdm 1a cac k¥ thuét né tranh (evasion techniques) dugc st dung
dé vuot qua cac hé thong phat hién dua trén phan tich tinh va chit ky truyén théng.

Khac voi cac by dir liéu PDF malware thong thuong, CIC-Evasive-
PDFMal2022 duoc thiét ké d¢ mo phong cac kich ban tan cong thuc té, trong d6 cac
file PDF doc hai c6 mirc do tinh vi cao va duge chinh sira nham che giéu hanh vi
nguy hiém. Nho d6, bo dir liéu phan anh sat hon méi trudong trién khai thuc té va tao
ra thach thure 16n hon cho cac md hinh hoc may.

B0 dir liéu bao gdm hai nhém chinh: file PDF lanh tinh (Benign) va file PDF
doc hai (Malicious). Cac mau doc hai thuong chira ma JavaScript, khai thac 15 hong
ctia phan mém doc PDF hoic st dung cc k¥ thuat che gidu nhim né tranh co ché
phat hién truyén thong.

Dt li¢u dugc cung cép dudi dang cac dac trung tinh da duogc trich Xuét san,
phan anh cAu tric va noi dung cua file PDF. Cach biéu dién nay tao diéu kién thuan
logi cho viéc 4p dung cac mo hinh hoc may trong bai toan phan loai nhi phan va
danh gia hi¢u qua cta cac phuong phap phat hién ma ddc.

2.2.2. Phan tich cdu tric cia PDF

Trude khi tién hanh trich xuét dic trung, file PDF dugc phan tich dé xac dinh

cAu tric co ban ciia n6. Cac dic trung dugce trich xuat bao gom kich thudc tong thé

cua file (PdfSize), s luong trang (Pages), sé lwong ddi twong (Obj va EndObj), sb
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lwong ludng di liéu (Stream va EndStream), s6 luong bang tham chiéu chéo (Xref),
phan trailer cua file, ciing nhu cic thong tin metadata nhu Title, Author, Subject,
Creator va Producer.

File lanh tinh thudong c6 ddy du cac théng tin ndy va ciu tric 1d rang, trong
khi file md doc thuong thiéu metadata, chira gia tri bat thuong hodc co ciu tric
khong chuan.

2.2.3. Trich xudt dic trung hanh vi tiém an

Sau khi phan tich cau trc, budc tiép theo 1a trich xuit cac dic trung lién
quan dén cac ddi twong nhiing c6 kha ning gay hai. Cac dic trung nay bao gdm sb
luong d6i twong chira ma JavaScript (JS va JavaScript), s6 lugng hanh dong ty dong
duogc kich hoat khi mé file (OpenAction), sé lugng hanh dong bd sung gin véi su
kién trang (AA), s6 lugng lénh khoi chay chuong trinh ngoai (Launch), s luong
file dugc nhing (EmbeddedFile), sy tdn tai ctia biu mau tuong tac (AcroForm),
trang thai mad hoéa cua file (Encrypt), su xuat hién cioa bo giai ma JBIG2
(JBIG2Decode) va su ton tai ctia ndi dung da phuong tién nhung (RichMedia).

Céc dic trung nay phan anh tryc tiép hanh vi nguy hiém tiém an trong file
PDF va dong vai tro quan trong trong qué trinh phan loai.

2.2.4. Chudn héa va mi héa dic trung

Sau khi trich xuét, cac dic trung dugc chuan hoa nham dam bao tinh dong
nhat va phu hop véi mé hinh hoc may. Cac dic trung nhi phan nhu Encrypt,
JBIG2Decode hoac RichMedia dugc ma hoa thanh gia tri 0 hoac 1, trong khi cac
dic trung dang dém nhu JS, OpenAction, Obj hodc Stream duoc giit nguyén hoic
duoc chuan hoa vé cung thang do dé tranh su chénh 1éch 16n gitta cac dic trung.
2.2.5. Téng hep thanh tdp dé lidu ddu vao

Tat ca cac dic trung dugc trich xuat va chuan hoa duge to chic thanh mot
bang dir li€u, trong do mdi dong dai dién cho mdt file PDF va mdi cot 13 mot dic
trung. Tong cong 6 33 dic trung dau vao va 1 cot nhan (Class). Cac dic trung nay
dugc str dung 1am dau vao cho mé hinh hoc méy trong cac budc huan luyén va phat

hién ma doc.
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Bang 2.1. Céc dic trung tinh trich xuit tir file PDF

Nhom Dic trung Mo ta
Thong tin | FileName Tén file PDF (dinh danh, khong dung dé huan
chung luyén).

PdfSize Kich thudc file PDF (byte).

MetadataSize

Kich thudc phan siéu dit lidu.

Pages

Téng sb trang trong file.

TitleCharacters

S6 ky tu trong trudng tiéu dé.

ISEncrypted Trang thai ma hoa cua file (0: Khong, 1: Co).
Cautric | XrefLength Do dai bang tham chiéu chéo.
file Header Kiém tra dinh dang Header ctia PDF.
Obj Sb lugng d6i tuong (object) duoc dinh nghia.
EndObj S6 lugng tir khoa két thuc dbi twong endobj.
Stream S6 lugng ludng dir liéu stream.
Endstream S6 lugng tir khoa két thuc ludng endstream.
Xref S6 lugng bang tham chiéu chéo.
Trailer S6 lugng tir khoa trailer.
StartXref S6 lugng tir khoa startxref.
PageNo S6 lugng tir khoa danh dau trang.
Encrypt S6 lugng tir khoa Encrypt.
ObjStm S6 luong Object Stream.
Noi dung JS S6 lugng tir khoa JS.
diang ngo Javascript S6 lugng tir khoa Javascript.
AA S6 luong tir khoa AA (Additional Action).
OpenAction S6 lugng tir khoa OpenAction.
AcroForm Sb lugng tir khoa AcroForm.
JBIG2Decode | S6 lugng bd loc JBIG2Decode.
RichMedia Sb lugng d6i twong da phuong tién.
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Launch Sb lugng tir khoa Launch.

EmbeddedFile | Sé luong tir khéa EmbeddedFile.

EmbeddedFiles | S6 luong file dugc nhung.

XFA S6 lugng biéu miu XFA.

Colors Sb lugng mau sic st dung.
Dir liéu Images S6 lugng hinh anh trong file.
thanh phan | Text File c6 chtra van ban hay khong (0/1).
Nhan Class Nhan phan loai (0: Benign, 1: Malicious).

Nhu vay, quy trinh trich xuat dic trung tir file PDF khong chi gitip lam sach
va chuin héa dir liéu ma con gitp moé hinh hoc may hoc duoc cac dic diém quan
trong dé phan loai file PDF.

2.3. MO ta giai phap
2.3.1. Lwa chon phuwong phdp phat hién ma déc

Trong nhitng nim gan day, bai toan phat hién ma doc nhung trong file PDF
da duoc nghién ctru rong rii voi nhiéu hudng tiép can khac nhau, tir cic phuong
phap dua trén chir ky (signature-based), phan tich tinh, phan tich dong cho dén céc
phuong phap hoc may.

Céac phuong phap dua trén chit ky c¢6 vu diém 13 toc d6 nhanh va dé trién
khai, tuy nhién kha ning phat hién cic miu ma doc moéi (zero-day) con han ché.
Phén tich tinh truyén thong tip trung vao tir khoa, nhung d& bi né tranh béi su lam
1. Trong boi canh do, phan tich tinh két hop hoc may dugc xem la hudng di hiéu
qua nhét, cho phép khai thic sau cac dic trung cdu trac cua file dé nhan dién bat
thudng ma khong can thyc thi file ton kém tai nguyén nhu phan tich dong.

Trén co so d6, cac mo hinh hoc may di dugc ung dung rong ri. Trong s6
cac thuat toan phé bién nhu Decision Tree, SVM, KNN va Random Forest, mdi mo
hinh ¢6 uu nhuge diém riéng:

Bang 2.2. So sanh dic diém cac thuit toan hoc may pho bién

Thuat toan Pic diém chinh Han ché
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Decision | D& dién giai, cdu trac don gian, | D& bj qua khdp, hiéu sut khong
Tree huan luyén nhanh 6n dinh véi dit liéu nhiéu nhidu
SVM Kha ning phan tich tdt trong | Nhay cam véi tham sd, chi phi

khong gian nhiéu chiéu huan luyén cao, kh6 md rong

vo1 dir liéu 16n
KNN Cau tric don gian, khong can | Hiéu suit suy giam véi dit liéu
huén luyén mé hinh nhiéu chiéu, chi phi suy luan 16n

Random | Khang nhiéu tdt, giam overfitting, | Thoi gian huan luyén ting khi s6
Forest 6n dinh, hd tro danh gid muc d6 | luong cay 16n

quan trong cua dac trung

Tur bang so sanh trén, Random Forest 1a mo6 hinh dat sy can béng tdt nhat. So

véi Decision Tree, nd khic phuc duoc hién tuong quéa khop. So voi SVM va KNN,

n6 phu hop hon véi dit liéu dang bang chira cac dic trung cau truc.

Ngoai ra, Random Forest cung cap co ché danh gia mirc d§ quan trong cua

dac trung (Feature Importance), giup giai thich dugc tai sao mot file bi coi 1a doc

hai dua trén ciu trac bat thudng cia nd. Pay 13 yéu t6 then chét dé xay dung mot hé

théng phat hién ma ddc minh bach va tin cdy. Tu cac phan tich trén, dé tai lya chon

Random Forest 1am m6 hinh chinh dé trién khai thuc nghiém trong chuong 3.

2.3.2. Quy trinh phat hié¢n ma déc

Quy trinh phat hi¢én ma doc nhiing trong file PDF dugc xay dung theo hudng

tiép can hoc may c6 giam sat, trong 6 mo hinh Random Forest dong vai tro trung

tam. Quy trinh ndy bao gdm cac budc chinh: trich xuat dic trung, tién xt 1y dir licu,

hudn luyén mé hinh, danh gia hiéu ning va &p dung thyc té.

| Trich xuét
dac trung tr —

file PDF

o | Huéan luyén " Ap dung mé
| Tien xtr ly va | PEIR | s i oa \ g
217 md hinh Panh gia mé hinh dw
%gléat?lm’a | Random @~ hinh | doan file
: g Forest PDF m&i

1. Trich xuit dic trung tir file PDF
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Tién hanh trich xuét cac dic trung tinh (Static Features) tir cdu triic ctia mdi

file PDF ma khong can thyec thi file. Cac nhom dic trung bao gdm:

Diic trung Metadata: Tac gia, Tiéu dé, Chu dé.

Pic trung Kich thwée: Kich thudce tong thé cua file (PdfSize).

Pic trung Ciu tric: S6 luong trang (Pages), sb luong dbi tuong
(Obj/EndObj), s luong ludng (Stream).

Pac trung N§i dung doc hai: Sy hién dién cta JavaScript, cac hanh dong tu
dong (OpenAction, AA), I¢nh khoi chay (Launch) hodc file nhing. Viéc khai
thac céac dac trung nay da dugc chirng minh 1a hiéu qua trong cac nghién ctru
thuc té nhu Hidost va PDFrate, gitip phat hién ma doc ngay ca khi chung bi

lam roi.

2. Tién xir ly va chuan héa dic trung

Dit liéu trich xuat tir PDF thuong chtra nhiéu dinh dang khac nhau (chudi,

s6), do d6 budc tién xir Iy 1a bat budc dé chudn bi dit liéu cho mé hinh hoc may:

Lam sach dir liéu: X 1y cac gia tri bi thiéu (NaN) hodc khong hop 1¢.

Ma héa dir liéu: Chuyén ddi cac nhin phan loai dang chudi (nhu 'Yes'/No')
sang dang s nhi phan (1/0).

Chuin héa dir liéu: Str dung phuong phap StandardScaler dé dua cac dic
trung s6 vé ciing mot phan phdi chuan, gitp giam su chénh léch 16n vé thang
do giita cac dic trung (vi du giita kich thudc file va sd trang).

Cén bang dir liéu: Pam bao ty 18 hop 1y giita 16p an toan va ma doc dé mo

hinh khong bi thién 1¢éch.

3. Huén luyén mé hinh Random Forest

Sau khi hoan tat tién xir 1y, tap dit liéu duoc st dung dé huan luyén mo hinh

Random Forest. Thuit toan ndy xdy dung mot tdp hop (ensemble) gdm nhiéu cay

quyét dinh. Két qua phan loai cudi cung duoc xac dinh thong qua co ché bo phiéu

da sO gitta cac cdy. Cach tiép can nay giup giam thiéu hién twong qua khop

(overfitting), dong thoi ting d6 chinh xac khi xur 1y dir liéu dic trung cdu truc da
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chiéu. Pdng thoi, ki thuat Grid Search dugc 4p dung dé tim ra b siéu tham sb tdi
uu (sé luong cay, do sau tdi da) cho mé hinh.
4. Panh gia moé hinh

Pé danh gia hiéu qua ciia mo hinh hoc may trong bai toan phat hién ma doc
nhung trong file PDF, d& tai sir dung céc tiéu chi danh gia phd bién cho bai toan
phan loai nhi phan, bao gdm Accuracy, Precision, Recall va Fl-score. Cac chi sb
nay cho phép danh gia toan dién hiéu suit mo hinh trén ca hai khia canh: kha ning
phat hién dtng ma doc va kha ning han ché bao dong sai ddi voi cac file lanh tinh.
Céc tiéu chi duoc tinh toan dua trén ma tran nham 1an (Confusion Matrix), bao g6m
bdn thanh phan co ban: True Positive (TP), True Negative (TN), False Positive (FP)
va False Negative (FN).

P chinh xac tong thé (Accuracy): Ty 18 giita s6 mau duoc phan loai ding
s0 v6i tong sd mau.

TP+TN
TP+ TN+ FP+FN

Accuracy =

Trong do:

« TP (True Positive): S file mi doc duoc du doan dung.

« TN (True Negative): S¢ file lanh tinh dugc du doan dung.

« FP (False Positive): S file lanh tinh bi bdo nham 13 ma doc.

« FN (False Negative): S6 file ma doc bi bo sot (bao 1a lanh tinh).

DP§ chinh xic theo 16p (Precision): Do luong ty 1& cac mau duoc dy doan 1a

ma doc thuc sy 1a ma doc. Chi sb nay rat quan trong dé danh gia do tin cdy cua canh
béo. Precision dugc tinh theo cong thirc:

TP
TP+ FP

D) nhay (Recall): Thé hién kha ning phat hién ma doc ciia mo hinh, tranh

Precision =

b6 sot mdi nguy hiém.
TP

R -
ecall = 257N
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Fl-score: La trung binh diéu hoa giita Precision va Recall, gitip danh gia
hiéu qua téng thé khi dit liéu c6 su chénh 1éch hodc khi cin can bang giita viéc bat
dung va tranh bao nham.

Precision . Recall

F1— =2.
score Precision + Recall

Trong dé, Precision 1a ty 1é cac mau duoc mo hinh phan loai 1a dwong tinh
thuc su 1a duong tinh.

Bén canh céc chi sd dinh luong, dé tai su dung ma tran nham lan (Confusion
Matrix) va duong cong ROC/AUC dé danh gia truc quan kha ning phan biét giira
hai 16p dit li€u tai cac nguong khac nhau.

Ngoai ra, md hinh Random Forest cung cap thong tin vé mirc d6 quan trong
cta dic trung (Feature Importance). Chi sd nay giup xac dinh cac dic trung ciu
trdc nao (vi du: su hién dién ctia JavaScript hay kich thudc file) dong vai tro quyét
dinh trong viéc phan loai, gitip giai thich két qua mot cach minh bach thay vi chi
dua ra dg doan "hgp den".

5. Ap dung mé hinh cho file PDF méi

DBdi voi mbi file PDF méi can kiém tra, hé théng thue hién quy trinh trich
xuét va chuan héa dic trung tinh twong tu nhu giai doan huén luyén nhim dam bao
tinh nhat quan cua dir liéu dau vao. Cac dic trung cau trac sau khi xir Iy duoc dua
vao mé hinh Random Forest d& huan luyén. Két qua du doan s& phan loai file thudc
16p "Ma doc" hodc "An toan".

Dua trén két qua nay, h¢ théng 6 thé dua ra canh béo hodc thuc hién cach ly
file. Quy trinh nay phan anh céach thirc mé hinh dugc ap dung trong thuc nghiém &
Chuong 3 ciing nhu trong céac kich ban trién khai thuc té.

2.4. Két luan chwong 2

Chuong 2 di trinh bay diy du co sé phuong phap luin cho bai toan phat hién

mi doc nhung trong file PDF. Noi dung chwong tap trung lam rd hudng tiép

can Phan tich tinh (Static Analysis), mé hinh tong thé, phuong phap trich xuat dic
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trung tur cdu trac file, cing nhu 1y do lwa chon bd dir liéu CIC-Evasive-
PDFMal2022 va thuat toan Random Forest.

Quy trinh huin luyén va danh gia ciing duoc mé ta hé thong thong qua céac
tiéu chi Accuracy, Precision, Recall va F1-score. Nhiing ndi dung nay dam bao tinh
nhat quan giita Iy thuyét va thuc nghiém, tao co sd viing chic dé phan tich két qua
mot cach khach quan.

Trén nén tang phuong phap luan nay, Chuong 3 sé& tién hanh thuc nghiém chi
tiét, danh gida hi¢u sudt cua md hinh trén tap dir li¢u thuc té CIC-Evasive-
PDFMal2022, ddng thoi so sanh vé6i cac thuat toan khac dé kiém ching tinh hiéu

qua cua giai phap dé xuat.
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CHUONG 3 - THU NGHIEM VA PANH GIA
Gioi thigu: Chuong nay trinh bay qua trinh thuc nghiém danh gia hiéu qua
cuia mo hinh Random Forest trong bai todn phat hién ma doc nhung trong file PDF.
Néi dung bao gom thiét ldp méi truong, mé ta quy trinh trich xudt ddc trung tinh
trén b dir liéu CIC-Evasive-PDFMal2022, hudn luyén mé hinh, va so sanh két qud
VOi cdc thudt toan khac (SVM, KNN, Decision Tree).
3.1. Thiét Iap méi trudng thuc nghiém
3.1.1. Céng cu va framework hé tro
Qua trinh thir nghiém mo hinh phat hién ma doc nhung trong file PDF su
dung cac cong cuy va framework sau:
Moi trudong thue thi:
« Hé diéu hanh: Windows 10.
o BOo xtr ly: Intel Core 17, RAM: 16GB.
Ngon ngir 1ap trinh: Python 3.10
Thuw vién sir dung:
« pandas: HJ tro thao tic va phan tich dir liéu dang bang véi cac cdu trac dir
liéu linh hoat va dé st dung.
« numpy: Cung cip cac cong cu dé lam viéc véi mang va ma tran sd mot cach
hiéu qua.
« scikit-learn: Hd trg xay dung mo hinh Random Forest va t6i wu hoa tham s6
bang GridSearchCV.
« StandardScaler: Chuan hoa dir liéu.
Cong cu luu trir:
« pickle: Luu trit m6 hinh d3 huén luyén va scaler.
Moi trudng phat trién tich hop (IDE): Visual Studio Code
3.2.  Quy trinh huin luyén
3.2.1. Chudn bj dé liéu hudn luyén
Tap dit liéu ban dau gom 10,023 mau dugc tai tir kho dit liéu. Sau budc tién

xtr 1y va loai bé 220 mau trung lip, di liéu sach con lai 9,803 mau, trong dé gdm:



30

e 5,369 mau ma doc (Malicious),
« 4,434 mau lanh tinh (Benign).
Ty 16 phan b giita hai 16p twong d6i can bang, giup han ché hién twong mat
can bang dir liéu va dam bao két qua danh gia moé hinh khach quan.

Bing 3.1. Thong ké phan bd tap dir li¢u nghién ciru (sau 1am sach)

Nhin dir liéu S6 lwong miu Ty 18 (%)
Ma doc 5,369 54.79
Lanh tinh 4,434 45.21
Tong 9,803 100

3.2.2. Tién xa Iy va chudn hoa di ligu

Dit liéu tho tir bd CIC-Evasive-PDFMal2022 dugc biéu dién dudi dang cac
dic trung tinh trich xuét tir cdu trac va ndi dung cua file PDF. Trong ban dir liéu
CSV dugc sir dung cho thyc nghiém, tap dit liéu bao gom 33 dic trung dau vao.
Budc tién xir Iy dong vai trd quan trong nham chuyén doi dir liéu vé dinh dang phu
hop cho thuat toan Random Forest.

Trude hét, dir liéu duge 1am sach béng cach kiém tra va xur 1y cac gia tri bi
thiéu (NaN). Trong tap dit liéu nay, cac gia tri thiéu duoc thay thé bang 0 nham dam
bdo tinh lién tyuc cua tinh toan. Ngoai ra, cac cdt dinh danh khong mang y nghia
phan loai nhu tén file (FileName) hodc mi bam (SHA256) duoc loai bo dé tranh
hién twong mo hinh hoc vet.

Tiép theo, budc ma hoa dit liu duoc thue hién d6i véi cac bién phan loai. Cu
thé, cot nhan Class duge méa hoa bang phuong phap Label Encoding, trong d6 nhan
“Benign” dugc chuyén thanh 0 va nhan “Malicious” dugc chuyén thanh 1, phi hop
v61 bai toan phan loai nhi phan.

Do céc dac trung trong bd dir liéu c6 su chénh léch 16n vé thang do (vi dy,
dic trung PdfSize co thé dat t6i hang triéu byte trong khi dic trung Pages chi 14 cac
s6 nguyén nho), dé tai ap dung phuong phap chuan hoa StandardScaler nham dua
cac dic trung vé cing mot thang do voi trung binh bang 0 va do 1éch chuan bang 1,

theo cong thuec:
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Trong d6 x 1a gia tri ban dau cua dic trung, p 13 gid trj trung binh va o 1a 46
léch chuén cua dic trung twong tmg. QU4 trinh chudn hoa nay giup giam anh huong
cua su chénh Iéch don vi do gitra cac dic trung, déng thoi cai thién hi€u qua huén
luyén va kha ning téng quat héa cia moé hinh Random Forest.

Sau qu4 trinh tién xi 1y, dir liéu sach gdm 9,803 mau duoc chia thanh ba tap
doc 1ap theo phuong phap 14y miu phan ting (Stratified Sampling) nhim dam bao
ty 1€ nhan gitra hai 16p dugc gilr nguyén:

« Tap huan luyén (Training set): 70% (6,862 mau),
« Tap kiém tra (Validation set): 15% (1,470 mau),
« Tap danh gia (Test set): 15% (1,471 mau).

Phan tich phan bd dit liéu cho thay su khac biét rd rét giita hai 16p lanh tinh
va ma doc. Cu thé, dic trung JS (JavaScript) xuét hién véi tan suét cao trong cac
mau ma doc, trong khi gan nhu bang 0 & cdc mau lanh tinh. Pong thoi, cac file ma
doc thuong c6 kich thudc nhé hon do chu yéu chtra ma khai thac hoac shellcode,
khac biét so v&i su phan bd da dang cua file lanh tinh.

Viéc chuin héa va phan chia dit liéu ndy gitip dam bao qué trinh huén luyén
va danh gia moé hinh duoc thuc hién mot cach 6n dinh, khach quan va co6 do tin cay
Ccao.

3.2.3. Hudn luyén mé hinh Random Forest

Sau khi dit liéu dugc tién xtr 1y, chudn hoa va chia thanh tdp huan luyén va
tap kiém tra, thut toan Random Forest dugc sir dung dé huin luyén mo6 hinh phan
loai céc file PDF thanh hai 16p: ma doc va lanh tinh. Random Forest dugc lya chon
nho kha nang xt 1y hiéu qua dir liéu nhiéu dic trung va han ché hién tuong qua
khép.

Buéc 1: Khéi tao mé hinh va thiét 1ap GridSearchCV

Mo hinh duoc xay dung dua trén 16p RandomForestClassifier ciia thu vién

scikit-learn. Dé t6i wu hiéu suat du doan, nghién ctru 4p dung k¥ thuat Grid Search

nham déanh giad cac t6 hop siéu tham s6 khac nhau ciia md hinh. Cac siéu tham s6
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duogc xem xét bao gom s6 lugng cay quyét dinh, do sau toéi da cua cay, s6 mau toi
thiéu d¢ chia mgt ntit va so mau toi thiéu tai nut 14, nhu trinh bay trong bang 3.2.

Bing 3.2. Cdc siéu tham sé thir nghi¢m trong Grid Search

Siéu tham s6 Gia tri thir nghiém M5 ta
n_estimators 100, 200 S6 lugng cdy quyét dinh trong rimg.
max_depth 10, 15, 20 Do sau tdi da ciia mdi cay.
min_samples_split 2,5 S6 mau toi thiéu dé chia mot node.
min_samples_leaf 1,2 S6 lwong mau tdi thiéu tai mot node 14.

Quaé trinh tim kiém siéu tham sd duoc thuc hién thong qua GridSearchCV
v6i phuong thirc kiém chéo 5-fold Cross-Validation (CV = 5). Chi s6 Accuracy
dugc su dung lam tiéu chi danh gia dé lya chon bo tham sd toi uwu.

Buéc 2: Huan luyén mé hinh véi tip huin luyén

Viéc huan luyén mé hinh duoc thuc hién bang cach goi phuong thirc
fit(X_train, y_train). GridSearchCV s& tu dong huan luyén va danh gia nhiéu mo
hinh tuong tng vai céac to hop tham s6 khac nhau, sau d6 lya chon mé hinh c6 hiéu
sudt t6t nhat. Mo hinh tdi wu thu duoc théng qua thudc tinh best_estimator , cling
v6i bo siéu tham sb twong tmg.

Két qua bd tham s6 ti wu thu duge trong thyc nghiém nhu sau:
Best Parameters: {

"n_estimators": 200,

"max_depth": 15,

"min_samples_split": 2,

"min_samples_leaf": 1

Viéc lya chon max_depth = 15 cho phép moé hinh hoc dugc cic mau dic
trung phuc tap cia hanh vi ma doc hi¢n dai, chéng han nhu cac k¥ thuat lam r6i ma

JavaScript trong file PDF. Pong thoi, sd lugng cdy n_estimators = 200 gitip giam
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phuong sai cia mé hinh, qua d6 han ché hién trong qua khép mic du do sdu cua
cay twong ddi 16n.
Budc 3: Luwu m6 hinh va dir li€u

Két qua huan luyén duoc dong goi va luu trit dé phuc vu cho giai doan kiém
thir va trién khai thue té. Cac thanh phan duoc luu bao gom:

Cac tap dir liéu dac trung (features):

« X_train.csv: Chira dit liéu dic trung cua tap huan luyén, di qua céc
bude tién xtr Iy nhu 1lam sach, ma héa va chuén hoa.

o X val.csv: Chtra dit li€u déc trung cua tap kiém tra.

o X test.csv: Chua dir li€u dac trung cua tap danh gia.

Cac tap dir liéu nhan (labels):

e y_train.csv: Chira nhan tuong ting véi tdp huan luyén.

« y_val.csv: Chita nhan tuong Gmg véi tap kiém tra.

o y test.csv: Chlra nhan tuong tng v6i tap danh gia.

Bo chuan hoa (Scaler): scaler.pkl: Chira d6i tugng StandardScaler da duoc
huén luyén trén tap huin luyén. D4i tugng nay s& duoc sir dung dé chuan hoa dir
liéu mai trude khi dua vao mo hinh.

Mo hinh Random Forest: random_forest_model.pkl: Tép chira m6 hinh
Random Forest da dugc huan luyén hoan chinh, san sang cho giai doan du doan va
trién khai thyc té

Toan bd cac tép tin nay dugc quan ly tap trung trong thu muc data/processed.
Viéce luu trir day du nay giup hé thdng c6 thé hoat dong doc 1ap ma khong can thuc
hién lai quy trinh huén luyén tir dau, dong thoi dam bao tinh nhat quan tuyét ddi
gitra giai doan huan luyén va giai doan van hanh thuc té.

3.3. Danh gia mo hinh
3.3.1. Panh gia higu sudt mo hinh

Sau khi hoan thanh giai doan hun luyén, budc tiép theo 1a danh gia hiéu suat

cia md hinh nham kiém tra kha ning duy doan va murc d6 tong quat hoa trén cac tap

dir liéu chua timg xuat hién trong qua trinh huin luyén. Trong d& an ndy, mo hinh
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Random Forest dugc danh gia trén hai tap dir liéu doc lap, bao gé)m tap kiém tra
(validation set) va tap danh gia (test set). Viéc si dung hai tap dir li¢u riéng biét
gitip danh gia khach quan d6 6n dinh ciing nhu kha ning 4p dung mé hinh trong
moi trudng thyc té.

Két qua trén tap kiém tra (Validation Set)

Tap kiém tra gdm 1,470 mau, duoc sit dung dé danh gia hiéu suit mo hinh
trong giai doan lga chon tham sb6 va diéu chinh m6 hinh. Két qua thyc nghiém cho
théy moO hinh dat dg chinh xac 99.05%, phan anh hi¢u suit phan loai cao va 6n dinh.
Két qua chi tiét dugc trinh bay trong Bang 3.4:

Bang 3.3. Két qua thir nghiém trén tap kiém tra

Lép dir liéu Precision Recall F1-Score
0 - Lanh tinh 0.9924 0.9865 0.9894
1-Ma doc 0.9889 0.9938 0.9913
Trung binh (Avg) 0.9905 0.9905 0.9905

Két qua cho thdy md hinh duy tri sy can bang tét gitra Precision va Recall
d6i vé6i ca hai 16p. Dic biét, Recall cua Iop Ma doc dat 99.38%, cho thay md hinh
c6 kha nang phat hién phan Ion cac mau ma doc trong tap kiém tra, dong thoi van
giit ty & canh bao sai & muc thap.

Két qud trén tap danh gid (Test Set)

Tap danh gia gdm 1,471 mau hoan toan méi, khong tham gia vao bat ky giai
doan huan luyén hay téi wu tham s6 nao. Két qua danh gia cho thdy mé hinh dat do
chinh xac 99.39%, phan anh kha ning tong quat héa tét. Két qua danh gia duoc
trinh bay trong bang 3.5:

Bang 3.4. Két qua thir nghiém trén tip danh gia

Lop dir li€u Precision Recall F1-Score
0 - Lanh tinh 0.9940 0.9925 0.9932
1-Ma doc 0.9938 0.9950 0.9944
Trung binh (Avg) 0.9939 0.9939 0.9939
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Két qua thuc nghiém cho théy mé hinh Random Forest dat hiéu sut cao va
6n dinh trén ca tap kiém tra va tap danh gia. PO chinh x4ac toan cuc trén tdp danh gia
dat 99.39%, tuong dwong va cao hon nhe so voi tip kiém tra, cho thdy mé hinh c6

kha ning tong quat hoa tot va khong xuat hién hién twong qua khép.

Déi véi 16p mi doc, chi sb Recall dat 99.50%, phan anh kha ning phat hién
hiéu qua cac miu tin cong va giam thiéu nguy co bo sot ma doc trong qud trinh van
hanh. Bén canh dé, chi sb Precision dat 99.38%, cho thay ty 1¢ canh bao sai ddi véi
cac file PDF lanh tinh duoc duy tri & mic thap, gop phan nang cao do tin cay ciia hé
théng.

Tong hop cac chi sd danh gia cho thdy mé hinh Random Forest khong chi
dat d6 chinh x4c cao ma con can bang tbt gitta kha ning phat hién ma doc va han
ché bao dong gia, phu hop dé ap dung trong cac hé théng phat hién ma doc PDF
trong thuc té.

3.3.2. Truc quan hoa két qud

Pé hiéu rd hon vé hiéu suat va hanh vi cia mo hinh Random Forest trong
qua trinh phan loai, cac két qua duoc tryc quan hoa thong qua ma tran nham 1an
(Confusion Matrix), biéu d0 va biéu do thé hién muic do quan trong cua cac dac
trung (Feature Importance).

Ma tran nham 13n trong Hinh 3.1 cho thiy s6 lugng mau bi phan loai sai
thép. bPuong chéo chinh thé hién su théng tri tuyét ddi cua cac dy doan dang (True

Positive/True Negative), khang dinh d6 chinh xac cao cia mé hinh.
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Hinh 3. 2. Pwong cong ROC va AUC trém tap danh gia.




Hinh 3.2 cho thdy Pudng cong ROC tiém cén sat goc trén bén trai voi gia

tri AUC = 1.0 (0.99). Piéu nay cho thiy mo hinh c6 kha ning phan biét gan nhu

hoan hao giita file ma doc va file lanh tinh, bat ké ngudng quyét dinh duogc thiét 1ap

nhu thé nao.

Bén canh d6, biéu do mirc 46 quan trong cua dic trung trong Hinh 3.3 cho

thiy Céc dic trung nhu PdfSize (Kich thudc file) va JS (JavaScript) chiém vi tri cao

nhat. Diéu nay hoan toan phu hop véi co ché tin cong cia ma doc PDF hién dai:

chung thudng nhung cac doan ma kich ban (Script) doc hai va co kich thude file bat

thuong so voi van ban thong thuong. Khac véi cac phuong phéap cli dya vao phan

tich bd nhé (Volatility), phuong phap nay tip trung vao cdu tric ndi tai cua file,

gitp phat hién sém ma doc trude khi no kip thuc thi.

Top 20 dac trung quan trong nhat
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Javascript
Endobj
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Endstream
PdfSize
XrefLength
Stream
1S
Images
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PageNo
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Pages
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Trailer
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Hinh 3.3. Top 20 diic trung quan trong nhit theo mé hinh Random Forest.

3.3.3. So sanh két qud gi@#a cac md hinh

Dé danh gia hidu qua ciia thuat toan Random Forest trong bai toan phat hién

mi doc nhung trong file PDF, dé tai tién hanh so sanh hiéu suat ciia mé hinh nay

T
0.14
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v6i mot sb mo hinh hoc may phd bién khac, bao gébm Decision Tree, Support
Vector Machine (SVM) va K-Nearest Neighbors (KNN). Cac mé hinh dugc huin
luyén va kiém thir trén cing mét tap dir liéu di duoc xir Iy va phan chia tuong tu dé
dam bao tinh cong bang trong so sanh. Két qua so sanh dugc néu trong bang 3.5.

Bang 3.5. So sanh hi¢u suit giira cic md hinh

M©& hinh Accuracy | Precision Recall F1-score
Random Forest (Dé xuat) | 0.9912 0.9913 0.9926 0.9919
Decision Tree 0.9864 0.9925 0.9826 0.9875
KNN (k=5) 0.9816 0.9839 0.9826 0.9832
SVM (RBF) 0.9674 0.9859 0.9541 0.9697

Két qua trong bang 3.5 cho thdy mé hinh Random Forest (d¢ xuat) dat hiéu

sudt cao nhit trén tat ca cac chi sé danh gia. Cu thé, mo hinh dat Accuracy =
99.39%, Precision = 99.38%, Recall = 99.50% va F1-score = 99.44%, vuot troi so
vOi cdc mo hinh con lai. Pic biét, chi s6 Recall cao chtirng t6 mo hinh phat hi¢n
dugc gan nhu toan bo cac mau ma doc trong tap dir lidu, bao gdm ca nhitng mau st
dung k¥ thuat che giau tinh vi, qua d6 giam thiéu nguy co bo s6t mdi de doa.
Thuat toan Decision Tree dat d6 chinh xac 98.64%, thip hon Random Forest. Do
chi sir dung mot cdy quyét dinh, mo hinh nay dé bi anh hudng boi nhidu trong dir
liu huin luyén, dan dén kha ning tong quat hoa kém hon khi gip cac bién thé ma
doc moi.

Dbi voi K-Nearest Neighbors (KNN) véi k = 5, mé hinh dat do chinh xéac
98.16%. Mic du két qua kha tot, nhung chi phi tinh toan cao trong giai doan du
doan khién KNN khong phut hop cho cac hé thong yéu cau phan hdi nhanh hodc xir
1y dir liéu 16n.

Thuat toan Support Vector Machine (SVM) st dung nhan RBF cho két qua
thap nhat véi Accuracy = 96.74% va Recall = 95.41%, ddong nghia vi viéc bo sot
gan 5% mau ma doc trong tap danh gia, day la ty 1¢ khong chip nhan dugc trong

cac h¢ thong an ninh mang.
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Tir cac két qua trén, c6 thé khing dinh rang Random Forest 12 mé hinh phu
hop nhét cho bai toan phat hién ma doc nhiung trong file PDF, nho kha nang dat do
chinh xé4c cao, duy tri Recall vuot troi va dam bao tinh 6n dinh khi 4p dung trong
thuc té.

3.3.4. Pdnh gid tic dgng cia tham sé hudn luyén

Bén canh viéc so sanh gitra cac thuét toan, nghién ctru cling di sau phan tich
doé nhay cia m6 hinh Random Forest dbi voi cac siéu tham s ciu hinh nham tim ra
bo tham s6 tdi wu nhét. Qua trinh thyc nghiém duogc tién hanh trén 48 kich ban khac
nhau thong qua viéc thay d6i hai tham s6 chinh 14 sé lwong cdy (n_estimators) va do
sdu t6i da cua cdy (max_depth). Mot s kich ban tiéu biéu tir két qua dugc ghi nhan
nhu bang 3.6:

Bang 3. 6. Két qua phan tich nhay ciia tham s6

Kich ban | So lwong Ciy (n_est) | Po sau (Depth) | Accuracy | F1-Score
1 50 2 0.9231 0.9324
2 100 2 0.9245 0.9338
3 50 5 0.9769 0.9789
4 50 10 0.9898 0.9907
5 200 10 0.9905 0.9913
6 200 15 0.9939 0.9944

Két qua phan tich cho thay do siu cua cay (max_depth) 1a yéu t6 co tac dong
manh m& nhit d&én hiéu ning cta mo hinh. Khi gidi han do siu & muc thip
(max_depth = 2), m6 hinh xay ra hién tugng hoc kém (underfitting) vdi do chinh
xéac chi dat khoang 92.31%. Nguyén nhén 13 do ciy qua nong khong thé nim bat
dugc cac mdi quan hé phurc tap giita cac dic trung nhu su hién dién cta JavaScript
hay cdu tric bat thuong cua file PDF. Khi do siu duoc ting 1én mirc 5, kha ning
phan loai dugc cai thién rd rét, déy do chinh x4c Ién mtrc 97.69%. Hi¢u nang cta
mo hinh tiép tuc tang va dat trang théi bao hoa khi d¢ sau dat muac 10 dén 15, voi do

chinh x&c tiém cin 99.4%. Diéu nay ching to d6 sau 15 1a ngudng phu hop dé mo
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hinh hoc dugc diy du cac dic trung can thiét ma khong gay lang phi tai nguyén tinh
toan.

Yéu t6 thtr hai duoc xem xét 1a s6 luong cdy trong rirg (n_estimators). Thuc
nghiém cho thay viéc ting s luong cdy tir 50 1én 200 mang lai sy cai thién vé do on
dinh cia mo hinh. Cu thé, tai cung mot do sau, cAu hinh st dung 200 cay ludén cho
két qua F1-Score cao hon va 6n dinh hon so v6i cAu hinh 50 cdy. Mic du mirc ting
vé d6 chinh xac tuyét d6i 1a khong 16n (tir 0.9907 1én 0.9944), nhung viéc st dung
s6 lwong cdy 16n gitip giam phuong sai cia mé hinh, dam bao két qua du doan nhat
quan hon khi 4p dung trén céc tap di liéu khac nhau trong thyc té.

Duya trén nhitng phan tich dinh lugng nay, nghién ciru da quyét dinh lya chon
cAu hinh tham s6 t6i wu 1a max_depth = 15 va n_estimators = 200. B tham s nay
dam bao mo hinh hoat dong ¢ vung hiéu niang cao nhat, dong thoi duy tri duoc su
6n dinh can thiét cho mot hé théng phat hién ma doc tin cay.

Bién thién F1-score theo ciu triic mé hinh (Depth & Estimators)

1.00
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D6 sau téi da clia cay (max_depth)
Hinh 3.4. Biéu d6 so sanh F1-score theo tham s6 huin luyén.
Quan sat biéu d6 Hinh 3.5, ta thay hiéu ning ctia md hinh ting manh khi do
sau cay tang tir 2 1én 10 va bat dau bao hoa tai do sau 15. Cu thé, duodng biéu dién di
vao ving hiéu nang t6i wu (F1 > 0.99) va 6n dinh ngang bang, cho thiy viéc ting

thém do phuc tap 1a khong can thiét. Bén canh d6, cAu hinh véi 200 cay (duong
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mau xanh) luén duy tri két qua cao nhit va 6n dinh hon so véi cac cdu hinh it cay
hon. Do d6, tham sé max_depth=15 va n_estimators=200 dugc lya chon lam cau
hinh chinh thirc cho md hinh.

3.4. Kaét luan chwong 3

Chuong 3 d3 trinh bay chi tiét quy trinh huin luyén va danh gia mé hinh
Random Forest cho bai todn phat hién ma doc PDF dya trén phuong phap phan tich
tinh. Téap dir liéu CIC-Evasive-PDFMal2022 dugc tién xir 1y, lam sach va chuin hoa
nhim dam bao tinh nhat quan va do tin cdy cua két qua thuc nghiém. Qua trinh
huin luyén duoc tdi wu béng k¥ thuat GridSearchCV dé lya chon b siéu tham sb
phu hop véi dac thu dir li¢u.

Két qua thuc nghiém cho théy md hinh dat hiéu suét rat cao véi Accuracy =
99.39% va Recall = 99.50%. Khi so sanh v&i cac mé hinh hoc may khac nhu
Decision Tree, SVM va KNN, Random Forest thé hién wu thé rd rét vé do chinh
xéac, 6 6n dinh va kha nang téng quat hoa trén tap dir liéu kiém thtr doc lap.

Ngoai ra, phan tich mirc do quan trong ciia dic trung cho thiy cac yéu té nhu
kich thude té€p (PdfSize), $6 lugng trang (Pages) va sy hién di¢n cua ma kich ban
(JavaScript) c¢6 anh hudng 16n dén qua trinh phan loai. Nhiing két qua nay 1a co s
dé trién khai hé théng thr nghiém va danh gia kha nang ng dung thyc té trong

chuong tiép theo.
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l1l. KET LUAN
1.  Céc két qua dat dwoc cia dé an

Pé an da nghién ctru va xay dung thanh cong mot giai phap phat hién ma doc
trong tép tin PDF duya trén phuong phap phan tich tinh két hop véi thuat toan hoc
may Random Forest.

V& mat thuat toan, md hinh Random Forest dugc xay dung va t6i wu hoa dat
d6 chinh xac 99.39% trén bo dir liéu chuan CIC-Evasive-PDFMal2022. Pic biét,
mo hinh dat d6 nhay (Recall) 99.50%, cho thay kha ning phat hién gan nhu day du
cac mau ma doc va giam thiéu toi da nguy co bo sot, dap ung yéu cau khat khe cua
cac hé thong an toan thong tin. Pong thoi, nghién ciru cling chimg minh vu thé cua
phan tich tinh vé téc d6 xtr 1y, cho phép phat hién ma doc gan nhu tirc thoi so véi
cac phuong phap phan tich dong truyén thong.

Vé quy trinh xir 1y dir lidu, dé 4n di xay dung day du mot pipeline tién xtr 1y
tu dong, bao gdm cac budc lam sach dit lidu, xur 1y gia tri thiéu, ma hoa nhan va
chuan hoa dic trung. Thong qua qua trinh ndy, nghién ctru da xac dinh dugc cac dic
trung quan trong nhat nhu kich thudc tép (PdfSize), sy xuat hién ciia JavaScript, va
thong tin metadata, qua d6 t6i wu hoa hiéu qua trich xuit dic trung cho cac hé thong
trien khai thuc té.

Ngoai ra, mo hinh va cic thanh phan xir Iy (artifacts) da duoc dong goi va
luu trit theo cau tric thong nhét, sin sang tich hop vao cac ung dung thyc té nhu
Email Gateway, hé thong loc tép ddc hai hodc cac dich vu quét tép trén nén tang
web.

2. Nhan xét, dé xuat, khuyén nghi

Viéc ap dung Phan tich tinh két hop véi Random Forest 1a mot huéng di
ding dén, mang lai sy can béng gitta hi€u nang nhan di¢n va tde do xir ly.

Uu diém: Toc dod cuc nhanh do khong can chay sandbox, dd chinh xac cao
trén cac tap dir liéu da biét, kha nang giai thich tot biét dugc vi sao file bi coi la doc

hai.
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Han ché: Do dua vao dic trung tinh, mé hinh cé thé gap kho khan voi céac
bién thé ma doc méi str dung cac ki thuat 1am rdi (obfuscation) chwa timg xuét hién
trong tap huin luyén, hodc cac ma doc chi boc 16 hanh vi doc hai khi théa man diéu
kién thoi gian thuc thi (logic bomb).

3. Huwdéng phat trién

Trén co s& cac két qua da dat duoc, dé an dé xuit mot sb hudng phat trién
tiép theo nham hoan thién va nang cao ning lyc cta hé thong.

Thi nhat, can tiép tuc mé rong va 1am giau dir liéu huan luyén bang cach thu
thap va gan nhan cic mau mi doc mai tir cac ngudn chia sé mdi de doa (Threat
Intelligence). Viéc cap nhat lién tuc dir liéu s€ giup mo hinh duy tri duwgc kha nang
nhan dién chinh x4c trudce cac cude tAn cong ngay cang tinh vi.

Thir hai, hudng t6i tiép can phuong phéap lai (Hybrid Analysis), két hop mo
hinh phan tich tinh hién tai vé1 mdt module phan tich dong (Sandbox) hang nhe.
Theo d6, nhing mau tin ma moé hinh Random Forest ¢6 d6 tin cdy du doan thap s&
dugc chuyén sang moi truong Sandbox dé quan sat hanh vi thyc té, gitp ting cudng
kha nang phat hién cac ma doc zero-day.

Thir ba, nghién ctu tich hop cac ky thuat Hoc sau (Deep Learning) nhu
mang no-ron tich chap (CNN) hodac mang no-ron tai phat (LSTM). Cac m6 hinh nay
c6 thé hoat dong truc tiép trén chudi byte hoic cAu tric cay cua file PDF dé tu dong
trich xudt cac dic trung tiém an phtrc tap ma phuwong phép trich xuét thu cong c6 thé
bd sot.

Cudi cung, huéng dén viéc xay dung tng dung thuc té hoan chinh dudi dang
giao dién Web hodc API, cho phép ngudi ding cubdi va cac hé thdng khac c6 thé d&
dang tai tép tin 1én dé kiém tra nhanh, qua d6 dwa két qua nghién ctru tir phong thi
nghiém vao tng dung thuc tién, dong gop truc tiép vao viéc bao vé an toan thong

tin cho cong dong.
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