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LOI CAM ON
Loi dau tién em xin dugc giri 101 cam on chan thanh, sau sic dén cac quy Thay,
C6 gio tai Hoc vién Buu Chinh Vién Thong d tan tinh chi day va quan tim em trong

sudt qua trinh hoc tdp va rén luyén tai truong.

Con xin giri tit ca 10ng biét on chan thanh va sy kinh trong cua con dén b,
me, Ong, ba va gia dinh. P6 1a nhitng ngudi da sinh thanh, dudng duc con dé bay gid

con co6 thé tu tin di trén d6i chan cua minh cho dén ngay hom nay.

Em tran trong biét on TS. Piang Minh Tuén va PGS.TS Tran Quang Anh di
tan tinh hudng dan, chi bao, gop y cho em trong sudt qua trinh thye hién dé an. Trong
thoi gian vira qua Thay 14 nguoi dinh hudng va gitp d& em vuot qua nhimg kho khin

trd ngai trong qua trinh nay.

Xin chan thanh cam on dén ngudi thwong yéu, nhitng ngudi ban di ludn & bén,
dong vién, chia sé nhitng lac kho khan trong qua trinh lam luan van. D6 1a nhitng 101

dong vién, chia sé ma ban than mai mai s€ ghi nho.

Xin chan thanh cam on!
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PHAN MO DAU

Chir ky sb dong vai tro then chét trong viéc dam bao an toan thong tin va gia
tri phap 1y cho céac giao dich dién tir, tir ky két hop dong, héa don dién ttr, phé duyét
b4o cdo ndi bd cho dén cac tmg dung trong hé théng phan tan va cong nghé
blockchain. Trong nhiéu thap ky qua, cic thuat toan mat ma khoa cong khai nhu RSA
va ECDSA di dugc str dung rong rii va tr thanh nén tang cho hau hét cac hé thong
chit ky s hién nay. Tuy nhién, sy phat trién nhanh chong ctia may tinh luong tir, cung
véi su ra doi cua thuét toan Shor, da dat ra moi de doa nghiém trong ddi véi cac hé
mat ma truyén thong, khi chting c¢6 thé bi pha v trong thoi gian da thire trén may tinh

luong tir, 1am suy giam dang ké mirc 6 an toan cta chit ky s6 hién hanh.[1], [2]

Trude bdi canh d6, mat ma hau luong tir (Post-Quantum Cryptography —
PQC)[3] d3 tr& thanh mot hudng nghién ctru quan trong nhim xay dung céac thut
toan mat ma c6 kha ning chdng lai ca cac cudc tan cong tir may tinh ¢ dién va may
tinh luong tr. Khac voi RSA va ECDSA von dya trén cac bai toan toan hoc dé bi giai
boi thuat toan lugng tir Shor, cac thuat todn hau luong tir duge xay dung dua trén
nhirng bai toan dugc cho 1a khé giai ngay ca dbi véi may tinh lwong ti, tiéu biéu nhu
bai toan mang (lattice-based), bai toan ma hoda (code-based) va bai toan dya trén ham
bam (hash-based). Trong s6 d6, CRYSTALS-Dilithium 1a mot thuét toan chit ky )
tiéu biéu thudc nhom lattice-based va da duoc Vién Tiéu chudn va Cong nghé Quéc
gia Hoa Ky (NIST) chinh thirc Iyra chon 1am tiéu chuan chir ky s hau luong tir. Viéc
chuin hoa ndy mé ra co hoi quan trong cho nghién ciru, danh gia va trién khai cac hé

thdng chir k¥ sb an toan trong ky nguyén hau lugng tir.

Song song vdi qua trinh chuan hoa chir ky hau lwong tir, nhu cau ky s6 da bén
— trong d6 nhiéu thyc thé cung tham gia ky va xac thuc mot tai liéu — ngay cang gia
tang trong cac linh vyc nhu quéan 1y van ban dién tir, hop dong s, tai chinh — ké toan
va céc hé thong phan tan nhu blockchain. M6 hinh ky da bén khong chi nang cao tinh
minh bach va do tin cdy, ma con gitp phan tan quyén kiém soat va giam thiéu rai ro

tir mot thye thé don 18. Tuy nhién, phan 16n cac nghién ctru hién nay vé chit ky s hau



lwong tir van cha yéu tip trung vao mo hinh ky don. Cac nghién ctru vé ky sb da bén
dwa trén CRYSTALS-Dilithium méi chi dimg lai & mirc dé xuét 1y thuyét hoac thir
nghiém gi6i han, va dic biét, nhiéu cong trinh chua c6ng b ma ngudn trién khai, gy

kho khan cho viéc kiém chimg, danh gia doc 1ap va ing dung thyc tién.

Xuét phat tir khoang tréng nghién ctru néu trén, dé tai “Nghién ctru va danh
gid cac md hinh ky s6 da bén hau luong tir trén nén CRYSTALS-Dilithium” dugc
thuc hién nham tai hién va trién khai thu nghiém cac mo hinh ky s6 da bén dua trén
Dilithium, dong thoi tién hanh do dac va phén tich cac chi s6 hiéu ning quan trong
nhu thoi gian sinh khoa, kich thude khoa, thoi gian ky, thoi gian x4c minh, kich thudce
chit ky, dung lugng dit liéu trao d6i va kha niang mé rong theo sb lwong bén tham gia.
Két qua nghién ctru ky vong s& cung cip dir liéu thuc nghiém c6 gia tri, gop phan
danh gia tiém ning tmg dung va d& xut cac hudng cai tién k¥ thuit cho cac hé thong

chit ky s6 da bén hau luong tir trong tuong lai.



Chuong 1.CO SO LY THUYET VA TONG QUAN NGHIEN CUU

1.1.Khai quat vé chir ky s6
Dinh nghia

Chir ky s (Digital Signature) 1a mot co ché mat mi duoc st dung dé xac thuc
tinh toan ven va ngudn gdc cua dit liéu dién tir, ciing nhu cung cp kha niang chong

chdi bo (non-repudiation) [4].
Céc dic tinh co ban cua chit ky sé bao gdm:

— Tinh toan ven (Integrity): Pam bao rang dit liéu khong bi thay ddi sau khi duoc
ky. Bat ky su thay doi nao ddi voi tai lidu s& 1am cho chit ky khong hop 18 khi
xac minh [4].

— Tinh x4c thuc (Authenticity): Dam bao rang chit ky duogc tao ra boi ngudi sé
hiru khéa bi mat twong rng, qua dé xac dinh danh tinh cua nguoi ky [4].

— Tinh chéng chdi bé (Non-repudiation): Ngin chin ngudi ky phi nhin viéc
minh da ky tai liéu, vi chi c6 ho mai s& hitu khda bi mat dé tao ra chit ky do
[4].

1.1.1. Céu tric thudt todn ky sé
Mot so dd chit ky s6 duoc dinh nghia chinh thirc bo1 mét bd ba thuat toan xac
suat da thirc (PPT) hoat dong cung nhau [4]:

~

BUOC 2: KY BUOC 3: XAC THUC

Dau vao:

BUOC 1: TAO KHOA

Dau vao:
= Khéa bi mat (sk) g
* Thong diép (M - Message)

« Khéa cong khai (pk)
- Théng diép (M)
- Chir ky (o)

o = Sign(sk, M) Verify(pk, M, o)

! KeyGen()

Xuit ra:
+ Khéa bi mét (sk - Secret Key)
\ *Khéa cbng khai (pk - Public Key)

Hinh 1.1. Minh hoa cdu tric thudt todn ky s0

Budec 1. Sinh khoa



— Quy trinh: Thuat toan x4c suit nay nhan dau vao la tham sb an toan 1% (v6i A
la do dai khoa) va sinh ra mot cap khoa.
- Paura:
KeyGen(l’l) - (pk, sk)

+ Khoa cong khai pk duoc cong bd cong khai, cho moi bén can xac minh
sir dung dé xac nhan dang ngudi ky véi khoa bi mat twong tmg va xac
nhan thong diép khong bi sira doi.

+ Khoa bi mat sk dugc giit bi mat tuyét d6i boi nguoi ky, thanh phan duy
nhit c6 kha ning tao chit ky s6 hop 18 trén thong diép M.

Budc 2. Ky

— Quy trinh: Thuat todn (xac suat hodc xac dinh) nhan dau vao 1a khoa bi mat sk

va thong diép m € {0,1}".
— Daura: Chitky o
Sign(sk, M) - o
Budc 3. Xé4c minh

— Quy trinh: Thuét toan xac dinh nhan dau vao khoa cong khai pk, thong diép

m, va chit ky o.
— Dau ra: Mot bit {0,1} thé hién tinh hop 1¢ ctia chit ky.
Verify(pk, M, o) - 0,1

— Tinh dang dan: So d6 phai dam bao rang, v6i xac suat gan nhu 1, moi chit ky
hop 1€ duoc tao ra boi thuat toan Sign déu phai dugc thuat toan Verify chép
nhan (tra vé 1).



1.1.2. Ung dung trong Méi trwong Pién tiv
Tinh tng dung rong rdi cua chit ky s6 bat ngudn tir kha nang cung cap cac dam
bao vé an ninh phi vat 1y trong dwong hodc vuot troi so v6i chir ky tay truyén thng.
Trong mdi truong dién tir, chit ky sb 1a nén tang cho nhiéu linh vuc quan trong [3],

[4]:

— Giao dich tai chinh va ngan hang: Chit ky sb duoc sir dung dé xac thuc cac
1énh chuyén tién, phé duyét hop ddng vay vén hodc ty quyén giao dich, dam
bao rang chi chi tai khoan hop phap méi co quyén thuc hién cac thao tac nay.
Viéc 4p dung chir ky sb gop phan giam thiéu rai ro gian 1an va ting téc do xur
1y giao dich nho loai bé quy trinh gidy to thi cong[5], [6].

— An ninh mang va truyén thong: Cac ching chi s6 (nhu X.509) trong giao thirc
TLS/SSL duya véo chir ky s6 dé xac thuc may chii va thiét lap kénh truyén
thong an toan trén Internet, ddm bao tinh bi mat va toan ven cua dir li€u truyén
tai[5]. Chir ky sb ciing duoc tng dung dé xac minh tinh toan ven cia cic ban
cap nhat phan mém va mi ngudn (code signing), gitp ngan chin viéc phat tan
ma doc.

— Hé théng Blockchain va tién ma hoéa: Trong cic hé thong phan tan nhu
Blockchain, chir ky ) (vi du: ECDSA, hodc trong tuong lai 1a cac thuat toan
PQC) 14 co ché chi dao dé ching minh quyén so hitu tai san. Mdi giao dich
dugc ky bang khoa bi mat cua ngudi giri, cho phép mang luéi xac minh tinh
hop 1é ctia giao dich ma khong can bén trung gian[5].

— Chinh phu dién tir va thi tuc hanh chinh: Chit k¥ s6 cho phép ca nhan va doanh
nghiép thuc hién cac thu tuc hanh chinh nhu khai thué, dang ky kinh doanh
hodc ky cac hd so truc tuyén, ddng thoi dam bao gia tri phap 1y cia tai liéu

dién tir theo quy dinh cua phap luat[4]



1.2.H¢ thong héa cac md hinh ky s6 da bén

1.2.1. Cdc mé hinh ky sé da bén
1.2.1.1. Khai quat

Ky s6 da bén 1a mot 16p cac giao thire mat md mé rong tir chit ky sb truyén
thong, cho phép mot nhoém cac thyc thé tham gia (P, P,, ..., P,) ctng phdi hop dé tao
ra mét chit ky hop 1€ cho mot thong diép M.[17]

Khac véi mé hinh ky s don 1é noi toan bo khéa bi mat sk nam duéi sy kiém
soat ciia mot ¢4 nhan hodc mot may chi duy nhit, mé hinh ky sé da bén phan tan
quyén lyc ky. Trong mé hinh nay, khéa bi mat ¢ thé duoc chia nhé thanh cdc manh
hodc ton tai duéi dang cac khoa doc 1ap, dam bao rﬁng khong mdt thuc thé don 1é nao

c6 thé tu minh gia mao chit ky cua ca nhém.[10][16]

1.2.1.2. Céc dac tinh

— Chéng diém 13i don 1¢: Néu khoa bi mat ndm trén mot may chi va may chu
d6 bi tAn cong, toan bg h¢ théng sup do. Véi ky da bén, ké tAn cong phai xam
nhap dong thoi vao t may chil khac nhau (vé6i t 1a ngudng an toan) méi co
thé gia mao chir ky.

— Phan tan niém tin: Khong cn tin tuéng tuyét déi vao mot bén thir ba trung
gian (Trusted Third Party). Quyén luc duoc chia sé, phi hgp véi cac mo hinh
phi tap trung nhu Blockchain hay cac bo phiéu hoi nghi.

— Tinh riéng tu: Trong bién thé nhu ky ngudng, cau tric ndi bo ciia nhom ky
dugc gidu kin. Nguoi bén ngoai chi biét nhom di ky, nhung khong biét cu

thé cac thanh vién nao di tham gia vao phién ky do.



1.2.2. Ky Ngwong(Threshold Signatures — TS)

- Chu thich:
Bén phan phoi khéa

t: Ngudng téi thidu ky

l n: Téng s6 ngudi tham gia ky

pk: Public key (chung)

. sharei: manh khoa clia nguoi tham gia ky i
Tao n manh khoa o L B K
str dung Shamir Secret Sharing or: _Chu ky thanh phan ctia ngudi tham gia i
| hodc phurong phap twong duong va tao khéa | i '
cong khai tir cac manh (pk) o: Che¥ ky hoan chinh

M: Thong digp can ky

E 5 — : Ludng d liéu
v v v \2 |
Nguoi ky 1 Nguoi ky 2 Nguoi ky t Nguoi ky n |
(méanh) (manh:) (méanh;,) (manh,) |

v
Chir ky thanh phan o Ch ky thanh phén o: Chi ky thanh phén o,
= Sign(manh,, M) as = Sign(manh:, M) = Sign(manh,, M)

| B 1
"

Téng hop .
(Thu thap it nhét t chi ky thanh phén)

|

Chirky o
= Combine(o, 03, ..., G)

Verifier
(Bén xéac thwc)

|

Verify(pk, M, o)
v Valid / X Invalid

Hinh 1.2: M6 hinh cac giai doan ky nguong



1.2.2.1. Ly thuyét va muc dich
MBS hinh ky ngudng huéng téi viée bao vé khoa bi mat bang cach phan tach
khoa thanh nhiéu phan sao cho chi khi mot sb lwong toi thiéu t trén tong sd n bén
tham gia dong thuan, chit ky hop 1¢ méi duoc tao ra. Didu nay duoc mo ta boi cap
tham sb: (t,n)[7]. Ky thudt nén tang ctia TS 14 so d0 chia sé bi mat (Secret Sharing),

thuong st dung so dd Shamir. Khéa bi mat sk s& duoc tach thanh n ménh:
Tao cip khoa tong thé:
(sk, pk)

— Sau d6 chia khoa bi mat thanh n phan: sk = sk,, sk,, ..., sk, va phan phdi
phan khoa sk;cho ting signer P;. Mdi signer chi biét phan khoa ciia minh va
khong suy ra dugc khoa bi mat tong thé[7].

Quy trinh ky:

— MGdi signer sé& ky cuc bd bang phan khoa ctia minh:

o; = SignShare(sk;, M)
—  Giri phén chit ky 0; dén bo thu thap (Combiner) va chi khi c6 ti thiéu t manh
hop I¢ cung tham gia, chitr ky o méi dugc sinh ra:
o = Combine(oy, 05, ..., 0)
Quy trinh xac thuec:
Verify(pk, M, o) € Valid,Invalid

— Dau vio sé& la khoa cong khai pk, thong diép M, chit ky ngudng o. Phan xéc

thuc s& khong biét duoc ai da tham gia ky va khong tiét 16 s signer da ky.
— Quy trinh s& sir dung khoa cong khai pk dé kiém tra chit ky c6 hop 18: diing

ctia ngudi so hitu sk khong va chit ky o ¢6 gan dung véi thong diép M hay

khoéng, néu ca hai déu thoa man thi chit ky 1a hop 1¢.

Muc dich chinh cia TS gém[7]:



— Phan tan rui ro: Khong bén nao giir toan bd khoa sk. Viéc mdt bén bi tn cong

khong dan dén ro ri khoa.

Chéng diém 15i don 1é: Hé théng van c6 thé hoat dong khi mot sb6 bén mat
quyén truy cap hodc gip su cb.
Chir ky don gon: TS tao mdt chir ky duy nhét o, ¢6 kich thudc twong duong

chit ky don, gitip gidm bang thong, bo nhé va xac minh nhanh chéng.

1.2.2.2. Ung dung

Quan tri tai san co gia tri cao: Pugc s dung trong cac td chirc tai chinh, vi
lwu ky tai san s (custody), yéu cau sy dong thuin ciia mot hoi déng quan tri
(vi du mo6 hinh 3/5 hoac 5/7).

Quan tri doanh nghiép: Cac giao dich 16mn hoac tai liéu quan trong chi hop 1€
khi c6 du chir ky tir cac thanh vién c6 tham quyén.

Hé thdng Blockchain: La nén tang cho cdc mé hinh multisig thé hé méi (vi
du: FROST, ROAST cho Schnorr; Threshold BLS).

Tinh chiu 18i cao: Hé thong c6 thé hoat dong ngay ca khi mot s6 ngudi dung
ngoai tuyén hoic mat khéa.

Han ché: TS yéu cau mét s6 vong giao thic twong tac giira cac bén dé tong
hop chit ky. Diéu nay lam ting d6 tré va phy thudc vao két ndi mang 6n dinh,

dic biét kho trién khai trén quy mo 16n hoic trong hé théng phi tap trung.
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1.2.3.1. Ly thuyét va muc dich
Khac véi TS, mé hinh AS cho phép gop nhiéu chit ky khac nhau (thudong dugc
tao boi nhiéu bén, trén cac thong diép doc 1ap) thanh mot chir ky duy nhat.[8]

Gia st c6 n signer, moi signer P; ¢6 cap khoa:

(pki, sk;)
Qua trinh ky va gop:

— MBQi signer P; can phai ky mot thong diép riéng M;, qua trinh ky duoc thuc

hién va tao ra chit ky o;:
o; = Sign(Ski,Mi)

— Qua trinh nay két thiic ta c6 mét tap cac chit ky don o, 05, ..., 0,,. Tiép theo s&
dugc mot don vi trung gian (Aggergator) thuc hién viée két hop cac chit ky

don lai thanh mét chit ky duy nhét X:
¥ = Aggregate(ay, 0y, ..., 0p)

— (C6t 161 cua AS dua trén cac céu trac dai sb tuyén tinh, chéng han nhu: duong

cong elliptic (nhu trong BLS) hoac khong gian véc-to cua ludi.
Xac thuc chir ky gop:

— Bén xac thuc s& nhan dau vao 1a chir ky gop I cung cac cip khoa cong khai va
thong diép tuwong ung (pk;, M;):
AggregateVerify((pki, M;)i=1.m, 2)

— Quy trinh x4c thyc s& tra vé hop 18 khi tinh chét toan hoc cua chit ky gop Z[8]
dam bdo tinh toan ven cua toan bd tap chir ky:

Tat ca cac cip (pk;, M;) tir ddu vao déu dong gop vao X.

Khéng thira, khong thiéu signer.

Khong c6 chir ky nao bi trdo gilra cac signer.

+ o+ o+ o+

Khong c6 thong diép nao bi thay d6i hoac sai léch.
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Muc dich chinh:

Hiéu qua xac minh: Tir xac minh n chit ky v6i chi phi 0(n) xubng chi con
0(1)hoac O(logn)[8].

Giam tai luu trir: Toan bd nhiéu chit ky dugc thay bang mot chit ky duy
nhat[8].

Téi wu bing thong: Hitu ich khi truyén dan luong dit liéu 16n qua mang.

2.3.2. Ungdung

Nén chung ctr (Proof Aggregation): Sir dung trong cac hé thdng blockchain
hién dai nhu Ethereum, ZK-rollups, ZK-SNARKSs dé g0p hang tram hodc
hang nghin bang ching lai voi nhau[9].

Nhat ky may chi: Dung dé giam kich thudce dir liéu can ky va can xac minh.
Chudi khéi (Blockchain): Gop chit ky trong cac block gitip giam kich thudc
block, tang thong luong giao dich.

Cac hé théng [oT: Thiét bi nhoé c6 kha nang tinh toan han ché chi can xac

minh mét chir ky gop thay vi nhiéu chit ky roi rac[10].

1.2.4. Ky djc lgp

M5 hinh doc 1ap 1a mé hinh co ban, trong d6 mdi bén P; s¢ hitu cip khoa riéng

(pk;, sk;) va tu tao chir ky o; trén cung thong diép M [11]:

g; = Sign(ski, M)

Phan tan quyén s6 hiru: Giao dich hoac tai liéu chi hop 1€ khi thu thap da chir
ky tir cac bén lién quan.

Pon gian hoa trién khai: Khong yéu cau chia sé bi mat hay tao gia tri ngau
nhién phuec tap.

Khong tuong téc: Mbi bén ky doc lap, giam su phu thudc vao ha téng mang.



13

J

| <
o
=
-
2 i
E = Ngwei ky 1 Ngweoi ky 2 Ngweoi ky n
= v ; 3 v
| p . <
E - Gen KeyPair Gen KeyPair Gen KeyPair
: ;<Zt- (ski, pki) ] : (ske, pk) (sku, pk.)
e}
-
Vetig ~TOSTSORIRONRmmmmeeeRe TUOmemRmmmmamemm——le ... TR m——m"s
' <
T —
Y
KY THEO TH( TY (SEQUENTIAL) KY SONG SONG (PARALLEL)
) ( Step 1: T4t ca signers ky doc
Step 1: 01 = Sign(sk:, M) lap
01,0, ..., O,
p— I
Step 2: 02 = Sign(sk:, M || o) f}ep 2: Thu thap tat ca chir
Thu thap: {01, 02 Yy
R ELCR) ) _ (khong quan tam ther ty)
Step 3: g, = Sign(sky, M|| 5,,.1) Step 3: Thu thap tat ca
(Thu thap: [0y, 0, ..., 0.]) Omutti = {01, 02, ..., O}
-
: Verifier Verifier
5 = : (Bén xac thuwc) (Bén xac thuwc)
1O
O
=3 l l
=B
: o : = TN
PO p
e ) Xac thuc theo thir tu: & &
' ' 5 = e A Xéac thye tirng chi ky:
Py 1. Ve ki, M, 01) — Ki chir Ky d ! . »
H ; E 2. V::;gzgh‘ M, g:; — K:z: :: ch: k; lhal:lf‘ ;en Ven_fy(pk:, M, a1) A Yeraf)((pkz4 M, 02) A ... A Verify(pk,, M, 0,)
I — Kiém tra TAT CA ciing lic.
vz n. Verify(pks, M, 0.) — Kiém tra ch@ ky cudi cing —  Valid (néu TAT CA déu hop 1€) / X Invalid
: g: \_ — ¥ Valid (néu TAT CA hop 1) / X Invalid )
-4
H :1‘ H
=t ;( J Valid / X |
i E [ Invalid
I ;

Hinh 1.4: M6 hinh cac giai doan ky doc lap
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1.2.4.1. Ky Song Song (Parallel Signing)
Céc bén ky truc tiép 1én thong diép, hoan toan doc 1ap, khong phu thude vao

nhau. Mdi signer P; tu tao chir ky[11]:
o; = Sigl’l(Ski, M)
Két qua s& 1a mot tap cac chir ky:

04,02, ..., 0p
Quy trinh xac thyc: Méi chir ky duoce xac minh doc lap: Verify(pk;, M, o;).
Lap qua ting chir ky trong tap chit ky. Véi mdi chit ky o;, kiém tra xem né c6 hop 1¢
trén thong diép Mvéi khoa cong khai twong Gng pk; hay khong. Néu tat ca chit ky
déu hop 16 tai liéu dugc chip nhan[11].

— Dac diem:

+ Khong yéu cau lién lac hodc trao doi dit li¢u gitra cac signer.
+ Khong c6 rang budc vé trinh ty.

+ Ngudi xac minh phai kiém tra ting chit ky riéng.
— Han ché:

+ Tang chi phi xac minh vi phai x4c minh tirng chit ky (chi phi tuyén tinh
theo sd signer).

+ Kich thudc chit ky 16n, vi tap chit ky ting theo s6 lurong ngudi ky, tmg
dung khéng tbi wu bang thong hodc bd nhé nhu chit ky gop.

+ Khong minh bach vé mirc do déng thuan, vi khong thé xac dinh duoc
ngudi ky c6 xem hay dong ¥ véi chir ky cua ngudi khac hay khéong.

+ Khong phi hop quy trinh yéu ciu thir tw phé duyét, chang han nhu phé

duyét hanh chinh hodc kiém soat noi bo.

— Ung dung:
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+ Ky hop ddng nhiéu bén: Cac bén lién quan ky riéng r& mot hop dong
dién tr hodc van ban phap ly.

+ Ky tai liéu PDF nhiéu ngudi: Mdi signer ky vao mot truong chit ky
(signature field) riéng trong tai liu.

+ Chung thyc dong thudn giita cac thuc thé ngang hang: Nhiéu may chu

hodc céc bén tham gia phé duyét cing x4c nhan dir liéu.

1.2.4.2. Ky Theo Thtr Ty (Sequential Signing)
Quy trinh ky theo thir ty 13 nguoi ky sau chi thyc hién ky sau khi d3 kiém tra
hodc chip nhan chit ky cia ngudi trude do[11]. Pay 1a mé hinh ky theo chudi phé

duyét. Chir ky ctia mdi signer phu thudc vao thong diép va lich sir ky:

o, = Slgn(Skl, M)
o, = Sign(sk,, M || oy)
o3 = Sign(skz, M |l oy |l 0;)

Két qua:
X = [0y, 0, 03]
Quy trinh xéc thyc phai tuan theo dang th tu ky. Néu 1 chit ky sai, toan bd
chudi chit ky bi bac bo.
Vi du:
—  Xac thyc chit ky dau tién
Verify(pkq, M, o)

— Néu g, hop 16 tao lai dit liéu ma signer 2 da ky: M, = M || o,. Xac minh chit

ky thir hai:

Verify(pk,, M,, g,)
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— Tao lai dir liéu cho signer thdt n: M,, = M || o4 |lI.. |l 0,,. Xac minh chit ky

thir n:
Verify(pk,, M,,, 5,,)
- Pic diém:

+ Co6 thu tu ky ro rang.
+ Nguoi ky sau phu thude chir ky trude.
+ Toan bd lich st ky dugce bao toan.

+ Phu hop quy trinh hanh chinh hodc phé duyét nhiéu tang.

— Han ché:

D6 tré cao: ngudi sau phai doi nguoi trude ky xong.

D@ tic nghén néu mt signer bi cham hodc khong phan hoi.
Kich thudc dit liéu tang theo s lan ky.

Khéng thé an thir ty hodc danh tinh nguoi ky.

+ + + + +

Chi phi x4c minh ciing ting tuyén tinh theo s6 ngudi ky.

— Ung dung:

+ Quy trinh phé duyét van ban trong co quan nha nudc.
+ Ho so dién tir trong e-Gov.

+ Duyét hgp dong trong doanh nghiép theo thir tyr cip quan 1y.
1.3.Mat ma hau lwgng tir (PQC) va CRYSTALS-Dilithium

1.3.1. Nguy co tir may tinh lwong ti.

Mgy tinh lugng tr [a mdt mo hinh tinh todn dya trén nguyén ly ctia co hoc
lwong tir. Thay vi st dung bit nhi phan (0 hodc 1) nhu trong may tinh c6 dién, may
tinh lugng tir str dung qubit — mot don vi thong tin luong tir c6 thé ton tai dong thoi
trong nhiéu trang thai nhd hién tuong chdng chap (superposition). Ngoai chong chap,
may tinh luong tir con khai thac rdi lugng tir (entanglement) trang thai khi hai hodc

nhiéu qubit tr& nén lién két v6i nhau sao cho trang thai cia mot qubit s& anh huéng
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dén trang thai ciia qubit kia, bt ké khoang cach khong gian. Ca hai tinh chit nay cho

phép may tinh lugng tir thuc hién tinh todn song song & quy mo 16n[6].

V& nguyén 1y van hanh, may tinh luong tir thuc hién céc thao tic trén trang
thai ctia qubit bang cc phép bién ddi don vi (unitary transformations), twong duong
véi cac cong logic trong may tinh c¢6 dién nhung phirc tap hon. Két qua cubi cing
dugc thu vé sau khi do trang thai hé qubit, va qué trinh do s& lam trang thai luong tir
sup d6 thanh mot gia tri xac dinh. Nho dac diém nay, may tinh luong tr co6 thé giai
quyét nhimg bai toan cuc ky kho ddi véi may tinh c6 dién, vi du nhu phén tich sd
nguyén 16n, tim logarit roi rac, mo phong phan tir trong hoa hoc luong tir, hoic toi
vu héa t6 hop. Tuy nhién, viéc xdy dung may tinh luong tr & quy mé 16n van con la
mot thach thirc k¥ thuat va vat 1y, mac du céc tién bo gan day cua IBM, Google va

cac hing cong nghé khac dang rat ngin khoang cach dén hién thyc hoa.

Trong linh vuc mat ma, sy xuét hién cta may tinh lwong tr dat ra mbi de doa
nghiém trong dén cac hé thong bao mat hién nay nhu RSA va ECC[5]. Piéu nay la
do cac bai toan nén ting ma nhiing hé thong nay dwa vao, nhu bai toan phan tich sd
nguyén va bai toan logarit roi rac, c6 thé dugc giai mot cach hidu qua bang thuat toan

Shor - mot trong nhitng thuét todn luong tir ndi bat nhat.

Thuét toan Shor, dugc dé xuét boi Peter Shor vao ndm 1994, 13 mot thuat toan
lwong tir c6 kha nang phan tich sé nguyén 16n va giai bai toan logarit roi rac trong
thoi gian da thirc. Cu thé, v6i RSA, thudt toan nay cho phép tim nhanh hai thira sd
nguyén té cia mot sé nguyén l6n n = p X g, tir d6 c6 thé tinh toan khoa bi mat d
va giai ma toan bg hé théng. Shor hoat dong dua trén viéc tim chu ky ciia mot ham
s6 bang bién d6i Fourier luong tir (Quantum Fourier Transform — QFT). Mot khi chu
ky dugc xac dinh, ngudi ta ¢ thé stir dung cac phép toan s6 hoc dé tim ra cac udc sb
ctia n. Strc manh ciia QFT gitip tim chu ky nhanh chéng va chinh x4c hon nhiéu so

vO1 cac thuat toan co dién.

Véi may tinh cb dién, viéc phan tich mot s6 nguyén 16n (vi du n c6 2048 bit)

thanh hai thira s6 nguyén t 1a cuc ky kho. Thoi gian can thiét dé thyc hién tan cong
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brute-force hodc thir nghiém phan tich sé s& mat hang ty nim. Cac thuat toan tot nhat
hién tai nhu GNFS (General Number Field Sieve) van c6 do phtrc tap siéu da thuec,
khong du kha nang xur ly trong thoi gian thue.

Tuy nhién, v6i thuat toan Shor trén may tinh lwong tir, bai toan nay co thé dugc
giai trong thoi gian da thirc nho kha nang tinh toan song song luong tit. Viéc tim chu
ky ctia ham f(x) = a®*modn duoc thuc hién rit nhanh bang bién d6i QFT. Piéu nay
gitip rat ngan thoi gian tir hang ty nam xudng chi con vai gio hodc tham chi vai phut,
néu may tinh luong tir ¢6 du sb luong qubit va dé 6n dinh (low noise). Do dé, stc
manh thuc su cua thudt toan Shor khong chi nam & ban than thuat toan, ma con &
cach ma may tinh lwgng tr x1r 1y thong tin theo cach hoan toan khac biét va vuot troi
so v6i may tinh cb dién. Pay chinh 1a Iy do ma RSA, von duoc xem 13 mot trong
nhitng thuit todn an toan nhét hién nay, lai tr& nén dé bi pha vo néu may tinh luong

tor quy mo 16n dugce hién thyc hoa.

1.3.2. Gidi thiéu vé POC va cdc ho thudt todn chinh.

Mit ma hau luong tir Ia mot nhanh ciia mat ma hoc nham xay dung cac thuat
toan an toan trudc cac cudc tin cong tr mdy tinh luwong tir, trong khi van duy tri do
an toan d6i véi cac may tinh ¢ dién. Do cac hé mat ma hién tai nhu RSA va ECC dé
bi phé v béi thuat toan luong tir Shor, viéc nghién ciu va chuén hoa cac thuat toan

moi c6 kha nang khang luong tir 1a mot wu tién cap thiét.

PQC khéng dua vao cac bai toan nhu phan tich s6 nguyén hay logarit roi rac.
Thay vao d6, cac thuat toan hau luong tir str dung céc cAu tric toan hoc duoc cho la
kho gidi ngay ca voi may tinh lugng tr. Dudi day 1a cac nhém chinh trong mat ma

hau lugng tu[13]:

— Lattice-based cryptography (mat ma dya trén mang): Dua vao dg kho cta bai
toan gan diém ludi (Shortest Vector Problem — SVP) va Learning With Errors
(LWE). Day la nhom c6 nhiéu thuat toan ndi bat nhw CRY STALS-Dilithium,

Falcon.
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— Code-based cryptography (mat ma duwa trén 1y thuyét méd): Dya vao cac bai
toan kho trong 1y thuyét ma nhu bai toan giai md ma McEliece.

— Hash-based cryptography (mit ma dwa vao ham bam): St dung cac cau triic
nhu Merkle tree dé tao chit ky sd, tiéu biéu 1a SPHINCS+.

— Multivariate cryptography (mét mé da bién): Dua trén hé phuong trinh bac hai
nhiéu bién trén truong hiru han, ¢ lich sir 1au doi nhung hi¢u nang chua tbi
uu.

— sogeny-based cryptography (mat mi dya trén 4nh xa dang ciu elliptic): Mot
huéng nghién ctru mdi, tiéu biéu 1a SIKE, tuy nhién di bi pha v& mot sd bién
thé.

Trong bdi canh toan cau dang gip rat tim kiém cac giai phap mat ma khang
luong tir, Vién Tiéu chuan va Cong nghé Qudc gia Hoa Ky (NIST) di khoi dong mot
chuong trinh chuin hoéa céc thuat todan mat ma hau luong tir tir nam 2016. Muc ti€u
cua chuong trinh 1a danh gia, lya chon va chuin hoa cac thuat toan du an toan, hiéu

qua, co thé thay thé cho RSA va ECC trong tuong lai[13].
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Chuong trinh ndy bao gdm ba vong tuyén chon chinh, kéo dai tir nim 2017
dén 2022[13]:

— Vong 1 (2017-2019): NIST tiép nhan hon 80 thuit toan (mg vién tir cac nhoém
nghién ctru trén toan thé giéi. Cac thuat toan nay dugc danh gia so bo vé tinh
ding dén, bao mat va hiéu sut.

— Vong 2 (2019-2020): 26 tng vién dugce chon vao vong hai dé danh gia sau
hon, bao gom kiém tra kha nang chdng tdn cong luong tir va hiéu niang thuc té
trén phan cirng va phan mém.

— Vong 3 (2020-2022): 15 ung vién cudi cung dugc chon dé canh tranh vi tri
chuén hoa. Trong do, mot s6 duoc dé xuét chuin hoa ngay, sb con lai tiép tuc

dugc nghién ctru thém (goi 1a "chuong trinh bd sung").
NIST da dat ra mot sb tiéu chi chinh cho viéc lua chon thuét toan chuén[13]:

— Do an toan: Khong c6 18 hong duge biét dén trude ca may tinh c6 dién va
lugng tur.

— Hiéu suét: Ky va xac minh nhanh, pht hop véi cac thiét bi c6 tai nguyén han
ché nhu IoT.

— Kich thuéc: Khoa cong khai va chit ky nén cé kich thudce hop 1y.

— Tinh linh hoat: C6 thé ap dung trong nhiéu bdi canh khac nhau nhu TLS, VPN,
blockchain, firmware signing...

— Kha ning trién khai: D& 1ap trinh, tranh 13i, khang tdn cong kénh bén (side-
channel attackSau qua trinh danh gia nghiém ngat trong 5 nam, trong dé bao

g0om céc thuat todn ky s6 va ma hoa.

D4i voi nhom thuat toan ky sb, ba thuat toan ky s6 da duoc lya chon dua vao

chuin cudi cung gom[14]:

— CRYSTALS-Dilithium(FIPS 204): Lattice-based, hiéu suit cao, chit ky va
khoéa cong khai c6 kich thude trung binh.
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— Falcon: Cling thudc lattice-based, co6 kich thudc chit ky nho, tde do ky va xac
minh nhanh nhung kho trién khai.
— SPHINCS+(FIPS 205): Hash-based, do an toan cao nhung kich thudc chir ky

16n va tdc dd cham hon.
Céc thuat toan nay dugc thiét ké khong chi dé chdng lai cac may tinh lugng

tr, ma con dam bao tuong thich véi phan ctiing hién tai, d§ an toan toan hoc va tinh

hiéu qua khi trién khai trong thuc té.
1.3.3. Thudt toin CRYSTALS-Dilithium: Céu triic va tim quan trong.

1.3.3.1. Cac phép toan cbt 16i va cdu tric toan hoc ctia CRYSTALS-
Dilithium
Strc manh ctia CRY STALS-Dilithium dén tir viéc két hop chit ché gitra d6 kho
cua cac bai toan mang mo-dun va hiéu suét vuot troi cua céac phép toan trén vanh da
thirc[15]. Cac phép toan nén tang co thé duoc phan thanh bdén nhém chire nang sau.
1.3.3.1.1.  Nén tang Pai s6
Day 14 16p ciu tric toan hoc noi moi phép tinh cua Dilithium dién ra. Thuat
toan khong lam viéc truc tiép trén sd nguyén ma trén cac ddi twong dai sd phirc tap
nhim dam bao do an toan va tdi wu hiéu nang.
i. Truong hitu han Z,

Tang co sé cua Dilithium 13 trudng hitu han cac s6 nguyén modulo g:

Zg=01,..,q—1

Thuat toan sir dyng tham $6: q = 8,380,417, n = 256. biéu kién lua chon
tham sb g thoa min: ¢ = 1(mod2n).
ii. Vanh da thirc (Polynomial Ring) R,

Dilithium khéng thuc hién tinh toan truc tiép trén cac sé nguyén ma trén cac

da thirc thudc vanh thuong:
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Ry =Zg[x]/(x" + 1)
Trong do:

— Zg4: trudng hitu han chira cac h¢ sb cua da thire,
— x™ + 1: da thirc cyclotomic dung dé xac dinh quy tic rt gon bac va nhan da

thirc.

Cac phﬁn tr cua R, la céc da thirc ¢6 bac nho hon n, v6i hé s6 thudc Z4. Viéc
st dung céu trac vanh nay gitip: biéu dién dit liéu gon hon, hd trg phép nhan da thirc
hiéu qua khi két hop véi NTT, giam do phirc tap tinh toan tir 0(n?) xudng con
0(nlogn), diéu nay truc tiép ting téc qua trinh ky va xac minh cua Dilithium.

iii. Mang Mo-dun (Module Lattices)

T?mg toan hoc cao nhat trong Dilithium 1a mang mo6-dun, m¢ rdng khai niém
mang (lattice) sang khong gian cua cac vector da thuc. Thay vi st dung mot da thic
don 1¢, Dilithium lam viéc véi céc vector va ma tran da thirc c6 dang:

t= A51 + 52

Trong do:

— A:matrdn k X £gdém cac phan tir thudc R,
— 51,S,: cac vector bi mat va nhiéu,

— t: vector két qua quan sat dugc.
Céc bai toan kho bao mat nén tang ctia Dilithium bao gom:

— M-LWE (Module Learning With Errors):

+ Day 1a bai todn nén tang bao vé tinh bi mat ciia khoa. Trong Dilithium,
M-LWE dam bao rang khoa bi mat (s;, s,)khong thé bi khoi phuc tir
khoa coéng khai (A, t). Bai toan yéu cau: Tim lai vector bi mat s tir
phuong trinh: t = As; + s, trong d6 s, 1a nhiéu nho duoc thém vao cb

y.
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+ Viéc nhidu pha v& cu tric tuyén tinh khién bai toan tré nén kho ngay

cd voi may tinh lugng tu.

— M-SIS (Module Short Integer Solution)

+ La bai toan nén tang dam bao tinh toan ven va kha nang chong gia mao

1.3.3.1.2.

ctia chit ky Dilithium. Bai toan nay chimg minh rang khong ai c6 thé

tao ra chir ky hop 16 ma khong biét khoa bi mat, dam bao tinh chdng

gia mao chir ky.

Cho ma tran ngau nhién déu: A ma tran k X £gdm cac phan tir thude

R,. Mot hing s6 giéi han B.

Bai toan can giai: Tim mot vector # 0: z € Ré‘” thoa man:
[AlI]-z=0(modq)

va dong thoi:

Iz o< pB
Bai toan nay dugc xem la rat kho trong ca khong gian co dién va lugng

tur.

Céng cu Tang toc Tinh todn

b¢ khac phuc nhiing han ché vé hi€u nang von cé cua cac hé mat ma dya trén

lw6i, CRYSTALS-Dilithium tich hop nhiéu k¥ thuat toan hoc tdi wu, cho phép chuyén

d6i cac phép toan dai s phire tap thanh nhirng phép tinh sb hoc don gian, c6 thé thuc

thi hiéu qua va song song trén phan cung hién dai. Hai k¥ thuat quan trong nhét 1a

Bién d6i S6 hoc NTT va Phép nhan ma tran—da thuc[15].

i. Bién déi Sé hoc NTT

NTT la phién ban rdi rac ciia Bién d6i Fourier Nhanh (FFT), nhung hoat dong

trong truong hiru han Z,. Dy 1a phép toan tang téc ¢t 161 trong Dilithium.

— Théch thire tinh todn: Trong vanh da thirc: R, = Zg[x]/(x™ + 1), viéc nhan

hai da thirc bac n — 1 theo cach truyén thong (tich chiap — convolution) co



24

do phurc tap 1a 0(n?). Véi n = 256, mdi phép nhan da thic doi héi hon
65.000 phép toan, gay anh hudng nghiém trong téi hiéu ning thuc té.

— Phuong phap tiép can: Trong Dilithium chuyén doi cac da thirc tir mién hé
sO sang mién tan s6 (NTT domain) bang cich danh gia chiing tai cic cin
nguyén thiy ctia don vi modulo q. Trong mién NTT, phép nhan da thirc phirc
tap tr& thanh: Phép nhén ting diém. Sau d6 4p dung bién ddi NTT nguoc dé
thu dugc két qua. Piéu nay thay thé phép tich chap c6 do phirc tap
0(n?) bang:

O(nlog n)
— Hiéu qua va dac tinh tbi wu:

+ Dilithium sir dung cdu triic vanh x™ + 1, cho phép ap dung NTT ma
khong can zero-padding.

+ Diéu nay giap giam 50% bd nhd va bing thong so v6i cac hé thong
dung NTT thong thuong.

+ Nho lua chon g théa min g = 1(mod2n), Dilithium dam bao ton tai

can nguyén thuy phu hop cho NTT.

ii. Phép nhan Ma tran—Ba thuc
— Day la phép toan chiém phan 16n thoi gian trong sinh khéa, ky va xac minh.

Cong thirc tong quat:
w = Az
Hoac trong qua trinh sinh khoa:
t=As; +s,
— Trong do:
+ A € RF*: ma trfn da thirc cong khai

+ s4,S,: cac vector da thirc bi mat
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— Thay vi thyc hién phép nhan ma tran da thic truc tiép, Dilithium ap dung
triét dé mién NTT:

+ Luu trir ma tran A truc tiép dudi dang NTT. Ma tran A dugc sinh tir seed
p thong qua SHAKE-128 va Dilithium luu A dudi dang NTT:

A =NTT(A)

+ Diéu nay loai bé hoan toan chi phi thuc hién Forward NTT cho A khi ky
hodc xac minh.

+ Giup giam hon mot ntra chi phi tinh toan lién quan dén A.

Tinh to4n song song trong mién NTT. Céc vector bi mat ciing duoc dua vao
mién NTT: §; = NTT(s;),8, = NTT(s,). Sau d6 phép nhéan: A o §; duoc thyc hién
theo tirng diém, do cac phép nhan diém nay doc lap voéi nhau nén ching co thé thyc

hién hoan toan song song.

Tuong thich Phan ctig (Hardware Acceleration): Cau tric NTT va phép nhan
diém cua Dilithium c6 tinh twong thich cao vai cac tap Iénh vector héa trén CPU hién

dai:

+ SIMD (Single Instruction Multiple Data): Cho phép mot 1énh CPU xur
ly dong thoi nhidu hé s dir liéu.
+ Trién khai thyc té: Cac thu vién tdi wu (nhu AVX2 trén Intel/AMD hoic
Neon trén ARM) c6 thé xir 1y 8 dén 16 hé s6 da thirc cung mét luc trong
mot chu ky may, giup ting téc do ky va xac minh 1én nhiéu 1an so véi
cai dat tham chiéu.
1.3.3.1.3.  Co ché Sinh Ngdu nhién va Bio mdt
bJ an toan cua CRY STALS-Dilithium khong chi dua vao do khé cia cac bai

toan mang md-dun, ma con phu thudc vao sy viing chac cua cadc mat ma nguyén thiy

hd tro sinh tham sb va xir 1y dit liéu. Nhém chirc ning ndy dam bao tinh khong thé
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du doan va tinh khang va cham, von 14 hai yéu cAu cot 151 cua bt ky hé chit ky hién

dai nao.

i. Ham bam mo rong (Extensible Output Functions — XOF)

Khac véi cac ham bam c6 dau ra ¢d dinh nhu SHA-256, Dilithium st dung
SHAKE-128 va SHAKE-256, hai bién thé ciia ho Keccak theo tiéu chuén FIPS 202,
Céac ham bam dang XOF cho phép tao ra chudi diu ra gia ngau nhién c6 d6 dai tuy ¥
tr mot dau vao duy nhét, hoat dong nhu mot Mo hinh Tién tri Ngau nhién (Random

Oracle Model).
— SHAKE-128

+ Muc dich: Dung trong céc tac vu yéu cau hiéu nang va tdc do cao, chu
yéu lién quan dén dit liéu cong khai.

+ Ung dung chinh: function ExpandA(), m¢ rong hat gidng (seed) p €
{0,1}2%¢ thanh ma tran da thuc kich thuéce 1on A € REX.

+ Y nghia k¥ thuat: Cho phép tiét kiém bang thong truyén tai. Thay vi
phai giri toan bd ma tran A(khoang hang chuc KB), chi can truyén seed

p; nguoi nhan cé thé tai tao lai chinh x4c A bﬁng SHAKE-128.
— SHAKE-256

+ Muyc dich: Dung trong céc tac vu cin mirc bao mat cao nhit (Security
Level 5).

+ Ung dung chinh: Tao vector thir thach trong so d6 Fiat-Shamir ¢ =
H(u, w,), ddng thoi dung dé bam thong diép can ky.

+ Y nghia k¥ thuat: Pam bao tinh khang va cham manh, ngin chin kha
nang tim hai thong diép khac nhau nhung sinh cung thir thach c, tir d6

chong lai tan cong gia mao.
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ii. Cac ky thudt ldy mau

Lua chon phan phdi x4c suét cho cac tham s6 ciia Dilithium 13 yéu to quyét

dinh dén d¢ an toan déi v6i Module-LWE va Module-SIS. Pay ciing 1a diém khac

biét quan trong gitra Dilithium va céc thuét toan dung phan phéi Gaussian nhu Falcon.

— Lay miu déu (Uniform Sampling)

+

Dbi twrong: Ma tran cong khai
A € RF.
Co ché: Mbi hé sb ctia da thire duge lay déu trong truong hitu han:
a;j(x) ~ U(Z,).
Muc dich: Pam bao khong tén tai cdu tric 4n nao trong A dé ké tan
cong khai thac; bai toan Module-LWE/M-SIS gitr dugc do khoé truong
hop trung binh (average-case hardness).

— LAy mau trong khoang déu

+

Péi tuong: Cac vector bi mat

1,52 € R, s;j € [-n,7].

Co ché: Mbi hé sb dugc chon doc 1ap va déu trong khoang nho:

sij ~ U([=n,1D.
Uu diém so v6i Gaussian (Falcon):
D@ trién khai, khéng yéu cdu sb thuc hay bang tra ctru phuc tap.
D@ bao dam thoi gian hang sb, giam nguy co 10 ri thong tin qua kénh
ké (Timing Attacks). Day 1a yéu té dic biét quan trong cho trién khai
phan ctng nhiing va thiét bi IoT.

— LAy mau loai bo (Rejection Sampling) — Co ché “Zero-Knowledge”

+

Day 1a k¥ thuat tinh vi nhat dung trong qua trinh ky dé che gidu khoa

bi mat. Mot trong cac van dé bao mat 13 chit ky ban dau c6 dang:
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Z=Yy+cs;.

+ Viyva cla gia tri cong khai hodc c¢6 thé suy ra, nén z chira thong tin

1.3.3.14.

thong ké vé s;. Néu tai sir dung nhiéu 1an, ké tin cong c6 thé ap dung
cac phuong phap hdi quy dé wéc luong s, .
Dé giai quyét van dé trén, thuat todn quy dinh rang z phai nam trong

mién an toan:

Il z "oo< Y1 _B

Néu diéu kién trén khong thoa man hoic ¢ nguy co 10 ri, chit ky bi
loai bo va qua trinh ky dugc thuc hién lai véi vector y mai. Két quata
thu dugc, phan phéi cua chtky: o = (z, h, ¢) tré nén doc 1ap hoan toan
v6i khoa bi mat s,. Diéu ndy mang lai tinh chit twrong tu bang ching
khong tiét 19 tri thire (Zero-Knowledge Proof), dam bao chir ky khong

10 ri bat ky thong tin nao vé khoa riéng.

Ky thudt Nén va On dinh

Day 1a mot trong cac dic diém ky thuat cta Dilithium, giup giam kich thudc

khoa va chir ky ma khong 1am mat tinh chinh xac.

i. Phép Luong tur hoa

— Ham Power2Round (Str dung trong Sinh khéa) Ham nay dugc dung dé nén

vector t = As1 + s2. Vi mdi hé s6 t, ham thuc hién tach gia tri theo co )
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t=1t,-2%+t,

+ Trong Dilithium déu ding d = 14. Tach mot gia tri ¢ thanh:

(tq,ty) = Power2Round(t)

+ t,: phan bit cao (dugc dua vao khoa cong khai),

+ to: phan du bi loai bo hoic giit trong khéa bi mat.
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— Ham Decompose (St dung trong Ky sd):

Pugc 4p dung dé nén vector chit ky va vector trung gian. Mdi hé so r duoc

phan ri dua trén tham sé a(thuong chon a = 272):
r=n1-2a+r,
— Trong do:

+ r,(High Bits): phan théng tin quan trong, duoc sit dung khi sinh thu
thach trong ham bam hoac trong chir ky rat gon.

+ 1y(Low Bits): phan du nho, biéu din nhiéu cho phép.

Muc dich: Pam bao riang viéc xac minh chit ky khong phu thudc vao cac dao
dong nho ctia nhidu, dong thoi giam kich thude dit lidu can gui.
ii. Cor ché goi
Do qué trinh luong tir hoa (loai bo bit thip) ¢ bude trén, gitra Nguoi Ky va
Nguodi Xac Minh s€ xudt hién mot do 1éch sé hoc nho. Néu do 1éch nay xay ra ¢ ranh
gidi ctia cac khoang 1am tron, n6 cé thé dan dén két qua xac minh sai léch hoan toan
(vidu: 3.9 1am tron thanh 4, 4.1 lam tron thanh 4, nhung néu cong thém nhiéu nho ¢6

thé nhay sang 5).

— MakeHint (bén K¥): Khi tinh toan chit ky, thuat toan kiém tra xem liéu viéc
cong nhidu c6 1am thay doi "bit cao" cta cac hé trong w = Ay hay khéng.

Néu c6 su thay d6i ranh gii, mot "goi ¥" (hint) 1-bit dugc tao ra:
h = MakeHint(... )
Vector goi v h ¢6 trong s6 Hamming thap va duoc giri kém chir ky.

— UseHint (bén X4c Minh): bén X4c Minh st dung vector goi y h dé diéu chinh

két qua 1am tron cua minh:

Whigh = UseHint (h, Az — ¢t - 29)
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— Nho dé, bén Xac Minh khdi phuc dugce chinh x4c phan bit cao ctia w(gia tri
ma bén Ky da cam két) bat chép su tdn tai ctia nhidu va viée lugng tir hoa

trude do.

1.3.3.1.5.  Co ché Péng gdi dit liéu
Dé t6i uu hoa viée luu trit va truyén tai, Dilithium khong luu trir cac hé s6 dudi
dang s6 nguyén 32-bit thong thudng ma st dung cac ky thuat dong goi bit (Bit
Packing) chuyén dung.

Muc dich: Bién d6i cac vector da thirc (ciu truc toan hoc) thanh chudi byte

(mang uint8_t) dé truyén qua mang hodc luu vao dia clng.
Ky thuit:

+ Céhc hé sd trong truong Z, (cﬁn 23 bit) dugc nén khit lai voi nhau, loai
bo cac bit 0 du thura.

+ Cac vector nén (nhu t;, chit ky z) duoc cit bot sb bit biéu dién dya trén
gi61 han bién dd cia chung (vi du: chi dung 10 bit hodc 4 bit cho mdi

hé s6 thay vi 23 bit).

Y nghia: K§ thuat nay gitip Dilithium dat dugc kich thuéc khoa va chir ky nho
nhat co thé (vi du: Dilithium2 ¢6 chir ky chi 2.4KB), tao loi thé canh tranh 16n so véi
cac thuat toan PQC khac nhu SPHINCS+ (chir ky 1én td1 hang chuc KB).

1.3.3.1.6.  Cdc bg tham s6 chuan
CAu truc coa Dilithium cho phép linh hoat diéu chinh d6 an toan bang cach
thay d6i kich thudc ciia mang mo-dun (k,1). Theo chuan FIPS 204, c6 ba mirc tham

sO chinh:
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Bing 1.1: Cdc cdp dé an toan ciia Dilithium chudn FIPS 204

Bo tham s6 Murc an toan (NIST) ﬁi;lgﬂ(lgj; Tuongd(i‘lél; ong o

Dilithium?2 Level 2 (Medium) (4,4) AES-128 / SHA-256
Dilithium3 | Level 3(Recommended) (6,5) AES-192 / SHA-384
Dilithium5 Level 5 (High) (8,7) AES-256 / SHA-512

1.3.3.2. Quy trinh hoat dong tong quan (Algorithmic Workflow)

Dua trén nén tang toan hoc da phan tich, CRYSTALS-Dilithium van hanh
thong qua ba thuat toan chinh. Dudi day 1a m6 ta tom tit quy trinh (chi tiét k¥ thuat
s€ duoc trinh bay & Chuong 2):

1.3.3.2.1.  Thudt toan Sinh khoa (Key Generation - KeyGen)

Qua trinh tao cap khoa cong khai (pk) va bi mat (sk):

Str dung SHAKE-128 dé mo rong mot seed ngﬁu nhién thanh ma tran da thic
A € RF*! (dang NTT).

LAy mau cac vector bi mit s;, s,trong khoang nho.

Tinh todn t = As; + s,.

Ap dung Power2Round dé tach t thanh t,(cong khai) va t, (bi mat).
Két qua: pk = (p, t;), sk = (p, K, tr, 4,55, t5).

1.3.3.2.2.  Thudt todn Ky sé (Signing - Sign)
Qua trinh ky thong diép M trong Dilithium dya trén bién thé Fiat—Shamir voi

ky thuat “huy bo” (abort/rejection sampling). Cac budc thuc hién nhu sau:
Budce 1. Cam két: Sinh ngiu nhién vector che y « D,. Tinhw = Ay.

Budc 2. Tao thir thach: Bam thong diép va phan cao cua cua w, ky hiéu w, dé

tao thir thach ¢ = H(w1, M) trong d6 ¢ € R, co trong s6 Hamming nho.
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Budc 3. Tinh chir ky tiém nang: Tinh z = y + cs;.
Budc 4 Rejection Sampling: Kiém tra xem:

+ z phai thudc mién nho (khong vuot ngudng quy dinh),

+ Viéc cong bd z khong duoc 1am 16 thong tin vé s,.
Néu khong dat, quay lai Budce 1 chon y khac.
Budc 5 (Tao goi y): Néu dat, tao goi y h dé sira 151 1am tron.
Két qua: Chit ky la:o = (z,h, ¢).

1.3.3.2.3.  Thudt toan Xac minh (Verification - Verify)

Qua trinh kiém tra tinh hop 1 cta chit ky o = (z,h, ¢)trén thong diép Mduoc thuc hién
nhu sau:

Tai tao ma tran cong khai: Tt seed ptrong khoa cong khai pk, khoi tao lai ma

tran:
A € RE¥,
Tinh toan vector phuc hdi:Tinh gia tri xap xi cia vector cam két:
w =Az—ct, - 2%
Sau d6 sir dung goi y hdé diéu chinh phan bit cao:
w; = UseHint(h, w').

Kiém tra tinh nhat quan cua thwr thach:Kiém tra xem thtr thach dugc tai tao co

trung khop vai thu thach trong chir ky hay khong:
¢ = H(wy, M).

Kiém tra rang budc trén z: Pam béao rang tit ca cac hé sd cua z déu nam trong
mién gi6i han quy dinh (nhé hon ngudng cho phép), dé khong pha v& d6 khoé cia bai
toan M-SIS.
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1.3.3.3. Uu diém va TAm quan trong (Significance)

Phan nay dac biét quan trong dé bién minh Iy do ban chon Dilithium cho dé

tai Thac si.
1.3.3.3.1.  Vai tro trong Tiéu chudn héa NIST (Standardization Status)

CRY STALS-Dilithium da chinh thirc dugc NIST luwa chon 1a tiéu chuan chit
ky s6 chinh (Primary Standard) cho mtrc d§ bao mat PQC, dugc ban hanh du¢i ma
s6 FIPS 204 (ML-DSA) vio thang 8/2024.

No6 duoc khuyén nghi st dung mac dinh cho hau hét céc ung dung bao mat
thong tin thay thé cho RSA va ECDSA.

1.3.3.3.2.  Cdn bang Hiéu nang va Kich thuée (Performance Balance)

Téc d6: Nho sir dung NTT va lay mau déu, Dilithium c6 téc d6 Xac minh
(Verify) cuc nhanh, nhanh hon ca ECDSA va Falcon. Toc do Sinh khéa va Ky ciing
rat an tuong, phit hop cho cac hé thdng yéu cau d6 tré thip (TLS handshakes).

Kich thude: Mac du 16n hon ECC (Dilithium2 c6 chir ky ~2.4KB so voi 64
bytes ctia Ed25519), nhung n6 van nhé hon nhiéu so véi cac hé chit ky dya trén ham
bam (SPHINCS+ ~7.8KB) va du nho dé truyén tai qua géi tin TCP/IP thong thuong
ma khong gay phan manh (fragmentation) nghi€ém trong.

1.3.3.3.3. Kha nang mo rong cho Ky da bén (Suitability for MPC - Quan trong

cho luan van)

Day 1a 1y do chinh khién Dilithium duoc chon cho dé tai nay.

Do dya trén cdu trac tuyén tinh cia Mang (Lattices)(z = y + cs), Dilithium

c6 tinh chit cong tinh (additive homomorphism) ty nhién.

Diéu nay gitp viéc thiét ké cac giao thirc Ky ngudng (Threshold) va Ky gop
(Aggregation) d& dang va hiéu qua hon nhiéu so v6i cac thuit toan dua trén ham bim

(SPHINCS+) hoidc thuat toan ¢6 cdu triic phirc tap nhu Falcon.
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1.4.Khao sat va phn tich cac nghién ctru ti¢u biéu

Viéc trién khai cac giao thirc ky da bén trén nén tang mat ma ludi (Lattice-
based) gip phai thach thirc 16n hon nhiéu so véi RSA hay ECDSA do dic thu cua k¥
thuat "Lay mau loai bo" (Rejection Sampling) va su phirc tap cta viéc quan 1y nhiéu.
Dudi day 1a phan tich cic cong trinh nén tang va cap nhat nhét lién quan dén van dé

nay.
1.4.1. Nghién civu vé ky ngwéng tiv mé hinh Iy thuyét Cozzo & Smart
(2019) dén dinh gid thwe nghiém ciia Roux (2022)
1.4.1.1. Co s Iy thuyét va Dé xuat mé hinh (Cozzo & Smart - 2019)

Trong cong trinh nghién cru mang tén "Sharing the LUOV: Threshold Post-
Quantum Signatures", Cozzo va Smart da dat nén mong 1y thuyét quan trong cho viéc
chuyén ddi cac thuat toan ky sb hau luong tir (PQC) sang dang ky ngudng (threshold).
Dbi véi thuat toan CRYSTALS-Dilithium, nhom tac gia nhan dinh rang thach thic

16n nhat ndm & sy pha tron giita cac phép toan tuyén tinh va phi tuyén tinh[16].

bé gidi quyét van dé nay, ho dé xuat mot kién truc Tinh toadn da bén an toan

(Secure Multi-Party Computation - MPC) lai ghép:

+ Sur dung Mach s hoc (Arithmetic Circuits) hay LSSS (Linear Secret
Sharing Schemes) cho cac phép toan tuyén tinh (nhu phép nhan ma tran
- vector).

+ St dung Mach rdi (Garbled Circuits - GC) cho cac phép so sanh phi

tuyén tinh (nhu kiém tra chuin vo cung hodc 1dy céac bit cao/thip).

Mot déng gop quan trong cua nghién ctru 1a quy trinh xtr Iy bude Lay mau tir
chéi (Rejection Sampling) trong mdi truong phan tan. Cozzo va Smart nhian manh
rang cac bén tham gia phai giir bi mat tuyét d6i cac gi tri trung gian (nhu vector z
hoac ry). Céc gid tri nay chi dugc cong khai khi va chi khi phép thu Rejection

Sampling thanh c6ng, nham ngin chan viéc 1o ri thong tin vé khoa bi mat. Dya trén
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phan tich 1y thuyét vé sb lugng cdng AND va chi phi chuyén d6i gitta LSSS va GC,
nhém tac gia wéc luong thoi gian thuc thi dé tao ra mot chir ky Dilithium ngudng 1a
khoang 12 giay[16].

1.4.1.2. Hién thuc hoa va Panh gid hi¢u nang (Roux - 2022)

Trong luadn van thac si "Implementation of a Threshold Post-Quantum
Signature Scheme” , Dominique Roux di tién hanh hién thyc hda mo hinh 1y thuyét
ctia Cozzo va Smart st dung framework MP-SPDZ. Két qua thyc nghiém da chi ra
khoang cach 16n giita du bao 1y thuyét va thyc té trién khai, ddng thoi boc 16 nhitng
rao can k¥ thuat nghiém trong khi 4p dung MPC tong quat (Generic MPC) cho
Dilithium][3].

Cu thé, cac han ché chinh dugc ghi nhan bao g@)m:

— Hiéu nang thyc té thap: Trai nguoc v6i dy bao 12 gidy ciia Cozzo va Smart,
thoi gian trung binh dé sinh mot chi ky trong mé hinh an toan thu dong (semi-
honest, honest majority) 1én téi 87 gidy. Nghiém trong hon, trong mé hinh an
toan chu dong (active/malicious security) voi ngudng 2-out-of-2, thoi gian nay
tang vot 1én toi 41 phat, khién giai phap tré nén bat kha thi cho cac tng dung
thue té doi hoi do tré thap.

— Tiéu ton tai nguyén phan cing: Viéc trién khai doi hoi tai nguyén hé thong rat
16n. Ma ngudn sau khi bién dich (bytecode) c6 kich thude 1én téi 144 MiB va
qua trinh bién dich yéu cau hon 14 GB RAM. Diéu niay dong nghia vdi viée
giai phap khong thé trién khai trén céc thiét bi IoT, thiét bi di dong hodc cac
phan ctmg c6 tai nguyén han ché[3].

— Do tré do dong b hoa Rejection Sampling: Mic du sé vong lip trung binh dé
tao ra mot chit ky hop 1¢ chi khoang 1.4 vong, pht hop véi 1y thuyét, nhung
co ché ddng bo hoa trang thai gitra cac bén sau mdi 1an 1ap lai (restart) trong

moi trudng MPC di gy ra do tré mang tich lily 16n.
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Tir d6 két luan ring nghién ctru ciia Cozzo & Smart va thuc nghiém cia Roux
da ching minh rang: mic du viéc xay dung chir ky ngudng Dilithium dua trén cac k¥
thuat MPC té)ng quat 1a kha thi vé mit toan hoc, nhung lai chua t6i wu vé mat hiéu
ning cho cac tng dung thuc tién. Diéu nay dit ra bai toan can giai quyét cho dé tai
nay 1a tim kiém cac phuwong phap tdi ru hon hodc cac mé hinh ky gop/ky doc lap dé

giam thiéu chi phi tinh toan va truyén thong.

1.4.2. Nghién civu vé da chit ky hiu lwong tiv ciia Hamidreza Rahmati va

Farhad Rahmati

Trong bdi canh nhu ciu tdi wu hoa dung luong luu trir va tdc do xac thuc cho
cac mang ludi Blockchain — dic biét 1a Bitcoin — ngdy cang trd nén cap thiét, cong
trinh ctia Hamidreza Rahmati va Farhad Rahmati (2024) véi tiéu dé “Quantum
resistant multi-signature scheme with optimal communication round.: A Blockchain-
based approach” da d& xuat mot luoc d6 ky sé da bén hau luong tir mang tén Razhi-

ms[17].

Razhi-ms 1a mot luge dd ky da bén (Multi-signature) dwa trén mat md ludi
(Lattice-based cryptography), dugc thiét k& nham khac phuc cac han ché cot 18i cua

cac mo hinh ky da bén hién hitu, dac biét trong moi truong Blockchain.

1.4.2.1. Tong quan nghién ciru va bai toan dit ra
Nhom tac gia chi ra ba thach thirc chinh can trd viée ap dung rong rai chir ky

da bén trong ky nguyén hau lugng tu:

— MBbi de doa tir may tinh luong tir: Cac luge d6 chir ky truyén théng dwa trén
bai toan phan tich s6 nguyén hodc logarit rdi rac (nhu RSA, ECDSA) duoc
chtrng minh 1a khong an toan trude thuat toan Shor. Diéu nay doi hoi sy chuyén
dich sang cac bai toan khé trén ludi, tiéu biéu 1a Module-LWE (MLWE) va
Module-SIS (MSIS)

- Do tré giao tiép: Phan 16n cac luge dd ky da bén hau luong tir hién nay (vi du:

MuSig-L, DualMS) yéu cau it nhit hai vong twong tac giita cac bén tham gia
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(commit—challenge), gy ra d6 tré dang ké trong cac tng dung Blockchain thoi
gian thye.

— Hiéu qua luu trit trén chudi: Mot sé luge dd t6i uvu vé sé vong giao tiép lai
khong hd tro gop khoa cong khai (Aggregate Public Key — APK), budc hé
thng phai luu trit danh sach day du cac khoa cong khai cua nguoi ky. Piéu

nay lam ting dang ké chi phi luu trit on-chain.

1.4.2.2. Dé xuét k¥ thuat va co ché hoat dong ctia Razhi-ms
Nhim giai quyét dong thoi cac han ché vé sb vong giao tiép, dung luong luu
trir va kha ning khang luong tir cta cac luge do ky da bén hién hitu, Rahmati va
Rahmati (2024) da d& xuat luoc dd Razhi-ms 1a mot co ché ky sé da bén hau luong
tor dua trén mat ma ludi , duwoc xay dung trén nén tang toan hoc cua CRYSTALS-

Dilithium va tdi vu héa cho méi trudng Blockchain[17].

1.4.2.2.1.  Nén tang ky thudt va bg tham sé cau hinh
Razhi-ms ké thira c4u tric toan hoc cua Dilithium, dya trén cac bai toan kho
Module-LWE va Module-SIS, két hop véi k§ thut Fiat—Shamir with Aborts nhim
dam bao an toan trudc cic tn cong lugng tir. Bé dat mirc an toan 128-bit (c6 dién)
trong khi t6i vu kich thudc chit ky va khéa cong khai gop, tac gia st dung mot bd

tham sb duoc tinh chinh riéng, thé hién trong Bang 3 cua bai bao[17].

Table 3. Proposed parameters for Razhi — ms scheme

Parameter Description Value
n Degree of f(x) that is a power of 2 256
q Prime modulus 8397313

(k,1) Dimensions of matrix A (4.4)

Y1 Coefficient range of v 27
Vo low-order rounding range 63616
T # of +1's in polynomial ¢ 41
n Private kev range 5
B .M 205
A Security parameter 128

Hinh 1.5: Cdc tham sé dau vao ciia Razhi-ms
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Cu thé, luoc dd hoat dong trén vanh da thirc bac n = 256, v6i module nguyén
t6 ¢ = 8,397,313, khac biét so v6i chuan FIPS 204 nhiam cai thién bién an toan trong
qué trinh tong hop chir ky. Ma tran cong khai A ¢o kich thude (k,1) = (4,4), dam

bao can bang gitta chi phi tinh toan va do an toan.

Céc tham s6 phan phdi va 1am tron duoc lya chon gom y; = 217, diéu khién
bién cua vector ngu nhién y; y, = 63,616, dung trong qua trinh tach bit cao/thip;
trong sO thir thach T = 41, xac dinh sb luong h¢ ) +1trong da thac thir thach; gidi
han khéa bi mat n = 5; va tham s6 B = 7 - = 205, dugc st dung lam ngudng an

toan trong kiém tra rejection sampling.

Viéc lwa chon bo tham sb nay cho phép kich thuée chir ky va khoa cong khai
gOp xap xi véi mot chir ky don 1¢, dong thoi duy tri day du cac ching minh an toan

dua trén MSIS va MLWE.

1.4.2.2.2.  Co ché ky da bén mot vong
Dong goép k¥ thuat cbt 16i cua Razhi-msl ndm & viée loai bé hoan toan mo
hinh commit—challenge-response truyén théng von yéu cau nhiéu vong tuong tac.
Thay vao d6, lugc d0 4p dung co ché ma hda mam ngiu nhién (seed encryption), cho

phép tat ca cac bén tham gia ky chi can trao d6i mot géi tin duy nhat.

i. Giai doan tao chir ky thanh phan

Tai mdi ngudi ky BS;, qua trinh ky dién ra doc 1ap nhu sau:

—  Trudc hét, nguoi ky tu sinh mot mam ngau nhién cuc bd picd do dai
256 bit. Thong qua ham mé rong ngiu nhién (XOF), mam nay duoc sir
dung d¢ tao ra vector ngau nhién y;. Tir thong diép can ky m va gia tri
¥;, nguoi ky tinh todn thir thach cuc bo c;.

— Dé cac bén khac c6 thé tai tao chinh x4c trang thai ngiu nhién phuc vu

téng hop chir ky, ngudi ky BS; ma hoa mam p; bang khoa cong khai
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cua tung nguoi ky con lai BS;, tao ra cac cdp gia tri ma hoa (uij' vl-j).
Day 1a diém khac biét then chét so vdi cac luge d6 da bén truyén thong.
—  Sau d6, nguoi ky tao chit ky thanh phan: z; = y; + ¢;s;, va phat di mot
goi tin duy nhét: g, = (Zl-, Ci» Ui, V; j),déy cling 1 budc giao tiép duy
nhét trong toan b giao thirc.

ii. Giai doan giai md va tong hop chir ky
Khi nhin dugc géi tin tir cac bén khac, mdi nguoi ky hodc nit tong hop st
dung khoa bi mat ctia minh dé giai ma cac cap (ui I j), tir ¢6 khoi phuc lai mam
pituong tng. Nho d6, vector ngau nhién y;va thanh phan ¢;s;ciia timg nguoi ky c6
thé dugc tai tao mot cach nhat quan ma khong can thém bat ky trao d6i nao. Chir ky

chung z dugc tong hop nhu sau:

Zz=y+ <® cl-si) mod f

i=1
Tuwong ung, khoa cong khai gop duoc xdc dinh bdi: APK =

n
A(® cl-sl-) modf trong d6 y duwoc xac din h béiry = Y-, y;, trong 0d6

=1
Trong d6 ® la phép nhan tirng thanh phan gitta cac vector. Két qua cudi cing
1a chit ky da bén: ¢ = (z,¢), c¢6 ciu trac va kich thude twong dwong mét chir ky

Dilithium don €.

1.4.2.3. Nhan xét
Mic du Razhi-ms mang lai nhiing cai tién 1y thuyét dang ké vé s6 vong giao
tiép va kich thude dit liéu khi ké thira cAu tric toan hoc cua Dilithium, qua trinh hién

thuc hoa lugc dd nay ddi mat voi nhitng thach thirc sau:

— Khoéng khép véi tham sd nén tang cua Dilithium: Bai bao st dung module
nguyén t6 q = 8,397,313 dé t6i wu hoa cho thiét ké riéng biét cua ho. Trong
khi @6, chuan FIPS 204 cua NIST di ¢ dinh q = 8,380,417. Viéc nay c6 thé

khién viéc st dung cac thu vién mat ma chuan hién nay tré nén vé dung. Viéc
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phat trién ma ngudn khong thé tai st dung cac ham nhén da thic tde do cao
(NTT) d duogc t6i wu hoa ma budc phai tu viét lai tir dau, din dén hiéu ning
thip va rui ro 13i cao.

— Trong bai bdo cong bd, nhom tac gia chi tap trung so sanh vé Kich thude (Khoa
gop ~3KB, Chir ky ~2.2KB) va Sé vong giao tiép (1 vong). Hoan toan khong
c6 sb liéu do dac cu thé vé thoi gian ky (Signing time) va thoi gian xac minh
(Verification time) tinh bang mili-gidy (ms) trén mot ciu hinh phan cing tiéu
chuan. Mic du giam duoc thoi gian cho mang (latency), nhung Razhi-ms lai
thém vao cac budce tinh toan phuc tap cuc bd ma Dilithium gbc khong cé nhu
viéc mdi ngudi ky phai thue hién thém cac phép nhan ma trin dé ma hoa/giai
ma tham s6 ngau nhién cho N-1 ngudi khac. Voi nhom ky 16m, chi phi nay co
thé ting tuyén tinh, 1am chim dang ké.

— G161 han vé pham vi ing dung: Lugc dd Razhi-ms duoc thiét ké dé tao ra mot
chit ky chung o cho mét thong diép duy nhit m. N6 hoat dong theo co ché
(n,n) trén cung mot thong diép. Pidu nay khac biét hoan toan véi Aggregate
Signature cho phép gdp nhiéu chit ky trén nhiéu tai liéu khac nhau thanh mot
chir ky duy nhat. Do d6, Razhi-ms chua giai quyét dugc bai toan gop chir ky
trong céc kich ban nhu Blockchain noi can xac thyc nhiéu giao dich khac nhau

cung lac.

1.4.3. Nghién civu vé ky ngwong trén thiét bi I0T: Davydov & Bezzateev
(2023)

Tén cong trinh: "Threshold Lattice-Based Signature Scheme for

Authentication by Wearable Devices " .

Su bung nd ciia cac thiét bi deo thong minh (wearable devices) nhur dong ho,
kinh, vong deo tay sirc khoe dd mé ra nhu ciu xac thuc ngudi dung da yéu t6 dé ting
cuong bao mat. M6 hinh xac thue ngudng cho phép nguoi dung chi can sir dung mot
tap hop con (t) cac thiét bi trong tong sd (n) thiét bi dang c6 dé dang nhap, mang lai

su tién loi va tinh san sang cao[10].
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1.4.3.1. Tong quan nghién ctru va bai toan dit ra
1.4.3.1.1.  Van dé can gidi quyét
Mbi de doa lugng tir: Cac gidi phap xac thyc hién hanh trén thiét bi deo chu
yéu dya trén mat ma duong cong Elliptic (ECC). Tuy nhién, ECC dé bi ton thuong

trudc thudt toan Shor trén may tinh luong tir.
Han ché hién tai:

+ Cac luge dd ky ngudng dua trén ludi (Lattice-based) da ton tai nhung
thuong gip van dé nhu kich thudc khoa qué 16n, hodc thiéu tinh linh
hoat vé ngudng.

+ Thiét bi deo c6 ning lyuc tinh toan va pin thip, doi hoi giai phap phai 1a

mat ma hang nhe.

Muc ti€u nghién ctru: Xay dung mot lugc dd chi ky ngudng dua trén ludi linh
hoat (t-of-n), an toan trudc may tinh lugng tr va di nhe dé chay trén cac thiét bi

deo[10].

1.4.3.2. Dé xuét k¥ thuat va co ché hoat dong
Bai bao dé¢ xuat mot luge d6 méi cai tién tir cong trinh ciia Damgard (2022),

két hop gitta mat ma ludi va chia sé bi mat Shamir.

i. Cosotoan hoc:
— Dua trén tinh kho ctia hai bai toan lu6i module: Module Learning With Errors
(M-LWE) va Module Short Integer Solution (M-SIS).
— St dung md hinh Fiat-Shamir with Aborts (twong tu nhu thuat toan Dilithium
chuan NIST) dé dam bao tinh an toan va khong 16 khoa bi mat qua chir k.

— Céc tham sb du vao tuan thu hoan toan theo bd tham s6 chuin cua FIPS 204.
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ii. Kién triic giao thirc quy trinh hoat dong gom 4 giai doan chinh:

— Thiét 1ap va Tao khoa: Hé thong sinh tham sé cong khai. Cac thiét bi phdi hop
dé tao ra mot khoa cong khai chung (pk) va mot khoa bi mat (sk) chung, nhung
khong thiét bi nao giir toan bo khoa bi mat nay.

— Chia sé bi mat (Secret Sharing): Ap dung lwgc dd Shamir's Secret Sharing.
Khoa bi mat dugc chia nhé thanh n cac phan (shares) va phan phdi cho thiét
bi deo. Viéc khoi phuc yéu ciu tdi thiéu # phan[10].

— Tao chir ky (Signature Generation):

+ Khi ngudi dung can xac thuc, thiét bi s& tham gia.

+ MBOi thiét bi tao mot cam két (commitment) va tinh todn mdt phﬁn chir
ky (partial signature) dya trén phan bi mat cia minh.

+ St dung k¥ thuit Rejection Sampling (Idy mau tir chdi) dé dam bao
phan phdi xac suat cua chir ky khong tiét 16 thong tin vé khoa bi mat.

+ Céac phan chir ky sau d6 dugc gop lai bang noi suy Lagrange dé tao ra
chir ky cubi cung.

+ Xéc minh: Hé thong kiém tra tinh hop 18 cta chit ky dua trén khoa cong
khai chung va thong diép, dam béao rang it nhat thiét bi hop 1¢ di tham
gia ky.

1.4.3.3. Nhan xét va Banh gia
Uu diém:

— Hiéu ndng tinh toan: Thir nghiém thuc té cho thay téc do thuc thi rat nhanh. O
murc bao mat cao nhét (Level 5), tong thdi gian cho toan b quy trinh (tao
khoa, chia sé, ky, xac minh) chua dén 40 ms. biéu nay ching minh tinh kha
thi cao khi trién khai trén cac vi xir Iy yéu cua thiét bi deo[10].

— Tinh khang luong tir: Luoc dd cung cép su bao vé 1au dai trude cac cude tin
cong tir may tinh luong tir, diéu ma cac giai phap ECC hién tai khong lam

duoc.
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— Tinh linh hoat: Khéc phuc dugc nhugc diém cua luge do Damgard géc b?mg

cach cho phép ngudng linh hoat thay vi ¢b dinh , pht hop véi thuc té sir dung

(vi du: ngudi ding c6 thé quén 1 thiét bi & nha nhung van dang nhap duoc).

Han ché va Thach thirc:

— Kich thuéc dit lidu 16n: Day 1a diém yéu c¢d hitu cia mat ma ludi. Kich thude

chit ky (~11.7 KB) va dit lidu truyén tai (~15.7 KB). Diéu nay c6 thé giy ton

bing thong Bluetooth/Wi-Fi va ning luong truyén tin cia thiét bi deo.

— Rui ro tir Shamir Secret Sharing: Lugc dd Shamir co ban khong c6 tinh ning

xé4c minh (verifiable). Néu mot thiét bi bi tAn cong va giri phan chia sé sai, qua

trinh tao chit ky chung s& that bai ma khong d& phat hién ngudn 13i.

1.4.4. Tong hop so sanh va xdc dinh hwong trién khai

Bing 1.2: Bing tém tit cdc dic diém ky thudt ciia cdc nghién

Tiéu chi so sanh

Mo hinh MPC
Tong quat (Cozzo
& Smart / Roux)

Mo hinh Ky gop (1-
Round) (Razhi-ms 2024)

Mo hinh Ky nguong
(t,n) (Leevik et al.
2023)

Shamir Secret Sharing

§ thuat né i ion + : -
iinin || G MrC | Stmeions | i Samie i
Aborts
M6 hinh ngudng (t,n) (n, n) (C6 dinh) (t, n) (Linh hoat)
o, ~87 gidy (Rat : £
Thoi gian ky cham) Trung binh 26.5 ms (Rat nhanh)
S6 vong tuong Nhiéu vong (phu . \
tac thudc Rejection) I vong 2 vong
Kich thudc chit | Lén (do ciu trac I -
Ky mach MPC) Rat nho: ~2.2 KB Loén: ~11.7 KB
’ St dung céac tham s6
Tinh Chuén héa Tuan tha Eham 0| khdc so véi chudn FIPS Tuén tha tham sb chuan
chuan 204
Nhin dipn | Kha thi vé ly thuyét Téi vu nhat cho Phti hop nhat cho
T nhung khéng thuc Blockchain nho kich IoT/Wearables nho toc
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té cho trién khai thudc nho, nhung kho
dién rong. trién khai do 1éch chuan.

dd nhanh, du ton bang
thong.

Tir bang so sanh, ta nhan thdy mé hinh cua Cozzo & Smart (2019) d3 13i thoi

vé mit hiéu ning. M6 hinh ctia Leevik (2023) cho thiy tiém niang tng dung thuc té

16n nho tde do xur Iy miligidy.

Dé an quyét dinh khong trién khai mé hinh Ky gop (Razhi-ms) ma tap trung

vao ky ngudng két hop véi ky doc 1ap lam dbi trong so sanh. Cac 1y do cu thé bao

gom:

Bai toan Ky ngudng (t,n) 1a bai toan téng quat hon so voi Ky gop (n, n).
Néu trién khai thanh c6ng hé théng ngudng (t, n), hé théng dwong nhién hd
tro truong hop t = n (twong duong ky gop). Do do, gia tri khoa hoc va pham
vi tng dung ctia d& an sé rong hon (ap dung duoc cho ca Blockchain, IoT,
va quan tri doanh nghiép).

Mo hinh Ky ngudng theo hudng tiép can ctia Leevik et al. cho phép st dung
lai cac nguyén thity mat ma (cryptographic primitives) da duoc kiém chimg
ctia chudn FIPS 204 (ML-DSA). Viéc nay giam thiéu rui ro sai sot toan hoc
va 16i bao mat so véi viéce tu cai dat lai hé théng tham sd la ciia Razhi-ms.
C6 thé xem xét va thir nghiém viéc tich hop k¥ thuat nén dir liéu ciia FIPS
204 vao md hinh ky ngudng, giup giai quyét bai toan kich thudc chit ky ma
khéng can hy sinh tinh chuén hoa.

Viéc so sanh giira ky ngudng va ky doc 1ap s& 1am ndi bat sy danh doi giita:
Kich thuoc chir ky/Bang thong va Tai nguyén tinh toan CPU (Ky doc lap cé

thé nhe hon ¢ phia ngudi ky nhung ning hon ¢ phia xac thuc).
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Chuong 2. PHUONG PHAP NGHIEN CUU VA THIET KE MO
HINH THU NGHIEM

2.1.Muc tiéu va yéu ciu ciia thir nghiém

Dé giai quyét cac khoang trdng nghién ciru da xac dinh & Chuong 1, dic biét
1a sy thiéu hut cac danh gia thyc nghiém toan dién vé hiéu ning ciia Dilithium trong
moi truong da bén, qua trinh thtr nghiém can dat duoc cac muc tiéu va yéu cau cy thé

sau.
2.1.1. Muc tiéu: Po lwong cdc chi so higu ning.

Muc tiéu cdt 16i cua phﬁn thuc nghiém 1a cung cép sb liéu dinh luong chinh
xac dé danh gia hiéu qua cia mo6 hinh Ky ngudngduoc xay dung duya trén tiép can
ctia Leevik et al. (2023) va chuan FIPS 204 thong qua viéc ddi sanh véi mo hinh Ky

doc 1ap (Independent Signing). Cac chi sb can do ludng bao gdom:
— Do luong chi phi tinh toén:

+ Xac dinh thoi gian thuc thi trung binh cho cac pha: Sinh khoa, Ky va Xac

minh.

+ Danh gid su chénh léch thoi gian xir Iy gita m6 hinh don 1¢ (Standard
Dilithium) va mé hinh da bén dé 1am 13 chi phi cong thém cua cac thuat
toan chia sé bi mat va cong gop.

— Do ludng chi phi truyén thong :
+ Day 1a myc tiéu quan trong nhat nham kiém ching cac nhan dinh 1y thuyét

v€ nhugc diém bang thong cia mat ma ludi.

+ Do téng dung luong dir liéu (tinh bang Kilobytes) can truyén tai/luu trir dé

hoan tit mot phién ky thanh cong.

+ Kiém tra tinh hidu qua cua k¥ thuat nén dit liéu (Bit-packing) khi ap dung

vao chir ky nguong.
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+ Dém tong s6 vong tuong tac can thiét dé hoan thanh giao thirc, dic biét ch

trong vao s6 vong lip phat sinh do co ché Rejection Sampling phan tan.
— Danh gia kha nang mo rong:

+ Phan tich su bién thién ctia hiéu ning khi s6 lwong bén tham gia (N) ting
lén (vidu: N = 3,5, 10, 20).
+ Xadc dinh ngudng chiu dung cua hé théng (diém udn ma tai d6 do tré mang

trd nén khong thé chép nhan dugc cho céc ung dung thyc té).

2.1.2. Yéu cau: Pam bdo tinh chinh xdc, khdch quan, cé thé lip lai.

Pé két qua thuc nghiém c6 gia tri khoa hoc va tham khao cao, qua trinh thiét

ké va trién khai phai tuan thii nghiém ngit cac nguyén tic sau:
— Tinh chinh xac va Tin cay:

+ Céc phép do thoi gian dugc thuc hién véi miligiay(ms).

+ Két qua phai dugc ldy trung binh tir mot s lugng 16n 1an chay thu
nghiém (vi du: 100 hogc 1.000 1an ky) dé loai bo cac yéu tb nhiéu ngiu
nhién ctia hé didu hanh va phuong sai ciia qua trinh Rejection Sampling.

+ Phai kiém tra tinh dung dén sau mdi 1an chay: Chit ky tao ra phai vuot

qua ham Verify chuan.
— Tinh khach quan va Cong bang:

+ MBbi trudng ddng nhit: TAt ca cac md hinh phai duoc trién khai va do
dac trén cing mot nén tang phan ctng, hé diéu hanh va phién ban trinh
bién dich.

+ Thu vién co so: S dung chung mdt thu vién 161 (vi du: libogs hodc
PQClean) cho céc phép toan co sé (NTT, SHAKE) dé dam bao so sanh
cong béng vé mat thuat toan giao thuc, tranh sy chénh léch do t8i wu

hoa code & tang thap (low-level optimization).

— Kha nang lap lai:
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+ BO tham sd thtr nghiém phai dugc cong bd rd rang, tun theo cac mirc
dd an toan chuan cua NIST (Dilithium2, Dilithium3, Dilithium5).

+ Ma nguén thir nghiém, kich ban do va dir li¢u dau vao gia lap can duoc
dong goi hodc mé ta chi tiét dé cac nghién ciru sau co thé tai lap két
qua.

2.2.B0 tiéu chi danh gia hi¢u nang
DPé dam bao tinh khach quan va kha ning so sanh giita cdac mo hinh (Ky

ngudng, Ky gop, Ky doc 1ap), dé tai sir dung bo tiéu chi gdm 4 nhom chi sb chinh:

2.2.1. Hiéu nang Tinh todn

Nhom nay do luong toc do xir Iy ciia CPU, anh hudng truc tiép dén do tré ctia

hé théng.

— Thoi gian sinh khoa :

+ Ky nguong: Do thoi gian thuc hién giao thirc Sinh khoa phdn tdan
(Distributed Key Generation - DKG). Thoi gian tinh tir luc bat dau dén
khi mdi bén nhan dugc manh khéa bi mat (sk;) va khoa cong khai
chung (pk).

+ Ky doc lap: Do thoi gian sinh cap khoa (pk, sk) don 1¢ chuan.

+ Don vi: Miligidy (ms).

— Thoi gian ky:

+ Ky ngudng: Thoi gian trung binh ky thong diép cua 1 bén va tong thoi
gian tir khi nhan thong diép dén khi tao ra chir ky hop 1¢ (bao gdom ca
thoi gian tinh toan cuc b va thoi gian chd dong bo giita cac bén).

+ Ky doc lap: Thoi gian trung binh dé tao mét chir ky don 1¢.

+  Pon vi: Miligidy (ms).

— Thoi gian Xé4c minh:



48

+ Do thoi gian xac minh mot chit ky cudi cung khi du ngudng (Batch
Verification). Chi s6 nay can so sanh véi tong thoi gian xac minh N chir
ky doc lap dé chirg minh hiéu qua.

+ Chimg minh rang thoi gian x4c minh mot chit ky ngudng nhé hon nhiéu
S0 VOl téng thoi gian xac minh N chit ky doc lap. Muc tiéu:

TVerify_Agg <N X TVerify_Single-
2.2.2. Higu ning Truyén thong

bay 1a nhom chi s6 quan trong doi voi deé tai, vi kich thude dir li¢u trao doi

16n, dé gdy nghén mang.

— Dung lugng dif liéu trao doi:

+ Dinh nghia: Tong kich thu6c (tinh bing KB) cia tit ca cac goi tin
(Commitments, Shares, Partial Signatures) dugc gtri di giita cac bén dé
hoan thanh mot chir ky.

+ Tham chiéu: Nghién ctru cia Leevik (2023) cho thay chi sb nay 1én t&i

~15KB/user, can do dac lai.

2.2.3. Hiéu qua Luu triv
— Kich thuéce chir ky:
+ Ky ngudng: Kich thude chir ky cudi ciing ~11.5 KB theo bai béo cong
bo.
+ Ky doc lap: Tong kich thude ctia N chit ky riéng biét.
— Kich thudc Khoa cong khai (pk): So sanh kich thude cuia mot Khoa cong khai
chung (PKgmup) so voi1 viéc phai luu trit danh sach N khoa cong khai roi rac

(PKy, PK,, ..., PKy).
2.2.4. P on dinh va Mo rong

— S6 vong lap Rejection Sampling :
+ Dinh nghia: S6 vong lap trung binh, néu mot bén (signer) tao ra chir ky

vi pham bién d§ an toan, toan bd giao thirc phai khédi dong lai (Restart).
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Bai nghién ciru ciia Leevik ghi nhan ty 1& chap nhan khoang 20-50%
(twong dwong can 2-5 1an thir dé thanh cong), sé vong lip cang cao
tuong duong voi viée bt budc user phai twong tac véi luge dd ky nhiéu
lan @ dwoc chip nhan. Chi sb nay cang thap thi hé thdng cang 6n dinh.
+ Muc tiéu: Kiém ching xem mo hinh trién khai c6 dat duoc con sb t6i
uu duoc cong bd 1a 2-5 vong lip hay khong? Pay 1a thude do quan
trong vé d6 6n dinh cua hé théng phan tan, khéc biét hoan toan so vdi
ky don (noi viéc lap lai chi dién ra cuc bd).
— Kha nang mé rong (Scalability Factor): Phan tich xu hudng tang cua thoi gian
ky va dung lugng dir liéu khi s6 lwgng ngudi tham gia tham gia (N) ting dan
(vi du: thtr nghiém voi N = 3,5,10,20). Muc ti€u la xac dinh giéi han chiu

dung ctia hé thong.
2.3.Thuyét minh mé hinh ky ngudng (Threshold)

2.3.1. Phan tich giao thirc.

Giao thtre 1a sy két hop gitra d6 kho cua bai toan M-LWE/M-SIS trén luédi va

tinh cht bao mat thong tin ctia luge do chia sé bi mat Shamir.

2.3.1.1. Pha Thiét lap va Chia sé¢ khoa
Dé dam bao tinh don gian va tap trung vao hiéu ning ky, dé tai sir dung mo

hinh Pai 1y tin cay (Trusted Dealer) cho giai doan khai tao ( theo thiét ké cua Leevik):

— Sinh khoéa chu: Dealer thuc hién quy trinh sinh khéa Dilithium tiéu chuan dé

tao cip khoa (pk, sk), Mdi nguoi ky P; phai luu trit hai loai bi mat:

+ s; (Small Secret): Giit lai tir luc sinh khéa ban dau. Dung dé kiém tra
diéu kién an toan: .

+ x; (Large Share): Puoc tao thanh bang phan rd bi mat (Shamir's Secret
Sharing) bang cach xdy dung mét da thirc ngiu nhién f(x) =s, +
a;x + ayx? + -+ a,_;xt"1, trén mot truong hitu han phu hop, sao

cho f(0) = sy, sau d6 gui manh chia sé f; (uid;)cho cac bén khac. Bén
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P;tong hop tat ca cic manh nhan duoc dé tao Large Share:x; =
Z;L . fi (uid;).Trong d6 uid;1a dinh danh duy nhit cua P;.

— Két qua:
+ Khong bén nao (ngoai trir Dealer tai thoi diém khai tao) nim giir toan
bo khoa bi mat, sau khi pha két thic khoa cling bi tiéu huy.
+ Chi khi c6 tdi thiéu t bén hop tac thi kha ning ky hop 18 méi duoc khoi
phuc.

+ Khoa cong khai pk dugc cong bo cho tat ca cac bén va ngudi xac minh.

2.3.1.2. Pha Ky s phan tan
Quy trinh ky dién ra qua 2 vong twong tac chinh giita cic bén tham gia va mot

nat dong vai trd tong hop:

— Vong 1: Cam két: Mdi bén s& tinh toan tao ra mot cam két va giri cam két dé
tong hop mot thir thach chung(Challenge) duy nhét cho toan phién ky nay

— Vong 2: Dya trén thir thach chung vira nhan + manh khoa bi mat sk; dang nim
giit, mdi bén tao ra phan chir ky cua riéng minh. Trudc khi giri di, mdi bén tu
kiém tra bién do dir liéu cua phén chir ky vira tao:

+ Néu dir lidu vi pham céc ngudng an toan hodc c6 nguy co lam 1 thong
tin théng ké vé khoa bi mat, qué trinh k¥ s& bi hay va phai khoi dong
lai tir du.

+ Néu kiém tra hop 18, cac bén giri phan chir ky ciia minh cho nut Téng

hop.
— Nut Tong hop thuc hién phép cong tuyén tinh tat ca cac phan chir ky nhan
dugc dé tao thanh vector chit ky tong.
2.3.1.3. Hién thuc hoa cac Tham s6 va Ham chuin FIPS 204

Dé dam bao mo hinh ky ngudng khong chi hoat dong diing vé mat logic chia

s¢ bi mat ma con tudn thu cac ti€u chuan an toan, qué trinh trién khai h¢ thong duogc
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xay dung bam sat dac ta k¥ thuat cua FIPS 204 (ML-DSA). Viéc hién thuc hoa duogc

chia thanh hai ting: ting tham s6 c4u hinh va tang ham chtrc ning toan hoc.

i. Cdu hinh Tham s6 An toan
Hé thdng duoc thiét 1ap dé hoat dong & mirc d6 an toan ML-DSA-44 (twong
duong NIST Security Level 2) hoic ML-DSA-65 (Level 3), tiiy bién thong qua file
cau hinh dilithium_math.py. Cac hing s6 nay duoc dinh nghia chinh xac theo chuan

dé dam bao tinh tvong thich voi cac bd kiém tra cong khai:

Trudng hitu han : St dung module nguyén to q = 8,380,417. Pay la tham
s6 cdt 161 cho phép str dung thuat toan nhan da thirc nhanh NTT (Number Theoretic

Transform).

Bac da thic : C6 dinh N = 256. Moi phép toan chia sé bi mat Shamir déu
duoc thuc hién trén 256 hé sb cua cac da thic nay.
G161 han bién do:
+ y, = 219 = 524,288: Dung dé kiém so4t bién d6 cta vector nhiéu y.
+ 1 = 2 hoic 4: Dung dé sinh khoa bi mét va nhiéu e nho.
+ 1 = 39 (Level 2) hodc 49 (Level 3): S6 luong hé sé +1 trong da thirc
thir thach c.
ii. Cac Ham chire nang Tiéu chudn
Thay vi tu cai dat lai cac phép toan co sé (von d& méc 151 va hiéu ning thap),
hé théng tich hop cac ham chuédn cua thu vién libogs / PQClean théng qua co ché
wrapper (Ctypes), két hop véi logic diéu khién bang Python:

Bién d6i S6 hoc (NTT & Inverse NTT):

+ St dung ham poly ntt() va poly invntt tomont() dugc tdi wu hoa bang
C/Assembly.
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+ Viéc nay gitip giam do phurc tap cua phép nhan da thirc — thao tac ton
kém nhit trong qua trinh ndi suy Lagrange — tr O(N?) xubng

O(N log N) dam bao thoi gian ky ngudng chi & mirc miligidy.
Sinh Ma tran tir Seed:

+ Thay vi luu tritr va truyén tai toan by ma tran A (kich thudc 16n), hé
thong trién khai ham ExpandA() theo chuan FIPS 204.

+ Dau vao 1a mot seed p (32 bytes). Str dung ham bam SHAKE-128 dé
bung ra ma trin da thirc gia ngau nhién. Diéu nay giup giam bing thong

truyén tai trong pha thiét 1ap khoéa xudng hon 99%.
2.3.2. Luwu do thudt todn.

2.3.2.1. Luu dd Sinh khéa phan tan (Distributed Key Generation — DKG)
Quy trinh sinh khoa phan tdn nhdam dam bao ring khong ton tai bat ky thuc
thé don 1¢ nao nam giir toan bo khoa bi mat S. Mdi bén chi giit mot phan khoa (key

share), va chi khi c6 dii ngudng tbén hop tac thi méi c6 thé thyuc hién ky hop 18.

— Budc 1: Khi tao: Cac bén tham gia P;, ..., P, théng nhat bo tham s chung
ctia hé mat ma lu6i (¢ N’ k» [)va seed cong khai p. Tir p, tit ca cac bén cd
thé tai tao nhat quan ma tran cong khai A € Rgxz bang cach sir dung ham
expand_a() trong thu vién chudn FIPS 204. Mdi bén P; doc 1ap tao cac vector
bi mét s; tir phan phdi Gaussian roi rac, va vector nhidu e;, theo phan phdi
xac dinh trudce. s; dwoc P; gitt bi mat tuyét di.

— Budc 2: Tinh khéa cong khai phan (Partial Public Key): Mdi bén tinh khoa

cong khai cuc bo:
t; =A-s; +e(modq)(2.1)
— Budc 3: Chia s¢ bi mat (Shamir Secret Sharing):

+ Pé phan tan khoa bi mat, mdi bén P; ap dung luoc dd chia sé bi mat

Shamir 1én s;, tao ra n manh chia sé bang cach xay dung mot da thirc
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ngau nhién f(x) = s; + a;x + a,x? + - + a,_,x* "1, trén mot trudng
hiru han phu hogp, sao cho f(0) =s;,sau d6 gii manh chia sé
f;(uid;)cho cac bén khac. Bén P; tong hop tat ca cac manh nhan duoc
dé tao Large Share:x; = > :; L fj (uid;).Trong d6 uid;la dinh danh duy
nhit cta P;.
— Buéc 4: Tong hop khoa:
+ Khoa cong khai chung:
n
A, T = Z ti'
i=1
+ Khoa bi mat phan cua bén P;: sk;(x;, s;).

Cudi cung hé théng thu dwgc khoa cong khai chung pk = T va tap cac khoa

bi mat phan {sk;}. Khong bén nio c6 thé suy ra khoa bi mat toan cuc.

2.3.2.2. Luu dd Ky ngudng
Ky ngudng 1 giai doan phirc tap ciia hé thong, yéu cau tdi thiéu t bén tham
gia va bao gdm 4 vong tuong tac, két hop co ché Fiat—Shamir with Aborts (Rejection

Sampling) dé dam bao an toan.
Pau vao 1a thong diép can ky M va tip con gém t nguoi ky hop 1é.
— Buéc 1: Cam két (Commitment)
+ MJdi bén P; s& sinh vector nhiéu ngau nhién y;, 7; va tinh: w; = A4 - y;.

+ Tao cam két: com; = Commit(w;, 1;), va giri com; cho cac bén con lai

(hodc cho bén diéu phbi).
— Budc 2: Sinh thtr thach

+ Sau khi nhan du cam két, tong hop: com = ¥t_, com.
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+ Sinh thir thach toan cuc: ¢ = Hy(com || M || pk),trong d6 ¢ 1a mot da

thirc duwgc 1ay mau theo ham SampleInBall véi trong s6 Hamming nho.
— Budc 3: Phan hoi va kiém tra cuc bo (Response)

+ Nguoi ky P;sir dung s; dé kiém tra bién chuan: z/ = y; + ¢ - s;, chi khi
thoa man:|l z; I< .

+ Sau khi vuot qua budc kiém tra, ngudi ky sir dung bi mét 16n x;dé tinh
thanh phan chit ky: z; = y; + ¢ - x; Gia tri z; ¢6 d6 16n rat 16n, khong
thuc hién kiém tra bién, va dugc gui tryc tiép to1 nut téng hop. Céac bén
nhan s& thyc hién kiém tra bang cach tinh lai gia trj bam: H(z; | 1) =
? h; nham xéc thuc tinh toan ven cta dit liéu nhan duoc.

— Budc 4: Tong hop chir ky (Aggregation)

+ Tai phan diéu phdi, khi nhan du ¢ chit ky thanh phan z; can tong

hop lai:

Va cong don cac r cuc b dé tao ra chia khéa mé cam két tong:
j=1

+ Rejection Sampling toan cuc s& kiém tra: || z ll,< t - Bound. Néu
vi pham s€ Restart toan bg quy trinh.
+ Nén chit ky: Dung thuit toan Bit-Packing dé nén vector z (vén 1a

cac sb6 nguyén 16n) thanh chudi bytes gon nhe Zpacked-
Zpacked = BltPaCk(Z)

+ Pau ra: Chit ky ngudng cudi clung:
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0 = (Zpackeas ¢ COM,T).

2.3.2.3. Luu dd Xac minh chir ky
Quy trinh x4c minh tudn thi chuan FIPS 204 (Dilithium) va khong phan biét
chit ky duoc tao boi mot ngudi hay boi nhiéu ngudi theo mé hinh ngudng.
Giai nén: Tu cht ky 0 = (zpacked, c, com, r)vé khéa cong khai 7, giai nén

Zpackea 4€ thu duge vector z. Kiém tra bién, néu: || z [I> ¢ - Bound, thi chit ky khong

hop 16. Tai tao tham sé cong khai bang cach sir dung seed p dé dung lai ma tran A.

Tinh toan gia tri kiém tra:

w=A4A-z—c-T.

Kiém traw c6 ding 1a gia tri dugc cam két trong com hay khong qua ham
commit_opening(w, r, com) muc dich 13 tai tao com_new va so sanh voi com, néu
khop thi tiép tuc voi ham bam:

¢’ = SampleInBall(H(M || w || pk)).
So sanh:
+ Néu ¢’ = c, ching ta c6 chit ky hop 1¢ (Valid).
+ Nguoc lai thi khong hop 1¢ (Invalid).
2.3.3. Céu tric dir ligu.

Hé thong duoc thiét ké hudng ddi tugng (OOP) véi cac cdu trirc dit liéu chinh dnh

xa tryc tiép tir toan hoc mat ma ludi sang Python objects.

i. Poi tirong Pa thirc

Day 14 céu tric dit liéu nguyén tir (atomic data structure) cia hé thong.
Class: Poly, thudc tinh:

+ coeffs: Mang s6 nguyén (Integer Array) d6 dai N = 256. Chira cac hé sd
thudc Z,.
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+ in_ntt: Boolean. Panh ddu da thirc dang & mién hé s hay mién tan s

(NTT domain) dé tranh tinh toan sai.
— Phuong thirc chinh: add(), sub(), mul ntt(), to bytes(), from bytes().

ii. Khoa Cong khai
Luu trit thong tin can thiét dé xac minh chir ky. Dé t6i uwu bang théng, ma tran A

khong duoc luu tryuc tiép.

— JSON:

"scheme": "dilithium-threshold-fips204",

"rho": "Base64 String", // 32 bytes seed dé sinh ma tran A
"t1": "Base64 List", // Vector t1 (da nén)

"k": 6, // Tham s6 kich thudc ma tran (Dilithium3)

" s, // Tham s kich thudc ma tran

iii. Manh Khoa Bi mdt
Mdi bén tham gia luu giit mot ban ghi nay. N6 chtra phan bi mat cia riéng ho sau khi

da chay Shamir Secret Sharing.

— JSON
{
"party id": 1, // Binh danh nguoi dung (Index x trong Shamir)
"small s1": [Poly Obj], // Vector L

"small s2": [Poly Obj], // Vector K
"large_x1": [Poly_Obj], // Shamir share cta s1

"large x2": [Poly _Obj], // Shamir share cta s2
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"threshold": 3 // Ngudng t yéu cau

iv. Chit ky S6
Céu trac chit ky cubi cung, duoc tdi wu hoa kich thudc bang Bit-packing.
—  Téng kich thude dy kién: ~4 KB (so v6i 11.7 KB néu khong nén).
—  Thanh phén:

+ Challenge (c): ~32 Bytes (Seed) hodc ~2.5KB (néu dé dang Poly thd). Trong

cai dat nay dung dang Seed hoac Poly nén.

+ Response (z): Chiém phan 16n dung lugng. La vector gdm L da thirc. Mdi hé

s6 duoc nén (Bit-packed) tir 32-bit xudng con ~17-20 bit.
+ Hints (h): (Tuy chon) Vector goi ¥ dé khoi phuc phan cao ciia w, gitip giam
kich thudc chir ky hon nita (theo chudn FIPS 204).
2.4.Thuyét minh mé hinh ky ddc lap
MBS hinh nay duoc thiét ké nhu mot nhoém ddi chimg. Thay vi ap dung céac ki
thuat chia sé bi mat hay gop chit ky phirc tap, mé hinh thyuc hién ky tuin tu truyén
thong, noi chit ky ctia mdi ca nhan dugc tao va luu trit doc 1ap.
2.4.1. Phan tich giao thirc.
2.4.1.1. Giai doan Khai tao
Khéng ton tai thuc thé trung tim. M&i nguoi ky S; doc 1ap sinh cip khoa riéng
ciia minh: (pky sk;) theo chudn thuat toan CRYSTALS-Dilithium. Cac khoa cong
khai pk; duoc cong bd dé phuc vu cho qua trinh x4c minh sau nay.
2.4.1.2. Giai doan Ky
+ Théng diép hodc tai lidu can ky Mdugc chuyén tudn ty qua danh
sadch nguoi ky da dinh trudec:

L= 51,52, ""SN'
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+ Nguoi ky dau tién S;sir dung khoa bi mat sk,dé tao chir ky o,trén
M. Nguoi ky th i(i > 1) nhan goi tin: (M, gy, ..., 0;_1),sau do tao
chir ky cua riéng minh: o; = Sign(sk;, M),va chuyén tiép goi tin:
(M, 64, ..., 0;) cho ngudi ky tiép theo.

+ Sau khi hoan tit vong ky, két qua thu dugc 1a tap hop chir ky riéng
biét:

2 == 0-1,0-2, ...,O-N.

2.4.1.3. Giai doan Xac minh

Qua trinh xac minh dugc thuc hién mot cach tudn tu:

— Véi mdi chit ky o; € I, hé thdng st dung khoa cong khai twong wng pk; dé
kiém tra tinh hop 1¢.

— Van ban M chi duoc chép nhén néu toan bo N chi ky déu hop €.

2.4.1.4. Pic diém ky thuat
Uu diém:

+ Céu trac don gian, dé trién khai trong thuc té.

+ Khong yéu cdu stra d6i thuat toan Dilithium géc.

+ Khong can co ché chia sé khoa hay kénh truyén bao mat giita cac nguoi
ky.

Nhuoe diém:

+ Kich thuéc dit liéu chit ky ting tuyén tinh theo s6 luong nguoi ky:
| 2 |= O(N).
+ Thoi gian x4c minh ciing ting tuyén tinh theo N, giy tbn tai nguyén tinh
toan va luu trit. Khong phu hop véi cac hé thdng Blockchain hodc moi
truong on-chain, noi chi phi lwu trir va xac minh 13 yéu t6 quan trong, dic

biét khi sb luong ngudi ky 16m.
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2.4.2. Luwu db thudt todn.

Do tinh chét tudn tu, luu dd thuét toan dugc thiét ké theo dang tuyén tinh nhu sau:

‘ Bat dau '

Sinh N cap khéa déc lap
(Pk_i, sk_i)

A
/ Nhap van ban M /

Nguw&i 1 ky bang sk_1 ; tao sigma_1

3

Chuyén M + sigma_1 cho Ngui 2

v

Nguwi N ky bang sk_N va ; tao
sigma_N

Dong goi két qua:
Van ban M + Tap hop N chr ky

Kiém tra tirng
chir ky sigma_i
véi pk_i

Phat hién chir ky sai

Chix ky i hop 1& coén

y
< Két qua: TU CHOI ’

Con chix ky
nao khéng?

Hét (T4t ca dung)

C Két qua: CHAP NHAN )

Hinh 2.1: Luu d6 thudt todn ky déc ldp
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2.5.M0éi truong va cong cu thir nghiém
Pé dam bao tinh khach quan va kha nang tai lap cta két qua nghién ctru, hé
thong thir nghiém duoc thiét 1ap trén moi trudng may chu (server-grade) v6i cac thong
s6 k¥ thuat va cong cu phan mém cu thé nhu sau.
2.5.1. Céu hinh phin cieng, hé diéu hanh.
Thtr nghi¢m dugc trién khai trén mot node tinh toan hiéu nang cao voi cau
hinh chi tiét:
B xtr 1y trung tam (CPU):
+ Model: Intel® Xeon® E5-2697 v4.
+ Thoéng sb: 18 nhan vt 1y, 36 ludng (Threads), xung nhip co ban 2.30
GHz (Turbo Boost 1én 3.60 GHz).
+ Kién trac: x86 64, ho tro tap 1énh AVX2 (Advanced Vector Extensions
2). Bay 1a yéu td quan trong gitp ting toc cac phép toan vector hoa va

nhan da thtrc trong thuat toan ludi (Lattice-based).
B6 nhé trong (RAM): Dung luong: 62 GB DDRA4.
Hé diéu hanh:
+ OS: Ubuntu 22.04.5 LTS (Jammy Jellyfish).
+ Kernel: Linux 6.8.0-65-generic.
2.5.2. Ngon ngir lap trinh.
Dé an sir dung Python (phién ban 3.10.12) 1am ngdn ngit chinh dé phat trién

va két ndi cac thanh phan cua hé thong.

Ly do lya chon: Python ¢6 hé sinh thai manh mé& cho tinh toan khoa hoc, cti

phap 16 rang giip md phdng nhanh céac giao thirc phic tap.
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2.5.3. Thuw vién sur dung.

Céc thu vién ma nguon mé dong vai tro cot 161 trong viée trién khai cac thuat

toan mat ma va do luong hiéu nang:

— NumPy (v2.2.6): Sir dung dé biéu dién va thao tac trén cac vector da thirc

thudc vanh R,.

— Numba (v0.62.1):

+ Dung dé bién dich cac ham tinh toan ¢t 15i ctia Dilithium (nhu phép
nhan da thirc, iy méau Rejection Sampling) thanh md mdy (machine
code) ngay tai thoi diém chay (runtime).

+ Gilp loai bo overhead cua trinh thong dich Python trong cac vong lap
tinh todn day déc.

— Hashlib & Cryptography: Cung cdp cac ham bam chuin SHAKE-128 va
SHAKE-256 (thuoc ho SHA-3) can thiét cho viéc mé rong ma tran A va tao
cac thir thach (challenge) ngiu nhién an toan.

— Ctypes:

+ Su dung dé go1i cac thu vién lién két dong (.so0) duoc viét béng C (vidu:
libdilithium_ntt.so) nham téi wu hoa phép bién d6i NTT, dam béo tinh
chinh xac theo chuan FIPS 204.
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Chwong 3.THU'C NGHIEM, PHAN TiCH KET QUA VA KET
LUAN

3.1.Thiét ké thyc nghiém

3.1.1. Déi twong va Kich bin

Hé théng thir nghiém dwuoc trién khai dé danh gia hiéu nang cua ba chién luge

ky s trén nén tang CRYSTALS-Dilithium:

— Ky Doc 1ap (Independent): N chit ky roi rac.
— Ky Toan phan (t = n): Yéu cdu 100% su dong thuan, twong duong véi luoc
dd ky da ctia Hamidreza Rahmati va Farhad Rahmati.

— Ky Ngudng(t = 2/3n): Yéu cu da s6 déng thuan, cho phép chiu 16i.
3.1.2. Moi truwong do lwong

— Phan cing: CPU Intel Xeon E5-2697 v4, 62GB RAM.

— Dt liéu do: Thoi gian xu ly (CPU time), Dung luong Iuu trir (Disk usage), va
Luu lvgng mang (Network 1/0).

— Quy md thtr nghiém: N € {3, 5, 10, 20} nguoi tham gia.

3.2.Phan tich két qua thwe nghiém

Thyc nghiém dugc tién hanh trén mé hinh chir ky ngudng Gaussian Threshold
3-0f-5, gdm 5 ngudi tham gia va yéu cau tdi thiéu 3 nguoi ky dé tao chir ky hop 1é.
Hé théng sir dung tham s6 phan phdi Gaussian véi o = 261 va dugc danh gia trén ba
cap do an toan cta Dilithium (Level 2, 3, 5). Mdi kich ban dugc chay 100 1an va iy
gié tri trung binh nham dam bao d6 tin cay thdng ké.

3.2.1. Kich thwdc chir ky va hiéu qua lwu triv

Két qua cho thay chir ky ngudng c6 kich thude 16n hon chir ky Dilithium don
1¢, nhung khong phu thudc vao sb lugng ngudi tham gia, duy tri dic tinh O(1).
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Bang 3.1: Kich thwéc chir ky gép

Cap do Kich thudce chit ky | So voi Dilithium chuén (~2.4 KB)
Level 2 9.03 KB ~3.7 lan
Level 3 11.28 KB ~3.5 lan
Level 5 14.28 KB ~3.1 lan

Phén tich: Su gia ting kich thudc chi yéu dén tir cac thanh phan dic thu cua

ky ngudng gom vector ngau nhién » va cam két com, von 1a yéu cau bat budc

trong giao thirc Leevik et al. dé dam bao tinh an toan.Mic du 16n hon chit ky

don, chit ky ngudng van nho hon dang ké so vai viéc luu trit nhidu chit ky doc

lap, va dic biét khong ting kich thude khi mo rong sé ngudi tham gia. So véi

mé hinh Ky doc 1ap (kich thudc ting tuyén tinh ), chir ky ngudng c6 kich thude
¢d dinh. Vi kich thudc trung binh 2.4 KB/chit ky don, chi can nhém ky c6 tir

4 ngudi trd 1én ( KB), mé hinh ky ngudng da bit dau tiét kiém dung luong luu

trir hon. Day 1a loi thé 16n cho cac tmg dung Blockchain noi phi luu trit (gas

fee) rat dat do.

3.2.2. Hiéu nang tinh todn

Bang 3.2: Tong quat thoi gian giira cac qua trinh

Cap do KeyGen (DKGQG) Signing Verification
Level 2 0.118 s 0.070 s 0.006 s
Level 3 0.144 s 0.110s 0.009 s
Level 5 0.207 s 0.158 s 0.016 s

Béang 3.3: Phan ra thoi gian thuc thi giai doan Ky

Cép do Thoi gian | Thoi gian | Tong do Thanh phan phi tinh todn
Antoan | Kycucbdo ()| Gop () tré () (Network/Overhead)
Level 2 23 ms 2 ms 70 ms ~45 ms (64%)
Level 3 37 ms 2 ms 110 ms ~71 ms (64%)
Level 5 53 ms 3 ms 158 ms ~102 ms (65%)

Két qua:

+ Ky: Thoi gian tao chit ky dao dong tir 70 ms dén 158 ms, nhanh hon

dang ké so v6i cac mod hinh MPC truyén thong.
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+ Xéac minh: Thoi gian x4c minh rat thip (6-16 ms), gan twong duong
xac minh chit ky don, gitip gidm tai cho bén xac thuc.
+ DKG: Qua trinh sinh khoa phan tan chi mat duéi 0.21 s, cho phép khoi

tao hé thong gan nhu tirc thoi.
Phan tich:

+ Su gia tang dot bién trong mo hinh Ky ngudng xuat phat tir co ché dong
bd héa Rejection Sampling, néu mot bén P; tinh toan ra vector khong
thoa man diéu kién an toan, quy trinh phai khoi dong lai (restart). Vi
n bén, xac suit dé ca n bén cung thanh cong trong mot lan thir giam
manh theo ham mil (P,,.q = p™). Do d6, s6 vong lap lai tang 1én, kéo
theo do tré mang tich ldy.

+ Nguoc lai, & mo6 hinh Ky doc lap, cac bén thuc hién Rejection Sampling
cuc bo va doc 1ap. Bén P, 1am lai khong anh hudng dén tién do cta bén
P,. Do @6, thoi gian tong chi phu thudc vao bén chdm nhét, khong bi

cong don.

3.2.3. Phan tich co ché “Bi mit kép” (Dual Secrets)

Bing 3.4: Trung binh cac lan Lip tir chdi

Tham sb Gia tri

Ty 1€ chénh 1éch x;/s; ~1.7 x 10°
S lan thir trung binh 5.5

Ty 18 chap nhén 54.25%

Phéan tich: Manh khéa Shamir x;c6 gia tri rat 1én (~77 triéu), vuot xa bién an
toan chuan Bgoynp = 14,173. Néu kiém tra diéu kién an toan tryuc tiép trén x;, chit
ky s& ludn bi tir chdi. Viéce tach riéng bi mat nho s;dé kiém tra bién cho phép hé thong
vuot qua budc rejection sampling véi xac suat thanh cong trén 50%, xac nhan tinh

ding dan va on dinh cua co ché Dual Secrets.
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3.2.4. Phan tich luu lwong mang

Bang 3.5: Luu lwgng mang

Céap do Luu lugng/User Téng luu lugng
Level 2 9.03 KB 27.09 KB
Level 3 11.28 KB 33.84 KB
Level 5 14.28 KB 42.84 KB

Phén tich: Do phai truyén tai cic tham s trung gian kich thudc 16n cta mat
ma ludi (ma trén , vector , cdc cam két , manh chia sé ). Pé tao ra mot chix ky ngudng
nho gon, hé thdng can trao d6i lugng dir lidu 16n hon kich thudc chit ky cudi cung,
bao gdém céac cam két va chit ky thanh phan. Muc tiéu thu bing théng nay phu hop
v6i mang Internet/LAN, nhung can can nhic toi wu khi trién khai trén cic hé thong

IoT bang thong thap.

3.3.Thao luan

Mo hinh dé xudt da giam kich thudc xubng con 9.03 KB nhd 4p dung k§ thuat
Bit-packing (nén cac hé s6 da thirc 32-bit xudng ~17-20 bit) theo chuan FIPS 204,
gitip tiét kiém bang thong va dung luong luu trit dang ké. (Theo nghién ciru cua
Leevik et al. 1a ~11.7 KB). Mac du chit ky ngudng 16n hon mot chir ky don 1¢ (2.4
KB), nhung né thé hién wu thé vuot tréi vé luu trix khi sé lwong ngudi ky ting 1én.
V&i mo hinh ky doc lap, dung lugng luu trir ting tuyén tinh; chi can nhom ky vuot
qua 4 ngudi (4*2.4KB), md hinh ky ngudng da bt dau tiét kiém khong gian luu trix
hon,. Diéu nay dic biét c6 ¥ nghia ddi voi cac timg dung Blockchain, noi chi phi luu

trir on-chain 1 cuc ky dét do.

Thoi gian dé tao ra mot chir ky ngudng kha 16n (70ms - 158ms) va chiu thém
anh huong boi do tré mang. Diéu nay khang dinh rang diém nghén ciia mat ma ludi
phan tan khong nim & tinh toan CPU (vdn rit nhanh nhd NTT) ma nim & sy phirc
tap clia giao thirc tuong tic (2 vong) va dong bd hoa trang thai. Doi lai, bén xac thyuc
chi can tén 6ms dé kiém tra mot chir ky ngudng duy nhat, thay vi phai tén thoi gian
dé kiém tra ting chir ky 1¢. Day 1a loi thé trong cac hé thdng IoT hodc xir Iy giao dich

tan suit cao, viéc chuyén ganh ning tinh toan cho bén ky 14 hop 1y.
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Kha ning mé rong (Scalability Assessment): Tur két qua thuc nghiém, c6 thé

phén loai kha nang tmg dung cua mo hinh theo quy mé nhom:

Nhém nhé (n=5): Hoat dong tdi wu. Thoi gian téng < 0.3s, bing thong thip, ty
1¢ thanh c6ng cao. Phu hop cho vi da chit ky hodc phé duyét vin ban cip cao.

Nhém trung binh (n=10): Chép nhan dugc. Thoi gian < 1s, nhung can duong
truyén mang tot dé xtr Iy ~400KB dir liéu. Phu hop cho co ché dong thuan
nhom nho.

Nhoém 16n (n=20): Gip nut thit c¢d chai. Thoi gian sinh khoa > 3s va ty 1é thanh
cong vong dau < 1% doi hoi co ché thir lai phirc tap. Khong khuyén nghi sir
dung truc tiép md hinh ndy ma nén chuyén sang mé hinh phéan cip hoic chon

dai dién nhom.

KET LUAN

1. Téng két cac két qua dat dwoc

B¢ an "Nghién cuu va danh gia cac mo hinh ky so da bén hdu luong tir trén

nén thudt todn CRYSTALS-Dilithium" d3 hoan thanh cac muc tiéu dé ra:

Vé mit Iy thuyét: Hé thong hoa thanh cong co s¢ 1y thuyét vé PQC va chir ky
ngudng, lam rd cac thach thirc k¥ thuat cia mat ma ludi trong moi trudng phan
tan.

Vé mit k¥ thuat: Thiét ké va cai dat hoan thién hé thong Ky ngudng véi kha
ning tiiy bién cao (t-of-n). Hé thong di giai quyét thanh cong cac van dé kho
nhu Rejection Sampling phan tan va dong bo héa trang thai ngdu nhién.

Vé mat hiéu nang: Pat dugc cac chi ) hi€u nang an tuong:

Téc d6: Ky ~23ms, Xac minh ~6ms.

Kich thudce: Chir ky nho gon cd dinh ~11KB.

Do 6n dinh: Hoat dong tin cay trong cac bai kiém tra tai cao.

2. Han ché cia dé tai
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Bén canh nhitng thanh qua dat dugc, dé an van con ton tai mdt sO han ché can

khic phuc trong cac nghién ciru tiép theo:

— Chi phi bing thong: Dé dbi 14y sy t6i vu vé luu trit, md hinh ky ngudng tiéu
tén luong biang thong ndi bo kha 1on. Didu nay co thé giy trd ngai khi trién

khai trén cac mang dién rong c6 do tré cao hodc bing thong thap.

— Nén tang trién khai: M4 ngudn hién tai dugc viét bang Python dé phuc vy muc
dich kiém tht ¥ twong. Mic du di tdi wu hoa, nhung hiéu ning chua thé so
sanh voi cac ngdn ngit cip thap (nhu C/C++ hodc Rust) trén cac thiét bi phan

cung han ché tai nguyén.

- MOoi trudong thtr nghiém: Cac kich ban kiém thtr chu yéu duoc thuc hién trong
moi truong mang gia 1ap 1y tuong, chua danh gia hét duge cac tac dong cua

packet loss hay timeout trong méi trudng mang thuc té khong 6n dinh.
3. Huwéng phat trién trong twong lai

Duya trén nén tang viig chic da xay dung, cac huéng phat trién tiép theo bao

— Téi wu hoa giao thic truyén thong: Nghién ctru ap dung céc k§ thuit nén
dir liéu tién tién hodc cai tién giao thirc dé giam sd vong twong tac va kich
thudc goi tin trao ddi, nham giam thiéu chi phi biang thong.

— Trién khai trén thiét bj nhung: Chuyén d6i ma ngudn sang ngodn ngit Rust
hodc C dé tich hop vao cac vi diéu khién, Smartcards hodc thiét bi [oT,
huéng t6i cac ing dung thue té nhu vi phan cimg.

— Tich hop vao Blockchain: Ung dung mo hinh Ky ngudng linh hoat (t < n)
vao cac nén tang Blockchain (nhw Hyperledger Fabric hodc Ethereum
Layer 2) dé giai quyét bai toan mo rong quy mo va tiét kiém phi luu trir

(Gas cost).
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— Nang cao kha ndng bao mat: Nghién clru cac bién phap chong tan cong
kénh ké d6i véi cac thao tac lay mau ngau nhién trong moi trudng phan

tan.
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&n 5t nghiép thac si. Hoi ddng da hop vao hdi 9. gio .30 phit, ngay 24 théng 01 nim
2025 tai Hoc vién Cong nghé Buru chinh Vién thdng dé chim dé 4n tt nghiép thac si cho:
Hoc vién: Nguyén Son Lam

Tén d& 4n & nghiép: Nghién ciru va dénh gii cic md hinh ky s6 da bén hju lugng tir
trén nén thuit toin CRYSTALS-Dilithium

Nganh: H§ théng thong tin Ma sb: 8.48.01.04
Céc thanh vién cia Hoi ddng chim dé 4n 18t nghiép c6 mat: .. 5./ 05
T HOQ VA TEN TRACH NHIEM TRONG HD GHI CHU
' 1 | PGS.TS. Triin Dinh Qué Chu tich
2 | 'TS. Dio Thj Thiy Quynh Thu ky
3 | PGS.TS. Nguyén Ha Nam Phan bién 1
4 | TS.Nguyén Quang Hung Phéan bién 2
5 | PGS.TS. Trin Diing Hung Uy vién
Céc ndi dung thye hign:

1. Cha tich Hoi ddng didu khién budi hop. Cong b quyét dinh cia Gidm ddc Hoc vién
Cong nghé Buu chinh Vién thong vé viéc thanh 1gp Hoi déng chim dé 4n 16t nghi¢p
thac si.

3 Ngubihudngdlnkhoahochoacthuk)'rdocl)"lichkhoahocvicbcdi&lkienbéovédé
4n t8t nghiép ciia hoc vién (C6 ban 1y lich khoa hoc va két qua cic mdn hoc cao hoc
ciia hoc vién kém theo).

3. Hoc vién trinh by tém tit & 4n t6t nghiép.

4. Phan bién 1 doc nhin xét (¢6 vin ban kém theo)

5. Phan bién 2 doc nhin xét (c6 viin ban kém theo)

6. Céc cdu hoi cia thanh vién 1}01 dbng /




7. Tra 1o cha hoc vién:

8. Thu ky doc nhin xét vé qué trinh thyc hién dé an tht nghié¢p cla hoc vién (cé van ban
kém theo).

9. Hoi ddng hop riéng:

- Béiu Ban kiém phiéu:
I. Truémg Ban kiém phiéu: ... 745
2. Uy vién Ban kiém phiéu: %‘W
3. Uy vién Ban kiém phiéu: ..., [S..... 7&

- Hoi dbng chim a2 4n (&t nghiép bing b phiéukin.

- Ban kiém phiéu 1am vigc:

- Truémg Ban kiém phiéu bio céo két qua kiém phiéu (cd Bién ban hop Ban kiém

phiéu kém theo)
- Diém trung binh cia d¢ dn tét nghigp: 373 ...........

Két lujn:
1. Céc ndi dung ciin chinh sira, hoan thi¢n sau bao vé dé 4n tét nghiép:

ulh dii Awe. fosie. Kt e

.. Lo 1 cat.conl .. ’"ZI%;}%L"I;IIIIIMIEZ&'ZIZZQIZ&IIIII

2. bé t.lghi Hoc viz:_ cong nhin (hoc khong) va clip bing (hofic khdng) thac si cho hoc

------------------------------------------------------------------------------------------------------------------

vién: 'ﬂc

3. D én tbt nghidp o6 thé pht tridn thanh & 1ai nghién ciru cho

Chi tich Thur ky
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PGS.TS. Trin Pinh Qué TS. Pio Thi Thiy Quinh



CONG HOA XA HQI CHU NGHIA VIET NAM
Déc lip — Tw do ~ Hanh phiic

BAN NHAN XET DE AN TOT NGHIEP THAC ST
' (Dimg cho nguwdi phan bign)

Tén dé tai @& dn tdt nghiép: Nghién clru va dénh gid cdc md hinh ky 56 da bén hu
lugng tir trén nén thudt todn CRYSTALS-Dilithium ; -

Chuyén nginh: Hé thong théng tin; M chuyén nganh: 8.48.01.04

Ho va tén hoc vién: Nguy(in Siin Lom

Ho va tén ngudri nhin xét: Nguyén Quang Hung

Hoc ham, hoc vi: Tién s§; Chuyén nginh: Mang v kénh thong tin lién lac

Co quan céng tic: Hoc vién CN Buu chinh vién théng

S6 I8N TNOBI: .ovvrereeenmessssissssssssssssessssmsnsssssssssasssssesss E-mail: hungnql@ptit.cdu.vn

NOI DUNG NHAN XET

I/ Cor si¥ khoa hoe va thyc tién, tinh cip thiét ciia dé tai:
e D& tai ¢ tinh thari sy cao khi tip trung vao mit ma hju lugng tir (PQC), ey thé

Ja thudt toin CRYSTALS-Dilithium vira duge NIST chuén hoa thinh FIPS 204
vio thing 8/2024.

e Viéc chuyén ddi tir m hinh ky don sang ky s6 da bén dip img nhu ciu thyc té
trong céc h¢ théng phin tén, Blockchain vi Chinh phu di¢n tlr, noi quyén ki_ém
soft cin duge phin tén dé trinh rii ro tir mt thyc thé don 1&.

[/ Néi dung ciia dé dn t5t nghiép, cic két qua da dat dugc:

o Dé én da thuc hién do dac thuc nghiém chi tiét cdc chi sé: thii gian sinh khéa
(DKG), thési gian ky, thoi gian xdc minh va luu lugng mang trén nhiéu cip dd
an toan (Level 2, 3, 5). '

e M0t diém sing 13 vi¢c ap dung k¥ thuft Bit-packing gitp giam kich thude chr
ky ngudng xudng con khoang 9.03 KB (Level 2), wu viét hon so vdi cic nghién
ciru trude 46 nhur cia Leevik (~11.7 KB). ‘

e Hoc vién 03 hé théng héa tdt cac md hinh ky da bén (Ky ngudmg, Ky gop, Ky
d6c 1ap) va lya chon hudng trién khai Ky ngudng (1, n) két hop vai Ky déc lip
lam déi trong so sénh a hoan todn hop ly.

e Viée sir dung ngdn ngir Python két hgp véi thu vién Numba va Ctypes aé tdi wu
héa hiu nng tinh todn (NTT, SHAKE) cho thiy sw dau tu k§ thujt bai bin
nhiim dat & tde dd xr 1y & mie miligidy. E

[11/ Nhirng viin dé ciin gidi thich thém:

1. Vé co ché bao mit .
Pé én sir dung mod hinh Dai Iy tin cdy (Trusted Dealer) cho giai doan khdi tao khoa.
Mac du gitip dom gidn hoa vige thir nghi¢m hifu ning, nhung trong thye 1, ddy lai la



“diém 13i don 1¢” (single point of failure), vi Dealer ném giir toan by khoa bi mit tai
thisi diém sinh khda.

2. Vé kha ning md rjng

Ké qué thyre nghi¢m cho thiy khi s6 nguoi tham gia ting lén (N-20), h¢ thdng glip

ndt thit ¢d chai véi ty 1é thanh cng vong diu rdt thip (< 1%) va thoi gian sinh khoa
ting manh. Diéu ndy cho thiy gidi han clia md hinh khi trién khai & quy m lon.

3. Vé higu nidng mang

Chi phi bang thong ndi b ciia md hinh ky ngudng vﬁn con 6n (1 27 KB dén hon 42
KB méi nguoi diing), ¢6 thé gdy trér ngai cho cde thiét bj 10T ¢6 két ndi khong on dinh

IV/ Két lujn:

. Nhin chung, dé én la mdt cong trinh nghién ciru dinh hudng img dung c6 tinh thye
tin cao, nhung cin dugc t5i wu héa thém vé mit giao tiép mang va nén tang phin
cimg dé €6 &) chin phu hgp cho trién khai thye .

Pdng ¥ cho hoc vige duge bio vé trude Hoi ddng chim dé dn.

CAU HOI:

Céu 1: Vé mé hinh Trusted Dealer

Trong phin thuyét minh, hoc vién sit dung Dealer && tao va phin phi cac minh khéa bi mét.
Lam thé ndo dé logi bd hodn toan thyc K‘fmg gian ndy trong thye 1é (trién khai DKG phi
t§p trung hodn todn) ma viin dam bio hi¢u ning tinh todn khong bj syt gidm qud siu nhu md
hinh MPC cia Roux?

Céiu 2: VEé co ché “Bi miit kép” (Dual Secrets)

Hoc vién phin tich ring manh khoa Shamir x; ¢6 gia trj rét 16n v phai tach riéng bi mit nhé 5,
dé kidm tra bién an todn (rejection sampling). Néu mdt bén tham gia ¢b tinh giri sai phin chi
ky dua trén bi mt 1ém x,, hé thdng cia hoe vién ¢6 ca ché nio dé xac thye (Verifiable Sceret
Sharing) va loai bo bén gian 1§n ngay 1p tirc ma khong phdi khoi ddng lai toan b quy trinh
ky hay khong?

Céiu 3: Vé kha ning img dung trén thiét b han ché tai nguyén

MGt trong céc myc tiéu cda 88 én 1 hudng 16i thiét bj IoT/Wearables. Tuy nhién, ma ngudn
hién tai duge viét bing Python. Dya trén két qua do dac luu lugng mang (~15KBluser) vit b)
nhé, hoe vién dinh gis ddu la thach thirc 16n nhét khi chuyén ddi (porting) thuit todn ndy sang
céc ngdn ngtt chp thip (C/Rust) & chay trén cée vi diéu khién c6 RAM riit nhd (vi dy <
64KB)?

Ha Néi, ngay 23 thing | nim 2026
NGUOI NHAN XET

1S. Nguyén Quang Hung



CONG HOA XA HOI CHU NGHIA VIET NAM
Péc ljp - Ty do - Hanh phic

BAN NHAN XET LUAN VAN TOT NGHIEP THAC Si
(Dimg cho ngwoi phan bign)

Tén d& tai lugn van: Nghién cieu vés ddnh gid cdc mé hinh kj s6 da bén hdu heong te
trén nén thudt toén CRYSTALS-Dilithium

Chuyén nginh: H¢ théng thong tin M sb: 8.48.01.04

Tén hoc vién: Nguyén Son Lim

Ho va tén ngudi nhin Xét: Nguy&n HA NG ..ooocversmmmssssssssssssssssssssss s s
Hocham, hoc vi: PGS.TS ~ Chuyén nganh: ONTT wocvvevvcsivmssrsscessssss s
Co quan cdng tic: Ban Khoa hoc va i m&i séng tao, PHQGHN.....covvvmmvninmrenaninns

NOI DUNG NHAN XET

I/ Cor si khoa hoe vi thye tin, tinh cdp thiét clia @ tai:
D& tai ¢6 co & khoa hoe 10 rang v tinh thoi sy cao, xudt phat tir mdi de doa hi¢n hiru
cfmmayﬁnh1uqngtﬁaéivaieschemamauoaoongkhaim&méngnhumva
ECDSA. Viéc lya chon CRYSTALS-Dilithium ~ thuit todn chir ky s6 hiu hrong tir d&
duochSTchuinhéalimnénlﬂngnghi&ncfml&ph\)hvpvioégituilhucti&m.
Ba:cgnhdé,&taiginvainhudumuczévékysbaabenuongmhemén quin ly
vin ban di¢n tir, ti chinh — ké todn, blockchain va chinh phu di¢n tir. Vige kébqphai
huéng iena'm:k{sédapénvamézmahduhmgu':choméyhocvienooaanh
huéng tiép cin véin dé ding dan. )
Tuynmen,unhcépuﬁakhoahocchuaauqcmmsacna.Ph&nma&umoidmgo
mcmouxuhuangvabéicmhchmg.cmchmmkhoanguéngngmenamcu
- diu 12 vén d& chua dugc gidi uyét trong céc nghién ciru hién c6 vé ki da bén trén
Dilithium, va @& tai nay gidi quy%t khodng tréng 46 theo cach nio. Diéu ndy khién
dong co nghién ciru mang tinh “hop Iy” nhung chua di “thuyét phuc” v& mat hoc
thugt.

IV V& ndi dung, chit lugng cia lugn viin, cic két qua @i dgt duge (so véi A&
cwong di duge duyét):

Lugn vin duge xéiy dung ding cdu triic cia mdt @& dn thee s dinh hudng (mg dung,
bdm sét d& cuong da duge phé duyét. Phin co s& 1y thuyét va tong quan nghién ciu
duoc trinh bay cdng phu, hé théng héa kha dly di cc md hinh ky s6 da bén (ky
nguong, ky gop, ky ddc I4p) cling nhu nén ting toén hoc cia CRYSTALS-Dilithium.
Tuy nhién, xét dudi géc 49 phin bi¢n chuyén nganh CNTT, ndi dung nghién ciru con
ning vé trinh bay va dién gidi 1y thuyét, nhe vé déng gop k¥ thuit riéng. Phéin 16n ndi
dung chwong 1 mang tinh tng hop ti liéu, trong khi phén tich so sénh va rit ra
nhéndinhmanglinhphinbicnkhoahoccbnhanché.
Gchuonngichuong‘.’a,hocviéndaxiydungmbhlnhtht'rng,hiemvhiénhinhdo
dac céc chi sb hiéu niing (thoi gian kY, kich thudc chir ky, luu lugng mang, khé ning
mé rong). Tuy nhién, thyc nghiém chi yéu dimg & mirc dénh gié md , chua &1 chiéu
s&uaékhingasnhuu-nhwcdi&nahwngmommwaabenmeackichban
(mg dung khdc nhau. Viée lvachonthunsé,kichb&nth&n 'emvécdchdilngiiiké(
qua chua dugc lién hé chiit ché voi cic yéu chu thye té (vi dy: mdi truimg JoT,
hlockehain hav hé théng hanh chinh dién ti).



111/ Nhimg vén @é ciin gidi thich thém:

Thit nhét, hoc vién cin lim rd déng g6p khoa hoc ¢bt 16i ciia lugn vin. Hign tai, aé an
thién vé thi hién va dénh gid cic mo hinh c6 sin hon 1 @& xuiit cdi tién hay phuong én
t6i wu méi dya trén Dilithium.
'lhl'rhai.cingidithichrbhon)"ngiﬁathuctiéncﬁacécchlsédénh'gi&wkétquédo
dac (kich thude chix ky, thai gian ky, luu lugng mang) cin dugc géin v6i ngudng chilp
nhancuméuongﬁmgbéicmongdmg,mayvichisosanhmongaéigiuacscmo
hinh.
maba.ph&nmsoluankénquaobnngmchuapmnuchsaunguyennhnndlnaénsu
khéc biét vé hi¢u ning gitta cdc md hinh ky g ky g0p va ky ddc lip, diic biét
trong méi lién h¢ vdi dic tinh todn hoc va co ché ndi tai cda Dilithium.
Tuynhiax,aénangcaocbézlumhocmmmanvanc&nauqccmmmmeonuong
lhmrbd@ggbg“nghiéncmmngchiéusﬁupMntichXthu&tv&mbl’OnsPhﬁntMo
hxanké(qui.N hoc vién tip trung thu hep pham vi d&osﬁumétmbhlnhcvthé,
dbngmaimcuongupluanpmbienvalienbemucﬁén,luanmsewcb&
mqngtéthonvaapangromghonyeucéuwamouuanvmmsrchuyamganh
CNTT tai PTIT.

1V/ Két lujin:
Ludn vén 1a mdt cong trinh dugc thyc hi¢n nghiém tic, lua chon dé tai ding huéng va
pht hop véi dinh huémg img dung cta chuong trinh dio tgo thac s tai PTIT. Hoc vién
thé hién néing lyc tdng hop kién thirc t6t va kha niing tri khai thir nghi¢m trén nén
tang mdt ma hiu lugng tr hién dgi. TOi ddng ¥ @& hoc vién duge bio v§ lufn vin
truée Hoi ddng chdm ludn vin thae st
Ngiy théng  nim 2026
NGUOI NHAN XET
(Ky vé ghi rd ho tén)
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