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PHAN MO DAU

Chir ky s6 dong vai trd then chdt trong viéc dam bao an toan thong tin va gia
tri phap 1y cho cac giao dich dién tir, tir ky két hop dong, hoa don dién tir, phé duyét
bao cdo ndi bd cho dén cic tng dung trong hé thong phin tan va coéng nghé
blockchain. Trong nhiéu thip ky qua, cac thuat toan mat ma khoa céng khai nhu RSA
va ECDSA da dugc st dung rong rai va tré thanh nén tang cho hau hét cac hé théng
chir ky s6 hién nay. Tuy nhién, su phat trién nhanh chéng ctia may tinh luong ti, cting
véi su ra doi cia thuét toan Shor, da dat ra moi de doa nghiém trong ddi véi cac hé
mat mi truyén thong, khi ching c6 thé bi pha v trong thoi gian da thirc trén may tinh

lwong tir, lam suy giam dang ké muc d6 an toan cua chir ky sb hién hanh.[1], [2]

Trude bdi canh d6, mat ma hau luong tir (Post-Quantum Cryptography —
PQO)[3] da tr¢ thanh mdt hudng nghién ciru quan trong nhiam xay dung céac thuat
toan mat mé c6 kha niang chéng lai ca cac cudc tin cong tir may tinh cd dién va may
tinh lugng tir. Khac voi RSA va ECDSA vén dua trén cac bai toan toan hoc dé bi giai
boi thuat toan lugng tir Shor, cac thuat toan hau luong tir duwoc xay dung dua trén
nhitng bai toan duoc cho 1a kho giai ngay ca dbi véi may tinh luong tir, tiéu biéu nhu
bai toan mang (lattice-based), bai toAn ma hoa (code-based) va bai todn dya trén ham
bam (hash-based). Trong s6 d¢6, CRYSTALS-Dilithium 14 mét thuat toan chir ky sb
tiéu biéu thudc nhom lattice-based va da duoc Vién Tiéu chuan va Coéng nghé Qudc
gia Hoa Ky (NIST) chinh thirc lira chon 1am tiéu chuan chir ky sb hau luong tir. Viéc
chuan héa nay mo ra co hoi quan trong cho nghién ciru, danh gia va trién khai cac hé

thdng chit ky s an toan trong ky nguyén hau lugng tir.

Song song v&i qué trinh chudn héa chir ky hau luong tir, nhu cau ky s6 da bén
— trong d6 nhiéu thuc thé cung tham gia k¥ va xac thuc mot tai liéu — ngay cang gia
tang trong cac linh vue nhur quan 1y van ban dién tir, hgp dong sd, tai chinh — ké toan
va cac hé théng phan tan nhu blockchain. M6 hinh ky da bén khong chi nang cao tinh
minh bach va d9 tin cdy, ma con gitip phan tin quyén kiém soat va giam thiéu rui ro

tir mot thuc thé don 1é. Tuy nhién, phan 16n cac nghién ctru hién nay vé chit ky s6 hau



luong tir van chi yéu tap trung vao md hinh ky don. Cac nghién ctru vé ky s6 da bén
dya trén CRYSTALS-Dilithium méi chi dimg lai & mirc dé xuat 1y thuyét hodc thir
nghiém gi6i han, va dic biét, nhiéu cong trinh chua cong bé ma ngudn trién khai, gay

khoé khan cho viée kiém chting, danh gia doc 1ap va ung dung thuc tién.

Xuat phat tir khoang tréng nghién ctru néu trén, dé tai “Nghién ciru va danh
gia cac mo hinh ky s6 da bén hau luong tir trén nén CRYSTALS-Dilithium” duoc
thuc hién nham tai hién va trién khai thir nghiém cac mo hinh ky s6 da bén dua trén
Dilithium, dong thoi tién hanh do dac va phan tich cac chi s6 hiéu ning quan trong
nhu thoi gian sinh khoéa, kich thudce khoa, thoi gian ky, thot gian x4c minh, kich thude
chir ky, dung lwong dit lidu trao doi va kha ning mé rong theo sé lugng bén tham gia.
Két qua nghién ctru ky vong sé& cung cap dir liéu thuc nghiém co gia tri, gop phan
danh gia tiém nang ing dung va dé xuét cac hudng cai tién k¥ thuat cho cac hé thong

chir ky s6 da bén hau luong tir trong twong lai.



Chwong 1.CO SO LY THUYET VA TONG QUAN NGHIEN CUU

1.1.Khai quat vé chir ky s6

Chir ky s6 (Digital Signature) 1a mot co ché mat ma dugc sir dung nham xéc
thuc ngudn goc, dam bao tinh toan ven cta dir liéu dién tir va cung cip kha ning
chéng chéi bo cho nguoi ky. Khong giéng nhu chir ky tay truyén thong, chir ky s6
dua trén cac thuat toan toan hoc va cip khoa mat ma dé thiét 1ap niém tin trong moi

truong sb.
Mot hé thong chir k¥ s6 an toan phai thoa méan ba dic tinh an ninh co ban:

Tinh toan ven (Integrity): Pam bao rang ndi dung dir liéu khong bi thay doi
sau khi duoc ky; moi chinh sira du nhé nhit déu dan dén viéc chir ky khong con hop

A

I€.

— Tinh xac thuc (Authenticity): Xac nhén danh tinh cua nguoi ky, dam
bao chir ky duogc tao ra bdi chu sé hitu hop phéap ctia khoa bi mat twong
ung.

— Tinh chdng chbi bo (Non-repudiation): Ngan chan nguoi ky phii nhan
hanh vi ky ctia minh, do chi ho méi c6 quyén truy cap va st dung khoa
bi mat dé tao chit ky.

— Ba dic tinh nay 14 nén tang dé chir ky s6 dugc cong nhan gia tri phap

Iy va an ninh trong cac hé théng dién tir.

Vé mit k¥ thuat, mot lugc dd chit ky sb tiéu chuin bao gém ba thuat toan

chinh:

— Sinh khoa (Key Generation — KeyGen): La thut toan xac suit nhan
tham sd an toan 1am dau vao dé sinh ra mot cap khoéa gébm khoa cong
khai (public key — pk) va khoa bi mat (secret key — sk). Khoa cong khai
dugc phan phdi rong rai, trong khi khéa bi mat duoc gitr kin boi nguoi

ky.



— Ky (Signing — Sign): Thuat toan str dung khoa bi mat (sk) va thong diép
can ky (M) dé tao ra chit ky sb (o).

— Xac minh (Verification — Verify): Thuat toan nhan dau vao 1a khoa cong
khai (pk), thong diép (M) va chit ky (o), sau 6 dua ra két qua xac minh
hop 1¢ hodc khong hop 1€.

Mot hé théng chit ky s phai dam bao tinh ding din (correctness), nghia la
moi chit ky duoc tao hop 18 boi thuat toan Sign déu phai dugc thuat toan Verify chap

nhan.

Chir ky s6 cung cap muc dd dam bao an ninh phi vat 1y twong dwong, tham chi
vuot troi so voi chit ky tay, va dong vai tro then chét trong nhiéu linh vuc cia xa hoi
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SO:

— Tai chinh — ngan hang: Puogc sir dung dé xac thyc giao dich, hop dong
dién tr va cac hoat dong chuyén tién, giip gidm thiéu gian lan va loai
b6 quy trinh gidy to thi cong.

— Anninh mang: La nén tang ctia ha ting khoa cong khai (PKI), ing dung
trong chimg chi s6 X.509, giao thitc TLS/SSL va ky phan mém (code
signing).

— Blockchain va tién ma hoéa: Pong vai tro trung tim trong viéc chimg
minh quyén s& hitu tai san va xac thyc giao dich ma khong can bén
trung gian dang tin cay.

— Chinh phu dién tir: HO tro trién khai cac dich vu cong truc tuyén nhu
khai thué, dang ky kinh doanh va bao dam gia tri phap 1y cho vin ban
dién tu.

1.2.Hé thong héa cac mé hinh ky sé da bén

1.2.1. Ky Ngwong (Threshold Signatures — TS)

Ky ngudng la mé hinh tap trung vao viéc bao vé khoda bi mat va phan tan rui

ro, bang cach khong cho bat ky c4 nhan nao nim giit toan bo khoa ky.



Nguyén 1y: Khéa bi mat (sk) dugc chia thanh n manh thong qua so do chia sé
bi mat (vi du Shamir Secret Sharing). Mot chit ky hop 1¢ chi c6 thé duoc tao khi c6 it
nhit t manh khéa (véi t 1a ngudng) cung tham gia.

Quy trinh:Mdi bén ky cuc bo bang phan khéa ciia minh dé tao ra manh chir
ky. Cac manh nay sau d6 duoc mot nat tong hop (Combiner) két hop thanh mot chir
ky cudi cuing. Bén xac minh chi can sir dung mot khoa cong khai duy nhat ma khong
can biét chinh xac nhitng ai di tham gia ky.

Uu diém: Khong ton tai diém 15i don 1¢ (single point of failure). Tao ra mot
chir ky duy nhat, giup tiét kiém bang thong va luu trit.

Han ché:Yéu cau giao thirc twong tac phirc tap gita cic bén, lam ting do tré
va d6 kho khi trién khai & quy mo 16n.

Ung dung: Quan 1y tai san gié tri cao (vi lanh), quan tri doanh nghiép va cac

giao thure blockchain hién dai.

1.2.2. Ky Ggp (Aggregate Signatures — AS)

Ky gdp 14 mo hinh tap trung vao ti wu hoa kich thudc dir liéu va chi phi xac
minh khi ¢6 nhiéu chir ky doc lap.

Nguyén Iy: Cho phép gop nhiéu chir ky tir cac ngudi ky khac nhau (c6 thé trén
céc thong diép khac nhau) thanh mét chir ky tong hop duy nhét.

Quy trinh: Mot thyc thé trung gian (Aggregator) thu thap cac chir ky don 1¢ va
két hop ching bang céc cau tric toan hoc nhu duong cong Elliptic hodc ludi.

Uu diém: Giam chi phi xac minh tir O(n) xuéng O(1) hodc O(log n). Tiét kiém

bang thong va bg nhé luu trir.

Han ché (ngam hiéu): Khong bao vé khoa bi mat tap trung; mdi ngudi van giir

khoa riéng.



Ung dung: Blockchain (ZK-rollups), nhat ky hé thong va cac mang IoT quy

mo 16n.
1.2.3. Ky Dgc lap (Independent / Multi-Signature)
Pay 12 mo hinh don gian nhét, trong d6 mdi bén ky doc lap bang cip khoa
riéng.
Pic diém: Mdi bén P;s6 hiru cip khoa (pk; sk;)va tao chit ky riéng o;trén

cung mat thong diép.
Phan loai:

— Ky song song: Cac chir ky dugc tao doc 1ap va song song. Kich thudc
dir lidu va chi phi xac minh ting tuyén tinh theo s6 lugng nguoi ky.
— Ky tudn ty: Nguoi sau ky 1én két qua ctia nguoi trude, tao thanh chudi

phé duyét. Phu hop v6i quy trinh hanh chinh nhung c¢6 d6 tré cao.
1.3.Mat ma hau lwgng tir (PQC) va CRYSTALS-Dilithium

1.3.1. Nguy co tir may tinh luwong tir

Su phat trién ctiia may tinh luong tir ddt ra méi de doa nghiém trong ddi véi

cac hé mat ma khoa cong khai truyén théng nhu RSA va ECC.

Khac véi may tinh c6 dién st dung bit nhi phan, may tinh luong tir hoat dong
dua trén qubit, cho phép khai thac cac hién twong vat 1y nhu chong chap
(superposition) va rdi luong tir (entanglement). Nho d6, may tinh luong tir ¢6 kha
nang thyc hién tinh todn song song trén khong gian trang thai cuc 16n, vuot xa nang

lyc cua may tinh ¢6 dién.

Méi de doa cu thé dén tur thuat toan Shor, duogc dé xuat nim 1994, cho phép
gidi cac bai todn phan tich sé nguyén 16n va logarit 10i rac trong thoi gian da thirc
bang bién ddi Fourier lugng tir (QFT). Piéu nay dong nghia véi viée cac hé mat ma
dua trén d6 kho cua cac bai toan nay (RSA, DSA, ECDSA, ECC) c6 thé bi pha vo

trong thoi gian ngan khi may tinh lwong tir 4o manh tré nén kha thi.



1.3.2. Mdat ma hdu lugng tir (Post-Quantum Cryptography — PQC) va
chudn héa NIST
Dé d6i pho v6i nguy co trén, mat ma hau luong tir (PQC) dugc phat trién dya

trén cac bai todn toan hoc duoc cho 1a kho giai ngay ca voi may tinh lugng tur.
Céc ho thuét toan PQC tiéu biéu bao gém:

— Mat ma dya trén mang (Lattice-based)
— Mat ma dya trén ma stra sai (Code-based)
— Mat ma dya trén ham bam (Hash-based)

— Mat mi da bién va duong cong dang cau (Isogeny-based)

Tir ndm 2016 dén 2022, Vién Tiéu chuan va Coéng nghé Québc gia Hoa Ky
(NIST) di t6 chirc qué trinh chuan hoa PQC quy mo 16n. Két qua, ba thuat toan chir

ky s6 dugc lya chon vao nhom chuan hoa cudi cung gom:

— CRYSTALS-Dilithium (FIPS 204): Dya trén mang, hi¢u suit cao, can
bang t6t gitta toc d6 va kich thude.

— Falcon: Kich thuéc chit ky nho nhung yéu ciu trién khai sé hoc phuc
tap, kho hién thuc an toan.

— SPHINCS+: Dya trén ham bam, murc do an toan cao nhung toc d6 cham

va kich thude chir ky 16n.

1.3.3. Thudt toan CRYSTALS-Dilithium (FIPS 204)
CRY STALS-Dilithium 1a thuét toan chit ky hau lwong tir dugc chon lam chuan

chinh thirc (Primary Standard) ctia NIST va la nén tang k¥ thuat ctia dé tai.

Co s toan hoc: Dilithium hoat dong trén mang mo-dun (Module Lattices) v&i

cau trac vanh da thire R, va dya trén hai bai toan khé cot 161:



+ M-LWE (Module Learning With Errors): BPam bdo tinh bi mat cua
khoéa, ngadn chédn viéc suy nguoc khoa bi mat tur khoa cong khai.
+ M-SIS (Module Short Integer Solution): Pam bdo tinh toan ven va kha

ning chdng gia mao chit ky.
Ky thuét t6i wu va bao mat

+ Bién d6i NTT (Number Theoretic Transform): Giam d6 phirc tap nhan
da thuc tir 0(n?)xudng O (nlog n), cho phép thyc thi hidu qua trén
phan cimg hién dai.

+ Rejection Sampling: Pam bao chit ky khong ro ri thong tin vé khoa bi
mat, dong vai tro tuong tu mot co ché bao vé dang zero-knowledge.

+ Nén dir liu: Ap dung cac k¥ thuat nhu Power2Round va
MakeHint/UseHint dé giam kich thuéc khoa va chit ky ma van dam bao

kha nang xac minh chinh xéc.

1.4.Khio sat va phén tich cac nghién ciu tiéu biéu

Viéc trién khai céc giao thirc ky da bén trén nén tang mat ma ludi (Lattice-
based) gip phai thach thtrc 10n hon nhiéu so v6i RSA hay ECDSA do dic thu cua ky
thuat "Ly mau loai bo" (Rejection Sampling) va su phirc tap ctia viéc quan 1y nhiéu.
Duéi day 1a phan tich cac cong trinh nén ting v cap nhat nhat lién quan dén van dé
nay.

1.4.1. Nghién ciru vé ky ngwéng tiv mé hinh ly thuyét Cozzo & Smart
(2019) dén ddanh gid thuwc nghigm ciia Roux (2022)

Hudng tiép can nay dwa trén 1y thuyét Tinh toan da bén an toan (Secure Multi-
Party Computation — MPC), v6i muc ti€u hién thuc héda thuat toan chir ky Dilithium
trong mdi trudng phan tan ma khong dé 16 khoa bi mat.

Co s6 1y thuyét: Cozzo va Smart dé& xuat mot mo hinh lai ghép, trong dé céac

phép toan tuyén tinh duoc xir Iy bang mach s6 hoc, con cac phép toan phi tuyén dugc



hién thuc théng qua Garbled Circuits. Cach tiép can nay cho phép mé phong day du
thuat toan Dilithium trong khudén kho MPC tong quat.

Két qua thyc nghiém: Dominique Roux (2022) da trién khai mo hinh nay va
chi ra rang hiéu ning thyc té rat thip. Thoi gian sinh mot chit ky 1én toi khoang 87

gidy trong mo hinh an toan thy dong va 41 phit trong mo hinh an toan chu dong.

Han ché: M6 hinh yéu cau tai nguyén phan cing cuc 16n (khoang 14GB RAM
chi dé bién dich), do tré cao va hoan toan khong phu hop cho cac tmg dung thuc té,

dac biét 1a cac hé théng nhung hay IoT.
1.4.2. Nghién ciru vé da chir ky hdu lwong tiv ciia Hamidreza Rahmati va
Farhad Rahmati

Huodng tiép cin nay tap trung giai quyét bai toan do tré mang va chi phi luu
trit on-chain trong céc hé thong blockchain.

Co ché: Lugc dd Razhi-ms sir dung k¥ thuat ma hoa mam (seed encryption)
dé rat gon quy trinh ky xudng con mot vong giao tiép duy nhét, thay vi nhiéu vong
nhu céc giao thirc truyén thong.

Uu diém: Kich thudc chir ky rat nho (khoang 2.2 KB), gan twong duong chi
ky Dilithium don 1&, dic biét phu hop cho luu trit truc tiép trén blockchain.

Han ché: Khong tuan thii chuan: Str dung tham s6 mé-dun gkhéac voi FIPS
204, gay kho khan trong viéc tan dung cac thu vién va phén cing da duoc tdi wu.

Thiéu linh hoat: Chi hd tro md hinh n-of-n, khong dap ung dugc yéu cu
ngudng tong quat t-of-n.

Chi phi tinh toan cuc bd cao: Mdi ngudi ky phai mé hoa dit liéu cho tat ca cac

thanh vién khac, khién chi phi ting nhanh khi s6 luong ngudi tham gia 16n.
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1.4.3. Nghién ciru vé ky ngwong trén thiét bi IOT: Davydov & Bezzateev
(2023)
Hudng tiép can ndy nham tdi cac moi truong c6 tai nguyén han ché, nhu thiét

bi IoT va wearables.

Co ché: Két hop mat ma dua trén mang v6i Shamir Secret Sharing va k¥ thuat

Fiat-Shamir with Aborts dé xay dung giao thtrc ky ngudng hau luong ti.
Uu diém:

— Hiéu nang cao: Thoi gian thyc thi toan by quy trinh dudi 40 ms, phu
hop cho tng dung thoi gian thye.
— Tuén tha chuan: Str dung diy du bo tham sb cua FIPS 204 (Dilithium).

— Tinh linh hoat: Hd tro truc tiép mo hinh ngudng t-of-n.

Nhuoc diém: Kich thude chit ky va luong dir liéu truyén tai twong ddi 16n

(khoang 11.7 KB), gay ap luc Ién bang thong mang.

1.4.4. Téng hop so sinh va xdc dinh hwéng trién khai

Tir cac phan tich trén (tong hop trong Bang 1.2), dé an Iya chon mé hinh ky

ngudng dia trén nghién ctru cta Leevik et al. 1am hudng tiép can chinh.
Ly do lua chon:

— HO trg md hinh tong quat t-of-n, bao trim cé trudng hop n-of-n.

— Tuan thu day da chuan FIPS 204, cho phép tin dung cac nguyén thuy
mat méd di duoc chuan hoa va kiém chung.

— Hiéu nang vuot troi (thoi gian tinh bang mili gidy), pht hop cho trién
khai thuc té, vuot xa cac méd hinh MPC téng quat c6 do tré tinh bﬁng

gidy hoac phut.

Giai phap cai tién cua dé an: Bé khac phuc nhugc diém vé kich thude chir ky

ctia md hinh Leevik, dé 4n dé xuét tich hop k¥ thuat nén dir lidu (bit-packing) theo
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chuan FIPS 204 nham giam dung lugng luu trir va bang thong truyén tai. Dong thoi,
dé an trién khai mo hinh ky doc 1ap nhu mot phuong 4n déi ching dé so sanh hiéu

nang va chi phi vdi moé hinh ky ngudng.
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Chuong 2. PHUONG PHAP NGHIEN CUU VA THIET KE MO
HINH THU NGHIEM

2.1.Muc tiéu va yéu ciu ciia thir nghiém

Dé giai quyét cac khoang trong nghién ctru di xac dinh & Chuong 1, dic biét
13 sy thiéu hut cac danh gia thuc nghiém toan dién vé hiéu nang cua Dilithium trong
moi trudong da bén, qua trinh thtr nghiém can dat duge cac muc tiéu va yéu cau cu thé

Sau.

2.1.1. Muc tiéu: Do luwong cdc chi so hi¢u ning.

Muyc tiéu cot 161 1a do dac va phan tich so liéu thyc té dé kiém ching cac nhan

dinh 1y thuyét, tap trung vao 3 khia canh chinh:
— Chi phi tinh toan (Computational Cost):

+ Do thoi gian thuc thi trung binh cho cac pha: Sinh khoa (KeyGen), Ky
(Sign) va Xac minh (Verify).

+ So sanh su chénh 1éch tho1t gian gitra mo6 hinh don 1€ va m6 hinh da bén
dé xac dinh "chi phi cong thém" (overhead) cta cac thuat toan chia sé

bi mat.
— Chi phi truyén théng (Communication Cost):

+ Day la muc tiéu quan trong nhét dé kiém chimg nhugc diém vé bang
thong cuia mat ma ludi.

+ Do téng dung luong dir liéu (KB) cin truyén tai dé hoan tit mot phién
ky va kiém tra hiéu qua cua k¥ thudt nén dit liéu (Bit-packing).

+ Pém sb vong tuong tac va sb vong lap phat sinh do co ché Rejection

Sampling phan tan.

— Kha ning mé rong (Scalability): phan tich xu huéng bién thién cua hiéu ning

khi s lugng nguoi tham gia dé tim ra giéi han chiu dung ciia hé thong.
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2.1.2. Yéu cdu: Pam bdo tinh chinh xdc, khdach quan, cé thé lip lai.

— Tinh chinh x4c va dg tin cdy: Cac phép do dugc thuc hién véi don vi miligidy
(ms). Két qua duoc ldy trung binh trén nhiéu lan chay (100—1.000 1an) nham giam
nhiu ngau nhién va anh hudng cia co ché Rejection Sampling. Toan bo chir ky
sinh ra phai dugc xac minh hop 16 bing thuat toan verify theo chuan.

— Tinh khach quan va cong bang: Tat ca cic mo hinh duoc danh gia trén cliing cu
hinh phan cimg va hé diéu hanh. Cac phép toan mat mi nén tang sir dung chung
thu vién chuan (libogs hodc PQClean), dam bao so sanh tip trung vao ban chit
thuat toan thay vi mac do t6i wu ciia ma nguén.

— Kha nang lap lai: B tham sb thur nghiém tuan thu chuan NIST (Dilithium 2, 3, 5)
dugc cong bd rd rang. Ma ngudn va kich ban do hiéu ning duoc mé ta chi tiét

nham dam bao cac nghién ciru sau c6 thé tai lap két qua.
2.2.B0 tiéu chi danh gia hiéu ning
DPé dam bao tinh khiach quan va kha ning so sanh giita cdc mo hinh (Ky
ngudng, Ky gop, Ky doc 1ap), dé tai sir dung bo tiéu chi gdm 4 nhoém chi s chinh:
2.2.1. Hiéu nang Tinh toan (Computational Efficiency)
— Thoi gian sinh khoa (KeyGen):
+ Ky nguéng: Do tong thoi gian thyc hién giao thirc sinh khoa phan tan
(DKG) cho dén khi mdi bén nhan duoc manh khoa bi mat va khoa cong
khai chung.
+ Ky ddc ldp: Do thoi gian sinh mot cip khoa Dilithium chuan.
— Thoi gian ky (Signing):

+ Ky nguong: Do tong thoi gian tir khi nhan thong diép dén khi tao ra chir
ky hop 18, bao gdm cé tinh toan cuc bd va thoi gian dong bo giita cac

bén.
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+ Ky djc ldp: Thoi gian trung binh dé tao mot chir ky don 1é.

— Thoi gian x4c minh: Muc tiéu 1a chimg minh lgi thé xac minh cta chir ky ngudng

thong qua xac minh gop

2.2.2. Hiéu ning Truyén thong

Pay 1a nhom chi s6 quan trong doi voi dé tai, vi kich thude dir liéu trao doi

16n, dé gay nghén mang.

— Dung lugng dit lidu trao doi:

+ Dinh nghia: Tong kich thudc (tinh bang KB) cua tt ca cac goi tin
(Commitments, Shares, Partial Signatures) dugc giri di gitra cac bén dé
hoan thanh mdt chir ky.

+ Tham chiéu: Nghién ctru ctia Leevik (2023) cho thay chi sb nay 1én t6i

~15KB/user, can do dac lai.

2.2.3. Hiéu quad Luwu trii (Storage Efficiency)
— Kich thuéc Chir ky (Signature Size):
+ Ky ngudng: Kich thudc chit ky cudi cing ~11.5 KB theo bai bao cong
bo.
+ Ky doc 1ap: Tong kich thudc ctia N chit ky riéng biét.
— Kich thuéc Khoa cong khai (pk): So sanh kich thude cua mot Khoda cong khai
chung (PKgmup) so v&i viée phai luu trir danh sach N khoa cong khai roi rac

(PKy, PKy, ..., PKy).

2.2.4. D¢ on dinh va M rong (Scalability & Stability)

— S6 vong lip Rejection Sampling (Rejection Rounds):
+ Dinh nghia: S6 vong lap trung binh, néu mot bén (signer) tao ra chit ky
vi pham bién d6 an toan, toan bd giao thirc phai khdi dong lai (Restart).
Bai nghién ctru cta Leevik ghi nhan ty 18 chap nhan khoang 20-50%

(twong duong can 2-5 lan thir dé thanh cong), sé vong lp cang cao
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twong duong véi viée bit budc user phai twong tac véi luoc d6 ky nhiéu

lan dé dugc chip nhan. Chi sé nay cang thap thi hé thong cang 6n dinh.

+ Muc tiéu: Kiém ching xem md hinh trién khai c6 dat dugc con so to1

wu duoc cong bd 13 2-5 vong lap hay khong? Pay 1a thude do quan
trong vé do 6n dinh cta hé théng phan tan, khac biét hoan toan so vdi

ky don (noi viéc lap lai chi dién ra cuc bo).

— Kha nang mdé rong (Scalability Factor): Phan tich xu hudng tang cta thoi gian

ky va dung luong dir lidu khi s6 lwvong ngudi tham gia tham gia (N) ting dan

(vi du: thir nghiém v6i N = 3,5, 10, 20). Muc tiéu la x4c dinh gidi han chiu

dung ctia hé théng.

2.3.Thuyét minh mé hinh ky nguéng (Threshold)

2.3.1. Phan tich giao thuc.

Pé an xdy dung giao thirc ky ngudng dua trén su két hop gitra mat ma ludi
(M-LWE/M-SIS) va lugc dd chia sé bi mat Shamir, tuan thu chit ché chuan FIPS 204
(ML-DSA/Dilithium).

— Pha thiét lap (Setup)

+

Ap dung mé hinh Trusted Dealer trong giai doan khéi tao nham don
gian hoa thiét ké. Dealer sinh khoa chil, phan phdi cic manh khoa va
tiéu huy khoa chu ngay sau do.

Ap dung co ché bi mat kép cho mdi nguoi ky P;:

Small Secret (s;): Pugc giit tir luc sinh khoa, ding dé kiém tra diéu kién
an toan cuc bo.

Large Share (x;): Pugc tao tir phan rd Shamir, 1a thianh phan chinh tham
gia tinh toan chir ky.

— Pha ky s6 phan tan
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+ Giao thirc gdbm 2 vong tuong tac: (i) trao d6i cam két dé sinh thtr thach
chung,(ii) giri phan chir ky cuc bo.

+ Tich hop Rejection Sampling phan tan: mdi bén ty kiém tra bién do an
toan trude khi giri dit liéu. Néu vi pham, toan bd phién ky bi hiy va

khoi dong lai, ddm bao khong 10 ri thong tin khoa bi mat.

— Tuan tha chuan FIPS 204: Str dung day di tham s6 chudn (Level 2 hodc 3), véi
q = 8,380,417, N = 256. Tan dung cic nguyén thuy chuan nhu NTT d¢é tang toc
nhan da thirc va ExpandA (tai tao ma tran tir seed) nham giam chi phi truyén

thong.
2.3.2. Lwu do thudt todn (Sinh khéa, Ky, Xdc minh).
2.3.2.1. Luu dd Sinh khoa phén tan (Distributed Key Generation — DKG)
Quy trinh sinh khoa phan tan nham dam bao rang khong ton tai bat ky thuc

thé don 1¢ ndo nam gitr toan bo khoa bi mat S. Mdi bén chi gitr mot phan khoa (key

share), va chi khi c6 da ngudng tbén hop tac thi méi c6 thé thuc hién ky hop 1.

— Buéc 1: Khoi tao: Cac bén tham gia P, ..., P, thdng nhat bo tham sé chung
ctia hé mat ma ludi (¢ N k D)va seed cong khai p. Tir p, tit ca cac bén co thé
tai tao nhat quan ma trdn cong khai A € R¥*! bing cich st dung ham
expand_a() trong thu vién chuan FIPS 204. M&i bén P; doc 1ap tao cac vector
bi mat s; tir phan phdi Gaussian roi rac, va vector nhidu e;, theo phan phéi xac
dinh trudc. s; dwoc P; gitt bi mat tuyét doi.

— Budc 2: Tinh khéa cong khai phan (Partial Public Key): Mdi bén tinh khoa

cong khai cuc bo:
ti=A-s;+e(modqg) (2.1)
— Budc 3: Chia sé bi mat (Shamir Secret Sharing):

+ Dé phan tan khoa bi mat, mdi bén P; ap dung luoc do chia sé bi mat

Shamir 1én s;, tao ra n manh chia sé bang cach xay dung mét da thirc



17

ngau nhién f(x) = s; + a;x + ax? + -+ + a,_;x 7%, trén mot trudng
hiru han phu hop, sao cho f(0) = s;,sau d6 gii manh chia sé
£ (uid;) cho cac bén khac. Bén P; tong hop tit ca cac manh nhan dugc
dé tao Large Share:x; = > :,lz L fj (uid;). Trong d6 uid;la dinh danh duy
nhit cta P;.
— Buéc 4: Tong hop khoa:
+ Khoa cong khai chung:
n
A, T = Z ti'
i=1
+ Khoa bi mat phan cia bén P;: sk;(x;, s;).

Cubi cing hé théng thu dugc khoa cong khai chung pk = T va tap cac khoa

bi mat phan {sk;}. Khong bén nao co thé suy ra khoa bi mét toan cuc.

2.3.2.2. Luu d6 Ky ngudng (Threshold Signing)
Ky ngudng 1a giai doan phirc tap ctia hé théng, yéu cau tbi thiéu t bén tham
gia va bao gdm 4 vong tuong tac, két hop co ché Fiat-Shamir with Aborts (Rejection

Sampling) dé dam bao an toan.
Pau vao 1a thong diép can ky M va tip con gom t nguoi ky hop 16.
— Budc 1: Cam két (Commitment)
+ MOdi bén P; sé& sinh vector nhiéu ngiu nhién y;, 7; va tinh: w; = A4 - y;.

+ Tao cam két: com; = Commit(w;, 1;), va gui com; cho cac bén con lai

(hodc cho bén diéu phdi).
— Budc 2: Sinh thtr thach (Challenge)

+ Sau khi nhan du cam két, tong hop: com = ¥t_, com;.
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+  Sinh thtr thach toan cuc: ¢ = Hy(com || M || pk),trong d6 c 1a mot da

thirc dugc 14y mau theo ham SampleInBall véi trong sé Hamming nho.

— Budc 3: Phan hoi va kiém tra cuc b (Response)
+ Nguoi ky P;sir dung s; dé kiém tra bién chuan: z/ = y; + ¢ - s;, chi khi

thoa man:|| z; I< S.

+ Sau khi vuot qua budc kiém tra, ngudi ky st dung bi mat 16n x;dé tinh
thanh phan chit ky: z; = y; + ¢ - x; Gia tri z; 6 d6 16n rat 16n, khong
thuc hién kiém tra bién, va duoc gui tryc tiép to1 nat téng hop. Cac bén
nhan s& thuc hién kiém tra bang cach tinh lai gia tri bam: H(z; Il ) =

?h; nham xac thyc tinh toan ven caa dit liéu nhan dugc.
— Budc 4: Tong hop chit ky (Aggregation)

+ Tai phan diéu phdi, khi nhan du ¢ chir ky thanh phan z; can tong

hop lai:

+ Rejection Sampling toan cuc s& kiém tra: || z |l < t - Bound. Néu
vi pham s& Restart toan by quy trinh.
+ Nén chir ky: Dung thuat toan Bit-Packing dé nén vector z (von 1a

cac s6 nguyén 16n) thanh chudi bytes gon nhe Zpacked-
Zpacked = BitPack(z).

+ Pau ra: Chit ky ngudng cudi cliing:
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o= (zpacked, c, com, r).

2.3.2.3. Luu d6 Xac minh chit ky (Verification)
Quy trinh x4c minh tudn thu chuan FIPS 204 (Dilithium) va khong phan biét

chit ky duoc tao bdi mot ngudi hay béi nhidu ngudi theo mé hinh ngudng.

Giai nén: Tu chir ky o = (zpacked, c, com, r)vél khoéa cong khai 7, gidi nén
Zpackea 4€ thu dugc vector z. Kiém tra bién, n€u: || z [[= ¢ - Bound, thi chit ky khong

hop 1¢. Tai tao tham $6 cong khai béng cach sir dung seed p dé dung lai ma tran A.

Tinh toan gia tri kiém tra:

w=A-z—c-T.

Kiém tra w c6 dung 1a gia tri duoc cam két trong com hay khong qua ham
commit_opening(w,r,com) muc dich 13 tai tao com_new va so sanh v&i com, néu
khop thi tiép tuc v6i ham bam:

¢’ = SampleInBall(H(M || w || pk)).
So sanh:
+ Néuc’ = c, ching ta c6 chit ky hop 1& (Valid).
+  Nguoc lai thi khong hop 1€ (Invalid).
2.3.3. Ciu tric dit liéu.
2.4.Thuyét minh mé hinh ky dc lap

Mo hinh nay dugc thiét ké nhu mot nhém d6i chimg. Thay vi ap dung céc k§
thuat chia sé bi mat hay gop chir ky phuc tap, mo hinh thuc hién ky tudn tu truyén

thong, noi chit ky ciia mdi ca nhan dugc tao va luu trir doc 1ap.
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2.4.1. Phan tich giao thuc.
2.4.1.1. Giai doan Khoi tao (Setup)

Khéng ton tai thue thé trung tim (Dealer). Mdi ngudi ky S; doc 1ap sinh cip
khoa riéng ciia minh: (pk; sk;) theo chuan thuét toan CRYSTALS-Dilithium. Cac
khoa cong khai pk; duoc cong bd dé phuc vu cho qué trinh xac minh sau nay.

2.4.1.2. Giai doan Ky (Sining)

+ Théng diép hodc tai liéu can ky Mduoc chuyén tudn tu qua danh

sach nguoi ky da dinh trudce:
L=25,,S,,..,5y.

+ Nguoi ky dau tién S;str dung khoa bi mat sk, dé tao chit ky o;trén
M. Nguoi ky thir i(i > 1) nhan géi tin: (M, oy, ..., 0;_1),sau d6 tao
chir ky cua riéng minh: o; = Sign(sk;, M),va chuyén tiép goi tin:
(M, 4, ..., 0;) cho ngudi ky tiép theo.

+ Sau khi hoan tat vong ky, két qua thu duoc 1a tap hop chir ky riéng
biét:

Z == 0-1, 0-2, ey O-N'

2.4.1.3. Giai doan Xac minh (Verification)
Qua trinh x4c minh duge thuc hién mot cach tuan tu:
— V6i mdi chit ky o; € X, hé thong sir dung khoa cong khai twong tng pk; dé
kiém tra tinh hop 18.

— Van ban M chi duoc chép nhén néu toan bd N chit ky déu hop 1€.
2.4.1.4. DPic diém ky thuat
Uu diém:

+ Cau triic don gian, dé trién khai trong thyc té.

+ Khong yéu ciu stra doi thuat toan Dilithium gdc.
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+ Khong can co ché chia sé khoa hay kénh truyén bao mat giira cac ngudi
ky.

Nhuoc diém:

+ Kich thude dit liéu chit ky ting tuyén tinh theo sé luong ngudi ky:

| 2 1= O(N).

+ Thoi gian xac minh ciing ting tuyén tinh theo N, giy ton tai nguyén tinh
toan va luu trit. Khong phu hop voi cac hé thong Blockchain hodc méi
trudng on-chain, noi chi phi Iuu trit va xac minh 13 yéu t6 quan trong, dic

biét khi s6 lwong ngudi ky 16m.

MOoi truwdng va cong cu thir nghiém

Chwong 3.THU'C NGHIEM, PHAN TiCH KET QUA VA KET
LUAN

3.1.Thiét ké thue nghiém

3.1.1. Doi twong va Kich bin

H¢ théng thir nghiém dugc trién khai dé danh gia hi¢u nang cia ba chién lugc

ky s trén nén tang CRY STALS-Dilithium:

— Ky Doc 1ap (Independent): N chir ky roi rac.
— Ky Toan phan (t = n): Yéu cau 100% su dong thuan, tuong duong véi luge
dd ky da cia Hamidreza Rahmati va Farhad Rahmati.

— Ky Ngudng(t =~ 2/3n): Yéu cau da sé dong thudn, cho phép chiu 15i.
3.1.2. Moi trwong do luong

— Phan cimg: CPU Intel Xeon E5-2697 v4, 62GB RAM.
— Dit liéu do: Thoi gian xur Iy (CPU time), Dung lugng luu trir (Disk usage), va
Luu lugng mang (Network 1/0).
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— Quy mo thtr nghiém: N € {3, 5, 10, 20} nguoi tham gia.

3.2.Phan tich két qua thwe nghiém

Thuc nghiém dugc tién hanh trén mé hinh chir ky ngudng Gaussian Threshold
3-0f-5, gdm 5 ngudi tham gia va yéu cau tdi thiéu 3 ngudi ky dé tao chit ky hop 18.
Hé théng st dung tham s6 phan phdi Gaussian véi 6 = 261 va duoc danh gia trén ba
cap d6 an toan cua Dilithium (Level 2, 3, 5). Mdi kich ban dugc chay 100 1an va lay

gi tri trung binh nham dam bao do tin cay thong ké.

3.2.1. Kich thuéc chit ky va hiéu qua luu triv

Két qua cho thay chit ky ngudng c6 kich thudc 16n hon chir ky Dilithium don

1¢, nhung khong phu thudc vao sb lugng ngudi tham gia, duy tri dac tinh O(1).

Bing 1.1: Kich thuéc chir ky gop

Cip do Kich thuéc chit ky | So v6i Dilithium chudn (~2.4 KB)
Level 2 9.03 KB ~3.7 lan
Level 3 11.28 KB ~3.5 lan
Level 5 1428 KB ~3.1 lan

Phén tich: Sy gia tang kich thuéc chu yéu dén tir cdc thanh phan dic thu cia
ky ngudng gdm vector ngau nhién 7 va cam két com, von 1a yéu cau bat budc
trong giao thirc Leevik et al. @& dam bao tinh an toan.Mic du 16n hon chit ky
don, chit ky ngudng van nho hon dang ké so voi viéce luu trit nhidu chir ky doc
lap, va dac biét khong tang kich thudc khi mo rong sd ngudi tham gia. So véi
mo hinh Ky doc 1ap (kich thudc tang tuyén tinh ), chit ky ngudng ¢ kich thudce
c¢d dinh. Véi kich thudce trung binh 2.4 KB/chit ky don, chi cin nhom ky c6 tir
4 ngudi tré 1én ( KB), mo hinh ky ngudng da bat dau tiét kiém dung luong luu
trit hon. Pay 1a loi thé 16n cho céc tmg dung Blockchain noi phi luu trir (gas

fee) rat dat do.
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3.2.2. Hiéu ndang tinh todan

Bang 3.2: Tong quat thoi gian gitra cic qua trinh

Cap do KeyGen (DKG) Signing Verification
Level 2 0.118 s 0.070 s 0.006 s
Level 3 0.144 s 0.110 s 0.009 s
Level 5 0.207 s 0.158 s 0.016 s

Bang 3.3: Phin ra thoi gian thwe thi giai doan Ky

Capdd | Thoigian | Thoi gian | Tong do Thanh phan phi tinh toan
Antoan | Kycucbd ()| GOop () tré () (Network/Overhead)
Level 2 23 ms 2 ms 70 ms ~45 ms (64%)
Level 3 37 ms 2 ms 110 ms ~71 ms (64%)
Level 5 53 ms 3 ms 158 ms ~102 ms (65%)

Két qua:

+ Ky: Thoi gian tao chit ky dao dong tir 70 ms dén 158 ms, nhanh hon
dang ké so voi cac mo hinh MPC truyén thong.

+ Xac minh: Thoi gian xac minh rat thap (6-16 ms), gan tuong duong
xac minh chir ky don, giup gidm tai cho bén xac thuc.

+ DKG: Qua trinh sinh khéa phan tan chi mat duéi 0.21 s, cho phép khoi

tao hé théng gan nhu tirc thoi.

Phan tich:

+ Sy gia ting d6t bién trong mé hinh Ky ngudng xut phat tir co ché dong
bd hoa Rejection Sampling, néu mot bén P; tinh toan ra vector khong
thoa man diéu kién an toan, quy trinh phai khoi dong lai (restart). Véi
n bén, xac suat dé ca n bén ciing thanh cong trong mot 1an thir giam
manh theo ham mil (Pypq; = p™). Do d6, s6 vong lap lai tang 1én, kéo
theo d6 tré mang tich liy.

+ Nguoc lai, @ m6 hinh Ky ddc 1ap, cac bén thyc hién Rejection Sampling

cuc bd va doc lap. Bén P; 1am lai khong anh hudng dén tién do cua bén
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P,. Do d6, thoi gian téng chi phu thudc vao bén cham nhét, khong bi

cong don.
3.2.3. Phdn tich co ché “Bi mit kép” (Dual Secrets)

Bang 3.4: Trung binh cac lan Lip tir chdi

Tham sd Gia tri

Ty 1€ chénh 1éch x;/s; ~1.7 x 10°
S 1an thir trung binh 5.5

Ty 1é chap nhan 54.25%

Phan tich: Manh khoa Shamir x;co6 gia tri rat 16n (~77 triéu), vuot xa bién an
toan chudn Bgoynp =~ 14,173. Néu kiém tra diéu kién an toan truc tiép trén x;, chit
ky s& ludn bj tir chdi. Viée tach riéng bi mat nho s;dé kiém tra bién cho phép hé théng
vuot qua budc rejection sampling v&i xac sut thanh cong trén 50%, xac nhan tinh

ding dan va on dinh cta co ché Dual Secrets.

3.2.4. Phan tich luu lwong mang

Bang 3.5: Luu lugng mang

Cip do Luu luong/User Téng luu luong
Level 2 9.03 KB 27.09 KB
Level 3 11.28 KB 33.84 KB
Level 5 14.28 KB 42.84 KB

Phén tich: Do phai truyén tai cac tham so trung gian kich thudc 16n ciia mat
ma ludi (ma tran , vector , cac cam két , manh chia sé ). Dé tao ra mot chit ky ngudng
nho gon, hé théng can trao d6i lwong dir lidu 16n hon kich thudc chit ky cubi cing,
bao gdm cac cam két va chir ky thanh phan. Murc tidu thy bang thong nay phu hop
v6i mang Internet/LAN, nhung can cAn nhac t6i wru khi trién khai trén cac hé thong

IoT bang thong thip.

3.3.Thao luan

Mo hinh dé xuat di giam kich thudc xudng con 9.03 KB nhd ap dung ki thuat
Bit-packing (nén cic hé sb da thirc 32-bit xuéng ~17-20 bit) theo chuan FIPS 204,

gitip tiét kiém bang thong va dung lwong luu trir dang ké. (Theo nghién ciru cia
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Leevik et al. 1a ~11.7 KB). Mac du chir ky ngudng 16n hon mdt chit ky don 1¢ (2.4
KB), nhung né thé hién vu thé vuot troi vé luu trit khi s6 lwong ngudi ky ting 1én.
V6i mo hinh ky doc 1ap, dung lugng luu trit ting tuyén tinh; chi can nhém ky vuot
qué 4 ngudi ( 4*2.4KB), md hinh ky ngudng da bt dau tiét kiém khong gian luu trix
hon,. Piéu nay dac biét co6 y nghia ddi voi cac ung dung Blockchain, noi chi phi luu

trit on-chain 13 cuc ky dit do.

Thoi gian dé tao ra mot chit ky ngudng kha 16n (70ms - 158ms) va chiu thém
anh hudng boi do tré mang. Piéu nay khang dinh rang diém nghén ctia mat ma ludi
phan tan khong nam & tinh toan CPU (von rat nhanh nhd NTT) ma nam & sy phirc
tap clia giao thirc twong tac (2 vong) va dong bd hoa trang thai. Doi lai, bén xac thuc
chi can tén 6ms dé kiém tra mot chit ky ngudng duy nhat, thay vi phai ton thoi gian
dé kiém tra tirng chir ky 1¢. Pay 1a 1oi thé trong cac hé thong IoT hodc xir 1y giao dich

tan suat cao, viéc chuyén ganh ning tinh toan cho bén ky 1a hop 1y.

Kha niang mé rong (Scalability Assessment): Tir két qua thuc nghiém, c6 thé

phan loai kha ndng trng dung cua mé hinh theo quy m6 nhom:

— Nhoém nhé (n=5): Hoat dong t6i wru. Thoi gian tong < 0.3s, bang thong thap, ty

1¢ thanh cong cao. Phu hop cho vi da chit ky hodc phé duyét vin ban cap cao.

— Nhém trung binh (n=10): Chip nhan dugc. Thoi gian < 1s, nhung can duong
truyén mang tot dé xir Iy ~400KB dit liéu. Phu hop cho co ché dong thuan
nhom nho.

— Nhém 16n (n=20): Gap nit that ¢o chai. Thoi gian sinh khoa > 3s va ty 1¢ thanh
cong vong dau < 1% doi hoi co ché thir lai phtrc tap. Khong khuyén nghi sir
dung tryc tiép mo hinh ndy ma nén chuyén sang moé hinh phan cép hoic chon

dai dién nhom.

KET LUAN
1. Tong két cac két qua dat dwoc
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bé an "Nghién cuu va danh gia cac mo hinh ky so da bén hdu luong tuw trén

nén thudt todn CRYSTALS-Dilithium" d3 hoan thanh cac muc tiéu dé ra:

Vé mit ly thuyét: Hé théng hoa thanh cong co s 1y thuyét vé PQC va chir ky
ngudng, lam rod cac thach thirc k¥ thuat cia mat ma ludi trong moi truong phan
tan.

V& mat ky thuat: Thiét ké va cai dit hoan thién hé thdng Ky ngudng voi kha
nang tity bién cao (t-of-n). Hé thong di giai quyét thanh cong cac van dé khoé
nhu Rejection Sampling phén tan va dong b héa trang thai ngau nhién.

Vé mat hiéu nang: Pat dugc cac chi s6 hiéu nang an tuong:

Téc d6: Ky ~23ms, Xac minh ~6ms.

Kich thuéc: Chit ky nhé gon ¢b dinh ~11KB.

Do 6n dinh: Hoat dong tin cdy trong cac bai kiém tra tai cao.

2. Han che cua de tai

Bén canh nhiing thanh qua dat dugc, dé an van con ton tai mot s6 han ché can

khic phuc trong céc nghién ctru tiép theo:

Chi phi bang thong: Dé doi liy su t6i wru vé luu trit, moé hinh ky ngudng tiéu
tén luong biang thong ndi bo kha 16n. Diéu nay co6 thé gy trd ngai khi trién

khai trén cdc mang dién rong c6 do tré cao hoic bing thong thép.

Nén tang trién khai: Ma nguén hién tai dugc viét béng Python dé phuc vu muc
dich kiém thir y tuong. Mic du da toi wu héa, nhung hiéu ning chua thé so
sanh véi cac ngdn ngit cap thap (nhu C/C++ hodc Rust) trén cac thiét bi phan

cung han ché tai nguyén.

Mai truong thir nghiém: Céc kich ban kiém thir chu yéu dugc thuc hién trong
moi trudng mang gia 1ap 1y tuong, chua danh gia hét duoc cac tic dong cia

packet loss hay timeout trong méi truong mang thuc té khong on dinh.

3. Huwéng phat trién trong twong lai
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Duya trén nén tang viing chac di xay dung, cic hudng phat trién tiép theo bao

— Tbi uu héa giao thirc truyén thong: Nghién ctru ap dung cac ki thuat nén
dir liéu tién tién hodc cai tién giao thirc dé giam sd vong tuwong tac va kich
thudc goi tin trao d6i, nham giam thiéu chi phi bang thong.

— Trién khai trén thiét bi nhung: Chuyén d6i ma ngudn sang ngdn ngit Rust
hodc C dé tich hop vao cac vi diéu khién, Smartcards hodc thiét bi IoT,
hudng t6i cac tng dung thuc té nhu vi phan cing.

— Tich hop vao Blockchain: Ung dung mé hinh Ky ngudng linh hoat (t < n)
vao cac nén tang Blockchain (nhu Hyperledger Fabric hodc Ethereum
Layer 2) dé giai quyét bai todan mé rong quy mé va tiét kiém phi luu trix
(Gas cost).

— Nang cao kha ning bao mat: Nghién ctru cac bién phap chéng tin cong
kénh ké dbi véi cac thao tac ldy mau ngau nhién trong méi truong phan

tan.



