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LOT CAM POAN

T6i cam doan toan bg ndi dung dé an do toi tr hoc tap tir bai giang cac mon
hoc ciia thiy ¢, nghién ctru trén Internet, sich béo, céc tai liéu trong nuée va nudce
ngoai ¢o lién quan cung va4i nhitng kinh nghiém thuc té ¢6 dugc tai don vi. Pay la
cong trinh nghién ciru ctia riéng t61.

Céc s6 liéu, két qua néu trong dé an 14 trung thuc va chua timg dugc ai cong

bé trong bét ky cong trinh nao khéc.
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LOI CAM ON

Em xin chan thanh cdm on PGS-TS. L& Nhat Thang da truc tiép huéng dén,
giup do, day bao, dong vién va tao moi diéu kién thudn loi cho em trong qua trinh tir
xdy dyung d& cuong so bd dén khi hoan thién dé an “Nghién ciru, thu thip phan tich
Syslog trong hé thfmg mang biing réng c¢b dinh daé phuc vu cac cdng tac quan tri
ciia VNPT Ha Nogi” .

Xin giri 161 cdm on dén cac thf;iy, cd gido trong Khoa Dao tao Sau Dai hoc,
Hoc vién Cong nghé Buu chinh Vién thong, nhiing nha gido da truyén day cho toi
kién thirc quy béau trong sudt nhitng nim hoc vira qua.

Xin dugc tran trong cdm on cac anh, chi df“mg nghiép trong VNPT Ha Noi da
cung cap thong tin, tai liéu va hd trg gip d& toi rat nhiéu trong qué trinh thuc hién
dé an.

Do thoi gian hoan thanh dé 4n c6 han cho nén nhirng suy nghi cling nhu su thé
hién ¥ tudng trong dé& 4n khong tranh khoi nhitng khiém khuyét. T6i rit mong dugc
sir dong vién va déng gop y kién ciia cac thay co gido.

Xin trén trong cam on!
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LOT MO PAU

1. Ly do chon dé tai.

Tap doan Buu chinh Vién thong Viét Nam (VNPT) véi vai tro 1 mot Tap doan
Vién théng, Cong nghé thong tin hang dau Viét Nam trong cugc cach mang cong
nghé 4.0 va cong cudc chuyén dbi sb. Ngay tir diu nam 2017, VNPT d4 sém xay
dung chién lrgc VNPT4.0, trong d6 dinh vi VNPT phai trd thanh nha cung cip dich
vu sb hang dau tai Viét Nam vao nim 2025 va trd thanh Trung tam dich vu S (Digital
Hub) ctia Chau A vao nam 2030, dong thoi xac dinh phai giit vai trd chi dao trong
cach mang sb tai Viét Nam.

VNPT Ha Ndi ciing di sém c6 nhiéu dinh huéng va phat trién nhiéu chuong
trinh s6 h6a, hoa chung vao cudc cich mang chuyén doi sb cing VNPT.

Hé théng mang bing rong ¢ dinh ctia VNPT Ha Nbi dung dé cung cip céc
dich vu Internet, truyén hinh MyTV, dién thoai, truyén tai cho mang di dong... do co
nhiéu chiing loai va hang thiét bi khac nhau nén kém véi d6 13 rit nhiéu cic phin
mém, chuong trinh gidm sét, canh bao, theo doi, bao cao, quan tri khac nhau. Do c6
nhiéu phf;in mém chuong trinh, nén ngudi khai thac can phai thuc hién tac vu va theo
ddi & nhiéu noi, ciing véi d6 cong tic bao cdo cin téng hop xir ly & nhiéu chuong
trinh khac nhau.

Mot sb hién trang va nhu cAu:

- Hién trang hé théng giam sat mang bang rong hién tai cia VNPT Ha Noi gap
khé khin trong viée khai thac, phan tich va tdng hop sé liéu do han ché vé tinh dinh
ky va tuy bién theo tiéu chi gidm sat.

- Nhu ciu thuce té can c6 su giam sat va canh béo cac su cd bét thudng trén
thiét bi theo thdi gian thuc va téng hop s6 liéu dé phén tich luu luong, san tai khi c6
bt thuong vé lru lwong trén mang luéi.

- Viéc nghién ciru va thu thap cic s6 liéu cia hé théng gitip hiéu rd hon vé
hiéu suét hoat dong cua mang, cic yéu td anh hudng dén chét lugng dich vu, cling

nhu nhirng van dé can dugc giai quyeét va cai thién. Thong qua viéc tong hgp so hoa



dir li€u, ching ta c6 thé phén tich va danh gia cac thong ) k¥ thuat, tde do truy cap,
do dn dinh cia mang, va mbi quan hé giira cac yéu td nay voi trai nghiém nguoi dung.

Nhitng diém nay cho thdy su can thiét phai phat trién hé thong giam sat, phan
tich va théng ké béo céo dé dap tmg nhu cdu quan Iy va giam sat hiéu qua hon ma
con hudng t6i viéc cai thién dich vu, ting cudng sy hai 1ong ctia khach hang, va dong
gop vao viéc phat trién nganh vién thong cta Viét Nam. Péng thoi, né ciing tao co
hoi cho cac nha nghién ctru va cac don vi quan ly mang dé dua ra nhimg dé xuét va
chién lugc phat trién bén vimg cho mang bing rdng trong tuong lai.

2. Tong quan vé vin dé nghién ciru.

Xuét phét tir nhu cau thuc té van hanh va quan tri mang bang rong ctia VNPT
Ha Noi. Dé tai nay tap trung vao xay dung thu thap sd liéu va phan tich phat hién cac
canh béo ¢ trong céc ban tin Syslog tir cac thiét bi trong hé thdng va tich hop tap
trung trén mot website quan 1y chung. Tir d6 phat trién website s6 hoa xdy dung bao
cao téng hop tir cac sb liéu thu thap duogc dé phuc vu cong tac theo ddi, canh bao,
danh gia, phuc vu xiy dung céc ké hoach quan tri, t6i wu, phét trién mang ludi, ndng
cao chét luong dich vu.

Theo d6, viéc nghién ciru tim hiéu hién trang mo hinh hé théng va cic chuong
trinh phan mém theo d&i quan Iy gidm sat cac hé thong thiét bi, cac chuong trinh dang
quan ly quan tri d6i hé théng, tir d6 xay dung bang danh muc 15i cAn quan tam, thuc
hién kiém tra xir ly cua tung loai thiét bi. Thu thap va phan tich cac canh bao dua trén
ban tin Syslog ciia tirng loai thiét bi trong hé thdng dé phat hién céc céc canh bao 15i
bat thudng, cc canh bao can xir Iy ngay, ddy 1a nhitng van d& nghién ciru chinh ma
dé tai cin thuc hién nhim phuc vu hiéu qua cho cdng tic quan tri mang béng rong
ciia VNPT Ha Néi.

Céc van dé lwu y khi thuc hién:

- Khéi luong dif liéu 16n: v6i hé théng mang 16n nhiéu thiét bi, sé& tao ra m6t
lrong 16n dif liéu Syslog, doi hoi cée giai phap luu triv va xir ly hiéu qua.

- Pa dang dinh dang: nhiéu chiing loai thiét bi khac nhau c6 thé str dung cac

dinh dang Syslog khac nhau, giy kho khin cho viéc chudn hoa dit liéu.



- D9 phiic tap cia dif liéu: Syslog thuong c6 c4u triic khong dong nhét va chira
nhiéu thong tin nhiéu, doi hoi cac k¥ thuat phén tich phirc tap.

Tém lai phan tich dit liéu Syslog dé phat hién c4c canh béo bat thudng 12 mot
linh vue nghién ciru va (rng dung quan trong trong linh vuc phong ngira va phét hién
sur ¢b nhanh chong. Biang cach khai théc théng tin cé trong cic thong bdo Syslog, c6
thé cai thién dang ké kha ning gidm sat bao vé hé thdng, nang cao hiéu ning va gidm
thiéu rii ro.

3. Muc dich nghién ciru.

Phan tich va dua ra bing danh muc céc 15i ¢6 thé nhén dién tir Syslog cin phai
xir Iy va céc hanh dong kich ban xir Iy lién quan. Tir d6 xdy dung mé hinh tham chiéu,
tim kiém so sanh céc canh béo thu dugc tir Syslog v6i bang danh muc 16i, va tu dong
trién khai cac hanh dong xir ly lién quan nhu canh béo (qua E-mail, SMS...). luu trit
dé phuc vu cong tac theo ddi bao cdo. Mot s6 muc ti€u cu thé:

Thu thép, luu trir dit liéu:

- Tién xtr Iy dir liéu: tién hanh c4c hoat dong tidn xir Iy nhw loc, chuin hoa, va
trich xudt cdc théng tin can thiét tir dir liéu Syslog thd.

- Phén tich dif liéu: x4y dung céc md hinh tim kiém, so sanh kiém tra dé phat
hién céc 16i cAn c6 hanh dong xir ly.

Thuc nghiém va danh gia két qua.

4. P6i twong va pham vi nghién ciru.

Pbi tuong nghién ctru: hé thong thiét bi ciia mang bing rong, hé théng giam
sat, va hé thdng bao cdo, c4c ban tin Syslog ciia cac hé thong.

Pham vi nghién ctru: hé théng thiét bi, giam sat, bao cdo ciia mang bang rong
trong VNPT Ha Noi.

- Céc cong nghé, hé quan tri co s dir liéu st dung dé x4y dung cac module
két ndi, thu thap dir lidu va xay dung chwong trinh quéan 1y, bao gdm Angular, JWT,

Restful API, SNMP, SYSLOG, SignalR, va MongoDB.



5. Phwong phap nghién ciru.

Phuong phap nghién ciru duge sir dung 12 két hop giira cac kién thirc 1y thuyét
va viéc nghién ctru, khao sat phén tich ctia cac hé théng giam sat, bao cao trong mang
bang rong cua VNPT Ha Noi.

Ly thuyét: nghién ctru Iy thuyét hé thdng thong tin va co sd dit liéu. Cac cong
nghé, hé quan tri co s& dir liéu sir dung. Nghién ctru cac chung loai, cAu trac Mib, chu
triic Syslog ciia c4c thiét bi trong mang bing rong ciia VNPT Ha Nbi.

Thuc nghiém: tb chirc co s§ dir liéu vé thong tin s6 tai don vi, nghién ctru thuc
té vé dir lidu gidm sat, canh bao clia cic hé thong, cc trang bio céo dang theo dai
van hanh khai thac. S6 héa dir liéu canh béo, thiét bi, phén tich di liéu dé 4p dung

vao san xuat tai don vi.



CHUONG 1: CONG TAC QUAN TRI HE THONG MANG
BANG RONG CO PINH VA NGHIEN CUU DU LIEU
SYSLOG HE THONG MANG CUA VNPT HA NOI

1.1. M6 hinh hé thong thiét bi, hé thdng giam sat, bao cdo, cong tac
van hanh, quin tri mang biang réng ciia VNPT Ha Noi.

1.1.1. Ciu triic va phan Iop kién triic hé thong mang MAN-E.

CAu tric hé théng:

Hé théng mang MAN-E t6 chirc gf’im cac thanh phé“m mang 161 va mang truy
nhdp, bao gdm cac router két ndi véi nhau theo vong ring, hinh cdy, dam bao kha
nang du phong tuyén khi dat két ndi.

Mang 13i (ring core): L6p nay bao gém céc thiét bi bién dich vu cao cip dong
PE (Provider Edge) va PE-AGG (Provider Edge Aggregation) lip dt tai cac trung
tam 16n. Pé tdi wu héa hiéu ning routing va han ché do tré truyén din do sb lugng
budc nhay (hop), ) luong thiét bi trong mot vong Ring Core duge thiét ké chi tir 5
dén 7 diém trong mot Ring. Vi tri lép dit cac Core tai diém thu gom truyén dan va
dung lugng trung chuyén qua dé cao. Céc thiét bi nay dugc két ndi ring v6i nhau bang
mdt doi hay nhidu dbi cap quang truc tiép, sir dung giao dién két ndi Ethernet cong
100Gbps.

Mang truy nhdp (Ring Access): Bao gdbm cac UPE lap dit tai cAc tram Vién
thong, két ndi véi nhau va két ndi t6i mang 16i bang mot hodc nhiéu doi soi quang
trie tiép. Tuy theo diéu kién, mang truy nhép c6 thé st dung két ndi dang hinh sao,
ring va trong mot ring t&i da tir 4 - 6 thiét bi UPE, hodc du ndi tiép nhau va déu nbi
tiép t6i da tir 4 - 6 thiét bi UPE, vi tri lip dit cdc UPE truy nhép thudng dit tai cic
diém thuén tién cho viéc thu gom truyén d4n két ndi dén céc thiét bi truy nhap nhu
Switch L2, OLT GPON.

So d6 mé hinh hé théng:
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Hinh 1. 1 So’ d6 phén 16p mang MANE

Mang MAN-E ciia VNPT Ha Noi sir dung dé tap trung luu luong (IP/MPLS
Aggregation over Ethernet): dam béo tap trung huu lwong tir céc thiét bj truy nhép
nhr OLT GPON, SW L2... t¢i BRAS, PE/NET.

Ha tAng mang lu6i duge dong bd hoa dua trén td hop thiét bi cia nhicu hang
cong nghé 16n trén thé gioi, cu thé:

Ha tAng mang 161 va hoi tu MAN-E: dugc cAu thanh tir cac hé th(‘mg dinh tuyén
dung lugng 16n nhu Cisco ASR-9010, ASR-9922 va Juniper MX960. Cac nit mang
nay thiét lap cAu tric lién két mach vong (Ring topology) tée dd 100Gbps dé dam bao
kha nang g ciru, tv dong chuyén tuyén bao vé (Protection Switching) khi xay ra su
¢6 dirt cap quang truc.

Hé thf")ng cbng kiém soat da dich vu (BRAS - Broadband Remote Access
Server): sir dung dong tdng dai trung tm Juniper MX dé thuc hién chirc nang xac
thuc tai khoan thué bao (qua giao thirc PPPoE), cap phat dai dia chi IP (IP Pool
Management) va thuc thi cac chinh sach bang thong goi curée cho timg khach hang.

Ha ting mang truy nhip PON: phén bé rong khip cac xa/phudng bing cac
thiét bi tbng dai quang OLT cuia nhiéu nha sin xudt nhu Huawei (dong
MAS5608T/MAS5800), ZTE (dong C300/C600) va Nokia/Alcatel-Lucent. Sur da dang



chiing loai thiét bi (Multi-Vendor Environment) tao nén tinh linh hoat da dang thiét
bi nhung lai 1a thach thie 16n cho cong tac quan tri tip trung [1], [2].

1.1.2. Hién trang hé thong gidm sdt, bdo cdo dang quan Iy va sir dung.

1.1.2.1. Péanh gi4 chi tiét ning luc va han ché ciia cic hé thong giam st
hién hiru.

Hién nay, cong tac van hanh va giam sat k¥ thuat mang luéi tai VNPT Ha Noi
dang phu thudc vao hai hé théng chinh [2]:

a) Hé théng do kiém tap trung CTS.

Hé théng CTS dugc phat trién nhim muc dich theo ddi va do kiém chit lugng
dich vu (QoS/QoE) diu cudi ctia cac dich vu Vién théng. CTS sé hitu céc dic diém
van hanh nhu sau:

Chirc nang dat dugc: Hé théng thuc hién thu thap dir li€u do kiém dinh ky, két
xudt cac biéu dd truc quan, tich hop ban dd sé Google Maps dé hién thi trang thai
chét luong mang theo timg khu vuc dia Iy hodc theo timg thiét bi mang cu thé. Giao
dién Web va trng dung di dong cho phép diéu hanh truc quan héa céc tham s6 dudng
truye"in.

Han ché cét 16i: CTS tap trung vao tham sb dich vu dau cubi (end-to-end),
hoan toan khong c6 kha nang di sdu vao phan tich cac su cb phﬁ‘m cung ndi tai cia
thiét bi mang hodc cac canh bao logic tirc thoi tir hé diéu hanh router phat ra.

Céc chire ning chinh ctia hé thong:



Cac chirc ndng chinh Chirc nding hé théng f ! =

O e ken End o Dl

Dénh gid chitlwgng Do kifm mang truyén Do kiém mang Do kiém mang Do kiém mang Po kiém mang
QoS/QoE/BSC t3i di ddng (MMS) truy nhip (Linetest) BRCO (ITS FTTH) BRDD (ITS Maobile) MyTV (MyTS)

Hinh 1. 2 Cic chite niing chinh ciia hé thong CTS
b) Hé théng giam sat PRTG.
PRTG hoat dong dua trén co ché két ndi dinh ky qua giao thirc SNMP (Simple
Network Management Protocol) dé lay cac tham sb lru lirgng (traffic) cong véi cac

chu ky cAu hinh dong tir 30 gidy dén 256 gidy tiy ving thiét bi.
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Hinh 1. 3 H¢ théng gidm sit PRTG
Chirc nang dat dugc: PRTG ho trg Iuwu trir dif liéu luu lwong vao co sé dir licu

ndi bo dé vé biéu do nghén mang, ket noi voi cong SMS Gateway va Mail Server
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nhim giri thong bao tw dong cho ngudi quan tri khi xay ra su ¢d cong Up/Down hodc
luu lugng tang vuot mire gidi han.

- Hé théng PRTG két ndi véi hé théng SMS gateway phuc vu cho viéce giri
SMS canh bao khi port Down, port Up, luu lugng bat thudng,

- Hé théng PRTG két ndi véi may chi Mail server d phuc vu cho viée gii
mail dinh ky hodc mail su cd.

- Ung dung Phin mém Network Monitor PRTG ngoai kh4 ning hd trg View
gidm sat qua Web http & https con hd trg cac add on duéi day:

+ Ung dung giao dién windows (Windows GUI): 1a mdt ng dung client/server
cho phép thao tac add/edit groups, servers, devices va sensors kem cac alarm, alert.
Rét thich hop cho cac don vi trurc ca quan sat truc quan.

+ Ung dung cho iPhone (iPRTG) la g dung dugc dung cho iPhone, iPad or
iPod.

+ Ung dung cho Android (PRTGdroid) 13 img dung duoc diing cho Android
smartphones.

Céc han ché: Co ché "Pull" (do quét dinh k¥) ctia SNMP trén PRTG tao ra do
tré thong tin Ién. Néu sur ¢ chap chon cong (port flapping) xay ra va tir phuc hdi giita
hai chu ky quét, PRTG hoan toan bd sét su ¢b ndy. Pdng thoi, PRTG khong thé thu
thap céc 16i ndi tai phtre tap nhu 16i bd nguén, 16i nhiét do card, hay céc hanh vi truy
cap trai phép.

1.1.2.2. Hién trang hé théng bdo cdo quan ly tai nguyén va nhu cau cap
thiét.

Hé¢ théng quan ly tai nguyén mang VNPT-RIMS (do VNPT Net xay dung)
cling v6i trang b4o cdo tip trung ctia VNPT Ha Noi hién tai chi cung cip céc bdo céo
tinh bao gém: théng ké sb lrong thiét bi theo chung loai, cAu hinh danh muc céc
card/cong/module quang dang online, va téng hop cAu tric huéng két ndi vét ly 16p
MAN-E.

Dbi v6i hé thdng thiét bi BRAS Juniper MX960 - phan hé bt 16i quan 1y phién

thué bao, cac hé théng béo cdo hién hiru hoan toan chira c6 phéan hé theo doi céc thong



tin online:

- Téng s6 lugng phién IP Online dao dong theo thoi gian thuc trong ngay.

- Ty 1é phan trim st dung dia chi IP theo tirng dai (Pool IP), dan dén viéc

khong thé dy bdo sém tinh trang can kiét IP cAp phét cho thué bao FTTH méi.
Bang 1. 1 So sdnh dic tinh ky thuit cic cong cu quén tri hién hiu tai VNPT Ha Néi

Tiéu chi Hé thong giam Céng cu PRTG (Dwa | Heé thong quén ly
phén tich | sat hdng (CTS,...) trén SNMP) RIMS
2 p Do quét dinh ky £ .
Co ché thu BQ\C c!uyenxtheo (Polling) theo chu ky Tfuy R di
thao dit lia nha san xuat s : liéu quan hé (SQL
dp it e (Vendor-specific) Hiod glan (V1 du: 5 Queries)
P phiit/lan)
D6 3 thon Trung binh (Tuy | Cao (Bi gi6i han béi Rét cao (Chi cip
fin su cd & thudc ban tin bay | chu ky cua tién trinh nhat khi phat sinh
’ trap) quét Polling) tac vu nghiép vu)
Khé ndang A % e
phan tich | Khong hd trg Khonng ho} trg,(Chl P o Khong ho trg
5 thi bicu do thong so tai)
log tho
Tinh twong | Dong (Chi chay Kha t6t (HG trg cac Dong (Chi phuc vu
thich hé | trén thiét bi cua thiet bi c6 md tinh ndng | tang Gng dung quan
thong chinh hang do) SNMP MIB) ly thué bao)

1.1.3. Han ché cot loi va lugn gidi khoa hoc vé sw can thiét cua dé dn.

Qua qua trinh van hanh thuc té ha té‘mg vién thong da ching loai tai VNPT Ha

N&1, cong tac diéu hanh ky thuat dang d6i mat véi nhitng diém ngh&n mang tinh hé

thong sau:

Tinh bi dong trong phét hién su ¢6 (Reactive Management): Do cong cu SNMP

(PRTG) hoat dong theo co ché do quét dinh ky, néu mot céng quang hodc mot thiét
bi OLT xay ra 15i chap chon (Flapping Link) ndm giita chu ky quét, hé théng s& bo
sot. K§ thuét vién thudng chi biét dén su ¢ sau khi khach hang phét sinh khiéu nai
[én tong dai.

Thiéu kha ning béc tach 16i logic sdu: Giao thirc SNMP chi cung cép céc sb
liéu théng ké tong quat (nhu cdng Up/Down hoidc % bang thong). SNMP khong thé
chi ra nguyén nhén c6t 16i ctia 18i phdn mém hodc cic xung dot logic bén trong (vi

du: 16i xac thuc PPPoE hang loat do treo card, 161 sut cong suét quang cua tirng phén
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tir ONT don € trong mang GPON).

Hién tuong cb 1ap thong tin log da ngudn: Mbi thiét bi mang vién thong déu
tw dong san sinh ra cac dong nhat ky hé théng (Syslog) chira dung chi tiét moi bién
dong trang thai thoi gian thuc. Tuy nhién, do cdc dong log nay tdn tai dudi dang vin
ban tu do phi ciu tric (Unstructured Text) va phén tan trén hang nghin thiét bj khac
nhau, VNPT Ha No6i chua c6 m{t cong cu nao c¢o kha nang thu thap, x{r Iy ngdén ngi
va s6 héa cic thong diép nay & quy mod 16n.

Luén giai khoa hoc cho dé an chi ra rang, dé giai quyét triét dé cac han ché
nghén thong tin hién tai, viéc nghién ciru xdy dung mot hé théng chu dong lz"mg nghe
ludng dif liéu Syslog thoi gian thue, tmg dung céc thudt toan béc tich ci phap tu dong
héa dé chudn héa dir liéu log phi ciu tric tir moi trudong da chiing loai thiét bi thanh
céc béo céo s6 hoa true quan 13 vo ciing cap thiét. P& tai khong chi ¢6 y nghia i wu
hoa chi s6 thoi gian khic phuc su ¢6 (MTTR) cho VNPT Ha Néi ma con déng gbp
gidi phap mo hinh hoéa dit liéu nhat ky hé thdng cho nganh Hé théng théng tin ng
dung trong vién théng. Pit trong bdi canh ha ting vién thong thé giGi dang dich
chuyén manh mé sang ky nguyén sb va tu dong héa van hanh, viéc giam sat chi dong
chit Irgng mang ludi nay cang dong vai trd séng con dbi véi céc nha khai thac dich
vu vién thong (ISPs). Cac nghién ctru qudc t& da chirng minh mét cch twdng minh
ring, viéc t6i vu hoa quéan ly bing thong va giam thiéu thoi gian gian doan két ndi
cua khach hang phu thudc chét ché vao ning luc thu thép, phan tich dir liéu telemetry
két hop véi log thiét bi theo thoi gian thue [1]. Tai Viét Nam, xu huéng chuyén ddi
s6 toan dién cac quy trinh van hanh khai thac mang bing ring cb dinh nhu hudng
tiép cén ctia dé tai ciing dang trd thanh muc tiéu wu tién cbt 161, khong chi nhim niang
cao ndng luc canh tranh dich vu ma con dam bao an toan théng tin tbi da cho ha té"mg
s6 qudc gia [2].

1.2. Nghién ctru vé dit liéu cinh bio trong Syslog ciia céc thiét bi.

1.2.1.Tong quan vé Syslog va kién tricc thu thip di li¢u log.

1.2.1.1. Ban chat giao thirc va mé hinh truyén tai chudi thoi gian Syslog.

Giao thitc nhdt ky hé théng (Syslog) 1& mét kién triic chudn dwgc thiét ké dé
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truyén tai cac thong diép canh béo trang thai, 16i van hanh va nhét ky hanh vi tir cac
thiét bj phin ctmg hodc phan mém (g dung vé mdy chi quén ly tap trung. V& mit
kién trac mang 16p, Syslog hoat dong chii yéu & ting tmg dung (Application Layer)
trong mé hinh OSI va sir dung giao thitc UDP (User Datagram Protocol) tai ting
truyén tai (Transport Layer) v6i cong dich vu mic dinh 1a 514 [10].

THIET B) NGUON (ORIGINATOR) - Router/Switch L6 — - HE THONG THU THAP (COLLECTOR) - My chi it éu on
P o T N CHAT GIAO
g nﬁuhrawhnh (TRANSPORT SENDER) (08141 L__OI_Gi_(_:_H_UPP] [ no mﬁumum TAI (TRANSPORT ascswan
! 1. Tao chudi log & Dong goi e r. LGP UNG DY HG ) i 3. Tip nhan (UDP Receive)
.| (Message Formatting) {svaos -TAO nn NHAN N i et il o b
| [ Timestamp | [ prionty | | Mostname | [ Message | Y (ﬂadﬂoﬂﬂm Gaue)
S o = e LR TV | _ -
| " (UDP 514) ‘ g
| f"mmm%. =

et Lap mang (Network Layes) -

L

I'Iilbﬁlﬂﬁ'lﬂl.wlrﬁ :

| 2.Gébat
| Srubivn e  (Collector Logic)

(UDP Send) | DULIEU DANG TRUVEN

161 tru:%meum : oty o |
{Khdng bt 1ay TCP, . Phintichel &L
khéng tén CPU) ‘ Chuodi sy kign theo thoi gian | (Pmsmg]’m t:lll&M

! (Time-series Events) (Big Data Slm]

Hinh 1. 4 Kién triic giao thirc va md hinh truyén tii chudi thoi gian Syslog

Viéc Iua chon giao thirc UDP hudng khoéng két ndi (Connectionless) mang
mét ¥ nghia khoa hoc quan trong ddi véi hé thong thong tin vién thong:

- THi wru héa tai nguyén thiét bi phat (Syslog Generator): Thiét bi mang 15
(Router/Switch Core) khi xay ra su cb nghén mach hoic qua tai CPU cén phai giai
phong cac ban tin canh bao ngay lap tirc ma khong dugc phép ton tai nguyén cho qua
trinh bt tay ba budc (Three-way Handshake) ctia TCP.

- Ngan chin vong 13p nghén (Congestion Loop): Néu sir dung TCP, khi dudmg
truyén cap quang bi nghén, cic géi tin Syslog bao 16i nghén lai tiép tuc yéu céu truyén
lai (Retransmission), d4n dén hién twrgng nghén chdng nghén, c6 nguy co lam sip
hoan toan tién trinh dinh tuyén cua thiét bi.

Tuy nhién, dic tinh cia UDP 1a khéng dam bao do tin cdy (Unreliable
Delivery) va khong kiém soat ludng (Flow Control). Do d6, thach thirc nay doi hoi
kién trac hé thong thong tin tai may chu thu thip (Syslog Collector) phai duoc thiét
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ké theo mo hinh hang doi bat dong bd c6 ning luc giai toa dit liéu cyc nhanh, mot bai
toan s& dugc giai quyét bing cong nghé luu trit dit liéu 16n & cac myc sau.
1.2.1.2. Chun héa ciu triic géi tin Syslog theo RFC 3164 va RFC 5424.
Dé hé thong thong tin c6 thé xir ly tw dong dong dit liéu log tir méi truong da
chiing loai thiét bi (Heterogeneous Network Domain), cin phai mé hinh héa céu tric

g6i tin theo hai tiéu chudn qudc té cdt 15i [10]:

a) Tiéu chuan RFC 3164 (The BSD Syslog Protocol)
Ban tin RFC 3164 = <PRI> HEADER MSG

(Priority): Nim trong d#u ngodc HEADER: Dinh dang thoi gian MSG: Noi dung thé, chudi két thic
nhon <>, chi s6 nguyén, tich hop (Mmm dd hh:mm:ss) va Dinh danh bang dau hai cham lam nhéan (TAG)
giira Facility va Severity. ngudn phat (HostName/IP). va ndi dung 1y do (Content).

b) Tiéu chuén RFC 3164 (The IETF Syslog Protocol)

Bén tin RFC 5424 = L

STRUCTURED-DATA: Kho! dir liéu cap Thudc 1
tinh-Gia trj (Key-Value) trong ngodc vudng [ ],
giup Collector trich xuat Metadata tyr dong

<Priority>
(Priority): Nam trong ddu ngoéc
nhon < >, chi 56 nguyén, tich hap
giira Facility va Severity Eg%
Ei=> | (khéng quét chubi).

Hinh 1. 5 Ciu triic géi tin RFC 3164 va RFC 5424

S

a) Tiéu chuin RFC 3164 (The BSD Syslog Protocol)

RFC 3164 1a dinh dang truyén thong, mang tinh chét ctia dit liéu ban céu triic,
khong c6 ranh gidi phan tach thudc tinh twong minh. Mét ban tin RFC 3164 chuin
bao gdm ba thanh phan logic lién tiép:

Ban tin RFC 3164 = <PRI> HEADER MSG
PRI (Priority): Nim trong ddu ngoiic nhon <>, 1a mét chi s6 nguyén thé hién
mirc dd wu tién cua thong diép, dugc tinh toan dya trén thuiat toan tich hop
giita ngudn phat sinh (Facility) va d§ nghiém trong (Severity).
« HEADER: Gém hai truong dit liéu 12 Thoi gian phat sinh (Timestamp dinh
dang Mmm dd hh:mm:ss) va Dinh danh ngudn phét (HostName hodc IP
Address).
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» MSG: Phan doan ndi dung tho, bao gém mdt chudi ky tu két thac bz"mg dau
hai chim lam nhan dinh danh (TAG) va phan ndi dung thong diép tu do
(Content).

b) Tiéu chudn RFC 5424 (The IETF Syslog Protocol)

Nhim khic phuc sy thiéu nhat quan va mo hd ctia REC 3164, t6 chirc IETF da
ban hanh RFC 5424, chudn hoa dir liéu log huéng ddi tuong may tinh phén tich tu
dong. Kién triic goi tin duge dinh nghia nghiém ngit nhu sau[10]:

Ban tin RFC 5424 = <PRI> VERSION TIMESTAMP HOSTNAME APP-
NAME PROCID MSGID STRUCTURED-DATA MSG

Su cai tién vuot bic ciia RFC 5424 nim & trudong STRUCTURED-DATA.
Trudng nay cho phép chen céac khéi dir liéu dinh dang cdp Thudc tinh - Gié tri (Key-
Value) trong ddu ngoic vudng []. Piéu nay gitp hé théng thong tin tai may chu
Collector trich xuét dugc ngay céc siéu dir liéu (Metadata) ma khéng cin phai thuc
hién cac phép toan quét chudi phtic tap.

1.2.1.3. M hinh todn hoc to4n tinh toan chi sb wu tién (PRI) va phan cép
Severity.

Chi s6 PRI xuat hién & dau mdi goi tin Syslog 1a két qua clia ham tuyén tinh
rang budc giira hai khong gian trang thai: Khong gian nguf’in phéat dich vu (Facility
€[0, 23]) va Khong gian mirc dd nghiém trong su cb (Severity € [1, 7]).

Cong thirc toan hoc dinh bién PRI:

PRI = (Facility x 8) + Severity

Tir cong thirc toan hoc trén, bd giai ma ct phéap (Parser Engine) tai méay chu
thu thap c6 thé thure hién céc phép toan chia ldy nguyén va chia 14y dur dé cb 18p nguoc
lai hai chi s6 thanh phan:

Facility = [ PRI/S |
Severity = PRI (mod 8)



Bing 1. 2 Phéin cAp todn hoc va y nghia hé thong ciia khong gian thude tinh Severity

Ma Tén mirc do Pinh nghia hoc thuit hé thong
s6 | (Severity Level)
0 Emergency H¢ thong khong thé sir dung (sdp nut mang Core)
1 Alert Su ¢b nghiém trong cin can thiép vt ly ngay lap tic
(bt mach vong quang).
2 Critical Tinh trang 161 phan clng Il’ghle.l’l\’l trong (Héng card
ngudn, qua nhiét).
Diéu kién 15i chirc ning phin mém logic (L3i x4c thye,
3 Error "
treo session).
4 Warning Céc dau hiéu canh bao sé6m Yu’t_)’t Rg,u‘o’ng (Sut cong suat
quang, tang tai).
5 Notice Trang thai bién dong bl;]‘h t{huoing nhung can luu y
(Thay doi cau hinh).
6 Informational Théng tin van hanh thong: thugmg (Thué bao két noi,
chu ky quét).
7 Tiebug Luong thong tin vét chi tlﬁ: gpil;uc vu lap trinh vién g& 16i

1.2.2. Bin chit khoa hoc cia diF ligu nhit ky hé théng (Syslog Data
Cosmology).

Trong khoa hoc dif liéu va quén tri hé thdng thong tin, dit liéu nhat ky hé thong
(Syslog) dugce dinh nghia 1a chudi dir liéu chudi thoi gian (Time-series Data) dang
ban cAu triic hodc phi cdu tric, phan 4nh toan bd trang thai van hanh dong, cac xung
dot logic vét Iy va hanh vi nghiép vu cua thiét bi vién théng theo thoi gian thue [10].

Déi véi hé théng mang bang rong cb dinh ciia VNPT Ha Ni, dit lidu canh béo
trong Syslog mang ba dic tinh cbt 16i cua dir liéu 16n (Big Data):

- Thé tich 16n (Volume): Véi quy mo6 hang nghin phin tir mang 15i, bién va
mang truy nhp ddng loat hoat dong, sb lwong ban tin Syslog phat sinh lién tuc c6 thé
dat ngudng hang triéu ban tin moi ngay, doi hoi nang luc luu trit phi quan hé mé rong
theo chiéu ngang.

- Van tbc cao (Velocity): Ludng dir liéu canh béo dugc diy vé lién tuc qua
giao thirc huéng khong két ndi UDP port 514 véi tin suét cuc dai tai cdc khung gidy

cao diém 1én t6i hon 8.000 su kién trén mét gidy (Events Per Second - EPS).



- Tinh da dang (Variety): Pay 14 théch thirc hoc thudt 16n nhét ciia dé tai. Do
cAu tric ban tin phu thudc hoan toan vao hé diéu hanh chuyén biét ctia timng nha san
xuat (Cisco I0S-XR, Juniper Junos, Alcatel-Lucent TIMOS, Huawei VRP), dong dix
licu MSG chira cac cu phap ngir nghia (Semantics) va tir khéa canh bao hoan toan
khéc nhau.

1.2.3. Phén tich ciu triic cii phdp di liéu cinh bdo da chiing logi thiét
bi (Multi-Vendor Syntax Analysis).

pé xdy dung dugc thuat todn boc tach tu dong, dé 4n tién hanh nghién ctru sdu
vé quy luat chu trac dir liéu canh béo dic trung clia timg hé diéu hanh thiét bi dang
van hanh thuc té trén mang luéi VNPT Ha Noi:

CAu trac canh béo trén hé didu hanh Cisco I0S-XR (Mang 16 MAN-E): ban
tin Syslog tir cdc dong Router Cisco ASR-9010/ASR-9922 sau phén théng tin tiéu dé
thoi gian (Header) sé& tuan thii nghiém ngit dinh dang ct phap thong béo 13i logic
phan tach bang d4u hai chidm va d4u gach ngang;

Cisco Format = %FACILITY - SEVERITY - MNEMONIC: Message-text
Trong d6: FACILITY: dinh danh phéan hé phin ctig hoic tién trinh phin mém phat
sinh 18i (vi du: BGP, IFMGR, PKT INFRA); SEVERITY biéu thi cip d6 nghiém
trong; MNEMONIC 14 ma goi nhé duy nhét cia 16i logic d6. Ct phap ndy c6 tinh
nhét quén cao, thuén loi cho viéc thiét 1ap céc biéu thirc chinh quy (Regex) ¢b dinh
dé boc tach thong tin vé giao dién vat ly va trang thai két ndi lién nat.

CAu triic canh béo trén hé diéu hanh J uniper Junos (Hé théng BRAS): thiét bi
mang bién BRAS ctia hang Juniper san sinh dir liéu log ¢6 xu hudng ti€ém can voi
dinh dang vin ban tr do huéng su kién. Céu trac dic trung thudng bao gém dinh
danh tién trinh xir Iy 16i (PFE - Packet Forwarding Engine hodc authd - Authentication
Daemon) két hop véi chudi théng diép md ta chi tiét:

Juniper Format = process-name[pid] : %[FACILITY- SEVERITY-LOG CODE]:
Detailed-description

Piém déc thi trong dir liéu canh bido BRAS Juniper 14 chita céc théng tin bién

dong dong vé mat nghiép vu thué bao, chéng han nhur dinh danh tai khoan nguéi dung
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(User-ID), dinh danh céng logic dai dién cho khach hang (pp0.xxxxx), va nguyén
nhan thit bai ciia qua trinh bit tay thiét 1ap phién két n6i PPPoE (Authentication failed
hodc CHAP/PAP timeout).

Céu tric canh béo trén hé diéu hanh Alcatel-Lucent TiMOS (Thiét bi mang
truy nhdp L2): hé diéu hanh TiMOS ctia céc dong thiét bi chuyén mach UPE ting
dung ciu tric log phan cip tudng minh théng qua tir khoa chi dinh mic dd nghiém
trong & ngay dau phan doan thong diép (vi du: CRITICAL, WARNING, INFO). Ciu
triic tdng quat c6 dang:

Alcatel Format = SEVERITY-KEYWORD: MODULE NAME #EVENT ID
Specific-event-string

Ma EVENT ID la mot chudi s6 nguyén dai di€n cho cac kich ban 16i hé théng
da dugc dinh nghia sin trong tai liéu k¥ thudt ctia hing. Viéc nghién ctu ma sb hoa
cac EVENT _ID nay 1 co sé dé hé théng phdn mém thuc hién cac phép todn loc gop
dit liéu 16n (Aggregation) & cdc chuong sau.

1.2.4. Mé hinh héa bdi fodn chuyén dbi dir li¢u phi cau tric va dinh
huwong so hoa bdo cao.

Tir két qua nghién ciru sau vé ban chat cti phap clia cic dong nhat ky thd phi
cAu tric tir cac hing thiét bi, dé 4n tong hop va mé hinh héa bai toan xir Iy thong tin
du6i dang mot ma trin 4nh xa logic. Muc tiéu 13 trich xuét tir cac chudi ky tu tu do
ngﬁu nhién thanh cac thudc tinh dir liéu c6 ciu tric df‘mg nhét, phuc vu truc tiép cho
cac phin hé bao cao quan tri chuyén sdu cua VNPT Ha Noi.

Bang 1. 3 Ma trin phén tich ngit nghia dir liéu Syslog va dinh hwéng thude tinh 56

héa.

Hang | Maldi/Tir | Ngit nghia ky thuidt | Thudc tinh | Phan hé ing
san khoa cbt 16 mang vién thong dich cin sb dung s6 héa
xuat (Keyword/E | (Network Semantics) | hoa (Target dau ra
(0S) vent Code) Schema (Dashboard

Fields) Module)

; Trang thai giao thirc Phén hé bao
CIS00 | 1 yNEPROTO | litn kbt diy i edn | Dooiace NAM. | oo B oo
10S- X : <. | € Link Status, | . .. ~

R -5-UPDOWN | cong mang bi thay doi Times tgmp vat ly mang 16i
(Up hodc Down). MAN-E.




Ngudi dung khong Subscriber ID, | Phan hé sé hoa
Juniper vuot qua duge buée | Failure Reaso | bao céo dir liéu
Junos AUTH BAlL xac thuc tai khoan n, hé thong
trén BRAS. BRAS Node |BRAS.
Thay dbi trang thai dur Ty
phong néng giita hai | VRRP ID, B0 e DI
Alcatel | vrrpInstState GE. T " c4o va theo doi
TiMOS | Change thiet bi (Master Current_State, o e
$\leftrightarrow$ Vlan ID van.
Backup). quan.
Céng PON trén tng | OLT Name, E;?% 3‘;123"10
Huawei | OLT LOS / dai bi mat til} hi€u Slot Port, s tru. p
VRP |LOSI quang tir thiét bi ONT | ONT ID, i ng_y
cua khach hang. Frequency GP (I;N

Mic du dir liéu Syslog da ngudn tir cac chiing loai thiét bi trén mang ludi
VNPT Ha Noi c6 dang vin ban thd, bat ddng nhat va roi rac; nhung ching déu tuin
thii cdc quy ludt ¢ phap ndi tai chit ché dya trén kién triic hé diéu hanh dic trung
ctia timg hang san xuat. Dy chinh 14 tién dé khoa hoc quan trong khing dinh tinh
kha thi cia viéc tmg dung cac k¥ thuat biéu thirc chinh quy (Regex Engine) va céc
pipeline xir ly ludng dir liéu 16n (Big Data Pipeline) dé sé hoa toan dién quy trinh
giam sat ha tAng. Tuy nhién, trong bdi canh thuc té hién nay, khi mang luéi biang rong
ctia VNPT Ha Néi dang van hanh hang nghin phin tir mang 15i phat sinh dong log
Syslog lién tuc vGi mat dj cuc ky dam dic, co ché quan ly dir liéu log phan tan va
thii cdng hién tai da boc 16 rd rao can 16n. Phuong thirc tiép cén cii nay khong chi giy
lang phi tai nguyén luu trit cuc bd trén thiét bi ma con lam suy gidm kha ning chi
dong diéu tra, phan tich nguyén nhan gde ré sy ¢ dién réng ciia dbi ngii k§ su mang
lu6i. Thach thirc mang tinh hé thdng d6 doi hoi phai c6 mot giai phap cong nghé dit
lidu 16m c6 kha ning thu thap tap trung hoa toan bd dong log, cho phép hru trit tdi wu
va xir ly truy vén thoi gian thuc voi tdc do cao, thay thé hoan toan cho cac mé hinh
co 86 dit liéu quan hé truyén thdng da 18i thdi trude cic bai toan dir liéu chudi thoi

gian quy mo 16n [3], [4].



1.3. Két ludn chwong 1.

Trong Chuong 1, dé 4n dd hoan thanh viéc khéo sat ha ting mang bang rong
¢b dinh tai VNPT Ha Noi va lam rd vai tro cdt 16i ctia dit liéu Syslog trong cong tac
quén tri hé théng. Két qua phan tich thuc trang cho thiy cach tiép can gidm sat truyén
thdng chua dap (mg dugc yéu cdu khi quy md mang ludi ngiy cang mé rdng va phirc
tap. D& giai quyét bai toan ndy, viéc nghién ciru va xay dung mot hé thdng thu thap,
béc tach dir lidu Syslog tu dong, tip trung 1 hoan toan cAp thiét. Nhiing két luan va
dinh huéng rat ra tir chuong nay s€ la nén tang Iy thuyét va thuc tién quan trong dé

tac gia d& xuét kién tric hé thong va giai phap cong nghé chi tiét & Chuong 2.



CHUONG 2: CAC UNG DUNG CONG NGHE, HE QUAN TRI
CO SO DU LIEU PE SU DUNG PHAN TiCH LUU TRU
SYSLOG PHUC VU CONG TAC QUAN TRI HE THONG
~ 2.1. Cdc irng dung va cac cong nghé ap dung dé phan tich Syslog hé
thong.

Trong ky nguyén mang diéu khién bang dir liéu (Data-driven Networking), dit
liéu nhat ky hé théng (Syslog) phét sinh tir cdc phan tir ha ting di thé khong con don
thuan 12 céc t€p van ban tinh, ma dugc nhin nhén l1a mot dang dong dir liéu ban cAu
tric (Semi-structured Data Stream) c6 tdc do ting truéng 16n (Volume) va tinh da
dang cao (Variety). D& khai thac gia tri tir ngudn tai nguyén ndy phuc vu cong tc
quan tri, giam sat va phén tich nguyén nhén géc ré (Root Cause Analysis - RCA), cac
nghién ciru trong va ngoai nude tip trung vio ba xu hudng tiép cin céng nghé cbt
16i: céc giai phdp thuwong mai déng go6i, cic bd cong cu ma ngudn md truyén théng,
va hé sinh thai xir ly dir li€u 16n chuyén séu [10].

2.1.1. Cdch tiép ciin dwa trén hé sinh thdi ma nguon mé tgp trung (ELK
Stack / EFK Stack).

M hinh kién trac ELK (Elasticsearch - Logstash - Kibana) hoic bién thé EFK
(Elasticsearch - Fluentd - Kibana) hién nay dong vai trd 14 mt trong nhiing giai phap
nén tang phd bién nhét trong nghién ciru va g dung thure tién d6i véi bai toan quan

ly dir liéu log tap trung [3].

Network Elements Logstash / Fluentd Elasticsearch Kibana
(Syslog Generators) (Ingestion & Parsing) (Indexing & Storage) (Visualization)

Hinh 2. 1 Mé hinh kién tric ELK (Elasticsearch - Logstash - Kibana)
- Logstash / Fluentd (L6p thu thép va tién xir 1y - Ingestion Layer): Véan hanh
nhu mét hé théng duong 6ng dit liéu (Data Pipeline). Cong nghé nay 4p dung cic bd

loc (Filters) dira trén biéu thirc chinh quy (Regular Expressions - Regex) ning cao
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hodc cAu tric Grok Pattern dé chuin héa cic chudi vian ban Syslog tu do
(Unstructured Text) thanh cac trudng dir liéu ¢6 ciu tric dinh dang JSON.

- Elasticsearch (L6p luu trir va chi myc - Storage & Indexing Layer): Co sG
dir liéu phan tan hoat dong theo mé hinh NoSQL, xdy dung trén nén tang Apache
Lucene. Elasticsearch sir dung co ché 1ap chi muc dao ngugc (Inverted Index), cho
phép t6i uru héa cac truy van tim kiém toan van (Full-text Search) véi d tré tiém can
thoi gian thue (Near Real-Time), dép tmg yéu cdu tra ciru su ¢ trén quy mé hang
triéu ban tin.

- Kibana (Lép hién thi va trong tac - Visualization Layer): Cung cip giao dién
trwe quan héa dir liéu, hd trg chuyén doi cac truy vén log phirc tap thanh cac biéu dd
dong, bang phén phdi tin suét su ¢b, phuc vu truc tiép cho 16p quyét dinh quan tri
(Decision-making Layer).

2.1.2. Cdch tiép cin dwa trén cdc gidi phdp thwong mai quy mé cong
nghiép (Enterprise Solutions).

Dbi v6i ha ting mang vién thong ¢t 161, cac cong cu thuong mai tiéu biéu nhur
Splunk hodc SolarWinds Log Analyzer dai dién cho l6p gidi phép c6 tinh toan ven
cao.

- Splunk: Véan hanh dua trén cAu tric chi muc dbc quyén cAu hinh dong
(Dynamic Indexing) khéng cin dinh nghia Schema trude. Splunk tich hop sn cac
m® hinh phan tich hoc may (Machine Learning Toolkit - MLTK) nham phét hién cic
mAau hanh vi bt thudong (Anomaly Detection) tu dong tir dong Syslog va du bdo cac
nguy co nghé&n mach ho#ic 18i phan cig dua trén chudi thoi gian (Time-series
Analysis).

- Han ché nghién ciru: Mic dit s hitu nng luc xir Iy vurot tri va tinh an toan
cao, cic giai phap ndy mang ban chét "hop den" (Black-box), han ché kha ning tity
bién su theo dic thu ngir nghia cia tirng nha mang. Pdng thoi, mé hinh cip phép
thurong mai dya trén dung luong dir liéu xir ly theo ngay (Volume-based Licensing)
tao ra rao can kinh té khong 16 khi 4p dung vao cic hé thong mang MAN-E quy mb

cuc lén.
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2.1.3. Xu huéng dp dung kién tric phi quan hé va xi Iy luong thoi
gian thuc (Modern Stream Processing Pipeline).

Nham khéc phuc gi6i han vé mat hiéu ning xir Iy ctia cac hé quan tri co s dit
liéu quan hé truyén thé‘mg (RDBMS) khi dbi mit vai mat do dir liéu Syslog dang dong
(Stream) c6 xung tin suét 16n (vi du: cac su cd sép ngudn tram vién théng gay biing
nd hang van ban tin/gidy), xu huéng nghién ciru hién dai dich chuyén manh mé sang
viée két hop cac cong nghé huéng ludng va NoSQL huéng tai liéu (Document-
oriented NoSQL) [8].

- Apache Kafka (L6op dém thu thap phan tan - Distributed Message Broker):
Déng vai trd 12 hé théng hang doi thong diép phan tan, gidi quyét bai toan léch pha
téc do gitta bén phat log (Thiét bi mang) va bén xir Iy (Ung dung). Kafka gitip hé
théng dat kha ning chiu 18i cao (Fault-tolerance) va bao toan dit liéu khi c6 hién
tugng nghén cuc bg.

- MongoDB (Lép hru triv huéng tai liéu - Document Store): Vi céu tric dit
liéu linh hoat dua trén dinh dang BSON (Binary JSON), MongoDB loai bo cac rang
budc nghiém ngit vé khoa ngoai va toan ven thuc thé ciia co s& dir liéu quan hé. Piéu
nay cho phép hé théng luu trir cdc ban tin Syslog tir nhiéu chiing loai thiét bi (Cisco,
Juniper, Huawei) c6 cAu triic ngit nghia khac biét nhau trén cing mot tdp hop
(Collection) ma khong lam suy giam hiéu nang ghi dit liéu (Write Intensive) [4] [9].

2.1.4. Ddnh gia va thdo Ilugn so sanh lugn chirng giai phdp
(Comparative Analysis).

Dé thiét I'4p luén ctr khoa hoc cho viéc luva chon cong nghé trién khai trong
khuon khd dé 4n, bang 2.1 tdng hop va so sanh céc tiéu chi cbt 15i giita cdc hudng
tiép cén céng nghé hién nay:

Bing 2. 1 Ma tran so sanh cdc dic tinh k§ thuit ciia cic nén ting phén tich Syslog

Tiéu chiso | HE sinh thdi ma Giai phap Kién triic tiy bién két
sanh nguon mo thwong mai hop (Kafka +
(ELK/EFK) (Splunk) NoSQL/MongoDB)
0 Phén tan, dinh hinh L. . | Kién tric huéng vi dich
M6 hinh _ A Doéng gdb1 nguyén : : .
K . theo luong tich hop e x vu (Microservices), mo-
kién tric . khoi, doc quyén ;
" |san dun hoa cao




trién)

Tiéu chiso | Hé sinh thai ma Giai phip Kién tric tiy bién két
sanh nguén mé thwong mai hop (Kafka +
(ELK/EFK) (Splunk) NoSQL/MongoDB)
£ an . | Trung binh - Cao 5 ; £
Tocdd(:)‘ghl (Bi gi6i han bai|Rét cao (T6i wu Cl.l‘f ky,cao (NhG.CU c}}e
dir liéu e Y 3 - x| phdn manh/Sharding cia
p nang lyc phan tich | héa m& ngudn : oo
(Ingestion ; ; 5 ; Kafka va ghi phi tuan tu
Rate) cu phap cua | dong) ciia NoSQL)
Logstash)
Mé rong theo chiéu |, ,

Kha ning | ngang (Horizontal ﬁo e t?? M¢ réng doc lap tung
. A : ung chi phi tai " x ],
maé rong | Scaling) nhung Shinh a6 Baven phan 16p (Thu thap,
(Scalability) | phitc tap & ting | . & MY | Bem, Luu trir) linh hoat

phéan ving
Kiifi%is |Khi (Thong ia | oor @ou thude | Tuyet dol (Cho phép xay
o 3ok 2 vao céc App bo | dung thudt toan boc tach
tuy bién | cau hinh Grok filter s e nhd Gl dse & e tnE dine
ngir nghia | thi cong) ! P NS B WL dube

Backend)

C!li phi
trién khai

Thip (Chi phi ha
tang phéan ciing)

Rét cao (Bao gc"{m
chi phi ban quyén
va ha tang)

Thip (Str dung ma ngudn
mé két hop t6i wu phan
cung)

Két luan chon lya cong nghé: Duya trén két qua phén tich ma tran k¥ thuat, mic
du hé sinh thai ELK mang lai su tién lgi trong ciu hinh, nhung viéc xtr ly boc tach
cac truong div lieu Syslog phire tap, da cAu trac cla mang vién thong VNPT Ha Noi
doi hoi mot nang luc tuy bién thuat toan boc tach siu sic ¢ tAing Backend. Dfmg thoi,
dé dam bao hé théng vAn hanh bén bi trwde cac kich ban bung nd ban tin sy ¢d, viéc
xdy dung mot kién tric két hop str dung NoSQL (MongoDB) lam 16i luu trit linh
hoat, két hop cuing cac cong nghé hién dai ¢ tAng g dung 1a giai phap tdi uu, dung
hoa duge bai toan hiéu ning, kha ning lam chii céng nghé va tinh kinh té cia dé an
nghién ciru

2.2. Hé co s& dir liéu siv dung dé lwu triy va xir 1y Syslog hé théng.

2.2.1. Phén tich bai todn tong thé va cdc rang buéc dic thi: ciia ha téng
mang MAN-E VNPT Ha Noi.

Mang d6 thi bang rong (MAN-E) ctia VNPT Ha Néi 1a mot hé sinh thai ha
ting vién théng phirc tap, déng vai trd truc lién két cét 16i cho cac dich vu FTTH,

MyTV, VPN-Wan va kénh thué riéng ctia khdi khach hang doanh nghiép, chinh phu.



Do tinh chét phan ciAp manh mé tir I6p Core (Mang 15i), Aggregation (Thu gom) dén
Access (Truy nhép), dong dir liéu Syslog phat sinh tir ha tdng nay mang ba dic tinh
rang budc cuc ky nghiém ngat:

- Su dij thé v& cAu tric ci phap (Syntactic Heterogeneity): Hé théng bao gém
hang nghin phin tir mang dén tir nhidu nha san xuét khac nhau nhu Cisco (dong ASR,
Catalyst sir dung Cisco IOS-XR/XE), Juniper (dong MX st dung Junos), Huawei
(dong NE sir dung VRP) va Nokia/Alcatel-Lucent (dong 7750 SR sir dung TiMOS).
Miic du cac ban tin co ban tuan theo chudn RFC 3164 ho#ic RFC 5424, phfin ndi dung
thong diép (Message Payload) lai hoan toan khéc biét vé céu tric ngit nghia giira cac
hang, gay kho khan 16n cho cac by phén tich cii phap cb dinh.

- Ap luyc vé xung tin suét di liéu (High-Burst Ingestion Pressure): O trang thai
van hanh binh thudng, luu lugng log trung binh dao dong tir 2.000 dén 5.000 EPS
(Events Per Second). Tuy nhién, khi xay ra su cb dién rong nhu mat dién tram vién
thong (ddc biét trong mua mua bao) hodc dit cap quang truc, hé théng s& hirng chiu
hién trong bung nd ban tin (Log Burst) 1én t&i hon 30.000 EPS trong vai gidy. Kién
tric hé théng néu khong c6 co ché dém dong sé& ngay lap tirc bi tran bd nhé hodc tir
chédi dich vu (DoS).

- Yéu cu dé tré xir Iy (Processing Latency Constraint): D& phuc vu céng téc
giam sat thoi gian thye va tu dong kich hoat canh bao dén cac k¥ su truc ca tai OMC,
tong thoi gian tir khi thiét bi mang phét sinh ban tin Syslog cho dén khi hé thong hoan
thanh boc tach, phan tich ngir nghia, luu trit va hién thi trén Dashboard khong dugc
vuot qua tlatency <2000 ms

Tir cac rang budc trén, nghién ciru nay dé xuht mot kién trac hé théng phén
16p chirc néng héa (Layered Functional Architecture) nham t4ch biét hoan toan giira
cac tac vu: Thu thip, Pém dif liéu, Xir Iy béc tach ci phap, Luu trit phi quan hé va
Hién thi tuong tic.

2.2.2. Kién tric tdng thé va co ché ludng dit lidu ciia hé thong dé xudt
(System Pipeline Architecture).
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Kién triic hé théng boc tach va phan tich ngit nghia Syslog dé xuét dugc thiét
ké dua trén md hinh dinh huéng vi dich vu (Microservices Architecture), cho phép
céc thanh phan doc 14p mé rong theo chiéu ngang khi tai hé théng tang cao. So dd

kién trac tong thé duge mo ta chi tiét tai Hinh 2.2 dudi day:

LAYER 1: NETWORK ELEMENT LAYER (HA TANG THIET Bl MANG MAN-E)
[Cisco ASR (IOS-XR)]  [Juniper MX (Junos)]  [Huawei NE (VRP)]  [Alcatel 7750 (TiMOS)]

|
(Giao thirc UDP /Port 514)
ki

LAYER 2: DATA0.625 INGESTION & BUFFERING LAYER (THU THAP VA DEM DU’ LIEU)
Syslog Receiver Gateway (Lang nghe cong mang UDP) -> Distributed Message Broker (Apache Kafka) [ Topic: raw-syslog-stream]

.
(Co ché Consumer Group)
¥

LAYER 3: CORE SEMANTIC PARSING & LOG PROCESSING LAYER (XU LY TRUNG TAM VA PHAN TICH NGU NGHIA)
Multi-threaded Log Engine (Node.js/Backend)
- B4 tién loc nhiéu (Noise Filter Engine)
- B boc tach dong (Dynamic Regex Parsing Factory)
- Bo dinh danh 10i chuyén sdu (Fault Dictionary Mapping)

L
(Binh dang JSON chudn hoa/ Bulk Write)
v

LAYER 4: STORAGE & INDEXING LAYER (LUU TRU PHI QUAN HE VA LAP CHi MUC)
MongoDB Document-Oriented NoSQL Database
- Collection: raw_logs (Luru trit lich s1)
- Collection: parsed alerts (Luru trir sy cd da béc téch ngir nahia)
- Sharding & Inverted Indexes (Chi muye théd gian, 1P thiét bi, ma 137)

T
(RESTful APIs / WebSockets Real-time Stream)
v

LAYER 5: VISUALIZATION & INTERACTION LAYER (GIAO DIEN TRUC QUAN HOA & BIEU HANH)
Single Page Application (Angular Front-end Framework)
- Giidm st sur ¢ thi gian thuc (Real-time Topology Canh bao)
- Trung tam tra ciru toan vin nng cao (Advanced Full-text Query Panel)
- Hé thiing béo cdo KPls chét hrgng mang heéi (SLAMTTR Reports)

Hinh 2. 2 So' d@d kién tric phan 16p va ludng dir liéu hé théng quan 1y Syslog tip trung

Nguyén ly van hanh ciia luéng dir lidu:

- Giai doan sinh nhat ky: Khi mét phan tir mang (NE) xuét hién thay ddi trang
thai (vi du: cdng giao tiép UP/DOWN, 13i bit quang CRC, hodc thay dbi dinh tuyén
BGP), tién trinh Syslog ndi tai ctia hé diéu hanh thiét bi s& déng goi thong tin thanh
mot ban tin van ban va déy qua giao thire UDP vé dia chi IP ctia may chi thu thép tai

céng mac dinh 514.



- Giai doan dém trung gian: Thanh phﬁn Syslog Receiver Gateway chiu trach
nhiém mé cic Socket UDP dé himg ludng dir liéu tho nay. Pé tranh mat mat dit lidu
khi hé théng xir Iy phia sau bi qué tai, Gateway nay hoat dong doc l4p va thuc hién
thao tac ghi ngay 1ap tic (Produce) cac thong diép thé vao phan ving hang dgi cia
Apache Kafka dudi mét chii dé xac dinh goi 1a raw-syslog-stream.

- Giai doan xur ly ngir nghia (Trong tdm Dé 4n): Ung dung Backend (Log
Processing Engine) dong vai tro 1a mét Consumer dang ky nhén dir liéu tir Kafka
Topic. Tién trinh xir ly sir dung md hinh da ludng (Multi - threading) hodc bit ddng
bd (Asynchronous Event-driven) dé lién tuc rat dir li€u tho ra, dua qua cac bo loc loc
nhiéu, sau d6 ap dung ma tran biéu thirc chinh quy phi hop vé6i hdng san xudt thiét b
dé boc tach thong diép thanh cac truong cdu tric rd rang.

- Giai doan bén viing hoa dif liéu: Ban tin sau khi chuin hoa duéi dang cdu
tric tai liéu JSON sé& dugc ddy vao co sé dit liéu MongoDB theo co ché ghi gdp (Bulk
Write) dé t6i uu héa hiéu nang I/O dia cimg. Hé thdng dong thoi tinh toan l4p chi
muc (Index) trén cAc trirdmg tan suét cao dé phuc vu tra ciru.

- Giai doan tiéu thu va truc quan: Ung dung Front-end viét bing Angular thiét
1ap két ndi song cong thong qua giao thirc WebSockets véi Backend nhim cap nhat
tirc thoi cdc 16i nghiém trong 1én man hinh diéu hanh ciia k§ su mang lu6i ma khong
can tai lai trang.

2.2.3. Nghién ciru siu tang béc tich ciu tric va ky thudt chuin héa
dii liéu da chiing loai (Normalization Layer).

Ban tin Syslog truyén thdng theo RFC 3164 ¢6 cAu triic chudi ky tu tw do thd
nhur sau:

Raw Syslog String} = <PRI> HEADER MSG

Trong dé phan MSG chira théng tin ¢t 18i ctia sur ¢& nhung lai hoan toan phu
thudc vao nha san xuat. Muc tiéu ctia phan 16p nay 13 phai chuyén dbi chudi thd trén
thanh mot dbi tugng dir liéu cAu tric (Structured Document) c6 dinh dang df’ing nhét
bat ké thiét bi phat 1a Cisco, Juniper hay Huawei.

a) Thuét toan phan ra ttgmg quat (Generalized Parsing Pipeline).



Khi mot chudi log thé di vao, hé théng thuc hién quy trinh phén ra tudn ti qua

cac buéec:

- Trich xudt PRI (Priority): Téch phén gi tri ndm gitra hai ddu ngodc < va
>, Tir gia tri PRI nay, 4p dung cong thic toan hoc dé tinh toén ra hai chi sb
quan trong 14 Facility (Ngudn phat) va Severity (Mirc d6 nghiém trong):

- Facility} = | PRI/ 8 |
- Severity} = PRI (mod 8)

Tach HEADER: Trich xuit mdc thoi gian (Timestamp) va dia chi IP hoic
Hostname ciia thiét bi giri ban tin. Do médc thoi gian cia chudn cii (vi du: Oct 11
14:32:10) thiéu théng tin ndm va mai gid, hé thong phai tur dong b git hé thong hién
tai d& chudn héa vé& dinh dang ISO 8601 (YYYY-MM-DDTHH :mm:ss.sssZ).

- Dinh danh nha san xuét (Vendor Identification): Dua vao dia chi IP nguf’)n,
hé thdng tra ctru trong bang danh muc quén 1y tai nguyén thiét bi (RIMS) duoc luu
trong bd nh¢ dém Cache dé xac dinh thiét bi nay thudc hang nao (Cisco, Juniper,
Huaweli, Nokia). Ttr d6 kich hoat Factory Pattern dé go1 bo Parser tuwong rng cua hdang
do.

b) Thiét ké ma tran biéu thirc chinh quy (Regex Pattern Matrix) cho cic dong
thiét bi mang cot 15i.

Dudi ddy 1a nghién ciru chi tiét vé cdu triic log diic thi va cic Regex Pattern
twong (g dugc thiét ké dé boc tach ngir nghia:

Thiét bi Cisco I0S-XR (Dong ASR-9000):

Dinh dang log thé ddac trung:

Plaintext

<133>Oct 12 08:15:22.104 ICT: LC/0/0/CPU0Q: Oct 12 08:15:22.105: ifmgr [204]:
%PKT INFRA-LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigE0/0/0/1, state changed to Down



Phdn tich déc trung ngit nghia: Log Cisco sir dung ky tu % lam d4u hiéu bét
dau ctia dinh danh 16i, theo sau 14 c4u tric: FACILITY-SUBFACILITY-SEVERITY-
MNEMONIC.

Regex thiét ké chuyén biét:

Poan ma

AL(?<pri>\d+)>(7<timestamp>\w-H\sH\d-Hs+H\d+:\d+:\d-H\\d+)\s+(?<timezone>\w+
):\s+(?7<card>\S+):\s*.*:\s*(?<process>\S+\[(?7<pid>\d+)\]:\s*%(?<facility>[ A-
Z0-9 1+)-(?7<mnemonic>[A-Z0-9 ]+)-(?<severity num>\d)-
(?7<sub_mnemonic>[A-Z0-9 +)\s*:\s*(?7<message>.+)$

Két qua anh xq thugc tinh JSSON:

JSON
{
"vendor": "Cisco",
"severity": 5,
"facility": "PKT_INFRA",
"mnemonic": "LINEPROTO",
"event type": "UPDOWN",
"component": "Interface TenGigE0/0/0/1",
"status": "Down",
"message": "Line protocol on Interface TenGigE0/0/0/1, state changed to
Down"
}

Thiét bi Juniper MX (Hé diéu hanh Junos):
Dinh dang log thé ddc trung:
Plaintext

<141>2026-10-12T08:16:01.2237Z LE-AGG-02 mib2d[4102]:
SNMPEID CONN_TIMEOUT: SNMP agent connection to subsystem failed,
connection timed out

Phén tich diic trung ngit nghia: Log Juniper tuan thi t6t cAu triic chuin méi,
tén 151 viét bing chir hoa cdch nhau diu gach dudi nim ngay sau dinh danh tién trinh
va d4u hai chim.

Regex thiét ké chuyén biét:

Poan ma
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A(?<pri>\d+)>(?7<timestamp>\S+)\s+(?<hostname>\S+)\s+(?<process>\S+?)\[(?
<pid>\d+)\]:\s*(?<mnemonic>[A-Z0-9 ]+):\s*(?<message>.+)$

Thiét bj Huawei (Hé diéu hanh VRP):

Dinh dang log tho ddc trung:

Plaintext

<188>Oct 12 2026 08:17:44 UPE-HAST-01

%%01IFNET/4/IF_ BACKGROUND DFSTATUS CHANGE()[54]:The line
protocol status of the interface GigabitEthernet0/3/2 changes to DOWN

Phdn tich ddc trung ngit nghia: Log Huawei nhan dién bang chudi %%, theo
sau la ma phién ban (vi du: 01), tiép dén 1a tén mo-dun, mire do nghi€ém trong va tén
su kién nam trong cAu tric dau gach chéo /.

Regex thiét ké chuyén biét:

Doan ma
AL(?7<prix\d+)>(?7<timestamp>\w-H\sH\d-+H\s+H\d-Hs+Hd+:\d+:\d+)\s+H(?7<hostname>\
S+)\s+%%(?7<version>\d+)(?<facility>[ A-Z0-

9 HV(?<severity num>\d)V(?<mnemonic>[A-Z0-

9 THM(?<flag>\wH)O)\[(?7<pid>\d+)\]:\s*(?<message>.+)$

¢) Mo hinh héa ham chuan hoéa dir liéu (Normalization Function Model).

Goi $S§ 1a tap hop tht ca cac chudi log thd nhén dugc tir mang ludi, va $D$ 1a
khong gian cic tai liéu cau tric dinh dang chudn hoa JSON. Qua trinh xir Iy ctia ting
boc tach chu triic duoc dinh nghia nhu mét ham anh xa toan hoc f: S x M — D, trong
d6 M 13 ma tran siéu dir liéu thiét bi (Device Metadata).

Ham anh xa fthuc hién bién ddi cAu tric theo mé hinh giai thuat sau:

| (vs €S, f(s,m) = d)
Trong d6 dbi trong két qua d € D bét budc phai chira mét tap hop cic thude tinh cot
16i ¢b dinh (Core Attributes Base Schema):

d = {id, timestamp,host _ip, vendor,severity,module,event key,
raw_message, cleaned payload }
cleaned payload: La mét d6i twrong con dang 16ng nhau (Nested JSON Object)
chita cic bién s6 dong béc tach tir thong diép (nhu tén giao dién cu thé

TenGigE0/0/0/1, gi4 tri cong sudt suy hao quang -22.5 dBm, mi 15i cu thé...). Diéu



nay cho phép hé théng luu giir théng tin chi tiét ma khong lam pha v céu tric bang
phéng ciia co sé dit liéu [11].

2.2.4. Phin tich ngit nghia sw co vi cong cu phin logi mirc dp nghiém
trong (Semantic & Fault Classification).

Sau khi dir liéu duge cdu triic hoa thanh cc trudng riéng biét, hé thng cin
tién hanh phén tich ngit nghia 16p cao nhdm phan loai ban tin theo ban chét k¥ thuat
vién théng chir khong don thudn dya trén mirc Severity hé théng ctia hing (von rat
chti quan va khéng phan anh ding mirc do anh hudng dich vu).

a) Thiét ké cdy phén loai ngir nghia su ¢6 mang (Fault Semantic Tree).

Heé thdng d& xuét xay dung mdt bo phén loai ngit nghia phan cip, chia su cd
mang MAN-E thanh 5 nhém danh muc cdt 16i:

- Nhém su ¢b Ha tang Truyén dan vat ly (Physical Layer Faults): Bao gf‘)lﬂ cac
18i lién quan dén cdng vat 1y, module quang SFP/XFP. Vi du: Ldi ting ty 1€ bit 15i
chu ky (CRC Errors), 16i suy hao quang vuot ngudng (Rx Power Low), hodc giao
tiép vat Iy mat tin hiéu (Loss of Signal - LOS).

- Nhém su ¢b Giao thirc Lién két dir lidu (Link Layer Faults): Tép trung vao
céc trang thdi Up/Down ciia giao thirc dudng truyén nhu PPP, PPPoE (thué bao
FTTH), 16i giao tiép cong bé (Link Aggregation Control Protocol - LACP), hodc cdc
su ¢ lién quan dén vong lip mang (Spanning Tree Protocol Loop).

- Nhém su ¢ Pinh tuyén va Chuyén mach (Routing & Network Layer Faults):
Ghi nhén cac s kién thay doi trang thai lang giéng dinh tuyén (Routing Neighbor
Flapping) ctia cic giao thirc chay trén mang MAN-E nhu OSPF, BGP, IS-IS hodc su
cb chuyén mach dy phong router 40 VRRP.

- Nhém su ¢b Dich vu va Thué bao (Service Layer Faults): Ghi nhan cAc 16i
lién quan dén hé théng cong kiém soat truy cdp bién mang bing rong (BRAS) nhu
18i bung nd truy van xé4c thuc khong hop 1é (Authentication Failures), can kiét kho
dia chi IP (IP address pool exhaustion), hodc 18i két nbi dén méy chu

RADIUS/DHCP.
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- Nhom su ¢ An toan hé lhé)ng va Phin cting (Hardware & Security Faults):
Giam sat cdc canh bdo phdn cimg thiét bi nhu nhiét do vuot ngudng (High
Temperature), 16i quat tan nhiét (Fan Tray Failure), CPU ting cao qua mirc do tién
trinh xtr 1y qua tai, hodc cac hanh vi truy cdp CLI trai phép (Unauthorized Access
Attempt).

b) Gidi thuét &nh xa ngit nghia dong (Dynamic Semantic Mapping Engine).

Pé thyc hién phan loai tu dong ban tin Syslog vao cédy ngit nghia trén mdt cach
t6i wu, hé théng sit dung thuét toan so khép dua trén ludt (Rule-based Matching
Engine) két hop ma tran trong sb tir khéa.

MO0 ta giai thuat:

- Pau vao: Pbi tuong tai liéu d di qua chuin hoa.

- Thao tac: Hé théng trich xuét cip gia tri (vendor, module ,event key). Sau
d6, tra ctru trong Tir dién Su cb Tap trung (Centralized Fault Dictionary) dugc chu
tric dang bang bam (Hash Map) dé tim kiém luat 4nh xa.

- Xir Iy ngoai 1&: Trong trudng hgp ma s ¢ (event\_key) chura tirg xuét hién
trong tir dién (ma 16i méi do thiét bi nang cap phan mém nang cao), hé thdng tur dong
kich hoat b§ quét ngir nghia ndi dung van ban (message). B6 quét nay str dung biéu
thirc chinh quy dé tim kiém su xuét hién ctia cic tir khéa c6 trong sb cao (vi du: "fail",
"drop", "critical”, "voltage", "loop") dé dua ra du doan phan loai tam thoi va dy vao
hang doi kiém duyét ciia quan tri vién hé théng nhim cap nhat tir dién.

2.2.5. Mb hinh héa lop dém phan tin Apache Kafka chong bimng nd
dir liéu (Fault-Tolerant Buffering Layer).

Nhur da phén tich, hién twong bung nd dir liéu log trong mang vién théng khi
x4y ra su b 1a rao can 16n nhét giy d6 vo hé thdng gidm sat. Su xuét hién ctia phan
16p dém phén tan sir dung Apache Kafka dong vai trd cuc ky quan trong gitp kién
triic dat dugc trang thai bén vimg cao (High Availability).

a) Kién tric Topic, Partition vd Co ché Phan manh Dit liéu (Sharding

Mechanism).



32

Dé dam bao kha ning ghi song song tdc dd cao va phan phdi tai dong déu trén
cum may chi Kafka (Kafka Cluster), chii dé raw-syslog-stream dugc cdu hinh phén
manh thanh nhiéu Partitions doc I4p. Viéc dinh tuyén ban tin vao Partition nao duogc
quyét dinh béi mot ham bam dua trén khoa (Key-based Partitioning Strategy).

Khéa phén viing (K) dugc lva chon chinh 13 dia chi IP ngudn cta thiét bj phat
sinh log:

K =host ip
Vi tri Partition (P_idx) dugc tinh to4n theo cong thirc:
Pidx = MurmurHash2(K) (mod N)

Trong d6 N 1a tong sb lugng Partitions dugc céu hinh cho Topic.

Y nghia khoa hoc ctia co ché nay: Pam bao tinh tudn tur theo thoi gian
(Preserve Ordering): Trong kién triic Kafka, tinh tudn tir cia théng diép chi duge bao
toan tuyét dbi trong pham vi mot Partition. Bfmg viéc str dung host_ip lam khoa badm,
toan bo cac ban tin log phat sinh lién tiép tir cing mot thiét bi mang cu thé s& bit budc
phai di vao cing mot Partition duy nhit. Diéu ndy dam bao ring khi Gng dung
Backend tiéu thu dir liéu dé phén tich nguyén nhan gdc r, trang thai su ¢ ctia thiét
bi d6 s€ dugc xir ly ding theo trinh tu thoi gian thuc té xay ra, tranh hién tugng ddo
10n trat tu log (vi du ban tin bao cf")ng UP lai bi xit ly treée ban tin bao céng DOWN
do di khac duong).

- Cén bang tai ngang hang (Load Balancing): Céc thiét bi mang khic nhau s&
c6 dia chi IP khéc nhau, do d6 lugng log khéng 16 tir toan mang s€ dugc phan tan déu
ra tht ca cac Partitions, cho phép tan dung tdi da nang luc ghi dia ctia cum may chu.

b) Co ché Consumer Group va kha nang twv dong khoi phuc 16i (Fault-
Tolerance).

O ting xir Iy Backend, hé théng thiét lap mét cum cac tién trinh xir 1y hoat
dong dudi dang mot Consumer Group théng nhit. Mbi tién trinh thanh phén
(Consumer Instance) trong nhém sé€ dugc diéu phéi doc lap doc quyén doc dir liéu tir

mot hodc mot s6 Partitions nhat dinh.
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APACHE KAFKA TOPIC: [raw-syslog-stream |

[ Partition 0 ] [ Partition 1 ] [ Partition 2 ] [ Partition 3 ]
¢ (Exclusive Lock)
LOG PARSER LOG PARSER
INSTANCE 1 INSTANCE 2 LOG PARSER INSTANCE 3
(Active Worker (Active Worker (Xu ly song song 2 Partitions)
Node) Node)

Hinh 2. 3 Co ché diéu phéi xit Iy dii liéu song song va chiu 15i sit dung Kafka Consumer
) Group o
Khi hé thong vén hanh, néu mdt may chi xir Iy log gép su c0 phan cing dot

ngdt va ngimg hoat dong (Crash), bd quan ly diéu phdi cia Kafka (Kafka
Coordinator) s& ngay 1ap tirc phat hién théng qua viéc mat tin hiéu nhip tim (Heartbeat
Timeout). Hé thong tur dong kich hoat quy trinh Rebalance (T4i can bang): chuyén
giao quyén tiéu thu cic Partitions dang bi bd tréng cho céc Instances con lai dang
hoat dong binh thudng. Qua trinh niy dién ra hoan toan tu dong trong thdi gian vai
tram mili-gidy, dam bao ludng thu thap dir liéu log toan mang khong bi gidn doan bét
ky mot gidy nao [5].

2.2.6. Thiét ké mé hinh lwu trie toi wu trén hé quén tri co sé dir liéu phi
quan hé MongoDB (Storage Optimization Layer).

Dir liéu nhat ky hé théng sau béc tach cin duoc huu trit 14u dai (tir 3 dén 6
thang theo quy dinh quan ly ha tAng vién thong) phuc vu cong tac hdu kiém va phén
tich xu huéng. Viéc thiét k& mé hinh dir liéu trén co sé dir liéu NoSQL MongoDB
doi hoi su t6i vu héa siu sic ca vé cdu trac tai liéu 14n chién lugce 14p chi muc nham
giai quyét bai toan méu thuan giira tbe do ghi cuc nhanh (Write-Intensive) va toe do
truy vAn tirc thoi (Read-Intensive) [4].

a) Thiét ké lroc db tai liéu JSON linh hoat (Flexible Schema Design).

Thay vi thiét ké dang bang ciing nhic ctia m6 hinh co sé dit liéu quan hé

(RDBMS), hé théng sir dung cAu tric tai liéu dang cay linh hoat ctia MongoDB. Duéi
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day la thiét ké luoc do thuc thé (Data Schema Design) chi tiét cho bo suu tap dir liéu
cot 161 parsed_alerts:

JSON
{
" id": {"$oid": "6527b140f1d2a3e4b5c6d7e8"},
"timestamp": {"$date": "2026-10-12T08:15:22.1042"},
"received at": {"$date": "2026-10-12T08:15:22.110Z"},
"host ip": "10.252.12.41",
"hostname": "LE-ASR9k-01.HN",
"vendor": "Cisco",
"facility": "PKT _INFRA",
"severity": 5,
"mnemonic": "LINEPROTO",
"event key": "LINEPROTO-UPDOWN",
"semantic category": "Link Layer Faults",
"raw message": "Line protocol on Interface TenGigE0/0/0/1, state changed to
Down",
"extracted data": {
"interface name": "TenGigE0/0/0/1",
"current_state": "DOWN",
"previous_state": "UP"
|8
"is_resolved": false,
"correlation_id": {"$oid": "6527b140f1d2a3e4b5c6d719"}
}

Uu diém hoc thudt ctia thiét ké luge do:

- Truong extracted data lfing nhau (Embedded Sub'—document): Cho phép
chira céc cap Key-Value bién dbi hoan toan linh hoat theo timg loai 18i. Vi du, néu 1a
16i module quang, trirong nay s& tu dong thay dbi cau tric dé chira rx_power va
bias_current ma khoéng can phai thuc hién cac thao tac sira doi céu tric bang (ALTER
TABLE) nhu trong co s& dit liéu SQL truyén théng.

- Tach biét hai mdc thoi gian (timestamp va received_at): Gitp ki su hé thong
do Iudmg chinh x4c do tré mang va hiéu ning xir Iy ciia dudng dng dif liéu, df")ng thot

phat hién céc thiét bi mang bi 1éch mii git (NTP desynchronization).
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b) Chién lugc xdy dung chi muc phirc hgp nang cao (Advanced Compound
Indexing Strategy).

Néu khong xay dung chi muc hop ly, mét truy van tim kiém trén tap dit liu
hang tram triéu ban ghi s& budc MongoDB phai thuc hién thao tac quét toan bd 6 dia
(Collection Scan - COLLSCAN), gdy treo hé théng. Nghién ciru nay dé xudt thiét 1ap
hé théng chi muc phirc hop (Compound Indexes) t6i wru:

- Chi muc phtre hgp phuc vu gidm sét thoi gian thue:

Index 1 = {semantic_category : 1,severity : 1,timestamp : -1 }

Tdc dyng: Diy toc do hién thi cac 15i nghiém trong nhét theo timg danh muc
[én man hinh Dashboard dat do tré duéi 5 ms.

- Chi muc phtre hgp phuc vu tra ctru lich str sy cb theo tram vién thong:

Index 2 = {host ip : 1, timestamp : -1}
Tdc dung: Ho trg dic luc cho céc ky su khi mudn boc tach toan bo lich sir hanh
vi clia m6t Router cu thé trong mot khoang thoi gian xac dinh dé phan tich nguyén
nhan gbc ré.

- Chi muc tu dong x6a theo thoi gian (TTL Index - Time-To-Live):

Xay dung mét chi muc TTL trén trudng received at voi cAu hinh
expireAfterSeconds: 7776000 (twong duong 90 ngay). Co ché nén ctia MongoDB sé&
tw dong giai phong cac khi dir lidu cii vugt qua thoi gian luu trit quy dinh ma khong
cin quan tri vién phai chay cac cau l1énh x6a thii cong ning né, tranh hién fugng phin
manh 6 dia cing.

2.2.7. Nghién ciru tang hién thi thoi gian thuc va kién triic Single Page
Application (Visualization & User Experience Layer).

Muc tiéu t6i cao ciia hé théng quan ly Syslog 12 phai chuyén ddi cac khéi dit
liéu kho khan thanh giao dién truc quan mang tinh didu hanh cao, gitip con ngudi (k§
su truec ca OMC) ra quyé‘[ dinh xir 1y su ¢6 nhanh nhét cé thé.

a) Kién triic Giao dién mét trang (Single Page Application - Angular) va co

ché toi ru héa hiéu nang render.



Dbi v6i mot hé théng giam sat su cb mang vién thong, giao dién Web Front-
end phai dbi mit v6i thach thirc 16n: dong dif lidu sy c¢6 d6 vé lién tuc 1am thay doi
trang thai giao dién v&i tan suét cao. Néu sir dung cic Framework truyén thong, trinh
duyét s& lién tuc phai tai lai toan bd cau tric cdy DOM (Document Object Model),
dAn dén hién tuong giat lag, treo trinh duyét (Browser Freezing).

Dé giai quyét bai toan nay, kién triic dé xuét 4p dung Angular Framework két

hop chién lugc do tim thay ddi téi vu ChangeDetectionStrategy.OnPush:

[ Ludng dir liéu WebSockets tir
Backend ]

v

Angular Data Store

(Quan Iy trang thai
bang RxJS Stream)

(Chi kich hoat khi ludng dir liéu phét ra sy kién méi)

Sir dung

Component Render
Chi ve lai viing su 1 -

cb thay doi y.OnPush (Bo qua viée
uét toan bé ciy DOM

ChangeDetectionStrateg

Hinh 2. 4 Co ché t6i wu héa hiéu niing render giao dién théi gian thue trén Angular

- Nguyén Iy OnPush: Trinh duyét s& bd qua chu ky quét kiém tra thay dbi tu
dong théng thuong (von rAt ton tai nguyén). Giao dién chi dugc 1énh vé lai (Re-
render) duy nhit khi va chi khi tham chiéu d6i twong dit liéu déu vao (@Input) cla
linh kién giao tiép thay ddi, hodc mét Su kién ludng (Observable) phat ra gia trj méi
théng qua bd loc ma hoéa async pipe.

- Xtr ly ao hoa danh sach (Virtual Scroll): Khi k§ su thue hién tra ctru lich str
va hé théng tra vé két qua hang van dong log, thay vi bt trinh duyét phai tao hang
van thé HTML tuong trng, Angular Virtual Scroll chi khai tao va render diung s0
lrong dong hién thi vira van trong khung nhin méan hinh (vi du 30 dong). Khi ngudi

dung cudn chudt xuéng dudi, cac phan tir HTML cii s€ dugc tai sir dung dé nap dir



liéu mai, gitp duy tri mirc tiéu thu bd nhd RAM cua trinh duyét luén 6n dinh duéi
150 MB [6].

b) Co ché truyén thong song cong thoi gian thue sir dung WebSockets.

Thay vi sir dung giai phap tham do truyén théng (Short Polling / Long Polling)
von tao ra mot lugng 16m yéu cau HTTP Request rac 1am nghén may chit Backend,
hé thong thiét 1ap mot két ndi song cong bén vitng dua trén giao thirc WebSockets.

- Khi k¥ sur dang nhdp vao hé thdng diéu hanh, Angular Front-end sé& thuc hién
céi bt tay thiét 14p kénh truyén WebSockets bao mat (wss:/) téi méay chi API.

- Kénh truyén nay dugc duy tri lién tuc & ché d6 nén. Khi ting Backend hoan
thanh viéc béc tich mot ban tin su ¢b c6 mirc dé nghiém trong cao (Severity <=3 -
tir mirc Error dén Emergency), may chii s& chii dong "ddy" (Push) truc tiép tai liéu
JSON ctia sir ¢6 d6 xubng kénh WebSockets. Giao dién Front-end ngay 1ap tirc bat
dugc thong di€p, kich hoat 4m thanh canh bao va nhép nhay dé trén so db topo mang
luéi dé ky su tmg ciru thong tin 13p tirc can thiép.

2.2.8. Tém tit cdc chi so thiét ké hé thong va ludn chirng tinh kha thi
clia gidi phap.

Dé két thiic muc nghién ctiu giai phap thiét ké kién triic, bang 2.2 téng hop cac
chi s6 chi tidu k¥ thuat thiét ké (Design Specifications) dur kién ma kién triic dé xuét
phéi dat dugc khi dua vao chu hinh thuc té tai VNPT Ha Nbi:

Bang 2. 2 Céc chi sb chi tiéu ky thuat thiét ké ciia hé théng quin ly Syslog dé xuit

Thanh phin ciu Chi s6 thiét ké (Metric Muc tiéu t6i wn khoa hoc

triic Specification)

Chéng tran bd nhé hé théng,

Ning hre tié )
. 3 > 40.000 EPS & ché db tai bao toan 100% log thé khi

nhan (Ingestion

dinh (Peak Load). xay ra bung no sur co dién
Capacity) n
rong.
Thai gian béc Pam bao hiéu nang xur ly thoi
tparse < 15 ms trén mot ban . _
tach ci phap gian thuc cta luong dir liéu
tin van ban.

(Parsing Latency) (Data Pipeline).




Po chinh xac béc | >99.5% dbi véi cac dong | Pam bao tinh toan ven cta dir

tach (Parsing thiét bi cbt 15i da dinh liéu thudc tinh phuc vu céc
Accuracy) nghia Regex. thuét toan phén tich 16p trén.

. T&i wru hoa trai nghiém ngudi
Thoi gian truy | tquery < 500 ms doi voi tap

. diing nhd chién luge 1ap chi
van lich sit (Query | dir liéu 100.000.000 ban

muc phirc hop hgp ly trén

Response Time) hi.
¢ MongoDB.

D tré cip nhat tui_update < 100 ms ké tir | Néang cao ning lyc phan tng
giao dién (UI khi Backend phét hién 16i nhanh ciia k¥ su truc ca tai
Update Latency) nghiém trong. trung tdm van hanh OMC.

Luén ching tinh kha thi ctia giai phap: Kién tric hé théng dé xut hoan toan
kha thi v& mit thuc tién k§ thuat vién théng nhd viée tn dung triét dé strc manh coa
céc cong nghé ma ngudn mé hién dai & tAng 16i (Kafka, NoSQL MongoDB) két hop
kha néng ti wu hoa siu sic & t%ing ung dung Backend va Front-end (Angular). Viéc
thiét ké hé théng theo mé hinh mé-dun héa, phan 16p chirc ning ro rang khong chi
gitp giai quyét triét dé bai toan xur 1y dir liéu 16n, da cdu triic cia mang MAN-E
VNPT Ha Nbi hién tai, ma con tao ra mot nén tang ma, san sang tich hop cac mo
hinh hoc may ning cao (Machine Learning) dé du béo su ¢ tw dong trong tirong lai
gin ma khong phai dap bé xdy dung lai cu tric ¢t 15i.

2.3. Két ludn chwong 2.

Chuong 2 da hoan thanh cdc muc tiéu nghién ctru 1y thuyét nén tang va thiét
ké khong gian giai phap k¥ thuat cho dé 4n v6i hai ndi dung trong tAm:

V& téng quan cbng nghé: Nghién ctru da phan tich va xdy dung ma trin so
sanh céc giai phap quan ly log hién nay (ELK/EFK, Splunk, Kafka + NoSQL). T
cac dic diém dac thu ciia mang MAN-E VNPT Ha Néi nhu tinh di thé va 4p lyc bing
nd dir lidu, dé an da luan chimg mdt cich khoa hoc viée lya chon huéng tiép can két

hop gitra hé quan tri co sé dir liéu phi quan hé MongoDB va cong nghé hang dgi phan
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tan 1am 16i cong nghé cho hé thong.

Vé kién trac hé théng dé xuit: D& 4n da mo hinh héa chi tiét kién triic phén
16p chire nang vi dich vu nham t6i vu hoa toan dién qu‘mg dir liéu:

- TAng boc tach ca phap: Thiét ké ma tran biéu thirc chinh quy (Regex) chuyén
biét cho cac dong thiét bi Cisco, Juniper, Huawei dé chudn hoa cdu tric log tho vé
dinh dang JSON ddng nhat.

- TAng phan tich ngir nghia: X4y dung gidi thuat 4anh xa ty dong dé phan loai
18i theo ban chat k§ thuat vién thong.

- TAng dém va luu trir: Ap dung co ché bam khéa phan viing ctia Apache Kafka
dé chéng bung nd dir liéu (Log Burst) va bao toan tinh tuan ty thoi gian; dong thoi
thiét 1ap chién lugc chi muc phitc hop ning cao trén MongoDB nhim dam béo hiéu
nang ghi va truy van lich sir téc do cao.

-Téng true quan héa: Két hop giao thitc WebSockets truyén thong song cong
va co ché render OnPush cia Angular dé cdp nhét su cd theo thoi gian thuc trén giao
dién diéu hanh OMC.

Tém lai, cac giai phap thiét ké kién triic va giai thuat duge nghién ctru trong
Chuong 2 da tao nén mét hé thong ludn cir khoa hoc vitng chéc. Pay 13 co sd tién dé
quyét dinh dé tic gia tién hanh x4y dung ma ngudn thuc nghiém va dénh gia hiéu

nang hé théng trong Chuong 3.
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CHUONG 3: TRIEN KHAI KHAI THAC DU LIEU SYSLOG
CHO CONG TAC QUAN TRI HE THONG VA BAO CAO
CUA VNPT HA NOI

3.1. Panh gia chét lwong cic dwdng truyén din két noi cac thiét bi.

Pé chimg minh tinh hiéu qua cta kién trac hé théng da d& xuét tai Chuong 2
trong mdi trudng van hanh thuc té tai VNPT Ha Noi, kich ban thuc nghiém dau tién
tap trung vao bai toan: Po ludng, phén tich ngit nghia va ddnh gi4 chét lwrong céc
dudng truyén dan vat Iy (Lép 1 va Lép 2) két ndi giiia cac phén tir mang.

Trong ha tAng mang MAN-E, chit lugng dudng truyén cip quang va cic
module thu phat (SFP/XFP) 12 yéu t6 quyét dinh dén su 6n dinh ctia toan b céc dich
vu bing rong phia trén. Bang viéc cAu hinh hé thong thu thip va 4p dung céc bd phan
tich cti phép (Parsers) da thiét k&, nghién ciru tién hanh phan tich dong dit liéu Syslog
lién quan dén chit luong truyén din trong thoi gian thuc nghiém.

3.1.1. Kich ban thu thip dit liéu va phén tich 16§ truyén din vit Iy,

Heé théng tién hanh ling nghe va boc tach ludng Syslog phét sinh tir nhém thiét
bi bién phan c4p truy nhap (UPE) va thiét bi thu gom (PE-AGG) két nbi truc tiép vai
céc tuyén cap quang truc ndi do. Trong tAm phan tich diit vao cac ban tin phan anh su
suy giam chat lugng vt 1y, bao gdm hai dang chi s6 18i cét 16i:

- L&i Bit truyén dan (CRC Errors / Alignment Errors): Phét sinh do nhiéu tin
hiéu hodc suy hao duong truyén & mirc ti€ém can ngudng dut, dan dén cac g0i tin bi
héng khi kiém tra chu ky du.

- L&i cong suit quang vuot ngudng (DDM - Digital Diagnostics Monitoring
Alerts): Céc canh bao vé cong suit phat (Tx Power) hodc cong suit nhan (Rx Power)
ciia module quang vurot qua ngudng an todn cho phép clia nha san xuét.

Thong qua bd tiép nhan dit liéu va xép hang dgi phan tan Apache Kafka, cac
ban tin thd dugc ddy qua tng dung Backend dé thuc hién giai thuit boc tach bing ma

trén bidu thire chinh quy (Regex Pattern Matrix) da thiét ké & muc 2.2.3. [7]
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3.1.2. Két qua béc tich ciu tric va phin tich ngit nghia dit li¢u 16i
truyén dan.

Dué6i day 1a két qua thuc nghiém béc tach va chudn hoa cu tric dir liéu doi
v6i hai dang 15i truyén din phd bién thu duge tir hé thong:
a) Truong hop 18i ting ty 18 bit 151 (CRC Errors) trén thiét bi Cisco ASR.
Ban tin Syslog thé nhdn dwoc tir thiét bi:
Plaintext

<131>Jun 09 10:14:22.405 ICT: PE-ASR9k-02: %PKT INFRA-LINEPROTO-3-
CRC_ERR THRESHOLD : Interface TenGigE0/1/0/2 has exceeded the CRC error
threshold (Current: 1452 errs/sec, Threshold: 1000 errs/sec). Service degradation
may Occur.
Di ligu déi luong cdu triic JSON sau khi qua bo loc Parser cua hé thérng va luu
trit vao MongoDB:
JSON
{
"timestamp": "2026-06-09T03:14:22.405Z2",
"host_ip": "10.252.14.2",
"hostname": "PE-ASR9k-02",
"vendor": "Cisco",
"severity": 3,
"event key": "LINEPROTO-CRC ERR THRESHOLD",
"semantic category": "Physical Layer Faults",
"extracted data": {
"interface name": "TenGigE0/1/0/2",
"current_errors_per_sec': 1452,
"threshold limit": 1000,
"status": "EXCEEDED"

b) Truong hop 16i suy hao cong suit nhan quang (Rx Power Low) trén thiét bi
Huawei NE.
Ban tin Syslog thé nhdn duwoc tir thiét bi:

Plaintext

<187>Jun 09 10:16:01 UPE-HAST-01
%%010PTICAL/3/OPTICAL POWER LOW(1)[82]:The Rx power of optical
module on interface GigabitEthernet0/2/1 is too low. (Current Power: -24.50dBm,
Low Threshold: -22.00dBm)

Di¢ liéu doi tiwong cau triic JSON sau khi chudn hoa:
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JSON
{
"timestamp": "2026-06-09T03:16:01.000Z",
"host_ip": "10.252.88.5",
"hostname": "UPE-HAST-01",
"vendor": "Huawei",
"severity": 3,
"event key": "OPTICAL-OPTICAL_POWER_LOW"
"semantic category": "Physical Layer Faults",
"extracted data": {
"interface name": "GigabitEthernet0/2/1",
"current_power_dbm": -24.50,
"low threshold dbm": -22.00,

2

"unit": "dBm"
}
} , ; :
3.1.3. Théng ké, téng hop va dinh gid chit lwong dwong truyén toan
hé thong.

Bing viéc str dung cac chi muc phirc hop nang cao (Compound Indexes) 14p

trén bd suu tép parsed alerts cua MongoDB, hé théng da

thuc hién 1énh truy vén gop

dir liéu (Aggregation Pipeline) dé thdng ké toan bo céc sur kién 16i truyén din trong

sudt giai doan thuc nghiém. Két qua thu dugce giup dua

ra cac danh gia dinh lugng

mang tinh chinh xac cao vé chét lugng ha t?:ing dudng truyén din mang MAN-E:

Béang 3. 1 Thong ké tin suit xuit hién 16i truyén din vét Iy theo dong thiét bi

Tuyén két Chiing Sf') lwgng | S6 lwong 16i | Trang théi danh gia ‘chét
nédi mang / | loai thiét | 16i CRC cong suat lwgng dwrdng truyen
Giao tiép bi ghi nhin quang o
Tuyén truc Cisco Tét: Duong truyén 6n
PE-Core <-> ASR- 0 2 dinh, sai léch céng suat
PE-AGG 01 9000 khong dang keé.
£ Canh bao nguy co
Tuysn tho . (Degraded): Ty 1€ 13i bit
gom.FE- i 14,205 128 CRC ting cao, suy hao
G0 < | NEADE ’ quang vu%t ng;rt‘myg cho
UPE-HAST ]Shép.
Tuyén truy R P
» g On dinh: Chat lugng
g L2 | Jnmipet 24 0 truyén dn vat Iy dat tiéu
BLAS] L ’ chuAn vin Ifénlﬁ
OLT-01 ' )
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Bién ludn khoa hoc tir két qua thuc nghiém: T biéu dd phén tich mat dj su
cb theo thoi gian duge trich xuét tir ting hién thi Angular ctia hé thdng, tac gia phat
hién mbi tuong quan tuyén tinh (Correlation) giita 18i suy hao cong suit quang
(OPTICAL POWER_LOW) va su bung nd 18i bit CRC_ERR_THRESHOLD.

Cu thé, tai giao tiép GigabitEthernet0/2/1 ctia thiét bi UPE-HAST-01, khi cong
sudt nhan quang gidm siu xudng mirc (vuot ngudng an toan ), tan suét phat sinh ban
tin 151 CRC ngay lap tirc ting vot v6i tc do hon . Néu tiép tuc sir dung phuong phap
quan tri thii céng (nhur mo ta & Chuong 1), cac k§ su OMC chi c6 thé phat hién ra su
cb khi khach hang bit ddu khiéu nai do mét géi tin hodc rét dich vu MyTV.

Nguoc lai, hé théng dé xuét dira trén phan tich cdu tric Syslog thdi gian thuc
da chi dong phat hién va dwa ra canh bao sém vé su suy giam chét luong dudng
truyén (Degradation) trudc khi xay ra hién tuong dit két ndi hoan toan (Link Down).

3.1.4. Nhan xét.

Két qua thuc nghiém tai muc 3.1 da chimg minh giai phép thiét ké tai Chuong
2 hoan toan giai quyét dugc bai toan thyc té djt ra & Chuong 1. Hé théng khong chi
xur ly thanh cong tinh di thé ctia ngdn ngit log gitta cac hing san xuit (Cisco, Huawei),
ma con chuyén déi cac chudi ky tur text thd thanh thong tin do Iudng chét lugng dudng
truyén dan c6 gia tri cao. Piéu ndy cho phép trung tim OMC chuyén dich md hinh
van hanh tir "khéc phuc su ¢6 sau khi xay ra" (Reactive Management) sang "cht dong
bao tri phong ngira dua trén dir liéu" (Proactive Prevention Based on Data), gitip giam
thiéu t6i da thoi gian gian doan dudng truyén din mang luéi.

3.2. Danh gia lwu lwgng truyén tai giira cac thiét bi.

Bén canh viéc danh gia chét luwong truyén dan vt ly & ta"ing thép, mot trong
nhirng tac vu cbt 161 trong cong tac quan tri mang ciia VNPT Ha Nai 12 gidm sét luu
lugng va phat hién sém hién twgng nghén mach cuc bd trén cdc dudng truc
(Trunking/Uplink). Trong muc thuc nghiém nay, hé théng dé xuét duge sir dung dé
badc tach va phan tich nhom ban tin Syslog phan anh trang thai luu luong va hiéu nang
ciia céc cbng két ndi giao tip tbe do cao (GE/10GE/100GE) gifia céc thiét bi Core,
PE-AGG va UPE.
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Khac voi phuong phéap do quét (Polling) dinh ky bang giao thitc SNMP vbn
c6 do tré 16n va tiéu ton bang théng quan ly, phuong phap tiép can dua trén Syslog
thoi gian thuc cho phép hé théng bit duge ngay lap tic thoi diém luu lugng dat
ngudng t6i han (Threshold) théng qua co ché ddy dir liéu chii dong tir thiét bi mang
khi xuét hién sy kién vugt ngudng.

3.2.1. Kich ban thuwc nghiém va cdc ngwong canh bao luu lwong.

Trong cAu hinh thuc té ctia mang MAN-E VNPT Ha Noi, céc k§ su hé thong
thiét 14p cdc quy tic gidm sat luu luong trén cac dong thiét bi Cisco, Juniper va
Huawei. Khi luu lugng truyén tii (Bang thong tiéu thu - Bandwidth Utilization) trén
mot giao dién vuot qua mot ty 16 phan trim xac dinh so v6i dung lugng thiét ké (Line
Rate) trong mot khoang thoi gian lién tuc (vi du: 30 gidy), tién trinh gidm sat noi tai
ctia thiét bi s& kich hoat va phat mét ban tin Syslog dic hiéu.

Céc ngudng canh béo luu lugng (Traffic Thresholds) duge quy dinh nhu sau:

- Ngudng canh bdo mirc thap (Minor - 80% dung lugng cdng): Hé théng ghi
nhén trang thai luu lugng ting cao (High Traffic Load).

- Ngudng canh bao mirc cao (Critical - 95% dung luong céng): Heé théng xé4c
dinh giao dién roi vao trang thai ngh&n mach (Congestion), c6 nguy co gly tré goi
ho#ic mat géi (Packet Drop) dbi véi cac dich vu thoi gian thue nhu My TV hodc VolP.
[7]

3.2.2. Két qud béc tich cdu triic va phén tich ngit nghia log lwu lugng.

Trong giai doan thuc nghiém, ludng dir lidu log tho lién quan dén luu lugng
duoc hé théng tiép nhan, dwa qua hang doi Apache Kafka dé xir Iy song song va boc
tach thanh c4u triic JSON chuédn héa.

a) Trudng hop canh bo qua tai luu lwgng trén thiét bi bién Juniper MX.

Ban tin Syslog thé nhdn dwoc tir thiét bi:

Plaintext

<132>Jun 09 15:20:11.102Z LE-AGG-01 mib2d[4105]:
SNMP TRAP LINK UTILIZATION HIGH: Interface xe-0/1/0 (10G Uplink to
Core) traffic utilization has reached 84.5% (Inbound: 8.45 Gbps, Outbound: 4.12
Gbps).



o Dirliéu dbi fuong cAu tric JSON sau khi qua bo loc Parser ctia hé l‘héng:
JSON
{

"timestamp": "2026-06-09T08:20:11.102Z",

"host ip": "10.252.12.1",

"hostname": "LE-AGG-01",

"vendor": "Juniper",

"severity": 4,

"event key": "SNMP TRAP LINK UTILIZATION HIGH",

"semantic_category":_"Routing & Network Layer Faults",
"extracted data": {

"interface name": "xe-0/1/0",
"interface_description": "10G Uplink to Core",
"utilization_percentage": 84.5,

"inbound speed gbps": 8.45,

"outbound speed gbps": 4.12

} b) Trudng hop canh bdo nghén mach nghiém trong trén thiét bi Huawei NE.
Ban tin Syslog thé nhdn dwoc tir thiét bi:
Plaintext
<186>Jun 09 15:22:45 UPE-HAST-01

%%011IFNET/2/IF_TRAFFIC CONGESTION(I)[91]:The traffic utilization of
interface GigabitEthernet0/1/1 exceeded the congestion threshold. (Current
Utilization: 96.2%, Total Capacity: 10000Mbps).
e DIt liéu débi tuong cAu tric JSON sau khi chudn hoa:
JSON
{
"timestamp": "2026-06-09T08:22:45.000Z",
"host ip": "10.252.88.5",
"hostname": "UPE-HAST-01",
"vendor": "Huawei",
"severity": 2,
"event key": "IFNET-IF_TRAFFIC CONGESTION",
"semantic category": "Routing & Network Layer Faults"
"extracted data": {
"interface name": "GigabitEthernet0/1/1",
"current utilization percentage": 96.2,
"total capacity mbps": 10000
}
)

2
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3.2.3. Théng ké xu hwong luwu lugng va danh gid ning luc truyén tai
dwong truc.

Bang viéc tong hop dong dir liéu su ¢d luu lugng dugce luu trit bén vimg trong
co s& dir liéu MongoDB, hé thong tién hanh théng ké tan suét va khodng thoi gian
(Duration) Xuét hién trang thai qua tai trén cac tuyén truc chinh cia VNPT Ha Noi
trong chu ky thyuc nghiém.

Bang 3. 2 Théng ké thai gian va mire d§ nghén mach trén cdc tuyén dwong truc mang

MAN-E
Tuyén két |  Giao tiép Dung | Solin | Thoigian | Danh gid ning
néi giira mang lwgng | vwot nghén lwe truyén tai
cac thiét thiét | ngudng | dinh diém
bi keé 80%) | (>95%)
Core- Du thira ndng
Router <- 100 i luc: Luu lugng
> PE- HIGE-For Gbps 0 U phu van hanh an toan
AGG-01 dudi 50%.
PE-AGG- ldi cao (Kffﬁmg
ol =~ e 10 42 PPN Mol ~rno
Y i phu ugng dat dinh
LE oAlGG 0/1/0 (10GE) | Gbps 20h00 dén
22h00.
Nghén nghiém
trong
LE’iA;iG i (Bottleneck): Qua
UPE. GEO0/1/1 (1GE) | 1 Gbps 185 340 phat tai lién tuc,
HAST-01 ichtnig dap Gng
kip tang trudng
thué bao.

Bién luan khoa hoc tir két qud thuc nghiém: Dit liéu théng ké dinh lIugng tai
Béng 3.2 chi ra mot "nut thét ¢b chai” (Bottleneck) vé luu lugng truyén tai tai tuyén
két ndi giira thiét bj thu gom LE-AGG-01 va thiét bi bién truy nhap UPE-HAST-01.
Giao tiép GigabitEthernet0/1/1 v6i dung lwong gidi han 1 Gbps da ghi nhén
t6i 185 14n virgt ngudng tai cao va c6 tong coéng 340 phit roi vao trang thai nghén

mach nghiém trong (Utilization = 96.2%). Trung khép véi thoi gian nay, hé théng
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ddng thoi ghi nhan mot loat cac ban tin Syslog béo 16i hity goi tin (Packet Discard /
Input Drop Errors) phat sinh tir b xtr ly mang (Network Processor) cua thiét bi.

Néu dya vao cac biéu dd SNMP trung binh héa 5 phiit truyén thong, dinh luu
luong (Traffic Spike) dang nay thudng bi lam phing, khién k¥ sur quan tri kho dinh
vi chinh xé4c thoi diém hé théng bit diu suy giam chét lwong. Hé thdng d& xuit dwa
trén phan tich dong dir liéu Syslog da chirng minh uu thé vuot troi khi ghi nhan chinh
xac timg gidy thoi diém xay ra nghén mach.

3.2.4. Nhan xét.

Két qua danh gia luu lugng tmyén tai tai muc 3.2 cung cp mét co s& dit lidu
thue chirng v6 ciing quan trong cho cong tic quy hoach ha ting vién thong tai VNPT
Ha Noi. Thay vi ning cdp bing thong mot cach cam tinh hodc dan trai, cic s6 liéu
thdng ké thoi gian nghén mach tir hé thdng béc tach Syslog gitip ngudi quéan tri dua
ra cac quyét dinh chinh xac:

Kich hoat ngay ldp tic phwong an cdu hinh dinh tuyén lai (Traffic
Engineering), chuyén bét cac ludng Iuu lugng thué bao FTTH sang céc tuyén truc
phu con du thira ning luc nham cn bing tai.

D& xuht phuong 4n k§ thuét nang cép ha ting dudng truyén két ndi giita LE-
AGG-01 va UPE-HAST-01 tir giao tiép quang 1 GE 1én cong nghé cdng bo LACP
(Link Aggregation) hodic chuyén dbi sang module quang 10 GE dé giai quyét triét dé
bai toan nghén mach, bao dam cam két chét luong dich vu (SLA) cho khach hang.

33. Th("ing ké céc bat thuong vé vurgt nguwong va sir dung.

Trong cong tac van hanh khai thac mang luéi cia VNPT Ha Noi, bén canh céc
sir ¢b truyén din va luu luong cdng, cac bat thuong lién quan dén tai nguyén phén
cirng (CPU, bd nhé RAM, nhiét d6 bo mach) va an ninh truy cép thiét bi (Security
Access) ludn 1a nhimg nguy co tiém an gy gian doan dich vu dién rong.

Muc thuc nghiém 3.3 tip trung vao viéc img dung hé thdng dé xudt dé thu
thap, phén tach ngir nghia va thong ké dinh luong cic dang hanh vi bat thudng nay,
giap céac k§ su OMC kiém so4t toan dién trang théi strc khoe phan cling va an toan

thong tin ctia cac phan tir mang MAN-E.
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3.3.1. Kich ban thwc nghiém vé cdc hanh vi bit thuong.

Kich ban thuc nghiém thiét lap vi€c theo doi tép trung hai nhém hanh vi bét
thudng cbt 161 phat sinh trong hé théng mang:

- Bt thudng tai nguyén phan cting (Resource Utilization Anomalies): Khi mot
tién trinh phin mém bi treo hoic thiét bi hirng chiu lwu Ivgng tAn cong tir chdi dich
vu (DoS), tai nguyén CPU/RAM sé tdng vot vugt ngudng an toan (). Df‘mg thoi, néu
hé théng quat tan nhiét tai nha tram gip su cd, nhiét do ctia cac thé xir ly duong day
(Linecards) s€ ting cao vugt ngudng tdi han (vuot qué ngudng cho phép ).

- Bit thudng vé an ninh va sir dung (Security & Access Anomalies): Ghi nhén
cac su kién dang nhép trai phép, thir sai mat khéu lién tuc (Brute-force Attack) vao
giao dién dong lénh CLI (Telnet/SSH) cuia thiét bi mang hodc cic hanh vi thay dbi
chu hinh trai phép.

3.3.2. Két qua béc tach cdu triic va phan tich ngir nghia log bt thuong.

Thong qua duong ng dir liéu (Data Pipeline) sir dung hang doi dém Apache
Kafka va bd xir Iy Backend, céc ban tin Syslog tho chita ngir nghia bit thuong dugc
chuén héa vé dinh dang JSON ddng nhat trde khi luu trit vao MongoDB.

a) Trudng hop bit thudng qua nhiét phan ciing trén thiét bi Cisco ASR.

Ban tin Syslog thoé nhin dugc tir thiét bi:

Plaintext

<130>Jun 09 16:05:12.224 ICT: PE-ASR9%-01: %ENVIRONMENT-
ENVIRONMENT-2-TEMP WARM : Slot 0/LCO (Linecard) temperature has
reached a warm threshold (Current: 78C, Max Allowed: 75C). Fan speed increased
to maximum.
o Dir liéu dbi turong céu tric JSON sau khi boc tach:

JSON
{

"timestamp": "2026-06-09T09:05:12.2247",

"host_ip": "10.252.12.1",

"hostname": "PE-ASR9k-01",

"vendor": "Cisco",

"severity": 2,

"event key": "ENVIRONMENT-TEMP WARM",

"semantic_category": "Hardware & Security Faults",
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"extracted data": {
"component slot": "Slot 0/LCO",
"current temperature": 78,
"max_allowed temperature": 75,
"unit": "Celsius"

}
b

b) Trudng hop bét thudng vé an ninh truy cdp (Thir sai mét khau lién tuc) trén
thiét bji Huawei NE.

Bdn tin Syslog thé nhdn dwoc tir thiét bi:

Plaintext

<187>Jun 09 16:10:01 UPE-HAST-01
%%01AAA/3/REJECT LOGIN(1)[104]:The user failed to log in through SSH.
(Username: admin, Peer IP: 192.168.45.112, Reason: Password error).

s Dit liéu déi twong céu trac JSON sau khi chuin héa:

JSON
{

"timestamp": "2026-06-09T09:10:01.000Z",

"host ip": "10.252.88.5",

"hostname": "UPE-HAST-01",

"vendor": "Huawei",

"severity": 3,

"event key": "AAA-REJECT LOGIN",

"semantic_category": "Hardware & Security Faults",
"extracted data": {

"access method": "SSH",
"attempted username": "admin",
"source ip": "192.168.45.112",
"failure reason": "Password error"

3.3.3. Théng ké dinh luwong cic bit thuwong hé thong mang toan mang.

Str dung ning luc truy vin gop thoi gian (Time-series Aggregation) cla
MongoDB, hé théng da trich xuit toan b dit liéu bat thuong ghi nhan dugc trong
subt giai doan thuc nghiém kéo dai 30 ngay dé 1ap bang théng ké phan phdi tén suit

su ¢cO:
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Bing 3. 3 Thong ké tin suit xuit hién cic bit thwong vwot nguwong phin cing va sir

dung
Phéan loai |  SwKkién cu thé ghi nhin Toéng | Thiét bi Trang thai
hanh vi 50 Xlliflt hi¢n | danh gia rii
bat ban | nhiéu nhat | ro hé thong
thwong tin
Nguy co cao
(High
Vuot Risk): Xuat
ngudn, UPE- hién cuc bo
BUUNS | CPU_UTILIZATION HIGH | 314 | HAST- S
CPU/ - - 01 (1 i) vao gid cao
RAM HaWell | diém khi xir ly
bang dinh
tuyén I6n.
Céanh bdo
i PE-ASROk- (\gizﬁlllll;%i)ci? l
ngudng | TEMP WARM /OVERHEAT 12 : S :
s ik 01 (Cisco) | b0 tai nha tram
nhiét do .
khu vuc Ha
Dong.
Canh bao an
Bit Toanbg | M DAY bicy
thuong an | REJECT LOGIN (Sai pass) | 1,425 | thiét bi (IP quet cong
. (Scanning) tu
ninh la) done i
ong tir mang
ngoai.
Binh
thuong: Ghi
Thav di Toan mang nhén lich st
e CONFIG_CHANGED 84 | (Ky sudidu | tic nghiép hop
cau hinh - . A
hanh) 1€ phuc vu
cong tac hau
kiém.

Bién luan khoa hoc tir két qua thuc nghiém: Phéan tich sdu tir Bang 3.3 mang

lai hai phéat hién khoa hoc vo6 cing quan trong cho c¢ong tac quan tri:

- Méi trong quan gitra CPU va tai thué€ bao: Hién tugng vugt ngudong CPU
(CPU_UTILIZATION HIGH) lén t6i trén thiét bi UPE-HAST-01 xuét hién tip trung

vao khung gio tir 20h00 dén 21h30 céc ngay cudi tudn. Két hop dir liéu nay véi muc

3.2 (ngh&n mach dudng truyén), tic gia két luan thiét bi nay vira bi qué tai vé niing

luc chuyén mach géi phan clrng, vira bi qué tai nang luc xtr ly tién trinh cia CPU.
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- Phat hién hanh vi tdn céng an ninh mang mang ludi: Su xuét hién cua 1.425
ban tin REJECT LOGIN trong chu ky thuc nghiém khong phan b6 déu ma bung phat
theo tirng dot ngan (Burst). Giao dién hién thi thoi gian thuc ciia hé théng da ty dong
gom nhém (Correlate) cac ban tin nay va chi ra ring toan bd cac yéu cu ding nhap
181 nay déu xudt phat tir mét dai IP ngudn c¢b dinh (192.168.45.112). Pidu nay chimng
to thiét bi dang 1a muc tiéu ctia mdt cudc tin cong do quét mat khéu tu dong
(Dictionary Attack).

3.3.4. Nhéin xét.

Két qué thue nghiém tai muc 3.3 khing dinh hé théng béc tach Syslog dé xuét
c6 kha ning hoat dong nhur mét hé théng phat hién x4m nhap (IDS) va giam sat hiéu
nang phén cting (NMS) thu nho.

Bang cach chuyén dbi dir lidu dang vin ban tu do thanh cac truong thude tinh
s6 ¢6 kha nang tinh toan g0p, hé thong gitip trung tim OMC ciia VNPT Ha N6i nhanh
chéng c6 1ap céc thiét bi 16i phan cling (nhir tram vién théng bi hong didu hoa gay 16
qua nhiét) va chii dong ngin chin cic i ro an ninh mang (nhu ciu hinh chin IP
ngudn tin cong bang danh sach ACL) trude khi cac bét thudng nay pha hoai tinh toan
ven ciia toan hé thng mang bang rong.

3.4. Trién khai cac bdo phuc vu cong tac quéan tri hé thong.

Muc tiéu cudi cling ctia hé thong boc tach va phéan tich ngir nghia Syslog dé
xuat 13 s6 hoa toan dién quy trinh gidm sat, loai bé viée doc log bing dong lénh CLI
thii cong va thay thé bing mot giao dién truc quan hoa tap trung (Centralized
Visualization Dashboard). Trong muc thure nghiém ndy, tic gia tién hanh ciu hinh
nghiém thu va danh gia hiéu nang hién thi cta trng dung Front-end viét trén nén tang
Angular Framework, két n6i song céng véi Backend thong qua giao thirc WebSockets
thoi gian thue. [6]

3.4.1. Giao dién bing diéu khién trung tam thoi gian thwe (Real-time
Operations Dashboard)
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Béng didu khién trung tim dugc thiét ké duéi dang danh séch gidm sat tryc
quan, giup ngudi van hanh quéan ly cic sy ¢6 mang theo thoi gian thuc. Giao dién
duge trinh bay khoa hoc védi cac thanh phz’in chinh sau:

THA P #1060 (L SO _STATE MINDS [#A motiteeed dpdes ot serstch | Bish0J ) I above B0% weibgation Curmen] utration & 855 Fieasa rerman st unit les and

B o | <
“ conbgarstion rofach sovits | INERREE 03 LGP kT (- | @) ]
4 (| ] e SENANTE BEIR ) HW A SO STATE_MANOR [wA managred dever /misc/scratch { diudd ¢ ) nuh_-! BOn atbration Clutend ubbaaten = B¥5 Pleats menser urwamed uer Lisg o
confrgurataon mittack poics | INNIRY 04 o S KT - (@ || G
O w i &mfw ;m TR 1 HMEHAR GVH L2 FLI T2 ON17T1 T AN CHM PHOLACH 005 COT (MNCO 1187307} o %
7 O W < s CROARAD  cccpngune | @ (08
4 “ : :
] O ™ < | EuNeEsuan CROTRRD  gcingting - || @ A |
7 “ L]
% 0O W ¢ Dooessog CRCERAD oo phnguang ;._;
z ird d Bl
v O W < Imsiesseeg CALERRD  crcotaguing - | @ | 05 ]
4 “ —r=
" O W ¢ wctecsne CROERRD.  crecimun - @) %]
5 E bt
e o w ;ﬁl-‘ WMBLISOALY  DOWHTH gl By, VMG L25.0A L GAV2E Ta TLHAIRE S 207 G0y 1! RN o+ P ri o
“ % bd b2
5 o ™ ;&MD&L&!‘J-L: DOWNTR  [romoooA4Sn45 DV, CHisKTVITIIG HNGHDT DL LZS FUT 8 061/1 Te o STYSTYLZ5AL 13 G711 o (RN o e <
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Hinh 3. 1 Bing gidm sat trung tim

Chu triic bang dit lidu:

- Céc théng tin dugc sip xép theo cac cot chirc ning bao gdm: S6 thir tu (STT),
trang thai x4c nhan (COF), trang thai x6a (CLR), cAp d6 canh bao (LEV), thong tin
thiét bi (Ma Thiét bi), loai su c6, va ngi dung chi tiét.

- Hé théng cho phép xuit dir liéu bao céo nhanh thong qua nit chirc ning
"Export Excel".

Quan ly trang thai va mirc d6 canh béo:

- CAp d canh bao dirge phan loai bing md mau tryc quan: CR (Critical - d6)
cho céc su ¢b khén cép va WN (Warning - vang) cho céc canh bdo cin chi y.

- Nguoi van hanh c6 thé thue hién cac thao tic xac nhan hodc x6a trang thai
canh béo truc tiép théng qua cac 6 kiém (checkbox) twong (mg.

Théng tin sir ¢ va phan héi:

- C6t "Nbi dung" cung cp thong tin chuyén sau vé sy cb nhu trang thai dung
lrong dia (Disk state), canh bao 16i CRC trén cfmg mang, hodc trang thai két nbi giira
céc thiét bj (vi du: HNLHKM.CVH.L2S.FU.1.2).
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- Pbi voi moi s ¢o, giao dién hien thi ro rang phin "Nguyén nhan" di dugc
phén tich, ho trg doi ngii ky thuat trong viée xir ly sy ¢6 (d3 bdo GPM KT hoic da
xac nhan tir cdc phong ban lién quan).

- Mbi dong su ¢b dugc tich hop céc biéu twrgng thao tac nhanh (chinh sira, xem
thong tin chi tiét, va lién hé hd trg) dé t6i wu hoa quy trinh khéc phuc.

3.4.2. Phéin hé chire niing bdo cdo chit lwong mang ludi va KPIs dich

Pé phuc vu cong téc quan ly va hoach dinh chinh sach ha ting ciia ban giam
déc VNPT Ha Nai, hé thong tich hgp phan hé béo co thong minh (BI Reporting
Module), tir dong tong hop dit liéu lich sir tir MongoDB thong qua céc giai thudt xir
ly gop (Aggregation Engine) theo chu ky ngay, tudn, thang.

Mot s6 do thi hinh anh quén tri gidm sét:

4] TONG HOP BAN TIN BAT THUONG TRONG 24H

LS00
o0 |l!h-'.-lif.......,

-
O

L*

OR>

Hinh 3. 2 Téng hop céc log bit thwomg ciia ce hé thong va mire dd
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Hinh 3. 4 Thong ké céc 16i sw so dién ra nhiéu nhit trong ngay

Cac dang biéu mau b4o céo sé héa cbt 16i durge thie nghiém bao goém:

- B4o céo chi sb thoi gian khéc phuc sy ¢d trung binh (MTTR - Mean Time
To Repair): Hé th("'mg_ tw dong tinh toan khoang chénh l1éch thdi gian giita ban tin bao
16i (vi du: %LINK-3-UPDOWN: Interface... state changed to Down) va ban tin bao
khoi phuc trong g (state changed to Up) ctia cing mot cdng thiét bi. Chi s6 MTTR
ndy dugc phan rd theo tirng ching loai thiét bi va tirng don vi k§ thuét dia ban dé
danh gia nang luc tng ciru thong tin.

- B4o c4o mat d6 bung nd s ¢b (Log Burst Analysis): Théng ké cac mdc thoi

1 hé thong mang hitng chiu lugng log ting ddt bien, giup nhén di€n cac nguyén




55

nhén rii ro hé théng mang tinh khach quan (nhu thoi diém mura bio bing nd 18i mat
dién tram vién thong dién réng) hodc chii quan (nhu xung dot dinh tuyén tao vong
lap tin tac pha hoai).

3.4.3. Pdnh gid kiém thir hiéu ning hién thi va render giao dién (UI
Performance Testing)

Pé chimg minh tinh ding din cta viéc 4p dung chién lugc do tim thay ddi
ChangeDetectionStrategy.OnPush trén Angular két hop giai phap Virtual Scroll, tac
gia tién hanh mét cudc kidm thir 4p luc giao dién (UI Stress Test) bang cach gia lap
cac mirc tai dir liéu ddy vé trinh duyét théng qua WebSockets.

Bing 3. 4 Két qua thwe nghiém do lwdng hiéu ning hién thi ctia giao dién Angular

Tén suit ban | Trang thai | Mirc tiéu | Mic tiéu | Trang thi trdi nghiém
tin day vé | ky thuit ap | thu CPU | thu RAM nguwoi dung (UX)
(EPS) dung trinh trinh
duyét duyét
OnPush + Muot ma hoan hao: Giao
500 EPS Virtual 2.10% 85 MB dién cép nhat tic thi,
Scroll cudn muogt.
5.000 OnPush + (1)1lélndlllq§ilztgtr mki:;r? 49
o Virtual 840% | 112MmB | P& -
EPS (Tai cao) hién tugng giat gian
Scroll
doan.
EPS (Tai Virtual 24.50% 148 MB N i
s bo nhd RAM duogc co
dinh) Scroll A X
1dp an toan.
30.000 ﬁi‘é gﬁi Déng bang trinh duyét
EPS (Tai (Kl-l‘n e 98.20% >1.2 GB (Crash): Treo tab hién
dinh) 10ru)g o thi, tran bd nhé DOM.

Bién luin khoa hoc tir két qua thuc nghiém: S6 lidu dinh luong tai Bang 3.4
phén 4nh gié tri cong nghé vurgt trdi cia giai phap thiét ké giao dién dé xuét. O mirc
tai dinh khi xay ra su ¢ bung nd log toan mang vién théng, néu sir dung céu hinh

render méc dinh cua cac nén ting Web truyén thong, trinh duyét ldp tic bi qua tai



CPU va tran bd nhd RAM do phai ganh hang van thé¢ HTML cuia cdy DOM, dan dén
hién tugng d6 vo hé théng gidm sat ding vao thoi diém k¥ su can dit liéu nhét.

Trong khi d6, viéc ap dung kién tric Angular ti uu héa siu (OnPush két hop
Virtual Scroll) d khéng ché thanh c6ng mirc tiéu thu CPU ciia trinh duyét & ngudng
an toan va RAM ludn dudi . Két quéa nay ddm bao man hinh didu hanh ctia k§ su luén
hoat dong bén bi, thong sudt ngay ca trong nhitng kich ban mang lu6i gip tham hoa
phtrc tap nhét.

3.4.4. Nhin xét

Thuc nghiém tai muc 3.4 da hoan thanh manh ghép cubi ciing cia giai phap
thiét ké hé thdng. S8 hoa thanh cong giao dién truc quan hién thi va cac phéan hé chiic
nidng bao cdo khdng chi gitp hién dai hoa toan dién giao dién twong tc ngudi - may
(HMI) tai trung tdm van hanh OMC ctia VNPT Ha Ndi, ma con chirng minh néng luc
xir Iy giao dién hiéu ning cao trudc cic bai todn di liéu 16n vién thong. Két qua sb
lieu bao c4o KPIs chinh x4c tir hé théng chinh 13 céng cu déc luc gitip cip quan ly
nang cao chét luong dich vu bing rong ¢b dinh, t6i wu héa tai nguyén phin cling va
diéu hanh nhan sy ky thuat mot cach khoa hoc, hiéu qua.

3.5. Két luéin chwong 3

Chuong 3 da hoan thanh toan bd cdc muc tiéu thuc nghiém, do luwong va kiém
thir hiéu nang nham hién thuc hoa va chiing minh tinh ding dfn ctia giai phap thiét
ké hé thdng béc tach, phan tich ngit nghia Syslog dugc dé& xuét & Chuong 2 vao ha
t?ing mang thuc té cia VNPT Ha Noi. Cac Kkét qua thuc nghiém cbt 161 dat dugc bao

gom:

- V& dénh gia chat lugng truyén dan vét Iy (Muc 3.1): Hé théng di béc tach
thanh c6ng céc 1i bit quang CRC va canh bio cong sudt thu phat (Rx/Tx Power) tir
céc thiét bi di thé (Cisco, Huawei). Két qua thuc nghiém chirng minh gidi phép c6
kha ning phat hién sém su suy giam chét lugng dudng truyén din vién thong, gitp
chuyén dich mé hinh vén hanh tir khic phuc su ¢b sau khi xay ra sang chti dong béo

tri phong ngtra.
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- V& danh gia lwu lugng truyén tai (Muc 3.2): Thong qua viéc bét cac ban tin
canh b4o vugt ngudng bang thong thoi gian thuc, hé thdng da dinh vi chinh x4c céc
"nat thit ¢d chai" vé luu lugng trén cac dudng truc chinh vao gid cao diém, cung cip
co 8¢ dir liéu thuc chitng quan trong cho cong tac quy hoach, diéu huéng va ning cp
ha tAng mang MAN-E.

- V& thdng ké bét thudong phén ciig va an ninh (Muc 3.3): Hé thong da thyc
hién gop va théng ké dinh luong cac hanh vi bAt thudng cla tai nguyén thiét bi
(CPU/RAM qué tai, qua nhiét bo mach) va cac d4u hiéu tan cong an ninh mang (thtr
sai mat khau lién tuc). Diéu nay gitp cac kj su OMC nhanh chéng c6 14p 16i phan
cirng va chu dong ngan chén rii ro an toan thong tin.

V& s6 hoa true quan giao dién va bao cdo (Muyc 3.4): Két qua kiém thir 4p luc
cho thiy viéc 4p dung chién Iugc render t6i ru OnPush ctia Angular két hop giai phép
Virtual Scroll va kénh truyén WebSockets da gitip giao dién van hanh én dinh, muot
ma ngay ca & mrrc tai dinh (30.000 EPS). Hé théng dong thoi tw dong héa hoan toan
cac phan hé bio cdo chi s6 KPIs k§ thuat (nhu thdi gian khdc phuc 15i trung binh -
MTTR) phuc vu cong tac diéu hanh quén ly.

Tém lai, céc sb liéu dinh lugng thu duoce trong Chuong 3 da khéng dinh tinh
kha thi tuyét dbi, nang luc xir Iy dir liéu 16n hiéu ndng cao va gia tri thuc tién vuot
trdi ctia d& 4n. Hé théng khong chi giai quyét triét dé bai toan quan tri mang dit ra &
Chuong 1 ma con tao nén mot nén tang s6 hoa hién dai, gitp nang cao toan dién chat

lrgng van hanh khai thac mang bang rong c¢d dinh tai VNPT Ha Noi..



KET LUAN

Két qua dat dwoe ciia dé an.

Sau mot thoi gian tép trung nghién ctru ly thuyét, thiét ké kién tric va tién
hanh thuc nghiém chuyén siu, d& 4n thac si v6i dé tai "Nghién ctiu, thu thap phéan
tich Syslog trong hé théng mang bang rong ¢b dinh dé phuc vu céc cong tic quan trj
ciia VNPT Ha No6i" da hoan thanh toan bd ciac muc tiéu, nhiém vu nghién ctru dét ra
va dat duoc cac két qua khoa hoc mang tinh thuc tién cao.

Céc dong gop cu thé cta dé 4n dugc tdng hop qua cic diém cdt 16i sau:

- Xéc dinh ro rang thuc trang va bai todn quan tri: Dé 4n da phan tich siu sic
cdu tric di thé cua ha tAng mang MAN-E tai VNPT Ha Nbi, noi dang van hanh dong
thoi nhidu chiing loai thiét bi ciia cac hang vién thong 16n (Cisco, Juniper, Huawei...).
Nghién ctru da chi rd nhitng han ché ctia phurong phap quan tri thii cong hodc dua
trén giao thirc SNMP truyén thdng trudc thach thic vé su bung nd luu lugng dir lidu
nhét ky hé théng (Log Burst) khi x4y ra su c¢6 dién rong.

- Luén chimg va x4y dung thanh cong kién trac hé thong dé xuét: Trén co s
dénh gia ban chat khoa hoc ciia cac cong nghé xir Iy dir liéu 16n hién nay, d& 4n da
thiét k& mot giai phép kién tric phéan 16p hudng vi dich vu tdi wu, két hop giita hé
théng hang doi phan tan Apache Kafka va co s& dit liéu phi quan hé huéng tai liéu
MongoDB. Hé théng da giai quyét triét dé bai toan léch pha toe do giira bén phat log
va bén xir ly, bao toan tinh tudn tu thoi gian va cAu tric dir liéu linh hoat.

- Chuén héa céu tric va phan tich ngit nghia chuyén sau: Dé 4n da xay dung
thanh cong ma trn biéu thirc chinh quy (Regex Pattern Matrix) chuyén biét dé phén
tach, trich xuét dit liéu tho tir cac hé diéu hanh mang (Cisco 10S-XR, Junos, Huawei
VRP) thanh dinh dang JSON ddng nhit. Pong thoi, giai thudt 4nh xa dua trén luat d
tur ddng phén loai su ¢6 mang thanh 5 phéan 16p ngit nghia k¥ thuét vién thong ro rang
(Vat 1y, lién két, dinh tuyén, dich vu va phén cting/an ninh).

- Gia tri thuc ching thong qua két qua thue nghiém: Qua trinh kiém thir va ap
dung thuc té da chimng minh ning luc vuot troi cua hé théng. P 4n da dua ra cac

danh gia dinh lugng chinh xac vé chat lurgng dudng truyén vat 1y (16i bit CRC, suy
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hao quang), dinh vi cac "nut that co chai" vé luu luong dudng truc vao gid cao diém,
va phat hién sém cac bat thudng phan cimg (qua nhiét) cting cac hanh vi tin cong do
quét an ninh mang.

- Hién dai hoa giao dién diéu hanh va hiéu nang hién thi cao: Viéc ung dung
Angular Framework v6i chién lugc t&i wu hoa render OnPush két hop k¥ thudt 4o hoa
danh sach (Virtual Scroll) va kénh truyén WebSockets song cong da s6 héa truc quan
toan dién giao dién OMC. Hé théng chirng minh kh4 ning vin hanh bén bi, 6 14p tii
nguyén an toan ngay ca & mirc tai dinh (30.000 EPS), dong thoi tu dong héa cic bao
cdo KPIs k§ thuit quan trong nhu chi s6 thoi gian khic phuc sy ¢ trung binh
(MTTR).

Tém lai, d an khong chi mang gié tri hoc thuét trong viéc tmg dung cac cong
nghé xir 1y dif liéu 16n vao bai toan vién thong, ma con mang gia tri thyc tién to 16n.
Két qua nghién ciru tao tién dé dich chuyén m hinh van hanh ctia VNPT Ha Noi tur
tmg phé bi dong (Reactive) sang chii dfng phong ngira rii ro dua trén dir li€u
(Proactive), gitip ning cao toan dién chét lugng dich vu va t6i wu hoa chi phi ha ting.

Pé xuét va hwéng nghién ciru va phat trién tiép theo ciia dé tai.

Mic dd hé thdng dé& xuit da dat dugc nhiing chi tiéu ki thuat rat kha quan,
nhung trong b6i canh ha tz"ing vién théng dang dich chuyén manh mé sang ky nguyén
mang thé hé méi (5G, XGSPON) va mang diéu khién bang phin mém (SDN), dé an
xin dé xuét dinh hinh c4c huéng nghién cliru mé réng trong tuong lai nhu sau:

- Tich hop thuat todn hoc miy dé du bao su c¢b chii dong (Predictive
Maintenance Al): Huéng phét trién wu tién tiép theo 13 ing dung cdc md hinh Hoc
may (Machine Learning) va Hoc sau (Deep Learning) nhu mang LSTM (Long Short-
Term Memory) hodc Isolation Forest 1én trén luéng dit liéu JSON da dugc chuén héa
trong MongoDB. Muc tiéu 1 phan tich chudi thoi gian (Time-series Analysis) dé tu
dong phét hién cdc mau hanh vi bt thudng in (Anomaly Detection) va dua ra du bao
chinh xéc thoi diém mét module quang hodc mét cong dudng truyén cé nguy co hong

hoc trude khi su ¢0 thue sy xdy ra.
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- Mé rong ning luc thu thip da ngudn (Telemetry & Stream Integration):
Nghién ciru m& rong module thu thap ciia Backend dé khong chi tiép nhén ludng
Syslog truyén théng, ma con tich hgp cac giao thirc thu thp telemetry hién dai nhu
gRPC Network Management Interface (gNMI) va Streaming Telemetry. Su két hop
nay s& cung cAp mot birc tranh dir liéu trang thai mang ludi c6 d6 phén giai thoi gian
cao hon, phuc vu cho céac bai toan phén tich siu.

- X4y dung phén hé ty dong héa khic phuc 18i (Closed-Loop Automation):
Phat trién hé théng tir mirc d6 "Canh béo, giam sat truc quan” 1én mirc d6 "Tu dong
phan tmg". Khi hé théng phan tich ngit nghia Syslog phat hién mét 16i x4c dinh (vi
du: mdt dai IP la dang tan cong Brute-force CLI hodc mot cdng truc bi nghén mach
cuc bg), hé théng s€ tu dong chuyén tiép chi thi xuéng tz"ing Backend dé tu dong sinh
cAu hinh (Script) va ddy nguoc lai thiét bi théng qua céc giao tiép
Netconf/RESTCONF nhim chin IP tin cdng hoic diéu huéng luu lugng tu dong ma
khéng can su can thiép thil cong ctia con ngudi.

- Néng cip kha ning mé rong kién triic 1én méi truong dién toan ddm may
(Cloud-Native Scalability): Pong gdi toan by cac phan hé vi dich vu (Receivers,
Kafka, Parsers, MongoDB, Angular) thanh cidc Container (Docker) va quan ly tép
trung bing Kubernetes (K8s). Kién triic Cloud-Native nay sé& cho phép hé thong tur
dong co gian ning luc xir Iy (Auto-scaling) mdt cach linh hoat, s&n saing mé& rong quy
md quén ly log tir cap tinh/thanh phé (VNPT Ha N6i) 1én quy md ha tang vién théng

cot 161 toan quoc cua Tép doan VNPT.
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CONG HOA XA HQI CHU NGHIA VIET NAM
Déec I8p — Tw do — Hanh phiic

BAN NHAN XET PE AN TOT NGHIEP THAC Si
Tén d& tai dé 4n t6t nghiép: Nghién otru, thu thp phén tich Syslog trong hé thong
mang bing rong ¢ dinh dé phyc vy céc cdng téc quén trj cia VNPT Ha Noi
Chuyén nganh: Hé théng théng tin
M4 chuyén nganh: 8.48.01.04
Ho va tén hoc vién: Pham Thanh Long
Ho va tén ngudi nhén xét: Nguyén Xuan Thing
Hoc ham, hoc vi: Tién st
Chuyén nganh: Céng nghé¢ thong tin
Co quan cong tdc: Truong Dai hoc Ha Noi
S6 dién thoai: 0912543560  E-mail: nxthang@hanu.edu.vn

NOQI DUNG NHAN XET
I/ Co s6 khoa hoc va thue ti&n, tinh cAp thiét ca dé tai;

D2 tai c6 co s& thye tifn rd rang trong bdi canh hé théng mang bing rong ¢é dinh
clia VNPT Ha Noi phuc vy nhidu dich vy quan trong nhu Internet, My TV, thoai, truyén
t3i di dong va kénh thué riéng. Ha ting mang MAN-E c6 quy md 16n, nhiéu ting thiét
bj va nhidu ching logi thiét bj khac nhau, din t6i cong tac gidm sét, canh béo, thong ké
v& béo cdo hién con phén tén & nhidu hé théng,

V& mit khoa hoc, d& 4n tép trung vao bai toén thu thap, chuéin héa va phén tich dit
lidu Syslog, Pay 12 ngudn dit liéu dang chudi thdi gian, phét sinh lién tuc, c6 chu tric
ban dinh dang hogic phi cdu trac, chiu anh hudng ciia sy di thé ci phép gitra Cisco,
Juniper, Huawei va cc dong thiét bi khac. Viée bién d6i cac ban tin log thd thanh dir
lidu ¢6 céu triic dé phuc vy canh béo, truy van va bao c4o 12 bai todn phit hop véi chuyén
nganh Hé théng thong tin.

Tinh cfp thit ctia d& tai thé hién & nhu cAu ph4t hién sém sy c6 truyén dén, nghén
luu luong, bat thwong phén cing va rii ro an ninh mang, Khi xay ra sy c6 dién rdng,
lwu lwong ban tin Syslog c6 thé bing nd, doi hoi kién tric thu thap va xir Iy ¢6 kha néng
dém, m& rong va hién thi gin thoi gian thue. Vi vy, huéng nghién ciru va trién khai hg
théng phén tich Syslog phuc vy quan tri mang ciia VNPT Ha Néi c6 ¥ nghia (g dung
cao.

11/ N6i dung ciia d& én tbt nghiép, céc két qua da dat dugc:

N6i dung d8 én duge t6 chirc twong dbi logic, gbm khao st cong tac quén tri mang
bang rong ¢b dinh va dit liéu Syslog tai VNPT Ha Ni, phén tich cdc cong nghé thu thép
- Iuu trit - xtt ly log, thiét ké kién tric hé thong va trién khai cdc kich ban khai thic dir
lidu Syslog cho quén tri vAn hanh. Hoc vién d& néu dugc céc han ché ciia phwong phéap
gidm sét truyén théng, dic biét 12 sy phin tan cong cy, tinh dinh ky ctia béo cdo va khé
khiin khi xir Iy log da chiing loai thiét bj.



V& giai phép ky thuat, dé 4n dé xuét kién triic microservices cho hé théng quan ly
Syslog tap trung. Hé théng sir dung 16p tiép nhan Syslog, 16p dém phén tén Apache
Kafka d chéng bing nd dir liéu, 16p bbc tach ci phap va chuéin héa dit liéu bing céc
mAu Regex, 16p co sé dit liéu MongoDB dé Iuu trft linh hoat dang tai liéu JSON, va giao
dién Angular/WebSockets dé hién thi, giam sat va ldp béo cdo. Cach lya chon Kafka két
hop MongoDB 12 hop ly dbi véi dit ligu log c6 khéi lvgng 16m, cdu triic bién doi va yéu
cdu truy vén theo thdi gian.

V& két qué thye nghiém, dé 4n da kiém chimg hé théng trén mdt s6 nhom bai toan
quén trj oy thé. Hé théng boc tach dugc 15i truyén din vét Iy nhe CRC va suy hao cong
suéit quang qua d6 hd trg canh béo suy giam chét lugng trudc khi xdy ra dirt két ndi hoan
toan. Déi v6i luu luong truyén tai, hé théng dinh vi dugc nit thit tai tuyén két néi gitra
thiét bj thu gom va thiét b bién, ghi nhan 185 14n vugt ngudng va 340 phit nghén mach
nghiém trong, D& 4n cfing d& khai théc dit ligu Syslog dé théng ké bét thudmg phin cing
va an ninh, trong d6 ghi nhén 314 bén tin v& vugt ngudng CPU/RAM, 12 ban tin vuot
ngudng nhiét d6 va 1.425 ban tin déu hiéu quét cdng trong chu ky thuc nghiém. Céc két
qué ndy cho thiy hé théng c6 thé dong vai trd hd trg gidm sat hiéu niing thiét bi va phat
hién sdm rii ro an toan thong tin.

Nhin chung, d& 4n d hoan thanh duge muyc tiéu xdy dung md hinh thu thép, luu
trit, phén tich va tryc quan hoa di ligu Syslog d8 phyc vy cong tic quén trj clia VNPT
Ha Noi. C4c huéng phét trién nhu tich hgp hoc may dé dv béo sy ¢b, md rng thu thip
telemetry, xdy dung co ché tu dong khéc phuc 18i va nang clp kién triic cloud-native 1a
phu hop, tuy nhién ¢An duge kiém chimg thém bing céc tiéu chi dinh lugng va dir liéu
vAn hanh dai han.

111/ Nhitng vén d& cin giai thich thém:

1. Syslog thudmg chira nhitng théng tin co ban nao trong mdt ban tin canh béo, va
hoc vién da str dung cdc thong tin d6 nhu thé nao dé phuc vu cong tac giam sat mang
ctia VNPT Ha Ni?

2. Trong kién tric d& xuét, Apache Kafka va MongoDB lan lugt gidi quyét nhing
vAn d& nao cta bai toan thu thp, phén tich Syslog da chiing loai thiét bi? Néu luu luong
log ting dot bién vurgt 30.000 EPS trong thoi gian dai thi hoc vién s& diéu chinh kién
tric nhu thé nao dé bao dam khéng mét dir liéu va vin dép Gmg yéu clu gén thoi gian
thue?

IV/ Két ludn:
Pdng ¥ cho hoc vién bao vé dé 4n t6t nghiép
Ngay 04 thang 06 ndm 2026

NGUGI NHAN XET

‘-/r/“-
Nguyén Xuéin Thing
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BAN NHAN XET PE AN TOT NGHIEP THAC ST
(Diing cho nguwoi phan bién)

Tén dé tai dé 4n tot nghiép: Nghién ciru, thu thip phén tich syslog trong hé thong mang
béing thong rong c6 dinh d€ phuc vy cée cong téc quan trj cia VNPT Ha Néi

Chuyén nganh: Hé théng théng tin

M4 chuyén nganh: 8.48.01.04

Ho va tén hoc vién: Pham Thanh Long

Ho va tén ngudi nhan xét: Bui Hai Phong

Hoc ham, hoc vi: Tién si

Chuyén nganh: Khoa hoc mdy tinh

Co quan cbng tac: Trudng DH Kién Triic Ha Néi

S6 dién thoai:.0915594033, E-mail:..phongbh@hau.edu.vn
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