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MO PAU
- Ly do chon dé tai

Trong bbi canh céng nghé s6 ngay cang phat trién, nhiéu hoat déng trong doi
sdng, san xuit va kinh doanh da dugc trién khai trén cac nén tang web. Cac hé théng
ndy ngay cang luu trit va xir ly nhiéu dit liéu quan trong cuia ngudi dung. Vi vy, viée
x4c minh chinh x4c danh tinh cia ngudi truy cép giit vai trd quan trong trong bao v¢é
tai khoan, han ché truy cdp trai phép va bao dam an toan théng tin. Mdc du xéc thure
bang mat khiu van dugc 4p dung rong rdi, nhung cach xéc thuc nay dan cho thiy

nhitng bét cip lién quan dén mic d6 an toan va trai nghiém cia ngudi st dung.

Xét trong qua trinh str dung thuc té, phuong thic xdc thyuc bang mét khau van
tiém 4n nguy co bi ké x4u khai thac bing nhiéu phuong thirc khac nhau nhir do quét
mat khdu, tAn cong lira ddo, ro ri dit liéu hay loi dung théi quen thiét 13p mat khéiu c6
d6 phirc tap thip. Bén canh d6, viéc ngudi ding phai ghi nhé nhidu mat khiu khac
nhau khién ngudi diing gip nhiéu bét tién trong quan 1y tai khoan. Nhitng vén dé trén
cho ta thiy viéc sir dung mat khéu dang ton dong cdc rii ro bao mét phét sinh trong

ing dung web.

Tir cic vAn d@ trén, dé tai mang tén nghién ciru, trién khai phuong phép xéc
thue khong mat khdu cho ting dung web dugc tic gia lua chon dé tim hiéu cac md
hinh x4c thuc khdng mat khau dang c6 hién nay, trién khai thir nghiém trén ung dung
web cu thé. Cac phuong phéap nay hira hen s€ ning cao mirc d6 bao mat, khic phuc
mot s& han ché cia co ché xac thuc bang mat khiu va mang lai qu4 trinh ding nhép
thuan tién hon cho nguoi ding. Qua do tac gia mudn 4p dung cac giai phap khong
mat khiu va dua ra nhiing vu diém ciing nhir han ché. Tém lai, trong dé an tac gia
mudn huéng dén viée 1am 15 tinh kha thi va nhimg lgi ich ctia x4c thue khong mét
khéu, qua d6 tao ngudn tham khao cho qud trinh trién khai giai phap nay trong thuc

7
A

te.



- Tong quan vé van dé nghién cirn

Xéc thue ngudi ding 1a mot thanh phin c6 ¥ nghia 16n ddi véi cong tac bao
dam an ninh cho dif lidu trong hé théng. Hién nay nhu ching ta thdy phén 16n hé
théng sir dung phuong thirc xdc thure dua trén tén ding nhip va mét khéu. Tuy vay,
trude su phat trién cia nhiéu hinh thirc tin c6ng trén khong gian mang, phuong thire
ndy di cho thiy nhiing bét cdp vé kha niing bao vé va sy thuén tién dbi véi ngudi

dung.

Thuc té cho thdy xdc thuc bing mat khéu truyén théng tiém 4n nhiéu rui ro
nhu nguoi dung dat mét khéu yéu, tai sir dung mat khau & nhiéu hé théng, hodc bi tAn
cdng lira ddo, do quét va rd ri thong tin x4c thuc. Bén canh d6, viée ngudi dung phai
c¢b ging ghi nh¢ nhiéu mat khau tir nhiéu ing dung khéc nhau ciing gy bét tién, lam
giam trai nghiém ngudi dung.

Tir cdc vin dé trén, xu huéng thay thé mat khéu bing nhitng hinh thirc xé4c
thuc khac ngay cang dwge chu trong. Co thé ké dén nhu nguoi ding st dung ding
nhap bang mi x4c thuc OTP, lién két dang nhap, ma x4c thyc TOTP, dang nhap thong
qua ung dung thir ba va déng nhap bing passkey. Nhitng phuong phap ndy duogc ky
vong giup giam phu thudc vao mat khéu, ndng cao mirc dg an toan va don gian hoéa

qua trinh ding nhép.

Tuy nhién, viéc trién khai xdc thuc khong mat khéu trong thuc té van con
vuéng méc véi cac van dé con dang hién hitu. Nhiéu hé théng chua dugc thiét ké sin
d& tich hop céc co ché x4c thue méi; qud trinh chuyén ddi c6 thé doi héi thay ddi vé
kién triic, chi phi trién khai va cach thirc van hanh.

Tir thue t€ d6, dé an tap trung nghién cim, trién khai thir nghiém céc giai phap
trén ymg dung web va dua ra mot s6 kich ban vi du dé tir 46 danh gia tng quan dé &n
dua trén cdc tiéu chi nhu tinh an toan, tinh thuén tién, tinh dn dinh va kha ning tich

hop.



- Muc dich nghién ciru

Tac gia tim hidu céc co s& 1y thuyét qua d6é 1am dinh huéng dé ap dung céc

phuong thitc x4c thuc khong str dung mét khéu cho tng dung web.

Nghién ciru cich hoat dong, uu di€m, han ché va kha ning trién khai ciia cac

giai phap xdc minh danh tinh khong dya trén mét khau.

X4y dung tng dung web va trién khai tich hop mét sé phwong phap x4c thuc
khong dung mit khau.

Chon ra moét sb kich ban thir nghiém va dua ra két qua. Cudi cung danh gia
tbng quan d& 4n bao gdm nhu tinh an toan, tinh thudn tién, tinh ton dinh va kha ning

tich hop cac phwong phép khong ding mét khéu xéc thuc.

Phén tich cac khé khin, han ché va thach thire k¥ thuét trong qua trinh trién

khai c4c phuong phap xac thuc khong mét khau.
- Pham vi va d6i tirgng nghién ciru ciia dé 4n

Téc gia lwa chon céc giai phap dang nhép khong yéu cAu mat khdu lam dbi
twong nghién ctru chinh, bao gdbm md hinh x4c thure, quy trinh ddng ky va ding nhép,

co ché x1r Iy thong tin x4c thuc

D& 4n dugc thuc hién trong pham vi 1 trén mét tng dung web, mé phong mot
s chirc ning ding ky, ding nhap va quén ly xac thuc thudng gip trong cac ng dung
web hién nay. Cac phuong phap khong dura trén mat khiu dé xac thue dugce trién khai
d& xem xét mirc do phit hop ciia giai phép khi trién khai trong diéu kién sir dung thuc
té.

Pé an duogc tic gia trién khai trong thoi gian thyuc hién chuong trinh dio tao

trinh d0 thac sf.



- Phwong phap nghién ciru

Qua trinh tac gia nghién ctru bat dau tir viéc tim kiém, chon loc va xem x¢ét ndi
dung tir cc cong trinh nghién ctu, tai liéu chuyén nganh va ngudn thong tin co lién
quan dén dén xac thuc nguoi ding va cic phuong phip khong dua trén mét khau de

xac thuc trén Ung dung web.

Phan tich va so sanh bao gém phan tich dic diém, dua ra nhimg wu diém va
nhitng nhuroc diém hién hitu ciia mot s6 phuong phép xéc thuc khong mét khéu tiéu

biéu, so sanh véi phuong phép ding mét khiu truyén thong.

Trién khai thuc nghiém bao gdm x4y dung g dung web thir nghiém, tich hop

cac co ché xac thuc khong mat khau.

Sau khi di hoan thanh x4y dung ing dung web, tic gid chon ra mot sé kich
ban thir nghiém va qua d6 danh gia tbng quan Ung dung web dua theo mdt sb tiéu chi
nhu mirc d6 an toan, tinh thuan tién, tinh dn dinh va kha ning tich hop. Ddng thoi

dura ra cac han ché can cai thién.
- Y nghia déng goép ciia dé an
V& mit Iy luén, dé 4n 1am r6 co s6 ly thuyét vé cac phuong phap xac thue

khong dung mat khau, dong thoi dua ra ca un diém 14n nhugc diém dang c6 cia tirng

phuong phap va so sanh v6i phuong phép ddng nhip sir dung mat khau truyén théng.

V& mit thuc tién, dé 4n xdy dung va trién khai mot img dung web thir nghiém
tich hop mét sé phuong phép khong ding mét khiu dé x4c thuc, qua d6 danh gia kha
ning 4p dung, mic dg an toan, tinh 6n dinh va trai nghiém ngudi ding trong didu
kién trién khai thuc té.

Xét trén phuong dién thue tién, nhitng két qua thu duoc tir d@ an c6 thé hd trg
qua trinh x4y dung va lyra chon co ché dang nhap phii hop cho tmg dung web, nhit I3
nhirng tng dung dugc sit dung trong td chirc va doanh nghiép



CHUONG 1. CO SO LY LUAN

1.1 Téng quan vé xac thwe va phin quyén nguoi diing trong ing dung
web

Xac thuc va phén quyén 12 hai co ché quan trong trong bdo mat tmg dung web.
Qua trinh kiém tra danh tinh nhim nhén dién cha thé dang sir dung hé théng, con co
ché cip quyén quy dinh céc chirc nang va dir liéu ma chi thé d6 c6 thé khai théc. Hai
co ché nay thudng duge két hop dé kiém sodt truy cdp va bao vé dir liéu trong hé

théng.

1.1.1 Tim hiéu vé qud trinh xdc thuc

X4c thue 1a qua trinh hé théng kiém tra thong tin nhén dién nhim xéc dinh chii
thé dang giri yéu cdu truy cap. Lay vi du nhu ngudi ding cung cip thong tin cho viéc
xac thue, chfmg han nhu nhdp mat khdu, nhip ma xac thuc OTP, va st dung cac
phuong phép danh nhap sinh tric hoc. Tiép theo, hé thong déi chicu giita thong tin
ngudi ding ltc xac thuc véi dit liu trén hé théng. Két qua xac thuc dugc coi 1a thanh

cong khi thong tin d6i chiéu 14 tring khép.

1.1.2 Tim hiéu vé phin quyén

Co ché cAp quyén duge thuc hién sau budce kiém tra danh tinh nhim quy dinh
tai khoan c6 thé sir dung chirc ning nao va khai thac nhitng dit liéu nao. N6i mét cach
d3 hiéu, sau khi hé théng biét nguroi dung 12 ai, dva trén quyén dugc gén, hé théng
giéi han nhitng dit liéu ngudi dang co6 thé tiép can va cic thao tic ma ho dugc phép
thure hién. Théng qua co ché nay, hé théng kiém so4t nhitng chirc ning ma moi tai

khoan c6 thé thuc hién theo vai trd va quyén han tuong tng.

Viée kiém tra xac thuc danh tinh va viéc phan quyén truy cap la hai budc doc
lap trong co ché bao vé hé thdng. Xéc thuc ding dé x4ac minh ngudi dung c6 diing 1a
ngudi ma ho khai bao hay khong, Trong khi d6, co ché phan quyén quy dinh pham vi

dit 1iéu va chirc ning ma nguoi dung cé thé str dung trong hé théng. [1]



Bang 1.1 So sanh giira xdc thye va phin quyén

Xac thuwe

Phén quyén

La viéc kiém tra thong tin dinh danh dé
hé théng xéac dinh yéu ciu ding nhap c6
xudét phat tir ngudi s& hiru tai khoan hay
khong.

L3 viéc dua vao pham vi quyén cua tai
khoan dé gidi han cac chirc ndng va dir

liéu ma chu tai khoan d6 co thé sir dung.

Muc dich 1a dé xdc minh ngudi dang
ding nhép c6 ding 1a chi s& hitu cla tai

khoan di khai bao hay khong.

Muc dich 13 xac dinh nhitng chirc ning
ngudi dung dugc phép truy cép.

Xac thue thuong duge thuc hién thong
qua mat khiu, ma xac thue OTP, lién két
dang nhdp, cic phuong phdp sir dung
thdng tin sinh tric hoc ctia ngudi dung
nhu nhin dién khudén mait hodc diu van

tay.

Phan quyén c6 thé duge thuc hién dua

trén vai trd ngudi dung, quyen han.

Xac thuc 13 bude dién ra trieée nhdm xac

dinh nguoi dung 1a ai.

Phéan quyén duoc thuc hién sau bude xac
thue @& quyét dinh nguoi dung duge
phép lam gi.

1.1.3 Vai tro ciia xdc thiwe trong an toan ung dung web

Tang cudng mirc d§ an toan cho phién dang nhdp: Thong tin xac thue s€ dugc

kiém tra trude khi mé quyén sir dung cac dit liéu va chirc nang trong (ing dung web.

Nho d6, hé théng co thé han ché truy cép trai phép va giam nguy co tir céc kiéu tin

cong nhur tan cong lira dao, do mét khau, tan cong vét can, hodc chiém doat phién

ding nhap.

Bao vé dir liéu: Két qua kiém tra thong tin x4c thuc 13 co s& dé hé théng nhan

dién ngudi ding va ap dung cac quyén twong ung. Qua d6 han ché céc hanh vi xem,

stra di hoic x6a thong tin khi chua dugc phép, tir d6 gop phin bao dam bi mat, dir

liu duoc ddm bao toan ven va an toan.




Dép ting cac quy dinh phép ly: Trong qua trinh vén hanh, nhiéu hé théng phai
dap tng cac chinh sach vé& quyén riéng tu, bdo mat dit liéu ngudi dung va nhitng quy
dinh phép ly c6 lién quan. Viéc ap dung co ché x4c thue phil hop gilp ning cao kha
ning kiém soét truy cap, qua dé gop phin hé théng dap tmg tdt cac quy dinh da dugc

dé ra.

Ting cudng trach nhiém cia ngudi dung: Khi mdi hoat ddng trong hé théng
duoc gf'm véi mot danh tinh da dugce xac minh, viéc truy vét va xac dinh chu thé thuc
hién sé& tré nén rd rang hon. Diéu nay gitp ning cao trach nhiém cia ngudi dung,

ddng thoi hd trg cong tac gidm sét, kiém tra va xur 1y khi c6 sy co xay ra.

Néng cao muc d6 tin cay d6i v6i hé théng: Cac phurong thire x4c thuce di manh
khong chi gép phan ting cudng an toan ma con tao dung niém tin cho ngudi ding
khi sir dung dich vu. Khi danh tinh dugc xdc minh chit ché, ngudi dung va cdc bén
lién quan s& c6 mirc d¢ yén tdm cao hon dbi véi kha nang bao vé tai khoan, dir liéu
va giao dich cua hé théng.

Phong ngira gian 14n va gid mao: Xac thuc gop phin giam thiéu cdc hanh vi
gia mao danh tinh, chiém doat tai khoan va gian 14n trong mdi trudng truc tuyén. Viéc
yéu cu xac minh danh tinh trudce khi thuc hién céc thao téc hodc giao dich quan trong

giup han ché déng ké nguy co lam dung tréi phép.
1.2 Giéi thiéu vé xac thire bing mit khau

1.2.1 Khdi niém vé xdc thue dwa trén mit khiu

Trong co ché dang nhép nay, danh tinh cta nguoi ding dugc hé théng xéc thir
thong qua tén tai khodn va mét khau. Khi yéu ciu ding nhap cing dit liéu xac thuc
duoc giri dén hé théng, hé thng kiém tra mat khéu do ngudi ding cung cip bing
céch déi chidu v6i mat khiu d luu trén hé théng. Khi két qua ddi chiéu pha hop,

nguoi ding duge xac thyre thanh cong.

Mat khéu 13 mot chudi ky ti bi mdt do ngudi ding st dung dé chimg minh
danh tinh khi truy cap vao thiét bi, website, img dung hogc cac hé théng théng tin.



Trong moi trudng s6, mat khiu c6 thé dugc xem nhu mdt chia khoa giup mé quyén
truy cp, dong thoi 14 mot trong nhiing co ché x4c thyuc co ban va phd bién nhit hién

nay.

V& ban chat, mat khdu dong vai trd 1a cong cu xic thuc nhim giup hé théng
kiém tra nguoi dang yéu ciu truy cdp c6 ding 1a chi thé hop 1¢ hay khong. Co ché
nay tao ra tuyén phong vé ban dAu nhim han ché nhing yéu ciu truy cip khong hop

~

1€.

1.2.2 Co ché hoat dpng ciia xdc thuc dywa trén mit khiu

Xac thue dua trén mat khau bét dau tir giai doan ding ky tai khoan, khi ngudi
dimg cung cép thong tin dinh danh, vi du nhur dia chi email va thiét 1ap mét khau
firong Ung. Pé ting mirc d6 an toan, hé théng dit ra mot sb yéu cAu khi dt mat khu,
ching han vé d6 dai hodc mirc d6 phirc tap. Sau khi dugc tao xong tai khoan, thong
tin x4c thue ctia ngudi ding s& duge luu trir trong co sé dir licu nhdm muc dich dbi

chiéu khi c6 qua trinh xéc thuc sau nay.

Dén v6i qué trinh ding nhap, ngudi ding dién thong tin dinh danh cling mét
khéu. He théng tiép nhan cic thong tin ndy, thuc hién kiém tra va dbi chiéu véi dit
lidu dang luu trit trong hé théng. Khi dit liéu kiém tra hop 1¢, hé thong thiét 14p phién
ding nhap va tai khoan dugc phép sir dung cac chirc ning ph hop vai quyén da dugc
thiét 1ap. Trudng hop thong tin cung cap khong phit hop véi dit liéu hién c6, yéu ciu
ding nhép s& bi tir chéi. Khi khong thé ding nhap, ngudi ding c6 thé sir dung chirc

nang khoi phuc mat khau dé 14y lai quyén truy cép vao tai khoan.
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Hinh 1.1 Minh hoa qu4 trinh d3ng ky va xac thyce dya trén mit khiu
1.2.3 Cic riii ro bdo mit va bét cip vé trdi nghi¢m nguoi ding trong thuc 1@
trién khai phwong thirc xdc thuc bing miit khiu

a) Céc rui ro bdo mat ciia phuong thire xac thuc bang mét khau

Chinh sach mat khau chua diit manh: Néu hé théng cho phép ngudi ding thiét
14p cac mat khiu ngén, don gian hodc thuéc nhém mat khau phé bién, mire d6 an toan
ciia co ché x4c thuc s& bj anh hudéng dang ké. Nhimg mat khau nhu vy thuong dé bi
doan ra hodc bi pha bing cic céng cu thir mat khéu trr dong. Pay 12 mt trong nhitng
yéu t6 thuong din dén nguy co tai khoan bi truy cap trai phép.

Théi quen tdi st dung mat khéu ctia ngudi ding: Trong thyc té, nhiéu ngudi
dung c6 xu hudng sit dung cing mdt mat khau cho nhiéu hé théng khac nhau nham
dé ghi nhé. Tuy nhién, diéu nay 1am gia tdng nguy co mét an toan trén dién rong. Mot
s6 bao cdo thure té& cho thiy ngudi ding van ¢6 xu huéng sir dung cac mét khau don
gian va dé doan. Theo sb liéu trong bao cdo, cidc mat khau phd bién nhur 123456,
admin, 12345678, password va Password vAn xuét hién vé6i s6 hrong 16n trong danh
sach mat khiu bi danh cip. Cu thé, mét khéu 123456 c6 khoang 3,7 triéu két qua
tring khép, admin c6 khoang 1,9 triéu, 12345678 co khoéng 1,5 triéu, trong khi
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password va Password 14n luot ¢ khoang 558.000 va 474.000 két qua. Piéu nay cho
thdy viéc nguoi ding Iwa chon mat khau yéu van 1a mot vén dé phd bién, lam gia ting

nguy co bi do dodn mét khiu. [2]

Xac thyc da yéu t§ chwra duge 4p dung: Céch tiép can sir dung ddng thoi nhiéu
phwong thire kiém tra danh tinh gitip ngén chin nhitng yéu cAu truy cap khong hop 18
so vGi phuong thic chi yéu cAu duy nhét mat khdu. Mot nghién ciru cia Microsoft
cho théy hon 99,99% tai khoan bat MFA van dugc bao vé trong thoi gian khao sat;
ddng thoi, MFA gitip gidm 99,22% nguy co tai khoan bi xdm pham va giam 98,56%
riii ro d6i v6i céc tai khoan c6 thong tin dang nhép bi rd ri. Do d6, néu hé thong khong
ap dung MFA, tai khoan ngudi diung s€ d& bi chiém quyén hon khi mat khau bi 16
hoic bi khai thic qua céc cach tAn cong nhu tn cOng gia mao, vét can hodc chiém

doat phién dang nhép. [3]

Khong c6 co ché kiém soat s6 1an ding nhép thit bai: Mot s6 hé théng chura
giGi han s6 1an nhép sai thong tin ding nhép hodc chua 4p dung bién phap tam khéa
tai khoan sau nhidu 13n thét bai lién tiép. Didu nay tao diéu kién Iy tudng cho nhitng
cudc tn cong vét can hodc cic hinh thirc do quét thong tin xac thue co thé tiép tuc
kéo dai truée khi hé thdng kip thoi phat hién va xir ly.

Viée duy tri va kiém soat phién nguoi ding chua dugc bao vé diy du: Khi
danh tinh ngudi truy cép da duoc kiém chirng, mot phién lam viéc s€ dugc khai tao
dé duy tri trang thai ding nhép. Tuy nhién, néu phién lam viéc khong dugc huy ding
cach sau khi dang xuét, Péi trong tin cong c6 kha ning loi dung phién dang nhap dé
truy cép trai phép vao hé théng. Khi d6, du khéng biét mat khau, ddi tuong tin cong

vin ¢6 thé gia mao ngudi ding hop 1¢ dé truy cap hé thong.

Théng tin x4c thyue bi 16 trong qué trinh truyén hoc Iuru trit: Viéc bao vé thong
tin diang nhap khong chi dimg lai & budce kidm tra mat khiu ma con lién quan chat
ché dén cach dit liéu dugce truyén va luu trit. Néu mat khdu dugc giri qua mang ma
khong c6 kénh truyén an toan, hodc duge luu trong hé théng duéi dang khong dugc

bao vé thich hop, nguy co b1 danh cap sé ting 1én rd rét.
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b) B4t cap vé trai nghiém ngudi ding trong thuc té trién khai phuong thirc x4c thyc

bing mat khau

BAt tién trong qua trinh str dung va chi phi khoi phuc tai khoan cao: Trong thuc
t, ngudi ding thudng phai quan 1y qua nhidu mat khu ding cho nhiéu tai khoan
ding ky cho cdc umg dung. Viéc ghi nhé ddng thoi nhiéu mat khau, dic biét 1a cic
mat kh4u c6 do phirc tap cao, dé gay kho khin va gay cho ngudi ding sy bét tién khi
sir dung. Bidu nay khién ngudi diing ¢6 xu hudng chon nhiing cach xir Iy kém an toan
hon, ching han nhir diing lai cing mot mét khAu cho nhiéu tai khoan hodc Iuu trit mat

khéu theo cach khong bao mat.

Phat sinh thém chi phi vén hanh, dic biét la cac yéu cAu tro gitip phat sinh khi
ngudi ding khong nhé hodc cAn thiét l4p lai mat khiu: Viéc tiép nhan va xit ly céc
troeong hop khoi phuc mét khiu 1am gia tang khdi lugng cong viéc cho bd phén k¥
thudt, ddng thoi khién ngudi ding phai chdy doi trude khi ¢6 thé tiép tuc truy cap hé
théng. Sur gidn doan nay cé thé 1am giam murc d hai long cua khach hang trong qua
trinh sir dung dich vu. Do d6, viéc giam su phu thudc vao mét khéu, ching han théng
qua céc phurong thire xac thue khong mat khéu, gitp ngudi dung tu thyce hién cac thao
tac can thiét, qua d6 giam sé trudng hop cAn dén su can thiép ciia nhan vién hd trg.

[3]

Quy trinh khdi phuc tai khoan hodc dit lai mat khdu dwgce thiét ké qua nhiéu
buéc, mat qua nhiéu thoi gian: Piéu nay 1am gian doan qua trinh sir dung dich vu,
khién ngudi diing khong thé tiép tuc thao tic dung thi diém ho ¢ nhu cau. Khi phai
cho doi qua 1au hodc gip qua nhidu tré ngai, ngudi ding c6 thé dirng truy c4p, khong

hoan thanh phién 1am viéc dang thyc hién hodc thdm chi tir bd viée st dung dich vu.
1.2.4 Mt s6 hinh thirc tin cong pho bién vao mit khiu
a) TAn cong vét can

P4y 1a hinh thirc ké tn cong sir dung nhiéu t6 hop tén ding nhip va mat khéu
khéc nhau dé dang nhap cho dén khi ding nhap thanh cong mdi ding thi thoi.
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Céch thire tAn cong 12 ké tin cong sir dung cong cu tyr dong dé giri lién tuc céc
yéu cdu dang nhap véi nhiéu mat khiu khac nhau. Néu hé théng khong c6 cac co ché
nhu giéi han s6 1in ddng nhap thit bai, khong khoa quyén truy cip tai khoan hodc
khong phat hién hanh vi bét thudng, qua trinh do mat khau dién ra lién tuc va kéo dai.

Hinh thitc nay hiéu qua hon khi ngudi ding dat mét khéu don gian va dé doan.

Céch thir hai 13 ké x4u chiém dugc quyén kiém soat co s& dif liéu chira mét
khiu da duge bim, chung cd thé tao ra nhiéu mét khiu gia dinh, cdc mit khiu nay
duoc dua qua thudt toan bam tuong Ung dé tao ra chudi ddu ra. Chudi nay tiép tuc
dugc dbi chiéu véi dir liéu bim thu duge trude do; khi két qua giéng nhau, mét khiu
ban d4u c6 thé duge suy ra. Hinh thitc nay cho thdy viéc luu trit mat khiu bang thuat

toan bam sé& lam ting nguy co bi do ra mat khiu gdc.
b) T4n cong do tim tir dién
Pay 1a c4ch tin cong theo cach ké x4u do mat khiu, cu thé 1a tap hop nhing

danh sach nhimg mat khiu thudng dwoc ngudi dung lua chon, tir ngit thong dung
hoic cdc miu mat khau thudng gip nhu abc123, 12345678

Cich thirc tin cong 12 thay vi thir toan bd t6 hop ky tu nhu tn cong vét can,
ké tin cOng tap trung vao nhiing mat khéu ¢6 xac suit dugc ngudi ding st dung cao,
ching han nhu 123456, password, ngiy sinh, tén cd nhén hodc cac chudi don gian.
Danh sach nay cé thé dugc 14y tir cac bo mat khau bi 1o ri hodc duoc xay dung dwa
trén théi quen dat mat khiu ciia nguoi diing. Vi vay, tn cong tir dién thudng nhanh
va hiéu qua hon tin cong vét can trong nhiéu trudng hop thuc té. [4]

c) T4n cong gia mao

Trong hinh thirc nay, dbi tuong x4u x4y dung nodi dung hodc giao dién cb vé
dang tin ciy nham d4nh lira ngudi str dung. céc ndi dung gid mao nhur email, tin nhin,
dudng dan hodc trang dang nhap cé giao dién idng véi trang that. Muyc dich cta hinh

thitc nay 1a khién nguoi ding tin rang ho dang truy cip vao hé théng that, tir d6 tw
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nhdp va cung cip cac thdng tin nhay cam nhur tén dang nhdp, mét khéu, ma OTP hoic

thong tin tai khoan khéc cho ké tn cong.

Qua trinh tAn cong bit diu bing viéc ké tAn cong thu thap thong tin vé nguoi
diing, ching han nhu email, td chitc ma nguoi ding dang st dyng, dich vu lién quan
hodc cac thong tin cong khai trén internet. Dua trén nhitng thong tin nay, ké t4n cong
Ira chon phuong thire tdn cong phit hop, vi du nhur giri email gia mao, tao trang dang
nhép gia hodc giri lién két doc hai.

O giai doan chudn bi, ké tin cong xdy dung ndi dung gid mao sao cho gibng
véi trang that, bao gﬁ‘)m logo, mau séc, bd cuc giao dién, tén thuong hiéu hodc cich
trinh bay quen thude. Sau do, cude tAn coéng duge thuc hién bing cach giri théng béo,
email hodc dudng din gia mao dén nguoi ding, thuong kém theo ndi dung mang tinh
thic ép nhu yéu cu x4c minh tai khoan, c4p nhat thong tin hodc canh bao tai khoan

s& bi khoa.

Néu nguoi ding tin rang thong bao 13 hop 1€ va nhép thong tin vao trang gia
mao, cic dir liéu nay s€ dugc gui trurc tiép cho ké tin cong. Sau khi thu thip duoc
thong tin, ké thn cong c6 thé sir dung ching dé dang nhép trai phép, chiém doat tai

khoan, it tidn, tbng tién hodc tiép tuc thyc hién céc hanh vi gian 1an khac. [5]
d) T4n cong chiém doat phién ding nhap

T4n cong chiém doat phién ding nhp la cach tAn cong ma ké x4u chiém doat
mé dinh danh phién ding nhéap (session ID). Ké tAn cong co thé chuyén yéu cau dén
méy chi va duge hé théng xir 1y néu théng tin phién di kém van con hop 1¢, h¢ thong
s& xem yéu cdu d6 nhu duogc giri tir ngudi ding da dang nhdp, tir d6 ké x4u truy cap

duoc vao tai khoan khi thdm chi khong phai nhap mat khau.

Céch thirc tAn cong cu thé 1a trong tAn cong chiém doat phién ding nhép, ké
tAn cong khong chi danh cap thong tin phién ma con can thiép truc tiép vao phién 1am
viée dang dién ra giita ngudi ding va may chi. Sau khi ngudi ding déng nhap thanh

cong, may chi tao mdt ma phién nhiam ghi nhan trang thai ding nhép. Trong cédc lan
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fuong tac tiép theo, mi nay dugc gii kém theo yéu ciu dé may cha nhén biét phién
ding nhap tuong tng dé may chit nhan biét ring yéu ciu dén tir phién ding nhap da
duoc xéac thuc.

K& thn cong ¢6 thé theo ddi qua trinh trao dbi dir liéu giita nguoi ding va may
cht nham thu thap céc thong tin lién quan dén phién dang nhip. Néu iy duoc ma
dinh danh phién dang nhap, ké tAn cong c6 thé sir dung céc thong tin ny dé tao yéu

cdu giri dén may chi dudi danh nghia ngudi ding that. [6]

1.3 Giéi thiéu xac thwe khong mat khéu

Phuong phéap khong dung mat khdu khi diang nhap cho phép hé théng nhan
dién tai khoan ma khong yéu ciu xac thuc khong sit dung mat khau. Thay vao do, hé
thdng sir dung cc yéu t6 x4c thue khdc nhu ma ding mét 1an, lién két dang nhap, dit
lidu sinh tric hoc. Muc tiéu clia phuong thirc nay 1a giam sy phu thude vao mat khéu,
tir 6 han ché cac rti ro nhu mat khéu yéu, tai sir dung maét khéu, phishing hosc rd ri

théng tin dang nhép.

1.3.1 Co ché hoat dpng ciia xdc thue khong mit khiu

Trude hét, ngudi ding nhip email hodc tén tai khoan dé hé théng xac dinh
danh tinh cin ding nhap. Tiép theo, qué trinh x4c minh dugc thwc hién bang phrong
thirc twong tmg, chang han nhu cung cip ma OTP dugc glti qua email, nhip ma TOTP
tir tmg dung xac thuc hodc ding nhép bing passkey thong qua van tay, khudén mit
hay ma PIN trén thiét bi.

Déi chiéu thong tin ngudi dung: Céc dir liéu dugc giri tir bude trude s& duge
hé théng kiém tra. Néu két qué hop 18, phién ding nhap dwoc thiét 14p va tai khoan

dugc sir dung cac chitc ning tuong ing.

Vi du vé6i phuong thire x4c thue béng ma OTP, hé théng x4dc minh ma xac thuce
6 s6. Vi lién két diing nhap, hé théng xac minh ma ding nhap dya trén cdc diéu kién
nhu thoi han sit dung, trang thai d& sir dung hay chua. Néu ma xac thuc chua duge

stt dung hodc thoi gian hiéu lyc van con, qué trinh xac thuc dién ra thanh cong.
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Péi voi phuong thite ding nhap théng qua vmg dung thir ba, vi du: Khi lya
chon ding nhip véi tai khoan Google, ngudi truy cép duge dua dén giao dién ding
nhép cna tmg dung Google. Sau khi hoan tAt budc kiém tra danh tinh, Google chuyén
két qua x4c nhin vé dia chi phan hoi ciia ting dung dé hé théng tiép tuc xir Iy va thiét
14p phién dang nhédp. Cu thé, hé thdng str dung ma xdc thuc dé trao dbi 14y ma truy
cip. Dua vao ma truy cép, hé théng léy ra dugc cac dir liéu dinh danh cAn thiét nhu
dia chi email, ho va tén va dbi chiéu véi tai khoan dang c6 trong co s& dir liu. Néu

qué trinh déi chiéu va kiém tra hop 1€, qua trinh dang nhép thanh cong. [7]

Dbi v6i phuong thire ding nhap bang passkey, co ché x4c thuc duoc thuc hién
dwra trén mot cip khéa gdm ciap khoéa bi mét va khoa cong khai. Trong qua trinh dang
ky, thiét bi hodc bd xac thue clia ngudi ding tao ra mdt cap khoa bat dbi xung nay.
Trong khi khéa cong khai dugc g dén va luu trir trén may cha thi khoa bi mét duoc
lwru giif an toan trén thiét bi va khong duoc giri dén may chu. Khi dang nhép, may chu
tao mot dir liéu thir thach va gui dén thiét bi ciia nguoi ding. Ngudi ding xac minh
danh tinh b%mg vén tay, khuén mit, ma PIN dé cho phép thiét bi str dung khéa bi mat
ky dir liéu xac thuc. Sau do, khéa cong khai tuong ing dwgc mdy chi ding dé xac
minh tinh hop 1¢ ciia chit ky. Néu két qua kiém tra hop 1€, nguoi ding duge xac thuc
thanh cong. [8]

1.3.2 Ly do sir dung cdc phuwong phdp xdc thuwc khong ding mgt khiu

Déu tién 14 tinh bao mat, xac thwe khong mét khau gitip gidm thiéu cac rdi ro
phd bién lién quan dén mat khiu nhu bi dénh céip, bi do doan hodc bi loi dung qua
cdc hinh thirc lira dao ding nhap. Khi khéng con phu thude vao mat khau tinh, hé

théng ciing han ché dugc dang ké nguy co rod ri thong tin x4c thue tir phia nguai dung.

Mbt bio céo diéu tra dugc trich dan trong nghién ciru cho thiy 81% céac vu vi
pham dir liéu ¢6 lién quan dén mat khiu khéng an toan hodc mat khdu da bi xdm
pham. Bén canh dd, su phat trién manh mé cuia céc dich vu truc tuyén khién ngudi
dung ngay cang phai quan Iy nhiéu tai khoan tmg dung cing véi nhiéu mét khau hon,

tir d6 1am gia ting ganh ning trong viéc ghi nhé va bao vé thong tin dang nhap. [9]
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Thir hai, phuong thire ndy con cai thién trdi nghiém st dung. Viéc sir dung mot
phuong thire nhan dién théng nhit gitp giam ganh ning ghi nhé thang tin truy cap
cho timg tai khoén, tir d6 giam 4p lyc trong qua trinh ding nhép va han ché tinh trang
quén mat khau. Theo khao sat ciia Keeper Security, ¢6 khoang 76% nguoi tham gia
cho biét ho cb géng ghi nhé hodc ghi lai mat khdu & mot noi nao do; trong d6 60%
ngudi trong sé ho phai dit lai mat khéu trong khoang 60 ngdy; va 33% ngudi dung
can tir 3 dén 4 1An thir méi ¢6 thé nhé lai mat khiu da quén. Nhimg sd liéu nay cho
thdy mat khdu khong chi tdn tai riii ro vé& bao mat ma con tao ra ganh ning dang ké
déi voi trai nghiém nguoi ding. [10]

Thir ba, xac thuc khong mét khiu gop phan don gian héa qua trinh quan 1y tai
khoan trong hé thdng. Khi khong con phu thudc vao mat khéu, ngudi dung sé it gp
céc van @ phd bién nhu quén mat khéu, nhép sai nhiéu 14n hoidc phai thuc hién dat
lai mat khdu. Piéu nay gitip gidm bét céc thao téc h6 tro lip lai trong qua trinh vén
hanh, ddng thdi han ché tinh trang gian doan truy cdp clia ngudi dung. Vé phia don
vi quan tri hé théng, viéc giam sb luong yéu cau lién quan dén mat khau co thé gop

phin t8i wu ngudn Iue hd trg k§ thudt va ning cao hiéu qua quén ly tai khoan.
1.3.3 Cdc phwong phdp khong diing mit khéu xdc thic pho bién hién nay
a) Dang nhdp bing mi x4c thuc OTP

Pay 12 mdt ma xac thuc tam thoi dugce hé théng tao ra khi ngudi dung thuc
hién ding nhip, xdc nhén giao dich hodc giri yéu ciu xac minh danh tinh. M4 nay
thudng gdm céc chit s6 ngdu nhién, v6i d dai va dinh dang c6 thé thay ddi tiry theo

mirc do bao mat ma hé thong yéu céu.

Sau khi duge tao, ma xac thuc s& duge giri qua email hodc cac g dung nhin
tin. Ngudi diing sau d6 nhdp lai ma nay trén ing dung hodc website dé hoan tit budce
kiém tra danh tinh. Khac v6i mat khdu truyén théng c6 thé st dung nhiéu 14n, mi xac

thuc chi ¢6 thoi gian sdng ngin hodc cho mét 1An xéc thuc duy nhat. [1]
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Uu diém:

> Ting cuong bdo mit nho bd sung thém mot 16p xac thue ngoai mat khéu.

» Giam rui ro tir viée tai str dung mét khéu, nhét 14 khi thong tin ding nhép bj rd
ri & hé thdng khéc.

» HO trg xac minh va khoi phuc tai khoan kha thudn tién, dé ap dung trong nhiéu
tinh hudng.

> D& tiép can véi ngudi dung vi ddy 1a phwong thic da quen thude va dugc sir

dung rong rai.
Nhuoc diém:

» Phu thudc vao do an toan ctia kénh truyén ma nhu SMS, email hodc tng dung
nhin tin.

» Lam tang s6 bude thao tic trong qua trinh ding nhdp hodc xac minh, c6 thé
gdy gidn doan trdi nghiém.

> Phat sinh chi phi vin hanh va hd trg do phai giri ma, tich hop hé théng va xir
ly sur ¢d lién quan.

» Bigidi han v& kha ning tiép cin trong mot s6 trudng hop, ching han khi ngudi

dung mat két ndi, ddi thiét bi hogc khong nhan dugc ma.
b) DBang nhép bing mi xac thuc TOTP

Cach hoat dong dura trén viéce tao ra mi xac thuc 6 hi¢u lyc trong thoi gian
ngin tir hai yéu td chinh, gdém khéa bi mit ding chung va thoi gian hién tai. Trong
d6, khéa bi mét sé duge thiét 1ap truéc giita may chu va ing dung xac thue clia ngudi
diing trong qud trinh ding ky. Khi nguoi ding dang nhap, ca hai phia s& ddng thoi sir
dung ciing mot khéa bi mat, cing thuat toan va cling khodng thoi gian xdc dinh,
thirong 1a 30 gidy, dé sinh ra ma xac thwre. Néu ma ngudi dung nhap vao tring v6i ma

ma may chu tao ra tai thoi diém d6, hé théng s€ chép nhén yéu chu x4c thue. [3]
Uu diém:

» Tang cuong bao mét nho bd sung thém mét 16p xac thue ngoai mat khau tinh.
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» Phi hgp véi mo hinh xac thuc da yéu 16, gitip giam nguy co truy cdp trai phép
vao tai khoan.

» C6 thé hoat dong ngoai tuyén, khoéng phu thudc vao két nbi mang hay viéc gti
ma qua tin nhin.

> Khong cin st dung sé dién thoai, tir 6 han ché viéc phu thude vao thong tin
ca nhan cha ngudi dung.

» Thao tac xdc thuc thuong nhanh va dn dinh hon so véi viéc chd nhdn ma xéc

thuc qua tin nhén.
Nhuoc diém:

> Phu thudc véo thiét bi hoiic tmg dung xac thuc ma ngudi ding di dang ky
trude do.

» Viéc thiét 14p ban ddu c6 thé mat thoi gian, ddc biét khi ngudi ding sir dung
nhiéu tai khoan hogc nhiéu dich vu.

> Doi hoi khéa bi mit phai dugc quén Iy chit ché ¢ ca phia ngudi dung va hé

théng nhim han ché nguy co bi 16 hodc st dung trai phép.
¢) St dung lién két ding nhap

V6i co ché nay, hé théng giri mot duong din c6 hiéu luc trong thoi gian gidi
han d& ngudi ding truy cip va hoan tAt qua trinh dang nhap ma khong phai nhap mat
khAu. Sau khi tiép nhan yéu cau truy cap tai khoan, ung dung tao mdt duong dan lién
két x4c thuc c6 chira ma xdc thuc. MJdi ma xac thuc chi ¢6 hiéu luc cho mét lan sir

dung va hét han sau thoi gian nge"u.n nham han ché nguy co bi lam dung.

Khi ngudi ding nhén vao lién két ding nhap, hé théng s¢ kiém tra tinh hop 1¢
ciia lién két va thuc hién xac thuc. Cu thé 12 déi chiéu ma bén trong lién két v6i ma
xac nhén da luu trude do6 trén hé théng. Sau khi xac minh yéu ciu 12 hop 1é, timg dung

ghi nhan danh tinh tai khoan va thiét 14p phién ding nhép. [1]
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Uu diém:

» Don gian héa trai nghiém dang nhép, do ngudi ding khong can ghi nhé va tao
mat khiu riéng cho timg ung dung.

> Giam khdi lugng cong viéc lién quan dén quan Iy mat khau cho hé thng, vi
khong cén lru trit va bao vé mét khAu theo céch truyén théng.

> Gidm nguy co mat khau bi 16, do phuong thirc nay khong phu thudc vao mét

khéu tinh.
Nhuoc diém:

» Phu thudc vao dich vu giri va nhan email. Néu email chira lién két duge g
cham, thit bai do két ndi Internet hodc bi chuyén vao thur rac, qua trinh dang
nhép s€ bi gian doan.

» Néu tai khoan email bi ké x4u quyén truy cdp trai phép thi ké d6 c6 thé sir
dung lién két xac thuc dé dang nhap trai phép vao hé théng.

> Lién két xac thuc chira mi thong bao trong URL nén c6 nguy co bi 1 qua lich
sir trinh duyét, nhat ky hé théng, thao tic chuyén tiép email hodc viéc chia sé

lién két khong an toan.
d) X4c thuc bing passkey

Thay vi xac thuc bang mat khiu, cach x4c thuc nay sir dung co ché khoa cong
khai va khoa bi mat; trong d6 khoa bi mat dugc gitr trén thiét bi ngudi ding, con khoa
cong khai duge dich va Iuu dé kiém tra. Trong qua trinh ddng nhdp bang Passkey,
ngudi ding xac minh danh tinh ngay trén thiét bi thong qua vén tay, nhan dién khuon
mit hodc md mé khoéa. Sau khi duge nguoi dung chép thuén, thiét bi st dung khoéa
riéng dé tao dit lidu xéc thuc giri dén hé thong. Méy chi sir dung khéa cong khai da
lru dé xéc minh chit k¥ trong dit liéu x4c thuc do thiét bi giti vé. Nhd d6, ngudi ding
khong phai nhap mat khiu ma chi cin x4c nhan danh tinh trén thiét bj. Cach tiép cin
nay gép phan han ché cac i ro lién quan dén mat khiu, ddng thoi don gian héa thao

tac ding nhép. [11]
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Uu diém:

> Tang cudong bao mat nho co ché x4c thuc dwa trén khéa mit ma va thiét bi
nguoi dung.

> Cho phép ngudi ding xdc nhén danh tinh bing ma PIN, d4u van tay hogc dit
liéu khuén mat.

» Chédng lira d4o gia mao t8t hon do qua trinh xac thuc gén voi ding ing dung
hodc website hop 1€.

> Cai thién trai nghiém ngudi dung nhd thao tic dang nhip nhanh, don gian va

khong cin ghi nhd mat khiu.
Nhugce diém:

> Phu thudc vio thiét bi, nén viéc mét hodc hong thiét bi cé thé anh huéng dén
kha nang truy cdp tai khodan.

> Miic do tuong thich cta passkey con phu thudc vao thiét bi, hé diéu hanh va
trinh duyét ma ngudi ding dang st dung.

» Tam ly ngai thay di tir mat khau sang passkey c6 thé anh huéng dén mic do

tiép nhan ban dau.
e) Xac thuc bing tng dung bén thir ba:

X4c thuc thong qua tng dung bén thir ba cho phép nguoi dung sir dung tai
khoan d4 c6 tai mot nha cung cip dinh danh, ching han nhu Google, dé truy cép vio
hé théng ma khong cin tao va ghi nhé thém mét khau méi. Trong qua trinh ndy, ngudi
duing thue hién déng nhap truc tiép tai nha cung cap, con tng dung chi tiép nhan két
qué xac thue va nhitng thong tin dinh danh da duge ngudi dung cho phép chia sé. Sau
khi qua trinh cip quyén hoan tat, tng dung sir dung mi truy cdp dugc nha cung cap
phat hanh d& 1y céc théng tin cAn thiét va hoan tit dang nhdp ma khong phai tiép

nhéin mét khau ctia ngudi dung. [12]
Uu diém:

» Khong cin tao va ghi nhé mat khau méi.
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» Ung dung khéng truc tiép tiép nhan va quén ly mat khéu cta ing dung bén

thir ba.
Nhuoce diém:

» Néu tng dung thir ba bi gian doan hodc nging hoat dong, ngudi dung khong
ding nhdp duogc vao ung dung

» Ung dung c6 thé khéng nhén dugc diy dia thong tin ngudi ding.

1.4 Toéng quan vé mo hinh zero trust

Zero trust yéu cau lién tuc xac minh ngudi ding, thiét bi va yéu ciu truy cap,
khong cAp su tin cdy mic dinh cho bat ky dbi tuong nao. Theo cich tiép cén nay, viéc
bao vé hé tlléng thuc hién théng qua xac thuc, sau do kiém sodt truy cip, lién tuc
gidm sat va danh gid rii ro. Cac thanh phan nay s& kiém tra trrde khi cho phép ngudi
ding truy cap va sir dung tai nguyén cua hé théng. [13]

Trong pham vi dé 4n, cach tiép can Zero trust cia tac gia dugc thé hién bit dau
tir viéc hé thdng yéu cin xac minh danh tinh bang cac phuong phép xac thuc khong
ding mét khau truée khi cip quyén truy cdp. Sau qua trinh xac thuc, hé théng ghi
nhén vi tri dia ly, dia chi ip va User-Agent dé tiép tuc giam sat phién ding nhap va
phat hién thay ddi bat thuong. Bén canh d6, co ché phan quyén, giéi han thai gian
trong phién dang nhap ciing 1a yéu tb tac gia 4p dung. Trén day la mot sé nguyén tic

ciia Zero Trust nhung téc gi4 chua trién khai dAy du toan b mo hinh. [13]

1.4.1 Kién triic téng quan ciia zero trust

Zero trust thay dbi cach bao vé hé théng b.%mg viéc yéu cAu moi yéu ciu truy
cap ddu phai duoc kiém tra, thay vi mic dinh tin cdy ngudi ding, thiét bj hoic phién
dang nhap da dugc xdc thyc trude d6. Trong cach tiép can bao m4t thong thudng, hé
théng thudng tap trung kiém sodt quyén trﬁy cip & 16p bén ngoai, ching han nhur
tudng Ira, vpn. Khi nguoi dung hodc thiét bi da vuot qua 16p kiém soat ndy va vao

duge mang ndi bo, chiing thuong duge xem 14 ¢é mire d§ tin cdy cao hon. Nhung c6
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mdt nhuge diém cia cach ti€p cdn ndy 14 phat sinh rii ro n€u tai khoan, thiét bi hodc

mot thanh phén bén trong hé théng bi xam nhép.
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Hinh 1.2 Téng qu:it mé hinh zero trust

Khac vé6i cach tiép can trén, zero trust yéu ciu timg di turgng va timg 1in truy
cip phai dugc x4c minh trudce khi cép quyén, khong phuy thudc vao viée yéu ciu d6
dugc giri tir mang ndi bd hay tir mdi trudng bén ngoai. Trong kién tric zero trust,
timg yéu cau muén dugc truy cip truée hét duoc giri dén 16p kiém soat chinh sach
truy cap. Lop nay thuc hién viéc tdng hop dir liéu va xem xét céc gia tri thu dugc nhu
danh tinh ngudi ding, quyén truy cip, thiét b sir dung, d4u van tay thiét bi, dia chi
ip va nang cao hon 1a ngit canh ding nhdp, hanh vi thao tic ciia ngudi ding trong hé
théng. Dua trén c4c thong tin d6, hé théng dua ra quyét dinh cip quyén truy cdp hoac
ngin chin yéu cau dbi vai tai nguyén.

No6i cach khac, nguoi ding khdng duge cip quyén chi vi @ ding nhap thanh
cong hodc dang & trong mang ndi bg. Quyén truy cap can duoc kiém tra theo timg
yéu cu va c6 thé thay ddi ity theo mirc d9 tin cdy tai thoi diém truy cap. Vi dy, néu
ngudi dung dang nhap tir thiét bi quen thudc va dia chi ip dang tin cdy, hé théng cb
thé cho phép truy cap binh thudng. Nguge lai, néu phit hién thiét bi la, vi tri bt
thudmg hodc hanh vi ding nhap c6 ridi ro, hé thdng c6 thé yéu ciu xac minh bd sung
hodc tir chdi truy cdp. Day chinh 14 tinh thdn cia nguyén tic “khong tin twdng mic
dinh, ludn x4c minh” trong md hinh zero trust. [14]
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1.4.2 Cdc riii ro thuc té cho thiy sw cdp thiét trong viéc ieng dung Zero Trust

Mbt vi du dién hinh 13 su ¢ ro ri dit liéu ciia Equifax vao nim 2017. Vao ngay
7/9/2017, Equifax cong b ring hé théng ciia cong ty da bi tin cong, 1am 10 dit liéu
¢4 nhan cia khoang 143 triéu nguoi tiéu dung. Tuy nhién, sy cb nay chi duge phat
hién vao ngay 29/7/2017, trong khi ké tAn cong da 4m thim truy c4p vao hé théng va
1y dugc dif liéu ngudi ding tir nhiéu thang trude dé. Trudmg hop nay cho thiy mot
vén dé phd bién trong nhidu sy ¢ bao mit: hé théng c6 thé bi xam nhap trong thoi

gian dai trude khi doi ngii an ninh phat hién ra bét thuong. [15]

Mot trueong hop khéac 1a ma doc téng tién Wanna cry va cc bién thé cua no,
tirng anh hudéng dén nhiéu td chirc tai hon 150 quéc gia. Trong d6, thanh phé Atlanta
ciia Hoa Ky da bi gidn doan hoat ddng trong hon mot tudn va phai chi khoang 17 triéu
usd cho viéc khic phuc, phuc hdi hé théng. Su cb nay cho théy khi m3 doc cé thé lan
truyén giita cic hé théng quan trong, Hau qua cta su cb khong chi 1a mat mat dit liéu
ma con c6 thé anh hudng dén hoat dong van hanh. M6 hinh zero trust c6 thé hd tro
han ché ri ro ndy théng qua viéc phan tich tai nguyén, kiém soat truy cip chit ch&

va giam kha nang ma dc di chuyén tu do trong hé thong. [16]

Céc sur ¢b ro ri dit lidu khong chi gy thiét hai v& mat k¥ thuat, ma con dé lai
hiu qua nghiém trong dbi v6i hoat dong kinh doanh va uy tin ciia t6 chirc. Trong thuc
té, nhidu 1anh dao cap cao tai cic t& chire 16n nhu Bangladesh Bank, Sony hozc Target
da phai tir chitc sau cac su c¢b bao mét. Truong hop Vin phong Quén ly Nhan su Hoa
Ky ciing cho thAy mitc d6 nghiém trong ctia van d&, khi hon 20 triéu h so lién quan
dén nhan vién chinh phii, nha thiu va cac déi twong khac bi 16, din dén viéc nguoi

dimg diu co quan nay tix chire. [17]

Bén canh tén thit vé nhan su va uy tin, chi phi khic phuc cac su c¢b nay ciing
rAt 16n. Chéang han, riéng théa thudn dan xép giita Equifax va Uy ban Thuong mai—
Lién bang Hoa Ky da c6 gia tri khoang 575 triéu USD. Nhiing vi du nay cho thy
viéc bao vé dit liéu nhay cim va ngan chan dir liéu bi dua ra ngoai béi tic nhan doc

hai 1a yéu cau rit quan trong. Theo dinh huéng zero trust, hé théng can kiém soat chit
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ché quyén truy cip, 4p dung nguyén tic cip quyén tdi thieu va gidm sat lién tuc de
giam nguy co 1o ri dit liéu quan trong, bao gom ca tai san tri tu¢ va dit liéu anh hudéng

dén doanh thu tuong lai cia t6 chirc. [17]

1.4.3 Loi ich dem dén ciia Zero trust

Zero Trust mang lai nhidu loi ich, gép phin cai thién mirc d9 an toan hé thong.
Trudce hét, md hinh nay gitp ting kha ning gidm sat va phat hién riii ro trong hé théng
théng qua viéc ludn ludn theo doi ngudi dung, thiét bi, phién ding nhép va cac hanh
vi bit thuong. Nho d6, hé théng cé thé phat hién sém cac déu hiéu xAm nhép hodc

diém yéu bao mit can dugce xur ly.

Thit hai, zero trust gép phéan han ché su lan truyén ctia ma doc trong hé théng.
Do quyén truy cip duge kiém sodt theo tirng tai nguyén va khong méc dinh tin tudng
c4c thanh phin bén trong mang, ké tAn cong kho c6 thé di chuyén tu do tir khu vue
nay sang khu vuc khdc néu da xam nhép thanh cdng mot phén hé théng. [18]

Thir ba, zero trust gitp ting cudng kha ning phéi hop trong quén Iy bao mét.
Khi céc chinh sach truy cap, nhit ky hoat dong va dit liéu gidm sat duge quan ly rd
rang hon, cac bd phén lién quan c6 thé x4c dinh trach nhiém va xit 1y sy c¢b hiéu qua

hon, thay vi d6 15i qua lai giita cAc nhom vén hanh. [18]

Thit tur, md hinh nay gitip hé théng hiéu 18 hon vé dit liéu va tai nguyén cin
bao vé. Viéc kiém sodt truy cap theo danh tinh, thiét bi va ngit canh giup td chtrc nhan

biét dir liéu ndo dang dugc truy cép, ai truy cip va truy cép trong diéu kién nao.

Cudi ciing, zero trust gitip han ché nguy co ro ri dit liéu nhay cam. Bing cach
ap dung xéc thuc chit ché, cAp quyén t6i thidu va gidm sat lién tuc, hé théng c6 thé
giam kha ning dit liéu quan trong bi truy cap hodc dua ra ngoai bdi cac tac nhan ddc

hai.
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1.5 So sanh hinh thirc ding nhip bing mit khéu va cac giai phap khong

sit dung mat khiu

Bing 1.2 So sinh ding nhap biing mét khiu va khéng sir dung mat khiu

Ding nhip st dung mat

khau

Ding nhip khong si

dung mit khiu

Bao mit

Dé bi 19, tai sir dung, do
doan hodc bi khai thac
thong qua tin coéng gia
mao. Ngoai ra, mit khiu
¢6 thé bi thu thap béi céic
phin mém déc hai nhu
keylogger khi ngudt ding
nhép théng tin ding nhép.
Hiéu qua bao v¢ tai khoan
s€ gidm néu ngudi ding
lva chon mat khau don

gian hoic dé bi suy doan.

Giam sg phu thudc vao
mat khau, gidm nguy co
bao mit do méat khau yéu

hodc bi 1§ mét khau.

Trai nghiém ngudéi dung

Viéc ghi nhé mat khiu,
tham chi mat khiu qua
phac tap khién nguoi
ding dé quén, nhip sai
hodc phai thue hién dét lai

mat khau.

Nguoi dung str dung ngay
ma xac thue ding mot 14n,
lién két dang nhap hoic sir
dung cach xéc thuc bing
nhiing co ché mé khoa
phd bién trén thiét bi,
ching han quét van tay
hodc nhin dién khuodn

-

mat.

Chi phi van hanh

Phat sinh chi phi lién quan

dén viéc quan ly mét

Han ché s6 lwong yéu cau

hd trg vé& khoi phuc hodc
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khdu, hd tro dit lai mat
kbiu, xt Iy tai khoan bi
khoa hodc khéi phuc tai
khoan.

thay d6i thong tin ding
nhdp nho khong con su
khau

dung mat lam

phuong thirc xac thue.

Dé trién khai, quen thudc

v6i nguoi dung va phu

Kha ning trien khai va

muc d6 phic tap khic

Kha nang trién khai ., )
hop vé6i hau hét hé thong | nhau  thy theo timg
hién nay. phuong phap.
_ Phu thudc vao thiét bi,
Giai phap c6 khd ning
.. | trinh duyét, ing dung xéc
hoat déng trén nhiéu nén
Tinh tuong thich thuc hodc ung dung bén
tang, trinh duyét va loai .
, tht ba c¢6 ho trg hay
thiet bi khac nhau.
khong.
1.6 Két luin chwong I

Chuong [ d3 trinh bay co s& 1y Iudn vé x4c thuc nguoi ding trong Gng dung
web, bao gdm khai niém x4c thue, phan quyén va vai trd cia xéc thyc trong viéc bao
vé hé théng. Chuong ciing 1am 18 phwong thirc x4c thuc bing mat khiu, co ché hoat
dong, céc rii ro bao mat va nhitng bét cap v& trai nghiém ngudi dung trong thuc té

trién khai.

Tir nhitng han ché ciia mat khiu truyén théng, chwong da gi6i thiéu xac thye
khong mat khéu nhur x4c thuc bing mi xac thue OTP, mi xac thue TOTP, lién két
dang nhép va ding nhap bang passkey. Cc phuong thirc nay duogc phén tich va so
sanh véi xac thuc b%mg mat khau trén cic khia canh nhu bdo mét, trai nghiém nguoi
dung, chi phi van hanh va kha nang trién khai. Bén canh d6, mé hinh zero trust ciing
dugc dé cap nhurr mot dinh hudéng bao mat pht hop vai yéu cAu x4c minh lién tuc va

kiém soat truy cép theo ngir canh.
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CHUONG II. PHAN TiCH YEU CAU VA PE XUAT CAC
GIAI PHAP XAC THUC KHONG MAT KHAU

2.1 Phén tich yéu ciu vé giai phap xac thwe khdng méit khau

2.1.1 Yéu cdu véi gidi phdp xdc thuc khong mgt khiu
- Yéu ciu vé phin cimg

Trong pham vi dé an, Trong qua trinh thir nghiém, tac gia chay Umg dung trén
may tinh ca nhén va s dung thiét bi nay nhr mét may chu cuc bg va can cai dit hé
quan tri co s& dir liéu Mysql, bién dich ma ngudn java va khoi chay tng dung web.
Déng thoi hd tro tich hop cac thu vién thong qua cdng cu quan Ly thu vién nhu Maven,

phuc vu viéc xay dung cac phuong thirc x4c thye khdong mat khau.

V& phia may khach, Dé sir dung chirc ning nay, thiét bi ciia nguoi dung phai
hd trg phuong thitc mé khda nhir nhap ma PIN hodc bing sinh tric hoc, bao gbdm quét

khuon mit hodc vén tay.
- Yéu cdu v€ phin mém

Trong pham vi dé 4n, tac gia xdy dung ung dung web va kiém thtr trén mdy
tinh c4 nhan. Bao gébm bién dich ma ngudn Java, chay ung dung web va st dung
Mysqgl lam co sé dir lidu. Ung dung duge tac gia phat trién trén Spring boot phién ban
4.0.5, Java 25 va hé diéu hanh windows 11.

Bén canh d6, Maven dugc st dung aé quan ly céc thu vién phu thugc théng
qua tép pom.xml. Podng thii, maven hd trg bién dich ma ngudn, déng gbi g dung
thanh file jar dé khéi chay tmg dung web spring boot.

Péi vai hé quan tri co s& dit liéu, tac gia cai dat Mysgl phién ban 8.4.9 thudc

nhanh LTS. T4c gia lya chon phién ban LTS nhim uu tién s 6n dinh, hd tro 1au dai.
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Céc phuong phap ding nhap khac nhu x4c thuc bing ma OTP hofc lién két
dang nhap yéu ciu thiét bi ngudi dung cAn c6 két nbi mang Internet 6n dinh dé dam

bao qua trinh giri ma OTP va lién két ding nhap khong bi gian doan.

Phwrong phép ding nhap bang ma xac thuc TOTP yéu cau ngudi ding cai dat
trng dung xac thuc nhu Google authenticator dé 14y ma code goém 6 chit s6 ngiu nhién,

tr dong thay ddi sau 30 gidy.

Phuong phap diang nhép bang tmg dung bén thit ba, vi du nhu Google thi yéu
cAu ngudi ding phai cé sin tai khoan Google ndi riéng va trén cac ing dung bén thir
ba n6i chung dé thurc hién x4c thuc va cung cip cho ting dung chinh nhiing thong tin

cAn thiét & nhan dién tai khoan ngudi diing va hoan tit qua trinh ding nhép.

2.1.2 Yéu cdu vé kha ning tich hop vdi irng dung web

Déi véi phuong phép xéc thye bang ma OTP va lién két dang nhép, phia back-
end can bao gém cac service dam nhiém viéc tao ma OTP hogc tao lién két dang nhap
tuong Umg véi timg tai khoan. Cac thong tin x4c thuc nay sau d6 dugc kiém tra tinh

hop 1¢ khi nguoi ding nhdp ma OTP hodc truy cdp lién két dang nhap.

Bén canh do, can ¢6 service giri email dugc tich hop vé6i dich vu giri thu bén
ngoai thong qua gmail SMTP dé giri ma x4c thuc OTP hoic lién két dang nhap dén

dia chi email.

Pbi v6i phurong thire x4c thue TOTP, server can sinh khoéa bi mit riéng cho
timg ngudi ding va tao ra ma QR dwa vao khoa bi mat do dé ngudi diing quét bing
{mg dung x4c thuc nhu google authenticator. Sau khi thiét 14p thanh cong, server luu
trit khoa bi mat cia ngudi dung va st dung khoa nay dé kiém tra ma xac thuc TOTP

khi ngudi dung thue hién dang nhap.

Véi phuong phap ding nhap bang mi xic thuc TOTP, phia back-end cin xay
dung service dam nhiém viéc tao ma QR dua trén khéa bi mit, day la khoéa bi mat di
kém v&i mbi tai khoan ngudi dang khi dang ky méi. Muc dich la dé ngudi dung quét

m3 QR nay trén {mg dung Google authenticator dé nhan mi x4c thuc phia may khach.
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Sau do, cin c¢6 mot service 6 nhiém vy tao ma xdc thuc phia back-end va kiém tra
ma d6 khi nguoi diing dang nhap.

Véi phuong phép xac thue bing passkey, phia back-end cn tich hop thur vién
spring-security-webauthn dé hd trg xir Iy qué trinh dang ky va xdc thuc passkey.
Trong qua trinh ding ky, phia front-end goi API dé tao thong tin x4c thuc méi cho tai
khoan ngudi ding va gii dit liéu dang ky dén back-end. Trong qua trinh dang nhép,
front-end tiép tuc goi API dé gui dir liéu x4c thue dén back-end. Sau khi xac thuc
thanh c¢6ng, phia back-end tiép nhan dbi tugng x4c thyc va 14y thong tin ngudi dung
dé phuc vu qua trinh ding nhép vao umg dung. [19]

Vi phuong phép xéc thuc bang mg dung bén thit ba nhu ding nhép bing tai
khoan Google, phia back-end can c4u hinh cac thong tin can thiét nhur client ID, client
secret, redirect URI va cac endpoint lién quan dé tich hop véi nha cung cap xéc thuc
bén thit ba, vi du nhur Google. Sau khi xac thuc thanh céng, back-end tiép nhan théng
tin nguoi dung do nha cung cp tra vé& dé phuc vu qu4 trinh dang nhdp vio img dung.
[20]

2.1.3 Yéu cau vé bio mit va kha ning mé rong
a) Tinh bdo mat:
- Giai doan xac thuc:

Péi véi phuong phdp xac thue bing lién két dang nhap va ma OTP, ma xic
thuc ciia ca hai phuong can dugc chuyén thanh gia tri bam roi méi duoe luru true tiép
vao co s& dif liéu nhim han ché rii ro 16 thong tin x4c thuc. Ma xac thuc can co thoi
gian str dung giGi han, chi dugc phép sir dung duy nhit mot 1an va khong duge st
dung lai sau khi ngudi ding xac thuc thanh cong, nham phong chéng nguy co tin
cong phat lai.

V6i phuong phap dang nhap bang ma xac thie TOTP, khéa bi mét dugce sinh
ngﬁu nhién nhim tao ra giatri c6 do ng?lu nhién cao va kho du doan. Khoa bi mat nay

duoc st dung dé tao ma QR, gitip ngudi ding quét va lién két tai khoan véi img dung
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x4c thuc nhu Google authenticator. Sau khi lién két thanh cong, khéa bi mat duge lay
ra d& kidm tra ma TOTP trong cac 1an ding nhip sau va khong duge hién thi lai cho
phia may khac (client) nhim han ché nguy co 16 khéa bi mat va ngin chin viéc ké

tan cong tir tao ma TOTP hop 1€.

Vi phuong phap x4c thuc bing tmg dung bén thir ba nhu dang nhdp bing tai
khoan Google, cac thong tin cu hinh nhay cam nhu client ID, client secret can dugc
Juru trit an toan & phia back-end va khéng duoc hién thi cho phia mdy khach hodc dua
truc tiép 1én ma nguén cong khai. Bén canh do, redirect URI cAn dugc cu hinh chinh
x4c theo dia chi cua tng dung nhim han ché nguy co chuyén huéng khong hop 1€
hoic bi lgi dung tin cong open redirect. Ung dung cfing chi nén yéu cau cac pham vi
quyén truy cap can thiét, ching han nhu email va ho tén, dé giam thiéu rii ro 19 lot

thong tin nguoi dung. [21]

Véi phuong phap ddng nhép bang passkey, ing dung web can dugc chay trong
ngit canh an toan nhu HTTPS hodc localhost. Qua trinh xac thuc sir dung céc dit li€u
nhu challenge, credential va chir ky dugc tao boi khda riéng trén thiét bi ctia ngudi
ding. Ddng thoi, passkey dugce rang budc véi Relying Party ID (RP ID) twong tng
véi tén mién ciia Gng dung, qua d6 ngan passkey duoc sir dung trén cac tén mién gia

mao hodc khong hop I€. [22]

Vi hai hinh thirc xdc minh dira trén ma ding mot l4an 12 OTP va TOTP, {mg
dung cin ¢6 co ché gii han s6 1An x4c thuc thit bai va tam khoa tai khoan khi vurgt
qua 6 1an cho phép. Co ché nay phét hién ddu hiu bat thudng nhu ngan chan hanh
vi thir sai ma x4c thue nhiéu 13n, han ché nguy co t4n cong brute force.

- Giao doan quan ly phién dang nhép:

Khi qué trinh kiém tra thong tin ding nhap hoan tAt va cho két qua hop 1€, cac
thong tin dinh danh cta phién dang nhdp nhu dia chi IP va chudi user-agent dugc
ding d& phat hién déu hiéu truy cip bat thudng. Bén canh d6, méi phién dang nhap
cAn c6 thi gian hidu luc nhét dinh; khi phién hét han, ngudi ding phai dang nhap lai
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nhim han ché nguy co phién ding nhap bi loi dung. Cac co ché nay gop phéan thé
hién nguyén tic ciia zero trust, trong d6 phién dang nhap khéng dugc tin tudng tuyét
déi sau khi x4c thuc thanh cong ma can tiép tuc duge giéi han thoi gian, giam sat va

kiém tra theo ngit canh truy cap. [13]
b) Kha ning m& rong:

Vi phuong phédp xac thuc bang ma xac thue OTP, ma xac thuec TOTP va lién
két diing nhép, tac gia xdy dung céc service riéng dé xir ly viéc sinh md, tao lién két,
Iuu trit va kiém tra thong tin x4c thuc. V6i xéc thue bang tng dung bén thir ba, tic
gia cai dat thu vién spring-security-oauth2-client dé hd tro dang nhap thong qua céc
nha cung cip xéc thuc bén thir ba. Con phurong phép dang nhép bing passkey, tic gia
cai dat thu vién spring-security-webauthn dé hd trg qud trinh ding ky va xdc thuc
passkey. Viéc tach riéng phén xir Iy ciia tirng phuong thirc xac thwc gitp tac gid co
thé m& rong thuc hién cic phuong thyc xdc thuc khic ma khong gy xung dot ma

ngudn, tir 46 qua trinh kiém thir, sira 16i duge thuc hién thuin tién hon.
2.2 Pé xuit va dinh hwéng kién tric, cong nghé

2.2.1 Dinh hwdng kién triic client server
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Hinh 2.1 Tdéng quan kién tric ving dung Java Spring Boot theo md hinh MVC két
hgp cac 16p xit ly
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Trong pham vi dé 4n, tmg dung dugc dinh huéng xdy dung kién triic client va
server. Trong kién tric ndy, trinh duyét ddm nhiém viéc trinh bay ndi dung cho ngudi
truy cdp va trao dbi dit liéu véi may chi bang céc giao thire phd bién hién nay, vi du
nhu: HTTP hodc HTTPS. Phia mdy chu, cu thé 12 back-end duge x4y dung bang java
spring boot, tiép nhan yéu cau, kiém tra danh tinh va 4p dung quyén truy cdp twong
tmg thong qua spring security, sau do chuyén yéu ciu hop 1¢ dén controller dé diéu

phéi ludng xir ly.

Bén trong ing dung, ma ngudn durge t& chirc theo md hinh nhiéu 16p két hop
MVC. Céc yéu ciu tir phia ngudi ding trude tién dugc Controller ghi nhén, sau do
chuyén sang Service dé thuc hién logic nghiép vu cia tmg dung. Khi can tuong tic
véi dir liéu, Service sir dung Repository dé tim kiém, bd sung hoiic cip nhit cdc ban
ghi. Tiép theo, view nhan dit liéu tir controller giri sang dé hién thi giao dién va tré vé

trang HTML cho trinh duyét ngudi dung.

2.2.2 Dinh huwong cong nghé
a) Pinh hudng cdng nghé cho front-end:

Ung dung web trong dé an dugc xdy dung bing HTML, CSS, JavaScript va
Thymeleaf. HTML duoc dung d& tao nén b cuc va cac thanh phan hién thi cia giao
dién, CSS duoc ding dé thiét 1ap bd cuc va hinh thwic hién thi cla cac thanh phén trén
trang. Trong khi d6, JavaScript thuc hién cac thao tac tai trinh duyét, bao gém dbi

chiéu gi tri nguoi dung nhap va trao déi dir ligu véi back-end.

Thymeleaf duge tich hop v6i Spring MVC dé hién thi di¥ ligu tir phia server
trén cac trang giao dién. Thymeleaf cho phép controller truyén dit liéu truc tiép sang
céc trang giao dién HTML dé hién thi giao dién dong. Céch tiép c4n nay givip dé 4n
khong can phat trién mot tng dung front-end ddc 14p, qua dé tip trung hon vao co

ché xac thuc khong mat khau va xtt Iy nghiép vu phia server.
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b) Pinh huéng cong nghé cho cho back-end:

Phén xit Iy phia back-end dugc phat trién bing Java Spring Boot. Spring boot
hd trg cdu hinh, td chic ma ngudn rd rang theo md hinh MVC va d& dang tich hop
vé6i cac thanh phan nhu spring security, thymeleaf va mysql.

Bén canh d6, Spring Security ddm nhiém xéc thuc, phan quyén, quan Iy phién
ding nhap va tich hop cdc phuong thitc ddng nhip khong mat khéu. Viéc st dung
spring security giip dé 4n tin dung cic co ché bao mét cb san ciia spring security,
thay vi phai tw xdy dung todn bd cic chirc ndng nay tur d4u, qua d6 han ché mirc do
phitc tap trong khau trién khai, déng thoi hd trg qua trinh duy tri va chinh sira hé

théng stra 16i néu c6 16i phat sinh.
¢) Ung dung Spring security trong xir ly ddng nhép khong mat khau:

Spring Security hd trg td chitc va xir Iy cdc phuong thirc xdc thuc khong mat

khau bao gdm cac thanh phan va chirc ning sau: [23]

Authentication filter: La bd loc trong Spring security c6 nhi€ém vu tiép nhén
céc yéu cau ding nhap tir ngudi ding. Bo loc nay trich xuét thong tin xac thue tir
request, ch?mg han nhu email, méat khau, mi xac thuc OTP hodc ma xac thuec TOTP,
mi xdc the tir lién két dang nhap. Tir nhimg dir liéu nay, bd loc tao doi twong

Authentication va chuyén dén Authentication manager dé tiép tuc qu4 trinh x4c thyc.

Authentication manager: Trong Spring Security, Authentication manager tiép
nhan dbi trgng Authentication do Authentication filter tao ra va thyc hién diéu phbi
qua trinh xéc thyec. Péi trong nay dugc chuyén dén Authentication provider phit hgp

dé xéac thye thong tin dang nhép.

Néu qua trinh x4c thue thanh cong, mot dbi tuong Authentication dugc tra ve,
bao gdbm: Principal cho thong tin ding nhdp, credentials chira thong tin xac thye,
authorities thé hién c4c vai trd hoic quyén han va details bao gdm céc thong chi tiét
vé tai khoan. Trong trudng hop xéc thuc khong thanh cong, Spring security s& phat
sinh ngoai 1€ thong bio xac thuc thét bai.
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Authentication provider: 1a thanh phén thyc hién viée kiém tra thong tin xdc
thue sau khi yéu cdu xdc thuc tir ngudoi ding giri 1én. Trong spring security, thong tin
x4c thuc sé dugc dong goi thanh mot dbi tuong Authentication, sau d6 authentication
manager chuyén ddi trgng nay dén Authentication provider phit hop dé xur ly.

Tiy theo phuong thire x4c thure, Authentication provider ¢6 nhi€ém vu kiém tra
thong tin xac thuc firong ung nhu kiém tra mi x4c thuc OTP, mi xéac thuc TOTP hodc
ma xéc thye tir lién két dang nhép.

Truy xudt thong tin x4c thire thong qua dbi twong Authentication:

Péi tuong Authentication bao gdm cac thong tin bao 2dm danh tinh, trang thai
xé4c thue va cac quyén truy cdp duge cép. Trong do, principal biéu dién déi twong
chita c4c dir lidu cin thiét nhu dia chi email, mat khiu, trang thai tai khodn va danh
sach quyén.

Duy tri phién ding nhép trong (g dung web:

POST /login !

Set cookie: ) T
FSESSIONID=12345678

' CLIENT GET Aist (With Coolde | SERVER ’

JESSIONID

200 OKE (Valid session) i %

Hinh 2.2 Minh hoa qu4 trinh duy tri phién lam viée giita client va server

Pé may chi nhin dién dang phién l1am viéc clia nguoi dung, trinh duyét sir
dung cookie JSESSIONID. Ngudi ding sau khi ding nhdp phia trinh duyét luu
JSESSIONID va giri kém gia tri ndy trong cac request tiép theo. Nh& d6, mdy chii ¢6
thé xac dinh lai phién 1am viéc cia nguoi ding. Trong pham vi dé an, khi ngurdi ding

dang xudt, phién ding nhap s& bi hury, cookie JSESSIONID dugc x6a va thong tin xac
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thue hién tai cling dugc loai bd, tir do két thuc trang thai ding nhap cla ngudi ding.

[24]

2.2.3 Dinh hwong tich hop

a) Ly do chon cac phuong phip xdc thuc khong mét khéu va pham vi 4p dung:
- Phuong phéap xac thuc bang ma OTP:

Ly do sir dung vi phit hop v6i muc tiéu xdy dung chirc ndng dang nhip khong
mat khéu trong dé an. Thay vi sir dung mét khAu cb dinh, phia server s& sinh ra ma
xac thuc OTP ding mdt 1an dé ngudi dung xac thuc khi dang nhap. Dang nhép bang
ma xac thue OTP hd tro bao vé tai khoan tdt hon khi ngudi dung thuc hién dang nhiép.
M&di ma xé4c thuec OTP chi ¢6 thoi gian sdng ngin va chi dugc st dung mét 1an, tir d6

han ché riii ro m bi sir dung lai hodc bi loi dung sau khi hét han.

Pham vi 4p dung trong dé 4n bao gdm viéc khi nguoi ding yéu ciu dang nhap
bing mi OTP, server sé& sinh ma xac thuc 20m 6 chir s6, luu théng tin ma kém thoi
gian hét han va trang théi str dung. Nguoi dung nhap mi x4c thyc OTP trén giao dién
xac thuc. Server s€ kiém tra mi xac thuc bao gfﬁm: Théi gian hét han va trang thai sir
dung ciia mi. Truong hgp ma ma ngudi ding nhap khép véi ma trén co sé dit liéu thi
hé théng coi xac thure 1a hop 1€. Néu ma khong ding, hét han hoic d3 dugc sir dung,

server sé& tir chbi ding nhap.
- Phuong phap xac thuc bang lién két ding nhép:

Ly do tac gia st dung phuong phap ndy la thay vi yéu cau ngudi ding str dung
mét khiu hodc ma xac thuc thi cdng, server s& tao mét lién két ding nhép tam thot
dé nguoi ding st dung. Lién két dang nhap ginp don gian hoa thao tic ding nhap, vi
ngudi ding chi cAn nhén vao lién két. Lién két ndy c6 chira ma xé4c thue tam thoi, cd
thoi han sit dung ngin va chi phuc vu cho qua trinh xac thuc ding nhap, tir d6 han

ché ri ro bi lgi dung sau khi hét hiéu luc.
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Trong pham vi d& 4n, téc gia 4p dung bao gdm khi ngudi dung x4c thuc bing
lién két ding nhap, server tao mé xédc thuc va luu kém thoi gian hét han va giri dén
dia chi email. Khi ngudi dung nhin vao lién két, server sau d6 dbi chiéu mi xac thuc
nay véi mi xéc thuce da Iuu trong co s6 dit 1i€u, cu thé 1a ddi chiéu ma xac thuc, cong
v6i kiém tra thoi gian hét han va trang thai st dung. Néu mi xéac thuc hop 1€, nguoi
diing duge xac thyc thanh céng va truy cip vao Umg dyng. Néu mi xéc thuc khong

hop 1€, hét han hoic da duoc str dung, server sg tir chéi dang nhap.
- Phwrong phéap dang nhap bing ma xéac thuc TOTP:

Ly do tac gia lwa chon phwong phap nay vi ddy 14 hinh thirc xdc thye khong
mat khiu c6 tinh bao mat cao vi Ma TOTP duoc tao m&i sau mdi khoang thoi gian

xac dinh va chi c¢6 thoi gian song ngan.

Pham vi 4p dung trong dé 4n bao gdm trudc khi x4c thue bing mi TOTP, ngudi
ding cn quét ma QR dé 1iy ma TOTP trong ung dung Google authenticator. O giai
doan ding nhép, ngudi ding nhap ma TOTP tir app Google authenticator vao giao
dién xé4c thuc. Server s& dua trén khoa bi mét da huu va thoi gian hién tai dé kiém tra
ma nguoi dung nhép. Néu ma TOTP tring khép véi gia tri do hé thdng tinh toan trong
khoang thoi gian hién tai, qué trinh dang nhip dugc chép nhan. Néu ma khong ding

hoiic khong con hop 16 tai thoi diém kiém tra, server sé tir chéi ding nhdp.
- Phurrong phap x4c thuc bang (mg dung bén thi ba:

Ly do tac gia sir dung phuong phap ndy vi gitip ngudi dung dang nhép nhanh
chéng théng qua cac tai khoan phé bién nhir Google. Thay vi phai tao va ghi nhé mét
khéu riéng 18, ngudi dung xéc thuc bang tng dung bén thir ba gitip khong chi don
gian hoa viéc ding nhdp ma con giam thao tic nhip thong tin thu cong va tan dung
co ché xac thuc sin c6 cia tai khoan tmg dung bén thir ba. Diéu nay phi hop voi tmg
dung web vi Do phan 16n ngudi ding dd s& hitu tai khoan Google, qua trinh dang

nhdp c6 thé duoc thuc hién nhanh chéng va thudn tién hon.
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Pham vi ap dung trong dé 4n bao gdm tng dung web s& chuyén huéng ngudi
ding dén trang ding nhép clia nha cung c4p twong tmg. Khi qué trinh kiém tra thong
tin ddng nhap hoan tAt va hop 18, nha cung cAp sé tra vé thong tin can thiét nhu email,
ho tén va thong tin dinh danh tai khoan. Thong tin nay dwgc mdy chi tra ciu trong
co s& dir liéu nhim kiém tra sy tdn tai ctia tai khoan. Truong hop ngudi dung ding
nhap 1in dAu, hé théng tao tai khoan méi tir nhimg thong tin dugc nha cung cip tra
v&, sau d6 tao phién ding nhip va cap quyén cho nguoi ding truy cdp bén trong hé

théng
- Phuong phap déng nhdp bang Passkey:

Ly do tac gia sir dung phuong phap nay xuft phat tir viéc ngudi ding cé thé
xéc thuc bing cac phwrong thirc xac thuc co s&n trén thiét bi nhu van tay, khudn mat,
m3 PIN ho#c khoa béo méat. Trong pham vi dé 4n, passkey phtt hop véi myc tiéu xay
dung co ché ding nhip khong mét khau, gitip han ché rii ro lién quan dén mat khau
nhu quén mat khau, mat khau yéu hoic bi danh cip. Bén canh d6, Passkey con c6 uu
diém 1a khoéa xac thuc duge lwu an toan trén thiét bi ctia ngudi dung, qua trinh ding
nhap nhanh chéng va khé bi gid mao hon so véi cac phuong thirc nhép mé hodc mat
khiu truyén thong. Ngoai ra, Passkey con gilip cai thién trai nghiém ngudi ding vi

qué trinh ddng nhép nhanh va it thao tac hon.

Pham vi 4p dung trong d& 4n bao gdm trudc khi c6 thé x4c thue bing Passkey,
nguoi dung can dang ky Passkey cho tai khoan cia minh thong qua thiét bi c4 nhén.
Khi ngudi dung dang nhép s€ cin xac thuc trén thiét bi théng qua céc hinh thitc nhur
nhén dién ddu van tay, dit liéu khu6én mit hodc truyén théng nhu ma PIN, sau d6
server kiém tra két qua xac thuc dugc gui v&. Néu thong tin xé4c thuc hop 18 va khép
véi tai khoan di ding ky, qua trinh x4c thuc thanh cong va hé théng cho phép truy
cap. Trudng hop xac thuc khong hop 1€, server s€ tir chdi ding nhap.
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b) Tich hop cac thur vién hd trg xé4c thuc:

Tich hop dich vu gtri mail dé giri ma xac thyc OTP va lién két ding nhap:
Trong pham vi @ 4n, dich vu gt email dugc tich hop nhim hd trg qua trinh x4c thwe
khong mat khiu, cu thé 1a giri ma xac thye OTP va lién két ding nhép dén ngudi

diing. Péng vai tro 1a kénh trung gian dé giri thong tin xac thuc do server tao ra.

Dé sir dung chirc ning giri mail, tdc gia cai dit thu vién spring-boot-starter-
mail, thu vién ndy cung cip céc thanh phin can thiét dé Spring Boot hd tro giri email,

trong do ¢6 dbi tugng JavaMailSender dugc sir dung trong qua trinh giri thu.

Churc nang gui email dugc trién khai thong qua 16p Email service. Lép nay c6
nhiém vu giri email xdc thuc. T4c gia khong tu xdy dung may chi SMTP riéng ma

két ndi dén dich vu SMTP ciia Gmail.

ESarvice
EReguiredirgsConstructor

public class EmailServicelmpl irplesents EmailService {
privste final JavaMeilSender mailSender;

g0verride

public void seni0tp(String tofmail, Strirg otp) {
SimpleMailMessage message = new SimpleMailMessage(};
massage.setTo{toEmail};
message.serSubject{"Your login code")d

.

message.sefiext{"Your login code is: " + otp};

mailSender.send(message};

}

SOverride

public void sendiserTokeniink{String tofmail, String link, UserTokenType userTokenType) {
SimpleMailMessage message = new Simpletailiéessage(};
message.satTo{toEmail);
message.sétSubject(userTokenType.getSubje:t(}};

message. setText{userTokenType.getiiessaga() + 1ink);

mailSender.send({message);

Hinh 2.3 Doan code xir Iy qua trinh giri mail
Trong 16p EmailServicelmpl, phuong thirc sendOtp() c6 nhiém vu tao ndi
dung email chita ma OTP va gui dén dia chi email ctia nguoi ding. Bén canh do,

phurong thite sendUserTokenLink() dugc sir dung dé giri lién két dang nhap.
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Céc thong tin cau hinh giri mail dugc khai béo trong file application.properties,
bao gdm cac tham s6 cAn thiét gdm tén may chii cung cip dich vu thu dién tir, sb cong
giao tiép va thong tin x4c thuc cla tai khoan thuc hién guri thu. Trong dé 4n, may chii
SMTP duge ciu hinh 14 smtp.gmail.com véi cdng 587, ddng thdi bit co ché xac thuc

SMTP. [25]

Céch tich hop nay gilp tac gia tn dung dich vu giri mail ¢ san ciia bén tha
ba, giam dg phirc tap trong trién khai va van c6 kha ning thay thé bang cac dich vu

giri email khéc trong tuong lai.

Tich hop xac thuc nguoi ding bing tng dung bén thir ba: Trong dé 4n, dé st
dung chirc néng dang nhép bang tmg dung thir ba, tac gia da cai dat thu vién spring-
boot-starter-oauth2-client. Thur vién nay cung cép cac thanh phin cin thiét dé Spring

Security hd trg ding nhip thong qua nha cung cAp bén thit ba nhu Google.

Céc tham sd dugc khai bao trong file application.properties cho tig nha cung
cAp dang nhap bén thtr ba nhu Google. Trong dé, client-id va client-secret 1a thong
tin dinh danh tmg dung do timg nha cung cép cap cho project. Vi du véi Google,
thudc tinh scope=profile,email dugc st dung dé yéu cau quyén truy cdp thong tin ho
so co ban nhur ho va tén va dia chi email.

# Google DAuth2 Client Configurstion

sgring.security.eauthz.client.registratioﬂ.google;client-id=
spring.security.cauth2.client.registration.goegie.client-secret=

spring.security,oauch.client.Pegistrstisn.goﬁgle.scgpe=profi1e,email

spriﬁg.security.oauthz.client.registh&tisn.gosgie.redirect—uri={baseUPl}[1Qgiﬂfoauth2/codeigeogle
spring.security.eauthz.clieat.registratien.goagle.authorization~grant-type=authorization_code
Hinh 2.4 CAu hinh cdc théng sb lién quan dén ding nhip bing tai khoin Google

Tai trang dang nhap, khi nguoi dung lya chon dang nhap véi tai khoan Google,
trinh duyét giri yéu cau dén dudng dan /oauth2/authorization/google. Sau khi ti€p
nhan yéu cu, Spring Security khéi tao quy trinh xac thuc OAuth2 va chuyén hudéng
ngudi ding dén trang x4c thuc clia Google dé dang nhép va cap quyen truy cip thong

tin can thiét.
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Trong qué trinh ddng nhép bang Google, Spring security thuc hién viéc chuyén
nguoi ding dén trang xac thuc cia ing dung thir ba, tiép nhén két qua tai dia chi nhén
phan hoi, sir dung ma ty quyén dé lay thong tin tai khoan va thiét 1ap phién ding
nhap cho img dung, do 6 tic gid khong cAn tr viét toan bd qua trinh tha cong. Khi
viéc x4c thue thong tin dang nhap két thic thanh cong, Spring security cung cip thong
tin ngudi ding dudi dang ddi twong OAuth2User. Tir ddi tugng chira két qud xdc
thuc, (mg dung doc cac dit lidu cin thiét nhur dia chi email, tén hién thi va ma dinh
danh do Google cAp. Duya trén nhitng dit liéu nay, hé thong tién hanh tra ctru tai khoan
da duoc huu true dé. Truong hop chira tim thiy ban ghi phi hop, mét tai khoan méi
s& duge khéi tao bing thong tin nhan tir Google. Néu tai khoan da tdn tai, hé thong
stir dung ban ghi twong ung dé tiép tuc xir 1y. Cudi ciing, trang thai ding nhp dugc
thiét 14p dé ngudi ding truy cap cac chirc nang ciia tmg dung.

Tém lai, cach tich hgp nay gifip tac gia tin dung co ché xéc thuc san cé cla
Google, lam cho qua trinh trién khai tré nén bét phirc tap hon va gitp mé rong dé
tiép nhan phirong thitc dang nhap tir nhimg tmg dung bén thir ba khac.

Tich hop xac thuc bing passkey: Trong dé 4n, tac gia dinh hudng tich hop co
ché x4c thuc Passkey bit du tir viéc cai dit thu vién spring-security-webauthn. Thur
vién nay hd trg trién khai dang nhdp bing passkey bang cach sir dung API dé thue

hién qua trinh ding ky, xac thuc ngudi ding.

Véi cach tich hop nay, server dong vai trd 12 Relying Party (RP), chiu trach
nhiém phdi hop qua trinh x4c thuc véi trinh duyét va thiét bi ca ngudi ding. Phia
client sit dung API dé tuong tac véi thiét bi x4c thuc nhur van tay, khuon mat, ma PIN
hodc khoa bao mat phé‘m cing. Khoa bi mat khong dugc gii vé server ma duoc huu
an toan trén thiét bi ngudi diing; server chi luu céc thong tin can thiét nhu Public Key
va Credential ID, sau d6 str dung endpoint WebAuthn do Spring Security hd trg dé

kiém tra dit liéu x4c thuc trong céc lan ding nhép sau.

M6t wu diém cia viée str dung spring-security-webauthn 1a Back-end khong

viét toan bd logic x1r ly nhur tao challenge, kiém tra phan hdi xac thuc. Sau khi qua
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trinh x4c thue hoan tt, Spring Security biéu dién két qua thu dugc thong qua dbi
twong Authentication. Tir dbi twong nay, tic gia st dung phuong thie getName() dé

14y ra dia chi email. [19]

i¥ {authentication instancecf WebluthnAuthentication) {

String email = authentication.getllame(};

User user = userRepository.fingByfmail{email)
.erElseThrow{{) -> new RuntimeException{ErrorMessage.USER_tOT_FOULD. getiessage(}));

Hinh 2.5 LAy dia chi email tir d6i twong WebAuthnAuthentication

2.3 Két ludn chwong 11

K&t Juan qua chuong II tic gia da phan tich cac yéu ciu ca giai phap xac thuc
khong mét khau, bao gbdm yéu cau vé& phin cting, phan mém, kha ning tich hop véi
tng dung web, kha ning mé rdng va vira dap (ng kha ning bao mit. Nhimg co s&
nay 14 rit quan trong dé tac gia cé thé dinh huéng thiét k& phit hop cho hé théng. Bén
canh d6, chuong da dé xuét dinh huéng kién tric theo mé hinh client—server, két hop
véi cc cong nghé web phd bién va dinh huéng cach tich hop vao pham vi dé 4n.
Téng két, tac gia da cho biét chuong II trinh bay co s& nén tang phén tich va dinh
huéng k¥ thuét cho viéc trién khai giai phap khong diing mét khau x4c thue. Pay 1a
co s& d& Chuong I11 tiép tuc trinh bay qué trinh x4y dung, tich hop va danh gid giai

phdp trong mdi truong Gng dung web.
CHUONG III. THIET KE, XAY DUNG MO HINH THU
NGHIEM VA PANH GIA GIAI PHAP
3.1 Thiét ké kién triic md hinh thir nghiém

3.1.1 Thiét ké nghiép vu cdc chirc ning

a) Cé4c chifc niang co ban trong tmg dung:



42

Bing 3.1 Bang mé ti use case cdc chirc ning co bin trong ing dung

Chirc nang

Tac nhén, diéu kién

Luong sw kién chinh va

ngoai I¢

biang ky tai khoan

Nguoi dung, dia chi
email duoc cung cdp
chua ding dé dang ky véi
bét ky tai khodn nao.

Ngudi ding dién cac
théng tin cho viéc dang ky
nhu: ho va tén, email, sb
dién thoai va méat khau; dit
liéu gtri 1én duge kiém tra,
néu hop 18 sé& tao tii khoan
c6 quyén 13 guest, huu
théng tin va giri lién két
xac minh.

Ngoai 1&: dir liéu sai,
email trung hodc mat khiu

xac nhan khdng khop.

bit lai mat khéu

Tai khoan da dugc ding
ky va hién khong co
phién dang nhép dang
hoat dong.

Nguoi dung cung cip dia
chi email dé hé théng giri
lién két dang nhap. Sau d6
dit mat khiu méi, hé
théng cap nhit dia chi
email mdi.

Ngoai 1&: Lién két xéc
thie hét han, da sir dung,
mat khdu khéng ding
hodc xac nhin mat khau
khong trung v6i 6 mét

khau.

Cap nhét thong tin tai
khoan

Tai khoan d3 duoc xéc

minh, da dang nhép va co

Ngudi diung cdp nhit dia

chi email, ho tén va sb
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quyén 1a user hodc

admin.

dién thoai trén giao dién,
sau d6 chon niit luu dé cap
nhit thong tin cd nhan.

Ngoai 1¢: Hé théng tra vé
théng bdo dit liéu bi sai va

khong cip nhét dir liu.

Xem danh sach nhan vién

Phién ding nhép dang
hoat d6ng va tai khoan co
vai trd quan tri vién

(admin)

Hién thi cic théng tin
nhén vién nhu ho va tén,
email, s6 dién thoai, trang
thai khéa va trang thai xac
minh cta nhén vién.

Ngoai 1¢: Tai khodn co
quyén 13 user hofic guest
thi quyén truy cép bi tir

choi.

b) Cac chirc ning xac thue khong mét khéu:

Bing 3.2 Bing md ta use case cic chire ning xic thye khong mit khiu

Chirc nang

T4c nhéin, diéu kién

Luong su kién chinh va

ngoai l¢.

bang nhép bing tmg dung
bén thiT ba.

Nguoi dung c6 tai khoan
Google.

Chon tng dung bén thtr ba
va diang nhdp. Sau d6 hé
théng nhan két qua, dbi
chiéu hogc tao tai khoan
rdi dang nhép.

Ngoai 1&: ngudi dung tir
chdi clp quyén hoic xac
thuc bang tmg dung bén
thir ba khong thanh cong.
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Ping nhip bing mi xac

thuc OTP

Nguoi dung di céd tai

khoan.

Nguoi ding dién email dé
hé théng giri ma OTP, sau
do xdac thuc b%mg dia chi
email va ma OTP dé xéc
thue.

Ngoai 1&: M3 OTP bi sai,
hét han hodc di st dung;
nhap sai qué 5 14n thi khoa
tai khoan 30 phut.

Pang nhip bang lién két

xac thuce

Ngudi diing da dang ky tai
khoan

Ngudi ding dién email dé
hé théng gui lién két xac
thuc. Sau d6 nguoi dung
mé lién két dé ding nhap.
Sau d6 hé théng kiém tra
ma xac thuc hop 1€ hay
khong.

Ngoai 1&: Lién két hét han
sau mdt phut hodc da

duoc stir dung.

Quét md QR dé 14y xac
thuc ma TOTP va dang
nhép bﬁng ma xac thuc

TOTP

Tai khoan ctia ngudi dung
da dugc gan quyén 13 user
hodc admin. Ngudi dung
da xac thuc vao di vao

bén trong ing dung.

Ngudi dung quét ma QR
trén ng dung xac thuc dé
tao ma TOTP. Sau 46
nhip email va ma TOTP
dé dang nhap.

Ngoai 1é: Tai khoan ¢o
quyén l1a guest ¢ quyén
quét md QR dé iy ma
TOTP. Khi ding nhép,
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nhdp sai mi quéa 5 lIan thi

bi khoa 30 phut.

Nguoi ding thém va xoa
Passkey bing sinh tric
hoc hodc nhdap ma PIN.

Tai khoan cua nguoi
. Khi ding nhip, trinh
dung da dugce gan quyén
) duyét tao dir liéu x4c thuc,
Quan ly passkey va dang | 1a user hodc admin.
. _ ngudi diung xac thuc va
nhdp bang passkey. Ngudi dung di xac thuc ) .

giri 1én cho server kiém
vao di vao bén trong rng
tra.
dung.
Ngoai 1&: Ngudoi dung hiy

qua trinh xac thuc hodc

xac thue khéng hop 1€.

3.1.2 Téng quit cdc thanh phan chinh (Back-end, front-end)

T ) 3 fre
{ \ Truy vén,
© G | BACK-END | cép nhat ’
request ! . ] i di lidu cOo sO DY LIEU
FRONT-END ‘_'_____""; Sprmg MVC'I Spnng ; ' : 3 L
: ; Security Danh sach cac bang:
int . = e e e apariment, User, Role
HTML, CS8S, JavaScript «— i 5 . . 4 2
Thymeleaf P Travé Module xac thuc | Trakétqua | OtpCode, UserToken,
response/ div i Lop Controller | truy vén UserEntities,
ey hidnthi | Lop Service ' UserCredentials
© bl Lop Repository :
N / é _ i

Hinh 3.1 Téng quat ludng xir ly giita Back-end, front-end
Hinh trén mo ta mdi quan hé téng quét giita Front-end, back-end va co s& dit
liéu. Trong d6, Front-end 1a thanh phén giao tiép truc tiép véi ngudi ding, cung cip
giao dién trong tac va tiép nhén dit liéu d4u vao tr ngudi ding. Cu thé dau tién Front-
end guri request dén Back-end kém biéu mAu. Trong qua trinh back-end tiép nhén yéu
cau va xir Iy, back-end c6 thé doc hoic ghi théng tin tai co s& dit 1iéu. Sau khi Back-

end hoan tit viéc xir Iy yéu cau, phan hdi duge giri dén Front-end. Dya trén ndi dung
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nhéin duoc, Front-end sé€ thong bao két qua, thay ddi trang thai giao dién hodc chuyén

ngudi ding dén trang twong Gng.

Giao dién phia nguoi diing dugce phat trién véi HTML, CSS va JavaScript. va
Thymeleaf, c6 nhiém vu hién thi giao dién, tiép nhén thao téc cia ngudi dung va giri

dit liéu ding ky, ding nhap dén Back-end.

Back-end chiu trach nhiém xir Iy logic nghiép vu, bao gdm qua trinh xac thyc

ngudi ding. Trong Back-end bao gdm cic bd phin xt Iy sau:

- Controller: Tiép nhé4n request tir front-end va diéu phéi yéu cau dén céc service
tuong ng.

- Service: Pam nhiém viéc xir 1y cdc chirc ning nghiép vu nhu ding ky tai
khoan, ding nhdp bing cic phuong phdp khong mét khiu, quén mat khau,
chinh stra thong tin ¢ nhin, quan Iy nhéin vién va phong ban, phan quyén.

- Repository: Spring Data JPA dam nhiém viéc doc, thém, cép nhét va xoéa dir
liéu ciia g dung, bao gf“)m tim kiém, tao méi, cAp nhit va loai bo céc ban ghi.

- MBé-dun x4c thuc: Xt Iy cac phuong thirc xdc thuc bang bing mi OTP, lién
két ding nhap, ma xéac thuc TOTP, ding nhép bang tai khoan tmg dung bén
thir ba (vi du nhu Google) va dang nhép bing Passkey.

- Co s& dit lieu: Thao tic truy van véi dir lidu va gui lai dit liéu truy van cho
Back-end, cu thé 1a tra két qua cho 16p Repository.

3.1.3 Méi quan hé giira irng dung web, mo-dun xdc thyc va cdc thir vién hé
tro xdc thwc:

Trong mg dung web bao gdm phin Front-end dam nhiém giao dién twong tac
va phén Back-end xir Iy nghiép vu. & phia front-end chiu trich nhiém hién thi giao
dién, va gii cac yéu cau ding ky, diang nhip dén Back-end. Back-end tiép nhédn va
chuyén céc yéu cAu lién quan dén ding nhap t6i md-dun xéc thye dé kiém tra thong

tin
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Bén trong Back-end, md-dun xéc thyce chiu trach nhiém xir Iy cdc phuong thire
ding nhap khong mat khdu. Béi v6i OTP, TOTP va lién két ding nhdp, tdc gia xay
dung filter va provider riéng cho timg phuong thirc. Filter tiép nhé4n thong tin tir yéu
cau ding nhép va chuyén dén provider turong Ung dé x4c thuc. Sau do, provider goi
service dé thuc hién cac nghiép vu nhur tao va kiém tra ma OTP, tao va xdc minh ma

TOTP, hoic tao va kiém tra mi xac thuc cia lién Kkét dang nhap.

Péi vé6i phuong thie ding nhap bang tng dung bén thit ba, thu vién spring-
boot-starter-oauth2-client dugc tich hop vao back-end nhim hd trg quy trinh ding
nhap qua img dung bén ngoai nhu Google. Thong qua thur vién nay, qud trinh dang
nhip bit dau tir viéc chuyén huéng ngudi dung dén Google dé ding nhip va cip
quyén, tiép nhan ma ty quyén duoc tra vé, trao ddi ma dé 1y thong tin dinh danh va
ghi nhan két qua xéc thue. Sau do, back-end sir dung thong tin nhén duge dé dbi chiéu
théng tin tai khoan véi thong tin dang dugc luu trir; néu tai khoan chwa ton tai, hé
théng tao méi trude khi hoan tAt qud trinh ding nhip.

Péi véi phuong thire ding nhdp bing passkey, thu vién spring-security-
webauthn gitip hd trg xir Iy qua trinh x4c thwe. Tir qua trinh thuc hién vi€e tao dit li€u
yéu cau x4c thyc, quan ly challenge cho dén tiép nhan phan hdi tir trinh duyét, kiém
tra thong tin x4c thuc va xdc dinh tai khoan tuong ung. [19]

D& trién khai chirc ning giri email, tdc gia tich hop thu vién spring-boot-
starter-mail va cdu hinh mdy chi SMTP cia Gmail. Thu vién nay hd tro Back-end
tao va giri thu dién tr dén dia chi ctia ngudi dung. Cu thé la giri ma OTP hogc lién

két dang nhép dén dia chi email.

3.1.4 Pam bao kién tric dap ing yéu ciu vé bio mét va kha ning mé&
rong

a) V& bao mat:

Trong pham vi dé an, tac gia sir dung Spring Security dé kiém soat qua trinh

xac thuc va truy cdp. Cu thé cac yéu cau giri 1én back-end dugc didu huéng dén Spring
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Security Filter Chain trude khi chuyén dén controller. Déi véi cac phuong phap ding
nhp, yéu ciu xac thuc dugc chuyén tir filter dén provider va dén service tirong ting
d8 kiém tra xac thuc. Hé théng chi thiét 1ap phién ding nhdp khi thong tin xac thuc
hop 18 va tir chéi cac yéu cAu khong dap g didu kién. Céch té chirc ndy gitp kiém
soat va théng nhit luéng xac thuc, han ché truy cap trai phép. [23]

b) V& kha niing mé& rong:

Ung dung dugc t4 chirc theo mé hinh phan ting gdm controller, service va
repository. Riéng cdc phuong thirc khong st dung mat khéu khi xé4c thuc dugc xay
dung thanh nhitng thanh phén xir Iy riéng goi 1a md-dun x4c thuc. Cach td chirc nay
cling gitip viéc bao tri va mé rong thém cdc phuong thirc dang nhip mdi thuén tién

hon.

3.2 X4y dung va thwe nghiém gidi phap
3.2.1 Xay dwng giao dién nguwoi dung

a) Giao dién dang ky tao tai khoan mai:

« oD v LR TG

Home

Sen BEEET L U STR N

Hinh 3.2 Giao dién ngwoi dung diang ky tai khoin
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b) Giao dién chirc nang dét lai mét khau:

Change password

Npw Pagsword

oo
Hinh 3.3 Giao dién dit lai m4t khiu
Néu gia tri & 6 xdc nhdn mét khau khong trung v6i gia tri & mat khau moi,
server tra vé 16i mat khau khong tring khép.
c) Giao dién chirc ning chinh sira thong tin tai khoan:

& T D wane ® @ i

Edit Profie

[ ey

Hinh 3.4 Giao dién chitc ning chinh sira théng tin tai khoin
Churc ning nay md ta ngudi dung thao tac chinh stra cac thong tin nhur ho tén

tén, email va s6 dién thoai.

d) Giao dién chitc ning xem danh sach nhan vién:

sk
- Ry Hmat Biae v PRt [
Ch BaEeeq . . wemeditedenes Lomatea oy
e A ey . T o e o ) Baei h x:'t}‘v
mariatie | sserseganeese st fard
" bewene PRI et o o T g LTI RTINE f 03
et escngmiiai T
R e Y M;F v‘zw; t«.s ARCAREY 5:;:) )
X e wieantgemeins w0 smeal ke ann o

Hinh 3.5 Giao dién chirc ning xem danh sich nhén vién
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Céc dir liéu vé tai khoan nhan vién dugc hién thi d€ quan tri vién ki€ém tra bao
gbm ho tén, email, so dién thoai, thoi gian tam khoa (n€u tai khoan bi khoa) va trang

thai x4c thue (Chua xéac thuc hodc déd xéc thuc)
¢) Giao dién chitc ning dang nhdp bing tai khoan g dung bén thir ba:

X4c thuc thong qua Google: Sau khi nguoi dung két thiic ding nhap tai Google
va cip quyén cho ting dung nhin dwge mot sb thong tin trong pham vi da cho phép,

ching han nhir tén hién thi va email.

R
‘Déﬂg ﬁhép VéO demo E;o;%esé:m;:&bs deron truy ol i Ihbng 5 vy vé

G it - © s

£ iR i peiac et Do 5
e o ay

S

ap s R

Hinh 3.6 Giao dién chitc niing ding nhip thong qua img dung Google

f) Giao dién chitc ning ding nhap bing ma x4c thue OTP:

Home

Enter the code sent to your email

el

Logincote

i ] o |

Hinh 3.7 Giao dién chirc niing diing nhap bing mi xac thye OTP
Neudi ding didn dia chi email d& hé théng giri xdc ma xac thyc vé dia chi

email do.
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g) Giao dién chuirc niang déng nhéip bang lién két:

Send a login link

Emrais

==

Hinh 3.8 Giao dién chirc ning ding nhip bing lién két
Ngudi diing nhap dia chi email. Sau d6, server s€ gui lién két xdc thuc vé dia

chi email.

Login to your account =5 #nx

0 minh.nguyenkbaceB@gmati.com

T AR T Y Y
$67 17 R GTIANE R I T

ek 10 g g D

e I

Hinh 3.9 Lién két xdc thie dwoc giri dén dia chi email
Lién két duoc giri t6i dia chi email va c6 hiéu luc trong vong 1 phut. Néu qua

1 phuit, server tra vé thong bao 13i lién két da hét hiéu Iy.

Trudng hop nguoi dung sir dung lai lién két dé dang nhap, server tra vé thong

béo 151 lién két khong hop 1&.
h) Giao dién chitc ndng quét ma QR dé 14y ma xéc thyc TOTP:

Hi Nguyén Khac Minh

Your Details:
Emat: b oproRnac iy sem
Pries: (8T 40412

=
=

Hinh 3.10 Giao dién chitc ning quét ma QR
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Ngudi ding sit dung tng dung Google authenticator trén dién thoai thong
minh dé quét ma QR va ]dy ma dang nhap.
i) Giao dién chirc ning dang nhép bang mi xac thuc TOTP:

Home

L.ogin with Authenticator app

Hinh 3.11 Giao dién chirc ning ding bing mi xic thwee TOTP
Ngudi diing mé Google Authenticator dé 14y ma TOTP hién hanh, sau d6 nhp

ma nay cling dia chi email vao biéu mau dang nhép.

k) Giao dién chirc nang thém va x6a passkey:

a>»
& < S dpmee-serpmentarnktrendey £x £ i+ O
*x
L
Passkey mar v
Puasiey o Save a passkey?
e “yriut - fram dev® BUppoTs
10 pas i be
n Warad pr siuien. A passkey fr
“rinh ngyeskhaciogmatl com® w R be saved in
“Pngawordst ’
List panskeys
Ladel Civand Y
EN = anie =3 n

Bereon

Moy

Hinh 3.12 Giao dién chirc ning thém passkey trén iPad
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1) Giao dién chirc ning diang nhap bang passkey:

- - a«p
S danco-sacrament ngrok-freedey £F & Hh o+ B

Ly
(S 4

Signin

Sign in I ngpox-frsedev’ with yoir pisskey tor
ik nguyenichacd8EgmMalcom™?

Sigribgin

Hinh 3.13 Giao dién chirc niing ding nhip biing passkey

3.2.2 Xiy dung co sé dir liéu

Bang 3.3 Danh sich bang va vai trd ciia cic bing trong co s& dir liéu

Béang Vai tro

Bao gbm dit liéu cta tai khoan ngudi dung (Vi du: Ho
User tén, email, sb dién thoai va mat khéu)

Luu mi xéc thuc ding cho cdc nghiép vu nhur xac nhén
User token tai khoan, dit lai mat khiu, x4c thue bing lién két dang

nhap

Luu ma x4c thuc OTP, thoi gian hét han va trang thai st
Otp code

dung ctia m3 x4c thuc.

Luu danh sich role (Bao gém: Admin, user, guest) dé
Role phéan quyén truy cap.

Bang user_roles déng vai trd lién két dit lidu giira bang
User roles user va bang role, diing dé xac dinh quyén han ciia ting

tai khoan ngudi dung.
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User credentials

qua trinh ddng nhép.

Luu cic thong tin cin thiét cia Passkey, ching han
credential ID, khoa cong khai va tai khoan s& hitu

credential, phuc vu viéc kiém tra dir liéu xac thuc trong

User entities

Luu thong tin dinh danh lién quan dén ngudi ding phuc

vu qua trinh dang ky va xdc thuc bing Passkey.

Bang 3.4 Quan hé giira cic thye thé

Lién hé giita cac thue thé

Kiéu quan hé

M0 ta

User — User token

Mt tai khoan c6 nhiéu ma
xac thuc dung cho céc
nghiép vu nhu: xdc nhén
tai khoan, dit lai mat khau
hodc xéac thuc béng lién

két diing nhép.

User — Otp code

Mot tai khoan ¢6 nhiéu ma

OTP dung dé dang nhap.

User - Role

M&i tai khoan dwoc cip
nhiéu quyén va mét quyén
ciing ¢6 thé dugc 4p dung
cho nhiéu tai khoan khéc
nhau. Quan hé n-n dugc
biéu dién théng qua bang

trung gian user_roles.

User entities — User credentials

1—n
1—-n
n-n
1-n

Mot dinh danh ngudi dung
c6  nhiéu  credential
Passkey, tuong ung véi
viéc ngudi ding c6 thé

dang ky nhiéu Passkey.




55

Mot tai khoan c6 mot
théng tin dinh danh
User — User entities 1-1 Passkey, ding dé phuc vu
qua trinh dang ky va xac

thue bang Passkey.

3.2.3 Xy dung back-end cho cdc phwong phdp khong ding mit khdu xdc

thuc

a) Xdy dung ludng ding nhéap cho xéac thye ma OTP, ma xédc thyc TOTP va lién két

dang nhép:
e
Q 1. GIH request tir ;/ 2.9y hudng Gén \\
form gdng nhap ;  Filter srong ¢ng %
— 3 5 —_—
| [pEec ity EHcey! Authentication filter
/\ Chain !
i i
Ngudi ding 3. Tao Authenttication
Token
Authentication Manager
|
I
i
|

i 4. Didu hwdng dén
Provider irong ifag

Authentication Provider

‘
¢

Hinh 3.14 Ludng xi Iy xic thwe ngwdi ding trong spring security

- X4y dung ludng x4c thuc v6i Authentication filter va Authentication provider:

Trong cAu hinh SecurityFilterChain.java, céc filter cia cic phuong phap xac
thuc bing ma OTP, md TOTP, lién két ding nhap duoc tao riéng va thém vao Spring
Security Filter Chain. M&i filter c6 nhiém vu xir Iy yéu cau ding nhép clia phuong

thirc xac thuc tuong ng.
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Khi yéu ciu dugc giri dén URL xéc thuc da ciu hinh, filter twong Ung s& trich
xut thong tin tir yéu cu xac thuc, tao dbi tuong Authentication phit hop va chuyén
ddi twong nay dén Authentication manager. Sau d6, Authentication manager chuyén
yéu cau xac thue dén Authentication provider tuong ing @2 kiém tra va tra vé két qua

xac thue.

- Authentication provider goi dén service trong tmg dé kiém tra théng tin x4c thuc:

Authentication Provider

Ve ~

! ; Provider ! Provider Provider

% (Bdng nhap bdngmd | | (Pang nhdp bang ma xacihwc | (Dang nhap én két

| xacthwc OTF) theo théd gian TOTP} Magic Link)

Gl service G0l service Gol semvice

v Y v

§ L i1 Ve =R Service

: Service i Servica .z

v = i | .z 1= 1 {Kiém tra token trong

(Kiém tra m3 OTP) | {Kiém tra m3 TOTP) lién k&t dng nhap)
. = _
Service

Hinh 3.15 Ludng xit Iy giita authentication provider va cdc service

Céc Service duoc goi tir Authentication provider ¢6 nhiém vu kiém tra thong

tin x4c thuce twong tng véi timg phuong thite dang nhép:

Service kidm tra ma OTP: Service s& kiém tra ma OTP ¢4 phai 1a dinh dang s6
hay khéng, ma OTP di dugc sir dung hay di hét hiéu luc hay chua, va ma OTP ¢6
khdp véi ma OTP dang ton tai & trong co s& dit liéu khong.

Service kiém tra md TOTP: Theo tiéu chuin RFC 6238, md TOTP dugc tao
dua trén khoa bi mat ctia ngudi ding va thoi gian hién tai cia mdy chd. Thoi gian
duoc chia thanh cic khoang 30 gidy; trong md&i khoang, hé théng két hop gia tri thoi
gian turong g véi khoa bi mat dé tao ma TOTP gff)m 6 chit s6. Sau d6, ma do hé

théng tao ra dugc so sanh v6i ma ngudi ding nhép dé x4c dinh tinh hop 1&. [26]
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Service kiém tra ma x4c thuc trong lién két dang nhdp, d6i chiéu mi xac thuc
v6i mé trén co s& dir liéu, kiém tra ma xac thuc con han hogc da duge sir dung hay

chua. Sau d6, ma xac thuc dugce diung dé l?iy théng tin nhu dia chi email.

- Xir Iy két qua xéc thuc trong authentication filter:

Authentication Provider

1. Trd v@ két
qua xac thiee

X

. Authentication Manager

2. Trd k&t qud cho

Authentication
Fiter x iy
R 3.1 Xac thue A4 32 Xacthre :
f Filter hru thanh cong : thétbai i
i Authentication vao Authentication Fiter —————» Failure Handler |
_ SecurityContext ! i

Hinh 3.16 Ludng xir Iy két qua xic thye
Sau khi authentication provider kiém tra théng tin x4c thue, két qua duge tra
v& cho authentication manager va chuyén lai cho authentication filter. Néu xéc thuc
thanh cong, filter nhan d6i twong authentication da x4c thuc, Iuu vao security context,
tao théng tin phién ding nhép. Néu qud trinh x4c thuc dién ra khong thanh cong,
request s€ dugc chuyén dén authentication failure handler trong Ung dé tra vé thong

bdo xac thue thit bai.
b) Tich hop chirc ning diang nhp bang tmg dung thir ba:

Péi véi chirc nang ding nhap bing tmg dung thit ba, tac gia lua chon cai dat
thu vién spring-boot-starter-security-oauth2-client ciia Spring Security. Viée bd sung

thu vién nay giap Ung dung thiét lap lién két v6i img dung thit ba.

Endpoint /oauth2/authorization/google 1a endpoint mdc dinh do spring
security oauth?2 client cung cap. Khi nguoi dung chon dang nhép bang Google, Spring
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security s& tr dong chuyén huéng dén trang ding nhap cla tng dung thir ba dé xac

thure tai khoan.

Thong tin oauth2 client nhu client-id, client-secret, pham vi quyén truy cip
dugc khai bdo trong file application.properties. Cac thong tin nay gilp Spring
Security xac dinh nha cung cap ding nhap, glri yéu cau ding nhap va xt Iy phan héi
do img dung bén thir ba chuyén vé. [20]

Spring Security hd trg xtt Iy ma ty quyén, trao doi ma d€ nhén ma truy cip va
14y thong tin ngudi ding tir nha cung cap. Dya trén thong tin nhén dugc, (ing dung
xdc dinh ngudi ding va tao phién ding nhip ma khong can tu viét toan bd quy trinh
xu ly.

if {principal instanceof Ofuth2User cauthUser) {
OAuth2fAuthenticationToken token = (QAuth2AuthenticationToken) authentication;
String provider = token.getduthorized{iientBegistrationId(};
String providerId = cauthUser.gethame(});
AuthProvider authProviderEnum = AuthProvider.fron(provider};
ser user = userRepository.findByProvideréndProviderId(authProviderEnum, providerId);
if {user == aull} {

throw new RuntimeException{ErrorMessage USER_IOT_FOUND.getilessage());

3

Hinh 3.17 Poan mi mé ti qua trinh lay théng tin nha cung cAp v thong tin tai khodn
théng qua cach xac thwe biang ing dung thir ba

Théng tin ngudi ding da dang nhép duoc 14y tir d6i trgng authentication. Néu
principal 1a oauth2 user, thi thong tin user dugc 14y dira theo tén nha cung cip ding

nhap (provider) va ma dinh danh tai khoan (providerld)
¢) Tich hop chirc ning thém passkey va ddng nhap bing passkey:

Péi véi phuong thite ding nhap bang Passkey, tic gia cai dat thu vién spring-
security-webauthn dé hé trg xit Iy cdc budce chinh trong qua trinh dang ky va xéc thue
Passkey. Chang han nhu tao challenge, xit ly credential va kiém tra két qua x4c thure.

Vi vdy, tac gia khong can tir xay dung Filter va Provider riéng nhur cac phuong thire
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xac thuc m3 OTP, TOTP hay lién két dang nhap. Trong SecurityConfig, tic gia khai
béo rpld va allowedOrigins dé xac dinh url website dugce phép str dung Passkey:
.webAuthn(webAuthn -> webAuthn

1pld(APP_URL)

.allowedOrigins(APP_FULL_URL)

rpld 13 dinh danh ctia website sir dung Passkey, allowedOrigins la dia chi dugc
phép thuc hién cac chire nang dang ky va dang nhap bing passkey. Website can sir
dung HTTPS dé bao vé dit liéu trao dbi trong qua trinh ding ky va xac thuc bing
Passkey. AllowedOrigins dé khai bdo cac ngudn duge phép giri phan hoi dén server.
Server sé d6i chiéu gi4 tri origin trong phan hdi véi danh sach da cdu hinh va tir chdi
yéu cau néu khong khép, qua d6 han ché viéc mot website gia mao thuc hién quy

trinh ding ky hodc xac thuc Passkey cho img dung. [27]

O back-end, tac gia khong tu trién khai thu cong toan bd quy trinh xac thuc
bang Passkey. Sau khi xéc thuc thanh céng thi két qua xac thuc duoc bidu dién bing
dbi trong authentication. Poan ma bén dudi cho biét ldy dugc dia chi email tai khoan
tir di tugng do:

if (authentication instancect HebAuthnAuthentication) {

String email = authentication.getliare(};

User user = userRepository.finsByErsil{email)
corflseThrou{{) -> n=s RuntimeException{Errorfessage.USER_KOT_FCULD.getiles sage{}});

Hinh 3.18 Poan mi Iy thang tin ngwdi dung sau khi xdc thye bing Passkey
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- Qua trinh ngudi dung dang ky thong tin xédc thye bang passkey:

Authenticator Client Relying Party (Server)
e
r— .,
s \
N /i
‘. - .' \\ z
XGTH BUNG GTYYET CAT
DANGEY
e —— -
SERVER T4C CREDINTIAL
CREATION OPTION
. YEU cAU TAO CREDENTIAL ¢ . P —————
i {(RACMESHBANG VANTAY GOI'WEBAUTHAPI THONG QUAHAM
' KHUONMAT,MAPIV, KmOA NAVIGATOR CREDENTIALS.CREATED
BAQMAT)
XACMPH YEU CAU T
i . THIET BEXAC THU'C
H i I
| CREDENTIALDUQCTAO
CREDEXTIALVA PUBLICXEY CREDENTIAL BUQC LUT LAT
GLIvi REINING PARTY ————————»  TRONGCOSGDTLIIT
(SERVER) d

Hinh 3.19 Qua trinh diang ky théng tin xiac thye bing passkey

Khi ngudi ding ding ky Passkey, phia client s€ giri request 1én server. Server
lic nay tao credential creation options bao gdm cac thong tin nhu challenge, relying
party. Trong d6 quan trong nhét 12 challenge — mét chudi ngau nhién dugc tao riéng
cho phién ding ky hién tai. Challenge gitip dam bao yéu cAu phién dang ky 1a méi va
khong thé tai sit dung. Server giti céc tity chon ndy vé client, sau d6 phia client goi
API qua ham: navigator.credentials.create() dé yéu cau bo phin xdc. thuc tao

credential mé&i cho nguoi dung.

B6 phan x4c thurc hay con goi authenticator 1a trinh quén ly Passkey va cac
phuong thirc bio mét nhu ma PIN, nhan dién vén tay va guong mat. Khi két qua kiém
tra cho thiy thong tin dang nhép hop 1€, bd phan xac thuc s& tao cdp khoa bao gdm:
Khéa bi mat dugc lru trén bd phan xdc thyc, con khoéa cong khai va credential ID
duoc giri vé server, server luu vao co s& dir lidu dé sir dung cho cac 14n x4c thye sau.

[22]
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- Qua trinh xac thuc nguoi ding bing Passkey:

Authenticator Client Relying Party (Server)
P
-‘Gﬂ go " )
‘ . o o ' ~—
NCUOIDUNG GT1 YET CAL e . .
BANG NHAP [ s
SERVER TA0 CREDENTIAL
YEG CAU LAY RA CREDENTIAL; 3 E
{XAC MINH BANG VANTAY, - GOIWEBAUTH API THONG QUAHAM
KHUON MAT, MABPY KHOA NAVIGATORCREDENTIALSGEY()
BAQMAT) i -
L — _,"
o MpHYEC CAu Ty
BIXAC THYC
i N —
' CREDENTIALDUGCLAYRA | == ——
T T L
CREDEXTALGEIVERELYDNG  CREDENTIALBUQC XACMEH
PARTY (SERVER)

s

Hinh 3.20 Qua trinh ding nhip bing cich sir dung passkey

Client giri yéu cau request ding nhap dén server. Server tao credential request
options, trong d6 bao gdm challenge méi cho phién dang nhdp hién tai va danh sach

credential ID di duoc ding ky trude d6, sau do giri cac thong tin nay vé client.

Client goi API qua ham: navigator.credentials.get() Ham nay yéu cau bo phan
x4c thuc tim credential d3 dugce dang ky trude d6. Nguoi ding xac nhan danh tinh
béng van tay, khuén mat, ma3 PIN hodc khoéa bao mit. Néu x4c nhén thanh cong, bd
phan x4c thuc st dung khéa bi mit trong Gng v6i credential d& dang ky dé ky

challenge do server cung cap.

Két qua xac thue duge client giri lai cho server. Server st dung khéa cong khai
da luu trong co sé dir liéu dé kiém tra chit ky va challenge. Néu chir ky va challenge

hop 1¢, server xac nhan ngudi dung dang nhép thanh cong. [22]
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d) Tich hop dich vu giri ma OTP va lién két dang nhép qua email:

Dé giri email xé4c thuc, trong back-end tac gia di cai dit thu vién spring-boot-
starter-mail ciia java spring boot. Théng tin sau ddy dugc thém trong file
application.properties, bao gdm may chii mail smtp, cdng két ndi, tai khoan giri mail
va mat khdu tmg dung. Pdng thoi, tic gia xiy dung Email service sir dung c6 nhiém
vu giri email dén dia chi ciia ngudi ding. Service nay dugc ding trong hai tredng hop
chinh: giri ma OTP ding nhédp va gui lién két dang nhap. Trong d6, phuong thirc
sendOtp() tao va giri email chita ma x4c thyc OTP, con sendUserTokenLink() tao va

giri email chira lién két ding nhap.
¢) Kiém so4t phién ding nhip ngudi ding dua trén cach tiép can Zero trust:
- Kiém soat quyén truy cép:

Trong hé théng, tai khoan dugc gdn mdt trong ba vai tro gdbm Admin, user va
guest. Qua trinh x4c thure sau khi thanh cong, quyén ciia tai khoan dugc kiém tra triréc
khi hé théng xtr Iy yéu cau truy cip dén tirng chrc ning. Vi du: Tai khoan guest khong
dugce phép truy cip bét ky chirc ning nao néu x4c thuce tai khoan, hay tai khoan user
va guest khong co quyén xem danh sach nhén vién ngoai trir quan tri vién. Néu vai
trd hién tai khong cé quyén sir dung chirc nang dugc yéu cAu, hé théng sé tir chéi truy
clp. Cach trién khai nay gitp giéi han pham vi sir dung ctia tirng nhém nguoi ding

va hd tro nguyén tac chi cdp quyén truy cap cAn thiét trong cach tiép can Zero Trust.
- Gi6i han thoi gian hiéu lyc cta phién dang nhap:

Theo STIG Viewer, mot cong cu tra ciru cac STIG (Security Technical
Implementation Guide) duroc phat trién bai DISA (Co quan Hé théng Thong tin Québc
phong M§), viéc dé phién ding nhap ton tai v thoi han 1a mot rdi ro bao mat vi ké
tAn cong c¢6 thé loi dung phién ding nhap di dugc xac thuc dé truy cap tmg dung nhu

ngudi dung hop 1€. [28]
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M&i phién ding nhdp duoc gan mdt thoi gian hiéu luc nhét dinh thong qua
thude tinh LOGIN_TIME hru trong session. Khi mgt request di qua security filter
chain trong spring security s€ dugc kiém tra thoi didm diang nhp ban dau va so sénh
v6i thoi gian hién tai. Khi phién virgt qua thoi gian cho phép, phién dang nhdp s& két
thiic va ngudi ding phai x4c thue lai. Chirc ning nay giup dam bao mdi phién ding
nhap chi duy tri hi¢u lyc trong mdt khoang thoi gian cb dinh. Co ché nay gitip quyén
truy cip khong dugc duy tri v6 thoi han, phu hop véi nguyén tic xac minh lai cia

Zero Trust.
- Kiém tra tinh toan ven cua phién dang nhap:

Sau khi ngudi ding ding nhép thanh cong, server tao mot ban ghi trang thai
tai thoi diém ngay sau khi ding nhép dé Iuu lai thong tin, bao gdm dia chi IP, chudi
User-Agent va vi tri dia 1y dugc xac dinh tir IP nhu qudc gia, thanh phé. Muc dich:
Ding dé déi chiéu va phat hién cac thay dbi bét thuong trong mot phién ding nhdp.

SessionSecurity
Service

3. Coi service dé kiém 4. Trd két qua vé cho
tra théng tin bén trong Filter
request

= 2. Tiép nhan théng tin l

V- e .68 ) T requestva gliiche -
£ 1) request | geagmyFiter | CUSOMFMErXTY | gessionintegrityCheck
Chain i Filter

-

N R
Nowdi dong 6.1 Néu request hop

18, chuyén tiep &én
1, Controlier |

5.2 Néu request
khong hop 18, tra vé
o | thdng béo phat hién
Két thiic phign | bit thuwéng
déng nhap

Hinh 3.21 Ludng xit Iy qua trinh kiém tra phién ding nhap

User-agent dugc sit dung nhu mét tin hi€u hd tro trong qua trinh danh gia tinh

toan ven cta phién dang nhap. User-agent c6 thé cung cAp mot s thong tin vé moi



64

truong truy cdp ciia ngudi dung, ching han nhu trinh duyét, phién ban trinh duyét, hé
diéu hanh va loai thiét bi.

Mot nghién ciru vé browser fingerprinting cho thdy fingerprint dugc hinh
thanh tir nhiéu thong tin cla trinh duyét va thiét bi, trong d6 user-agent 12 mot thude

tinh c6 kha nang déng gép 16n vao viée nhén dién moi truong truy cép. [29]

Tuy nhién, do user-agent dugc giri tir phia client nén thong tin nay c6 thé thay
ddi hoc bi gia mao, vi vdy khong thé dugc xem 1a mdot dinh danh duy nhét hodc mot
yéu té xéc thuc doc lap. Vi véy, tac gia khong str dung User-Agent riéng 1¢é dé xac
thuc phién ding nhap, ma cﬂi xem day 1a mét thudc tinh bd trg, duge két hop véi cac
thong tin khac nhur dia chi TP va vi tri dia Iy nhim phét hién nhimg thay doi bt thuong

trong moi trudng truy cdp cla phién dang nhép.

Khi request duge giri 1én server, né s& di qua security filter chain truge khi dén
Controller va s& dbi chiéu thong tin hién tai trong request vdi ban ghi trang thai da
hru tai thoi diém ding nhap, bao gdm dia chi IP, chudi user-agent va vi tri dia ly twong

ung voi IP hién tai.

Néu c4c thong tin nay van hop 1€, request dugc tiép tuc chuyén dén Controller
dé xir y. Nguoc lai, néu phat hién sy thay d6i bét thuong, server s& két thic phién
ding nhép hién tai va chuyén nguoi ding dén trang canh béo, yéu cau xac thue lai

triegre khi tiép tuc sir dung ing dung.

3.2.4 Cdc kich ban dé kiém thit co ché xde thyc
2) Kich ban 1: M phéng hanh vi thir m lién tiép

Muc tiéu cua kich ban nay la dé xem tinh an toan trong trudng hop céc yéu

cAu xéc thuc thét bai lién tiép ddi véi phuong thitc ddng nhép bang ma OTP va TOTP.
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Ciach thuc hién cu thé 14 nhép lién tiép cac ma OTP hodc TOTP khong chinh
xac. Trong vong mét phut, sb yéu cu xac thuc duge thuc hién vugt qua 5 lan. Sau

d6, cac yéu cau tiép tuc dugce giri dé kiém tra phan mg ctia co ché gi6i han s6 1an thir.
b) Kich ban 2: M6 phong viéc tai sir dung ma xdc thuc

Muc tiéu ctia kich ban ndy dénh gia viéc ngan chin sir dung lai ma OTP hodc

lién két ding nhap sau khi gié tri x4c thuc da dugc sit dung, hét han hogc bi thay thé.

Céch thuc hién 12 m6t ma OTP hodc lién két dang nhap con hiéu lyc duge sir
dung dé thuc hién xdc thuc. Sau do, gia tri vira sir dung dugc gui lai trong mdt yéu
cdu ding nhip mdi. Kich ban ciing kiém tra truong hop st dung ma da hét thoi gian

hiéu luc va trudng hop yéu cau cAp ma OTP méi nhung van tiép tuc st dung ma cdl.
¢) Kich ban 3: M6 phong hanh vi giri ma OTP va lién két dang nhép lién tiép

Muc tiéu ciia kich ban duge thuce hién nhdam d4nh gia kha nang ngan chin viéc

yéu ciu giri ma OTP hogc lién két dang nhap nhiéu 14n trong thoi gian ngin.

Sau khi hé théng giri email thanh cdng, giao dién hién thi bd dém nguoc 60
gidly. Trong khoang thoi gian ndy, chirc nang gt lai chira duge phép st dung. Khi tai
lai trang, thoi gian con lai van tiép tuc dwoc duy tri thay vi bt dau lai tir ddu. Ngudi
kiém thir ciing giri yéu cau trirc tiép dén back-end dé bd qua gidi han trén giao dién.
Tuy nhién, néu chua dii 60 gidy tinh tir 1n giri gin nhat, yéu cu van bi tir chéi va hé

théng trd v& ngoai 1¢. Chirc nang giri lai chi hoat dong khi thai gian ché da két thiic.
3.2.5 Thiec hién mo phong cdc kich ban:
a) Kich ban 1: M6 phong hanh vi thir mi lién tiép

Nguroi thue hién lién tuc cung cép ma OTP hodc TOTP khéng chinh xac cho
cung mdt tai khoan. Sau 1an xé4c thuc sai thr nam, tai khoan bi tam khoéa trong 30

phiit va moi yéu ciu ding nhdp tiép theo déu bj tir chéi, ké ca khi mad OTP duge nhdp
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dung. Khi thoi gian khoa két thuc, tai khoan duoc phép xac thuc tré lai. Tuy nhién,
néu 14n ding nhap dAu tién sau khi mé khéa vin thét bai, hé théng tiép tuc khéa tai

khon thém 30 phut ma khong dat lai nguéng 5 lan thi.

Login with Authenticator app

Email

Login code

H

Yaur account is temporarily secked due to multiple faded siga-n sttempls,

Hinh 3.22 Tai khoan bi khéa néu nguwdi ding xic thwc sai qua 5 lin
Khi mot tai khoén thye hién qua 5 14n nhdp ma xac thue trong thoi gian chua
dén 1 phut, hé théng s& chuyén ngudi ding dén trang canh béao v& hoat dong ding
nhap bét thudéng. Ngudng nay duoc lra chon vi tAn suét gtri yéu cau cao trong khoang

thoi gian ngin c6 thé 1a dau hiéu ctia hanh vi do thir mé xac thue lién tuc.

Too many authentication attempts.

The system has detected too many authentication requests in a short period of time
Authentication has beentemporarniy biocked. Please wait a few minutes before Irying again.

Hinh 3.23 Hé théng diéu hwéng sang trang cinh bio ding nhip bit thwdng
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b) Kich ban 2: M6 phdng viée tai sit dung ma xédc thuc

Péi v6i ma OTP va lién két dang nhap, nguoi thue hién st dung lai gid tri xdc
thuc di dugc ding trude d6. Do ma hodc li€n két chi ¢ hiéu luc trong mot 14n x4c

thue, hé théng tir chdi dang nhap va théng bao gia tri x4c thuc khong con hop 1€.

Login code

OTP has already been used

Hinh 3.24 M3 xic thwe OTP di dwoc siv dung
& ¢ @ localhost:8081/auth/login
Invalid or expired link
Hinh 3.25 Lién két diing nhip a3 sit dung hodc d hét han
¢) Kich ban 3: M phéng hanh vi giri ma OTP va lién két dang nhap lién tiép

Trudng hop thir nhat, ngudi dimg nhap dia chi email dé yéu cau giri ma OTP
hoic lién két ding nhap, lic ndy giao dién hién thi thi gian dém ngugc 60s dé tranh

viéc giri lién ti€p.
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Enter the code sent to your email

Emaif

an OTP has besn sent fo your inbox.

Hinh 3.26 Giao dién hién thi thoi gian chér giri lai ma OTP
Trudng hop hai, tac gia gui ngay yéu ciu giri ma OTP va lién két dang nhap
trong back-end dé kiém chimg viéc gi6i han viée giri lién tiép dugc kiém tra khong

chi & front-end ma ca & back-end

Hinh 3.27 Back-end chin viéc gitri OTP

3.3 Panh gia gidi phap:
3.3.1 Ddnh gid tinh an toan

So véi xac thuc bing mét khau truyén thdng, cac phuong thirc xac thuc khong
mat khiu gitip loai bd viéc ngudi ding phai ghi nhé va nhap mat khau, tir d6 han ché
cAc 10i ro nhur dit mat khdu yéu, st dung lai mat khdu trén nhiéu hé théng hodc mét
khéu bj danh cip. Tuy nhién, cdc phuong phap xac thire nhu xéc thyc bing ma OTP,
ma TOTP va lién két diang nhap van c6 nguy co ké x4u loi dung néu ma xac thyc
khéng dugc quan ly an toan. Vi vy, cac khuyén nghi cia OWASP dugce lya chon Jam

co s& dé xay dung nhitng co ché kiém soat cho hé thong.
&3 kich ban diu tién, dé phong chéng viéc do ma thi hé théng gi6i han s6 1an
dang nhép thét bai ddi v6i mi xac thuc OTP va mi xéc thuc TOTP, khi ngudi dung

nhap sai qua 5 14n trong mdt phut, cac yéu clu xac thuc tiép theo s& bi tir chdi va hé
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théng s& khoa quyén truy cép tai khoan. Truong hop néu nhép sai tiép hé théng hién
thi canh béo qué s lan thi. Két qua kiém thir cho thiy sau khi vurot qua gi6i han,
ngudi dung khong thé tiép tuc giri lién tuc cac ma khéc dé x4c thuc. Bién phap nay
lam giam kha ning thir nhidu gid tri cho dén khi tim dwgc mi ding, phii hop véi
khuyén nghi cia OWASP vé viéc 4p dung gii han nghiém ngit ddi véi sb 14n thir

OTP. [30]

Kich béan kiém thtr thir hai 12 néu md xéc thuc OTP va mi xéc thyc ctia lién
két ding nhap dugc thiét 14p thai gian ton tai ngdn va chi dugc sir dung mot 14n thi
sau khi xdc thuc thanh cdng, ma duoc coi 1a di sir dung va khong con kha nang sir
dung lai. Khi ngudi ding giri lai OTP, hé théng tao ma méi va thay thé ma cii. Trong
qué trinh kiém thir, OTP hogc lién két ding nhdp da st dung, da hét han hoic d3 bi
thay thé khong thé tiép tuc ding dé dang nhap. Co ché nay phit hop véi khuyén nghi
clia OWASP vé& viéc OTP phai c6 thi gian ton tai ngn, chi duoc sit dung mot lan, bj
v6 hiéu hoa sau khi xéac thuc thanh cong va dugc thay thé khi ngudi dung yéu cau giri

lai. [30]

Véi kich ban thir ba, mdi dia chi email phai ch& 60 gidy méi duge yéu cau giri
lai md OTP hoic lién két dang nhép. Diéu kién nay duge kiém tra tai ca front-end va
back-end. Co ché trén c6 tic dung gidm céc yéu cau lip lai trong thoi gian ngin nhung
chua xir Iy ddy dii tinh hudng c6 hang trim hodc hang nghin yéu cAu dugc tao ra dong
thoi. Theo khuyén nghi cia OWASP, hé théng can kiém soat tAn suit cip ma dé tranh
viéc chirc ning nay bi lgi dung nhim tao ra s6 lugng 16n email xac thyue. Trong dé 4n,
Heé théng cén bd sung viéc thdng ké sé lugng yéu ciu trong mét khoéang thoi gian
ngin va tir chéi xir Iy khi virgt qué gi6i han quy dinh. Ddy la ndi dung can tiép tuc

hoan thién dé ting kha ning kiém soat viéc cAp ma véi sé lugng 16n. [31]

Dé giam thiéu rdi ro 16 thong tin trong co s& dif liéu, hé thdng khéng hru truc
tiép ma OTP va ma xéc thuc trong li€n két dang nhap dudi dang nguyén ban ma dugc
chuyén thanh gié tri bim trude khi ghi vao co s¢ dif lieu. Nho dé, dir liéu thu duoc

khi co sé dit liéu bi truy cap trai phép khong thé duoe sir dung trire tiép dé dang nhép.
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Bién phap nay phit hop véi khuyén nghi cia OWASP vé viée khong ghi OTP vao nht
ky va khong luu OTP 14u dai duéi dang nguyén ban. [30]

3.3.2 Tinh thudn tién

Hé théng cung cAp nhiéu phurong thitc ding nhap khong can mét khdu gbm
ding nhip bang passkey, ma OTP, ma TOTP, lién két ding nhap va ding nhip bing
tmng dung thir ba. V6i ding nhép bang passkey, Viéc ding nhép dugc hoan tit thong
qua co ché mo khoéa cta thiét bi, ching han quét van tay, nhan dién khudén mét hodc

nhidp ma PIN.

Véi dang ﬁhép bing ting dung bén thir ba, nguoi ding khong can dién mat
khéu cho g dung web ma mat khau chinh 12 tir g dung bén thir ba. Vi viy phuong
phép nay thuén tién véi nhiéu ngudi ding dang st dung tai khoan tng dung thir ba

nhur Google.

Péi v6i ding nhdp bang ma xac thue OTP va lién két ding nhép, nguoi ding
khong phai ghi nhé hay nhép bat ky mat khau ma chi cin kiém tra hop thr @& 14y va
nhép ma hoc lién két ding nhip.

Trong khi véi dang nhép bing ma xac thuc TOTP yéu cau cai dit tmg dung
xdac thuc va quét ma QR trong 14n thiét l4p dau tién. Sau d6 khi ding nhip can nhip

dia chi email va ma TOTP hién thi trén Umg dung xac thuec.

3.3.3 Tinh én dinh

Két qua thu durgce sau khi xay dung va thir nghi¢ém cho thiy hé théng van hanh
dn dinh trong pham vi ciia dé 4n. Cac phuong phdp khong st dung mét khau khi x4c
thuc thuc hién ding quy trinh da thiét ké, bao gbém tiép nhan yéu cau ding nhdp, xac
thire thong tin tir yéu cAu dang nhdp, tir chdi dit liéu néu khéng hop 1€ hodc tao phién
dang nhip néu xac thuc thanh cong. Sau khi tich hop céc phuong thirc nay, nhitng
chire ning khac ciia ing dung nhu ding ky tai khoén, dat lai mat khiu, xem danh sach
nhan vién va phan quyén hoat dong 6n dinh trong qua trinh tac gia kiém thir.
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3.3.4 Kha ndng tich hop

Céc phuong thitc xac thuc khong mat khau dugc tich hop vao tng dung dua
trén co ché x4c thuc san cé clia Spring Security. Péi v6i ding nhap bang mi xac thuc
OTP, ma TOTP va lién két ding nhap, hé théng bd sung cac thanh phan Filter va
Provider dé tiép nhan yéu ciu va kiém tra mi xdc thuc. Sau khi x4c thyuc thanh cong,

Spring Security thuc hién tao phién ding nhép cho ngudi dung.

Dbi voi Passkey va ding nhip bang tmg dung bén thit ba, cic thu vién clia
Spring Security hd trg quy trinh xac thuc. Vi vy, hé théng chu yéu b sung thong tin
cAu hinh va xir Iy thong tin ngudi dung thay vi phéi tw xdy dung lai toan bo ludng
ding nhip. Qua dé, viéc tich hop khong lam ting khdi lugng ma ngudn va do phirc

tap, ddng thoi thun lgi cho viéc stra 16i.

3.3.5 Ddnh gid wu diém va nhuwoc diém khi trién khai cdc gidi phdp khong
diing mit khau xdc thue:

Viéc ap dung cdc phuong thirc ding nhip khong ding mat khéu trong g
dung cho thdy mdi phuong thirc déu c6 nhitng loi thé va vAn dé cin tiép tuc hoan
thién, duge trinh bay duéi day:

Bing 3.5 Tong két wu va han ché cic phwong phap khing diung

mat khau xic thwe

Uu diém Han ché

Phurong phap na

Qua trinh xac thuc sir dung | | & Puap Y
, van ton tai rui ro khi
co ché mdé khoa da dugce
, ) tac gia chua xir ly
thiét 1ap trén thict bi, vi du: .
. trrong hgp nhiéu
Ping nhép bang Passkey xac thue vén tay, khudén mat
ngudi cung st dung
hodc nhip ma PIN. Nho do, ,
chung mdét thiet bi
phuong phép nay gitp gidm
, va cung c6 kha ndng
rui ro lién quan dén viéc sir ,
mé khoa thiét bi.
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dung mét khéu truyén

théng.

Néu nhidu passkey
dugc Iuu trén cung
thiét bi, nguoi c6
quyén mé khoa thiét
bi c6 thé s dung
passkey dé truy cép
vao tai khoan khong

thudc vé minh.

Ding nhép bang tmg dung bén
thr ba

Ung dung web khong truc
tiép xir Iy mat khiu cuia
ngudi dung, ma sir dung co
ché x4c thuc do cac nha
cung cip bén thir ba, vi du:
Google. Nguoi ding sau khi
dang nhdp va dong v cép
quyén, tmg dung s& nhén
két qua xic thuc va trd vé
thong tin co ban nhu email
hoic tén nguoi ding dé tao
phién dang nhdp trong hé
théng. |

Do phu thudc vao
nha cung clp bén
thir ba, tac gia chua
xir ly dugc trudng
hop théng tin ngudi
ding tra vé khong
diy du, vi du nhu
thiéu dia chi email,
anh dai dién va so

dién thoai.

Pang nhép bang mi xac thuc
OTP

Thay vi cb ging ghi nhé va
nhdp mét khau truc tiép, ma
xdc thuc duge gii dén va
ngudi dung kiém tra hop
thu dé liy ma ding nhép.
Sau dé dién ma xac thuc va

truy cip vao hé théng.

Phuong phap nay
ton tai rdi ro khi tac
gia chua xu ly tbt
truong hop nguoi
khac xac dinh dugce
email clia ngudi
ding, sau d6 lién tuc

thuc hién céc lin
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x4c minh thit bai
nhim khién  tai
khoan bi khoa.

Hé théng di c6 co
ché giGi han sb
lugng request gui
x4c thue. Tuy nhién,
két qua kiém thu
méGi chi thuc hién
trong pham vi nhd,
nén chua di dé
khing dinh hé théng
¢6 thé chéng chiu
tdt truéc luong
request rt 16n hodic
tAn cong giri request

hang loat.

Piang nhép bang ma xac thuc
TOTP

Phuong phép nay giup giam
sir phy thudc vao viéc gui
mA xac thuc qua email trong
mdi 1an ding nhip. Mi xdc
thuce dugc tao truc tiép trén
ung dung xic thuc cua
nguoi dung va tu dong thay
dbi theo thoi gian, gitp qua
trinh ding nhip dién ra

thuén tién hon.

Hé théng chwa hd
trg thay déi khoéa bi
miat. Do m3a QR
duoc tao tir khéa bi
mit nay nén khi
khéa khong thay
b1, ma QR ciing ¢b
dinh. Néu ma QR bj
16, nguoi khéc cd
thé tao ma x4c thuc

gibng ngudi ding.
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Viéc ding nhép sé
kh6 khin néu ngudi
dung nhin email
trén may tinh nhung
lai mudn ding nhap
bing dién thoai
hodc may tinh bang
nén phai chuyén
, ) sang thiét bi dang stt
Lién két ding nhdp grap ,
) dung, khién thao tac
ngudi dung ding nhip ma
. . . | tr6 nén phtc tap
khong can ghi nhé mat khau .

on.

hodc nhdp mi xac thyc thi

Ding nhdp bing lién két ding Hé théng di c6 co

nhép

cong. Thay vao d6, hé théng .
' ) , ché gidi han request
gtri mot lién ket dang nhap o .
, _ ) gii lién két xac
dén email va nguoi ding . .
. i thuc. Tuy nhién, két
ding nhdp bang cich bam . )
) , qua kiém tho méi
vao lién két do. _
chi thuc hién trong
pham vi nhé, nén
chua dii dé khéng
dinh hé théng c6 thé
chdng chiu tbt trudc
lrgng request rit
Ién hodc tin cong
giri request hang

loat.

3.4 Két luan chwong III
V6i chuong I1I tic gia dd m6 ta cac bude xdy dung mo hinh thir nghiém, trién

khai va d4nh gia cic phuong phap khong diing méat khau xac thyc. Két qua dénh gid
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cho thdy timg giai phip c6 thé manh riéng. Bén canh do6, giai phap van con mot sb
han ché cin dugc cai thién. Két qua danh gia cho thdy cdc giai php ndy gop phén
don gian hoa thao tic va giip qué trinh ding nhap tré nén thuén tién hon va giam sy
phu thudc vao mét khiu truyén théng. Di vay, két qua trién khai cho thiy giai phap
van con mot s6 diém cn hoan thién vé phuong dién an toan. Tir cac ndi dung di phan
tich, chuong tiép theo s& tong hgp nhén dinh, két qua va dinh huéng phat trién cho

deé an.

KET LUAN
- Tém tit cac két qua dat duge

Théng qua d& tai “Nghién ctru, trién khai phuong phép xédc thuc khong mat
khéu trén tmg dung web”, tic gia tién hanh téng hop cosd 1y thuyét vé xac thue ngudi
dung, nhitng han ché ctia mat khiu truyén théng va cac phuong thire xéc thure khong
mat khiu gdm dang nhip bang mi xac thuc OTP, ma xac thuc TOTP, lién két dang
nhép, dang nhép bing passkey va ding nhap bang trng dung bén thtt ba. Cac phurong
thirc nay dugc phan tich vé& co ché hoat dong, tu didm, han ché va so sanh véi mit
khau truyén théng theo céc tidu chi nhu tinh bio mat, trai nghiém ngudi ding, chi phi

van hanh, kha ning trién khai va mirc d¢ twong thich.

Tac gia da tim hidu céac yéu cau, thiét ké kién tric va xay dung Umg dung web
bing Java Spring MVC. Tac gia da trién khai cac phuong thite xdc thye khong mét
khiu, ddng thoi tich hop cc chitc ning co ban nhu tao méi tai khoan va c4p nhét ho
so ngudi dung, phan quyén va quéan Iy nhan vién. Dic biét vé6i cac phuong phap khong
ding mat khiu xdc thuc, tac gia xay dung md-dun xac thuc dugc td chirc tach biét
v6i cac thanh phan xir Iy nghiép vu khac trong hé théng, qua d6 hd trg duy tri, chinh
stra va bd sung cac phuong phap khong ding mét khéu x4c thuc khac.

Bén canh céc chitc ning ding nhép, ing dung dugc bd sung cic co ché bao vé
nhur kiém soét sé lugng y€u ciu gli ma hodc lién két, gidi han s6 1An xéc thuc thit

bai, khoa tai khoan tam thoi. Dé tai ciing 4p dung mot phén nguyén tic Zero Trust
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trong quan ly phién bing céch theo ddi dia chi IP, vi tri dia Iy va user agent nhim ghi
nhan cdc thay dbi bat thuong trong qua trinh st dung. Va cudi cing 13 danh gia tbng
quan theo cic tiéu chi vé tinh an toan, tinh thuén tién, tinh dn dinh va kha ning tich

hop. Tir d6, d& 4n xdc dinh nhitng wu diém va han ché ctia giai phap can cai thién.
- Huwong phat trién tiép theo

Mic diy d& tai da trién khai va ki€ém chimg mét s6 phuong thire xéac thue khong
str dung mat khau trén ung dung web, song van ton tai mdt s6 diém chua hoan thién

va cén duoc nghién ciru, diéu chinh thém trude khi trién khai ¢ quy m6 thuc té.

Trude hét, tac gia can tiép tuc cai thién cic van dé sau: Dbi véi phuong phap
ding nhép bang ma xac thuc TOTP, hé théng can hd tro cép lai khoa bi mat khi ma
QR c6 nguy co bi ngudi khac biét. Pbi v6i ding nhip bang passkey, hé théng can
nghién ciru thém cach xir 1y truong hop nhidu ngudi ding chung mét thiét bi hoge
ciing ¢6 kha ning mé& khéa thiét bi. Dic biét, déi véi phuong phap ding nhip bang
ma OTP va lién két dang nhép, hé théng cin dugc kiém thir véi sb lwong request 16n
hon d& danh gia kha ning chiu tai, kha nang giéi han request va kha néng duy tri hoat
dong 6n dinh khi c6 nhiéu yéu ciu giri ma hodc g lién két xac thuc cling lic. Viée
kiém thir nay giup danh gia rd hon mitc d9 hiéu quéa cua hé théng trudc cac hanh vi
giti yéu ciu x4c thire hang loat, vurot ngodi pham vi thir nghiém hién tai ciia dé an.

Ngoadi ra, tac gia dinh huéng phat trién tinh ning ding nhap dya trén ngilt canh
nhiam x4c dinh mirc d6 an toan ctia tirng phién dang nhip. Cu thé, cac yéu té duge hé
théng tiép nhan va xit Iy nhim phuc vu viéc danh gia nhur dia chi TP, vi tri dia 1y, user
agent va du van tay trinh duyét dé tinh diém rti ro cho mdi 14n dang nhap. Dya trén
didm roi ro ndy, hé thng sé& xir Iy va dua ra mét trong cac phuong phap xac thuc phu
hop véi ting ngir canh dang nhap, qua d6 nhirng phat hién bét thudong dugc phét hién
kip thoi ngédn chan cic yéu cau truy cap khong hop 1€.
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NOI DUNG NHAN XET
I/ Co s& khoa hoc va thuc tién, tinh cép thiét ciia dé tai:

Co s& khoa hoc: Dé tai dugc xdy dyng trén nén tang ly thuyét vimg chic vé xéc thuc
ngudi dung trong mg dung web, phan quyén truy cdp va céc phuong phdp béo mét
hién dai. Tac gia di phén tich co ché hoat ddng ctia x4c thuc bang mét khéu, chi ra céc
rii ro nhu tin cdng vét can, phlshmg, keylogger, ddng thoi so sanh vai cic phuong
phap xac thuc khong mét khdu nhu OTP, TOTP, lién két ddng nhap, passkey va
WebAuthn. Viéc tham chiéu md hinh Zero Trust va chudn OWASP gitip dé tii c¢6 co
s& khoa hoc 10 rang, dam bao tinh hé théng va pht hgp véi xu huréng nghién ctru bao
mét hién nay.

Co s& thire tién: P& tai xuft phat tir thuc trang ngudi dung phai ghi nhé nhiéu mat
khAu, dé bi thn cong va gdy bét tién trong quén 1y tai khoan. Cac giai phdp khong mat
khiu nhu OTP, lién két ding nhip, ding nhdp qua tng dung thir ba hay passkey da
dugc trién khai thir nghiém trén (mg dung web mo phéng, cho thiy kha ning ap dung
trong thuc té. Tac gia dd xdy dung giao dién, co s§ dir licy, back end va tién hanh
kiém thir nhidu kich ban, tir 4 d4nh gia tinh an toan, thuén tién, On dinh va kha ning
tich hop. Diéu nay chitng minh 2 tai c6 gi4 tri thyc tién cao.

Tinh cip thiét: Trong bdi canh chuyén dbi sb va gia ting céc cude tan c¢dng mang,
viéc nghién clru va trién khai gidi phap xdc thuc khong mit khau 14 cap thiét. Cac hé
thong web hién nay luu trit dit 1i€u quan trong, néu chi dya vao mat khéu truyén théng
s& tiém 4n nguy co 10 i va chiém doat tai khoan. D& tai huéng dén viéc giam phu
thudc vao mit khéu, ning cao bao mét va cai thién trai nghiém ngudi dung. Pay la nhu



ciu thue té clia td chirc, doanh nghiép va c4 nhan, d3c biét trong méi trudng hoc thudt
va quan 1y dit liéu nhay cam nhu do 4n, khoa luin tai Hoc vién.

II/ Noi dung ctia d& 4n tdt nghiép, cac két qua da dat dugc:
Két cAu dé an:

Pé 4n gdm ba chuong: co s Iy luén vé x4c thuc va bdo mét, phén tich yéu clu va dé
xuét giai phap khong mat khiu, thiét ké va xay dung md hinh thir nghlem kiém thir va
danh gia. Cubi cing 1a két luan, tai liéu tham khio, dam béo cAu tric khoa hoc va
logic. D& 4n dugc trinh bay trong tong cong 89 trang.

Tém tit cac két qua dat dwgc:

Pé tai da dat dugc nhiéu két qua quan trong. V& 1y ludn, tac gia da hé théng héa co s§
khoa hoc ciia cac phuong phap xac thuc, phan tich wu nhuge diém cia mét khiu
truyén théng va cac giai phap thay thé. V& thuc tién, tac gia da xay du'ng mét g dung
web thir nghiém tich hop nhiéu phuong phép xéac thyc khéng mat khéu nhu OTP, lién
két ding nhip qua email, xac thuc bang tng dung Google TOTP, quét ma QR va
passkey. Cac kich ban kiém thir duoc thuc hién cho thay hé théng c6 kha ning ngan
chiin truy cip trai phép, khéa tai khoan khi nhap sai nhidu 1in, canh béo ding nhép bat
thudng va xir ly tinh hubng OTP hoic lién két hét han.

Dé t3j ciing ddnh gla toan dién theo cic tiéu chi: an toan, thuén tién, 4n dinh va kha
nang tich hop. Két qua cho thiy giai phap khong mat khéu mang lai trdi nghiém t6t
horn, gidm rui ro bao mat, dbng thoi van con mot s6 han ché can cai thién nhu chi phi
trién khai va yéu cau ha ting. Day 1 déng gbp tdt cho viée ap dung trong thuc té.

I/ Nhitng van d& cin giai thich thém:
V& hinh thitc trinh bay:

Pé 4n trinh bay r rang, c6 muc luc chi tiét, danh muc bang va hinh minh hoa phong
pht, gitip ngudi doc d& theo d6i va nim bét ndi dung.

Mbt sé 15i dinh dang xuit hién trong ti liéu. Cu thé, & trang 3, muc lyc co 16i cin
chinh khi muc “1.4.2 Cac rii ro thuc té...” bi 1éch dong, khong hién thi s§ trang. O
trang 7, bang “Danh muc céc bang” c6 dong bi ngét khong ding vi tri, gdy kho doc,
bang “Danh muc c4c hinh” ¢6 15i xubng dong & hinh 3.17, khién ndi dung bi chia tach
thanh hai dong khéng ddng bo.

Ngoai ra, mot sb bang khéng ciin chinh déu, vi du bang 1.1 & trang 6 c6 phan mo ta dai
gdy mét can d6i giira hai cot. C4c 15i nay tuy khong anh hudng I6n dén ndi dung
nhung 1am giam tinh chuyén nghiép cia hinh thirc trinh bay.

Ve néi dung:



Mot sb vén dé v& kién thirc va logic cin huu y G trang 5, pha.n md ta qua trinh x4c
thuc chura phin biét rd gilta xdc thuc mot yeu té6 va da yéu to, khién nguoi doc dé

nhim 14n.
Trang 7, phin “Vai tro cia xac thuc” ligt ké nhiéu ¥ nhung chua phén tich sau méi lién

hé gitra x4c thyc va mirc d¢ quan trong t&i chét luong du 4n, sy quan trong véi doanh

nghiép sir dung, chi dirng & muc khéi quat.
Be 1i 1am v& Khong mat khdu tuy nhién téng quan vé C6 dung mét khéu lai qué dai

(’ru trang 7 téi trang 14, gan 1/10 ctia ludin 4n) 12 khéng hop ly va phén chinh lai khéng

duge mb ta da k.
Trang 9, Hinh 1.1 minh hoa qua trinh dang ky va xdc thye bang mét khéu nhung chua

giai thich chi tiét cac budc, giy thidu tinh truc quan.
Trang 25, bang 1.2 s0 sanh mat khiu va khong mét khéu nhung chua & cap dén chi

phi trién khai, mot yeu t6 quan trong trong thyc té.
Trang, 41, phan thiét ké kién trac m6 hinh thir nghxem moi dimng & mirc tong quét, chua

phén tich chi ti&t c4c thanh phin bao mét nhu co ché m3 héa dit lidu truyén tai.
Céu, hm

1 Co ché WebAuthn hoat dong thé nao trong viéc tao va xac minh passkey?
2.° So sénh wu nhuge diém gitta x4c thuc OTP va xic thuc bang passkey?

v/ Ket luén:
Dong y.

Ngay 21 thang 07 nim 2026
NGUOI NHAN XET

AN s

TS Trinh Bao Ngoc
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¥/ Co s¢ khoa hoe vi thie tién, tinh cip thiét cia @ tai

Trong bbi canh Viét Nam dang d4y manh chuyén d6i s, phét trién Chinh phu sd, ngan
hang sb va thuong mai dién i, yéu ciu bao vé danh tinh s, tai khoan nguoi dung va céc dich
vu truc tuyén ngiy cang trd nén cp thiét. Viéc nghién clru va trién khai céc giai phap xéc thuc
khong mét khau khdng chi ¢6 ¥ nghia khoa hoc ma con c6 gié tri thye tién cao, gop phén ning
cao murc d an toan théng tin, cai thién trai nghiém ngudi dung va tao ¢o sd dé cac co quan, th
chire, doanh nghiép trién khai cdc phurong thirc xdc thuc hién dai, pht hop vai xu huéng phat
trién céng nghé hién nay.

Pé tai “Nghién cir, trién khai phuong phéap x4c thuc khong mét khau cho {mg dung
web” ciia hoc vién Nguyén Kh#c Minh hudng t6i muc tiéu nghién ciry, trién khai va danh gia
cac phurong phap xdc thyc khong mét kh&u nhim néng cao mitc d§ bao mat va kha ning Umg
dung cho céc hé théng web cung chp cac dich vy true tuyén, Dé tai dugc xdy dung trén co s&
cac cong nghé va tiéu chuéin x4c thyc hién dai nhu OAuth2, OpenID Connect, WebAuthn,
FIDO2 va md hinh bdo mét Zero Trust, g0p phén khéc phyc nhiing han ché ciia phrong phap
x4c thuc bang mit khdu truyén thng trude cc nguy co tAn cong nhu Phishing, Brute Force va
Credential Stuffing. Vi vay, d& tai c6 tinh cép thiét, ¢6 co s& khoa hoc va mang y nghia thye
tién cao, dap fmg yéu ciu bao dam an toan thong tin trong béi canh chuyén dbi s6 hién nay.
II/ V& ndi dung chit hrgng ciia d¢ 4n, nhimg két qua dat dwge

P& 4n duoc trinh bay trong 79 trang bao gbm phiin mé déu, 3 chuong ndi dung, phin
két Indn va danh muyc céc tai liéu tham khao.

Chuong 1 cua dé an gdm 22 trang, trinh bay co s& Iy luén vé x4c thue ngudi ding trén
{mg dung web, phén tich nhig han ché ciia phuong phép xéc thuc bing mat khiu truyén thdng
va gi¢i thidu cac phuong phap xéc thuc khong mat khdu nhr OTP, TOTP, Magic Link, OAuth2,
Passkey/WebAuthn va md hinh Zero Trust. N§i dung duge trinh bay logic, 1am 3 uu diém v
han ché ciia timg phuong phip, dng thdi tao co s cho viée lya chon gidi phap trién khai. Tuy
nhién, chuong nay cin bb sung thém céc tiéu chuén quéc té nhu NIST SP 800-63B va OWASP

1



Authentication Cheat Sheet; ddng thoi phén tich sau hon céc nguy co an toan thong tin nhu
Replay Attack, Session Hijacking, Token Theft, ... dé tang tinh hoc thuat va cép nhét.

N&i dung chinh ctia chuong 2 dugc trinh bay trong 15 trang tap trung phén tich yéu chu
ciia hé théng va d& xuét giai phap trién khai trén nén tang Spring Boot vi Spring Security. bé
an d3 xay dung kién trtic hé théng tuwong dbi hop 1y, lya chon cdc cong nghé hién dai va phan
tich kha ning tich hop nhiéu phuong thirc xac thyre khong mét khéu: phuong phép xac thyc
bing mi OTP, bang lién két ding nhap, bang mi xac thuc TOTP, bang g dung bén thi ba
hoic bang Passkey. Tuy nhién, cin bd sung m6 hinh phan tich mbi de doa (Threat Modeling)
theo STRIDE hoic Attack Tree, x4c dinh r0 céc tai nguyén cin bao v&, ranh gidi tin cdy (Trust
Boundary), co ché quan 1y khéa, cling nhu phan tich kha nang du phong va tinh san sang ctia
hé théng khi céc dich vu xéc thue hodc dich vu thu dién tir gdp su cb.

Chuong 3 cia d 4n gdm 35 trang, trinh bdy qua trinh xdy dung, trién khai va dénh gia
hé théng thuc nghiém. D& 4n da x4y dyng thanh cong tmg dung tich hop nhidu phuong thirc
xac thire khong mét khéu nhu Passkey, OTP, TOTP, Magic Link va OAuth2; d(“)ﬂg thoi mb ta
quy trinh trién khai, giao dién va kha néing tich hop v6i Spring Security. Két qua cho thy hé
théng hoat dong ding muyc tiéu d8 ra va ¢ kha ning 4p dung trong thyc t&. Tuy nhién, chuong
ndy can bd sung céc két qua dénh gié dinh lugng vé hiéu ning (thoi gian xéc thuc, 3 tré, thong
luong), kiém thir kha nang chiu tai bang céc céng cu nhur Apache JMeter hodc Gatling, kiém
thir bao méat bing OWASP ZAP hoic Burp Suite, dbng thoi x4y dung bang so sanh dinh lugng
gitra cac phuong phdp xac thuc vé mirc d6 bao mat, trai nghiém nguéi ding, hiéu nang va chi
phi trién khai.

Dé 4n dugce chia thanh cic chuong muc rd rang va co ban bam sét cac ndi dung theo dé
cuong d3 dugce phé duyét. Tuy nhién, can hru ¥ trinh bay c4c chuong muc theo ding quy dinh.
Phin M¢é déu cén viét gon lai theo quy dinh, phén Danh muc tai liéu tham khao lugce bat cac tai
liéu khong truc tiép sir dung trong dé an.

Trong d& 4n con c6 kha nhiéu 15i in 4n phai sira chira tai cac trang vi, 1, 2, 22, 45, ...
M6t s6 hinh v& con mé (trong muc 3.2) cin hidu chinh hodc in mau.
I1I/ Nhirng vin d2 ciin gidi thich thém
(1) Giai thich 5 hon v& 4p dung giai phap d& xuét trong dé 4n cho mg dung web dugc xiy
dung trén céc cong nghé khac nhau?
(2) Giai thich thém vé& cac danh gia dinh luong cac két qua thuc nghiém nhu thoi gian déng
nhép, ty 1& dang nhip thanh céng, kha ning phuc héi tai khoén khi ¢6 sy ¢§, ...?
1V/ Két ludn

Tbi ddng y cho hoc vién Nguy&n Khic Minh duge bao vé d 4n véi d& tai néu trén trude
Héi ddng chim d? 4n 16t nghiép thac sT ciia Hoc vién. Tuy nhién, d& ddm bao chét luong dé an
t&t nghiép thac st chuyén nganh Hé théng théng tin, hoc vién can chinh stra &€ 4n va giai trinh
18 trude Hoi ddng cac van dé duge gop ¥ trén ddy.

Ngay 20 thang 07 nam 2026
Ngwoi nhin xét
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BO KHOA HOC VA CONG NGHE CONG HOA XA HQI CHU NGHIA VIET NAM
HOQC VIEN CONG NGHE Poc lap - Ty do - Hanh phiic
BUU CHINH VIEN THONG

BAO CAO GIAI TRINH
SUA CHUA, HOAN THIEN PE AN TOT NGHIEP

Ho va tén hoc vién: Nguyén Khic Minh
Chuyén nganh: Hé théng thong tin
Khoa: 2024 dot 2
Tén dé tai: Nghién ctr, trién khai phuong thirc x4c thue khong mat khau cho g dung
Web.
Ngudi huéng din khoa hoc: TS. Dinh Truong Duy
Ngay bao vé: 22/07/2026
C4c ndi dung hoc vién di sira chita, bd sung trong d& 4n t6t nghiép theo v kién déng

gop cua Hoi ddng chdm dé 4n t6t nghiép:

TT Y kién hoi dong Sira chira ciia hoc vién

Hoc vién da stra c4c 18i vin phong trinh bay. Dic biét da
can chinh muc 1.4.2 dé khéng bi léch dong. Muc bang 1.2
va muc hinh 3.17 duoc 1am ngén tiéu d& dé khong bi ngét

Ra sodt, chinh stra céc 1i vin
1 phong, trinh bay theo gop y cua

H¢i ddng. i . . \ .
va kho doc. Céc trang c¢6 hinh anh dugc in mau.

s Chuén héa danh muc tai liéu Téc gia da xem, dinh dang lai dé chuén héa danh muc tai

tham khao. liéu tham khao.

Ha Noi, ngay  thdng  ndm 2026
Ky xdc nhin ciia
CHU TJCH HOI PONG THU KY HOI DONG  NGUOI HUGNG DAN HOC VIEN

CHAM DE AN KHOA HOQC
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PGS. TS. Nguyén Trong Khanh TS. Pang Ngoc Hung TS. Dinh Truong Duy ~ Nguy&n Khic Minh
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Nguy&n Khac Minh TS. Binh Trudng Duy
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